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Abstract: It has recently been proved that the free-space optical (FSO) communication
links are susceptible to interceptions. Due to this reason, the optics community shows
a special interest in studying these high-speed links in greater detail from a physical
layer security (PLS) point of view. Therefore, in this paper, we propose, for the first time,
enhancing the average secrecy capacity (ASC) in FSO links via multiple-input/single-output
(MISO) systems. It is well-known that the fading effects in FSO channels can be significantly
mitigated by exploiting spatial diversity techniques at the transmitter end. Thus, we develop
a new asymptotic closed-form solution at high signal-to-noise-ratio (SNR) to accurately
compute the ASC for MISO based FSO communication systems with equal gain combining
(EGC) reception through generalized misalignment and atmospheric turbulence-induced
fading channels. As a key feature, we investigate the impact of the eavesdropper’s orienta-
tion along with its location in the pointing error model. We can conclude that the influence of
the eavesdropper on recollecting radiated power is diminished considerably by increasing
not only the normalized beam width at the receiver end, but also by increasing the number
of laser sources. Numerical results are tested by exact Monte Carlo simulations.

Index Terms: Free-space optical (FSO), physical layer security (PLS), average secrecy
capacity (ASC), atmospheric turbulence, multiple-input/multiple-output (MIMO), equal gain
combining (EGC).

1. Introduction
1.1 Motivation

In the present-days, many researchers try to give answer the question of how to guarantee the
security of confidential messages in advanced wireless communication systems and communica-
tion services for the emerging implementation of 5G and beyond wireless networks [2]. There is an
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urgent need from both academia and industry for exploring the fundamental information-theoretic
security limits. Physical layer security (PLS) has been considered as an attractive research field to
complement traditional encryption methods [3], [4]. The main reason to consider PLS is to renounce
a part of the data rate to combat eavesdropping by utilizing the inherent randomness of the physical
communication media.

Over the last few decades, many interesting articles have been reported from the information-
theoretic security point of view, especially in radio-frequency (RF) systems [5]-[8] (and references
therein), which provide comprehensive analysis to notably improve the PLS through fading chan-
nels in terms of the secrecy outage probability (SOP) and the average secrecy capacity (ASC)
via multiple-input/multiple-output (MIMO) systems, cooperative communication and cognitive net-
works, among others. According to the great improvement achieved in PLS aspects of RF systems
by MIMO techniques, it is expected that this kind of transmission also presents a remarkably impact
on PLS aspects related to optical wireless communication systems.

1.2 Related Works

Due to the fact that the RF spectrum is suffering from a serious congestion, free-space optical
(FSO) communication systems have been extensively studied over the past decade as an attrac-
tive alternative technology to RF since they are promising candidates for emerging broadband
technologies for the next generation networks [9]. Recently, it has been demonstrated that FSO
technology is not interception-free [10]. Motivated by that, they are currently being investigated from
the perspective of PLS [11]-[16]. Hence, the real interest of the optics community is to improve the
maximum achievable data rate with a secrecy limitation that these systems are capable of achieving
through atmospheric turbulence channels with misalignment errors in the presence of an external
observer with arbitrary orientation and location.

As it is well-known, FSO communication systems are severely degraded by fading, which is
mainly produced by atmospheric scintillation because of microvariations in the refractive-index
through the FSO link and misalignment errors between the transmitter and the receiver produced by
external agents that result in building sways [9], [17]-[19]. Thus, the fading effects of FSO channels
can be significantly mitigated by using multiple-input/single-output (MISO) FSO systems based on
spatial diversity methods with multiple lasers at the transmitter end [20]. In this paper, we employ,
for the first time, diversity techniques to improve PLS in FSO communication systems. To the best
of our knowledge, the inherent benefits of diversity methods to enhance the achievable secrecy
rate have not been fully exploited yet. In this sense, there is still an open research problem for the
study of ASC performance of MISO FSO systems by including the impact of an external observer
with arbitrary orientation and location. The deployment of MISO FSO systems is expected to result
in an attractive and promising approach to reduce potential wiretapper’s attacks as well as the
security flaws in the physical layer.

1.3 Main Contributions

In this research, we propose to enhance the ASC performance for MISO based FSO communi-
cation systems in order to fill some gaps in the existing literature. The main contributions of this
research are summarized as follows:

e We present a new asymptotic closed-form solution for the ASC of MISO based FSO systems,
which employs equal gain combining (EGC) reception through gamma-gamma (GG) atmo-
spheric turbulence channels with nonzero boresight pointing errors. This asymptotic solution
proved to be very useful and accurate to compute the secrecy performance.

e As a key feature, we pay special attention to the eavesdropper’s location and its orientation
since it makes sense to assume that the eavesdropper is not located in the line-of-sight of
the legitimate pairs. Thus, the eavesdropper is able to capture a fraction of radiated power,
depending on its location and orientation.
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Fig. 1. MISO FSO system under study, where s represents the eavesdropper’s location in the xy-plane,
and the angles 6 and ¢ represent the eavesdropper’s orientation in x-axis and y-axis, respectively.
As an example, we depict in this figure a MISO FSO communication system with M = 2 for a source-
destination link distance of dg. Note that the two laser sources are aligned with the main receiver Bob.

e We use the developed expression for the ASC, which is tested through exact Monte Carlo
simulations for different atmospheric turbulence conditions in the presence of pointing errors,
to understand the impact of some influential parameters such as the number of laser sources
employed at the transmitter end, the normalized beam width area at the receiver end, the
SNR of the eavesdropper's link, and the eavesdropper’s location and orientation on the ASC
performance.

e Unlike the current literature [14]-[16], where MISO FSO systems have not been employed yet,
we can conclude that a higher secrecy rate is achievable at several eavesdropper locations
over different turbulent conditions when the number of employed laser sources is greater than
one at the transmitter end.

1.4 Organization

The rest of this work is arranged as follows. In Section 2, we describe the system and channel
models. In Section 3, we conduct the asymptotic ASC performance analysis. In Section 4, we use
the developed asymptotic solution for the ASC to show some numerical results and, then we finally
provide some concluding remarks in Section 5.

2. System and Channel Models

As shown in Fig. 1, the FSO scenario under study is being considered in recent papers related
to PLS for FSO communication where the use of technology based on intensity-modulation and
direct-detection (IM/DD) is used for deploying terrestrial FSO links due to its low cost and simplicity.
Thus, one potential PLS attack will occur when Eve falls within the divergence area of the optical
beam because of the effect of atmospheric turbulence. In practice, this results in that Eve is installed
close to Bob, i.e. they are placed in the top of the same building, as depicted in Fig. 1. As usually
considered in the deployment of terrestrial FSO links [21], we assume here that Bob, Alice and
Eve are fixed devices. The potential risk of eavesdropping would be even more significant in urban
communications where an eavesdropper may be hidden in a nearby window [10], or in satellite-
to-ground laser communications in which the beam footprint could be at the order of kilometers.
Also, note that for long FSO distances between Alice and Bob, Eve would have a greater chance
for eavesdropping by capturing radiated power. Due to the fact that the atmospheric coherence
length, which is defined as r, = 1.65(C2(27 /1)2d,) 2/, is on the order of centimeters, we assume
FSO channels statistically independent [22].
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TABLE 1
FSO Communication System Setup

Parameter Symbol Value
Wavelength A 1550 nm
FSO link distance dm {3,4} km
Receiver aperture diameter Dy, = 2a 10 cm
Number of transmitters M {1,2,4,6}
Normalized beam width wz/a {6,10}
Normalized standard deviation os/a {1,2}
Eavesdropper’s location (1 /a, py/a) {(6,2),(8,4)}
Eavesdropper’s orientation pla {0.6, 0.9}

Moderate turbulence conditions

Haze visibility \% 4 km
Structure parameter c? 2 x 10714 m,—2/3
Rytov variance o? 3
Attenuation Lm 0.346

Strong turbulence conditions

Clear visibility \% 16 km
Structure parameter C? 8 x 10714 m=2/3
Rytov variance o? 12
Attenuation Ly, 0.826

The received electrical SNR for the MISO FSO system shown in Fig. 1 is given by

(2R/M)? P2
SNR(hmT)z f/ <thk> = 4R M, =47m ke (1)

g2 me

where hy, is the resulting channel gain, P, is the average transmitted optical power, o2 = Ny/2 is the
noise at the receiver which is modeled as additive white Gaussian noise (AWGN) with zero mean,
Vm = F;ZRZ/NO is the transmit SNR with no turbulence-induced fading, and m denotes E for Eve and
B for Bob. The FSO channel gain, hy,, is defined as hy, = Ly - ha - hy, where Ly, is the atmospheric
attenuation, h, is the turbulence-induced fading, and h, is the pointing error at the receiver-side.
Note that L, is determined by the Beer Lambert’s law as L, = e~*%, with d,, being the FSO link
distance and @ the atmospheric attenuation coefficient [23].

2.1 Statistical Modeling of Pointing Errors

Let us assume here a pointing error model, where the optical beam is non-orthogonal with respect
to the receiver plane, i.e., the eavesdropper’s receiver is rotated by an angle 6 in x-axis, and by an
angle ¢ in the y-axis. Thus, the corresponding PDF of this pointing error model is expressed as in
[16, Eq. (7)] as follows

fEve(h) ~ Y i1, 0 <h< e 2)
AL

where Ay = [erf(ve)]? is the fraction of the collected power at r= = 0, ve = /72 coS 6 cos ¢/~ 2w,,
wf = of/merf(ve)/2ve exp(—vf) is the equivalent beam width, of = ((3/2)ay's* + ¢2)'/* [18, Eq.
(9)], and ¢e = w,,,./20¢. Besides, the parameter Ar was computed in [16, Eq. (8)]. In relation to
the pointing error modeling of Bob, this one is a particular case of the previous one, where p/a =1
(Bob is not rotated), and the same jitter variances (ox = o, = o) and a zero boresight displacement
(ux = py = 0) are considered.

Finally, the PDF of the FSO communication link when the atmospheric turbulence follows the

GG model of parameters «, and B, [17] and the misalignment error follows a modified Rayleigh
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Fig. 2. ASC of MISO FSO communication systems for an FSO link distance of (a) 3 km, and (b) 4 km
as a function of yg for different severity of misalignment errors under different weather and turbulent
conditions when different eavesdropper’s locations are considered.

distribution is determined as in [18] as follows

peh! G3:0 |:am,3m
T (am)T(Bm) 13 AmLm

where G’,Zf’;’[-] is the Meijer's G-function [24, Eq. (8.2.1)]. When plane wave propagation is consid-
ered, an and B, are obtained as in [25].

2
P+ 1 :|, (3)

fr. (h) =
hmk( ) (p,%’am’ ,Bm

3. Asymptotic ASC Analysis for MISO Wiretap Channels

According to the information-theoretic formulation [3], the ASC is the maximum achievable secrecy
rate, which is defined as follows

Cs = [C3 — Cel” = B[log; (1+ 42512 ) — log, (1+ 4%@” , 4)

where [x]T = max(x, 0), B is the channel bandwidth, Cz denotes the ergodic capacity between the
legitimate peers (Alice-Bob), and Cr denotes the ergodic capacity of the eavesdropper’s channel
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(Alice-Eve). In this analysis, we compute the ASC as in [5, Eq. (15)] as follows

8ye [~ he
Co=B / C R, (he,) [1 — By, (hET e )} dhe,, 5)
In(2) Jo (1 +4ﬁn~;) V8

where F,,_(h) is the cumulative distribution function (CDF) of the resulting channel gain of hy, . To the
best of our knowledge, expressing the above integral in closed-form could be quite a challenging, if
not impossible, for the MISO FSO wiretap channel model considered here. However, an asymptotic
analysis can be carried out at high SNR in order to analyze the improvement in security issues by
employing MISO FSO structures through turbulence-induced fading channels. Hence, the ASC of
MISO FSO systems is obtained by averaging Eq. (4) over the PDFs as follows

Go= [ [ 10s = Cel*f, (e s, (e Yo . (6)
0 0

By performing some easy algebraic manipulations, the above equation can be written as

.1 [ oy /72
C/B=C=— [ In 1 —|—4—h§T "ty (e, )dhe, | fn, (e, )dhs,
In2 0 T

1 o0 5 o0
_ ﬁ/o In (1 +4WhET) [/h ﬁthT(hs,)thT] fre, (e, )dhe; (7)
TV vB

By firstly solving the inner integrals, the above integral can be rewritten as

— 1 00 Ve ) 75
Cs = ﬁ /; In (1 + 4M2 hBT) FhET (hBT /% fhET (hBT)thT
1 Oo VE
“hz ). In (1 + 4M2 hé) |: — Fig, (hET / VB>i| fre. (he;)dhe; . (8)

By making use of some properties of the logarithmic function, and the fact that F,, (hBT\/>) — 1
and l-'hB (hET\/>) — 0 when yg — oo, we derive the asymptotic solution for the ASC as
Cs = s / h2 th (hs, )dhg, — s / In 1 + 4,‘];,2 h§T> foe, (he; )dhe; . (9)

Note that the above equation involves the PDF of hp,, i.e. f,, (h), which results in being highly
complex, if not impossible, to derive its statistics. Thus, we will make use of the existing inequality
among the geometric mean and the arithmetic mean to provide a lower bound (LB) expression for
the PDF of the unified MISO FSO fading channel as follows

M
,:—/,thkz “'TThm- (10)

M
oy =Y by = M| Fy - nhmk_M,/F Pimss - (11)
k=1

It should be noted that fthB (h) permits a much easier mathematical treatment than fhmT (h). As can be
observed from Eq. (11), there is a mismatch among the means in both sides of the above equation.
To fix that, we have added a correcting factor F, as in [22, Eq. (26)], yielding

M M2
Fo— < AZL505 ) ( ' (otm)T(Bm 2 (MgF +1) ) ) (12)
amPm (93 + 1) M@ (am+ 4) T (Bn + 77)
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Now, we can obtain the PDF f,, (h) by making use of the inverse Mellin transform [26], yielding

oh 1.8 1 )

M 2 3M,0 amkﬂmk
Hk 19 GM3M <]_[k 1 An Lmk

f (h) (P,%wamwﬂmw-~~,(P,2nM705mMn3mM (13)
hm =
v th:‘] F(amk)r(ﬂmk)

Now, substituting Egs. (11) and (13) into Eq. (9), we can express Eq. (9) as follows

2 . |n(4)/5) 2In(FB

C= e T ne Mln Z (R)fhg, ()

—\,—z
h
1 o 2
— M/o In (1 + 4ye (hFE)M) e, (h)dh. (14)

lo

In order to solve the integral /;, we can firstly use [27, Eq. (23)] by setting the parameter N = 1 and
s = 0 for the main channel. Finally, we can express the integral kL in terms of the H-Fox function
Hyo'[1128, Eq. (1.1)] by making use of [24, Eq. (8.4.6.5)] and [29, Eq. (07.34.21.0012.01)], yielding

. . In(4ys) . 2In(F) Y 1 o5, Bs,
S C RN j 2 vlen) + v ba) - n ()

=1 By

I Ey LEy (1.1),
Hk 1 08 Mo i (47’5‘/?5 (Hy ! 25 ;E ) E ; éz, (37 1) )
2 l_[kM_1 F OlEk)F(,BEk)

where ‘25‘1 ={(1 _(pé’%)’“ O{Ew_)’( ﬂE1’_)""’(1 _¢EMv%)’(1 —O{EM,%),“ _ﬂEM’%)}y
and & = {(—<p§1, %),...,(—wEM, M)}. As we can observe, the proposed asymptotic closed-form
expression for the ASC is relatively simpler and tractable in relation to the potential solution of
Eqg. (7), which would fail to provide more insight about the impact of some influential parameters
such as the normalized beam width at the receiver-side, the eavesdropper’s location and its
orientation as well as the number of laser sources at the legitimate transmitter for system design
and optimization purposes.

With the goal of exploiting the developed asymptotic closed-form expression to get more insight
about the impact of the aforementioned parameters, we can easily compute the extra power
required to get a given asymptotic ASC when there is eavesdropper versus no eavesdropper by
performing some algebraic manipulations in Eqg. (15) as follows

(1,1), (1,1), & )
(1,1).42,(0,1)

2
Ag L ]
10T 9z, o Siaosm (4)’5“/_ (Hk 1 a?ﬂ?)
In (10) [Ty Tes )T (Be)
The above expression depends solely on the channel of the eavesdropper and quantifies its
contribution to the loss. The mathematical procedure for obtaining the above expression can be
seen in greater detail in Appendix A.

(15)

L[dB] & (16)

4. Numerical Results and Discussion

Now, we provide some numerical results and discussions on how the ASC of terrestrial FSO links
is enhanced by deploying multiple lasers at the legitimate transmitter. We evaluate the asymptotic
ASC of MISO FSO systems for different turbulent conditions and taking into consideration different
severity of pointing errors when the number of lasers sources is equal to M = {1, 2, 4,6}. We
pay special attention to the location and the orientation of the eavesdropper in order to deeply
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Fig. 3. ASC of MISO FSO communication systems for an FSO link distance of (a) 3 km, and (b) 4 km
as a function of yg when yg — oo for different severity of misalignment errors when different weather
and turbulent conditions are considered.

analyze the influence of these key parameters on the ASC performance. The FSO system setup
under consideration is summarized in Table 1 [21]. In Fig. 2, we depict the ASC for MISO FSO
structures as a function of yg for different severity of misalignment errors. Besides, the impact of
the eavesdropper’s location and its orientation is also reflected on this figure by considering the
following values: (i.x/a, vy /a, p/a) = (6, 2,0.6) and (uy/a, j1y/a, p/a) = (8, 4, 0.9) for moderate and
strong turbulence conditions, respectively. It is evident that the analytical outcomes lead to being
in good agreement with the exact Monte Carlo simulations. As a benchmark, we add the ASC
performance for a single-transmitter FSO link (M = 1), which was derived in [30, Egs. (9) and (11)].
We observe that the ASC performance is dramatically enhanced because of the employment of
multiple lasers at the legitimate transmitter to combat the combined effect of turbulence-induced
fading and pointing errors. Interestingly, when pointing errors are not significant, i.e. for small
values of o, the capacity of the eavesdropper of capturing radiated power is diminished as a
direct consequence of reducing the normalized beam width at the receiver-side. As expected, the
ASC for MISO FSO systems increases with the number of laser sources. In Fig. 3, we depict the
asymptotic ASC for MISO FSO systems for the same FSO scenario than in the previous figure,
but setting y5[dB] — y£[dB] = {10, 20} dB. Surprisingly, we can observe that ASC decreases with
increasing the number of laser sources at high SNR, converging to a constant value. The reason
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Fig. 4. Loss as a function of y¢ for different weather and turbulent conditions when different eavesdrop-
per’s locations and different severity of misalignment errors are assumed.

behind this is that both SNR values tend to infinity, and the difference between them is not large
enough. Hence, increasing the number of laser sources does not translate into an increase of
the achievable secrecy rate when the difference between both SNR values is a constant value.
Moreover, it is also observed from Figs. 2 and 3 that the ASC performance slightly decreases
as the FSO link distance increases regardless of the number of laser sources under moderate
turbulence conditions. However, under strong turbulence conditions, the ASC performance seems
to be insensitive when increasing the FSO link distance for the FSO scenario considered under
study. Now, the impact of using multiple laser sources at the legitimate transmitter on the secrecy
rate is carefully analyzed by exploiting the developed expressions. In Fig. 4, we depict the loss L[dB]
as a function of yg under different severity of pointing errors of (w,/a, os/a) = {(10, 2), (10, 4)}. We
note that this loss increases with yg, decreasing the secrecy rate that can be achieved regardless
of the number of laser sources and how significant the pointing errors are. The secure transmission
is not impaired at all for small values of yr since the ASC performance is very close to the
performance with no eavesdropper, i.e., L = 0 dB. At the same time, we can also observe that the
loss increases with increasing the normalized rotation parameter. In other words, the loss is strongly
dependent on the eavesdropper’s orientation as reflected on the results. In Fig. 5, we depict the
loss L[dB] as a function of w,/a at the receiver plane for different values of the eavesdropper’s
orientation of p/a={0.4,0.6,0.8}. Besides, the impact of the eavesdropper’s location is also
reflected on this figure by considering the following values: (ux/a, 1y/a) = {(6, 2), (8, 4)}. It can
be seen that as the normalized rotation parameter increases, i.e. the value of the eavesdropper’s
orientation, the loss also increases regardless of the number of laser sources. As expected, when
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Fig. 5. Loss as a function of w;/a for different weather and turbulent conditions when different eaves-
dropper’s locations and different severity of misalignment errors are considered.

the eavesdropper is a little bit further away from the beam center, the required normalized beam
width is much less to achieve a given secrecy performance as close as possible to the capacity
performance with no eavesdropper. By other hand, as the normalized beam width increases, the
influence of the eavesdropper on capturing radiated power is diminished gradually. In other words,
the secrecy performance tends to the performance with no eavesdropper as w,/a increases. In
Fig. 6, we depict the loss L[dB] as a function of u,/a when pn,/a = 2 when different FSO scenarios
are studied for moderate and strong turbulence conditions. Note that these results have been
obtained for M = 2 since this number of laser sources results in being more interesting to analyze
in greater detail the impact of some influential parameters on the ASC performance, not obtaining a
relevant enhancement for M > 4. From Fig. 6, we can conclude that our results provide compelling
evidence that the ASC performance of MISO FSO structures depends dramatically on both the
location and the orientation of a potential observer. For instance, Figs. 6(al), 6(a2), 6(b1) and
6(b2) show that the larger normalized rotation parameter and the larger value of yg, the closer
to the capacity performance with no observer when misalignment errors are not relevant, i.e., for
small values of og/a. By other hand, Figs. 6(a3) and 6(b3) show that when misalignment errors
become relevant, for os/a = 6, this can lead to increasing the secrecy rate, allowing the observer to
recollect less emitted power. As expected and corroborated from other viewpoints, as the observer
gets away from the legitimate receiver, its impact in recollecting radiated power is diminished
considerably.
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Fig. 6. Loss for M =2 as a function of uy/a when u,/a=2, and different weather and turbulent
conditions as well as different severity of misalignment errors are considered.

5. Conclusion

We have conducted a careful research of the employment of multiple laser sources as a potential
measure to remarkably enhance the ASC performance of FSO links. We have analyzed the ASC
performance in the presence of turbulence-induced fading channels affected by nonzero boresight
pointing errors.

In the light of the results presented here, the use of multiple laser sources results in being an
efficient way to guarantee secure transmission in the next generation wireless networks where
security issues are becoming more important. Including the impact of the eavesdropper’s orienta-
tion along with its location in the pointing error model represents an unprecedented milestone in the
ASC performance analysis of MISO FSO structures. Both parameters play a crucial role in this kind
of performance analysis due to the very highly directive nature of FSO technology. On the other
hand, we have also confirmed that a higher secrecy rate can be achieved when deploying structures
based on multiple lasers at the transmitter-side, not obtaining a significant performance for M > 4
under different turbulence conditions. Indeed, the ASC performance can be improved even in the
presence of larger amounts of misalignment. Additionally, the influence of the eavesdropper on
capturing radiated power can be diminished notably by increasing not only the normalized beam
width at the receiver-side, but also the number of laser sources.

Appendix A
This asymptotic analysis can be extended to get a point where the ASC at high SNR intersects
with the yg-axis (C; = 0 (bits/s/Hz)). This point can be understood as a SNR threshold, i.e. y,;gw, in

which the ASC starts to significantly increase. From Eq. (15), we can easily express yggw in terms
of the main and the eavesdropper’s channels as follows

b e =20 (2In(F) 2 1 (ask_ﬂsk>
me[dB]_ln(m)( m +|n(4)+Mgw(ask)+w(ﬂsk) Z In Ao, Ls

M 1,243M Mo Al \i | (1,1), (1,1). &
10Hk:1 QDEKH2+3-‘II/I,2+M (4)/5‘”7?5 (Hk:1 ﬁ) (1,1), &, (0,1)

In (10) [Ty, T'(eg, )T ()

+ (17)
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From the above expression, we can easily compute the extra power required to get a given
asymptotic ASC when there is eavesdropper versus no eavesdropper as follows

L[dB] = g, [9B] - v, [0B]

2
M 2 1 1.243M B (TM | Aele \ W
10 k=1 905, Ho i amzsm (4VE VFe (nk=1 aeﬁﬂsﬁ)

= 7 (18)
n (10) Hk=1 F(aEk)F(IBEk)
Note that Vé:gfeve is the SNR threshold with no eavesdropper obtained as
-20
th _
ano—eue[dB] - |n(10)
2In(Fs) 2 U 1 o, B,
X(T M}(; () + ¥ (Bs,) — w_ék_ln Aals )] (19)
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