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Abstract—Post commercial deployment of fifth-generation (5G)
technologies, the consideration of sixth-generation (6G) networks
is drawing remarkable attention from research communities. Re-
searchers suggest that similar to 5G, 6G technology must be
human-centric where high secrecy together with high data rate
will be the key features. These challenges can be easily overcome
utilizing PHY security techniques over high-frequency free-space
or underwater optical wireless communication (UOWC) technolo-
gies. But in long-distance communication, turbulence components
drastically affect the optical signals, leading to the invention of
the combination of radio-frequency (RF) links with optical links.
This article deals with the secrecy performance analysis of a mixed
RF-UOWC system where an eavesdropper tries to intercept RF
communications. RF and optical links undergo 7 — p and mix-
ture exponential generalized Gamma distributions, respectively. To
keep pace with the high data rate of the optical technologies, we ex-
ploit the antenna selection scheme at the source and maximal ratio
combining diversity at the relay and eavesdropper, while the eaves-
dropper is unaware of the antenna selection scheme. We derive
closed-form expressions of average secrecy capacity, secrecy outage
probability, and probability of strictly positive secrecy capacity to
demonstrate the impacts of the system parameters on the secrecy
behavior. Finally, the expressions are corroborated via Monte Carlo
simulations.

Index Terms—Maximal-ratio-combining (MRC), physical-layer
security, secure outage probability, transmit antenna selection
(TAS), under water optics.

Manuscript received 16 May 2021; revised 24 September 2021; accepted
24 October 2021. Date of publication 19 November 2021; date of current
version 9 December 2022. This work was supported in part by the Engineering
and Physical Sciences Research Council (EPSRC) under Grant EP/R041660/1:
Bandwidth and Energy Efficient Compact Multi-Antenna Systems for Con-
nected Autonomous Vehicles.

Md. Ibrahim is with the Electrical and Electronic Engineering, Rajshahi
University of Engineering and Technology, Kazla 6204, Bangladesh (e-mail:
ibrahimruet.007 @ gmail.com).

A. S. M. Badrudduza is with the ETE, Rajshahi University of Engineering
and Technology, Kazla 6204, Bangladesh (e-mail: asmb.kanon@gmail.com).

Md. Shakhawat Hossen is with the Electronics and Telecommunication En-
gineering, Rajshahi University of Engineering and Technology, Kazla 6204,
Bangladesh (e-mail: shakhawat.czs @ gmail.com).

Milton Kumar Kundu is with the Electrical and Computer Engineering,
Rajshahi University of Engineering and Technology, Rajshahi 6204, Bangladesh
(e-mail: milton.kundu@ece.ruet.ac.bd).

Imran Shafique Ansari is with the School of Engineering, University of
Glasgow, Glasgow G128QQ, Scotland (e-mail: imran.ansari @ glasgow.ac.uk).

Digital Object Identifier 10.1109/JSYST.2021.3123515

I. INTRODUCTION

A. Background and Literature Study

VER the previous decades, the emergence of underwater

activities has been perceived greatly due to its utilization
in a variety of applications, such as ecological supervision,
oil and gas management system, coastal security, and military
underwater vehicles [1], [2]. Since the conventional radio fre-
quency (RF) and acoustic wireless carriers provide a low speed
of data rate along with severe communication delays in un-
derwater communication (UWC) networks, newly, the research
community has exhibited significant attraction in alternative
options [2]. In this regard, the underwater optical wireless
communication (UOWC) system that allows a large data speed
(i.e., tens of Gb/s) at average transmission distance and is also
applicable to recent sixth-generation (6G) communications [3],
has been revealing as an optimistic technology [4]. Moreover,
evaluation of optical communication scheme beneath the water
environment has been recognized with immense acceptance as it
has advantages of secure transmission, small energy consump-
tion, as well as lower latency [5].

In recent times, most of the UOWC turbulence models have
been derived from free-space optical (FSO) communication
models. However, the effects of turbulence on FSO and UOWC
channels are quite different. The reason behind this is presence
of interference in UOWC systems due to absorption and scat-
tering [6]. So, despite the mentioned encouraging aspects of
UOWC, the absorption and scattering of optical signals created
by underwater components will affect the transmission of light
beams [7]. The authors of [8] performed a strong comparison
among possible strategies of UWC (e.g., RF, acoustic, and
optical signals) where they showed that optical technology de-
livers maximum data speed but experiences scattering as well as
absorption phenomena. The optical signal propagation in light
beams is extremely suffered by underwater turbulence (UWT)
conditions [9]. The experimental study in [10] discovered that
the larger size of air bubbles block optical light beams greatly
that may degrade the performance of UWC.

With a view to improving the performance of the UOWC
system, the multiuser diversity technique was introduced in [11]
where UWC links are subjected to a log-normal model. Includ-
ing channel impulse response and path loss in an underwater
environment, a complete structure of UOWC link was developed
in [12] while authors in [13] performed a detailed experiment
over UOWC link to investigate the effect of weak turbulence
occurred due to underwater elements. Assuming the existence
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of angular pointing errors in oceanic water, the closed-form
expression (CFE) of bit error rate (BER) was developed in [14].

Nevertheless, very little research has been conducted to model
severe turbulence impairments in water environments. Natural
turbulence that may occur due to Coriolis, tidal, and weather
systems, were studied in [15]. Interestingly, the authors revealed
that UOWC quality degrades with water temperature as well as
water salinity and improves with the source wavelength. In [16],
the performance of the multthop UOWC system was analyzed
while

Bhowal and Kshetrimayum [17] modeled a two-way relay-
based UOWC network where the influence of scattering, ab-
sorption, and turbulence scenarios on the system performance
was considered. Zhang et al. [18] implemented blue and green
laser diodes for nonorthogonal multiple access based UOWC
system to establish a high data speed network. Several encryp-
tion methods were reported in [19] and [20] over the UOWC
network that reveals the feasibility of the proposed network
under several water turbidities and shallow environments. A
recent investigation developed mixture exponential-generalized
Gamma (mEGG) distributions that characterize various UWT
conditions (i.e., air bubble levels and temperature gradients)
effectively for both salty and fresh water environments [21].

Due to limitations in UOWC caused by turbulence conditions,
a mixed dual-hop communication network through a relay node
is a feasible solution to upgrade system performance and ex-
pand the communication range [22]. In recent times, wireless
communication between airborne and underwater vehicles are
utilized in the mixed RF-UOWC technologies to establish a
high-speed communication network [23]-[26]. In [24], a mixed
RF-UOWC framework was considered to investigate the same
under different turbulence scenarios where main findings were
reported to the effect that lower level of air bubbles and temper-
ature gradients reduces scattering and absorption phenomena,
hence, enhances the system performance. Some notable research
over oceanic water environment like [25] considered hyperbolic
tangent log-normal model as UWC link to observe the impact of
pointing error in the RE-UOWC system. Analytical expressions
of average BER were developed by authors in [27] to examine
the influence of weak to severe UWT conditions in a two-hop
network. Notably, a communication system that connects satel-
lite and underwater vehicles with lower latency was investigated
in [28].

With the noteworthy growing interest in utilizing optical
technology in UWC systems, enhancement of security in the
corresponding wireless framework poses a significant threat
for next-generation communications. Interestingly, optical link
delivers a higher level of security because of its’ extremely
directional light beams [29]. However, investigation of security
in the RF-optical-based mixed system becomes challenging
since RF link can be attacked easily by malicious eavesdrop-
pers due to their broadcasting nature. As a result, considering
security concerns, physical-layer security (PLS) has been ex-
amined thoroughly in RF-UOWC and RF-FSO systems. Al-
though RF-FSO mixed system has been studied in [30]-[32],
it differs from mixed RF-UOWC system due to their vari-
ety of turbulence effects in the optical links. Several existing
works like [33]-[35] considered mixture exponential-Gamma
(mEG) distribution for the underwater links. In [33], the secrecy
performance was evaluated in terms of intercept probability
while authors showed the impact of using multiple antennas at
the relay node. Deploying amplify-and-forward (AF) relaying
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technique, secrecy characteristics including RF system param-
eters and water turbulence were analyzed in [34] where RF
link experiences Nakagmi-m fading model. Authors in [35]
showed the advantages of diversity order utilizing selection
combining and maximal-ratio-combining (MRC) at receiver for
regenerative mixed RF-UOW network. They also proved that
multiple antenna diversity establishes secure communication by
increasing data speed in RF links. But mEGG distribution is the
most versatile model that also incorporates mEG scenario. As
a result, assuming mEGG model for UOWC link, Badrudduza
et al. [36] investigated the PLS and proposed the consideration
of air bubble sizes and temperature gradients in the underwater
environments being crucially important due to the enhancement
of the secrecy performance. It should be noted that [32] is
the only work that investigated PLS of RF-FSO based mixed
system with transmit antenna selection (TAS) scheme over the
RF link. Interestingly, they claimed that increasing the number
of antennas would not greatly improve the secrecy performance.

B. Motivation and Contributions

In order to meet the rapid demands for high data rates with
extreme secrecy, multiple-input-multiple-output (MIMO) chan-
nels are drawing widespread concerns of research communi-
ties. In the RF-UOWC mixed system, UW link is capable of
transmitting data at a high rate of tens of Gb/s [37] whereas,
on the other hand, data rate of RF link is significantly lower
than UW links due to bandwidth and power constraints. Despite
the fact that TAS/MRC system provides all key features of a
MIMO system accompanied by reduced cost and complexity,
the authors in [38] and [39] are the only studies that incorporate
TAS/MRC scheme in mixed RF-UOWC network. However, the
authors only evaluated system performance ignoring security
aspect of practical system. Motivated by emerging technologies
for wireless communication and in order to reduce this data-rate
mismatch, we propose a secure dual-hop RF-UOWC network in
presence of a passive eavesdropper exploiting TAS/MRC (i.e.,
MIMO) diversity at the source to relay link. Since UW link is
highly secure, eavesdroppers with multiple antennas can only
utilize another RF link for intercepting confidential data. The
RF links undergo n — p fading whereas the UW link experiences
mEGG distribution. It may be noted, although mEGG channel
is the most generic model for UOWC link that characterizes the
turbulence scenarios effectively under all conditions [21], [40],
[41], there are limited research works that have been conducted
utilizing mEGG model within the PLS domain. Along UWT, the
pointing error is also a factor that tends to reduce the systems
capacity. Harmful effects of pointing error are also considered
in the underwater mEGG model. Note that, to the authors’ best
knowledge, this is the pioneering work that demonstrates the
impact of pointing error for evaluating the secrecy performance
over TAS/MRC-based RF-UWOC link. Hence, the main contri-
butions of this article are listed as follows.

1) Atfirst, we derive the PDF of end-to-end dual-hop signal-
to-noise ratio (SNR) after realizing the PDF of the source
to relay SNR with TAS/MRC diversity and relay to des-
tination SNR. Since eavesdropping is passive-type, the
eavesdropper is unaware of the TAS scheme. To the
best of the authors’ knowledge, conventional works only
considered fading around RF link for the performance
evaluation [33]-[36], [42] while how TAS/MRC scheme
around RF link of a dual-hop RF-UOWC mixed network
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Fig. 1. System model incorporating the source (S), relay (R), eavesdropper
(F), and destination (D).

can enhance secrecy performance, has not been focused
yet.

2) The secrecy performance has been characterized in terms
of average secrecy capacity (ASC), secrecy outage proba-
bility (SOP), and probability of strictly positive secrecy
capacity (SPSC). As per the authors’ best knowledge,
these expressions are novel as the 7 — u-mEGG based
mixed RF-UOWC system has not been reported yet in the
literature. Additionally, the proposed model unifies the
secrecy performance of a wide range of classical fading
scenarios since both  — p fading and mEGG turbulence
models are generalized statistical models. So, the expres-
sions of performance metrics are also generalized.

3) We utilize the derived expressions of ASC, SOP, and
probability of SPSC to quantify the impact of TAS /
MRC diversity, fading, UWT (for temperature gradient
and thermally uniform fresh and salty waters), etc. The
effect of pointing error on the system performance is also
extensively studied in this article. Moreover, a comparison
between the systems with and without eavesdroppers is
also presented. Finally, all the derived expressions are
validated via Monte Carlo (MC) simulations.

C. Organization

The remainder of this article is structured as follows. Section
II describes the proposed system and channel models whereas
analytical expressions of three significant performance metrics,
e.g., ASC, SOP, and probability of SPSC are derived in Section
III. In Section IV, illustrative numerical outcomes are presented
briefly. Finally, Section V delineates the concluding remarks
followed by future scopes of our investigation.

II. SYSTEM MODEL AND PROBLEM FORMULATION

A four-node mixed RF-UOWC scenario is exhibited in Fig. 1,
where the total transmission process transpires into two-time
slots since the typical RF signal strategy is not applicable for the
UOWPC. In the first time slot, a source node S (e.g., ground con-
trol and monitor station, ship, airborne), transmits the concealed
information to arelay node R (e.g., floating buoy) viathe RF link,
whereas an unauthorized potential eavesdropper E tries to theft
away from the unrevealed stream of data from S via utilizing
the same RF link. To enhance the data speed, we assume all the
three nodes (i.e., source, eavesdropper, and receiving end of the
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relay) are furnished with multiple antennas denoted as N, NN,
and N, respectively. In the proposed model, the TAS scheme
specifies the strongest antenna that dispatches the signal with
the highest SNR to R while all other antennas remain unused
thereby ensuring the utmost spectral efficiency. Besides transmit
diversity at the source, we also assume the relay 2 exploits the
MRC technique to combine the received signals at [V, antennas
thereby ensuring the maximum instantaneous SNR at the relay.

Applying MRC system at R, the instantaneous SNR of S' — R
link can be expressed as

Prly,

where T}, represents transmit power of the xth (z = 1,2--- Ng)
selected antenna, hg- . denotes channel gain between the se-
lected antenna at S and R, Pr symbolizes the noise powers at
R, and Iy, is an identity matrix of order N x N. We assume E
is unconscious about the TAS protocol.! Hence, implementing
MRC technique at F, the instantaneous SNR of S — FE' link can
be written as

B (1)

Yr Hhs*,r

Prly,

where hg- . represents the channel gain between S and F and
Pr denotes the noise powers at E. In the second time slot, the
stipulated variable gain AF relay receives the transmitted signal
and transforms the received RF signal into optical form. Then, it
amplifies and forwards this signal to the destination node D (e.g.,
submarine). As a result, the instantaneous SNR of the R — D
link can be expressed as

2 @)

s e

e

T,
= =" |hy,al? 3
Y4 = p el G

where T). denotes the optical power transmitted from R, A, 4 is
the channel gain of R — D link, and Pp signifies the optical
noise imposed at D. It is mentioned the gain of relay operation
can be considered as 7 that is also incorporated within h,. g
channel gain. Applying channel state information (CSI) as-
sisted relaying technique at the relay, the received instantaneous
SNR at D for mixed RF-UOWC system can be expressed as
[43, eq. (1)]

Vrd
=

plr—— = min {7, 74} - “4)

A. SNR of the RF Link

We assume 7-p distribution for the S-R RF link as it can
perfectly characterize the practical nonline of sight scenarios
undergoing small scale fading [44]. The probability density
function (PDF) ,. exploiting the MRC technique is expressed
as [38, eq. (2)]

2ﬁ(NTMr)N"”"+%hanVT'”"xN7~u7-*%
Nypir—3% Nppr+i
F(NTMT)HT : 2 por wrts

© 2N, u, H,
y e—ZNT,MhTW]N - ( I x) )
h or

fro (@) =

'We assume passive eavesdropping scenario, i.e., S is unaware of CSI of
the S — E link. Hence, E remains silent and S transmits information at target
secrecy rate. But R is aware of CSI of the channels corresponding to each
transmit antenna through the pilot sequence.
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where I, (.) specifies the first kind modified bessel function with
order v [45] and ¢, denotes the average SNR of S — R link.
Here, n-p distribution may appear in two distinct formats, for
which two complementary physical scenarios can be elucidated.
The two formats can be described in terms of h,- and H,. that are
given as follows.

Format I: h, = m and H, =
0.
Format II: h, nZ and H, = n2 with —1 <7, < 1.

Here, in Format I, ), 51gn1ﬁes the scattered-wave power ratio
between in phase and quadrature components within each clus-
ters and in Format II, 7,. defines correlation between the powers
of in-phase and quadrature scattered waves in each multipath
cluster [44].% In both formats, 1, denotes the multipath clusters
with . > 0. However, determination of secrecy behavior uti-
lizing (5) is significantly challenging. In such a case, most of the
previous works are accomplished assuming i, to be an integer
allowing for tractable evaluation wherein (5) is expressed in an
alternative form as

UE 4_"' with 0 < 7, <

hN'“' 2 Nrpr—1
fo () = TR Z Z By gaNrir—f-1g=vaz
T‘ 'I" a=1
(6)
where By = Mt e Dus =
D(Nypir+B) (Npppy ) Nriir =B (—1)Nrper i/lew, and

BT (Nypp—B)aBpNrer=B gl > o

o = w . Now, utilizing the definition, cumulative

density functron (CDF) of +, is written as

0= [ f, @ ™

Replacing (6) into (7) and utilizing [47, eq. (3.381.8)], F,, (x)
is obtained as

r ( ) ) hinur
(1) =1— ——
v HiVTMTF(Nr,Ur)

Hr—1 Nyppr—B-1

2 N,
XZ Z Z: L,x%e Ve® ()

a=1 =0
_ Ca 4 ~D)BT(Nypp+B)H
where L, = ,/311) . Cip= [3|2(Nr3r+l(3(h'u_;6))1\77‘#7‘*5’ and
N pur
Cop= ﬁuzlv)rwi Bl“(ElNrE JS?V)PI:T 5. Utilizing the order statistics

for TAS and assuming ~,-* as an ordered variable, the CDF in
(7) is finally written as

By (z) = [Fy, (x)]V5. 9)

Substituting (8) into (9) and performing some algebraic manip-
ulations after applying multinomial theorem, we obtain

Ns Ng m m (m—n)(Nypr—1) n(Nppr—1)
o= ()M X X

m=0 n=0 u=0 v=0

x Re™#%gutv (10)

2It is important to mention Format IT can be easily derived from Format I [46].
Therefore, without any loss of generality we assume Format I for the S — R link.
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where R=V™,,, @=m—n);+ns, V=
hf‘\rr#r
T HETE TN and ,, 1, are expressed as
the coefficients of 2" and 2" in the expan-
3 rlr—1 Nyp.—pB-1 C m—n
sions  of Z,@ 0 2ero i Pix?) and

(S5 ot S - o G" =28 q)yS x¢) respectlvely. In addition,
n—p fadmg proposes generahty that incorporates one-sided
Gaussian, Nakagami-m, Hoyt, and Rayleigh distributions as
special scenarios by selecting particular values of 7 and p [44].

B. SNR of the UOWC Link

We consider mEGG model for the R — D link for its generic
characteristics. The PDF of v, is expressed as [48]

1 Wi
Fru( ZM e 1GY [ g Yk } (11)
where./\flz%,%:l,ul:l M1:L§2W :£2+
_ o _¢
1, K1*§2 Ny = ALbL\Ilﬁ’VQ Uz =a, My = T(F(a))’
Wy = £ 1, Ko = £ , A defines the exponentially distribu-

tion parameter a, b, and c stand for three generalized Gamma
(GG) distribution parameters, w denotes the mixture weight
with 0 < w < 1, and £ denotes the pointing error wheres A,
is the constant related to & [48]. Here, (4 is the average SNR
of R — D link that is related to electrical SNR denoted as W,
as defined in [49], where r denotes the detection technique
(i.e., 7 = 1 specifies heterodyne detection (HD) technique and
r = 2 signifies intensity modulation / direct detection (IM/DD)
technique). In [21], the values of w, A, a, b, and, ¢ depending
upon various UWT (i.e., weak to severe) influenced by different
level of air bubbles, temperature gradients, and water salinity
are determined experimentally that reveals a strong agreement
with the measured data.’ [21, Table I] introduces simultaneous
impact of air bubbles corresponding to temperature gradients
that gradually generates weak, moderate, and severe turbulence
conditions. In addition, increase in air bubbles level and/or
water temperature gradients strengthens the UWT thereby raises
the scintillation index greatly. Table II in[21] presents various
turbulence scenarios along with level of air bubbles in both fresh
and salty water environments considering a thermally uniform
UOWC link.

By substituting (11) into (7), the CDF for UOWC link is
obtained as

2
LW
Fyy(2) =D 8iGy [ C ui,/cifo} (12)
i1
where S; = wé? and Sy = 526(;(;‘;’).

C. SNR of the Eavesdropper Link

The eavesdropper channel (i.e., S — E link) also experiences
— p fading distribution, and similar to S — R RF link, the PDF

3tis noteworthy that for the case with ¢ = 1, PDF of mEGG model takes the
form of EG model [36]. In addition, mEGG model is also equivalent to GG and
exponential distributions [21].
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of 7, is expressed as [38, eq. (3)]

Sl ol
f% ({L‘) = Ne— D579xNelL679716795$
H T (Nepte) = =
(13)
where Dy = D(Nepie+0)(Nojie)Nere=0(-1)0 Dy =

OI0(Nopo—0)4% TP "HE
F(N6N6+9)(NSUE)NCLL679(71)1\76“& Ql = 42N€H€(h€*He)
OIT (N po—0)40 oNere =0 o ’ ©e ’

Qo = w, and ¢, symbolizes the average SNR

of S — E link. According to the Format I, h, = m

H, = 1=t =, and 7. as well as i of S — E link have same
definitions as in S — R link. According to (8), making use of

(13), F, is obtained as
h]\/eue 2 Nepre—1 Nepre—0-1
P =1 Y Y
Nepe) 575 9= <=0

X Lexse %® (14)

_ B5,09%5 (- 1D)T(Nep.+60)H?
where L. T2 B = BTN ie O (o~ H ) Ne 0> and
E29 — (=)NereD(Nepe+60)H.°

gIQNeue+9(h 4+H8)N6H6*9 .

However, utilizing [47, eqgs. (3.351.1) and (8.354.1)] and
following (7), the CDF of . is calculated in an alternative form
as

hNCMe 2 Nepe—1 o Zl Qzl
Fy () =
He e#er Nefie) ; 9=0 zlzzo Zl'wz
x Dy gz (15)

where w, = N . — 6 + z1. Note that (15) is in the form of
infinite series, it converge rapidly and steadily to accurate results
after 20 terms [50].

D. SNR of Dual Hop RF-UOWC Link

In this section, analytical expression of CDF for end-to-end
SNR of the considered mixed RF-UOWC system is demon-
strated. Since variable AF gain relaying strategy is implemented
at the relay node, CDF of +; is obtained as [51, eq. (15)]

Fy,(x) ~ Pr{min(y,, va) <7}
=1—Pr[y, > v¢|Pr[ya > 7y]
=1-(1-F,(2)1 - Fy,(z))
=F,, (z) + Fy,(z) = By, (2) Fy, ().

Now, substituting (10) and (12) into (16) along with some
simplifications and algebraic manipulations, the CDF of vy is

(16)
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obtained as

S ()

(m=n)(Nppir—1) n(Nppr—1)

>

m=0 u=0 v=0
: 1L,W;
<nr(1-3o s ] )
i—1 (21 (2]
D Y H I BN
i—1 (2l (3]
a7

To the best of authors’ knowledge, the developed CDF ex-
pression in (17) for mixed RF-UOWC systems is unique as
the combination of 7-x and mEGG model while considering
TAS/MRC approach are not reported in any previous works.
Moreover, both 7—p as well as mEGG channels are generalized
in nature that provides advantages of modeling several existing
scenarios as special cases.

III. OUTAGE PERFORMANCE (OP) ANALYSIS

This section demonstrates OP of the proposed model in ab-
sence of any eavesdroppers using CDF of end-to-end dual-hop
SNR as derived in (17). OP is defined as the probability of v
falls below a prefixed threshold ~y,. Mathematically, OP is the
CDF of v, evaluated at ~,. Hence, OP can be calculated from
(17) as

OP = Pr(7; < ) = Fy, (). (18)

IV. SECRECY PERFORMANCE ANALYSIS

To investigate the PLS, three important performance metrics
(such as ASC, SOP, and probability of SPSC) are demonstrated
in this section utilizing (13)—(17).

A. ASC Analysis

ASC is one of the most significant performance metrics to
investigate secrecy characteristics of the considered RFE-UOWC
system. ASC can be explained as the average of instantaneous se-
crecy rate [52]. Mathematically, ASC is defined as [53, eq. (15)]

CF, (z
ASC=/O I%T(x){l—Fw(m)}dx.

By placing (14) and (17) into (19), analytical expression of ASC
is derived as (20), where A1, As, As, A4, A5, Ag, A7, and Ag
are the eight integral terms determined as in (20), shown at the
bottom of this page.

Aj is derived as

* dx
./41—/0 1+

19)

—In(1+ 2) 21

thue 2 Nepre—1 Nepre—0-1
. DD S
He Q;EF Nepe) 523 520 <=0
(m—=n)(Nrpr—1) n(Nppr—1) hNete
X RlA- —
> Y R s

u=0 v=0

CIU/(i

o fan) San £ S

2 Nepre—1 Nepre—0-1

12

6=1 60=0 s=0
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where z is a very high value (— 00). It can be noted that although
the integration in (21) cannot be performed, we can easily
obtain values via numerical approach. With the help of identities
[54, eqs. (8.4.2.5) and (8.4.3.1)] for mathematical conversion of
terms H% and e~%? into Meijer’s G function and performing
integration following [47, eq. (7.811.1)], A5 is obtained as

* 0| 10
= ICGU{I }G’ {Q(;x ]da:
/0 11 |¥lg| Yo 0
“ant o] e ~
:/O GH [m g] G(l),(l) [Q(;x 0 ] dx

as

[ sl
— OOGM{ u+v}G1?o [cpx ]dx

(23)

By following similar approach of A5 and A3, A, is obtained as

0 xu-&-v-&-c
Ay =/ R
0 1 + X
:/O gt gl [:c 8} Gyl [(Qg + @)z 8} dx
< uU+v+g 1,0 —
:/0 Gy [xu+v+g] Gy |:(Q5+QD)1‘ O]dw
2 —(u+v+5)
- GLQ |:<Q§+¢)’0,(U+U+§):| . (24)

Similar to Ay, converting H% into Meijer’s G function and
performing integration with the help of [54, eq. (2.24.1.1)], As
is derived as

R P .

As = /0 1+33G2*3 [ GV
oo

= / Gi’

. :

1
2r(Vi—1)

d LW
. ul7lc7,70:|d

=

| e—|
[N e}

| I |
Q
NN
o=

| rem—|
=
=

24V, 14V
X Gyiy sy
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Utilizing the integral identities [54, eqs. (8.4.2.5) and (8.4.3.1)],
Ag is obtained as

(o) :L,g‘
Ag = P d
6 /O ]. +x u27 ICH O:| *
= OoxcGl’l T 0 G |Qsz|
0 1,1 0 0,1 )
2,1 1L,W;
Cls { ” uz,lcz,O] de.
Now, for tractable analysis, transforming Meijer’s G functions
into Fox’s H functions utilizing [55, eq. (6.2.8)] and performing

integration by means of [56, eq. (2.3)] and [30, eq. (3)], Ag is
obtained as

* 1,1
— S s
Ag—/ x*Hyy [:c
0

e [

2,1 Vi (1,1), (Wi, 1)
x H2’3 |: i (uul)7(lcul)a(oal) du
Qg(§+1)
1,0:1,1:2,1 | J1 | (0,1) (1,1), W;, 1)
“Hioaas {J (0.1) ’ Wi, 1), (K3, 1), (0,1) |74
(26)

(= LVy), Ja=(1;-), Jz3= Q%, Jy = éva’,
)
H{]}é"[.} is the Fox’s H function from [57, eq. (1.2)], and
Jgniweb2itaoUs| ] is termed as the extended generalized bivari-
1,01:C2,02:C3,03

ate Fox’s H function explained in [57, eq. (2.57)]. Approaching
with similar steps as described for Ag, A7 is determined as

ooxuv W
A?—/
0

Ui, K. 0} d
= [ [x
i ,

where J; =

7‘”G2 : [Nx

<o7_1>]

01)] 72 o=
(1,

21 | A ro 1), Wi, 1)
X Hag [N”" (t:, 1), (K 1), (0.1) | ©
_ <P7(u+v+1)
1,0:1,1:2,1 J5 (0,1) (1,1),(W“1)
X Hygih 2] |:J2 (0,1)| U, 1), (Ki, 1), (0,1) Jo, J7
(27)
where J; = (—u —v; 1,V;), Jg = %,and Jr = ;\&

simple mathematical manipulations and according to Ag and A7,
Ag is derived as

® gutvts | L,
— —(+p)z 221 Vi
AS n A 1 +x ¢ ’ G2’3 |:M:E uz;K1a0:| dz

_ ~ ut+v+¢ ryl,1 071
= [ et o)

x H [(Qa + o)z }

| 1)
XH2’1 M Vi ( B )( iy :|
2,3 [ @i, 1), (K, 1), (0,1)
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_ (u4v+s+1) prl,0:1,1:2,1
= Qs+ )" Hivahals

s

Js[ (0, 1) (1,1), (Wi, 1)
. [J2 (0,1) | (U, 1), (K;,1),(0,1) Jo, Jio| (28)
where Jg = (—u—v—¢1,V;), J9:ﬁ+go’ and Jig =
Ni
(Qs+e)Vi "

Alternatively, the analytical expression of ASC* is also de-
rived utilizing (15) and (17). The derived closed-form of this
alternative ASC is expressed in (29), shown at the bottom of
this page, where By, B3, B3, and B, are the four integral terms
determined as follows:

Utilizing [47, eq.(3.194.3)], B; is obtained as

B, :/ T dr = B(w, + 1, —w,) (30)
0

1+

where B(z,y) denotes the well-known beta function as defined
in [47]. Similar to Ay, Bs is derived as

o0 O _
:/ a:“"'”""“’zG}:} | Gé:? pr| (| de
0
= [Tontlaluin i obt el | as
A2l —(u+v+w,)
— GLQ {SD‘Q—(U-FU—FU)Z)] . (€2))

Approaching with similar steps as described for A7, Bs is
determined as

00 xu+v+wz
b [
0 1 +x

> 1,1
= / $u+v+wz Hl ’1 |:flf
0

— 2,1 Vi
e WG213 [Mx

1L, W
Z/{i,’Ci,O

(
(

2,1 Vi (1,1),(W1,1)
XM | N g1, (K1), (0,1) | 2
_ e i
Jll (071) (111)7(W’L?1)
: [Jz (0.1) |t 1), (K. 1), (0,177 B

4Note that in ASCy, the final expression of 47 cannot be obtained in closed-
form, and hence, we demonstrate numerical analysis to obtain the analytical
results corresponding to this particular term. We also demonstrate similar
analytical results with ASCy by eliminating the aforementioned integration
complexity in terms of infinite series representation of lower incomplete Gamma
function while obtaining the CDF of eavesdropper channel’s SNR shown in (15).
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where J1; = (—u — v — w,; 1,V;). Similar to As, converting
L into Meijer’s G function and performing integration with

1+z
the help of [54, eq. (2.24.1.1)], By is derived as
- 00 Wz 2.1 Vi 1 W
84_ /0 1+1’G2’3 |:./\/’;.TL' U77]C770:| dl'
= /0 xszt} {x‘g] |: a: Z/lll,/?:f()} dx
_ 1
o)
G2+V1,1+V1: N 1aA(Viv*wz)7A(1an)
24+Vi,3+Vi ¢ A(la i)aA(17K:i)7A(Via_wz)a0 '

It is noteworthy that although (29) is represented here as an
infinite series, it converges very rapidly to its accurate results
within 20 terms [50].

B. SOP Analysis

SOP is another fundamental performance metric that scruti-
nizes the secrecy behavior of a system in presence of potential
eavesdropper. It can be described as the probability at which
instantaneous secrecy capacity (Cy.) downfalls than predecided
target secrecy rate (w,) [58]. So, the SOP is defined mathemat-
ically as [59, eq. (14)]

SOP =Pr{Cs < w,o} =Pr{ys <ove+o—1}

= / F, (ox+o0—1)f,, (v)dx (35)
0

where o = 2%°. Likely to [60, eq. (6)], we determine the ana-

Iytical expression of lower bound SOP as

SOP > SOP;, = Pr{yf < 07.}

~ [" B oo, s

By substituting (17) and (13) into (36), the expression of SOP in
closed-form is developed as (34), shown at the bottom of the
next page, where the derivation of three distinct integral terms
S1, 8o, and Ss are calculated as follows.
On performing integration by means of [47, eq. (3.326.2)], S1
is derived as

o0
S z/ B LW Ty —
0

(36)

F(w31)

37
CREE

where wp, = u + v + Nepe — 0 andwp, = Qs + op. Follow-
ing similar mathematical approach as for Ay and performing
integration with the help of identity [54, eq. (2.24.1.1)], Sy is

thuc Nepre—1

2
H e/tel" Z

6=1

ASC; =

e,ue 9—=0

m (m—n)(Nypr—1) n(
()X

u=0

o0
zZ1 =0
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v=0

z Ns
21961 NS
Dso|B
s - Y (V)

(29)



IBRAHIM et al.: ENHANCING SECURITY OF TAS/MRC-BASED MIXED RF-UOWC SYSTEM WITH INDUCED UNDERWATER TURBULENCE EFFECT

obtained as

~ o1 A LW
S :/ Z’NCMC 0 16 ngGQ,} |:M 10 Vi s VVi :|d$
2 ; 2,3 (zo) U;, Ki, 0
:/0 gNete—0-1G10 {Qam 6}
A LW
X Ggé {M(ma)v Z/{ZJCZ,O} dx
YNepe=0-3
= (Qé)N8u670(2ﬂ-)V7’,2*1
| Ni(o)Ve 1,wp,, A1, W)
2,14+V; 7 B3z [3
Gov s l(Qg)ViV;VI A(L,U;), A(1,K5),0 (38)

where wp, = A(V;, 1
tained as

— Nejpie + 0). Based on S, S3 is ob-
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C. SPSC Analysis

In the wiretapped model, probability of SPSC is an essential
factor guaranteeing uninterrupted communication that is only
possible if confidentiality capability remains positive (75 > 7e).
It is important to note although the CFE of SPSC can be easily
determined from SOP expression, it has a different physical
meaning that inspects the existence of Cy.. Thus, probability
of SPSC can be mathematically expressed as [31, eq. (25)]

SPSC = Pr(Cy > 0) = 1 — Pr{Cy < 0}

=1- S0Py, (w, =0). (40)
With the help of (40), the probability of SPSC can be obtained.
Therefore, substituting @, = 0in (34), the analytical expression
of probability of SPSC s finally determined as expressed in (41),
shown at the bottom of this page.

V. NUMERICAL RESULTS

For a mixed dual-hop system configuration, performance
metrics, i.e., ASC, SOP, and probability of SPSC are analyzed
graphically in this section to investigate the influence of sys-
tem parameters on the secrecy performance of the proposed
framework. In order to verify the accuracy of developed novel
expressions in (20), (29), (34), and (41), MC simulations are
performed by generating 10° independent random samples in
MATLAB and we notice a close match between analytical and
simulation results. Moreover, bivariate Fox’s H function cannot
directly be evaluated using Mathematica or Maple since there is
no built-in function for that purpose, and hence, [30, Table I] is
utilized to implement this function in Mathematica. In addition,

Vi
x G21HVi Ni(o) Lwg,, A(1, V) Format 1 is considered for the first hop while various UWT
2V (wB,)ViV; Vi | A(LU;), AL K;), 0 conditions (i.e., weak to severe) that are applicable to both
(39) freshand salty waters under temperature gradients and thermally
uniform conditions are taken from [21, Table LII] applicable to
where wp, = A(V;,1 —wp,). the second hop.
hNPIJ'v 2 Nepe—1 Ns m (m n)(N H7*1) n(N Hor—
— u+v
oy = e o 2 P X ()X (h) 2 z o
H F e/le 6=1 = m=0 n=0 u=0
2
wp, — % _ (Vi1 ) ./V;'(O')Vl Lwg,, A(L,LW;)
< [ B — SZV B1 % wg, wBy (97 (=5 )G2,1+vV7, ) 4 ) 7
(= 3o Homyomam 06 | | G5 AL
Fys VN“““ M gy [ SO am a1 0
i1 2+Vi3 (Q(;)Vl]};m A(lvul)aA(laICZ)aO
hNeH«c 2 Nepe— Ns NS m m (m=n)(Nppr—1) n(Nppr—1)
SPSC =1~ e > Z DM[Z ( >Z< > > R<F(w3 )(wp,)
Nc e 1 2
H€ a F( elue) 5=1 = m=0 m n=0 n u=0 v=0
(.UB 2 Neue—a——
17 f g 2 V.
-3 e e | A e A | ) s
! (wB,)ViV; T B iz (Qy)Neme=0(2m) ™2
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« Q2 LHVi i 3, i 41
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Fig.2. ASC; versus ¥, for selected values of Ng with N. = N, = 2,1, =
Ne = 2.2, by = pte =2, h=2.4,1=0.05,7r=1, and ¢, = . = 0 dB in
temperature gradient water.
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Fig.3. SOP versus ¢, for selected values of h, [, and N,. with Ny = N, =1,
77r:775:2'2,#r:Me=2,T‘=1,$@e=0dB, <pd=15dB,andw0:
0.01 bits/s/Hz in temperature gradient water.

In Fig. 2, ASC is plotted as a function of U, for different
numbers of V. Here, the main goal is to inspect the influence
of transmit antennas on the secrecy performance for selected
values of N;. It can be observed clearly that ASC proportionally
increases with an increase of N,. It is as expected because
an increase in N4 increases the probability of obtaining the
strongest transmit signal (i.e., signal with highest SNR among
N, antennas) from source as testified in [38].

The impact of IV, and N, under various turbulence conditions
for thermally uniform scenarios are demonstrated in Figs. 3 and
4, respectively, where SOP is plotted against ¢, for a particular
number of N,. Fig. 3 demonstrates that larger the value of IV,.,
lower the SOP is. It happens because the MRC diversity at R im-
proves the S — R link significantly, which helps to attain a better
SOP performance. On the other hand, Fig. 4 reveals that SOP
performance with a lower [V, is superior to that of a higher one.
This is expected due to the fact that increasing IV, strengthens
the S — FE link by enhancing receive diversity at £. Notably, an
SOP floor is visible in the figures because the system’s secrecy
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Fig.4. SOP versus ¢, for selected values of h, [, and N, with Ny = N, = 1,
777‘:778:2~2s,uﬂr:,ue:2,7’:1,<,0e:0dB, Lpd=15dB,andwO:
0.01 bits/s/Hz in temperature gradient water.

IM/DD technique
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o Fresh Water, h =7.1 (Simulation)
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1073 v
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Fig. 5. SOP versus ¢, for selected values of h, [, and r with Ny = N,. =
Ne=1,1m =1ne =22, 4y = pte =2, ¢ =0dB, ¢4 = 15dB, and w, =
0.01 bits/s/Hz in thermally uniform fresh water.

performance is always dominated by the RF link (first hop).
Moreover, it is important to mention that as the UWT scenario
gets severe (i.e., weaker to strong conditions with an increase
of air bubbles level and temperature gradients in UOWC link),
secrecy characteristics get degraded significantly. Similar results
are demonstrated in [21] that validates our analysis.

Fig. 5 presents SOP versus ¢, under various turbulence
scenarios in the case of a thermally uniform and freshwater
environment.

It is observed that SOP increases with an increase in UWT.
It is because with an increase of air bubble levels, the received
signal experiences strong fluctuations that lead to an increased
scintillation index and a degraded SOP performance. In ad-
dition, as expected, the HD technique enhances the secrecy
performance of the UOWC link more significantly relative to
IM/DD technique that clearly indicates that the HD technique
has a better capability to overcome UWT than IM/DD technique.
Authors in [24] also demonstrated some numerical outcomes re-
garding detection techniques similar to the proposed model that
strengthen this analysis. Moreover, close agreement between
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Fig. 6. SOP versus ¢, for selected values of h with Ny = N, = N, = 2,
Nr =Ne = 2.2, by = fle =2, 7 =2, o, =20 dB, . =0 dB, and w, =
0.01 bits/s/Hz in thermally uniform water.
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— Analytical
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Fig. 7. SOP versus ¢, for selected values of h, [, and £ with Ny = N, =
Ne=2,1p =Ne =22, by = pte = 2,7 =1, ¢ = 0dB, g = 25 dB, and
@, = 0.01 bits/s/Hz in temperature gradient water.

analytical and simulation results proves the accuracy and validity
of the derived CFEs.

Besides air bubble levels and temperature gradients, salinity
also induces turbulence in the UOWC link. This phenomenon
is demonstrated in Fig. 6 by depicting SOP as a function of g
with various levels of air bubbles under uniform temperature.

We can observe that fresh waters demonstrate better SOP
performance relative to salty water. But the impact of water
salinity is less severe than the impacts of air bubbles. Similar
outcomes were also reported in [21].

In Fig. 7, the SOP is demonstrated as a function of ¢, with a
view of observing impacts of pointing error under temperature
gradient water. It can be noted that higher the pointing error (i.e.,
lower &), lower the secrecy performance (i.e., higher SOP). This
is because higher ¢ signifies pronounced pointing accuracy [48].

Fig. 8 presents SPSC versus ¢, while Figs. 9 and 10 demon-
strates ASC versus ¢, to quantify influences of RF fading
parameters.

It is observed that due to the increase of 7,. and ., a better
secrecy behavior of the proposed scenario is exhibited. This
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Fig. 8. SPSC versus ¢, for selected values of 7,- and 7. with Ng = N, =
Ne =2, iy = pte = 2,h =2.4,1 = 0.20, r = 2, and ¢ = 12 dB in temper-
ature gradient waters.
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Fig.9. ASC; versus ¢, for selected values of i, with Ng = N,. = N, = 2,
Nr =Ne =2.2,ue =2,h=2.4,1=0.05,§{ =5.7,7=1,and o4 = 15dB
in temperature gradient water.

performance is desired because the fading severity of the S — R
link decreases with 7,- and 1,-. On the other hand, the higher the
value of 7. and (., the larger is the possibility of eavesdropping
since in such a case the wiretap link will be strengthened. The
same sort of results is also observed in [38]. It can also be noted
that both expressions of ASC, i.e., ASC; and ASCs yields the
same results.

Fig. 11 describes the difference between system performances
of two cases (i.e., with and without eavesdropping scenarios). It
is evident that in absence of any potential eavesdroppers, we need
to transmit at a rate greater than ~yy,. But PLS technique assumes
a secrecy rate Cy. (i.e., the rate at which the eavesdroppers are
unable to decode the transmitted data) that is defined as the
difference between capacity of main and eavesdropper channels
and always less than main channel capacity. Hence, in the passive
eavesdropping scenario, for same prefixed SNR threshold (i.e.,
Y = W, ), OP deteriorates relative to that of without eavesdrop-
ping case.
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Fig. 10. ASC; and ASCg versus ¢, for selected values of e with Ng =
1, N. =Ne =2, 10 =N = 2.2, pr =2, h=16.5, 1 =0.22, r = 2, and
@q = 15 dB in temperature gradient water.
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Fig. 11.  OP versus ¢, for selected values of h, [, and £ with Ny = N, =
Ne=2,mr =1 =22, flr = pte =2, 7=1, po =10 dB, g4 = 25 dB,
and w, = 0.01 bits/s/Hz in temperature gradient water.

In Fig. 12, the impact of target secrecy rate on secure OP is
demonstrated wherein SOP is plotted against ;.. It is noted that
increase in w, increases the probability of C. dropping below
w, leading to a degraded secrecy performance, as demonstrated
in [31].

VI. CONCLUSION

In this article, we have investigated the secrecy behavior of
a variable gain AF relying based RF-UOWC mixed network
where fading, TAS/MRC diversity scheme, and various UWT
conditions due to the salty and fresh waters under temperature
gradients and thermally uniform underwater environments are
taken into consideration. However, assuming all RF and UOWC
links are subjected to n—pu and mEGG models, respectively,
analytical expressions of ASC, SOP, and probability of SPSC are
derived in closed-form and then validated via MC simulation.
Numerical results reveal that although UWT deteriorates the
security performance of the proposed model, it can be signifi-
cantly enhanced by exploiting TAS/MRC scheme at the main RF
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Fig. 12.  SOP versus ¢, for selected values of w, with Ng = N, = N, =
2, M =MNe =2.2, by = pte =2, h=4.7,1=0.05,7 =1, p. = 0 dB, and
@q = 25 dB in temperature gradient water.

link. It is also noteworthy that the HD technique can overcome
UWT with better security compared to IM/DD technique.
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