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Abstract

Traditionaldistributedsystemservicesthatprovideguaran-
teesrelatedto confidentiality, integrity, andauthenticityen-
hancesecurity, but arenotsurvivablesinceeach attributeis
implementedby a singlemethod.Thispaperadvocatesthe
useof redundancyto increasesurvivability by usingmul-
tiple methodsto implementeach securityattributeanddo-
ing so in waysthat can vary unpredictably. As a concrete
example, thedesignandimplementationof a highly config-
urablesecure communicationservicecalledSecCommare
presented.TheservicehasbeenimplementedusingCactus,
a systemfor building highlyconfigurableprotocolsandser-
vicesfor distributedsystems.Initial performanceresultsfor
a prototypeimplementationon Linuxarealsogiven.

1 Intr oduction

Securityservicesthat provide attributessuchas confi-
dentiality, integrity, and authenticitytypically implement
eachattribute using a single method. For example, in a
securecommunicationservice,confidentialitymaybepro-
videdby DESandintegrity by keyedMD5. Althoughsuch
an approachmay be securein the traditional sense,it is
not survivable—oncea methodis compromised,all secu-
rity guaranteesontheconnectionrelatedto thatattributeare
gone.Eachmethodis, in essence,asinglepointof vulnera-
bility very muchanalogousto a singlepoint of systemfail-
urewhenconsideringfault-toleranceattributes.This prob-
lemis thesamefor many otheraspectsof security, including
authenticationandaccesscontrol.

Thispaperadvocatestheuseof astandardfault-tolerance
technique—redundancy—to increasethe survivability of
security services. For example, using this approachfor
securecommunication,messageintegrity can be imple-
mentedby calculatingredundantindependentsignatures,�
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while confidentialitycanbeimplementedby encryptingthe
messagewith a combinationof algorithmswith keys es-
tablishedusingdifferentmethods.As a result, even if an
intrudermanagesto find onekey or breakonealgorithm,
thesecurityguaranteesmay remainintact. The taskof the
intruder can be complicatedfurther by using secretcom-
binationsof methodsor by dynamicallyalteringthe setof
methodsduring the lifetime of the connection. By using
multiplemethodsanddoingsoin waysthatcanvaryunpre-
dictably, the spaceof possibilitiesthat mustbe considered
by an attacker andthe effort expendedto compromisethe
attribute expandscombinatorially. The approachalso al-
lows the tradeoff betweenthe costof the survivability and
theprotectionto bemanagedexplicitly anddynamicallyin
responseto changingthreatscenarios.

To support this argument,we presentthe designof a
highly customizableandextensiblesecurecommunication
servicecalledSecComm.With SecComm,applicationscan
opensecurecommunicationconnectionsin which thesecu-
rity attributesandthestrengthof guaranteesassociatedwith
eachattributecanbecustomizedatafine-grainlevel. In ad-
dition, SecCommallowsanattributeto beguaranteedusing
combinationsof securityalgorithmsandsupportsextensi-
bility by allowing theadditionof new algorithmsasseparate
modules. Theseattributesderive from the useof Cactus,
a framework for constructinghighly-configurablenetwork
services,astheunderlyingimplementationplatform[11].

Thispaperfocusesontwo key requirementsfor usingre-
dundancy to improvesurvivability: thedevelopmentof ap-
propriatetechniquesandtheavailability of suitablesystem
support.We begin by discussingsomespecificredundancy
techniquesfor bothcommunicationsecurityandothersecu-
rity services,andthenturn to the issueof systemsupport.
As anexampleof asystemthathasthenecessarycharacter-
istics,we describeCactus.This is followedby presentation
of SecComm. Independentof survivability, SecCommis
novel in its own right asa highly configurableandflexible
securecommunicationservice.



2 Techniques

Implementing pri vacyand other attrib utes.Thebasic
idea behindusing redundancy to improve survivability is
simple—withmultiple methodsenforcinga givenattribute,
theattributeshouldremainvalid if at leastoneof themeth-
odsremainsuncompromised.As with fault tolerance,how-
ever, the effectivenessof the approachdependson the de-
tails of how it is used.As anexampleof this approach,we
focuson usingredundantcryptographicmethodsto ensure
communicationprivacy.

In this context, a numberof specifictechniquescanbe
devisedbasedon redundantencryption. The simplest,of
course,is to applythedifferentmethodssuccessively onthe
samedata.For example,amessagemightfirst beencrypted
usingDESthenIDEA. However, therearemany otherap-
proaches,including:
� Alternating the order in which methodsare applied,

e.g.,applyDESbeforeIDEA for somemessagesand
IDEA beforeDESfor others.

� Applying different methodsto different partsof the
data,e.g.,encryptdifferentpartsof onemessageordif-
ferentmessagesin astreamusingdifferentmethods.

An important factor influencing the effectivenessof
theseapproachesis the independenceof themethodsused,
wheretwo methodsA and B are independentif compro-
mising A provides no information that makes it easierto
compromiseB, andvice versa.A simpleexampleof non-
independenceis whentwo encryptionmethodsusethesame
key, sinceif onemethodis brokenor thekey stolen,privacy
is completelycompromised.To maximizeindependencein
this typeof situation,the keys shouldbe establishedusing
differentkey distribution methods,for example,oneusing
Diffie-Hellmanandthe otherusingKerberos.As a result,
thesystemmayevenbeableto tolerateanattackwhereone
or moreof thedistributionmethodsarecompromised.

Note that this type of independenceis very muchanal-
ogousto the fault-toleranceconceptof independentfail-
uremodesfor redundanthardwareor softwarecomponents.
Componentsareindependentin this sensewhenthefailure
of onecomponentdoesnot affect the correctexecutionof
any othercomponent.

While the independenceof encryptionmethodsis diffi-
cult to arguerigorously, the risk of methodsnot beingin-
dependentis likely to beminimizedif themethodsaresub-
stantiallydifferentor if they encryptdatain differentsize
blocks. It is alsopossibleto developcombinationsthatat-
temptto maximizeindependenceby not simply encrypting
thesamedatamultiple times,but by finding otherwaysto
combinedifferentencryptionmethods.For example,sup-
posethat � is a cleartext messageand

���
and

���
aredif-

ferentencryptionmethods.A ciphertext message	
� could

be constructedas 	�� = � �
� (m � r),
���

(r) � , where � is
the exclusive-or operationandr is a randombit sequence
thesamelengthasthemessage.Giventhis method,break-
ing only

� �
or

� �
doesnotproduceany usefulinformation,

which meansthat theattacker hasto breakbothsimultane-
ously to know if the systemhasbeencompromised.As a
result,theeffort requiredis multiplicative.

Determiningindependenceof methodsis easierfor other
securityattributessuchasmessageintegrity. Let � be the
messageto beprotectedand � ��� ���
��� ��� ���
������� be different
cryptographicmessagedigestsof � . Sincethemessagedi-
gestalgorithmsoperateon the messageindependently, an
attackerwouldneedto compromiseeachintegrity algorithm
separately. In this case,the increasein the breakingeffort
is additive sincetheattacker knows wheneachmethodhas
beenbroken.

Finally, it is alsopossibleto exploit analoguesof fault-
tolerancetechniquesthatoperateonasequenceof messages
rather than on individual messages.For example, using
techniquessimilar to forwarderrorcorrection(FEC),mes-
sagemodificationor modificationsof the messagestream
(i.e., insertionsanddeletions)couldbedetected.Suchtech-
niquescannaturallybe usedtogetherwith message-based
methodsto increasesurvivability further.

Other security services. Similar ideascanbe applied
to othertypesof securityservicesin distributedsystemsas
well. For example,redundancy canbeusedto increasethe
survivability of certificationagenciesandthePKI. If multi-
ple certificatesarerequiredfrom multiple independentcer-
tification agenciesor a user’s public key is verified with a
numberof public key servers, the chancethat an intruder
cancauseextensive damageby compromisingoneagency
is reduced.

In areasof securitywheretheexisting operatingsystem
alreadyprovidesmechanisms—e.g.,authenticationandfile
accesscontrol—overallsystemsurvivability cansometimes
be improved by introducingredundantindependentmeth-
odsto enforcethe desiredsecurityguaranteesor to detect
violations. For example,accesscontrol canbe augmented
with encryption,in which casea usercanonly reada file if
allowedby theaccesscontrolsystemandwith thenecessary
key.

Similarly, an intrusion detectionsystem(IDS) can be
viewed as a redundantcomponentthat monitorsuserbe-
havior to detectillegal activities that areacceptableto the
standardoperatingsystemsecuritymechanisms.If theIDS
further employs redundantdetectionmodulesthat imple-
mentdifferenttechniques,it standsanevengreaterchance
of accuratelydetectingan intrusion. The agreementbe-
tweenthedifferentmodulescanbe tunedto obtainthede-
siredtradeoff—allowingasinglemoduleto triggeranalarm
resultsin discoveringmoreintrusions,while requiringmore
modulesto agreereducesthenumberof falsepositives.



Redundancy mechanismscanalso be developedto ad-
dressspecificsecurityproblems.For example,the Cactus
framework discussedbelow hasbeenusedto developadis-
tributedsystemmonitoring tool that was extendedwith a
moduledesignedto dealwith anintrudermodifyingtheweb
pagesof an organization.This modulemonitorsa subtree
of thedirectorystructureby comparingachecksumof each
file againstthepreviouschecksumof thesamefile. If a file
is modified,thesystemadministratoris thennotified. This
approachallowsunauthorizedwebpagemodificationsto be
detectedquickly usingredundantchecks.

3 SystemSupport

The realizationof servicesthat use redundancy-based
survivability techniquessuchasthosedescribedabove can
be simplified usingan appropriatesoftwarecustomization
framework. Here,we discussonesuchsystemcalledCac-
tus,togetherwith SecComm,a highly-customizablesecure
communicationservicethatillustratesthepotentialof using
redundancy to enhancesurvivability.

Cactus. Cactusis a systemfor constructingconfigurable
network protocolsandserviceswhereeachserviceproperty
or functionalcomponentis implementedasa separatesoft-
waremodulecalleda micro-protocol [11]. A customized
instanceof a serviceis thencreatedby choosinga collec-
tion of micro-protocolsbasedon the propertiesto be en-
forced,andconfiguringthemtogetherwith theCactusrun-
time systemto form a compositeprotocol that implements
theserviceoneachmachine.A micro-protocolis structured
asa collectionof event handlersthat areexecutedwhena
specifiedevent occurs. Eventscanbe raisedexplicitly by
micro-protocolsor by theruntime.

Theprimaryevent-handlingoperationsare:

� bind(event,handler, order, staticargs). Specifiesthat
handleris to beexecutedwheneventoccurs.orderis
a numericvaluespecifyingtherelative orderin which
handlershouldbe executedrelative to otherhandlers
boundto the sameevent. When the handleris exe-
cuted,the argumentsstaticargs arepassedaspart of
thehandlerarguments.

� raise(event,dynamicargs,mode,delay). Causesevent
to be raisedafter delay time units. If delay is 0, the
event is raisedimmediately. The occurrenceof an
eventcauseshandlersboundto theeventto beexecuted
with dynamicargs (andstaticargspassedin the bind
operation)asarguments. Executioncaneitherblock
the invoker until the handlershave completedexecu-
tion (mode= SYNC) or allow the caller to continue
(mode= ASYNC).

Otheroperationsareavailablefor unbindinghandlersfrom
events,creatingand deletingevents,halting event execu-
tion, andcancelinga delayedevent. Handlerexecutionis
atomicwith respectto concurrency, i.e., a handleris exe-
cutedto completionbeforeexecutionof any otherhandler
is startedunlessthehandlervoluntarily yieldsexecutionby
eitherraisinganothereventsynchronouslyor by invokinga
blockingsemaphoreoperation.In thecaseof asynchronous
raise,the handlersboundto the raisedevent areexecuted
beforecontrolreturnsto thehandlerthatissuedtheraise.In
additionto the flexible event mechanism,Cactussupports
shareddatathatcanbeaccessedby all micro-protocolscon-
figuredinto acompositeprotocol.

Finally, the systemsupportsa Cactusmessageabstrac-
tion designedto facilitatedevelopmentof configurableser-
vices. Themain featuresprovidedby Cactusmessagesare
namedmessageattributesand a coordinationmechanism
thatonly allowsamessagebesentoutof thecompositepro-
tocol whenagreedby all micro-protocols.Themessageat-
tributesarea generalizationof traditionalmessageheaders
andhavescopescorrespondingto asinglecompositeproto-
col (local), all theprotocolsonasinglemachine(stack), and
thepeerprotocolsat thesenderandreceiver (peer). A cus-
tomizablepack routineconcatenatespeerattributesto the
messagebody for network transmission,or for operations
suchasencryptionandcompression.A correspondingun-
packroutineextractsthe peerattributesfrom a messageat
thereceiver.

Severalprototypeimplementationsof Cactushave been
constructed,including onewritten in C that runson Mach
versionMK 7.3 from OpenGroup[21] andRedHat Linux
release6.2,anotherwritten in C++ thatrunson Solarisand
Linux, andathird written in Javathatrunsonmultipleplat-
forms.

SecCommoverview. SecCommis a highly configurable
securecommunicationservicewith the inherentflexibil-
ity neededto realizeredundancy-basedsurvivability tech-
niques.Thesystemmodelfor SecCommconsistsof a col-
lectionof machinesconnectedbyalocal-orwide-areacom-
municationnetwork. Application-level processescommu-
nicateby usinga communicationsubsystemthat typically
consistsof IP, sometransportlevel protocolsuchasTCPor
UDP, andpotentiallysomemiddleware-level protocols.

SecCommcanbe insertedin any layer above IP in the
communicationsubsystem,asillustratedin figure 1. (The
internal structureof SecCommis explained further be-
low.) SecCommis generallyindependentof the choiceof
the lower level communicationprotocol, but the guaran-
teesprovided by the lower level may affect the setof vi-
ablemicro-protocols. For example,somesecuritymicro-
protocolsrequirethat the underlyingprotocolprovidesre-
liable ordereddelivery, which constrainsthe useof these



API: Open, Close, Push

API: Pop

OR

OR

TCP

TCP IP

. . . 

Micro-protocols Events

. . . 

. . . 

. . . 

. . . 

SecComm

Application / Middleware

Shared data structures
DESPrivacy

KeyedMD5Integrity

RSAAuthenticity

ClientKeyDistribution

Keys

Participants

msgFromAbove

msgFromBelow

openSession

keyMiss

Figure 1. System protocol stac k.

particularmicro-protocolsto the casewhereSecCommis
usedon top of TCP or someothertransportprotocolwith
similarguarantees.

The methodusedto insertSecComminto the commu-
nicationsubsystemdependson the particularimplementa-
tion platform. Systemssuchasthe x-kernel[12], CORDS
[25], and Scout[18] allow explicit constructionof proto-
col graphs.In suchsystems,SecCommis simply inserted
into the protocolgraphbeforecompilation. On othersys-
tems,SecCommis either insertedinto the existing kernel
communicationsubsystemusingmethodssuchasloadable
modules,or is built on top of TCPor UDP socketsin user
space.Themethodof integrationdoesnotaffecttheinternal
designof SecComm.

A securecommunicationconnectionis establishedby
openinga sessionthroughtheSecCommservice.Eachses-
sionhastwo setsof customizedsecurityattributesthatare
specifiedat opentime,onefor messagestraversingtheses-
sion from the applicationto the network andthe other for
messagestraversingthe sessionin the oppositedirection.
This featureallows,for instance,thesecurityguaranteesfor
requestmessagesfrom a client to a server to be different
thanthosefor reply messages.SecCommis alsoindepen-
dentof the communicationparadigmusedby the applica-
tion, i.e.,it canbeusedfor symmetricgroupcommunication
aswell asfor asymmetricclient/server interactions.Finally,
theSecCommservicedoesnot imposeasingleform of key
managementonapplications.

Security properties. As a first steptowardsexploiting
redundancy, securitypropertiesandtheir variantsareiden-
tified, eachof which can be implementedusing different
methods.Well-known abstractsecuritypropertiesinclude:

� Authenticity . Ensuresthat a receiver canbe certain
of the identity of the messagesender. Canbe imple-
mentedusingpublic key cryptography, any sharedse-
cret,or a trustedintermediarysuchasKerberos.

� Privacy. Ensuresthatonly the intendedreceiver of a
messageis ableto interpretthe contents.Canbe im-
plementedusingany sharedsecret,publickey cryptog-
raphy, or combinationsof methods.

� Integrity . Ensuresthat the receiver of a messagecan
be certain that the messagecontentshave not been
modifiedduringtransit.Someauthenticityandprivacy
methodsalso provide integrity as a side effect if the
messageformathasenoughredundancy to detectvio-
lations. Additional redundancy canbeprovidedusing
messagedigestalgorithmssuchasMD5. Integrity can
be provided without privacy, but at a minimum, the
messagedigestitself mustbeprotected.

� Non-repudiation. Ensuresthat a receiver canbe as-
suredthatthesendercannotlaterdeny having sentthe
message.Relieson authenticityprovided by public
key cryptographyandrequiresthat the receiver store
theencryptedmessageasproof.

We can identify othersecuritypropertiesthat are focused
on preventionof specificsecurityattacks.Theseproperties
include:

� Replayprevention. Preventsanintruderfrom gaining
anadvantageby retransmittingold messages.Canbe
implementedusingtimestamps,sequencenumbers,or
othersuchnoncesin messages.Typically usedin con-
junction with authenticity, privacy, or integrity since
otherwiseit wouldbetrivial for anintruderto generate
a new messagethatappearsto bevalid.

� Known plain text attack prevention. Preventsanin-
truderfrom utilizing known plain text basedattacksby
includingadditionalrandominformation(“salt”) atthe
beginningof a message.

4 SecCommDesign

Application programming interface. The SecComm
serviceallows a higherlevel serviceor applicationto open
secureconnectionsand then sendand receive messages
throughtheseconnections.Thespecificoperationsexported
by SecCommarethefollowing:

� Open(participants,role,properties). Opensa session
for a new communicationconnection,wherepartici-
pantsis anarrayidentifyingthecommunicatingprinci-
pals,role identifiestherole of thisparticipantin open-
ing theconnection(activeor passive),andpropertiesis



a specificationof thedesiredsecuritypropertiesof the
session.

� Push(msg). Passesa messagefrom a higherlevel pro-
tocolor applicationto aSecCommsessionto betrans-
mitted with the appropriatesecurityattributesto the
participants.

� Pop(msg). Passesa messagefrom a lower level proto-
col to a SecCommsessionto be decrypted,checked,
and potentially delivered to a higher level protocol.
When the SecCommprotocol passesa messageto
thehigherlevel andauthenticationis required,it adds
a stack attribute that is the ID of the authenticated
sender.

� Close(). ClosesaSecCommcommunicationsession.

We assumethattheparticipantsof thecommunicationcon-
nection negotiate the propertiesfor the connectionon a
higher level. Oncenegotiated,propertiesare specifiedin
the openoperationastwo orderedlists of micro-protocols
andtheirarguments,thefirst for messagesgoingdownward
throughthecompositeprotocolandthesecondfor messages
going upward. Thus,for example,the following specifies
thatmessagesgoingdownwardareprocessedfirst by DES-
Privacy andthenby RSAAuthenticity, while messagesgo-
ing upwardsareprocessedby thesamemicro-protocolsbut
in thereverseorder:

� DESPrivacy(DESkey), RSAAuthenticity(RSAkey);
RSAAuthenticity(RSAkey), DESPrivacy(DESkey) �

This relatively low level approachto specifyingproperties
is an interim strategy. Our eventualgoal is to develop an
approachin which propertiesaregivenasformal specifica-
tions thatarethentranslatedautomaticallyinto collections
of micro-protocolsandarguments.

Shared data structur es and events. The main use of
shareddatain SecCommis to storekeys. In particular, each
SecCommsessioncontainsa sharedtableKeys that stores
all thekeys currentlyusedin this session.This tableis ini-
tializedusingthepredefinedkeys passedin theOpen()op-
eration,with otherkeys potentiallyaddedduringexecution
by key distributionmicro-protocols.

Our prototype implementationof SecCommusesthe
Cryptlib cryptographicpackage[10] to provide basiccryp-
tographicfunctionality. Any cryptolibrarywith the neces-
saryfunctionscouldbeused,however.

The designof SecCommusesa numberof events for
communicationbetweenmicro-protocolsandto initiate ex-
ecutionwhenmessagesarrive. The SecCommcomposite
protocolusesthe following eventsto indicatemessagear-
rivalsfrom aboveandbelow:

� msgFromAbove(msg). Indicatesthat msghasarrived
from a higherlevel protocolor application.

� dataMsgFromBelow(msg). Indicatesthat a datamsg
hasarrivedfrom a lower level protocolor OS.

� keyMsgFromBelow(msg). Indicatesthat a msgasso-
ciatedwith key distribution hasarrived from a lower
level protocolor OS.

Theseeventsareraisedwithin thepushandpopoperations
provided aspart of the compositeprotocol’s runtimesys-
tem.Thepopoperationhasbeencustomizedusingfacilities
provided by the Cactusframework to distinguishbetween
dataandkey distributionmessages.

Other eventsare usedfor communicationbetweenthe
micro-protocolsthat securedatacommunicationandthose
thatimplementkey distributionandsecuritymonitoring:

� keyMiss(index,length,check). Indicatesthat the key
index in the Keys table is required. The key should
be of size lengthandsatisfyvalidity testcheck. The
validity testcanbeusedto eliminateweakkeys.

� securityAlert(type,msg). Indicatesthata potentialse-
curity violation of type relatedto msg hasbeende-
tected.

Micr o-protocol structur e. The abstract security at-
tributesdescribedin section3, aswell askey distribution,
are implementedby oneor more micro-protocols. When
a numberof micro-protocolsimplementvariationsof the
sameabstractproperty, we collectively refer to themasa
class of micro-protocols. For example, the classof pri-
vacy micro-protocolsincludesDESPrivacy, RSAPrivacy,
andIDEAPrivacy micro-protocolsthatusethe DES,RSA,
andIDEA algorithms,respectively. Figure2 illustratesthe
main micro-protocolclassesandtypical event interactions
betweenthem.

The designof theSecCommserviceallows any combi-
nation of securitymicro-protocolsto be usedtogetherin
both staticanddynamicways. The ability to usemultiple
micro-protocolswithin a given classat the sametime, for
example,is oneway in which redundancy canbe usedto
supporta survivableservice.Naturally, theremaybesome
configurationconstraintsbetweenmicro-protocolsthat re-
strict whichcombinationsarefeasible.

The SecCommserviceconsistsof two major typesof
micro-protocols: basic security micro-protocols that per-
form simple security transformationssuch as encryption
or integrity checks,andmeta-securitymicro-protocolsthat
build morecomplex securityprotocolsusingthe basicse-
curity micro-protocolsas building blocks. An example
of a simplesecuritymicro-protocolwould beDESPrivacy,
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which providesprivacy of dataexchangeusingtheDESal-
gorithm. An exampleof a meta-securityprotocol would
beMultiSecurity, whichusesmultiplebasicsecuritymicro-
protocolsto provide strongerguarantees.Eachtypeis now
describedin turn.

Basic security micro-protocols. The basic security
micro-protocolsare simple, typically consisting of two
eventhandlersandaninitializationsection.Oneof theevent
handlersis usedfor thedatapassingdown throughtheSec-
Commprotocolandthe otheroneis usedfor datapassing
up throughthe protocol. The initialization sectionof the
micro-protocolis executedwhena new SecCommconnec-
tion is opened,i.e.,whena sessionis created.

A basicsecuritymicro-protocol(figure3) typically takes
4 or 5 arguments.In this parameterlist, dEvnt anduEvnt
areeventsthat signify messagearrival from an upper- and
lower-level protocol,respectively. The two handlersin the
micro-protocolareboundto theseeventsto initiate execu-
tion at the appropriatetime. The dOrd anduOrd parame-
tersarethe relative ordersin which this particularsecurity
micro-protocolis to be appliedto messagesflowing down
andup, respectively. Finally, key is an index in the Keys
datastructure.Thekey argumentis omittedfrom basicse-
curity micro-protocolsthatdo not usekeys, suchasreplay
prevention.

Note that if thekey usedby thesecuritymicro-protocol
hasyet not beenestablished,it raisesthe event keyMiss
that is handledby the key distribution micro-protocols.
This event is raisedsynchronouslyandthus,thehandleris
blockeduntil theassociatedeventhandlershavecompleted
execution.This allows thekey distribution micro-protocols
to block the appropriatehandleruntil the key hasbeenes-

micro-protocolBasicSecurity(dEvnt,dOrd,uEvnt,uOrd,key) �
handlerProcessDownMsg(msg)�

if Keys[myKey] == NULL raise(keyMiss,myKey,SYNC);
addattributes,pack, encrypt,etc.;�

handlerProcessUpMsg(msg)�
if Keys[myKey] == NULL raise(keyMiss,myKey,SYNC);
decrypt,unpack, check attributes,etc.;�

initial � myKey = key;
bind(dEvnt,ProcessDownMsg,dOrd);
bind(uEvnt,ProcessUpMsg,uOrd);��

Figure 3. Generic basic security MP.

tablished.
Thedesignuseseventpointersasargumentsratherthan

fixedeventnamesto allow multiple typesof configurations,
an approachthat demonstratesthe inherentflexibility pro-
vided by an event-basedexecutionmodel. As the most
simple case,assumethat a SecCommconfigurationuses
only basicsecuritymicro-protocols.Theconfigurationcan
thenbe initialized to usethe msgFromAbove anddataMs-
gFromBelow eventsdirectly asfollows:

BasicSecurity(msgFromAbove,1,dataMsgFromBelow,1,0)

As a complex exampleinvolving redundantapplicationof
encryption,thesamemechanismcanbeusedto easilycre-
atea variantof triple DES,asfollows:

DESPrivacy(msgFromAbove,1,dataMsgFromBelow,1,0)
DESPrivacy(dataMsgFromBelow,2,msgFromAbove,2,1)
DESPrivacy(msgFromAbove,3,dataMsgFromBelow,3,0)

This variantexploits the fact that our DESPrivacy micro-
protocolencryptsmessagesassociatedwith dEvnt andde-
crypts messagesassociatedwith uEvnt to realize the ap-
propriatetriple DES semantics. Note, however, that this
variationis not identicalto standard3DESsincethewhole
messageis encryptedcompletelyby onemethodat a time,
whereas3DESencryptseachblock of a messagewith each
of thethreeencryptionmethodsbeforethenext blockispro-
cessed.A versionthatusesdifferentalgorithmsin sequence
couldbedonesimilarly.

Meta-security micro-protocols. In this design, meta-
securitymicro-protocolsconstructmore complex security
protocolsout of thebasicsecurityprotocols,andarea key
featureenablingredundancy for survivability. For example,
a meta-securitymicro-protocolmay apply multiple or al-
ternatingbasicsecuritymicro-protocolsto a message.The



micro-protocolMetaSecurity(dEvnt,dOrd,uEvnt,uOrd,
dBasicEvnts,uBasicEvnts)�

handlerProcessDownMsg(msg)�
in someorder raise(dBasicEvnts[i],msg,SYNC);�

handlerProcessUpMsg(msg)�
in someorder raise(uBasicEvnts[i],msg,SYNC);�

initial �
bind(dEvnt,ProcessDownMsg,dOrd);
bind(uEvnt,ProcessUpMsg,uOrd);��

Figure 4. Generic meta-security MP.

basicstructureof a meta-securitymicro-protocolis shown
in figure4.

Examplesof theuseof meta-securitymicro-protocolsin-
clude:

� MultiSecurity. Applies multiple basicsecurityproto-
colsto a messagein sequence.

� AltSecurity. Applies one securitymicro-protocolto
eachmessage,with the methodchosensuccessively
from a specifiedlist. If the sequenceof methodsis
deterministic,or agreedby the senderand receiver,
noadditionalinformationis requiredprovidedthatthe
underlying communicationis reliable and maintains
FIFOordering.

� RandomAltSecurity. Similar to AltSecuritybut usesa
randomlychosenmethodfor eachmessage.Eachmes-
sagemustcarry an identifier thancanbe usedby the
receiver to determinewhich methodto useto decrypt
themessage.

A meta-securitymicro-protocolcan also be configuredto
useothermeta-securitymicro-protocols.For example,we
cancreatea configurationthatappliesalternatingdifferent
multipleencryptionmethodsto eachmessage.

A final examplemeta-securitymicro-protocolis Expan-
sionSecurity, whichbreaksthemessagebodyinto two parts
by usingbit maskssothattheoriginalmessageis equivalent
to partonexor part two. It thenappliesonesecuritymicro-
protocol to part oneandanotherto part two. This makes
it very difficult for the intruderto breakthesecurityunless
they canbreakbothat thesametime.

The conceptof meta-securitymicro-protocolscan be
appliedto increasethe survivability of any securityprop-
erty for which usingmultiple or alternatingmethodspro-
videsenhancedguarantees.Privacy, authenticity, andmes-
sageintegrity amongothersfall in this category. The Sec-
Commdesigndoesnot prevent the sameidea from being

usedfor otherpropertiessuchasreplaypreventionandnon-
repudiation,but thebenefitfor suchpropertiesis moreques-
tionable.Finally, notethat theeasewith which suchmeta-
securitymicro-protocolscanbeconstructedis againadirect
resultof flexibility providedby theCactusmodel.

Key distrib ution micro-protocols. If the keys usedby
the secretkey cryptographicmethodsarenot agreedupon
a priori , they mustbeestablishedafter thecommunication
sessionis opened.Amongthepotentialoptionsfor key dis-
tributionare:

� Asymmetric. One communicatingprincipal (e.g., a
client or a server) createsa sessionkey anddistributes
it to theotherprincipals.

� Symmetric. A sessionkey is createdusingtheDiffie-
Hellmanalgorithm.

� External. Someexternalsecurityprincipalcreatesthe
sessionkey anddistributesit to communicatingprinci-
pals(e.g.,Kerberos,certificationauthority).

Key distribution has security risks analogousto data
communication,but with greaterpotentialimpactsincethe
compromisedkey will likely be usedfor a periodof time.
Thus,the sameredundancy techniquesusedfor datasecu-
rity canalsooften be appliedfor key distribution security.
Multiple key distribution micro-protocolscanalsobeused
to obtainkeysredundantly.

Redundancy and key distribution can mix in different
ways.For example,relyingonredundanttrustedarbitrators
to obtainakey in anexternalschemecanavoid someof the
problemsthatoccurif a singlearbitratoris usedandcom-
promised.Moreover, if themultiple arbitratorsarethought
to bevulnerableto thesameattack,differentalgorithmscan
beused.This is anotherinstancewhenthetradeoff between
survivability andcostcanbetuned.

In the above, the multiple methodsareusedcollabora-
tively to obtainthesamekey. Theschemecanalsobeused
to collect different keys, however. The simplestscenario
haseachkey assignedto a separatebasicsecuritymicro-
protocol. A more complex configurationwould allocate
multiple keys to thesamemicro-protocol,which coulduse
alternatekeyson a messageby messagebasis.

5 Implementation and Performance

A prototypeof SecCommhasbeenimplementedusing
the C versionof Cactuson two differentclusters. One is
a clusterof 133MHz PentiumPCsrunningOpenGroup/RI
Mach MK 7.3 andCORDSconnectedby a 10 Mb Ether-
net, and the other is a clusterof 600 Mhz PentiumPCs
running Red Hat Linux release6.2 connectedby a 1 Gb



Ethernet. This sectionprovidessomeinitial performance
numbersfrom theLinux clusteranddiscussesissuesrelated
to configuringcollectionsof micro-protocolsinto a custom
instanceof theSecCommservice.

Performance. The currentprototypeimplementsa sub-
setof themicro-protocolspresentedin thispaper, including
privacy micro-protocolsbasedonDES,RSA,IDEA, Blow-
fish,andXOR, integrity micro-protocolsbasedonMD5 and
SHA, an authenticationmicro-protocolbasedon DSA, a
time-stampbasedreplaypreventionmicro-protocol,a non-
repudiationmicro-protocol,and two meta-securitymicro-
protocols. Other basicsecurityand meta-securitymicro-
protocolsarecurrentlybeingadded.

We have conducteda numberof experimentsusingdif-
ferentsubsetsof micro-protocols.Table1 givesroundtrip
timesin millisecondsfor passing100-bytemessagesusing
differentconfigurations.Theaverageroundtriptimeswere
computedover 1000 or more roundtrips. All SecComm
configurationsuseIP, andthesystemwaslightly loadeddur-
ing testing.As a baseline,anaverageroundtriptime using
IP directly is 1.202ms. The entry for baseSecCommre-
flects times for a skeletonversionof SecCommthat does
not useany micro-protocols;its additionalcost indicates
the approximatecostof addinga new x-kernelprotocolto
thestack. Thecostover IP columnindicatesthe roundtrip
time overheadof the configurationcomparedto usingjust
IP. Similarly, thecostover basecolumnindicatestheover-
headof theconfigurationcomparedto just thebase.

In thesetests,DESPrivacy usesa 56-bit key runningin
CFB mode,BlowfishPrivacy usesa 448-bit key runningin
CFBmode,XORPrivacy usesa64-bit “key”, andIDEAPri-
vacy usesa128-bitkey runningin CFBmode.TheNonRe-
pudiationtestedensuresthat messagesarewritten to disk
before the messageis deliveredto the next level. Other
non-repudiationvariantsthatallow delayedwrite to diskare
naturallylessexpensive.

Thecostoverbasecolumnprovidesthemostrealisticin-
dicationof thecostof combiningmultiplemicro-protocols.
For MultiSecurity, thesenumbersindicatethat the cost is
roughly equalto the sum of the costsassociatedwith the
correspondingmicro-protocols.For example,theoverhead
of using MultiSecurity to combineDES and Blowfish is
0.385ms, which is actually slightly lessthan the sum of
thecostsof DESandBlowfish sincethecostof usingCac-
tusmechanismsis amortizedovermultiplemicro-protocols.
For AltSecurity, the cost is approximatelythe sameasthe
averagecostof theindividualmicro-protocols.

Configuration constraints. A numberof factorsmustbe
consideredwhenmicro-protocolsarecombinedinto a cus-
tom instanceof the SecCommservice,including thoseus-
ing redundancy to enhancesurvivability. In particular, there

Configuration RTT Costover IP Costover Base
IP 1.202 n/a n/a
BaseSecComm 1.245 0.043 n/a
XORPrivacy 1.365 0.163 0.120
DESPrivacy 1.504 0.302 0.259
BlowfishPriv. 1.442 0.240 0.197
IDEAPrivacy 1.511 0.309 0.266
MD5Integrity 1.577 0.375 0.332
SHAIntegrity 1.598 0.396 0.353
Non-repudiation 4.075 2.873 2.830
DES+ MD5 1.798 0.596 0.553
MultiSecurity
DES 1.515 0.313 0.270
XOR + DES 1.599 0.397 0.354
DES+ Blowfish 1.630 0.428 0.385
+ XOR 1.694 0.492 0.449
+ IDEA 1.963 0.761 0.718
AltSecurity
DES 1.497 0.295 0.252
XOR + DES 1.481 0.279 0.236
DES+ Blowfish 1.511 0.309 0.266
+ XOR 1.496 0.294 0.251
+ IDEA 1.513 0.311 0.268

Table 1. Roundtrip times (in ms)

arebothalgorithmicor property-basedconstraintsthat are
independentof aparticularimplementation,andimplemen-
tationconstraintsthatarespecificto our Cactus-basedpro-
totype. Algorithmic constraintsare thosethat result from
the inherentnatureof propertiesbeingenforcedor the al-
gorithmsused. For example, the non-repudiationmicro-
protocolrequirestheuseof an authenticitymicro-protocol
basedonpublickeys. Similarly, all micro-protocolsthatuse
a key requireeitherthat the key is providedwhenthe ses-
sion is createdor that a key distribution micro-protocolis
included.

Otheralgorithmicconstraintsaffect the order in which
varioussecurityalgorithmsareapplied.For example,all at-
tackpreventionmicro-protocolsshouldexecutebeforepri-
vacy, integrity, or authenticitymicro-protocolsat thesender
to ensurethat the mechanismusedfor attack prevention
is protectedfrom modification. Similarly, non-repudiation
micro-protocolsshouldbeexecutedimmediatelybeforeau-
thenticationat the receiver so that only the sender’s pub-
lic key is requiredto later prove the messagewassentby
thesender. Otherorderingconstraintshave beenidentified
elsewhere [1, 2]. A relatedissuenot addressedherebut
consideredelsewhereis theactualeffectivenessof multiple
encryptionandcustomsecuritysolutions[17, 24].

Implementationconstraintsarethosethatresultfrom the
specificdesignof the SecCommmicro-protocols. Com-
paredwith systemsthatsupportlinearor hierarchicalcom-



positionmodels,the non-hierarchicalmodelsupportedby
Cactusintroducesminimal implementationconstraintson
configurability. That is, with Cactus,it is generallypos-
sible to implementindependentservicepropertiesso that
this independenceis maintainedin themicro-protocolreal-
ization. Whenextra constraintsdo get imposed,it is usu-
ally becausemakinganextraassumptionaboutwhichother
micro-protocolsarepresentsignificantlysimplifiesthe im-
plementation.

In the currentSecCommprototype,the only additional
implementationconstraintis thateachintegrity andreplay
prevention micro-protocolcan be usedat most oncein a
given configuration. Thus, for example,two instancesof
MD5Integrity cannotbeusedtogether, while MD5Integrity
and SHAIntegrity can be. This restriction results from
the useof fixed messageattribute namesfor eachmicro-
protocol,whichcouldbeavoidedby dynamicallyassigning
attributenamesat startuptime.

6 Relatedwork

Relatedwork includesthegeneraluseof redundancy to
enhancesurvivability, aswell asresearchmoredirectly re-
latedto securecommunication.Redundancy hastradition-
ally beenusedto improve file systemfault tolerance,but
differentredundancy techniqueshave alsobeenusedto in-
creasesecurity, or both fault toleranceand security. For
example,cryptographicmethodswereusedto storedataon
untrustedfile servers[9] anddatafragmentationandrepli-
cationtechniqueshave beenusedto preventintrudersfrom
accessing,modifying, or destroying information[6, 8, 14].
Recentdevelopmentsprovide similar guarantees,but also
ensureanonymity of theinformationpublisher[3, 26]. Al-
thoughnoneof thisresearchis castin termsof survivability,
it canalsobeviewedin thatcontext.

Otherapproachesdo not replicatedata,but introducere-
dundantdetectioncomponents.ExamplesincludeTripwire
[15], which detectschangesin files by maintainingcheck-
sumsand periodically comparingthe files againstcheck-
sum, and StackGuard[4], which detectsbuffer overflow
attacksby storinga secret“canary” word in the stackand
checkingit uponfunctioncall return.Intrusiondetectionin
generalaugmentsa systemwith a componentthat detects
undesiredbehavior thatwould beotherwiseallowedby the
securitymechanismsof thegivensystem[5].

Work specifically relatedto SecCommcan be divided
into securecommunicationstandardsand other config-
urablesecurecommunicationservices.Somedegreeof cus-
tomizationis supportedin severalrecentstandards.For ex-
ample, IPsecallows a choiceof securityoptions, includ-
ing messageintegrity andprivacy usinga selectedcrypto-
graphicmethod[13]. It is alsopossibleto applymultiplese-
curity methodsto a givencommunicationconnection.TLS

(TransportLevel Security) [7] offers a choiceof privacy
(e.g.,DES or RC4), integrity (e.g., keyed SHA or MD5),
and optional messagecompression,but doesnot directly
supportthe use of redundantmethods. In general,Sec-
Comm offers more flexible optionsfor using redundancy
techniquesto enhancethesurvivability of suchservices.

Configurablesecurecommunicationserviceshave been
implementedusing variousconfigurationframeworks, in-
cludingthex-kernel[20], Ensemble[22] andtheframework
describedin [19]. All thesemodelsaresimilar in thesense
thatacommunicationsubsystemis constructedasadirected
graphof protocol objects. Although this allows arbitrary
combinationsof securitycomponents,the structureis lim-
iting comparedto Cactusandwouldmake it difficult to im-
plementsomeof ourmoredynamicredundancy techniques.
However, Antigone[16] hasadoptedanapproachsimilar to
Cactusin which micro-protocolsandcompositeprotocols
are usedto implementsecuregroup communicationwith
customizablepolicies,including rekeying andmessagese-
curity. To our knowledge,noneof theseprojectshave ex-
ploredtheuseof redundancy techniquesin security.

7 Conclusions

Thispaperhasdiscussedtheuseof redundanttechniques
asthebasisfor improving thesurvivability of securityser-
vices.While theideaof combiningfaulttoleranceandsecu-
rity is not new, this paperpromotesa moregeneralapplica-
tion of redundancy techniquesin differentareasof security
and introducesa convenient implementationplatform for
suchtechniques.Ourapproachcanalsobeviewedasaway
of artificially increasingthe diversityof the system,which
hasbeenadvocatedelsewhereasapotentialapproachto im-
proving survivability [23]. In addition,we describedSec-
Comm,a securityservicethat allows customizationof se-
curity attributesat a fine-grainlevel. While similar in spirit
to existingprotocolssuchasIPsecandTLS,SecCommgoes
beyondtheseto supportmoreattributesandmorevariants,
all within a flexible andextensibleimplementationframe-
work basedon micro-protocolsandevents.Thedesignalso
decouplesto alargeextentthesecurityaspectsandthecom-
municationaspectsof theproblem.

Futurework will focusonusingtheCactusframework to
implementdynamicallyadaptablesecurityservices,where
thesecuritymechanismsarechangedat runtimein reaction
to changedsecurityrequirements(e.g.,suspectedintrusion)
or changesin availableresources.The Cactusframework
makesit easyto activateanddeactivatemicro-protocolsat
runtime, and we have designedand implementedcoordi-
nationmechanismsthatallow adaptationsacrossmachines
andacrosssystemlayersto occursmoothlywithout inter-
rupting normaloperation.Our ultimategoal is to usethis
fine-grainconfigurabilityandfastadaptationability asthe



basisfor an inherently survivablesystemarchitecture that
canautomaticallyreactto threatsin theexecutionenviron-
ment.
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