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Abstract

Traditional distributedsystenserviceghat provideguaran-
teesrelatedto confidentiality integrity, and authenticityen-
hancesecurity but are not survivablesinceead attributeis

implementedby a singlemethod.This paperadvocateghe
useof redundancyto increasesurvivability by using mul-
tiple methodg€o implementad securityattribute and do-
ing soin waysthat canvary unpredictably Asa concrete
example thedesignandimplementatiorof a highly config-
urable secue communicatiorservicecalled SecComnare
presentedTheservicehasbeenimplementedisingCactus,
asystenfor building highly configuable protocolsandser

vicesfor distributedsystemsilnitial performanceesultsfor

a prototypeimplementatioron Linux are alsogiven.

1 Intr oduction

Security servicesthat provide attributes suchas confi-
dentiality, integrity, and authenticitytypically implement
eachattribute using a single method. For example,in a
securecommunicatiorservice,confidentialitymay be pro-
videdby DES andintegrity by keyed MD5. Althoughsuch
an approachmay be securein the traditional sense,it is
not survivable—oncea methodis compromisedall secu-
rity guaranteesntheconnectiorrelatedto thatattributeare
gone.Eachmethodis, in essenceasinglepoint of vulnera-
bility very muchanalogougo a singlepoint of systemfail-
urewhenconsideringfault-toleranceattributes. This prob-
lemis thesamefor mary otheraspect®f security including
authenticatiorandaccesgontrol.

Thispaperadwcategheuseof astandardault-tolerance
technique—redundage—to increasethe survivability of
security services. For example, using this approachfor
securecommunication,messagentegrity can be imple-
mentedby calculatingredundantindependensignatures,
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while confidentialitycanbeimplementedby encryptingthe
messagewvith a combinationof algorithmswith keys es-
tablishedusing differentmethods. As a result, evenif an
intruder managego find onekey or breakone algorithm,
the securityguaranteesnay remainintact. The taskof the
intruder can be complicatedfurther by using secretcom-
binationsof methodsor by dynamicallyalteringthe setof
methodsduring the lifetime of the connection. By using
multiple methodsanddoingsoin waysthatcanvary unpre-
dictably, the spaceof possibilitiesthat mustbe considered
by an attacler andthe effort expendedto compromisethe
attribute expandscombinatorially The approachalso al-
lows the tradeof betweerthe costof the survivability and
the protectionto be managedxplicitly anddynamicallyin
responséo changingthreatscenarios.

To supportthis argument, we presentthe designof a
highly customizableand extensiblesecurecommunication
servicecalledSecCommWith SecCommapplicationsan
opensecurecommunicatiorconnectionsn whichthesecu-
rity attributesandthe strengthof guaranteeassociateevith
eachattribute canbe customizedtafine-grainlevel. In ad-
dition, SecComnallows anattributeto beguaranteedsing
combinationsof securityalgorithmsand supportsextensi-
bility by allowing theadditionof new algorithmsasseparate
modules. Theseattributesderive from the use of Cactus,
a framawork for constructinghighly-configurablenetwork
servicesastheunderlyingimplementatiorplatform[11].

This paperfocusentwo key requirements$or usingre-
dundang to improve survivability: the developmentof ap-
propriatetechniquesandthe availability of suitablesystem
support.We begin by discussingsomespecificredundang
techniquegor bothcommunicatiorsecurityandothersecu-
rity servicesandthenturn to the issueof systemsupport.
As anexampleof asystenthathasthe necessargharacter
istics,we describeCactus.This is followedby presentation
of SecComm. Independenbf survivability, SecCommis
novel in its own right asa highly configurableandflexible
securecommunicatiorservice.



2 Techniques

Implementing privacy and other attrib utes. Thebasic
idea behind using redundang to improve survivability is
simple—withmultiple methodsenforcinga givenattribute,
theattribute shouldremainvalid if atleastoneof themeth-
odsremainsuncompromisedAs with faulttolerancehow-
ever, the effectivenessf the approachdependon the de-
tails of how it is used.As anexampleof this approachwe
focuson usingredundancryptographionethodsto ensure
communicatiorprivagy.

In this context, a numberof specifictechniquesanbe
devised basedon redundantencryption. The simplest,of
coursejs to applythedifferentmethodssuccessiely onthe
samedata.For example,amessagenightfirst beencrypted
usingDESthenIDEA. However, therearemary otherap-
proachesincluding:

e Alternating the orderin which methodsare applied,
e.g.,apply DES beforeIDEA for somemessageand
IDEA beforeDESfor others.

e Applying different methodsto different parts of the
data.e.g.,encryptdifferentpartsof onemessager dif-
ferentmessagem a streamusingdifferentmethods.

An important factor influencing the effectivenessof
theseapproachess theindependencef the methodsused,
wheretwo methodsA andB are independentf compro-
mising A provides no informationthat makesit easierto
compromiseB, andvice versa. A simple exampleof non-
independencis whentwo encryptiormethodsisethesame
key, sinceif onemethodis brokenor thekey stolen,privacy
is completelycompromisedTo maximizeindependenca
this type of situation,the keys shouldbe establishedising
differentkey distribution methods for example,oneusing
Diffie-Hellmanandthe otherusingKerberos.As aresult,
thesystemmayevenbeableto tolerateanattackwhereone
or moreof thedistribution methodsarecompromised.

Note thatthis type of independencés very muchanal-
ogousto the fault-toleranceconceptof independenfail-

uremodedor redundanhardwareor softwarecomponents.

Componentareindependenin this sensevhenthefailure
of onecomponendoesnot affect the correctexecutionof
ary othercomponent.

While the independencef encryptionmethodsis diffi-
cult to arguerigorously, the risk of methodsnot beingin-
dependenis likely to be minimizedif themethodsaresub-
stantially differentor if they encryptdatain differentsize
blocks. It is alsopossibleto develop combinationghat at-
temptto maximizeindependencby not simply encrypting
the samedatamultiple times, but by finding otherwaysto
combinedifferentencryptionmethods. For example,sup-
posethatm is a cleartext messagand F; and E, aredif-
ferentencryptionmethods A ciphertext messagem could

be constructedascem = {E;(m ® 1), E2(r)}, where® is
the exclusive-or operationandr is a randombit sequence
the samelengthasthe messageGiventhis method,break-
ing only E; or E, doesnotproduceary usefulinformation,
which meanghatthe attacler hasto breakboth simultane-
ouslyto know if the systemhasbeencompromised.As a
result,the effort requiredis multiplicative.

Determiningindependencef methodss easieffor other
securityattributessuchasmessagéntegrity. Let m bethe
messagéo be protectedandd; (m), d2(m), ... be different
cryptographianessageligestsof m. Sincethe messageli-
gestalgorithmsoperateon the messagendependentlyan
attaclerwould needto compromiseachintegrity algorithm
separately In this case the increasdn the breakingeffort
is additive sincethe attacler knows wheneachmethodhas
beenbroken.

Finally, it is alsopossibleto exploit analoguef fault-
toleranceechniqueshatoperateonasequencef messages
ratherthan on individual messages.For example, using
techniquessimilar to forward error correction(FEC), mes-
sagemodificationor modificationsof the messagestream
(i.e.,insertionsanddeletions)ouldbedetected Suchtech-
niguescan naturally be usedtogetherwith message-based
methodgo increasesurvivability further.

Other security sewices. Similar ideascan be applied
to othertypesof securityservicesn distributedsystemsas
well. For example,redundang canbe usedto increasehe
survivability of certificationagenciesandthe PKI. If multi-
ple certificatesarerequiredfrom multiple independenter
tification agenciesor a users public key is verified with a
numberof public key seners, the chancethat an intruder
can causeextensive damageby compromisingone ageny
is reduced.

In areasof securitywherethe existing operatingsystem
alreadyprovidesmechanisms—e.gauthenticatiorandfile
accesgontrol—overallsystemsurvivability cansometimes
be improved by introducingredundantndependentneth-
odsto enforcethe desiredsecurityguaranteesr to detect
violations. For example,accessontrol canbe augmented
with encryption,in which casea usercanonly readafile if
allowedby theaccesgontrolsystemandwith thenecessary
key.

Similarly, an intrusion detectionsystem(IDS) can be
viewed as a redundantcomponentthat monitors user be-
havior to detectillegal actiities that are acceptabldo the
standardperatingsystemsecuritymechanismslf theIDS
further emplgys redundantdetectionmodulesthat imple-
mentdifferenttechniquesit standsan evengreaterchance
of accuratelydetectingan intrusion. The agreemenbe-
tweenthe differentmodulescanbe tunedto obtainthe de-
siredtradeof—allowing asinglemoduleto triggeranalarm
resultsin discoveringmoreintrusionswhile requiringmore
modulesto agreereduceshe numberof falsepositives.



Redundang mechanismsan also be developedto ad-
dressspecificsecurityproblems. For example,the Cactus
framawork discussedbelon hasbeenusedto developadis-
tributed systemmonitoring tool that was extendedwith a
moduledesignedo dealwith anintrudermodifyingtheweb
pagesof an organization. This modulemonitorsa subtree
of thedirectorystructureby comparinga checksunof each
file againsthe previouschecksunof the samefile. If afile
is modified, the systemadministratotis thennotified. This
approactallows unauthorizedvebpagemodificationgo be
detectedjuickly usingredundanthecks.

3 SystemSupport

The realizationof servicesthat use redundang-based
survivability techniquesuchasthosedescribedabove can
be simplified using an appropriatesoftware customization
frameavork. Here,we discussonesuchsystemcalled Cac-
tus, togethemwith SecComma highly-customizableecure
communicatiorservicethatillustratesthepotentialof using
redundang to enhancesurvivability.

Cactus. Cactusis a systemfor constructingconfigurable
network protocolsandservicesvhereeachserviceproperty
or functionalcomponents implementedasa separatesoft-
ware module called a micro-protocol [11]. A customized
instanceof a serviceis thencreatedby choosinga collec-
tion of micro-protocolsbasedon the propertiesto be en-
forced,andconfiguringthemtogethemwith the Cactusrun-
time systemto form a compositeprotocol thatimplements
theserviceoneachmachine A micro-protocois structured
asa collectionof event handlersthat are executedwhena
specifiedevent occurs. Eventscan be raisedexplicitly by
micro-protocolsor by theruntime.
The primary event-handlingoperationsare:

e bind(event, handler order, staticargs) Specifiesthat
handleris to be executedwheneventoccurs. orderis
anumericvaluespecifyingtherelative orderin which
handlershouldbe executedrelative to otherhandlers
boundto the sameevent. Whenthe handleris exe-
cuted,the argumentsstaticargs are passeds part of
thehandlerarguments.

e raise(@ent,dynamicargs, mode,delay) Causegvent
to be raisedafter delaytime units. If delayis 0, the
event is raisedimmediately The occurrenceof an
eventcausesandlerdoundto theeventto beexecuted
with dynamicargs (and staticargspassedn the bind
operation)as arguments. Executioncan either block
the invoker until the handlershave completedexecu-
tion (mode= SYNC) or allow the caller to continue
(mode= ASYNC).

Otheroperationsareavailablefor unbindinghandlersfrom
events, creatingand deleting events, halting event execu-
tion, and cancelinga delayedevent. Handlerexecutionis
atomicwith respectto concurreng, i.e., a handleris exe-
cutedto completionbeforeexecutionof ary otherhandler
is startedunlessthe handlervoluntarily yields executionby
eitherraisinganothereventsynchronouslyr by invoking a
blockingsemaphoreperation.In thecaseof asynchronous
raise,the handlersboundto the raisedevent are executed
beforecontrolreturnsto thehandlerthatissuedheraise.In
additionto the flexible event mechanismCactussupports
shareddatathatcanbeaccesseby all micro-protocolson-
figuredinto a compositeprotocol.

Finally, the systemsupportsa Cactusmessageabstrac-
tion designedo facilitate developmentof configurableser
vices. The mainfeaturegprovided by Cactusmessageare
namedmessageattributes and a coordinationmechanism
thatonly allowsa messag®esentout of thecompositepro-
tocolwhenagreedby all micro-protocols.The messaget-
tributesarea generalizatiorof traditionalmessagéeaders
andhave scopegorrespondingo a singlecompositeproto-
col (local), all theprotocolsonasinglemachingstak), and
the peerprotocolsat the senderandrecever (peel). A cus-
tomizablepack routine concatenatepeerattributesto the
messagéody for network transmissionpr for operations
suchasencryptionandcompressionA correspondingin-
packroutine extractsthe peerattributesfrom a messaget
therecever.

Several prototypeimplementation®f Cactushave been
constructedincluding onewritten in C thatrunson Mach
versionMK 7.3 from OpenGroud21] andRedHat Linux
releases.2,anothemrittenin C++ thatrunson Solarisand
Linux, andathird written in Javathatrunson multiple plat-
forms.

SecCommoverview. SecComnis a highly configurable
securecommunicationservicewith the inherentflexibil-
ity neededo realizeredundang-basedsurvivability tech-
nigues. The systemmodelfor SecComnrtonsistsof a col-
lectionof machinexonnectedby alocal-orwide-areacom-
municationnetwork. Application-level processesommu-
nicateby usinga communicationsubsystenthat typically
consistf IP, sometransporievel protocolsuchasTCPor
UDP, andpotentiallysomemiddleware-level protocols.
SecCommcanbe insertedin ary layer above IP in the
communicatiorsubsystemasillustratedin figure 1. (The
internal structure of SecCommis explained further be-
low.) SecCommis generallyindependenof the choiceof
the lower level communicationprotocol, but the guaran-
teesprovided by the lower level may affect the setof vi-
able micro-protocols. For example, somesecurity micro-
protocolsrequirethat the underlyingprotocol providesre-
liable ordereddelivery, which constrainsthe use of these
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Figure 1. System protocol stack.

particularmicro-protocolsto the casewhere SecCommis
usedon top of TCP or someothertransportprotocolwith
similar guarantees.

The methodusedto insert SecComminto the commu-
nication subsystenmdependson the particularimplementa-
tion platform. Systemssuchasthe x-kernel[12], CORDS
[25], and Scout[18] allow explicit constructionof proto-
col graphs.In suchsystems SecCommis simply inserted
into the protocolgraphbeforecompilation. On other sys-
tems, SecCommis eitherinsertedinto the existing kernel
communicatiorsubsystenusingmethodssuchasloadable
modules,or is built on top of TCP or UDP socletsin user
space Themethodof integrationdoesnotaffecttheinternal
designof SecComm.

A securecommunicationconnectionis establishecby
openingasessiorthroughthe SecComnservice.Eachses-
sion hastwo setsof customizedsecurityattributesthat are
specifiedat opentime, onefor messagesaversingthe ses-
sion from the applicationto the network andthe otherfor
messagesraversingthe sessionin the oppositedirection.
Thisfeatureallows, for instancethe securityguaranteefor
requestmessage$rom a client to a sener to be different
thanthosefor reply messagesSecComrris alsoindepen-
dentof the communicatiorparadigmusedby the applica-
tion,i.e.,it canbeusedor symmetricgroupcommunication
aswell asfor asymmetricclient/senerinteractions Finally,
the SecComnservicedoesnotimposea singleform of key
managemern applications.

Security properties.  As a first steptowardsexploiting
redundang, securitypropertiesandtheir variantsareiden-
tified, eachof which can be implementedusing different
methods Well-known abstracsecuritypropertiesnclude:

e Authenticity. Ensuresthata recever canbe certain
of the identity of the messagesender Canbe imple-
mentedusingpublic key cryptographyary sharedse-
cret,or atrustedintermediarysuchasKerberos.

e Privacy. Ensureghatonly theintendedrecever of a
messages ableto interpretthe contents.Canbe im-
plementedisingary sharedsecretpublickey cryptog-
raphy or combinationf methods.

e Integrity . Ensureghatthe recever of a messagean
be certain that the messagecontentshave not been
modifiedduringtransit. Someauthenticityandprivacy
methodsalso provide integrity as a side effect if the
messagéormat hasenoughredundang to detectvio-
lations. Additional redundang canbe provided using
messageligestalgorithmssuchasMD5. Integrity can
be provided without privagy, but at a minimum, the
messageligestitself mustbe protected.

e Non-repudiation. Ensureghata recever canbe as-
suredthatthe sendeicannotlater dery having sentthe
message. Relies on authenticityprovided by public
key cryptographyand requiresthat the recever store
theencryptednessageasproof.

We canidentify other security propertiesthat are focused
on preventionof specificsecurityattacks.Theseproperties
include:

e Replayprevention. Preventsanintruderfrom gaining
anadwantageby retransmittingold messagesCanbe
implementedisingtimestampssequencaumberspr
othersuchnoncesn messagesTypically usedin con-
junction with authenticity privagy, or integrity since
otherwisat would betrivial for anintruderto generate
anew messag¢hatappearso bevalid.

e Known plain text attack prevention. Preventsanin-
truderfrom utilizing known plain text basedattacksby
includingadditionalrandominformation(“salt”) atthe
beginningof amessage.

4 SecCommbDesign

Application programming interface. The SecComm
serviceallows a higherlevel serviceor applicationto open
secureconnectionsand then send and receve messages
throughtheseconnectionsThespecificoperationgxported
by SecComnarethefollowing:

e Open(participants,role,profgées) Opensa session
for a new communicationconnection,where partici-
pantds anarrayidentifyingthecommunicatingrinci-
pals,roleidentifiestherole of this participantin open-
ing theconnectior(active or passie),andpropertiess



a specificatiorof the desiredsecuritypropertiesof the
session.

e Push(msg)Passes messagéom a higherlevel pro-
tocol or applicationto a SecComnsessiorto betrans-
mitted with the appropriatesecurity attributesto the
participants.

e Pop(msg)Passesa messagérom alower level proto-
col to a SecCommsessionto be decryptedchecled,
and potentially deliveredto a higher level protocol.
When the SecCommprotocol passesa messageo
the higherlevel andauthentications required,it adds
a stack attribute that is the ID of the authenticated
sender

e Close() Closesa SecComntommunicatiorsession.

We assumehatthe participantsof the communicatiorcon-
nection negotiate the propertiesfor the connectionon a
higherlevel. Oncenegotiated, propertiesare specifiedin
the openoperationastwo orderedlists of micro-protocols
andtheirargumentsthefirst for messagegoingdownward
throughthecompositgprotocolandthesecondor messages
going upward. Thus, for example,the following specifies
thatmessagegoingdownwardareprocessedirst by DES-
Privacy andthenby RSAAuthenticity while messagego-
ing upwardsareprocessetby the samemicro-protocolsut
in thereverseorder:

{DESPriac/(DESkey), RSAAuthenticity(RSAley);
RSAAuthenticity(RSAky), DESPriacy(DESkey) }

This relatively low level approachto specifyingproperties
is aninterim stratgly. Our eventualgoal is to developan
approachin which propertiesaregivenasformal specifica-
tionsthat arethentranslatedautomaticallyinto collections
of micro-protocolsandarguments.

Shared data structures and events. The main use of
shareddatain SecComnis to storekeys. In particular each
SecComnsessiorcontainsa sharedtable Keys that stores
all thekeys currentlyusedin this session.This tableis ini-
tialized usingthe predefinedkeys passedn the Open()op-
eration,with otherkeys potentiallyaddedduring execution
by key distribution micro-protocols.

Our prototype implementationof SecCommusesthe
Cryptlib cryptographigackagg10] to provide basiccryp-
tographicfunctionality. Any cryptolibrarywith the neces-
saryfunctionscouldbe used however.

The designof SecCommusesa numberof eventsfor
communicatiorbetweermicro-protocolsandto initiate ex-
ecutionwhen messagesirrive. The SecCommcomposite
protocolusesthe following eventsto indicatemessagear-
rivalsfrom abose andbelow:

e msgFromAbae(msg) Indicatesthat msghasarrived
from ahigherlevel protocolor application.

e dataMsgFromBelo(msg) Indicatesthata datamsg
hasarrivedfrom alower level protocolor OS.

e keyMsgFromBelov(msg) Indicatesthata msgasso-
ciatedwith key distribution hasarrived from a lower
level protocolor OS.

Theseeventsareraisedwithin the pushandpop operations
provided as part of the compositeprotocol’s runtime sys-
tem. Thepopoperatiorhasbeencustomizedisingfacilities
provided by the Cactusframawork to distinguishbetween
dataandkey distribution messages.

Other eventsare usedfor communicationbetweenthe
micro-protocolsthat securedatacommunicatiorandthose
thatimplementkey distribution andsecuritymonitoring:

e keyMiss(index,length,check) Indicatesthat the key
index in the Keys tableis required. The key should
be of size lengthand satisfy validity testcheck The
validity testcanbe usedto eliminateweakkeys.

e securityAlert(type,msg)Indicatesthat a potentialse-
curity violation of type relatedto msghasbeende-
tected.

Micr o-protocol structure. The abstract security at-
tributesdescribedn section3, aswell askey distribution,
are implementedby one or more micro-protocols. When
a numberof micro-protocolsimplementvariationsof the
sameabstractproperty we collectively refer to themasa
class of micro-protocols. For example, the classof pri-
vagy micro-protocolsincludes DESPrvacgy, RSAPrvagy,
andIDEAPrivacy micro-protocolsthatusethe DES, RSA,
andIDEA algorithms,respectiely. Figure?2 illustratesthe
main micro-protocolclassesandtypical eventinteractions
betweerthem.

The designof the SecCommserviceallows any combi-
nation of security micro-protocolsto be usedtogetherin
both staticand dynamicways. The ability to usemultiple
micro-protocolswithin a given classat the sametime, for
example,is oneway in which redundang can be usedto
supporta survivableservice.Naturally, theremay be some
configurationconstraintsbetweenmicro-protocolsthat re-
strictwhich combinationsarefeasible.

The SecCommserviceconsistsof two major types of
micro-protocols: basic security micro-protocols that per
form simple security transformationssuch as encryption
or integrity checks,andmeta-securitymicro-protocolsthat
build more complex security protocolsusing the basicse-
curity micro-protocolsas building blocks. An example
of a simple securitymicro-protocolwould be DESPrvacy,
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which providesprivacy of dataexchangeusingthe DES al-
gorithm. An example of a meta-securityprotocol would
beMultiSecurity, which usesmultiple basicsecuritymicro-
protocolsto provide strongerguaranteesEachtypeis now
describedn turn.

Basic security micro-protocols. The basic security
micro-protocolsare simple, typically consisting of two

eventhandlersandaninitialization section.Oneof theevent
handlerds usedfor the datapassingdlown throughthe Sec-
Commprotocolandthe otheroneis usedfor datapassing
up throughthe protocol. The initialization sectionof the

micro-protocolis executedwhena nev SecComntonnec-
tion is openedj.e.,whenasessioris created.

A basicsecuritymicro-protocol(figure 3) typically takes
4 or 5 arguments.In this parametetist, dEvntand uEvnt
are eventsthat signify messagerrival from an upper and
lower-level protocol,respectrely. Thetwo handlersin the
micro-protocolare boundto theseeventsto initiate execu-
tion at the appropriateiime. The dOrdand uOrdparame-
tersarethe relative ordersin which this particularsecurity
micro-protocolis to be appliedto messagefiowing down
andup, respectiely. Finally, key is anindex in the Keys
datastructure.The key argumentis omittedfrom basicse-
curity micro-protocolghat do not usekeys, suchasreplay
prevention.

Notethatif the key usedby the securitymicro-protocol
hasyet not beenestablishedjt raisesthe event keyMiss
that is handledby the key distribution micro-protocols.
This eventis raisedsynchronoushandthus,the handleris
blockeduntil the associate@venthandlershave completed
execution.This allows the key distribution micro-protocols
to block the appropriatenandleruntil the key hasbeenes-

micro-protocolBasicSecurity(dEvnt,dOrd,uEvnt,uOrey {

handlerProcessDewnMsg(msg]
if Keys[myKey] == NULL raise(keyMiss,myKey,SYNC);
addattributes,pad, encrypt,etc;

}

handlerProcessUpMsg(ms§)
if Keys[myKey] == NULL raise(keyMiss,myKey,SYNC);
decrypt,unpad, ched attributes,etc;

initial { myKey = key;
bind(dEvnt,ProcessenMsg,dOrd);
bind(uEvnt,ProcessUpMsg,uOrd);

}
}

Figure 3. Generic basic security MP.

tablished.

The designuseseventpointersasargumentgatherthan
fixedeventnamego allow multiple typesof configurations,
an approachthat demonstratethe inherentflexibility pro-
vided by an event-basedexecutionmodel. As the most
simple case,assumethat a SecCommconfigurationuses
only basicsecuritymicro-protocols.The configurationcan
thenbe initialized to usethe msgFromAbawe and dataMs-
gFromBelav eventsdirectly asfollows:

BasicSecurity(msgFromAbe, 1,cataMsgFranBelow, 1,0)

As a complex exampleinvolving redundantapplicationof
encryption,the samemechanisntanbe usedto easilycre-
ateavariantof triple DES, asfollows:

DESPrivag/(msgFromAbee,1,dataMsgFomBelaw, 1,0)
DESPrvag/(dataMsgFromBelw,2,msgFranAbove,21)
DESPrvag/(msgFromAbwee 3,dataMsgFomBelav,3,0)

This variant exploits the fact that our DESPrivacy micro-
protocolencryptsmessageassociatedavith dEvntandde-
crypts messagesissociatedvith uEvntto realize the ap-
propriatetriple DES semantics. Note, however, that this
variationis notidenticalto standardBDESsincethe whole
messagés encryptedcompletelyby onemethodat atime,
whereassDESencryptseachblock of a messagevith each
of thethreeencryptiormethoddeforethenext blockis pro-
cessedA versionthatusedifferentalgorithmsin sequence
couldbedonesimilarly.

Meta-security micro-protocols. In this design, meta-
security micro-protocolsconstructmore complex security
protocolsout of the basicsecurityprotocols,andare a key
featureenablingredundang for survivability. For example,
a meta-securitymicro-protocolmay apply multiple or al-
ternatingbasicsecuritymicro-protocolso a messageThe



micro-protocolMetaSecurity(dEvnt,dOrd,uEvnt,uOrd,
dBasicEvnts,uBasicEvnt§)

handlerProcessDanMsg(msg]
in someorder raise(dBasicEvnts[i],msg,SYNC);

}
handlerProcessUpMsg(ms§)
in someorder raise(uBasicEvnts[i],msg,SYNC);

initial {
bind(dEvnt,ProcessbnMsg,dOrd);
bind(uEvnt,ProcessUpMsg,uOrd);
}
}

Figure 4. Generic meta-security MP.

basicstructureof a meta-securitymicro-protocolis shavn
in figure4.

Examplesf theuseof meta-securitynicro-protocolsn-
clude:

e MultiSecurity. Applies multiple basicsecurityproto-
colsto amessagén sequence.

e AltSecurity Applies one security micro-protocolto
eachmessagewith the methodchosensuccessiely
from a specifiedlist. If the sequenceof methodsis
deterministic,or agreedby the senderand recever,
no additionalinformationis requiredprovidedthatthe
underlying communicationis reliable and maintains
FIFO ordering.

e RandomAltSecuritySimilar to AltSecurity but usesa
randomlychosemmethodfor eachmessageEachmes-
sagemustcarry an identifier thancanbe usedby the
recever to determinewhich methodto useto decrypt
themessage.

A meta-securitymicro-protocolcan also be configuredto
useothermeta-securitymicro-protocols.For example,we
cancreatea configurationthat appliesalternatingdifferent
multiple encryptionmethodgo eachmessage.

A final examplemeta-securitymicro-protocolis Expan-
sionSecuritywhich breakshe messagéodyinto two parts
by usingbit maskssothattheoriginalmessagés equivalent
to partonexor parttwo. It thenappliesonesecuritymicro-
protocolto part one and anotherto parttwo. This makes
it very difficult for the intruderto breakthe securityunless
they canbreakbothatthe sametime.

The conceptof meta-securitymicro-protocolscan be
appliedto increasethe survivability of ary security prop-
erty for which using multiple or alternatingmethodspro-
videsenhancedjuaranteesPrivagy, authenticity andmes-
sageintegrity amongothersfall in this catgyory. The Sec-
Commdesigndoesnot preventthe sameideafrom being

usedfor otherpropertiesuchasreplaypreventionandnon-
repudiationput thebenefitfor suchpropertiess moreques-
tionable. Finally, notethatthe easewith which suchmeta-
securitymicro-protocolsanbeconstructeds againadirect
resultof flexibility providedby the Cactusmodel.

Key distribution micro-protocols. If the keys usedby
the secretkey cryptographicmethodsare not agreedupon
a priori, they mustbe establishedfterthe communication
sessions opened Amongthe potentialoptionsfor key dis-
tribution are:

e Asymmetric. One communicatingprincipal (e.g., a
client or asener) createsa sessiorkey anddistributes
it to theotherprincipals.

e Symmetric. A sessiorkey is createdusingthe Diffie-
Hellmanalgorithm.

e External. Someexternalsecurityprincipalcreateghe
sessiorkey anddistributesit to communicatingprinci-
pals(e.g.,Kerberosgertificationauthority).

Key distribution has security risks analogousto data
communicationput with greaterpotentialimpactsincethe
compromisedkey will likely be usedfor a periodof time.
Thus, the sameredundang techniquesisedfor datasecu-
rity canalsooften be appliedfor key distribution security
Multiple key distribution micro-protocolscanalsobe used
to obtainkeys redundantly

Redundang and key distribution can mix in different
ways. For example relying on redundantrustedarbitrators
to obtainakey in anexternalschemeanavoid someof the
problemsthatoccurif a singlearbitratoris usedandcom-
promised.Moreover, if the multiple arbitratorsarethought
to bevulnerableto the sameattack differentalgorithmscan
beused.Thisis anothelinstancevhenthetradeof between
survivability andcostcanbetuned.

In the above, the multiple methodsare usedcollabora-
tively to obtainthe samekey. The schemecanalsobeused
to collect differentkeys, however. The simplestscenario
haseachkey assignedo a separatéasic security micro-
protocol. A more complex configurationwould allocate
multiple keys to the samemicro-protocol,which could use
alternatekeys on amessagéy messagébasis.

5 Implementation and Performance

A prototypeof SecCommhasbeenimplementedusing
the C versionof Cactuson two differentclusters. Oneis
a clusterof 133 MHz PentiumPCsrunningOpenGroup/RI
Mach MK 7.3 and CORDSconnectediy a 10 Mb Ether
net, and the otheris a clusterof 600 Mhz PentiumPCs
running Red Hat Linux release6.2 connectedby a 1 Gb



Ethernet. This sectionprovides someinitial performance
numberdrom theLinux clusteranddiscussegssuegelated
to configuringcollectionsof micro-protocolsnto a custom
instanceof the SecComnmservice.

Performance. The currentprototypeimplementsa sub-
setof themicro-protocolgresentedn this paperincluding
privacy micro-protocolsdasecbn DES,RSA, IDEA, Blow-
fish,andXOR, integrity micro-protocol$asecbnMD5 and
SHA, an authenticationmicro-protocolbasedon DSA, a
time-stampbasedeplay preventionmicro-protocol,a non-
repudiationmicro-protocol,and two meta-securitymicro-
protocols. Other basic securityand meta-securitymicro-
protocolsarecurrentlybeingadded.

We have conducteda numberof experimentsusingdif-
ferentsubsetof micro-protocols. Table 1 givesroundtrip
timesin millisecondsfor passingl00-bytemessagessing
differentconfigurations.The averageroundtriptimeswere
computedover 1000 or more roundtrips. All SecComm
configurationaisel P, andthesystemwaslightly loadeddur-
ing testing. As a baseline an averageroundtriptime using
IP directly is 1.202ms. The entry for baseSecComnre-
flectstimesfor a skeletonversionof SecComnmthat does
not use ary micro-protocols;its additional costindicates
the approximatecostof addinga new x-kernelprotocolto
the stack. The costover IP columnindicatesthe roundtrip
time overheadof the configurationcomparedo usingjust
IP. Similarly, the costover basecolumnindicatesthe over
headof the configurationcomparedo justthebase.

In thesetests,DESPrivacy usesa 56-bit key runningin
CFB mode,BlowfishPrivacy usesa 448-bitkey runningin
CFB mode XORPrivagy usesa 64-bit“key”, andIDEAPTi-
vacgy usesa 128-bitkey runningin CFB mode.TheNonRe-
pudiationtestedensureghat messagesire written to disk
beforethe messages deliveredto the next level. Other
non-repudiatiovariantsthatallow delayedwrite to diskare
naturallylessexpensve.

Thecostoverbasecolumnprovidesthemostrealisticin-
dicationof the costof combiningmultiple micro-protocols.
For MultiSecurity, thesenumbersindicatethat the costis
roughly equalto the sum of the costsassociatedvith the
correspondingnicro-protocols.For example,the overhead
of using MultiSecurity to combine DES and Blowfish is
0.385ms, which is actually slightly lessthanthe sum of
the costsof DES andBlowfish sincethe costof usingCac-
tusmechanismss amortizedover multiple micro-protocols.
For AltSecurity, the costis approximatelythe sameasthe
averagecostof theindividual micro-protocols.

Configuration constraints. A numberof factorsmustbe
consideredvhenmicro-protocolsare combinedinto a cus-
tom instanceof the SecCommservice,including thoseus-
ing redundanyg to enhancesurvivability. In particulay there

Configuration RTT | CostoverlP | CostoverBase
P 1.202 n/a n/a
BaseSecComm | 1.245 0.043 n/a
XORPrivagy 1.365 0.163 0.120
DESPrvagy 1.504 0.302 0.259
BlowfishPriv. 1.442 0.240 0.197
IDEAPrivag 1511 0.309 0.266
MD5Integrity 1.577 0.375 0.332
SHAIntegrity 1.598 0.396 0.353
Non-repudiation| 4.075 2.873 2.830
DES+ MD5 1.798 0.596 0.553
MultiSecurity

DES 1.515 0.313 0.270
XOR + DES 1.599 0.397 0.354
DES+ Blowfish | 1.630 0.428 0.385
+XOR 1.694 0.492 0.449
+ IDEA 1.963 0.761 0.718
AltSecurity

DES 1.497 0.295 0.252
XOR + DES 1.481 0.279 0.236
DES+ Blowfish | 1.511 0.309 0.266
+XOR 1.496 0.294 0.251
+ IDEA 1.513 0.311 0.268

Table 1. Roundtrip times (in ms)

areboth algorithmicor property-basedonstraintghat are
independenof a particularimplementationandimplemen-
tation constraintghatarespecificto our Cactus-basegro-
totype. Algorithmic constraintsare thosethat resultfrom
the inherentnatureof propertiesbeing enforcedor the al-
gorithmsused. For example, the non-repudiatiormicro-
protocolrequiresthe useof an authenticitymicro-protocol
basednpublickeys. Similarly, all micro-protocolghatuse
a key requireeitherthatthe key is provided whenthe ses-
sionis createdor thata key distribution micro-protocolis
included.

Other algorithmic constraintsaffect the orderin which
varioussecurityalgorithmsareapplied.For example,all at-
tack preventionmicro-protocolsshouldexecutebeforepri-
vagy, integrity, or authenticitymicro-protocolsatthe sender
to ensurethat the mechanismusedfor attack prevention
is protectedirom modification. Similarly, non-repudiation
micro-protocolshouldbe executedmmediatelybeforeau-
thenticationat the recever so that only the senders pub-
lic key is requiredto later prove the messagevas sentby
the sender Otherorderingconstraintshave beenidentified
elsavhere[1, 2]. A relatedissuenot addressedhere but
considerectlsavhereis the actualeffectivenesf multiple
encryptionandcustomsecuritysolutiong[17, 24].

Implementatiorconstraintarethosethatresultfrom the
specificdesignof the SecCommmicro-protocols. Com-
paredwith systemshatsupportlinearor hierarchicalcom-



position models,the non-hierarchicamodel supportecby
Cactusintroducesminimal implementationconstraintson
configurability Thatis, with Cactus,it is generallypos-
sible to implementindependenservicepropertiesso that
thisindependences maintainedn the micro-protocolreal-
ization. When extra constraintsdo getimposed,it is usu-
ally becausenakinganextraassumptioraboutwhich other
micro-protocolsare presentignificantly simplifiesthe im-
plementation.

In the currentSecComnprototype,the only additional
implementatiorconstraintis that eachintegrity andreplay
prevention micro-protocolcan be usedat mostoncein a
given configuration. Thus, for example,two instancesof
MD5Integrity cannotbe usedtogetherwhile MD5Integrity
and SHAIntegrity can be. This restriction results from
the use of fixed messagettribute namesfor eachmicro-
protocol,which couldbe avoidedby dynamicallyassigning
attribute namesat startuptime.

6 Relatedwork

Relatedwork includesthe generaluseof redundang to
enhancesurvivability, aswell asresearchmoredirectly re-
latedto securecommunication.Redundang hastradition-
ally beenusedto improve file systemfault tolerance,but
differentredundang techniquesave alsobeenusedto in-
creasesecurity or both fault toleranceand security For
example cryptographianethodsvereusedto storedataon
untrustedfle seners[9] anddatafragmentatiorandrepli-
cationtechniquedave beenusedto preventintrudersfrom
accessingmodifying, or destrging information[6, 8, 14].
Recentdevelopmentsprovide similar guaranteeshut also
ensureanorymity of theinformationpublisher[3, 26]. Al-
thoughnoneof thisresearchs castin termsof survivability,
it canalsobeviewedin thatcontext.

Otherapproachedo notreplicatedata,but introducere-
dundantdetectioncomponentsExamplesncludeTripwire
[15], which detectschangesn files by maintainingcheck-
sumsand periodically comparingthe files againstcheck-
sum, and StackGuard4], which detectsbuffer overflow
attacksby storinga secret‘canary” word in the stackand
checkingit uponfunctioncall return. Intrusiondetectionin
generalaugmentsa systemwith a componenthat detects
undesireehaior thatwould be otherwiseallowed by the
securitymechanismsf the givensystem|5].

Work specificallyrelatedto SecCommcan be divided
into securecommunicationstandardsand other config-
urablesecurecommunicatiorservices Somedegreeof cus-
tomizationis supportedn severalrecentstandardsFor ex-
ample, IPsecallows a choice of security options,includ-
ing messagentegrity and privacy usinga selectedcrypto-
graphicmethod13]. It is alsopossibleo applymultiple se-
curity methodsto a givencommunicatiorconnection.TLS

(TransportLevel Security)[7] offers a choice of privagy
(e.g.,DES or RC4), integrity (e.g., keyed SHA or MD5),
and optional messagecompressionput doesnot directly
supportthe use of redundantmethods. In general,Sec-
Comm offers more flexible optionsfor using redundang
techniquego enhancehesurvivability of suchservices.
Configurablesecurecommunicatiorserviceshave been
implementedusing various configurationframeworks, in-
cludingthex-kernel[20], Ensemblg22] andtheframework
describedn [19]. All thesemodelsaresimilarin the sense
thatacommunicatiorsubsystenis constructedsadirected
graphof protocol objects. Although this allows arbitrary
combinationof securitycomponentsthe structureis lim-
iting comparedo Cactusandwould make it difficult to im-
plementsomeof ourmoredynamicredundang techniques.
However, Antigone[16] hasadoptedanapproactsimilarto
Cactusin which micro-protocolsand compositeprotocols
are usedto implementsecuregroup communicationwith
customizableolicies,including rekeying and messagee-
curity. To our knowledge,noneof theseprojectshave ex-
ploredthe useof redundang techniquesn security

7 Conclusions

This paperhasdiscussedtheuseof redundantechniques
asthe basisfor improving the survivability of securityser
vices.While theideaof combiningfaulttoleranceandsecu-
rity is not new, this papempromotesa moregeneralapplica-
tion of redundang techniquesn differentareasof security
and introducesa cornvenientimplementationplatform for
suchtechniquesOur approactcanalsobeviewedasaway
of artificially increasingthe diversity of the system which
hasbeenadwocatecelsavhereasapotentialapproacho im-
proving survivability [23]. In addition,we describedSec-
Comm, a securityservicethat allows customizatiorof se-
curity attributesat a fine-grainlevel. While similarin spirit
to existing protocolssuchasIPsecandTLS, SecComngoes
beyondtheseto supportmoreattributesandmorevariants,
all within a flexible and extensibleimplementatiorframe-
work basedn micro-protocolsandevents.The designalso
decoupleso alargeextentthesecurityaspectandthecom-
municationaspect®f the problem.

Futurework will focusonusingtheCactusrameworkto
implementdynamicallyadaptablesecurityserviceswhere
the securitymechanismarechangedat runtimein reaction
to changedsecurityrequirementge.g.,suspectedhtrusion)
or changesn availableresources.The Cactusframewvork
malesit easyto activateanddeactvate micro-protocolsat
runtime, and we have designedand implementedcoordi-
nationmechanismshatallow adaptationgicrossmachines
and acrosssystemlayersto occursmoothlywithout inter-
rupting normal operation. Our ultimate goal is to usethis
fine-grainconfigurability and fastadaptatiorability asthe



basisfor aninherently survivablesystemarchitectuie that
canautomaticallyreactto threatsin the executionerviron-
ment.
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