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Abstract—Smart homes have gained attraction for several
years in people’s daily lives and are still increasing. They
provide a fruitful foundation for the creation of social network
services as they escort habits and regular activities of people
at home, along their way or even at work. Smart homes
and their current development stage are not only able to
support people by intelligent functionality but also to predict
the behavior or even the interaction with the social network
of a person. For that, smart home technology makes strong
use of big data techniques that help to master the vast amount
of data generated continuously. In this paper we conduct a
literature research that investigates the current state-of-the-art
of smart homes and the related generation of social network
services in a big data driven environment. We reveal future
research opportunities that emerge from the combination of
mastering big data in smart homes and, hence, provide design
recommendations for social network services.

Keywords-Smart Home; Big Data Analytics, Ambient Intel-
ligence; Social Networks; Social Network Services

I. INTRODUCTION

A. Motivation

A topic that will strongly influence our everyday life in the

next years is smart homes. Their purpose is to assist residents

in their daily lives, in the field of healthcare, entertainment

or energy consumption [1]. Even if the concept of smart

homes emerged in research several decades ago, the tech-

nological progress in ubiquitous and pervasive computing

in the recent years facilitated its feasibility and has made it

ready for the consumer market [1], [2], [3]. Consequently,

an increasing amount of researchers has begun investigating

the field of smart homes. Further, they gain from social

technologies and their resulting behavior of their users,

like giving recommendations of what movies to watch to

friends that they might have never met. These social services

have dramatically changed the way of how people interact

privately and publicly, engage in shopping or adapt their in-

formational and self-presentational behavior [4]. Supporting

the entertainment domain of smart homes is therefore only

a small area of application for such disruptive technology. It

has the potential to enrich the body of knowledge for smart

home technologies in a broader sense [4].

The previous research has mainly focused on the de-

velopment of smart home systems that support specific

tasks in a single home, like home surveillance or automatic

light control [5], [6]. However, they do not integrate social

network services to interact with other residents or the

neighborhood and to exchange information with them via

these systems, although it is suited for this context due to

strong social component of living. Social network services

in the information systems area are basically considered as

a network of humans represented with a profile and their

ability to connect with other profiles [7]. The establishment

of such connections happens voluntarily between actors of

the network [8]. Their motivation of doing so originates

in self-representational or informational purposes [9], [10].

Furthermore, such network services offer a great possibility

for individuals to claim their identity according to their self-

perception [11], [12]. Additionally, they allow to extend

the informational content of their user groups due to non-

conformal behavior of individuals [13].

Imaginable scenarios for the development of smart homes

integrating informational purposes of social network services

are recommendation systems for food or entertainment that

retrieves information from the social environment of the

resident. A major obstacle in such a setting is the amount

of data that is produced by such social networks and the

effort that has to be conducted to analyze that data. But the

progress in big data technologies in the recent years has

enabled new possibilities. Therefore, the objective of this

paper is to identify new research opportunities for smart

home systems that integrate social network services and big

data analytics to increase the ambient intelligence.

B. Methodology

To achieve our objective, an extensive literature review

for smart home and big data was conducted. By making use

of search engines like Google Scholar, Elsevier’s ScienceDi-

rect, IEEE Xplorer, AIS Electronic Library and the archives

of the most important information systems journals, a first

list of pertinent publications was created. After examining

the list, a selection of the most relevant papers was compiled
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to determine the current state of research. Based on in these

papers mentioned shortcomings, future works, and outlooks,

possible research opportunities were developed and clustered

into different categories [14].

The residual of the paper is organized as follows. It

begins with an overview of big data with a focus on the

associated analytical capabilities and a critical analysis of

its challenges. Section 3 provides a definition and review

of the smart home, highlighting its challenges. Following

this, section 4 presents possible research opportunities for

integrating social network services and big data into smart

home systems. The last section concludes with a summary

and outlook.

II. BIG DATA

This section aims to provide an overview of the big data

topic. First, the term is defined and a classification of its

different categories is presented, followed by a consideration

of reference architecture. After that, the analytical capabili-

ties that arise from big data are examined. At the end, the

challenges associated with big data are discussed.

A. Definition and Characteristics

Since the term ”big data” is ubiquitous nowadays and

it has an ambiguous origin, many different definitions can

be found in literature [15], [16]. However, [17] proposed

the following definition based on a comprehensive literature

review in the field of big data: ”Big data is a set of techniques

and technologies that require new forms of integration to

uncover large hidden values from large databases that are

diverse, complex, and of a massive scale” [17, 100]. Another

prevailing possibility of defining big data is to describe it by

its characteristics, which are called the Vs [17]. Originally,

they contained only three characteristics: volume, variety,

and velocity. Over time, researchers and industry extended

the list by several additional attributes, such as value, ve-

racity, variability, and complexity [15], [18]. However, the

most widely used characteristics are the following ones:

Volume refers to the enormous amount of data that arises

every second and continuously grows. The size of data

exceeds the capabilities of traditional storage solutions and

analysis techniques [15], [19], [17].

Variety refers to the heterogeneity of data that yields from

different sources and various types of data. Data types are,

for example, text, audio, video, pictures, sensor data or log

data, which are in a structured or unstructured format. The

challenge is to combine data sets with different formats and

to analyze them together [15], [19], [17].

Velocity refers to the pace of the data generation, data flow

and data analysis. Besides static data sets that are stored

and processed later on, there are data streams that have to

be continuously processed and analyzed in real-time without

storing them [15], [19], [17].

Veracity refers to the quality of the captured data and

its truthfulness. The information retrieved from a data set

can only be as accurate and reliable as the source data.

Forecast data, for instance, contains an inherent uncertainty

that cannot be removed by the best cleansing technique.

Therefore, the reliability of the data plays a crucial role in

this context [15], [20].

Value refers to the value of the information that can be

retrieved from the data. In general, big data exhibits a low

value density. However, the volume of the data enables

to exploit this potential and to discover meaningful and

valuable information. [15], [19], [17].

B. Classification

According to the definition and its attributes, big data is

characterized by diverse data sources and data formats. To

get a better understanding of this heterogeneity, [17] provide

a classification of the different categories. On the basis of

the five aspects data sources, content format, data stores,

data staging, and data processing they identified the specific

characteristics of big data.

Relating to data sources, [17] distinguish between the

categories web & social media, machine-generated data,

sensing, transactions, and internet of things. Web & social

media addresses the data that is generated by humans within

online networks and communities, such as messages, posts

or relationships between people provided by social network

services. The tight interconnections between online social

networks and big data, in particular its analytical techniques,

can be summarized on the data level. Serving as data

sources, essential information created by social network

services are stored and retrieved by big data systems. They

allow for multi-dimensional analyses of complex social

networks, past and current information behavior of users

as well as self-presentation trends among the network’s

participants. In contrast, machine-generated data is produced

purely by computers without human interference (e.g. net-

work logs). The third category is sensing that deals with the

measurement of physical circumstances, like temperature or

proximity. The next group represents all types of transac-

tions. Their characteristic is that they have a time dimension

for describing the events (e.g. financial data). Internet of

things, the last category of data sources, addresses the set

of physical objects that are connected to the internet, such

as smartphones, medical devices or activity trackers. It goes

without saying that there is no clear-cut border between these

categories, but they provide a good orientation [17].

With regard to the content format, there are three different

categories. The first one is the structured format. Data in this

format exhibits a predefined data model, which predestines

for relational databases. Due to their structure, it is easy to

process and analyze data sets with such a format. Examples

of this include customer databases or transactional data.

The second category deals with semi-structured data. This
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data does not conform to a strict relational model, but

it contains elements to distinguish between content and

semantic and to describe the content, like XML documents.

The less structured format aggravates the processing and

analysis processes. However, it is less challenging than

having unstructured data, like messages, images, or videos.

In that case, the preprocessing steps need much more effort

to transform the raw data to analyzable data [17].

Due to the volume and variety of data, there is no

data store that meets all requirements of big data. There-

fore, we can find several different database technologies

used in the context of big data. The first is the column-

oriented database, such as BigTable. They are similar to

classical relational databases. However, they are optimized

for enormous amounts of data and analytical computations.

Another widely used technology is the key-value store.

Since the data structure is limited to a key and a value,

such databases exhibit a good scalability and are suited for

high performance systems. To handle less structured data,

document-oriented databases were developed. In comparison

to relational databases, they provide a higher degree of

flexibility regarding data models. A different approach is

taken by graph databases, which use graph structures to store

the data. Due to this concept, they are suitable to model

relationships between arbitrary entities [17].

In terms of data staging, [17] identified three different

categories. The first one covers the cleaning process that is

needed to identify and correct inconsistencies and errors in

the data. The next category addresses the transformation of

data. Above all, semi-structured and unstructured data often

need to be transformed to obtain an analyzable data set. The

third and last category deals with the normalization, which

is applied to reduce the redundancy and so to optimize the

database [17].

Relating to data processing there are two ways data are

processed in a big data scenario either batch or real-time.

Batch processing is applied for complex and long-running

jobs. Real-time processing is often used for stream data or

ad-hoc analysis, but it is computation intensive and places

high demands on the system [17].

C. Architecture

As we have learned in the previous sections, big data

systems have to perform complex and sophisticated tasks.

To cope with these challenges, such systems need an elabo-

rate architecture. For that reason Pääkkönen and Pakkala

developed a reference architecture based on ”published

implementation architectures of big data use cases” [21, 1].

Figure 1 illustrates the concept of the reference archi-

tecture. The rectangles represent functionalities, the ellipses

data stores, and the arrows the data flow. The data principally

flows from left to right. The part job and model specification

is separated from the processing pipeline because it controls

the pipeline rather than being part of the data flow.

The pipeline begins with the data sources, which are

classified based on two dimensions in the architecture.

Mobility, the first one, distinguishes between data that is not

in motion (in situ) and streaming data. The second dimension

is the structure of the data or the content format as it was

defined in section 2.2. The second phase of the pipeline deals

with the extraction of the data from the sources, followed by

the storage of the data. After storing, the data is passed to the

data processing phase. This step is necessary to prepare the

data for the data analysis that is performed in the next phase.

Subsequently, the results of the analysis pass the data loading

and transformation phase to transform and store them in the

system. The additional step is needed to prepare the data for

presentation, which can be done in the form of visualization,

dashboarding or other end user applications.

As mentioned above, this is only a reference architecture.

That means that no big data system will exactly look like

this because of the specific requirements needed for each.

Nevertheless, such a reference model helps to design big data

systems and to better understand the necessary processes,

particularly because it is based on real big data architectures

[21].

In the context of big data cloud computing plays a crucial

role as an enabler and facilitator. First, it provides the

required resources to perform the complex and sophisticated

computations as an underlying engine. Second, it lowers

the barriers to entry because it eliminates high investment

and maintenance costs of dedicated hard- and software

[17]. Thus, not only large companies that can afford the

investment of their own big data infrastructure can use it,

but also smaller companies and end consumers.

D. Big Data Analytics

Independent from its size, data by itself is worthless, un-

less hidden patterns, correlations, trends or other meaningful

information are retrieved from the data. However, it demands

an analytical process to turn raw data into useful insights.

Related to big data, this can be particularly challenging.

Volume and velocity aggravates the feasibility of data anal-

ysis because of technological limitations. Additionally, the

variety of data types impairs the combination and linking of

data from different sources. Therefore, advanced analytical

methods and techniques are needed to process big data [15],

[18]. Depending on the degree of intelligence, the literature

distinguishes between three types of analytics, which are

described as follows:

• Descriptive Analytics refers to the question what has

happened and what is happening. It is the simplest form

of analytics since it presents and explains events from

the past and the present without making any predic-

tions. Tools and methods in this context are business

reports, ad-hoc reports, interactive reports, dashboard,

and alerts the typical tools of business intelligence.

The objective of descriptive analytics is to identify and
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define business problems and opportunities [22], [23],

[24].

• Predictive Analytics refers to question what could hap-

pen in the future. Instead of answering the question

what was in the past, it uses the present and past data

to predict the future. To reach meaningful results, ana-

lytical techniques with a higher degree of intelligence

are required, such as simulations, predictive models,

statistical forecasting methods, and other advanced data

mining methods [22], [23], [24].

• Prescriptive Analytics refers to the question what

should be done. It goes one step further than predicative

analytics. While predictive analytics only tries to fore-

cast the future, prescriptive analytics tries to maximize

the future outcome by recommending the best course

of actions. To achieve this, optimization, simulation

or decision models are used, such as game theory or

Monte Carlo Simulation [22], [23], [24].

Some researchers see an additional type between descriptive

and predictive analytics, called diagnostic analytics [25],

[18]. It deals with the reasons for why something happened.

In the context of this paper, these aspects are seen as a part

of the descriptive type.

Considering big data analytics from a data type perspec-

tive, it is possible to identify six analytical fields that play a

crucial role in big data analytics. The first one is the struc-

tured data analysis, which analyzes, for instance, financial

data or sensor data. Even if it was actively investigated and

applied before the rise of big data, it is still an important

topic due to the increasing masses of data [26], [19]. Another

kind of analysis addresses text data. Since text is the prevail-

ing format to store information, this field has a promising

future. However, the extraction of meaningful information

from unstructured data, e.g. documents or emails, is a

sophisticated task [26], [19]. Similar challenges can be found

in the multimedia data analysis. Due to the heterogeneity of

multimedia data, like images, audio, and video files, the data

extraction and the analysis are aggravated [19]. Besides that,

web data analysis is an emerging research field. It deals with

the discovery and extraction of knowledge from web services

and documents [26], [19]. A closely related field in this

context is the network analysis that refers to social networks,

like Facebook, Twitter, and LinkedIn [26], [19]. The last

field, the mobile data analysis, has arisen from the success

of mobile devices. Mobile users generate a vast amount of

data, such as text messages, geographical locations or other

sensor data, which provides an enormous analytical potential

[26], [19].

Summing up, analytics is the most challenging part in the

processing of big data because it demand the highest degree

of intelligence. However, it unlocks the value and transforms

data in to useful information.

E. Challenges

Although big data is widely used in the industry and

private sector, the technology is still in the early stages of

development. There are many issues not fully addressed,

while new challenges continue to arise. In this section, the

major challenges are briefly discussed.

The diffusion of big data and the technological progress

will induce the people to apply the technology to more

complex and sophisticated data sets. The growing hetero-

geneity, the varying quality, and the diverse structures of

the data will challenge all processing steps from extraction

over transformation to analysis [20], [17].

Not only the data becomes more complex, but also the

computations. The algorithms have to handle increasing

amounts of data with growing complexity. To ensure ef-

428



ficiency and scalability of the systems, it is necessary to

develop new algorithms and concepts. Promising examples

of approaches are distributed algorithms and the usage of

cloud computing to share computing capacities [20], [17].

With the increase of the data and computational complex-

ity, the systems will become more complex. Therefore, the

development of system architectures, computational frame-

works, and processing solutions is necessary to satisfy the

prospective requirements of big data, which emerge from

the previously mentioned challenges. In this context, energy

efficiency has also to be taken into account to ensure the

operational efficiency of the systems [20], [17].

In addition, research on big data faces security and

privacy challenges. The gathered data sets might contain

either personal information or business secrets. Therefore,

the protection of the data is indispensable to prevent abuse.

Relating to cloud computing, the problem is further ex-

acerbated because the data is outsourced to external data

centers. Consequently, security and privacy remain ongoing

challenges [17].

A less technical challenge emerges from legal and reg-

ulatory issues. On the one hand, legal requirements can

contribute to data security and privacy. On the other hand,

they can impair the diffusion of big data. For instance, they

can prohibit the analysis of specific data, like personal data.

Another possible issue results from conflicting jurisdictions

that arise, if data storing and processing are outsourced to

another state or country. Therefore, it is a challenge to create

a convenient legal foundation for big data [17].

III. SMART HOME

This section aims to provide an overview of smart homes

and the current state of research. The definition of smart

home is followed by a classification, an overview of con-

tributing technologies, and the challenges of smart homes.

A. Definition

Similar to big data, many different definitions for smart

home can be found in literature [5]. Such a variety can be

ascribed to the fact that the concept of the smart home is

relatively old and the progress continuously expanded the

technical possibilities in this area [1]. Given the current state

of research, a smart home can be defined ”as an application

of ubiquitous computing that is able to provide user context-

aware automated or assistive services in the form of ambient

intelligence, remote home control, or home automation” [5,

1191].

B. Classifications

To get an overview of the smart home topic, it makes

sense to consider the different types and application areas.

Therefore, two different classifications are outlined in this

section. The first one, which was proposed by [27], distin-

guishes between five types of smart homes based on their

degree of intelligence:

1) Home which contains intelligent objects: That means

that there are appliances and objects that exhibit an

intelligent behavior, but that do not interact, e.g. an

intelligent thermostat that automatically controls the

room temperature [27, 34].

2) Home which contains intelligent, communicating ob-

jects: In contrast to the previous type, the intelligent

objects and appliances are able to communicate and

exchange information, e.g. a set of connected ther-

mostats that interact to reduce heating costs [27, 35].

3) Connected home: By integrating internal and external

networks, information and services of the home can

be accessed and controlled either by remote or within

the home [27, 35].

4) Learning home: The home records the activity of the

appliances and objects to retrieve patterns from the

accumulated data. The discovered patterns serve as

basis to predict residents needs and to control the home

[27, 35].

5) Attentive home: The home constantly registers the ac-

tivity of its residents and objects to extract behavioral

patterns. This information is used to anticipate the

residents needs and to control the home [27, 35].

Besides the classification according to the degree of

intelligence, it is useful to differentiate between the var-

ious application areas of smart homes. Unfortunately, the

literature provides several different categorizations for this

topic. Therefore, a new classification was derived from four

reviews of smart home research, as shown in table I. We ex-

plored the application domains used in the identified papers

and grouped them in mutually exclusive categories. Thus, we

were able to summarize them in five comprehensive groups

on which we will elaborate in the remainder of this paper.

C. Contributing Technologies

According to [29], the technologies from the following

areas are needed to make a home more intelligent: sens-

ing, reasoning, acting, human-computer interaction (HCI),

security and privacy.

Since a smart home system exhibits a high degree of

interaction with the real world, sensors are an elementary

part used to perceive the state of the physical environment.

They provide the system with data regarding the status

of the home, its objects, and its residents. Over time, a

variety of different sensor types for the domestic usage has

been developed, such as sensors that collect environmental

parameters, gather status information of the home and its

objects, or determine the resident’s location or his health

status [5], [1].

In order to transform the data provided by sensors to

meaningful information, a reasoning component is required.

The first level of reasoning is to determine the resident’s

activity based on the sensor data. Often a combination of

different sensors is used to increase the accuracy. After
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Assisted Living Eldercare, childcare, and home care • • •

Comfort and Convenience Home automation, remote access, digital assistant, recommender system,
and shopping

• • • •

Communication and Entertainment Communication and entertainment systems, social networks • •

Energy Management Monitoring and controlling of energy consumption, smart grids • • •

Healthcare Monitoring of health status • • •

Security Home security and surveillance • • • •

Table I
APPLICATION AREAS OF SMART HOME

determining the activity, the next step is to predict the

resident’s behavior and to make decisions [1], [29].

With these two technologies, a smart home system is only

able to perceive the environment. However, it must be able

to act in order to provide additional value for the residents.

Therefore, a technology that manages the autonomously

acting is necessary [1], [29].

The goal of a smart home is to make living more comfort-

able. On the one hand, this means that the system should

act as autonomously as possible with minimal interaction

between the resident and the computer. On the other hand,

there are many situations in which the resident must interact

with the system. Consequently, HCI is an elementary success

factor that has to be regarded during the development. A

challenge in this context is that such systems have a broad

range of users with different skills and characteristics, e.g.

children, teenagers or the elderly. Therefore, the interaction

methods should be as intuitive and natural as possible, like

speech- and gesture-based control. Besides that, the usability

can be increased by the context-awareness of the system.

This reduces the amount of information that has to be input

by the user [1], [29].

The fifth contributing technology addresses the topics

of security and privacy. Since smart home systems are

deeply integrated into the residents’ private lives and private

information is shared with them, such systems have to be

able to protect themselves and the stored data from external

attacks [1], [29]. Additionally, these aspects influence the

willingness to use the technology, because the users are

aware of the potential threats [1].

D. Challenges

The continued progress in ubiquitous and pervasive com-

puting has facilitated the research in the field of smart

homes. In the previous years, more and more products

emerged from these results and came into the market. Nev-

ertheless, there are still challenges that must be addressed

to drive the development of smart homes forward and to

increase the ambient intelligence [6].

One critical aspect is the efficiency and reliability of the

sensor systems and the processing algorithms. Despite the

variety of available sensors and processing software, the

accuracy of the results exhibits potential for improvement

[6], [5].

Besides that, the standardization of smart home systems

has to be actively fostered. At the moment, several different

technologies are on the market that are not able to interact.

However, this lack of intercompatibility impairs the users’

acceptance and consequently the market diffusion of such

systems [6], [5].

Another set of challenges results from the necessity of

security and privacy, which has already been mentioned in

the previous section. Since the users share private data with

the systems, particularly in the context of healthcare, it must

be ensured that the data is stored safely and is protected from

unauthorized access. This does not only refers to technical

aspects, but also legal and ethical ones [6], [5], [29].

In terms of assisted living and healthcare, the aspects of

legal issues, cost effectiveness, and reimbursement will play

a crucial role in the future. The first one arises from the un-

certain legal situation in the field of telemedicine. The other

two aspects refer to the high investment and maintenance

costs of the medical equipment. However, a reimbursement

from insurance companies, for example, could facilitate the

diffusion of assisted living and consequently decrease the

costs in the long run [6].

Finally, the success of smart homes strongly depends on

the services and functionalities that they provide their resi-

dents. Therefore, a major challenge is to develop solutions

that are accepted by the users and that satisfy the users’

needs. Otherwise, smart homes are doomed to failure [6],

[5]. For that reason, social network services play a major role
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in designing and developing smart home technology, as they

emphasize their users as well as their connectedness. They

created a culture of easy interaction and, by that, set free a

huge business and use potential for smart home technology

through vast content creation and consumption [4].

IV. RESEARCH OPPORTUNITIES

After considering big data and smart homes independently

from each other, we discuss in this section possible re-

search opportunities arising from integrating social network

services and big data analytics into smart home systems.

The underlying questions are how ambient intelligence can

benefit from social networks and big data and what chal-

lenges need to be addressed for its success. Until now,

this research field has been minimally investigated [30].

However, [26], [19], and [30] ascribe a huge potential to

it or to its sub fields. Therefore, the research opportunities

are mainly derived from the literature reviews of smart

homes and big data. The results are categorized into five

perspectives. The first one deals with new business models,

followed by the behavioral perspective that addresses the

user acceptance. After that, the human-computer interaction

and technology area are covered. Finally, analytical research

topics are suggested in the terms of smart homes and big

data. The list of opportunities does not claim to be complete.

It rather proposes relevant research topics.

A. Business Perspective

According to [31], ”big data enables companies to create

new products and services, enhance existing ones, and invent

entirely new business models” [31, 5]. That also applies

to the combination of smart homes with big data analytics

and social network services . As previously indicated, online

social networks provide a tremendous amount of information

as data source, like the created content, established connec-

tions as well as continuously ongoing interaction. Due to the

complexity and resource demand of big data infrastructure

such solutions cannot be completely operated at home. Some

parts have to be outsourced to data centers because of costs

and convenience. This shift transforms hard- and software

providers to service providers, creating opportunities for new

business models. Not only can services be monetized, but

also the highly personalized data that are gathered by the

systems. Due to the social networking component, the data

also covers relationships between residents and neighbors

and it is not only limited to an individual, increasing the

value of the data. Even the analysis of social network data

combined with the sensor data of smart homes requires the

application of big data techniques for providing meaningful

results. Furthermore, it is conceivable to integrate other

companies as co-financiers [30]. An insurance company, for

instance, could bear a part of the costs for assisted living to

avoid higher costs through a permanent stay in a retirement

home. A good starting point for the development of business

models is provided by [32]. They proposed a framework for

aligning business models related to smart home services.

Beyond that, existing cloud computing business models from

other industries can be used for guidance.

B. Behavioral Perspective

Another set of research opportunities deals with the be-

havioral aspects of technology. A technology is successful,

only if it is accepted by its users and if it is used. Therefore,

it is necessary to identify social barriers and other factors

that the actual system use depends upon [33]. With these

insights, it is possible to develop technology that satisfies

the users’ needs. An empirical study that addresses this topic

in the context of smart homes was published by [34]. They

investigated the user acceptance of smart products based on

the Unified Theory of Acceptance and Use of Technology

(UTAUT). However, they only considered smart products

in a kitchen environment and did not integrate any social

network or big data issues. Thus, the study would be a

good basis for further research in the field of smart homes

supported by online social networks and big data analytics;

though the scope should be extended to all application areas

and aspects of social networks as well as big data have to

be incorporated. Most importantly, the latter might influence

the results. The existing security and privacy concerns of

smart home systems [1] could be exacerbated by social

network services and big data, consequently impairing the

user acceptance of such systems. The research opportunities

are not limited to the UTAUT model in this perspective.

It rather offers a solid starting point. Nevertheless, other

models or modification of the UTAUT model should be

considered because it originally emerged in an industrial

domain and not a private domain [34].

C. Interaction Perspective

According to [35], the human-computer interaction

strongly contributes to the success of smart homes. The

systems are supposed to assist their users in their daily

routines. Consequently, the interaction between the user and

the systems should be as easy and effortless as possible to

foster their usage and to avoid complications. This implies

the necessity of developing intuitive and simple interfaces.

However, the integration of social network functionalities

and big data analytics can increase the complexity of the

systems and this can affect the user interfaces. Due to this,

it would be interesting to investigate how the potential can be

made accessible whilst ensuring a high degree of usability.

To obtain meaningful results, it is necessary to involve

the subsequent users in the design process [36]. Besides

the human and technology relationship, the relationships

between technology and home and between human and

home have to be involved in the research [37]. Furthermore,

the relationship between human and human that arises from

the interaction in social networks has to be investigated, as
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well. Social networks are also a helpful tool for evaluating

designed interaction interfaces with smart home technology

or the user’s satisfaction. The created content in such net-

works can be analyzed through big data.

D. Technological Perspective

It was already mentioned that the security and privacy

of the data are critical aspects influencing the acceptance

of smart homes [1], [29]. Above all else, storing and

sharing data with external service providers relating to cloud

computing might exacerbate this difficulty. To counteract

this, it is conceivable to anonymize the data before it leaves

the smart home system. A first approach is proposed by

[38] who uses k-anonymization to protect medical data.

Nevertheless, this topic requires further research to become

applicable. Besides that, the user should have the possibility

to define which data he or she wants to share within the a

social network or to include from other social peers. Since

data collected at home has a strong personal and private

character.

E. Analytical Perspective

The last perspective deals with possible analytical re-

search topics, which are enabled by the integration of

social network components and big data analytics into smart

homes.

Relating to assisted living, the integration of big data

technologies might improve the recognition, tracking, and

prediction of residents’ activities. Due to the computational

power and the possibility to process large data amounts from

different sources, the accuracy and reliability of the systems

might be improved. Besides that, a recommendation system

is imaginable that suggests elderly activities to facilitate

their mental and physical fitness. This is beneficial because

insufficient activity impairs the health, particularly in old age

[39]. Social networks can assist in such situations, as they

would facilitate communication among closest peers that

should be notified in case of unusual habits or potentially

dangerous circumstances. It would fulfill the information

needs of connected users that care.

With reference to comfort and convenience, social net-

works and big data can contribute to the identification of be-

havioral patterns and the prediction of the next activities. An

improved reliability would increase the context-awareness of

smart homes and consequently the degree of convenience.

A possibly interesting topic is a system recommending a

shopping list based on the current inventory, residents’ eating

habits, and external data, such as seasonal aspects and

advertisement. Due to the sharing of information through

social networks, it could be easier to identify patterns and

trends so that the prediction is more reliable.

Similar to the previous area, the communication and

entertainment area might benefit from the improvements in

determining behavioral patterns and forecasting next activ-

ities to enhance the user experience. Hereby, information

collection within social networks and their analysis with big

data techniques is highly promising [4]. Facebook likes of a

resident or of his or her friends, for example, might a good

indication for his or her preferences. Such information can

be used to develop a cross-platform recommender system

for entertainment activities, such as music, movies, TV

shows, and video games. The concept is similar to movie

recommender system, like the one for the streaming platform

Netflix [40]. However, it relies on much more data sources

than just the users’ preferences and is not limited to one

platform. Social networks are a valuable data pool for this

purpose.

In regard to the energy management area, online social

networks comprise the ability to supply either consumers

or energy providers with valuable information by including

smart home devices. On one hand, they could increase

the residents’ awareness of usage and consequently reduce

the energy consumption. Furthermore, the prediction of

energy consumption could be improved by more sophisti-

cated models and the integration of external data, such as

weather or pricing data. In a future step, these results could

be used for simulations that determine optimal appliance

schedules, e.g. for washing machines or air conditioning

systems. For the last two aspects, it is worth considering

the creation of a social network between many thousands

of households. On the other hand, the social network would

increase the accuracy of the forecasts and so give suppliers

the opportunity of optimized energy consumption forecasts.

Concerning healthcare in smart homes, the integration

of social networks and usage of big data analytics might

advance the monitoring of the fitness and state of health. Be-

sides that, predictive analytics allows recognition of abnor-

malities in order to prevent diseases and to reduce treatment

costs. Although this topic is currently being investigated

[41], [42], [43], it contains a huge potential for further

research. Regarding the prescriptive analytics, the results

from the other types, for instance, can be used to develop

automated notification systems or a recommendation system

for food and activities that is based on the resident’s habits

and state of health. In regard to social networks, it is critical

to share such information with other people. But using a

social network to share fitness information, as it is provided

by many sports apps, would the imaginable in a smart home

environment. Additionally, similar to assisted living, close

peers of the network or even nursing personnel can be

notified when certain conditions are fulfilled.

Furthermore, the design of smart homes by integrating

social network services and big data analytics can profit

from reliability improvements of home security systems. The

integration of predictive policing and a network between

neighboring households are conceivable to predict possible

incursions and to inform the neighborhood. Depending on
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the reliability of the system, it would be possible to in-

form the absent residents or neighbors or make automated

emergency calls. To prevent incursions, a smart home might

imitate activity in the house based on the learned behavioral

patterns of its residents. Thus, possible burglars would be

scared off.

V. CONCLUSION

The integration of online social networks and big data

analytics into the design of smart home systems has been

less investigated when compared to each individual field.

However, that does not imply that there is no demand for

research. On the contrary, it contains a huge potential for

such research. In this paper we identify and address five

different perspectives that provide a wide range of possible

research opportunities in the field. The proposed list does

not claim to be complete. But it provides a good starting

point for future research.

One of the most crucial aspects that must be addressed

is the topic of security and privacy. Smart home systems

have a deep insight in our private lives and we share a

wealth of personal data with them, even on social net-

works already. The users are aware of these aspects and

willing to accept them. It will become critical however,

if another technology with privacy and security concerns,

such as big data or social networks, is integrated in these

systems. Therefore, this topic has to be considered in order

not to scare potential users off. In this context, it is also

important to be transparent and to always give the user the

feeling of having control over the system. Concerning the

analytical perspective, the application areas of comfort and

convenience and communication and entertainment seem to

be promising. Due to the integration of social networks and

the analysis of the data with the aid of big data techniques,

the reliability of prediction and trends shall be improved. For

instance, predicting of a single person’s shopping behavior

would take some time until the system has collected enough

information. But if the system is able to use data from his

or her social environment combined with information of

the smart home, it could be faster and it might discover

trends. Other meaningful analytical research opportunities

can be found in assisted living. Since we live in an aging

society and elderly care becomes a more and more important

topic, the integration of social networks and big data might

facilitate assisted living. Due to the new capabilities, elderly

people are supported in their daily routines and consequently

can longer live independently. Social networks, for example,

can help to communicate with family members or care

attendants. Besides the challenges and opportunities arising

from the combination of the research fields, the challenges

of each single field do not have to be neglected because they

form the foundation.

If all these challenges are addressed, the future of smart

homes looks promising. Through the integration of online

social networks and big data analytics, we will be able to

build smart homes that provide us with a much higher degree

of comfort and convenience than before.
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