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Online communication platforms prompted the versatility and easiness in communication. 

That’s why these platforms are witnessing abrupt rise in their usage. On the other side, it 

can lead to unauthorized replication and alteration of digital images that raises security 

concerns. Ensuring robustness, security and imperceptibility of digital watermarking has 

become a critical task. SVD-LWT watermarking technique along with entropy is presented 

and Y-channel of YCbCr color space is utilized to implant secret information. The presented 

paper also uses multilevel-multiple image scrambling approach to enhance security. To 

estimate performance, fidelity parameters namely PSNR, NPCR, UACI, SSIM, UIQI and 

NCC are used. 

Keywords: 

entropy, integer transform, Arnold cat map, 

scrambling, correlation, imperceptibility, 

PSNR 

1. INTRODUCTION

Watermarking is gaining popularity day by day due to: (1) 

its importance in copyright protection and authentication [1] 

and (2) rapid spread of Internet technology. Watermarking has 

also been used in IoT, 5G, medical applications and cyber-

physical systems in recent years [2, 3]. Image and signal 

processing has become an emerging field in medical health 

analysis due to the rapid development of medical assistant 

investigations [4]. 

Figure 1. Block diagram of watermarking process 

In watermarking, confidential data is implanted into another 

multimedia object. Figure 1 illustrates the watermarking 

process. Digital image watermarking approaches primary 

focus on watermark security. After inclusion of confidential 

information, the resultant object i.e. watermarked image 

preserves the imperceptibility with respect to host image [5]. 

The main characteristics of watermarking algorithms are 

imperceptibility, robustness and security [6-9]. To increase the 

imperceptibility, the deterioration of host image should be 

minimalized during the insertion of watermark. Spatial and 

frequency domain approaches are employed to implant 

watermark [1, 10-13]. Spatial domain based watermarking 

techniques are computationally easier to implement and yield 

better transparency but offer less resistance against geometric 

attacks [1, 10, 11, 14-16]. Watermarking can be classified into 

three categories based on its robustness: (1) fragile, (2) semi-

fragile, and (3) robust [10, 14, 15]. SVD along with Integer 

Wavelet Transform (IWT) using lifting scheme is employed 

due to its property of speedy computing, memory economical 

and capability to recreate an integer signal absolutely from the 

computed integer coefficients. The presented paper employs 

the concept of entropy in watermarking process to enhance 

imperceptibility. 

2. BACKGROUND REVIEW

Most of the existing literature employs grayscale images. 

color images are preferred over grayscale images since they 

demonstrate enhanced fidelity and hiding capabilities [17, 18]. 

Agreste et al. [19] presented a reliable approach using 

frequency domain (DWT) and HSV color space. High 

frequency sub-band was adjusted to insert watermark. Their 

approach has the advantage of producing an embedded 

watermark that is sufficiently resistance to image processing 

attacks, but security was an issue.  

Agreste and Andaloro [20] proposed a DWT-HSV 

grounded method using Daubechier-2 wavelet and they 

noticed that approach is adequately durable against various 

attacks and also demonstrate less probability of FP and FN 

errors. 

Goléa et al. [21] presented a rapid speed, blind 

watermarking approach grounded on block SVD. Their 

primary intent was to enhance transparency and robustness. 

Less space requirement was the benefit of the suggested 

approach. Despite less storage space requirement, the 

suggested approach is still lacking on security measures. 

Chou and Liu [22] suggested a watermarking approach 

established on wavelet domain to find appropriate host signal 

to embed watermark by altering wavelet coefficient. Prior to 

watermark insertion, permutation and repetition were used to 
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increase robustness. Due to the use of blind watermarking 

approach, it saves space. The proposed method improved 

security but it can further be strengthened by using scrambling 

techniques. 

Vahedi et al. [23] proposed a new method grounded on 

HSV-DWT using sym-4 wavelet, permutation and third level 

decomposition to enhance robustness and transparency. The 

notion of genetic algorithm was used to improve image quality 

parameters. The method was more suitable for the images 

keeping notably variable localised properties. But, when used 

in real-time applications, security and massive processing time 

were the major issues with the suggested method.  

Su et al. [24] presented a blind approach established on QR 

decomposition for non overlapping pixel block’s of color 

images that shown robustness against various attacks. Arnold 

transform was employed for watermark encryption. 

Gupta et al. [25] suggested DWT-SVD-ABC grounded 

approach using uncorrelated color space and optimised 

strength factor for watermark insertion. Effective usage of all 

color channels is the key strength of proposed technique. But, 

desirable security interests were not met. 

Alquwayfili and Alasaad [26] introduced a time and energy 

efficient watermarking technique established on spread 

spectrum for mobile application. 

Patvardhan et al. [27] presented a robust SVD-DWT 

grounded watermarking approach using YCbCr color space 

and QR code used as watermark.  

Pandey et al. [28] introduced a non-blind watermarking 

approach established on single level SWT-SVD and Arnold 

transform. Y channel of YCbCr color space was used to embed 

watermark. Single level security was used along with hybrid 

approach to strengthened image quality parameters. 

Pandey et al. [29] presented a Non-blind, LWT-SVD based 

approach using GWO. Single level scrambling was used using 

Arnold transform for watermark security. YCbCr color model 

and Y-channel was manipulated to embed watermark. 

 

 

3. MOTIVATIONS AND CONTRIBUTION 

 

Frequency domain based watermarking is more transparent 

and robust as compared to other domain. The presented study 

proposes a transparent, robust and more secure watermarking 

approach. The following are the primary contribution of the 

presented approach: 

[i] To achieve more transparency and robustness, Block-

based approach along with entropy is proposed in 

frequency domain. 

[ii] Watermark is scrambled using multilevel-multiple 

scrambling to enhance the security. 

[iii] Subjective and objective image quality evaluation 

methods are used to assess the performance of 

watermarking technique. 

 

 

4. PROPOSED EMBEDDING PROCESS  

 

Transform domain based watermarking is proposed to 

strengthen transparency, robustness and multilevel-multiple 

image scrambling technique is used to intensify the security of 

watermark. Entropy in YCbCr color space is employed to 

embedding and extracting watermark. The embedding and 

extraction procedure are shown in Figure 2 and Figure 3, 

respectively. 

4.1 Host image preprocessing 

 

In this section, host RGB image is converted into YCbCr 

color domain and partitioned into segments of equal size then 

finally entropy is determined for each segment. The highest 

entropy value segment is chosen for watermark insertion since 

human visual system is less sensitive to the image area having 

high entropy values [14]. For each block, the entropy is 

calculated as follows: 

 

( )i
i

i PPET −= 2log

 
(1) 

 

4.2 Watermark image preprocessing  

 

To intensify security, the multilevel-multiple approach 

using block and Arnold based image scrambling is employed. 

Watermark is partitioned into M/32×N/32 equal size blocks. 

These blocks are scrambled using key K1 and K2, K3, K4, K5 

at first and second level of scrambling, respectively. Then 

watermark is converted into YCbCr domain and portioned into 

blocks. 
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4.3 Watermark embedding procedure 

 

Figure 2 depicts the block diagram of watermark embedding 

procedure. 

 

 
 

Figure 2. Block diagram of watermark embedding 

 

Let 𝐻 is the color (RGB) host image of size M×N 

 

( )HFH ='

 
(4) 

 

where, F is the function that convert image H into YCbCr color 

space. 
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Let W is the color RGB watermark image of size m×n 

 

( )1 ( 2, 3, 4, 5) sW B K C K K K K W→ → →  (6) 

 

where, B(K1) and C(K2,K3,K4,K5) are block and chaotic 

image scrambling , respectively. 

𝑊𝑠 denotes the scrambled watermark. 

 

' ( )y sW F W=  (7) 

 

where, F is the function that convert image 𝑊𝑠  into YCbCr 

color space. 
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Let 𝑊𝑧 is the RGB Watermarked Image of dimension M×N. 
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Assume that BE is the block having highest entropy in host 

image where watermark is embedded and WE is the block of 

scrambled watermark. S and T are the function of the singular 

value decomposition and integer transform using lifting 

scheme, respectively. 

 

 
 

Figure 3. Watermark extraction procedure 

The proposed watermarking scheme is defined as function 

FEN. 
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5. WATERMARK EXTRACTION 

 

Figure 3 depicts the extraction process. Watermarked image 

is translated into YCbCr color space and then divide into equal 

size blocks.  

(1) Select appropriate (highest entropy) block and then 

apply integer wavelet transform using lifting scheme. Apply 

SVD to estimate the singular values for the watermark. Apply 

inverse SVD and Inverse LWT to find the watermark. 

(2) Apply chaotic image descrambling by using keys 

K2,K3,K4 and then apply block based descrambling by using 

key (K1) to obtain watermark. 

 

 

6. RESULT AND DISCUSSION 

 

MATLAB software has been used to attain the result of 

suggested approach. The RTU symbol and Jet plane are used 

as watermark. Lena, Pepper and mandrill are considered as 

host images. Host and watermark images have dimension of 

512×512 and 256 ×256, respectively. The combinations of 

host and watermark images are shown in Table 1. Table 2 

shows the watermarked image by using various data sets. 

 

Table 1. Data-set used to performance assessment 

 
Data set Host image Watermark 

D-1 

  

D-2 

  

D-3 

  

D-4 

  

D-5 

  

 D-6 
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Table 2. Resultant watermarked image using different data 

sets 

 

Data set used 
Watermarked image 

(strength factor α=0.045) 

D-1 

 

D-2 

 

D-3 

 

D-4 

 

D-5 

 

D-6 

 
 

6.1 Imperceptibility assessment  

 

Peak signal-to-noise ratio (PSNR), Mean opinion score 

(MOS), Universal image quality index (UIQI), and Structural-

similarity-index-measure (SSIM) are used to determine the 

imperceptibility of the suggested watermarking approach. The 

results obtained are shown in Table 3, Table 4 and Table 5. 

 

Table 3. Assessment of PSNR and SSIM using suggested 

approach 

 
Data set Author PSNR(db) SSIM 

D-1 

 

Proposed 40.37 0.99 

Pandey et al. [29] 39.01 0.99 

Pandey et al. [28] 37.87 0.99 

Gupta et al. [25] 35.92 - 

D-2 

 

Proposed 40.32 0.99 

Pandey et al. [29] 39.03 0.99 

Pandey et al. [28] 37.96 0.99 

Gupta et al. [25] 35.67 - 

D-3 

Proposed 40.31 0.99 

Pandey et al. [29] 38.99 0.99 

Pandey et al. [28] 37.93 0.99 

Gupta et al. [25] 35.23 - 

D-4 

Proposed 41.00 0.99 

Pandey et al. [29] 39.51 0.99 

Pandey et al. [28] 38.36 0.99 

Gupta et al. [25] 35.61 - 

D-5 

Proposed 41.20 0.99 

Pandey et al. [29] 39.57 0.99 

Pandey et al. [28] 38.4 0.99 

Gupta et al. [25] 35.59 - 

D-6 

Proposed 40.96 0.99 

Pandey et al. [29] 39.52 0.99 

Pandey et al. [28] 38.36 0.99 

Gupta et al. [25] 35.23 - 

From Table 3, It is obviously apparent that the presented 

method offers more transparency than the considered methods. 

There are two types of Image Quality Assessment (IQA) 

techniques: subjective and objective. Humans are used in the 

subjective method to judge picture quality, but the objective 

technique evaluates picture quality automatically. 

The MOS is a commonly used measure for determining 

image quality on the scale of level 5(Excellent) to 1(Bad).  

MOS is calculated using following equation. 

 

1

1 C

a

MOS L
C =

=   (11) 

 

where, C is number of observers, L is discrete level and L ε 

{1,2,3,4,5}. 

 

Table 4. Comparison of MOS with considered methods using 

different data sets 

 
Data 

Set 
Proposed 

Pandey et al. 

[29] 

Pandey et al. 

[28] 

Gupta et al. 

[25] 

D-1 5 5 5 4 

D-2 5 5 5 4 

D-3 5 5 5 4 

 

UIQI was proposed by Wang and Bovik in 2002 [30]. This 

measure comprised of three comparisons: luminance, contrast 

and structural between original and distorted images.  
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where, 𝜇𝑚, 𝜇𝑦 is the mean value of the host and watermarked 

image, respectively. 𝜎𝑚, 𝜎𝑛  is the standard deviation of host 

and watermarked image, respectively. 𝜎𝑚𝑛  denotes the 

covariance of both images. 
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Table 5. Calculate UIQI value between host and 

watermarked image 

 
Data set UIQI 

D-1 0.93 

D-2 0.99 

D-3 0.96 

D-4 0.93 

D-5 0.99 

D-6 0.96 

 

6.2 Security assessment using proposed method 

 

Image scrambling is most accepted way to hide content 
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from unauthorized users. It is an established fact that each 

pixel is ordinarily correlated with the adjoining pixels in an 

image. Hacker can make use of correlation to find out the 

watermark image. Arnold transform is broadly employed for 

image scrambling [31-34].  

In this study, multilevel-multiple image scrambling is 

proposed. At the first level, block based image scrambling 

using secret key (k1) is utilized while at the second level, 

multiple chaotic image scrambling based on Arnold transform 

using number of iterations as secret key (k2, k3, k4, k5) is used.  

Arnold transform is extensively used for image scrambling 

due to its simplicity and effectiveness. Arnold period is the 

number of cycles necessary to obtain watermark. The chaotic 

image scrambling transform not only shear but also interweave, 

i.e., the pixels are laterally moved in relation to each other and 

fuse closely. 

 

1 1 1 1 1 1 3 1

1 2 0 1 1 0 4 1
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 (16) 

 
[𝑨𝒓𝒏𝒐𝒍𝒅 𝑻𝒓𝒂𝒏𝒔𝒇𝒐𝒓𝒎][𝑯𝒐𝒓𝒊𝒛𝒐𝒏𝒕𝒂𝒍 𝑺𝒉𝒆𝒂𝒓𝒔][𝐈𝐧𝐭𝐞𝐫𝐰𝐞𝐚𝐯𝐞] 

= [𝑪𝒉𝒂𝒐𝒕𝒊𝒄 𝒊𝒎𝒂𝒈𝒆 𝒔𝒄𝒓𝒂𝒎𝒃𝒍𝒊𝒏𝒈] 
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[𝑨𝒓𝒏𝒐𝒍𝒅 𝑻𝒓𝒂𝒏𝒔𝒇𝒐𝒓𝒎][𝑽𝒆𝒓𝒕𝒊𝒄𝒂𝒍 𝑺𝒉𝒆𝒂𝒓𝒔][𝑰𝒏𝒕𝒆𝒓𝒘𝒆𝒂𝒗𝒆]
= [𝑪𝒉𝒂𝒐𝒕𝒊𝒄 𝒊𝒎𝒂𝒈𝒆 𝒔𝒄𝒓𝒂𝒎𝒃𝒍𝒊𝒏𝒈] 

 

The chaotic image scrambling and descrambling using 

modified Arnold transform for an image size of N×N are 

shown by Eq. (18) and Eq. (19), respectively.  
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where,  𝐶𝑥, 𝐶𝑦  and 𝐶𝑥′, 𝐶𝑦′  show pixel position before and 

after scrambling, respectively. 

 

 
 

Figure 4. Visualization of watermark after first and second 

level of scrambling 

The complete process of multilevel-multiple scrambling is 

depicted in Figure 4 and Figure 5. 

 

 
 

Figure 5. Visualization of watermark scrambling process 

 

The effectiveness of proposed scrambling technique has 

been assessed by two common parameters: (1) Number of 

pixel change rate (NPCR) and (2) Unified average changing 

intensity (UACI) [35]. Suppose 𝐼𝑤1  and 𝐼𝑤2  denotes the 

scrambled image before and after one pixel change in a 

original image, respectively. 

D is the dipolar array of the same size as image 𝐼𝑤1 and 𝐼𝑤2. 

D(m, n) is defined as follows: 
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The NPCR can be measured using following equation. 

 

100
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(21) 

 

where, T is the total number of pixels. The NPCR determines 

the number of pixels whose value changed in both the 

scrambled images in the same position. It is understandable 

that NPCR focuses on the absolute number of pixels which 

alters value in various attacks. 

The UACI can be measured using following equation. 
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Scrambling Image HC VC DC 

None 

    

First level 

    

Second level 

    

None 

    

First level 

 
   

Second level  

    
 

Figure 6. Visualization of Horizontal (HC), Vertical (VC) and Diagonal (DC) correlation of watermark images 

 

UACI determines the average change in pixel intensities in 

corresponding position in the scrambled images 𝐼𝑤1  and 𝐼𝑤2 

as a percentage. The UACI concentrates on the averaged 

dissimilarity between two paired scrambled images. 

Where, F depict the biggest supported pixel value well-

matched with the scrambled image format. 

The performance of chaotic image scrambling based on 

Arnold transform over basic Arnold transform is measured in 

terms of pixel position and periodicity are shown in Table 7 

and Table 8, respectively. 

Chaotic image scrambling efficaciously transforms image 

coordinates into new coordinates. Image is disorientated by a 

number of iterations used as key. Arnold period is explained 

as the number of cycles necessary to get watermark. 

Table 6 illustrate that multilevel-multiple scrambling 

method furnish better results compare to Arnold cat map. 
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Table 6. Estimation of NPCR and UACI  

 
Watermark Name of Method NPCR UACI 

RTU Logo 

Block based + Chaotic Image 

Scrambling 
91.30 16.80 

Chaotic Image scrambling 

using Arnold Cat Map 
91.20 16.77 

Arnold Cat Map 91.06 16.83 

Jet plane 

Block based + Chaotic Image 

Scrambling 
 98.40 8.36 

Chaotic Image Scrambling 

using Arnold Cat Map 
98.37 8.35 

Arnold Cat Map 98.32 8.34 

 

Table 7. Comparison of chaotic image scrambling over 

Arnold transform in terms of pixels coordinates 

 

Initial pixel 

coordinates 

No. of 

iterations 

New Pixel 

coordinates 

(Chaotic 

Scrambling) 

New Pixel 

coordinates 

(Arnold 

Transform) 

(25,50) 

16 (393,222) (174,187) 

32 (281,114) (252,150) 

64 (25,178) (110,443) 

112 (153,274) (46,187) 

128 (25,306) (124,22) 

384 25,306) (25,50) 

1024 (25,50) - 

 

Table 7 and Table 8 clearly reveals that multilevel-multiple 

scrambling approach furnish more confusion and larger key 

space compare to Arnold transform. 

The effectiveness of presented scrambling technique is also 

measured in terms of horizontal, vertical and diagonal 

correlation. The effect on correlation after applying 

scrambling at various stages is shown in Figure 6. 

 

Table 8. Periodicity analysis in terms of image size 
 

Size 

image 

Chaotic scrambling based on 

Arnold 

Arnold 

transform 

2 4 3 

4 8 3 

8 16 6 

16 32 12 

32 64 24 

64 128 48 

128 256 96 

256 512 192 

512 1024 384 

 

6.3 Robustness assessment 

 

Robustness measure the resistance capability of the hidden 

watermark against various image processing operations. NCC 

and PSNR are used to assess the strength of robustness 

between original watermark and extracted watermark after 

attack. Table 9 and Table 10 assess the robustness of the 

proposed method over considered methods in terms of NCC 

and PSNR, respectively. 

 

Table 9. NCC value comparison with considered techniques 

 
Attacks Parameter Proposed Pandey et al. [29] Pandey et al. [28] Gupta et al. [25] 

Salt and pepper noise 

d=0.001 0.99 0.98 0.98 0.91 

d=0.002 0.98 0.96 0.97 - 

d=0.006 0.94 0.89 0.85 - 

Poisson noise - 0.99 0.89 0.89 0.83 

Gaussian noise 

 

v=0.001 
0.96 0.92 0.94 - 

v=0.002 0.95 0.91 0.88 - 

v=0.006 0.91 0.89 0.85 0.82 

Speckle noise 

v=0.001 0.99 0.98 0.99 - 

v=0.002 0.99 0.96 0.98 - 

v=0.006 0.95 0.89 0.90 - 

scaling attack 50% 0.80 0.79 0.81 - 

Median filter [3 *3] 0.80 0.79 0.78 0.73 

Gaussian low pass filter 
[3*3] 0.93 0.81 0.91 - 

[5*5] 0.90 0.81 0.91 - 

Wiener filtering [3*3] 0.80 0.80 0.83 0.87 

 

Table 10. Calculate PSNR values between original and extracted watermark 

 
Data set/Attacks D-1 D-2 D-3 D-4 D-5 D-6 

Salt and pepper noise (d=0.001) 38.74 43.01 42.70 34.27 39.55 38.50 

Poisson noise 46.50 53.15 49.76 50.92 53.05 72.52 

Speckle noise (v=0.001) 30.48 39.33 38.70 31.92 37.60 36.73 

 

 

7. CONCLUSIONS 

 

We proposed a transformation domain watermarking 

approach based on Entropy-LWT-SVD using multilevel-

multiple scrambling to attain the requirements of robustness, 

transparency as well as to make the watermark more secure. In 

the proposed method, Y-channel of YCbCr color space is used 

for embedding. multilevel-multiple scrambling has been used 

to make watermark more secure. Block based scrambling is 

utilized at first level whereas multiple chaotic image 

scrambling based on Arnold transform is used at second level 

of scrambling. The scrambling is used prior to embedding of 

watermark into cover image. Effectiveness of scrambling is 

evaluated via NPCR, UACI and correlation. The results 

demonstrates that the proposed hybrid approach achieved 

better transparency and robustness. The proposed hybrid 
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approach may be deployed in sensitive areas like defense and 

civil applications. 
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