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Abstract—The concept of smart grid has emerged as a convergence of traditional power system engineering and information and

communication technology. It is vital to the success of next generation of power grid, which is expected to be featuring reliable, efficient,

flexible, clean, friendly and secure characteristics. In this paper, we propose an efficient and privacy-preserving aggregation scheme,

named EPPA, for smart grid communications. EPPA uses a super-increasing sequence to structure multi-dimensional data and encrypt

the structured data by the homomorphic Paillier cryptosystem technique. For data communications from user to smart grid operation

center, data aggregation is performed directly on ciphertext at local gateways without decryption, and the aggregation result of the

original data can be obtained at the operation center. EPPA also adopts the batch verification technique to reduce authentication cost.

Through extensive analysis, we demonstrate that EPPA resists various security threats and preserve user privacy, and has significantly

less computation and communication overhead than existing competing approaches.

Index Terms—Smart grid, Security, Privacy-preserving, Multi-dimensional aggregation.

✦

1 INTRODUCTION

THE August 2003 electrical blackout in North America

affected over 100 power plants and paralyzed tens of

millions of people’s lives [1]. Investigations revealed that

the failure was due to load imbalance and lack of effective

real-time diagnosis, among others. Indeed, because electricity

cannot be easily stocked, load must be matched by the

power supply and transmission capacity in the electric power

grid. While swift advances in science and technology are

triggering radical innovations in many fields, today’s power

grid is surprisingly still grounded on a design more than

100 years old [2]. With the ubiquitous adoption of electronic

devices, it is undoubtedly outdated and no longer meets our

growing demand for continuous stable electricity distribution.

Modernizing the aging power system is currently a strategic

plan in many countries.

Recently, the concept of smart grid has emerged and been

recognized as the next generation of power grid [3], [4], [5],

[6], [7]. Traditional grid is featured with centralized one-

way transmission (from generation plants to customers) and

demand-driven response. Smart grid combines traditional grid

and information and control technologies. It allows decen-

tralized two-way transmission and reliability- and efficiency-

driven response, and aims to provide improved reliability (e.g.,
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self-healing, self-activating, automated outage management),

efficiency (e.g., cost-effective power generation, transmission

and distribution), sustainability (e.g., accommodation of future

alternative and renewable power sources), consumer involve-

ment, and security (physical and cyber).

Smart meters are important components of smart grid. They

are two-way communication devices deployed at consumers

premise, records power consumption periodically. With smart

meters, smart grid is able to collect real-time information about

grid operations and status at an operation center, through a

reliable communications network deployed in parallel to the

power transmission and distribution grid, as shown in Fig. 1.

The operation center may be implemented in a distributed

way and span different geographic regions. It is responsible

for dynamically adjusting power supply to meet demand, and

detecting and responding to weaknesses or failures in the

power system in real time. Smart grid also automates reliable

power distribution by engaging and empowering customers

in utility management. It exposes customers’ detailed real-

time electricity use information (through smart meters) to

utility companies, which may then change electricity price

accordingly or even adjust customers’ usage by pre-installed

load control switches in order to help flatten demand peaks.

Customers are allowed to access their own real-time use

information through smart grid services. In order to lower their

own energy costs and enjoy uninterrupted activities, they will

be willing to use energy-efficient appliances and tend to shift

power use from peak times to non-peak times.

Cyber security is of paramount importance in smart grid as

communications are deeply involved in its operations [8], [9],

[10], [11], [12], [13]. All the data transmitted in the grid must

be authenticated and secured against malicious modification.

Privacy (i.e., data confidentiality) is a primary concern from
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Fig. 1. The conceptual architecture of smart grid

customers point of view as power use information may reveal

their physical activities. For example, unusually low daily

power consumption of a household and continuous lack of

power use for stove and microwave indicate that the home

owners are probably away from their home. Such privacy-

sensitive information must be protected from unauthorized

access. Data confidentiality can be achieved by simple end-

to-end encryption. While hiding communication content and

protecting privacy, encryption increases data size, and may

cause unacceptable communication overhead when power use

information is collected at high frequency. Considering that the

operation center is concerned only with the overall information

in a region, the data of individual consumers in the region can

be aggregated at a local gateway and forwarded in a compact

form to the operation center in order to save communication

bandwidth.

To preserve user privacy, local gateways should not be able

to access the content of consumers data. To enable them to

perform data aggregation, homomorphic encryption techniques

[14] may be applied for encrypting consumers data. In this

technique, a specific linear algebraic manipulation toward

the plaintext is equivalent to another one conducted on the

ciphertext. This unique feature allows the local gateway to

perform summation and multiplication based aggregation on

received consumer data without decrypting them. Existing

data aggregation schemes [15], [16], [17] regards power use

information as one-dimensional information. With smart me-

ters being used, it is however multi-dimensional in nature,

for example, including the amount of energy consumed, at

what time and for what purpose the consumption was, and

so on. Taking into account all the dimensions allows finer-

grained control and optimization. When multiple dimensions

are present, the existing schemes [15], [16], [17] will have

to process every dimension separately. We further notice that

power usage information is often small in size, smaller than the

plain text space of the encryption algorithm used. Each time

when it is encrypted, its size will be increased to occupy the

entire plain text space. Considering the high data collection

frequency, multi-dimensional use information and massive

number of consumers, the existing data aggregation schemes

generate not only huge communication cost but also impose

overwhelming process load on local gateways.

To save communication and computation resources, in

this paper, we process all the dimension data as a whole

rather than separately, and propose a novel Efficient and

Privacy-Preserving Aggregation (EPPA) scheme. This scheme

expresses multi-dimensional power use data in a single-

dimensional form and supports privacy-preserving aggregation

operations on the reformatted data. As a result, data can be

efficiently reported to smart grid operation center at a high

frequency for real-time monitoring and control. The main

contributions of this paper are two-fold.

• Firstly, inspired by the fact that electricity usage data is

small in size and multi-dimensional in nature, we present

the novel EPPA scheme that utilizes the homomorphic

Paillier cryptosystem [14] to achieve privacy-preserving

multi-dimensional data aggregation and efficient smart

grid communications. Compared with traditional one-

dimensional aggregation schemes [15], [16], [17], it leads

to dramatically reduced the computation and communi-

cation cost.

• Secondly, we analyze the security strength and privacy-

preservation ability of EPPA. In particular, we apply

the provable security technique to formally prove that

the smart grid operation center’s response is semantic

secure under the chosen plaintext attack. Through com-
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parative performance analysis, we demonstrate that EPPA

is indeed significantly more efficient than existing one-

dimensional aggregation schemes [15], [16], [17].

The remainder of this paper is organized as follows. In

Section 2, we introduce our system model, security require-

ments and our design goal. In Section 3, we recall the bilinear

pairings [18] and Paillier cryptosystem as the preliminaries.

Then, we present our EPPA scheme in Section 4, followed by

its security analysis and performance evaluation in Section 5

and Section 6, respectively. We also discuss the related work

in Section 7. Finally, we draw our conclusions in Section 8.

2 SYSTEM MODEL, SECURITY REQUIRE-
MENTS AND DESIGN GOAL

In this section, we formalize the system model, security

requirements, and identify our design goals.

2.1 System Model

In our system model, we mainly focus on how to report

residential users’ privacy-preserving electricity usage data to

the operation center in smart grid communications. Specif-

ically, we consider a typical residential area (RA), which

comprises a local gateway (GW) connected with smart grid

operation center, and a large number of residential users

U = {U1, U2, · · · , Uw}, as shown in Fig. 2. The GW is a

powerful workshop, which mainly performs two functions:

aggregation and relaying. The aggregation component is re-

sponsible for aggregating residential users’ electricity usage

data into a compressed one, while the relaying component

helps residential users with forwarding data to the operation

center, i.e., to a trusted operation authority (OA) located at

operation center, and also helps the OA with relaying the

responses back to the residential users in the RA as well. In

the process of the aggregation and relaying, the GW will also

perform some authentication operations to guarantee the data’s

authenticity and integrity.
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Fig. 2. System model under consideration

Each user Ui ∈ U is equipped with various smart meters

(SMs), which form a Home Area Network (HAN), and can

electronically record the real-time data about electricity use.

These near real-time data will then be reported to the OA every

a certain period with the relay of the GW. On receiving the

reports from residential users, the OA can get the real-time

situational awareness so as to make the electricity use more

efficient by either carrying out the dynamic price or directly

controlling to reduce consumption during peak periods and

shift some demands to off-peak hours.

Communication model. In the residential area RA, the

communication between each user Ui ∈ U and the local GW

is through relatively inexpensive WiFi technology. In other

words, within the WiFi coverage of the GW, each Ui ∈ U can

directly/indirectly communicate with the GW. On the other

hand, since the distance between the residential area and the

operation center is far away, the communication between the

GW and the OA is through either wired links or any other links

with high bandwidth and low delay. However, although the

communication in smart grid is featured with high bandwidth

and low delay, since hundred and thousand of residential

users scattered at different residential areas in a region will

report their electricity usage data almost at the same time, the

communication efficiency of the GW-to-OA communication is

still a challenging issue.

2.2 Security Requirements

Security is crucial for the success of secure smart grid

communications. In our security model, we consider the OA

and the GW are trustable, and the residential users U =
{U1, U2, · · · , Uw} are honest as well. However, there exists

an adversary A residing in the RA to eavesdrop the residential

users’ reports. More seriously, the adversary A could also

intrude in the database of the GW and the smart grid operation

center to steal the individual user reports. In addition, the

adversary A could also launch some active attacks to threaten

the data integrity. Therefore, in order to prevent the adversary

A from learning the users’ reports and to detect the adversary

A’s malicious actions, the following security requirements

should be satisfied in secure smart grid communications.

• Confidentiality. Protect individual residential user’s re-

ports from the adversary A, i.e., even if A eavesdrops

the WiFi communication in the RA, it cannot identify

the contents of the reports; and even if A steals the data

from the operation center’s and/or the GW’s databases, it

can also not identify each individual user’s data. In such

a way, each individual user’s electricity usage data can

achieve the privacy-preserving requirement. In addition,

the confidentiality requirement also includes the OA’s

responses should be privacy-preserving, i.e., only the

legal residential users in the RA can read them.

• Authentication and Data Integrity. Authenticating an en-

crypted report that is really sent by a legal residential user

and has not been altered during the transmission, i.e.,

if the adversary A forges and/or modifies a report, the

malicious operations should be detected. Then, only the

correct reports can be received by the OA and helpful for

the electricity use monitoring. Meanwhile, the responses

from the OA should also be authenticated so that the

residential users can receive the authentic and reliable

information.
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2.3 Design Goal

Under the aforementioned system model and security re-

quirements, our design goal is to develop an efficient and

privacy-preserving aggregation scheme for secure smart grid

communications. Specifically, the following two objectives

should be achieved.

• The security requirements should be guaranteed in the

proposed scheme. As stated above, if the smart grid

does not consider the security, the residential users’

privacy could be disclosed, and the real-time electricity

use reports could be altered. Then, the smart grid cannot

step into its flourish. Therefore, the proposed scheme

should achieve the confidentiality, authentication and data

integrity requirements simultaneously.

• The communication-effectiveness should be achieved in

the proposed scheme. Although the communication be-

tween the OA and the GW is featured with high-

bandwidth and low-delay, to support hundred and thou-

sand residential users’ reports to the OA at almost the

same time, the proposed scheme should also consider the

communication-effectiveness, so that the near real-time

user reports can be fast transmitted to the OA.

3 PRELIMINARIES

In this section, we outline the bilinear pairing technique [18]

and review the Paillier Cryptosystem [14], which will serve as

the basis of the proposed EPPA scheme.

3.1 Bilinear Pairing

Let G, GT be two cyclic groups of the same prime order

q, and P be a generator of group G. Suppose G and GT are

equipped with a pairing, i.e., a non-degenerated and efficiently

computable bilinear map e : G × G → GT such that

e(P, P ) �= 1GT
and e(aP1, bQ1) = e(P1, Q1)

ab ∈ GT for

all a, b ∈ Z∗

q and any P1, Q1 ∈ G. We refer to [18] for

a more comprehensive description of pairing technique, and

complexity assumptions.

Definition 1: A bilinear parameter generator Gen is a prob-

abilistic algorithm that takes a security parameter κ as input,

and outputs a 5-tuple (q, P,G,GT , e) where q is a κ-bit prime

number, G,GT are two groups with the same order q, P ∈ G

is a generator, and e : G×G → GT is a non-degenerated and

efficiently computable bilinear map.

Definition 2: (Computational Diffie-Hellman (CDH) Prob-

lem) The CDH problem is stated as follows: Given the

elements (P, aP, bP ) ∈ G for unknown a, b ∈ Z∗

q , to compute

abP ∈ G.

Definition 3: (Bilinear Diffie-Hellman (BDH) Problem)

The BDH problem is stated as follows: Given the elements

(P, aP, bP, cP ) ∈ G for unknown a, b, c ∈ Z∗

q , to compute

e(P, P )abc ∈ GT .

Definition 4: (Decisional BDH (DBDH) Problem) The

DBDH problem in (G,GT ) is stated as follows: Given the

elements (P, aP, bP, cP ) ∈ G for unknown a, b, c ∈ Z∗

q and

W ∈ GT , decide whether W = e(P, P )abc ∈ GT or a random

element R drawn from GT .

3.2 Paillier Cryptosystem

The Paillier Cryptosystem can achieve the homomorphic prop-

erties, which is widely desirable in many privacy-preserving

applications [19], [20]. Concretely, the Paillier Cryptosystem

is comprised of three algorithms: key generation, encryption

and decryption.

• Key Generation: Given the security parameter κ1, two

large prime numbers p1, q1 are first chosen, where |p1| =
|q1| = κ1. Then, the RSA modulus n = p1q1 and λ =
lcm(p1 − 1, q1 − 1) are computed. Define a function L(u) =
u−1
n

, after choosing a generator g ∈ Z∗

n2 , μ = (L(gλ mod
n2))−1 mod n is further calculated. Then, the public key is

pk = (n, g), and the corresponding private key is sk = (λ, μ).
• Encryption: Given a message m ∈ Zn, choose a random

number r ∈ Z∗

n, and the ciphertext can be calculated as c =
E(m) = gm · rn mod n2.

• Decryption: Given the ciphertext c ∈ Z∗

n2 , the cor-

responding message can be recovered as m = D(c) =
L(cλ mod n2

) · μ mod n. Note that, the Paillier Cryptosystem

is provably secure against chosen plaintext attack, and the

correctness and security can be referred to [14].

4 PROPOSED EPPA SCHEME

In this section, we propose the efficient and privacy-preserving

aggregation scheme (EPPA) for secure smart grid communica-

tions, which mainly consists of the following four parts: sys-

tem initialization, user report generation, privacy-preserving

report aggregation, and secure report reading and response.

4.1 System Initialization

For a single-authority smart grid system under consideration,

it is reasonable to assume a trusted operation authority (OA)

can bootstrap the whole system. Specifically, in the system ini-

tialization phase, given the security parameters κ, κ1, OA first

generates (q, P,G,GT , e) by running Gen(κ), and then cal-

culates the Paillier Cryptosystem’s public key (n = p1q1, g),
and the corresponding private key (λ, μ), where p 1, q1 are

two large primes with |p1| = |q1| = κ1. Assume that

the maximum number of households in a residential area is

no more than a constant w, and there are total l types of

electricity usage data (T1, T2, · · · , Tl) to be reported in smart

grid communications, the value of each type T i is less than

a constant d. Then, OA chooses a super-increasing sequence

�a = (a1 = 1, a2, · · · , al), where a2, · · · , al are large primes

such that the length |ai| ≥ κ,
∑i−1

j=1 aj · w · d < ai for

i = 2, · · · , l, and
∑l

i=1 ai ·w ·d < n. After that, OA computes

(g1, g2, · · · , gl), where

gi = gai , for i = 1, 2, · · · , l (1)

OA also chooses two random elements Q1, Q2 ∈ G, two ran-

dom numbers α, x ∈ Z∗

q , and computes e(P, P )α, Y = xP . In

addition, OA chooses two secure cryptographic hash functions

H and H1, where H : {0, 1}∗ → G and H1 : {0, 1}∗ → Z
∗

q .

In the end, OA publishes the system parameters as

pubs =

{

q, P,G,GT , e, n, g1, · · · , gl,

Q1, Q2, e(P, P )α, Y,H,H1

}

(2)
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and keeps the master keys (λ, μ, �a, α, x) secretly.

When a local gateway (GW) of the residential area (RA)

registers itself in the system, it first chooses a random number

xg ∈ Z∗

q as the private key, and computes the corresponding

public key Yg = xgP . While when a HAN user Ui ∈ U of the

RA joins in the system, Ui chooses a random number xi ∈ Z∗

q

as the private key, and computes the corresponding public key

Yi = xiP . In addition, the OA uses the master key (α, x) to

compute

ti1 = H1(Ui||RA||α), ti2 = H1(Ui||RA||x) (3)

and generates the authorized RA-related key ak i to Ui, where

aki = (αP + ti1Y, ti1P, ti2P, ti1Q1 + ti2Q2) (4)

With the authorized key aki, Ui can securely receive the

response sent by the OA in smart grid communication system.

4.2 User Report Generation

In order to achieve the nearly real-time residential users’

electricity usage data every η minutes, e.g., η = 15 minutes,

each HAN user Ui ∈ U uses the smart meters to collect l types

of data (di1, di2, · · · , dil), where each dij ≤ d, and performs

the following steps:

• Step-1: Choose a random number r i ∈ Z∗

n, and compute

Ci = gdi1

1 · gdi2

2 · · · · · gdil

l · rni mod n2 (5)

• Step-2: Use the private key xi to make a signature σi as

σi = xiH(Ci||RA||Ui||TS) (6)

where TS is the current timestamp, which can resist the

potential replay attack.

• Step-3: Report the encrypted electricity usage data

Ci||RA||Ui||TS||σi to the local gateway GW in the residential

area RA.

4.3 Privacy-preserving Report Aggregation

After receiving total w encrypted electricity usage data

Ci||RA||Ui||TS||σi, for i = 1, 2, · · · , w, the local GW

first checks the timestamp TS and the signature σi

to verify its validity, i.e., verify whether e(P, σi)
?
=

e(Yi, H(Ci||RA||Ui||TS)). If it does hold, the signature is

accepted, since e(P, σi) = e(P, xiH(Ci||RA||Ui||TS)) =
e(Yi, H(Ci||RA||Ui||TS)). In order to make the verification

efficiently, the GW can perform the batch verification as

e

(

P,

w
∑

i=1

σi

)

= e

(

P,

w
∑

i=1

xiH(Ci||RA||Ui||TS)

)

=
w
∏

i=1

e (P, xiH(Ci||RA||Ui||TS))

=

w
∏

i=1

e (Yi, H(Ci||RA||Ui||TS))

(7)

Then, the time-consuming pairing operations e(·, ·) can be

reduced from 2w to w + 1 times.

After the validity checking, the GW performs the following

steps for privacy-preserving report aggregation:

• Step-1: Compute the aggregated and encrypted data C on

C1, C2, · · · , Cw as

C =

w
∏

i=1

Ci mod n2 (8)

• Step-2: Use the private key xg to make a signature σg as

σg = xgH(C||RA||GW ||TS) (9)

where TS is the current timestamp.

• Step-3: Report the aggregated and encrypted data

C||RA||GW ||TS||σg to the operation authority OA.

4.4 Secure Report Reading and Response

Upon receiving C||RA||GW ||TS||σg , the OA first verifies the

validity by checking e(P, σg) = e(Yg, H(C||RA||GW ||TS)),
and then performs the following steps to read the aggregated

and encrypted report C, where C is implicitly formed by

C =

w
∏

i=1

Ci mod n2

=
w
∏

i=1

gdi1

1 · gdi2

2 · · · · · gdil

l · rni mod n2

= g
∑w

i=1
di1

1 · g
∑w

i=1
di2

2 · · · g
∑w

i=1
dil

l ·

(

w
∏

i=1

ri

)n

mod n2

= ga1

∑
w
i=1

di1 · ga2

∑
w
i=1

di2 · · · gal

∑
w
i=1

dil ·

(

w
∏

i=1

ri

)n

mod n2

= ga1

∑
w
i=1

di1+a2

∑
w
i=1

di2+···+al

∑
w
i=1

dil ·

(

w
∏

i=1

ri

)n

mod n2

(10)

• Step-1: By taking M = a1

∑w

i=1 di1+a2
∑w

i=1 di2+· · ·+
al
∑w

i=1 dil and R =
∏w

i=1 ri, the report C = gM ·Rn mod n2

is still a ciphertext of Paillier Cryptosystem. Therefore, the OA

can use the master key (λ, μ) to recover M as

M = a1

w
∑

i=1

di1 + a2

w
∑

i=1

di2 + · · ·+ al

w
∑

i=1

dil mod n (11)

• Step-2: By invoking the Algorithm 1, the OA can recover

and store the aggregated data (D1, D2, · · · , Dl), where each

Dj =
∑w

i=1 dij .

Algorithm 1 Recover the aggregated report

1: procedure RECOVER THE AGGREGATED REPORT

Input: �a = (a1 = 1, a2, · · · , al) and M
Output: (D1,D2, · · · ,Dl)

2: Set Xl = M
3: for j = l to 2 do
4: Xj−1 = Xj mod aj

5: Dj =
Xj−Xj−1

aj
=

∑w
i=1

dij

6: end for

7: D1 = X1 =
∑w

i=1
di1

8: return (D1,D2, · · · ,Dl)
9: end procedure
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The correctness of Algorithm 1. In Algorithm 1, X l =
M , i.e., Xl = a1

∑w

i=1 di1 + a2
∑w

i=1 di2 + · · · +
al−1

∑w

i=1 di(l−1)+al
∑w

i=1 dil mod n. Since any type of data

is less than a constant d, we have

a1

w
∑

i=1

di1 + a2

w
∑

i=1

di2 + · · ·+ al−1

w
∑

i=1

di(l−1)

<a1

w
∑

i=1

d+ a2

w
∑

i=1

d+ · · ·+ al−1

w
∑

i=1

d

=

l−1
∑

j=1

ajwd < al

(12)

Therefore, Xl−1 = Xl mod al = a1
∑w

i=1 di1+a2
∑w

i=1 di2+
· · ·+ al−1

∑w

i=1 di(l−1), and

Xl −Xl−1

al
=

al
∑w

i=1 dil

al
=

w
∑

i=1

dil = Dl (13)

With the similar procedure, we can also prove each D j =
∑w

i=1 dij , for j = 1, 2, · · · , l− 1. As a result, the correctness

of Algorithm 1 is shown. �

After analyzing the near real-time electricity usage data

(D1, D2, · · · , Dl), the OA responds a message m ∈ GT to

inform HAN users U = {U1, U2, · · · , Uw} in the residential

area RA about electricity use and control their cost. The

concrete steps are performed as follows.

• Step-1: The OA first chooses a random number s ∈ Z
∗

q ,

and computes C = (C1, C2, C3, C4), where
{

C1 = m · e(P, P )αs mod q

C2 = sP,C3 = sY − sQ1, C4 = −sQ2
(14)

Then, the OA makes the signature σ = xH(C||RA||OA||TS),
where TS is the current timestamp, and sends back C||σ to

the local GW at the residential area RA.

• Step-2: Upon receiving C||σ, the GW verifies

the validity of C by checking whether e(P, σ) =
e(Y,H(C||RA||OA||TS)). If it does hold, the GW broadcasts

C in the residential area RA.

• Step-3: After receiving the authenticated C from the GW,

each HAN user Ui ∈ U uses the authorized key aki = (αP +
ti1Y, ti1P, ti2P, ti1Q1 + ti2Q2) to recover m from C in the

followings.

e(C2, αP + ti1Y )

e(ti1P,C3)e(ti2P,C4)e(ti1Q1 + ti2Q2, C2)

=
e(sP, αP + ti1Y )

e(ti1P, sY − sQ1)e(ti2P,−sQ2)e(ti1Q1 + ti2Q2, sP )

=
e(sP, αP + ti1Y )

e(ti1P, sY )
= e(P, P )αs

(15)

C1

e(P, P )αs
=

m · e(P, P )αs

e(P, P )αs
= m (16)

With the recovered information m, Ui can determine to shift

power use from peak times to non-peak times for electricity

use efficiency.

5 SECURITY ANALYSIS

In this section, we analyze the security properties of the

proposed EPPA scheme. In particular, following the security

requirements discussed earlier, our analysis will focus on how

the proposed EPPA scheme can achieve the individual resi-

dential user’s report privacy preservation, the report’s source

authentication and data integrity, and the confidentiality of the

OA’s response.

• The individual user’s report is privacy-preserving in the

proposed EPPA scheme. In the proposed EPPA scheme, user

Ui’s data (di1, di2, · · · , dil) sensed by smart meters are formed

as Ci = gdi1

1 ·gdi2

2 ·· · ··gdil

l ·rni mod n2, which can be implicitly

expressed as

Ci = gdi1

1 · gdi2

2 · · · · · gdil

l · rni mod n2

= ga1di1 · ga2di2 · · · · · galdil · rni mod n2

= ga1di1+a2di2+···+aldil · rni mod n2

(17)

Obviously, let mi be a1di1 + a2di2 + · · · + aldil, then the

ciphertext Ci = gmi · rni mod n2 is still a valid ciphertext

of Paillier Cryptosystem. Since Paillier Cryptosystem is se-

mantic secure against the chosen plaintext attack, the data

(di1, di2, · · · , dil) in mi is also semantic secure and privacy-

preserving. Therefore, even though the adversary A eavesdrops

Ci, he still cannot identify the corresponding contents. After

collecting all reports C1, C2, · · · , Cw from the residential

users, the GW will not recover each reports, instead, it just

computes C =
∏w

i=1 Ci mod n2 to perform report aggrega-

tion. Therefore, even if the adversary A intrudes in the GW’s

database, he cannot get the individual report (d i1, di2, · · · , dil)
either. Finally, after receiving C =

∏w

i=1 Ci mod n2 from the

GW, the OA recovers C as (D1, D2, · · · , Dl), where each

Dj =
∑w

j=1 dij , and stores the entry in the database. However,

since each Dj =
∑w

j=1 dij is an aggregated result, even if the

adversary A steals the data, he still cannot get the individual

user Ui’s data (di1, di2, · · · , dil). Therefore, from the above

three aspects, the individual user’s report is privacy-preserving

in the proposed EPPA scheme.

• The authentication and data integrity of the individual

user’s report and the aggregated report are achieved in the

proposed EPPA scheme. In the proposed EPPA scheme, each

individual user’s report and the aggregated report are signed

by BLS short signature [21]. Since the BLS short signature

is provably secure under the CDH problem in the random

oracle model [22], the source authentication and data integrity

can be guaranteed. As a result, the adversary A’s malicious

behaviors in the smart grid communications can be detected

in the proposed EPPA scheme.

• The confidentiality of the OA’s response is also achieved

in the proposed EPPA scheme. When the OA responds m

to the residential users in RA, he encrypts it as C =
(C1, C2, C3, C4). In order to show the confidentiality of

m is satisfied, we use the following theorem to prove that

C = (C1, C2, C3, C4) is semantic secure against chosen-

plaintext attack under the assumption that DBDH problem is

hard.

Theorem 1: The ciphertext C = (C 1, C2, C3, C4) is se-

mantic secure against chosen-plaintext attack under the DBDH
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assumption.

Proof: Let a, b, c ∈ Z∗

q , b̃ ∈ {0, 1}. If b̃ = 0, set W =

e(P, P )abc; while if b̃ = 1, set W to be a random element

in GT . Given (P, aP, bP, cP,W ), the DBDH problem is to

guess b̃. Assume that there is an adversary A which runs in

polynomial time and has a non-negligible advantage ε to break

the semantic security of C = (C1, C2, C3, C4) in the EPPA

scheme, then we can construct another adversary B which has

access to A and achieves a non-negligible advantage to break

the DBDH problem.

First, B is given an DBDH instantiation (P, aP, bP, cP,W )
as input, with W = e(P, P )abc when b̃ = 0. B chooses

three random numbers α′, β1, β2 ∈ Z∗

q and sets the system

parameters
⎧

⎨

⎩

Y = xP = aP

Q1 = xP + β1P = aP + β1P ,Q2 = β2P

e(P, P )α = e(aP, bP ) · e(P, P )α
′

(18)

which implicitly denotes α = ab + α′. Because of the

randomness of α′, β1, β2 and aP, bP , the distributions of

(Y,Q1, Q2, e(P, P )α) are unchanged, then the simulated pa-

rameters (Y,Q1, Q2, e(P, P )α) are indistinguishable from the

real environment in the eye of A.

Upon receiving (Y,Q1, Q2, e(P, P )α), A chooses two mes-

sages m0 and m1 in GT and returns them to B. At this

moment, B flips a bit b∗ ∈ {0, 1} and generates a ciphertext

C = (C1, C2, C3, C4), where
⎧

⎪

⎪

⎨

⎪

⎪

⎩

C1 = m∗

b ·W · e(cP, α′P )

C2 = cP

C3 = cY − cQ1 = caP − c(aP + β1P ) = β1cP

C4 = −cQ2 = −β2cP

(19)

In the end, B sends C = (C1, C2, C3, C4) to A. After

receiving C , A returns B a bit b′ as the guess of b∗. B then

guesses b̃ = 0 if b′ = b∗. Obviously, when b̃ = 0, i.e.,

W = e(P, P )abc, we have

C1 = mb∗ ·W · e(cP, α′P )

= mb∗ · e(P, P )abc · e(cP, α′P )

= mb∗ · e(P, P )abc+α′c = mb∗ · e(P, P )αc
(20)

Then, C1 becomes a valid component of the ciphertext. In

this case, A will guess b∗ correctly with the probability
1
2 + ε. Thus, Pr[B success|b̃ = 0] = 1

2 + ε. If b̃ = 1,

C1 = mb∗ ·W · e(cP, α′P ) is independent with b∗ due to

the randomness of W . Therefore, Pr[B success| b̃ = 1] = 1
2 .

Summarizing the above two cases, we have

Pr[B success] =
1

2

(

1

2
+ ε

)

+
1

2
·
1

2
=

1

2
+

ε

2

Since ε is non-negligible, the above result contradicts with

the assumption that DBDH problem is hard. As a result, the

ciphertext C = (C1, C2, C3, C4) is semantic secure under the

chosen plaintext attack, i.e., the OA’s response also achieves

the confidentiality in the proposed EPPA scheme.

From the above analysis, we can see that the proposed EPPA

scheme is secure and privacy-preserving, and can achieve our

security design goal.

6 PERFORMANCE EVALUATION

In this section, we evaluate the performance of the proposed

EPPA scheme in terms of the computation complexity of

residential user, local GW and OA, and the communication

overhead of user-to-GW and GW-to-OA communications.

6.1 Computation Complexity

For the proposed EPPA scheme, when a residential

user Ui generates an encrypted electricity usage data

Ci||RA||Ui||TS||σi, it requires l+1 exponentiation operations

in Zn2 to generate Ci, and 1 multiplication operation in G for

σi’s generation. After receiving the ciphertext from w users,

the local GW first verifies the received data by performing a

batch verification which includes w+1 pairing operations. In

addition, the GW should aggregate the reports from different

users and generate a signature on the aggregated data. Since

the multiplication in Zn2 is considered negligible compared

to exponentiation and pairing operations, the computational

cost of aggregation is negligible, and the generation of the

signature only includes 1 multiplication operation in G. As

for the OA, it verifies the aggregated data from the GW

with 2 pairing operations and obtains the data by Paillier

decryption which includes 1 exponentiation operation in Zn2

as shown in Section 3.2. The OA further sends a response to

the GW and in turn to residential users. The generation of

the response m costs OA for 4 multiplication operations in G

and 1 exponentiation operation in GT . In order to deliver the

response m to users, the extra computational costs for the GW

are 2 pairing operations. After obtaining the response, the extra

computational costs for users are from 4 pairing operations.

Denote the computational costs of an exponentiation operation

in Zn2 , a multiplication operation in G, an exponentiation

operation in GT and a pairing operation by Ce, Cm, Cet and

Cp, respectively. Then, totally for the user, the GW and the

OA, the computational cost will be (l+1)∗Ce+Cm+4∗Cp,

(w + 3) ∗ Cp + Cm, and 2 ∗ Cp + Ce + 4 ∗ Cm + Cet in the

proposed EPPA scheme.

The proposed EPPA scheme enables a residential user to

embed multi-dimensional data into one compressed data. It

largely reduces the encryption times for users. In the following,

for the comparison with EPPA, we consider a traditional

approach (denoted by TRAD), where each user generates a

ciphertext for one dimensional data. Under this setting, for

l-dimensional data, a user has to generate l ciphertexts and

consumes totally 2 · l exponentiation operations in Zn2 for the

encryption. Including 1 multiplication operation in GT for the

signature, the total computational costs for a user would be

2l ∗ Ce + Cm. After receiving the reports from w users, the

GW takes w+1 pairing operations for verifying the signatures,

several negligible-cost multiplication operations in Zn2 for

aggregating the ciphertexts, and 1 multiplication operation

in G for generating the signature. The GW then forwards l

ciphertexts to the OA, where each ciphertext contains the sum

of one dimensional data of all users. The verification by OA

will consume 2 pairing operations. The number of decryptions

executed by OA is l and thus l exponentiation operations in

Zn2 are spent on the decryption. For the response phase, we
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Fig. 3. Computation Costs of Users and OA

assume TRAD works exactly the same as the EPPA scheme.

Therefore, the computational costs of a residential user, the

GW, and the OA will be 2l∗Ce+Cm+4∗Cp, (w+3)∗Cp+Cm,

and 2 ∗ Cp + l ∗ Ce + 4 ∗ Cm + Cet, respectively.

TABLE 1
Comparison of Computation Complexity

EPPA TRAD

User (l+1) ∗Ce +Cm +4 ∗Cp 2l ∗ Ce + Cm + 4 ∗ Cp

GW (w + 3) ∗ Cp + Cm (w + 3) ∗ Cp + Cm

OA 2∗Cp+Ce+4∗Cm+Cet 2∗Cp+l∗Ce+4∗Cm+Cet

We present the computation complexity comparison of

EPPA and TRAD in Table 1. Furthermore, we conduct the ex-

periments with PBC [23] and MIRACL [24] libraries running

on a 3.0GHz-processor 512MB-memory computing machine

to study the operation costs. The experimental results indicate

that a single exponentiation operation in Zn2 (|n2| = 2048)

almost costs 12.4 ms, a single multiplication operation in G

with 160 bits costs 6.4 ms and the corresponding pairing

operation costs 20 ms. With the exact operation costs, we

depict the variation of computation costs in terms of l in

Fig. 3. From the figure, it can be obviously shown that the

EPPA scheme largely reduces the computation complexity for

both users and the OA.

6.2 Communication Overhead

The communications of the proposed EPPA scheme can be

divided into two parts, user-to-GW communication and GW-

to-OA communication. We first consider the user-to-GW com-

munication, where users generate their data reports and deliver

these reports to the local GW. The data report is in the form

of Ci||RA||Ui||TS||σi for user Ui and its size should be

Sz = 2048+|RA|+|Ui|+|TS|+160 if we choose 1024-bit n

and 160-bit G. The GW collects the reports from total w users,

indicating that the overall communication overhead between

users and the GW is Seppa = w ∗ Sz. Alternatively, if the

traditional TRAD scheme is adopted, each user has to generate

a 2048-bit ciphertext for each dimensional data. In this case,

the communication overhead of user-to-GW will increase to

Strad = (2048 ∗ l + |Ui|+ |RA|+ |TS|+ 160) ∗ w. We plot

the communication overhead of both schemes in terms of user

number w and data types l, as shown in Fig. 4, where we set

|RA|+ |Ui|+ |TS| as 100-bit length. It can be seen that the

proposed EPPA scheme always achieves lower communication

overhead compared to the TRAD.

Next, we consider the GW-to-OA communication of both

EPPA and TRAD. In EPPA, the communication is off started

by the GW who aims to deliver the aggregated report to

the OA. The report is in the form of “C||RA||GW ||TS||σg”

and with 2048 + |RA| + |GW | + |TS| + 160 in length. In

comparison, in TRAD, different dimensional data has to be

aggregated separately, and thus the size of the aggregated

reports will be 2048 ∗ l + |RA| + |GW | + |TS| + 160. In

Fig. 5, we further plot the communication overhead in terms

of user number w and data type l. It is shown that the EPPA

scheme significantly reduces the communication overhead of

the GW-to-OA communication.

From the above analysis, the proposed EPPA scheme is

indeed efficient in terms of computation and communication

cost, which is suitable for the real-time high-frequency data

collection in smart grid communications.

7 RELATED WORKS

Since large volumes of data from users are to be reported to

the OA, it is essential to aggregate individual users’ data at

intermediate nodes for reducing communication overhead. In

most existing secure data aggregation schemes, an intermedi-

ate needs to decrypt the received data, aggregate them using

aggregation functions, and then encrypt the aggregated result

before forwarding it. This process is fairly expensive and risky

when intermediate nodes are not trusted. Castelluccia et al.

[25] adopted homomorphic encryption techniques to enable

efficient aggregation of encrypted data without decryption at
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Fig. 4. User-to-GW communication overhead
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Fig. 5. GW-to-OA communication overhead

intermediate nodes. The proposed scheme is very promising

and has triggered considerable followup research [15], [16],

[17], as discussed below.
Castelluccia et al. [15] extended [25] and presented a prov-

able secure and efficient encryption and aggregation scheme.

The scheme requires a small number of single-precision addi-

tions. It expands packet size only by a small number of bits in

the encryption operation and therefore improves computational

and communication efficiency. Westhoff et al. [16] indicated

that [25] uses different keys per node at the cost of mandatory

transmitting of the ID list of the encrypting nodes, resulting

in an increased message overhead per monitoring node. They

proposed a key pre-distribution scheme that suits the end-to-

end encryption of reverse multicast traffic in sensor networks.

By using their scheme, a symmetric homomorphic encryption

can be applied to increase the efficiency, robustness and flex-

ibility of data aggregation in sensor networks. Shi et al. [17]

adopted [25] as a tool, and required users to slice their data

into pieces and then to collaboratively aggregate the pieces

with others’ to preserve user privacy. These previous research

works focus on one-dimensional data. How to aggregate multi-

dimensional data remains to be a challenging issue.

In smart grid, each individual user has multiple dimensional

electricity usage data which is small in size. Performing ho-

momorphic encryption on each dimension of the data requires

large computational efforts, and results in large-sized cipher-

text and then unaffordable communication cost. Lin et al. [26]

introduced super-increasing sequence and perturbation tech-

niques into compressed data aggregation. In the aggregation

process, a super-increasing sequence is initialized and used
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to integrate multi-dimensional data as one single piece in the

plaintext space. The operations of homomorphic encryption

will not corrupt the data structure, i.e., the data in different

dimensions are mixed. After receiving the aggregated data,

the receiver performs a single decryption and takes several

multiplications to recovery the data from the plaintext. This

scheme is suitable for the scenario that the data to be encrypted

is much smaller than the plaintext space.

The algorithm from [26] assumes that a symmetric key is

shared between a sender and a receiver at the initialization

phase. In smart grid, thousands of users may communicate

with a single gateway. It is not practical to deploy and manage

thousands of keys for users and the gateway. In addition, once

some residential users stop working and cannot report their

data during some periods, the OA cannot use the proper shared

keys to recover the correct data since he doesn’t know the

participants due to user privacy. As a result, the reliability

becomes a big challenge, and this solution cannot be directly

be applied. In this paper, we have designed a compressed data

aggregation scheme under the public key infrastructure, where

users encrypt their reports only with the public key of the OA,

and the OA can decrypt the reports only with his private key.

Therefore, compared to the symmetric key algorithm in [26],

our approach can not only reduce considerable initialization

efforts but also achieve high reliability.

8 CONCLUSIONS

In this paper, we have proposed an efficient and privacy-

preserving aggregation scheme (EPPA) for secure smart grid

communications. It realizes a multi-dimensional data aggre-

gation approach based on the homomorphic Paillier cryp-

tosystem. Compared with the traditional one-dimensional data

aggregation methods, EPPA can significantly reduce compu-

tational cost and significantly improve communication effi-

ciency, satisfying the real-time high-frequency data collection

requirements in smart grid communications. We have also

provided security analysis to demonstrate its security strength

and privacy-preserving ability, and performance analysis to

show the efficiency improvement. For the future work, we will

study the possible behavior by internal attackers and extend

the EPPA scheme to effectively resist such attacks.
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