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ABSTRACT

We develop solutions for the security and privacy of usenide
tity information in a federation. By federation we mean a
group of organizations or service providers which havetbuil
trust among each other and enable sharing of user identity
information amongst themselves. We first propose a flexible
approach to establish a single sign-on (SSO) ID in the feder-
ation. Then we show how a user can leverage this SSO ID
to establish certified and un-certified user identity atiiéis
without the dependence on PKI for user authentication. This
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1. INTRODUCTION

Digital identity corresponds to the electronic informatio
associated with an individual in a particular identity gyst
Identity systems are used by online service providers (8P) t

makes the process more usable and privacy preserving. ouruthenticate and authorize users to services protected-by a

major contribution in this paper is a novel solution for pro-
tection against identity theft of these identity attritsiteNe
provide protocols based on cryptographic techniques, lyame
zero knowledge proofs and distributed hash tables. We show
how we can preserve privacy of the user identity without jeop
ardizing security. We formally prove correctness and mevi
complexity results for our protocols. The complexity résul
show that our approach is efficient. In the paper we also show
that the protocol is robust enough even in case semi-trusted
“honest-yet curious” service providers thus preventingjiast
insider threat. In our analysis we give the desired propeuf

the cryptographic tools used and identify open problems. We

cess policies. With the advent of distributed computing eted
such as web services, there are increased inter-depeadenci
among such SP’s. As a result, the current trend [14, 12] is to
focus on inter-organization and inter-dependent manageme
of identity information [21] rather than identity managerhe
solutions for internal use. This is referred tofederated iden-

tity managementr~ederated identity is a distributed computing
construct that recognizes the fact that individuals mowve be
tween corporate boundaries at an increasingly frequeat rat
Practical applications of federated identities are resaresd by
large multinational companies which have to manage several
heterogeneous systems at the same time [21]. An effortsn thi

believe that the approach represents a precursor to new andSENSe is represented by the notionSofigle Sign-On (SSO)

innovative cryptographic techniques which can provideisol
tions for the security and privacy problems in federateadide
tity management.

*The work reported in this paper has been partially sponsored
by NSF under the ITR Project 0428554 "The Design and Use
of Digital Identities” and by the sponsors of CERIAS.

[25, 23], which enables a user to login to multiple organiza-
tions or SP’s by using the same username and password. This
approach increases usability and adds security by redticeng
number of passwords that need to be managed.

Emerging standards [14, 12] are currently extending the no-
tion of federated identity to other user information reéerto
asidentity attributes The main goal of such extensions is to
enable interoperability and link together redundant uden-
tities maintained by different SP’s. An important requirsrh
in this context is that the federation environment shoulbés
SP’s to exchange user data in a secure and trustworthy man-
ner while also enforcing the original privacy preferenciethe
user. Current federation solutions are built on top of SAML
specification which depends on PKI with additional trusarel
tionships for its security. As such, federations have typ oel
PKI for exchanging data among SP’s, and between users and
SP’s authentication [8]. However, PKI has experienced mume
ous implementation problems because of its technical com-

1Security Assertion Markup Language (SAML)



plexities. It is also oriented towards strong identity deah
through Registration and Certification Authorities, whish
not always suitable for user privacy. Hence, the assumption
of relying on PKI for all types of interaction in the fedexati

is not realistic. We thus need articulated identity solsigup-
porting multiple complementary options for digital idepti

A serious concern related with identity management, what-
ever solution is chosen, is the risk of identity theft. Déspi
guidelines have been provided on how to protect against iden
tity theft [16, 11], not many identity theft protection stihns
have been proposed so far. Sensitive information in the-Inte
net is currently hard to track and also consistent usageeof th
proposed solutions is extremely hard to achieve. We believe
however that in a federation environment it is possible to de
velop protocols able to achieve identity theft protectidks
noted above, the security and privacy of the user identity in
formation, both certified and uncertified, are of utmost impo
tance today. Security prevents theft and impersonatiomwhe
the identity attributes are used and privacy protects agjtie
disclosure of identity when the user has the right or expecta
tion of anonymity [15].

In this paper we propose a flexible approach to assign unique
identifiers to users within a federation employing SSO ID’s
with strong guarantees against identity theft. To assuee us
privacy, our protocols do not rely on PKI for user authentica
tion, so that one can easily use uncertified attributes ared-be
igible for services with low clearance. For cases in which ce
tificates are required we show how SP’s can leverage the SSO
ID to issue certificates to users. We also show how we can eas-
ily employ PKI protocols if a PKI infrastructure is availabl

The core of our federated approach for identity management
is a set of cryptographic protocols specifically designgutte
tect user attributes against identity theft. The key idetois
associate the different kinds of sensitive information ofar
with each other and with the user's SSO ID. In such way, any
of such sensitive information is not acceptable without one
more of the other associated identifying information. We re
fer to a set of such sensitive informationattributes Secured
from Identity Theft (SIT attributes for shartinder our ap-
proach, SIT attributes are protected themself: if a usertsvan
to use any of his/her SIT attributes, he/she has to give along
one or more other SIT attributes as proofs of identity. We
show how we can preserve user privacy without jeopardizing
security with the help of cryptographic techniques likeazer
knowledge proofs [10, 24] and distributed hash tables [18].
The use of zero knowledge protocols make it possible to hide
user values of the proofs of identity even to entities like SP
registraré. To the best of our knowledge this is the first time
a cryptographic solution to the problem of identity thefsha
been proposed in the context of federated digital identéym
agement. A federation environment inherently protects use
attributes more than an open environment. However it is usu-
ally assumed that all entities in the federation are corepfet
trusted. In our solution we show how the protocol is robust
enough even in the case when semi-trusted “honest-yet curi-

2If a user trusts an SP to store his/her hidden SIT attributes
then that SP is the registrar for that user. More on this in Sec
tion 4.

ous” SP’s are in place. In the paper we also formally prove
correctness of our protocols and provide complexity result
these results show that our approach is very efficient.

The remainder of the paper is organized as follows. In the
next section we introduce preliminary concepts and dedimdti
concerning digital identity in a federation. In particylam
Section 2.2. we illustrate the approach we adopt to establish
digital identity in a federation for both servers and usdrs.
Section 3 we show how certificates are issued and used in the
federation. Section 4 gives detailed description of ouu-sol
tion to the problem of identity theft with the help of a rungin
example. In particular Section 4.1 gives our security model
followed by Section 4.2 with basic registration protocot fo
establishing SIT attributes. This is followed by protocfds
SIT attributes usage in Section 4.3 and 4.4. In Section 5 we
give the formal analysis for the correctness of the protwcol
and the complexity analysis. In Sections 6 and 7 we discuss
related work and we outline some conclusions, respectively

2. DIGITALIDENTITY IN FEDERATIONS

In this section we present preliminary concepts relatetl wit
identity. We first briefly review the notion of identity andgo
sible identifying techniques. Then, we present the idesiis-
tem we have devised, focusing on the approaches we adopt for
identifying both users and SP'’s.

2.1 Preliminary Concepts and Definitions

A federation is a group of organizations which trust cer-
tain kinds of information from any member of the group to
be valid. In this paper we consider federations involving tw
types of entity: SP’s and users. A SP is an entity providing on
or more services to users within the federation. Services ar
protected by a set of rules defining the requirements usees ha
to satisfy in order to use the service. Often such requirésnen
are expressed as conditions against properties of usech Su
properties are usually encoded by means attributes orrmerede
tials.

To interact within the federation, users need to be identifie
Identification is the process of mapping claimed or observed
attributes of an individual to his/her associatgentifier. Iden-
tifiers can be either encoded using attributes or certifscate
they might be user’s knowledge (i.e., passwords, etc).tiden
fiers are assigned to users byidantity systemidentifiers can
be classified into weak and strong identifiers. A strong ident
fier uniquely identifies an individual in a populatiorwhile a
weak identifier can be applied to many individuals in a popu-
lation. Whether an identifier is strong or weak depends upon
the size of the population and the uniqueness of the idemgfy
attribute. Multiple weak identifiers may lead to a uniquenide
tification [31]. Examples of strong identifiers are a usedsg
port or social security number. Weak identifiers are attdbu
like age and gender. The types of possible identifiers and the
organization are summarized in Figure 1. In the remainder of
the paper when mentioning identifiers we will always refer to
strong identifiers, unless explicitly stated otherwise.

3This is with respect to the domain in which the user is being
identified. We do not address the domain specific detailsan th
paper as it is not important to understanding the main idea.



An identity system should satisfy some requirements rélate
with identification and authentication of the identified tsse
Identification ensureaccountabilityof the users and the ul-
timate goal is toauthorizeusers to obtain required services
and/or data by service providers. Bythenticatiorwe mean
the process of establishing confidence in the truth of some
claim. Authorizationis the process of ensuring that the poli-
cies specifying who may execute which actions on which re-
sources are followed. Authorization decisions do not nequi
the unique identity of the requester to enforce policies: Fi
nally, accountabilityis the ability to associate a consequence
with a past action of an individual [22]. It is required thhet
individual can be linked to action or event for which he/she i
to be held accountable. Unlike authorization, accounitsbil
requires the ability to uniquely identify the individual.

One of the most common approaches for authenticating the
website of an enterprise in today’s world is the use of public
keys. Trusted commercial entities [29, 28] certify that\segi
public key belongs to that enterprise. Following this prac-
tice, we assume that the SP’s use the public key infrastreictu
(PKI). Public keys are thus used to identify and authergicat
any SP throughout the federation. Although this approach is
adequate for SP’s, it is not however suitable for users.ddde
the management of digital identity by means of user certifi-
cates has proven to be very difficult [30]. To understand the
reasons of this failure we revisit the two principles idéat
in [2]. Conforming to them one might selectively reveal ele-
ments of his/her identity:

1. The“least revealing means” principlémplies that the
minimal identity information should be provided by the
user to complete a particular transaction. This is defi-
nitely not true in the current systems because much more
information than required has to be given to certification
authorities (CA) even for a simple certificate. For exam-
ple, to be issued a certificate certifying a public key with
an email address of a user, the actual identity of the user
is irrelevant. However even in this case the user is asked
to give his/her critical identity information like passpor
number, social security number, name, date of birth and
so forth [27], to be able to obtain a public key. This
is because the CA wants to prevent fraud and excessive

unaccountable usage. Nevertheless such an approach vi-

olates privacy and therefore new methodologies need to
be devised for general users.

. The“most convenient means” principlanmplies that a
user would selectively reveal the combination of iden-
tifying information that are most convenient. Here the
information should not exceed an upper bound of the
amount of information the user is willing to reveal. This
principle also points to the need of economy of mecha-
nism and usability. One of the main problems with PKI
is the management of the keys and it is not easy for a
user to easily first establish a public key, and then use it
with different applications. We address the former con-
cern in detail in this paper.

In the following sections we address the problems outlined

above in the context of a federation. Our main goal is to estab
lish, manage and use digital identities of users in a fetsrat

2.2 Establishing Unique Identifiers

In this subsection we focus on how to establish unique iden-
tifiers for the entities in a federation, that is, SP’s and-sise

Service Providers

SP’s within a federation are identified uniquely by their
public keys. We denote the two keys belonging to each
service provider ad<_S Pp,, and K_SPp,i,, denot-

ing public and private key, respectively. SP’s are also
responsible for verifying user attributes and issuing dig-
ital certificates to certify them. Therefore, each SP also
has an additional public key shared with all the other
providers in the federation, which is used to verify user’s
certified attributes issued bgny SP. This public key
can be generated by using group key algorithms [7] and
can be used to identify any SP belonging to the federa-
tion. We denote this public key & rrp and the cor-
responding private key as _S Pr.qpriv- NOte that, ac-
cording to the protocols in [7] each SP has a different
K _SPreqpriv associated with the public kéf rep.

Users

A user digital identity is basically a set of his/her identi-
fiers. In our work, we employ single sign-on (SSO) ID’s
to uniquely identify users within a federation. Users
affiliated® with a SP are identified by their name and
the SP name, separated by symBol That is, if Al-

ice is a user affiliated with SP1, her SSO ID would be
Alice$SP1. Users receive their ID’s when joining the
federation. We assume all sharable attributes of regis-
tered users to be certified and stored with the member
SP they are affiliated with. External users can also join
the federation by establishing their SSO user name and
password with any SP within the federation. For exam-
ple, if some user Bob wants to establish a SSO ID in
the federation he sends a requesiStB1 with desired
user nameBob. If this user name does not already ex-
istin SP1, SP1 registers Bob giving him the SSO ID
Bob@QSP1. Note that other user naming mechanisms
could be used here. The essential property is that a user
SSO ID be unique within the federation.

After the user has successfully established a SSO ID in the
federation, he/she can then establish different typesgifadi
attributes. The SP services that a user can be eligible for de
pends on the different attributes required by the servidieypo

In this paper we consider three types of attributes (seer€igu
2): 1) uncertified attributes, corresponding to voluntaufpi-
mation given by user; 2) certified attributes, correspogdon
attributes that have been verified and issued as signecldigit

“By affiliated users we mean users who have repeated interac-
tions with one or more SP’s in a federation and are interested
in a continuous relatioship with the federation as opposed t
external users who have only random interactions and are not
interested in establishing a relationship with the fedenat



Who What

strong - 7 e
= Aftributes | whe Uncertified ;
Identifiers g a0 vou r\/h))) G Allce?SFH
ifi Certificates | Some- . ; -
Identifiers S ;E:fg o @ gttnbutzsf Alice@SP 1 A|I_ICeI@SP1
statement o ecured from Alice SSN| = owlncome
i b0} Identity Theft = ‘@
Knowledge | Some- @ .
eg. o Certified Alice_SSN
passwords i Attributes Lowlncome
Status
Figure 1: Classification of User Identifiers Figure 2: Attribute Types Figure 3: Type A Cert

certificates by trusted SP’s or CAs; and 3) attributes sstur ~ who does not have any digital certificate, needs a certifaeste
from identity theft (SIT attributes, for brevity) corresmting serting thatAlice_SSN is her social security number (SSN),

to identity attributes that are relevant for the user ideratt she has to show this to an authorized personnel in a physical
tion and thus need to be secured by our protection mechanism.office at a SP (say SP1). As a result, she gets a signed digi-
Using the SSO ID the user can log on to different SP’s and tal identity which asserts thatlice_SSN belongs to user-id

get access to the provided services. We consider three mainAlice@QSP1.

cases. If the user initially does not have digital certifésat The second approach is used when a user either already
he/she can access services for which only voluntary user-inf ~ has some digital certificates, or the claimed information ca
mation needs to be provided. In most cases, the information i be verified by accessing some reliable online databases. Ad-
for non critical services or is irrelevant for authorizatiof that ditional certificates can be issued based on this informatio
service. This is the first and the most trivial case. For sesvi We assume that certificate provisioning policies are inglac
requiring higher clearance and thus requiring certifiedrinf at the SP. Certificates issued by SP’s are of two main types:
mation from the user, the user has to apply to the SP’s or some Type A certify's credential ownership here the SP certifies
trusted external CA's for the required certificates. Thedthi  that the user owns a given set of certificafBgpe B certify’s

and more interesting case is when the user requires access tassuance of new credentials depending on existing useficert

a given service with protection against identity theft foet cates and the certificate provisioning policies of the SP.

user identity attributes that are to be supplied to get actmes An example showing the issuance of a certificatdppe

the service according the the service policies. Theséates A is illustrated in Figure 3. As shown user Alice has two
can be both certified or uncertified. We present protocols for certificates. The first certificate is issued by a SP and states
this purpose later in this paper. Protection of the iderdity that{ Alice@SP1 has SSNAlice_.SSN}. The second certifi-

tributes against identity is of course in the best interesafiy cate is from a trusted CA and states thatlice_.SSN has a

user. However, also SP’s may want to offer reliable and secur Low_Income_Status, (LIS) for brevity}. Alice wants to get

services and thus interested in requiring that user ata#boe a certificate stating that she (represented by her SSOfidenti
protected against theft. has aLIS to be used within the federation without reveal-
We elaborate in each of the above cases in detail in the resting her SSN. Alice can obtain such certificate by submitting
of the paper. a trusted SP thd.IS certificate and the certificate associat-
ing her SSN with her SSO ID. In return she obtains the final

3. USAGE OF CERTIEICATES certificate associatinglice@S P1 with L1S. Here the actual

] ) _revelation of the SSN is not required, but just needs to be the
For a user to be authorized for a service, the SP may require game for the two certificatesL.IS is signed by the private

some certified identity information. Certified informatitn group keyK-S Preapris Of the issuing trusted SP and can be
encoded as certificates issued by SP’s within the federation  yarified by any SP in the federation.

by externa_l CAs. Upon federation setting, itis agreed that  \when a user requires the issuance of a certificafByqfe
the SP’s will follow an acceptable well defined procedure for g he/she must prove possession of pre-requisite certificate
the verification and certification of different attrioutéEhese according to the certificate provisioning policies of SRl a
certificates will be considered reliable within the fedemat the federation requirements concerning the provisionfragn
e " tificates stating a claims for users. For examplélifce@S P1
3.1 Certlflcate.I.DrOV|S|on|n.g ] has the certificate associating the SSO ID with her SSN, she
In order to get certificates usable in the federation the user may be eligible to obtain &'rusted-User certificate. This
has to obtain that his/her uncertified attributes and claires may be because Alice can unique|y be identified by the fed-

verified by any trusted SP or CA. We employ two basic ap- eration, hence be held more accountable and therefore can be
proaches for verification. The first approach addressess$® ¢ trysted.

of a user that does not possess any initial digital certdicat
Here it is inevitable that the user has to go to a physical lo- . .
cation to register any strong identifier. If for example Alic 3.2 Sharmg User Attributes



In [26] we have shown how a user can negotiate with SP’s
to submit the appropriate certificates and attributes ieiotal
obtain the requested service. The key idea is that if theheser
agreed to share this information within the federation SRés
would negotiate these sharable user attributes amongst the

attributes withany SP in the federation. Once the registration
is completed, a set of SIT attributes are associated with the
user SSO ID and with each other. Following that we describe
in detail how these attributes are used. A key feature of our
approach is that we avoid the use of a centralized entitg thu

selves. Such an approach saves that the user from having tobeing consistent with the truly distributed nature of poois

repeatedly provide these attributes and thus improvesilusab
ity. We have also shown that attribute sharing can be acthieve
efficiently and with privacy guarantees. By using trust riego
ation techniques [5] only minimal information about uses a
required to satisfy the requesting SP’s service policy. e®th

in the federation. To protect against identity theft is imtpot
that an adversary be prevented from registering as its own Sl
attributes of other users; therefore we describe how wectlete
duplicates within a federation.

wise, the privacy of the attributes may be vulnerable as they 4.1~ Security Model and Assumptions

would reside in multiple locations within a federation some
of which might not be trusted by the user. The use of tickets
namelytrust ticketsandsession tickethas been shown to be
critical in order to determine the user’s past activitied ae-

As introduced, the two main entities in the federation are
users and SP’s. SP’s can also adtggstrarsfor certain users.
If a user trusts an SP to store his/her SIT attributes, thah th
SP is the registrar for that user. Registrars are assumeel to b

lated information in the federation. If the user does nottwan semi-honestfor the user attributes they keep track of. Users
to share his sensitive identifiers, he/she can directly tietgo and SP’s which are not registrars can be either semi-honest
with the SP to provide this information when required. The or malicious. The interactions are mainly between two par-
above approach can be used by our identity system for privacy ties at a time and we assume at least one of the two parties
preserving sharing of user identity attributes. We can atso be semi-honest. Two of the three approaches presented in the

the standard attribute sharing protocols as given in [1R, 14

4. PROTECTIONFROM IDENTITY THEFT

following subsections rely on the Schnorr’'s zero knowledge
proof (ZKP)[24]. To execute the protocols given below, dur-
ing the formation of the federation the following basic syst

Identity theft occurs when a malicious person uses an honest parameters need to be selected:

user’s personal information such as the users name, Sagial S
curity number (SSN), credit card number (CCN) or other iden-
tifying information, without his/her permission. In thiscsien
we offer one solution to prevent identity theft in a fedevati
The key idea is to associate the different kinds of sensitive
formation of a user with each other and the user’s SSO ID. Any
of such sensitive information is not acceptable without one
more of the other associated identifying information. Were
to the set of such sensitive information as attributes setur
from identity theft (SIT attributes for short). This is siiari to
real world situations where a user is asked for different&in
of sensitive personal information to be assured that theisse
really who he/she claims to be. However, in online transac-
tions with different SP’s it is desirable that one can prdwe t
possession of a sensitive information without the actuad+e
lation of this information in clear.

For the purposes of clarity we introduce a running example
which is used in the following sections.

Example 1 User Alice has established an ID in the federa-
tion namelyAlice@QSP1. She intends to use her CCN and
wants to protect it against identity theft. To do this she-reg
isters her SSN and CCN with the SE,..,. Now, within the
federation her CCN is not valid unless she provides informa-
tion regarding her SSN as registered earlier. So when amothe
SP providing a service, sa§P,r.v, asks for her CCN, first
her SSN information has to be validated. Following that the
CCN information can be used withP,., successfully. Even

if Alice uses her sensitive SSN as a proof of identity shle stil
does not want to reveal this information to the SP’s in clear.

1. p: Alarge prime (i.ep ~ 2'924) such that the discrete loga-
rithm problem inZp* is intractable.

2. q: Alarge prime divisor op — 1 (i.e.,q > 2169).

3. g: g = B®P=Y/amod p, where is a primitive root ofp.
(Note thatg9mod p = 1 by Fermat’s Theorem.)

4. t: A security parameter such that> 2¢. For most practical
applications¢ = 40 will provide adequate security.

Also we assume that the SP’s are identified using their unique
public keys and the users are identified using their SSO ID.

4.2 Bootstrapping: Registration Procedure

Because a SP is not considered completely trustworthy, the
values of the sensitive attributes are not to be releasedan.c
The main goal of registration is thus to store unique and hid-
den sensitive SIT attributes to such semi-honest SP’s. dn th
next subsections we describe the two alternative registrat
procedures we have devised.

4.2.1 Physical Registration

This type of registration requires the user to go to a SP in
order to register his/her sensitive identifiers and attebun
person. Following from Example 1, Alice wants to register
her SSN and CCN with SBP,.,. An authorized officer of
S P4 verifies the actuad = SSN andb = CCN with the
physical cards or certified papers. Then he/she lets Aliee en
ter these values in an offline dual screen computer (or some
special purpose device) such that the officer monitors \high t
help of the second screen that Alice enters the correct salue
Such computer calculates “mod p with tag SSN., and

Next subsection gives the security model and assumptions on saccording to the accepted definition of semi-honest ertitie

which our approach relies. Then, we present the bootsingppi

we assume registrars will follow the protocol but may also

procedure which shows how a user can register his/her SIT want to learn more information than they are supposed to.



g~ ’mod p with tag CC'N;.,. Given the calculated value it~ ment. Similarly, she can commit other sensitive values.
is not computationally feasible for an attacker to get the se

cret values assuming the intractability of Discrete LogtPro  protocol 1 SIT Registration: Schnorr’s Zero Knowledge Pro-

lem (DLP). These values are stored with the user 8., tocol

with the corresponding user idliccQSP1. Here we assume  Require: Federation System Parameters,q,g such that

that the officer is trusted and does not keep a copy of the sen- qlp — 1, andg is an orderg element inZp*. t is a se-

sitive information. curity parameter. User has a valid SSO IDuid, Ser-
Physical registration is the strongest and sometimes tis¢ mo vice ProviderSP,., is a member of the Federation. Time

reliable form of identification. However, referring to ouirp stampsT; can be generated.

ciples introduced in Section 2.1, this method reveals amahi - Goal: User knows the secretof the committed value which

amount of information, but is not the most convenient proce- is registered With Py,

dure. We therefore look into the second kind of registration 1. {75er — SPreg : ¢ = g “mod p, uid, Ty

which is executed through online message exchange. 2: User — SPrey : d = g"mod p {User selects: from

[1..q)}uid, Ts

: SPreg — User : e {SPreq selects from [1..2°]}
P User — SPrey 1y =1+ ea mod q, uid, T3
2 SPreg : if d = g¥ x c®mod p then return OK

4.2.2 Online Registration

Online registration of sensitive attributes is a challeggn
the absence of user public keys or any electronic certified in
formation. To achieve the goal of privacy, we require that se

sitive information of the user amevergiven in clear to even At the end of the registration procedure in Example 1 the

the SP which is storing this information. Of course this re- registrarS P,., has the information as given in Table 1. We
guirement adds a level of complexity to the whole regisbrati I

procedure: the SP cannot guarantee that the informatien reg

a b w

istered is correct, but it can guarantee that the user knlogvs t Tag Cglmmltted Value _Registration Procedure
. : : . : SSNiag g In PersonT
secret information whose exponentiated value is stored wit Y .
CCNiag g Online, 75

it. To reach this last goal the SP and the user engage in a
zero knowledge proof (ZKP) as given shortly. To understand
the former concern let us consider three cases following fro
Example 1. The first case corresponds to the ideal situation,
that is, Alice is honest and submits correct values of theisen ) ) )
tive attributes. The second case is when Alice submits a ran- NOW describe how the SIT attributes, that are registeredigir
dom value instead of the SSN and tags it Wi Nya,. If _eltherthe boqtstrapplng or the registration procedue=paed
no one other than Alice knows the random correct value, this iN the federation to protect against identity theft.
works perfectly fine. However if the actual value of the SSN . . .
is required to be given in clear, then Alice’s transactiofi wi 4.3 Usm_g SIT Attributes to Protect Against
fail. The final case is when a malicious user, say Carl, toes t |dent|ty Theft
register Alice’s SSN. Now if Alice has already registered he The main aim of the protocols we present here is to make the
SSN, the attempt by Carl would be detected by the federation use of SIT attributes possible only under the submission of a
as explained in a Section 4.4. If Alice has not registeresl thi subset of additional SIT attributes which have been regidte
attribute and tries to register it later an alarm would beedi The exact subset of the additional SIT attributes requised i
The alarm would then trigger an auditing procedure to deter- determined based on the user and/or SP’s identificationypoli
mine which user has already registered the SSN of Alice and a Such attributes act as a proofs of identity and enable associ
subsequent recovery procedure that will undo the registrat  ation of required SIT attributes with the other registeré@ S
made by Carl. attributes. This gives assurance that the user is in coafrol
The general ZKP's [10] is explained as follows. The pro- his/her sensitive attributes and is therefore honest. dhe s
tocol allows a committer to have a private secret, and prove tion we have devised to deal with identity theft consistsaa t
its possession without releasing it. The committer release main phases. The first and key phase &< and symmetric
some information called theommitment The protocol has key exchangprotocol. Here the user proves that he/she knows
two main propertieshiding, the verifier cannot compute the  the actual value of a specified SIT attribute without revesli
secret from the commitment; améhding the committer can- its value in clear. In addition, at the end of a successful run
not change his mind after having committed, but it can later of this protocol the user and SP share a single symmetric key
open the commitment to reveal the secret to convince the ver- related to the proof of knowledge of that SIT attribute. With
ifier that this was indeed the original value it was committed repeated runs of this protocol multiple symmetric keys can b
to. shared. These keys are used to retrieve the required SIT at-
We use Schnorr's ZKP to commit to the supposedly sensi- tributes from the final message given by the user to the SP.
tive information as given in Protocol 1. Following from Exam  Creation of the final message the second phase of the solu-
ple 1, if Alice wants to commit her SSNa then she commits tion. Here, the user creates a message encrypted in a nested
the valuec = g~ “mod pto S P,g4. Using the protocol she can ~ manner with the symmetric keys generated in the first phase.
prove that she knows the valueorresponding to the commit-  Next we elaborate on these two phases in detalil.

Table 1: Information registered for Alice at SP1
(Refer example 1).



Finajncrypted) | M0 ] My= Espengn(Alice,SP, o {SSN,,,CCN, LM, T))
Tod t M1= EK_SSN(SPreg!{CCNtag}lM2=T2)
o decryp d ic k
require: ?E}jate f‘g’{r".;"\?;;";n‘;}’s M,= B, ccn(CCN, Ty, service-reg-1D)

key verifying commitments

Figure 4: Final message format fromAlice to SP,....,. Refer example 1

Protocol 2 ZKP and single symmetric key exchange

Require: Federation System Parameter®,q,g such that
glp — 1, andg is an orderq element inZp*. ¢ is a se-
curity parameter.U ser has a valid SSO IDuid and has
registered his/her attributes with Service Providé?,.,
and wants service frorfi P,,..,. Both theS P’s are mem-
bers of the Federation. Time stanifscan be generated.

Goal: S P, Vverifies correctly that/ ser knows the value:
registered withS P,.4 to retrieve the key:.

1: User — SPprov : msg {msg = SPrey has my {iid)
commitment for secret falag-of-a}, Ty
2: SPprov <> SPrey = c {retrievesc = g~ “mod p corre-
sponding tdtag-of-a anduser-id}
3: User — SPprov : d = g"mod p {User selects from
[1..q]}, wid, T
: SPprov — User : e {SPyo0 selects from [1..2°]}
User — SPprov 1y = r+eamodq,y =r+ea+
x mod ¢, {z is a random such that = d(¢” — 1)},
uid, Ts
6: SPyrov : Verifiesd = g * c®mod p andevaluates key
{(g¥" % c) — d}mod p = k

(20

The ZKP and symmetric key sharing is given in Protocol
2. There are three entities involved in this protocol; ngmel

isfying the requested service policy, then Protocol 2 is run
N = n + m times resulting inN' symmetric keys. The fi-
nal message is encryptéd times in a nested manner. The
required information is revealed only in the inner-most en-
crypted portion. As a clarifying example we show in Figure
4 the format of final message thatice would give toS Pprow

in Example 1. Through 2 iterations of Protocol 2, the keys
Kssny andKccon are retrieved. M is the main message sent
to SP,.0» Which is encrypted with the SP’s public key. By
reading this messag€P,,., knows it has to usé{ssn to
open one layer of encryption thus retrieving the deciphered
version of M. It now knows it has to us& ccn to get the
final value, that is, CCNS P,,,,, can also confirm at this point
that this corresponds to the value committedst8,.., which

it received during the last run of Protocol 2.

4.4 Identifying Duplicates of SIT attributes

During registration it is very important to verify if the pro
posed commitments of sensitive attributes are alreadg-egi
tered in the federation. Such verification is to prevent a ma-
licious user from registering stolen SIT attribute valugthw
his/her credentials. Therefore to prevent duplicates éie r
sponsible SP should check with all other SP’s if the proposed
commitment of a sensitive attribute is already presenth%uc
check can be executed incrementally or via a broadcast and it
can be very expensive. We therefore propose the use of dis-

the user, the SP from which the user wants service, denotedtributed hash tables (DHT)[18, 6] for this purpose.

asSP,..v, and the SP which registered the SIT attributes of

the user, denoted &5P,..4). In step 1 the user lets theP,, 0.

A DHT has no central server and partitions a key space
amongn servers. Each distributed server has partial list of

know thatS P, has his/her committed values. Theninstep 2 where data is stored in the system and the keys are mapped

S Pyrov confirms this claim withS P..., and gets the required

uniformly to the servers according to set rules.“l8okup”

commitments corresponding to the SIT attributes as probfs o algorithm is required to locate data given the key for thaada

identity and required SIT attributes. Similar to Schnoprs-

There are two main functions for handling the data, namely

tocol in steps 3,4 and 5 the user generates a proof dependingput(key, data) andget(key).

on the random challenge sent BY’,,..,. The main difference
is in step 5 where the user calculaigéglepending on the ran-
dom symmetric key:. Herex is randomly chosen so that the

For our purposes the DHT is used as follows. The unique
identifier or the key for the DHT is the commitment= g~ ¢
as given in Protocol 1. The key space therefore has the range

resultant key is also random. For the standard symmetric ci- [0..p — 1]6 and the data is the tuplewser-1D, T AG, Type-
phers there is a short list of weak keys which are avoided at of-Registration). Because a federation is a closed system,

this step. The user also generajes prove it knows the value
of the commitment like the original proof in Protocol 1. legt

6, SPyrov Verifies the claim and retrieves the symmetric key

generated by the user in step$P,..., can get the key only
if knows the value of the secret commitment stored'i?.., .

there is an inherent trust amongst the SP’s; therefore we can
use the SP’s for storing and retrieving the values [17]. Byiri
the formation of the federation a range of key values arengive
to each SP which will be responsible for storing the giverskey
and the corresponding data values. This is in addition t&fe

This protocol is repeated in order to obtain a symmetric leey a  with which the user had registered in the first place. When a

a proof of knowledge for each SIT attribute required.

Once the symmetric keys are generated and shared, the user

creates the final message. If therea®@IT attributes required
as proofs of identity andn SIT attributes required for sat-

user wants to register his/her attributes with an SP, thab&P

SAll the system parameters are consistent with Protocol 1 and
2.



ecutes théookup algorithm to find if any duplicate is present.

If a duplicate is present then an alarm is raised that trigger
a procedure that determines the compromise of the sensitive
attribute. Otherwise, first the SP registers the users commi
ments. Following that, depending on the range the committed
value belongs to, the appropriate SP is given this key and the
corresponding data. This replication adds to the robustnes
and security of the DHT's. As a result, we claim that by us-
ing the DHT’s we can prevent duplication of registered sensi
tive identifiers, which is crucial to ensure effective paien
against identity theft.

5. ANALYSIS AND DISCUSSION

We now analyze the security and complexity of the SIT pro-
tocols. In particular we assess the identity theft protecti
in the presence of malicious parties and the communication
costs. Before evaluating the above measures we present an in
teresting paradox based on the desired properties forifgent
theft protection in the federation. The two required praiper
are as follows:
Property 1: Identity Hiding. Given f(z), it is infeasible to
compute the value of.
Property 2: Duplicate DetectionGiven f(z) and f (y) iden-
tify the case when: = y.
The first property is required so that the registrar SP, who
stores the committed values of the user is not able to compute
the actual secret value. If that SP could compute the values
the process of registration could be simplified greatly twest
all the values in clear. Then, if this SP is compromised so
are all the SIT attributes. The second property is requioed t
prevent duplicates of sensitive identifier commitmentshia t
federation. This requirement is needed to prevent a maticio
user from registering stolen attributes with his/her idfet It
is interesting to observe that property 2 enables one tackaun
a brute force dictionary attack. This is a realistic attagk f
most identifiers. For instance a SSN is composed of 9 dig-
its, therefore it had0® < 23° possible SSN’s. Listin@°
possible strings for a 30 bit value is not difficult for an adve
sary with moderate computational resources. It is not alsvio
how padding or randomization can be added in a useful man-
ner. We however suggest that the typical sensitive idergifie
should be appended with other related information. For exam
ple a credit card number can be appended with expiry date and
name resulting in a longer length of this sensitive infoliorat
The above paradox, however, is an open problem which may
be solvable using innovative cryptographic techniquessaad
curity models.

5.1 Identity Theft Protection in The Pres-
ence of Malicious Parties

We now prove some relevant properties of the SIT attribute
registration and the SIT attribute usage protocol. Asiitated
in Example 1 there are mainly three kinds of entities: the;use
the registratS P,.4; and theS Py, Which will be providing
the service. We assume that th&,.., is semi-honest.

In the following two theorems we prove the correctness and
confidentiality properties of the registration protocoly &r-

successfully achieving the specified results. By confiadityti
we mean privacy preservation of the registered user at&sou

Theorem 1 Let U be a user and letittr be the set of at-
tributesU wishes to protect. Protocol 1 ensures registration
attributes At¢tr in identity-protected, even in the presence of
malicious users.

PROOF We prove that a malicious user cannot compromise
an honest user SIT attribute registration. Two possiblesas
arise: i)U registers a set of attributdéeforea malicious user
tries to re-register a subset of those attributes with bis#t-
tual attributes instead, ily registers a set of attributedter a
malicious user has registeréts stolen attributes.

In case i), after the honest user has successfully registere
his/her SIT attributes, a malicious user will not be ablego r
register those attributes with his/her own SSO ID. This is en
sured by the duplicate detection mechanism given in Section
4.4. Here, we assume that the exact value of the committed
sensitive attribute is important for the validity of therédtite.
Therefore when the adversary attempts to re-register time co
mitment will look identical to the one sent by the honest user
The registrar service provider detects this duplicate arté
denies the registration.

In case ii), attributes are obviously SIT attributes onleaf
they are registered. As such, itis required that users besawa
of their sensitive identifiers and register them in a timelgt-
ion. If the user tries to register with any SP in the federatio
like in case (i), a duplicate is detected and a physical we¥rifi
tion is requested by the SP. In this case the user can givéda val
in-person verification as discussed in Section 4.2.1 and the
re-register the values successfully. The thesis thus holds.

Theorem 2 The SIT attribute registration protocol satisfies
confidentiality.

PROOF We prove that the actual sensitive values of the
registered commitments is not revealed even to the registra
SP,.4. The attribute registration prevents guessing the values
stored with it. This is directly related to theding property
of Schnorr's ZKP protocol. The key assumption is that the
Discrete Log Problem [18]is hard for a polynomially bound
adversary. If the length of the committed attribute is mbent
sixteen bits, then by current standards it is infeasiblefoad-
versary to launch a dictionary attack to guess the valueef th
committed value or compute the discrete log. The actuaésecr
of the commitment thus remains confidential ]

Corallary 2 Registrar SP cannot infetherrelated attributes
based on the ones stored with it.

PROOF (Sketch) It has been shown in [31] how combining
attribute information about a user can help infer his/heept
not directly disclosed attributes. Because the actualegabf
the attributes remain confidential evenS@,..,, we see that
it is not possible to infer other attribute information frahe

"Given a multiplicative grougG, ), an elemeny in G hav-
ing ordern and an elemeny in the subgroup generated by
we have to find the unique integersuch thaty“mod n = y.

rectness we mean that an honest user can execute the protocaHerex is the discrete logarithrivg,y.



set of committed values. The only values given in clear are
thetags associated with the given commitments. Thasgs

are required to be generic so that they do not leak informatio
about the corresponding secret attribute. For exampleadst
of having a tad?urdue-Student-1Bhe tag should baffiliated-
Institution-ID. Here the latter generic tag does not have the
specific identifiers likdPurdueand Student There is no other
information in clear which could leak information; therefo
inferring information about the user is hard_]

However, we will explore approaches to detect this misbehav
ior in our future work.

Theorem 4 The SIT attribute usage protocol satisfies confi-
dentiality.

PROOF. SPprov iS Not required to learn any information
about the sensitive attributes used as proofs of identithén
SIT attribute usage protocol. Only the tag corresponding to
the identity proof is given t& Py, to querySP,.y, and re-
trieve the corresponding commitment. This tag as specified

The next two theorems prove the correctness and confiden- gaier has to be generic to avoid leaking any secret inferma

tiality of the SIT attribute usage protocol. By correctnes

SIT attribute usage protocol we mean that the proofs of iden-

tity can be used successfully to prove ownership of the at-
tributes required by th&P,,.,. Only after this proof does

S Pyrov get the required attributes. Correctness of the SIT at-
tribute usage protocol ensures mitigation of identity thBfy
confidentiality we mean that the protocol is privacy-preser

tion. If SP,..», can get the value of the secret identifier in
the commitment, then it would be equivalent to solving the
DLP problem. This contradicts our assumption that DLP is
hard. Therefore information about the SIT attributes asfsro
of identity remains confidential to th&P,,.., type SP’s. [

In addition, the illustrated protocols are secure agairgst-m

with respect to the user attributes such that none of the SP's jn-the-middle and replay attacks. This is because of foinma

learn more information than required about the user.

Theorem 3 LetU be auser and P, be the service provider

U is interacting with. SIT attribute usage protocol is cortrec

if and only if at least one of the interacting parties is semi-
honest.

PROOF To prove that SIT attribute usage protocol is secure
we need consider two cases:U)is malicious andS Py, iS
semi-honest.
if) SPprov is malicious andJ is semi-honest.

Case i). A malicious user cannot provide the commitment
corresponding the the different proofs of identity reqdibey
the S Pyro0's service policy. We assume that not all the sensi-
tive SIT attributes are compromised. Due to incorrect commi
ments the symmetric key exchange in Protocol 2 fails. Refer-
ring to the protocol, the malicious user could easily aftital
y’ using the equation{(gy' * c®) — d}mod p = k used by
the SP,o, in step 6 to exchange a symmetric key success-
fully. However, y can only be verified if the user knows the
secret using the original ZKP. Therefore this protocol use
against a malicious user.

Case ii). In our context a maliciou$P,.. is a SP wishing
to use SIT attributes of the useiithout verifying the proofs
identity. This not possible because of the format of the final

reasons. First, any message sent from the user to the SP is
encrypted with the public key of the SP. Second, an explicit
naming convention [1] is used by including the SSO ID of the
sender. Third, timestamps are used to maintain freshneise of
messages. Finally, the challenges sent by the SP are r&ndom
and cannot be predicted. For the final message if an adversary
could successfully replay this message then it could eisdlgnt

use the SIT attribute with the attached proofs of identityisT

is not possible because the symmetric keys are generated inr
sponse to random challenges sent by the SP and the proofs of
identity. Interestingly, in this manner even t8é,,..., which
successfully retrieves the user’s SIT attributes as reduian-

not maliciously use them with any other SP. The timestamps
in the final message also prevents timing and replay attacks.
Note that timestamps can be replaced by counters or nounces,
as suitable for the federation environment.

5.2 Complexity Analysis

The complexity cost is estimated in terms of the number and
sizes of messages exchanged among SP’s and users. In the reg-
istration phase the Protocol 1 is executed for each regibter
SIT attribute. The number of messages exchanged for each it-
eration is four. The sizes of these messages ateyirip) or
log (¢q) depending of the modulus. For Protocol 2 in the at-

message disclosed by the user (see Figure 4). Protocol 2 for{ribute usage protocol, the number of messages exchanged is

key exchange is successful if and only if the committed value
is verified correctly withS P,..4, for each such attribute. The

five. Furthermore, letr be the number of proofs of identity
required to gain assurance regarding the validity of a aset,

messages are encoded in a nested manner such that only aftef? b€ the number of required attributes. Then the number of

decrypting with the keys corresponding to the proofs of iden
tity can theSP,...., retrieve the required user attributes. This
forces theS P, to follow the protocol and prevent misuse
of an honest user SIT attributes[]

Itis important to notice that in Protocol 2 we require at least

times Protocol 2 has to be run = n + m. The sizes of
most messages are of the same order of the sizes of the mes-
sages exchanged during the registration phase. The silze of t
final message after all iterations of Protocol 2 are execisted
proportional toN, and the number of nested encrypted mes-
sages isV. If symmetric cipher AES is used in the CBC mode

one party between the user and the service providing SP is [3], th_en the size_of each ne_sted block is at _Ieast 122_3 bits. As
semi-honest during the message exchanges. The worst cas@"€ cipher block is added with each encryption the size of the
arises when the registrar and another SP in the federatlon co 8Ngte that these random challenges can be made non-

lude. In this case, we cannot prevent the leak of information interactive assuming a random oracle model [4] but this s ou
such that the registrar collects clear attributes fi§#%,.,,,s. side the scope of the paper.




final message is approximatel28 x N bits. The registrar
S P4 acts like a database of information, and thus it does not
represent a bottleneck in the system. To enhance efficiency,
Protocol 1's multiple attributes registration can be exedu

some efforts aiming at educating consumers and preventing
identity theft. A LA paper [9] points out that having SSO in
federations helps reduce ID theft by reducing the numbey-of |
gin names and passwords which might be related to other user

in parallel because the commitments are independent of eachattribute information. The paper also discusses how atgib

other. Similarly Protocol 2's multiple symmetric key retval
can also be made parallel and according to any order.

6. RELATED WORK

In this section we first explore the most relevant federated
digital identity management initiatives and then solusida
the identity theft problem in federations. In the corporateld
there are several emerging standards for identity federati
like Liberty Alliance and WS-Federation. Because the migje
are very similar we describe the former in more detail below.
Liberty Alliance [12] is based on SAML and provides open
standards for SSO with decentralized authentication. 9SO a
lows a user to sign-on once at a Liberty-enabled site in dader
be seamlessly signed-on when navigating to another Liberty
enabled site without the need to authenticate again. Thiggr
of Liberty-enabled sites is a part of what is calledigle of
trust, which is a federation of SP’s and identity providers hav-
ing business relationships based on the Liberty architectu
The identity provider is a Liberty-enabled entity that ¢esa
maintains and manages identity information of users anesgiv
this information to the SP’s. The users authenticate themse
to an identity provider in the federation and other SP’s ob-
tain authentication information of the user from this idgnt
providers. As compared to Liberty Alliance which uses PKI
for user authentication, we show how we can also leverage
the SSO ID for establishing from simple to complex digital
user attributes. This adds privacy, flexibility and usapito
the identity system. In addition our specific identity thefo-
tection protocols can prove valuable when used in the Lybert
identity federation framework.

Shibboleth [14] is an initiative by universities member of
Internet2 [13]. The goal of such initiative is to develop and
deploy new middleware technologies that can facilitaterint
institutional collaboration and access to digital contéinises
the concept of federation of user attributes. When a user at a
institution tries to use a resource at another, Shibboleitise
attributes about the user to the remote destination, raitiaer
making the user log in to that destination. The receiver can
check whether the attributes satisfy its own policies. Aemid
tity provider in the Shibboleth architecture has all theruse
attributes and user privacy preferences which are taken int
account when it has to supply user identity information to
other members of the federation. Our approach differs with
respect to Shibboleth in that we do not rely on a central iden-
tity provider providing all user attributes. User attribsiin our
framework are distributed within the different federatrmem-
bers, each of which can effectively be an identity providfée
also provide a mechanism by using which a user can get cer-
tified attributes from the federation members and use them to
obtain further certified information.

Concerning the problem of identity theft, Liberty Alliance
(LA), Shibboleth project and other organizations like Bett
Business Bureau and Federal Trade Commission have iitiate

sharing in a federation inherently prevents user attribtheft
"by controlling the scope of access to participating weésijt
by enabling consent-driven, secure, cross-domain tragsmi
sion of a users personal information’A mitigates ID theft
by having the organizations in the federation adopt superio
standards of security, distributing information to avaiagte
point of failure, by having access control on these attabut
based on user preferences, and having coordinated resgonse
incidents and frauds. However to the best of our knowledge
no identity provision protocols which mitigate ID theft feav
been developed dealing with the case when the members of
the federation are not completely trusted. Solutions dgali
with such case would provide protection against insidexahr
or when a service provider is compromised. Our solution not
only exploits the advantages of a federation, as the geosrtal
age case, but extends it even further with the concept of SIT
attributes and SIT attribute usage.

RSA Laboratories’ product Nightingale [20] implements a
secret-splitting technology, which is designed to be iratzgd
into application software as a server module for the baak-en
of any network. Secret splitting is a cryptographic techeiq
that breaks a piece of data into two components. Learning one
of these components reveals no information about the origi-
nal data. Using secret-splitting the sensitive data is toryp
graphically distributed across two locations - the Nigbéle
module/server and an application server thus avoidingglesin
point of failure. The secret data can be of three types: (&) us
authentication data like SSN, passwords; (2) businesdikata
customer records and their CCN; (3) the cryptographic keys
themself. Nightingale can thus be used to mitigate identity
theft by making it hard to retrieve the stored user informrati
Interestingly, the secret splitting can be used with thatsmh
proposed in this paper to split the committed values of user
identity attributes. Such an approach may provide everbett
identity theft protection which we will explore as a part afro
future work.

7. CONCLUSION

In this paper we have proposed a flexible and privacy-présgrv
approach that allow a user to establish a unique identifier an
then proceed to establish other complex identity attribine
federation. Our approach relaxes the dependence on PKI for
user authentication which is currently a bottleneck for ynan
trust management solutions. We also presented a novel solu-
tion to the problem of identity theft based on cryptographic
techniques. In the paper we have also analyzed the security
and complexity of the proposed protocols. The analysis also
gives the assumptions and properties that are requirediar or
to implement the given identity theft protection solutiamda
an open paradox which still needs to be addressed. Our fu-
ture work includes moving from a context characterized ley th
semi-honest paradigm to a context where malicious SP’s can
collude with each other and the development of techniques to



detect misbehavior. We will also explore how other crypto-
graphic technigues can be integrated with the one presented
this paper. In essence we believe that our approach en@surag
the development of innovative cryptographic techniquesdito
dress security and privacy problems in digital identity angex
ment.
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