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Abstract

MD5 and SHA-1 cryptographic hash algorithms are a standard practice in digital forensics that
is used in the preservation of digital evidence and ensuring the integrity of the digital evidence.
Recent studies have shown that both MD5 and SHA-1 have vulnerabilities and collisions.

Based on this, the use of MD5 and SHA-1 hash algorithms in the practice of digital forensics to
preserve and ensure the integrity of digital evidence has been questioned in certain instances.
Using experimentation, the researcher proves the validity of using either MD5 or SHA-1 hashing
algorithms to ensure the integrity of seized digital evidence, from the moment of seizure of the
evidence, through to eventual presentation and use of the evidence in court; thus demonstrating
that the use of hashing remains a valid forensic methodology to ensure the integrity of digital
evidence.
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