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TO THE NETWORKS RFWKIDEA32-16, 32-8, 32—
4, 32-2 AND RFWKIDEA32-1, BASED ON THE
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ABSTRACT

In this article, based on a network IDEA32-16 we have developed 5 new networks:
RFWKIDEA32-16, RFWKIDEA32-8, RFWKIDEA32-4, RFWKIDEA32-2, RFWKIDEA32, that do
not use round keys in round functions. It shows that in offered networks such Feistel network,
encryption and decryption using the same algorithm as a round function can be used any
transformation.
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1.INTRODUCTION

H. Lai. and J. Massey replace the DES algorithm developed a new block encryption algorithm
PES [2]. However, after the publication of works by E. Biham and A. Shamir on the application
of the method of differential cryptanalysis to the algorithm PES, it was modified by increasing its
resistance and called IPES. A year later it was renamed IDEA [3]. These algorithms are based on
schema Lai-Massey and the basis for the design of these algorithms is the "mixing operations
different algebraic groups".

Encryption PES and IDEA, similarly as in DES, the block length is 64 bits. 64 bit block is divided
into four 16-bit sub-blocks and operations are carried out on these 16-bit sub-blocks. In the
process of encryption PES and IDEA to pairs of 16-bit sub-blocks used three different group
operations:

In algorithms PES and IDEA, similarly as in DES, the block length is 64 bits. 64-bit block is
divided into four 16-bit subblocks, and operations are performed on 16-bit subblocks. In the
process  ofencryptionPESand IDEAto  pairsof  16-bitsubblocksapplies threedifferent
groupoperations

— bitwise exclusive—OR (XOR), denoted as @ (xor);

. . 16 . . .
—addition of integers modulo 27 when the subblock is considered as a typical
representation of an integer on the basis of two. Operation is denoted as H (add);
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— multiplication of integers modulo 2! + 1, when the subblock is considered as a typical

. . . . 16
representation of an integer in base two, except that the subblock of all zeros is assumed to be 2
. Operation is denoted as ® (mul).

In encryption algorithms PES and IDEA round keys are multiplied by modulo 2'° +1 and added
by modulo 2'% with the corresponding subblocks. In MA the transformation is limited to the

operation of multiplication by modulo 2'°+1 and addition by modulo 2'°, i.e. not used
operations such as shift, substitution with S-box, etc. In the work [1, 4-6] by the authors based on
the structure of the encryption algorithm IDEA developed networks IDEA4-2, IDEA8-4,
IDEA16-8, IDEA32-16 consisting of two, four, eight and sixteen round functions. In developed
networks encrypted and decrypting, similarly as Feystel network, use the same algorithm. And as
round functions, it is possible to use any transformation.

In network IDEA32—-16 in each round are applied 48 round keys, and 16 round keys are applied in
round functions, 32 round keys are multiplied and summed with the subblocks. Through the use
of 32 round key subblocks, round functions the network IDEA32—-16 can be used without a key.
In addition, the network IDEA32-16 round functions have one input and output subblock. As
round functions you can use functions in which there are two input and output subblocks, four
input and output subblocks, eight input and output subblocks and sixteen input and output
subblocks. Scheme of n—rounded network IDEA32—-16 shown in Figure 1.
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Fig. 1. Scheme of n-rounded network IDEA32-16

In Fig. 1 zoperation ® (mul), H (add) or® (xor). Here FH- addition of integers modulo 2** (2'°
,28 ), ®—multiplication of integers modulo 2% 41 (216 +1,2% +1 ).

In this paper on base of the network IDEA32-16 is developed:
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— a network RFWKIDEA32-16 (round function without key IDEA32-16), consisting of
sixteen round functions,

— a network RFWKIDEA32-8 (round function without key IDEA32-8), consisting of eight
round functions,

—a network RFWKIDEA32—4 (round function without key IDEA32-4), consisting
of four round functions,

—a network (RFWKIDEA32-2 round function without key IDEA32-2), consisting
of two round functions,

—a network RFWKIDEA32-1 (round function without key IDEA32-1), consisting
of one round functions.

2.STRUCTURE OF THE NETWORK RFWKIDEA32-16

In the network RFWKIDEA32-16 length of the subblocks X oox' L x, length of the round

keys X5, X + Xspiopar» £ =1..n+1, as well as the length of the input and output

1> A32(3-1)+ > -

subblocks round functions Fj, FI, ..., F5equal to 32 (16, 8) bits. Scheme of n—rounded network
RFWKIDEA32-16 shown in Fig. 2, and the encryption process is given in the following formula.

X=X (2K @Y @Y @Y’ @ 0r"
Xil = (XiS—(i(Zl)KSZ(i—l)HO) oY’ @yY!
Xi2 = (Xi2—91 (22)Kpi-1420) or'ey' ey’

X7 =(X5(25) K4 @Y @Y OV @O ..OY"
Xil6 = (Xil—sl(ZIS)KSZ(i—l)-HS) ey’ 7
Xi” = (Xilfl(zl4)K32(i—l)+l4) or'ey'

Xilg = (Xi1—31(213)K32(i—1)+13) oy'ey oy’

Xi31 = (X1'3—11(Z0)K32(i—1)+31) @Y’
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Xr(,)+1 = (XV?(ZO)KSZn)
X111+1 = (on(zl)K32n+l)
Xj+1 = (ng(ZZ)K32n+2)

15 16
X =X, (25)K5,05) ;
6 s , in output transformation
Xn+1 = (Xn (ZIS )K32n+16)
17 _ ,vl4
X =X, (2,)K55,417)
18 13
Xn+1 = (Xn (ZIS )K32n+18)

XEL = (XI?I(ZO)K32n+31)

Round function can be represented asY’ = F, (Tl.o),Y1 = FI(TI), Y?= FZ(T3) s
YP= Fls(le)- Here T/ = (Xij;l(zj)KSZ(i—IHj) ® (Xil—ﬁrj(ZIS—j)K32(i—1)+l6+j)’ J=0..15-

input subblocks of round functions and YO, Y! Y e ) output subblocks of round functions
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Fig. 2. Scheme of n-rounded network RFWKIDEA32-16

3.THE STRUCTURE OF THE NETWORK RFWKIDEA32-8,
RFWKIDEA32-4, RFWKIDEA32-2, RFWKIDEA32-1.

In the network RFWKIDEA32-16 round functions has one input and output subblock.In
addition, in block ciphers are used round function with two input and output subblocks.
On the basis network RFWKIDEA32-16 it is possible to build a network in which the
round function has four input and output subblock, eight input and output subblock and
the sixteen input and output subblocks. Network for which the round functions have two
input and output subblocks, and applies the eight round functions, called RFWKIDEA32—
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8. Similarly, the network to which the round function has four input and output
subblocks, and applies four round distance functions is called RFWKIDEA32-4, etc. In
the same way the network RFWKIDEA32-2 and RFWKIDEA32—-1.Scheme of the round
functions of the networks RFWKIDEA32-8, RFWKIDEA32-4, RFWKIDEA32-2,
RFWKIDEA32-1 shown in Fig. 3, 4, 5, 6.

In the network RFWKIDEA32-8 round functions F

0°

subblocks, the length of subblocks is equal to 32 (16, 8) bits. If as the input subblock is put
TO=[T°,T"], T1=[T>,T°1,T2=[T*,T’], .., T7=[T",T"], and as the output subblock of

the round functions take YO =[Y°,Y'], Y1=[Y?,Y’], Y2, = (Y4 Y], .., Y7=[Y",Y"], the
round functions can be represented asYO0=F,(T0), Y1=F(T1), Y2=F,(T2), ..
Y7=F,(T7). For the correctness of the encryption process round function Y0 = F,(70) can be

written asY" = FO0 (T°,TH,Y' = FO1 (T°,T"), and round functionY1= F,(T1)can be written as
Y?= FlO(Tz,T3),Y3 = Fll(Tz,T3) and so on, round functionY7 = F,(T'7)can be written as
Y14 — F70 (T14, T15) , Y15 — F7l (T14, TIS) )

F,, F,...., F,;have two input and output

y
ctions

|
|
___________ — =

Fig.3. Scheme of the round function of the network RFEWKIDEA32-8

In the network RFWKIDEA32—4 round function F{, E, FZ,F3 have four input and output
subblocks of 32 (16, &)  bits. IfT0=[T°,T'.T*,T’], T1=[T*,T°,T°.T’],
T2=[T%7°,7°,T"], T3=[T"T",T",T"]-input subblock, YO=[Y°,Y' Y* Y’],
YI=[Y*Y°,Y°. Y], Y2=[¥Y*Y°, Y. v"], Y3=[Y"2Y",Y" Y"]-output subblock of
round function, the round function can be represented asYO0=F,(T0), Y1=F(T]),
Y2=F,(T2), Y3=F,(T3). For the correctness of the encryption process round function
YO=F,(TO)can be written asYO=F00(T0,T1,T2,T3),Yl =F01(T0,T1,T2,T3), e
Y = FO3 (T°, 7", 7,7, Y1=F (T1)rounder  function can be written as
Y'=E"T7,1°,17).Y’ =F' T, 7°,7°,T"),...Y = F(T*,T>,T°,T")and so on,
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rounder functionY3 = F,(T'3, K) can be written asY'? = F30 (T, 7°,T",T),
Y13 _Fl(T12 T13 T14 TIS) Y15 _ F3(T12 T13 T14 TIS)
— 143 E s E 3 ey — 143 b s b .
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Fig.4. Scheme of the round function of the network RFWKIDEA32-4

Similarly, in the network RFWKIDEA32-2 round functions F;, F have eight input and output
subblocks of 32 (16, 8) bits. fT0=[T°,T",...,T"], T1=[T*,T°,....,T” ]-input subblock and
YO=[Y°,Y'...,Y"], Y1=[Y® Y’ .Y"]-output subblock of round function, the round
function can be represented asY0 = F,(T0), Y1= F/(T'l). For the correctness of the encryption
process  round  functionYO=F (T0)can be  written asY 0= FOO (T°, 7' ,...,Ti7) ,
Y'= FOl T°,7',...,T"), ....Y = FO7 (T°,T",....,T") ,round functionY1= F,(T1) can be written

Y8| Y9 Y5
round functions

[ U RN | |

asY®=F(T*1°,.T7").Y =E"T*T°,....T") ... Y° = F'(T*,T°,...T").
| R I T T T T T T -1
B 7l |
| |
| Fo J my T, Ty |
Lyl Y7 ( F j:
| 1 |
| |
| |
| |
' ]

Fig.5. Scheme of the rounder function of the RFWKIDEA32 network

As the network RFWKIDEA32-2, if in the network RFWKIDEA32-1, as the input subblock take
T = [TO,TI,...,TIS] and as output subblock round function taking Y = [YO,YI,...,YIS], the

round function can be represented asY = F(T') . For the correctness of the encryption process
round functionY = F(T) can be written as Y= FO(TO,TI,...,TIS), Y'= FI(TO,TI,...,TIS), .y
Y15 — F15 (TO Tl TIS)
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yo| v y?s
| __lround functions

Fig.6. Scheme of the round function of the network RFWKIDEA32-1
In networks RFWKIDEA32-8, RFWKIDEA32-4, RFWKIDEA32-2, RFWKIDEA32-1 Ej -

output j+1subblock of round functions F;.

Encryption process networks RFWKIDEA32-8, RFWKIDEA32-4, RFWKIDEA32-2,
RFWKIDEA32-1 similar on (1) formula, but instead Y’ @Y' putY', instead Y’ @Y' @ Y* put

Y? and so on, instead Y’ @Y' ®@Y*® .. ®Y" put Y.

4ROUND KEYS GENERATION OF THE NETWORKS
RFWKIDEA32-16, RFWKIDEA32-8, RFWKIDEA32-4,
RFWKIDEA32-2 AND RFWKIDEA32-1.

In n —roundednetworks RFWKIDEA32-16, RFWKIDEA32-8, RFWKIDEA32-4,
RFWKIDEA32-2 and RFWKIDEA32-1 in each round apply 32 round keys in the output
transformation 32 round keys, i.e. the number of all round keys equal to32n+32. When

encryption in Figure 1 is used instead of K, encryption round keys K|, while decryption round

decryption key K.

In networks RFWKIDEA32-16, RFWKIDEA32-8, RFWKIDEA32-4, RFWKIDEA32-2,
RFWKIDEA32-1 decryption round keys the first round associated with the encryption round
keys by the formula (2).

(k. K'K{ K K!KS K K K K K K KL K K KL KL KL,

Kl Ko Koo K3 Ky Ko Koy Ko, Ko K Ko Koy Ko, KD = (K5,,) ™

(K 5™ 5 (K500 7 5 (K 55) 7 s (K 500) ™ s (K 5,05) 7 5 (K6 ™5 (K 5p007) 7

(K5208) ™ s (K 52,40) ™ s (K 35,0100) ™ s (K 33,0001 ™5 (K 50,0010) ™ 5 (K 55,003) ™S (K5 2n+l4)z”, 2)
(K35115) ™ s (K 3316) ™ s (K 5017) ™ 5 (K 5005) ™ 5 (K 33,0010) ™ 5 (K 3000 ™ (K 3,000 ™
(K3512) 7 5 (K 33,003) ™ s (K 50004) 7 5 (K 520005) 5 (K 530006 ™ 5 (K 30007 ™5 (K 3005) ™
(K 30029) 7 5 (K 35,050) ™ 5 (K 50,051 ™)

17



International Journal on Cryptography and Information Security (IJCIS), Vol. 5, No. 1, March 2015

If as operation z;, i =0...15 applies the operation mul, then K = K -, applies the operation mul
add, then K =—K and applies the operation xor, then K = K , here K~' — multiplicative
inversion K by modulo 2% 41 (216 +1,28 +1 ),— K — additive inverse K by modulo 2%

(2'°,2%)For 32, 16 and 8 bit numbers calculated K ® K" =1mod(2¥” +1),

K®K "' =1mod(2"°+1), K® K ' =1mod(2* + )and— K HK =0, K@ K =1.

Decryption round keys output transformation associated with the encryption round key as
follows:

d d d d d d d d d d d
(K32n ’ K32n+1 ’ K32n+2 4 K32n+3 ’ K32n+4 ’ K32n+5 ’ K32n+6 ’ K32n+7 ’ K32n+8 4 K32n+9 ’ K32n+10 ’
Ko Kpins Kionazs Kpninas Kionirss Kpnorss Knsrrs Ksonargs Kpnsro» Ko

32n+112 T3 320412 "1 3204132 T1 3204142 T 320415 T 3204162 T1 320417 0 T 3204182 FF 320419 TH 320420
Koot Ko s Kooz Kinioas Kpnnss Kioninss Kionanys Kiniags K'onings Ko

32n4+21° 71320422 ° 71320423 % 7320424 T 320425° 73204267 7320427 ° 7 32n+28 % 7320429 % 73204300

d n " Z n z n n z n n n n
K32n+31 = ((K(())Zo’(KIL) ls(Ké) Za(K?i)ZS’(KZ) 4,(K5L)Z5,(Kg)Z6,(K7( )Z75(K§ )ZS, (3)
(K5)®, (Kip) ™, (K{)™, (K )™ (Ki3) ™, (K™, (Kis) ™, (Kjg) ™ (Ki) ™, (Kg) ™,
(K™, (K 5™ (K5 )™ (K5 (K5 (K )7 (K50, (K 5) ™ (K5 ™ (K5
(K3)™ (K3)™, (K5)%)

Similarly, the decryption round keys of the second, third, and n—-round associated with encryption
round keys by the formula (3).

d d d d d d d d
(K K K32(i—1)+2 4 K32(i—1)+3 4 K32(i—1)+4 4 K32(i—1)+5 4 K32(i—1)+6 4 K32(i—1)+7 4

32(i-1) > B 32(-1)+1>
K3dZ(i—l)+8 > K;iZ(i—l)+9 > Kadz(i—1)+10 > K;iz(i—l)ﬂ 1 K;i2(i—l)+12 > Kfz(i—1)+13 > K;iZ(i—l)+l4 >
K3dz(i—1)+15 > K;iZ(i—l)+l6 > K;Z(i—l)+17 > K;iZ(i—l)-HS > K3dz(i—1)+19 > K3dz(i—1)+20 > K3dz(i—1)+21 >
K

d d d d d d
K32(i—1)+22 > K32(i—1)+23 > K32(i—1)+24 > K32(i—1)+25 > K32(i—1)+26 > K32(i—1)+27 s 3o i1)+28

K3dZ(i—1)+29 ’ KSdZ(i—l)+30 ’ K;Z(i—l)+31 )= ((K3C2(n—i+l) ), (K§2(11—i+1)+3() ), (K§2(n—i+l)+29 )®,
(K362(n—i+1)+28 )%, (K382(n—i+l)+27 ), (K3c2(n—i+l)+26 ), (K§2(n—i+l)+25 ), (K382(n—i+l)+24 )7, (4
(K;2(n—i+l)+23 )*, (K302(n—i+1)+22 ), (K§2(n—i+l)+21 )™, (K302(n—i+1)+20 )", (K3C2(n—i+l)+l9 )™,
(K;2(n—i+l)+18 )™, (K362(n—i+l)+17 )™, (K3C2(n—i+l)+16 )™, (K;2(n—i+l)+15 )™, (K;2(n—i+l)+l4 )™,
(KSCZ(n—iH)-%—IS )™, (K3cz(n—i+1)+12 )", (K3cz(n—i+1)+1 DA (KSCZ(n—iH)-%—lO )™, (K3C2(n—i+l)+9 ),
(Kgé(zz—i+1)+8 ), (K3cz(n—i+1)+7 )7, (K362(n—i+1)+6 ), (K3cz(n—i+1)+5 ), (K3cz(n—i+1)+4 ),

(K;Z(n—i+l)+3 )23 ’ (I<3(‘2(n—i+l)+2)22 ’ (I(;2(n—i+l)+l)z1 ’ (K3C2(n—i+l)+31 )ZO )’ l = 2”

As can be seen from equation (3) for decryption keys of encryption used in the reverse order, only

requires the computation of the inversion in accordance operation z;, i =0...15.When encryption

in the first round encryption keys Kg, Kf e, Kfs into subblocks are used in a operation z;,
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then decryption the output transformation requires the computation of inversion operation, ie.,
d _ c\Z d _ c\ 7 d _ c\Zs e oy _ - —
K32” = (KO) 0 B K32n+l = (Kl ) ! s eees K32”+15 = (KIS) s If Zo= Z3= Zg= Z9= Z|p= 215—mul, 72\1= Z4=

Z7= Z10= Z13= add, z,= zs=7g= z,,= z;4=Xor, then (3) the formula is as follows:

d d d d d d d d d d
(K32n ’ K32n+l 4 K32n+2 ’ K32n+3 4 K32n+4 ’ K32n+5 4 K32n+6 4 K32n+7 ’ K32n+8 4 K32n+9 4

K¢ K¢ K K¢ L KY K% K¢

KS . KS
3204102 > 3204110 3204120 D 3204135 B 3204145 B 3204155 B32pt160 P 3204170 B32nsiss
K3dzn+19 > K3dzn+20 > K3dzn+21 > K3dzn+22 > K3dzn+23 > K3dzn+24 > K3dzn+25 > K3dzn+26 > K3dzn+27 >
K;izwzs’ K:2n+29’K;2!2n+30’ K§2n+31) = ((Kg)_l ’_ch7ch’(K36)_ly_K:,K§,
(K =K7, Kg (K™ =Ko, KL (K S) ™=K Ky (K™ (KT ™
K1677_K188’(K189)_1’ch()’_KzCl’(chz)_l7K263’_ch4’(chs)_l7K§67_K§7’(K268)_17
K§9’_K3Co’(K§1)_l)
5.CONCLUSION

In paper on the basis of the network IDEA32-16 developed networks RFWKIDEA32-16,
RFWKIDEA32-8, RFWKIDEA32-4, RFWKIDEA32-2 and RFWKIDEA32-1. In developed
networks, as round functions you can choose any transformation, including one—way functions.
Because when decrypting no need to calculate inverse functions so to round functions, ie,

Based on these networks, when the length of the subblocks is equal to 32 bits, you can construct
the encryption algorithm is the block length of 1024 bits, while the length of the subblocks is
equal to 16 bits, you can construct the encryption algorithm is the block length of 512 bits and the
length of the subblocks is equal to 8 bits, we can construct the encryption algorithm is the block

length of 256 bits. If you choose as operations z, i=0...150peration mul, add and xor, all
possible variants of this choice is equal to3'° .

The advantage of the developed networks is that the encryption and decryption using the same
algorithm. It gives comfort for creating hardware and software—hardware tools.

In addition, as the round function using the round function of the existing encryption algorithms
for example, encryption algorithms based on Feistel network, you can developed these algorithms
on the basis of the above networks.
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