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Evaluat ing current  and for thcom ing 
proposals on JHA databases and a sm art  

borders system  at  EU externa l borders 

STUDY  

Abst ract  

This study exam ines current  and forthcom ing m easures related to the 
exchange of data and inform at ion in EU JHA policies, with a focus on the 
‘sm art  borders’ init iat ive. I t  argues that  there is no reversibilit y in the 
growing reliance on such schem es and asks whether current  and 
forthcom ing proposals are necessary and original. The study out lines the 
m ain challenges raised by the proposals, including issues related to the 
r ight  to data protect ion, but  also to pr ivacy and non-discr im inat ion. 
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JHA  Just ice and Hom e Affairs 

LI BE  Com m it tee on Civil Libert ies, Just ice and Hom e Affairs (EP)  

MS  Mem ber State 

NAFTA  North-Am erican Free Trade Area 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

EXECUTI VE SUMMARY 
This study argues that  there is no  reversibilit y  in the growing reliance on data and 
inform at ion exchange schem es for the conduct  of the European Union’s just ice and hom e 
affairs (JHA)  policies. The quest ion of whether or not  past  policy opt ions are reversible has 
indeed become cent ral in the debates surrounding this policy domain, which have been 
characterised over the past  few years by a steady flow of proposals aim ing at  establishing 
new, large-scale system s for law enforcem ent  purposes. I t  surfaces very st rongly in view of 
the forthcom ing legislat ive proposals on the 2011 ‘smart  borders’ init iat ive, to be tabled by 
the European Commission in December 2012, but  also when considering the broader 
landscape of EU Just ice and Hom e Affairs databases, of which ‘sm art  borders’ will be part . 
‘Sm art  borders’ consists of two data and informat ion exchange schemes:  the Ent ry/ Exit  
System (EES)  and the Registered Traveller Programme (RTP) . JHA databases and ‘sm art  
borders’ are  usually  not   considered  joint ly,  in the nam e of the separateness between 
EU policy domains falling under the rubric of the Area of Freedom, Security and Just ice 
(AFSJ)  – here, police and just ice cooperat ion – on the one hand, and external border 
cont rol on the other. 

I n Sect ion  2 ,  the study suggests that  the  cont inuous  expansion  of  data  and 
inform at ion  exchange  schem es  in  the  context   of  EU  AFSJ  policies  ca lls  this 
separateness  into  quest ion .  Over the past  decade, an increasingly dense landscape of 
data and inform at ion exchange schem es has grown out  of EU act ivit ies. I n an overview of 
what  it  called ‘informat ion management ’ in the EU published in 2010, the European 
Commission ident ified 25 such schemes, most  of them decided and im plem ented over the 
past  ten years, with m ore being either considered or in developm ent . What  is st r iking about  
this landscape is the way in which each new init iat ive is framed as a necessary measure to 
‘f ill  the gaps’ or   ‘connect   the dots’  in the data and informat ion that  nat ional and EU law 
enforcem ent  agencies, bodies and services can use. The quest ions raised by the ‘sm art  
borders’ init iat ive have to be understood in relat ion to this broader t rend and to the 
principles on which it  unfolds. 

I n Sect ion  3 ,  the study asks whether ‘sm art  borders’ are actually about  what  happens at  
the external, terr itor ial borders of the Mem ber States of the EU. The EES and the RTP are 
m ost ly about  what  happens before and after the border. I n conjunct ion with the Visa 
I nform at ion System  (VI S)  and the Schengen I nform at ion System  (SI S, and its would-be 
successor SI S I I ) , they foresee the establishm ent  of pre-  and post -border screening 
procedures target ing all foreign visitors to the EU. Associated with other data and 
inform at ion system s, they destabilise  the  fore igner / cit izen  divide  and lay down the 
condit ions for the proact ive m onitor ing and sort ing of large numbers of persons. 

I n Sect ion  4 ,  the study asks whether the impact  of sm art  borders, associated with other 
init iat ives on ‘JHA databases’, should be exclusively understood in term s of data protect ion. 
Mat ters related to ‘JHA databases’ m ight  be technical, but  the quest ions they raise touch 
upon key legal and polit ical issues. I n this sense, the lega l  cha llenge  re la ted  to  the 
r ight   to  data  protect ion  cannot  be overlooked. This legal challenge is embodied in the 
necessary debate surrounding the establishm ent  of JHA databases, which lies at  the heart  
of the proport ionality pr inciple test . Observing the requirem ents following from  the r ight  to 
data protect ion is necessary, but  it  should not   be  regarded  as  su ff icient   for   just ify ing 
new   data  and  inform at ion  exchange  schem es .  The m onitor ing and sort ing of large 
numbers of persons bear the potent ial for significant  social harm . A part icular challenge in 
this respect  is non-discrim inat ion, and the way in which the growing landscape of EU data 
and inform at ion exchange schem es can generate stat ist ica l discr im inat ion .  
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

KEY FI NDI NGS   

 The key quest ions involved in the discussion of JHA databases and ‘sm art  borders’ 
are reversibilit y, necessity and originality. 

 The im pact  of current  and forthcom ing m easures in these areas should not  only be 
discussed in relat ion to the r ight  to data protect ion. Key challenges include the r ight  
to privacy and non-discrim inat ion. 

 There is no clear definit ion of a ‘JHA database’. 

 Exist ing knowledge on JHA data and inform at ion exchange schemes highlights the 
absence of a regular effort  at  consolidat ing a detailed picture of all data and 
informat ion exchange in the field of just ice and home affairs, across measures and 
policy dom ains. The dist inct ion between cent ralised and decent ralised system s 
among JHA databases is m isleading. 

 The EU JHA database landscape involves dist r ibuted systems, which does not  mean 
that  there is a st ructural guarantee that  data and inform at ion exchanges are 
compartmentalised. Among these dist r ibuted systems, the dist inct ion between 
personal and non-personal data is increasingly replaced by the dist inct ion between 
personal and operat ional data, the lat ter involving ‘anonym ised’ or ‘depersonalised’ 
data. The maintenance of this dist inct ion depends on the capacity of law-
enforcem ent  agencies to effect ively depersonalise data, which raises issues related 
to the r ight  to data protect ion and beyond, to privacy and non-discrim inat ion. 

 The main t rend in the EU landscape of JHA databases is towards mult i-purpose data 
and inform at ion schem es, in the context  of a growing convergence towards law-
enforcement  as intelligence rather than crim inal invest igat ion. This t rend is nurtured 
by the focus on ‘informat ion management ’, understood as the prom ot ion of 
informat ion-sharing by default ,  availabilit y and interoperabilit y. 

 I n this context , EU agencies and bodies have increasingly becom e data processors in 
their  own right , and are confronted with the implicat ions of the abovement ioned 
t rends. Act ivit ies linked to the m anagem ent  of large-scale I T system s should also be 
addressed in this regard, insofar as m anagem ent  seem s to include the m onitor ing of 
research and the steering of pilot  schemes to develop further JHA databases. 

 Current  and forthcom ing proposals, especially the EU PNR (Passenger Nam e Record)  
and EU TFTS (Terrorist  Finance and Tracking System)  init iat ives, raise the quest ions 
of mass data processing for law-enforcement  purposes, autom ated data processing 
and profiling as potent ial future t rends with regard to JHA databases. 

 The ‘smart  borders’ init iat ive aim s at  supplement ing the SI S and VI S by logging 
movements in and out  of the Schengen area (Ent ry/ Exit  System )  and facilitat ing 
fast - t rack ent ry for pre-vet ted registered t ravellers (Registered Traveller 
Program m e) . The degree to which ‘sm art  borders’ is the inevitable outcome of 
exist ing EU policies on external border cont rol, m igrat ion and visas can however be 
challenged, considering the t rack record of these m easures and the change in scope, 
purpose and costs that  they have experienced over the past  decade. 

8   



  

____________________________________________________________________________________________  

 

    
 

  

 
 

 
  

 

 

  
 

   
 

 

 

   
 

 
 

 
 

  
  

 
 

 

   

  
 

  

  
 

  
 

Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

 The ‘smart  borders’ system is no longer only and mainly about  borders:  I t  involve 
the surveillance of foreigners t ravelling to, within and out  of the Union. 

 The planned ‘Ent ry-Exit  System ’ will lead to the fingerprint ing of all third-count ry 
nat ionals enter ing the European Union, significant ly expanding the EU’s biom et r ic 
inform at ion system s and increasing the am ount  of personal data accessible to law 
enforcement  and security agencies. 

 The planned ‘Registered Traveller Program m e’, under which business and other 
frequent  t ravellers would benefit  from  faster crossings, will inst itut ionalise a two- t ier 
border cont rol system in the EU based on crude indicators such as wealth, 
nat ionality, employer and t ravel history. I n envisaging the gradual replacement  of 
border guards with ‘Autom ated Border Control’ gates, the planned ‘sm art  borders’ 
proposals m ay also pave the way for increased surveillance of EU cit izens, whose 
m ovem ents could easily be recorded and stored in future. 

 The proposed European Border Surveillance System (EUROSUR)  is the most  
ambit ious surveillance system ever envisaged by the EU with important  implicat ions 
for the protect ion of fundamental r ights and democrat ic cont rol, which should be 
assessed in the same way as other ‘smart  border’ proposals. 

 The first  legal challenge posed by JHA databases relates to the pr inciple and 
fundamental r ight  of pr ivacy. I ndependent ly from  the personal character of the 
inform at ion collected and/ or processed, databases are in tension with the general 
EU principle of pr ivacy, which extends beyond data protect ion to the wider r ight  to 
pr ivate life as envisaged in the Charter and also includes ‘anonym ised’ or 
‘operat ional’ data. The condit ions under which de-personalised data can or could be 
re-personalised by law enforcem ent  authorit ies are of utmost  relevance. 

 JHA databases have a very broad personal scope as they cover a wide range of 
individuals with a variety of legal statuses in accordance with EU law. This leads to a 
blurr ing of the targeted individuals as data subjects and to negat ive repercussions 
over the principle of legal certainty. They also fail to take into account  the inherent  
vulnerabilit y of certain groups of t ravellers and foreigners. Non-EU cit izens can 
experience even more difficult ies as regards the r ight  to be inform ed, to access their 
data and to effect ive rem edies. This r isk is further increased due to the existence of 
mult iple EU systems working on different  EU AFSJ policy areas. 

 An addit ional legal challenge pertaining to JHA databases and ‘sm art  borders’ 
concerns the actual necessity surrounding the establishm ent  of JHA databases, 
which lies at  the heart  of the proport ionality pr inciple test . I t  is at  present  far from  
clear to which extent  these system s pass sat isfactorily the necessity test  as applied 
by the European Court  of Hum an Rights and the Court  of Just ice of the European 
Union. 

 While nat ionality and legal status may not  be considered as connect ing factors for 
act ivat ing the EU non-discr im inat ion system  of protect ion for third-count ry nat ionals 
(TCNs) , any person ( independent ly of his/ her adm inist rat ive m igrat ion status)  is a 
beneficiary of the general non-discrim inat ion protect ion, which const itutes a well-
established principle in the EU legal regim e now expressly enshrined in Art icle 21 of 
the EU Charter. These apply equally to EU cit izens and foreigners. 

 I t  is challenging to dist inguish discrim inat ion on the basis of race and ethnic origin 
from that  of ‘nat ionalit y ’.  The exclusion of nat ionality discrim inat ion in the scope of 
the Race Equality Direct ive is somehow at  odds with a reality where discr im inat ion 
of TCNs is ‘mult i-grounded’ or mult i- faceted. How can border cont rols be carr ied out  
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in such a way that  they discrim inate only on grounds of nat ionality, and without  
using nat ionality to just ify indirect  discrim inat ion on prohibited grounds? 

 JHA databases and smart  borders work on the basis of ‘autom ated decision-m aking’ 
parameters, which correspond to what  has been denom inated as ‘profiling’ or 
‘predict ive data-m ining’. Profiling is used to ‘select ’ a group of people as a potent ial 
r isk or a threat  and may lead to discrim inatory ethnic profiling, which is by nature 
difficult  to reconcile with the obligat ion for nat ional and EU law enforcement  
authorit ies and agencies not  to discrim inate on grounds of a sensit ive nature such as 
nat ional or ethnic or igin. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

1 . I NTRODUCTI ON 

KEY FI NDI NGS   

 The key quest ions involved in the discussion of JHA databases and ‘sm art  borders’ 
concern their  reversibilit y, necessity and originality. 

 The im pact  of current  and forthcom ing m easures in these areas should not  only be 
discussed in relat ion to the r ight  to data protect ion. Key challenges include the r ight  
to privacy and non-discrim inat ion. 

This study argues that  there  is  no  reversibilit y  in  the  grow ing  re liance  o n  data  and 
inform at ion  exchange  schem es  for   the  co nduct   of  the  European  Union’s  Just ice 
and Hom e Affa irs ( JHA)  policies.  The quest ion of whether or not  past  policy opt ions are 
reversible has indeed become cent ral in the debates surrounding this policy domain, which 
have been characterised over the past  few years by a steady flow of proposals aim ing at  
establishing new large-scale systems for law enforcement  purposes. I t  surfaces very 
st rongly in the forthcom ing legislat ive proposals on the 2011 ‘smart  borders’ init iat ive,1 to 
be tabled by the European Commission in Decem ber 2012, but  also when considering the 
broader landscape of EU JHA databases of which ‘smart  borders’ will be part . 

The discussion on reversibilit y t ies in with the issue of necessity. Proposals for new data 
and inform at ion exchange schemes are  current ly  presented  as  necessary 
com plem ents  to  previo usly  adopted  m easures .  To  w hat   ex tent   can  necessit y  be 
assessed  in  the  sam e  w ay  for   law  enfo rcem ent   and  secur it y  services,  for   the 
concerns  of  EU  cit izens  and  fore igners  t ravelling  t o  the  EU,  and  for   the  good 
funct ioning of our  dem ocrat ic societ ies?  The concern here is legal (necessity as part  of 
the proport ionality test )  and polit ical, insofar as the reliance on data and inform at ion 
exchange for law-enforcem ent  purposes can generate significant  social harm . Current  and 
forthcom ing JHA databases and other init iat ives such as the ‘sm art  borders’ system  
envisage a significant  increase in the amount  of data and informat ion collected, exchanged 
and processed by law-enforcem ent  and security services. As such, they are not  only an 
‘upgrade’ of established law-enforcem ent  pract ices, but  underpin their t ransform at ion – as 
we will show through the discussion of the ‘smart  borders init iat ive’, of the terr itor ial scope 
of these pract ices in part icular. Necessity t ies in with legal challenges associated with the 
fundam ental r ight  to data protect ion, but  also with the general pr inciples of pr ivacy and 
non-discrim inat ion. ‘JHA databases’ also raise the quest ion of financial r isks t ied to the cost  
of these m easures, and with the social and polit ical effects associated with placing 
dem ocracy under non-proport ional form s of surveillance. 

I n this perspect ive, the  other   issue  to  consider   is  that   of  or igina lity .  Current  
proposals, including ‘sm art  borders’ as well as the establishment  of an EU Passenger Nam e 
Record system  (EU PNR)  and Terror ist  Finance Tracking System  (TFTS)  or the creat ion of a 
European Border Surveillance System (EUROSUR)  take their cue from  m easures adopted or 
considered by the US government  under the adm inist rat ion of George W. Bush and in 
Aust ralia during the previous adm inist rat ion in office. They are also inspired by the 
feasibilit y est im ates and dem onst rat ion efforts of the US and EU defence and security 
indust ry. To  w hat   extent ,  how ever,  are  they  reflect ive  of  the  legal  obligat ions, 
pr inciples  and  va lues  inscr ibed  in  the  EU  Treat ies  and  other   inst rum ents 
com posing  the  European  legal  system ?  These obligat ions, principles and values, as 
sect ion 4 will highlight , are not  lim ited to the r ight  to data protect ion, but  include other 
issues related to their contested relat ionship with EU general pr inciples of pr ivacy and non-
discrim inat ion, which are now embodied as legally binding commitm ents in the EU Charter 

1 European Comm ission (2011) , Smart  borders – opt ions and the way ahead, COM(2011)  680 final, 25.10.2011. 
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of Fundam ental Rights. 

1 .1 .  Background to the discussion 
The background to the present  study is the quest ion of current  and forthcom ing proposals 
on JHA databases, including the impact  of the int roduct ion of a ‘smart  borders’ system  at  
the external borders of the European Union. The system  consists of two addit ional data and 
inform at ion exchange schem es, the Ent ry/ Exit  System (EES)  and the Registered Traveller 
Program m e (RTP) . JHA databases and ‘smart  borders’ are  usua lly  not   considered 
joint ly,  in  the  nam e  of  the  sepa rateness  betw een  EU  policy  dom ains  falling under 
the rubric of the Area of Freedom , Security and Just ice (AFSJ)  – here, police and just ice 
cooperat ion – on the one hand, and external border cont rol on the other. The cont inuous 
expansion  of  data  and  inform at ion  exchan ge  schem es  in  the  context   of  EU  AFSJ 
policies  (docum ented in sect ion 2) , how ever, ca lls th is separateness into quest ion .  

Over the past  decade, an increasingly dense landscape of data and inform at ion exchange 
schem es has grown out  of EU act ivit ies. We use the term  ‘landscape’, here, to highlight  
that  this development  challenges the legal scope of r ights and freedoms, as well as the 
t radit ional horizons of law-enforcement  act ivit ies, which are anchored in the not ion of 
terr itory. I n an overview of what  it  called ‘informat ion management ’ in the EU published in 
2010, the European Commission ident ified 25 such schemes, most  of them  decided and 
implemented over the past  10 years, with more being either considered or in development . 
What  is st r ik ing about  this landscape is the way in which each new init iat ive is framed as a 
necessary measure to  ‘f ill  the  gaps’  or   ‘connect   the  dots’  in the data and informat ion 
that  nat ional and EU law enforcement  agencies, bodies and services can use. The 
quest ions ra ised by the ‘sm art  borders’ in it ia t ive  have to be understood in re la t ion 
to th is broader  t rend and to the pr inciples on w hic h it  unfolds. 

The background to the current  EU ‘sm art  borders’ init iat ive should be discussed at   least  
in  par t   in  re la t ion  to  the  act ions  under taken  by  se cur it y  agencies  in  the  United 
States  in  the  im m ediate  a fterm ath  of  the  a t tacks  of   1 1   Septem ber  2 0 0 1 .  On the 
one hand, US agencies began dem anding advance inform at ion on foreign nat ionals enter ing 
the count ry. I nit ially, this data was derived from  exist ing data collect ion schemes, such as 
passenger m anifests and air line reservat ion databases. The situat ion also led, however, to 
the accelerated implem entat ion of m easures that  had been in discussion since the m id-
1990s, including a foreseen autom ated ent ry-exit  system, which would ult im ately be 
m erged under the heading of the ‘US-VI SI T’ scheme.2 Alm ost  all non-NAFTA (North 
America Free Trade Area)  nat ionals now require pre-authorisat ion from the Departm ent  of 
Homeland Security to enter the US;  they are also fingerprinted upon arr ival at  the US 
border under the US VI SI T schem e. On the other hand, problem s encountered in the 
implem entat ion of tougher border cont rols at  the US-Canadian border, especially the 
lengthening of delays at  border checkpoints, led to discussions on the establishm ent  of a 
new approach to border cont rol, dubbed ‘sm art  borders’. This approach, which foresaw the 
redeployment  of US border cont rols in partner count r ies by means of exchanges of 
inform at ion and of border cont rol personnel, was enacted through the adopt ion of an Act ion 
Plan for Creat ing a Secure and Smart  Border, announced in December 2001 and endorsed 
in the 2002 US Nat ional Hom eland Security St rategy.3 I nterest ingly, the efforts associated 
with the establishm ent  of such a ‘North American perim eter’ took their cue from  EU 
cooperat ion in the context  of Schengen.4 

2 For further discussion, see:  Hobbing, P. and Kowslowski, R. (2009) , The tools called to support  the ‘delivery’ of 

freedom , security and just ice:  a comparison of border secur ity system s in the EU and in the US, PE 410.681, 
Brussels, February 2009. 
3 For further details see Kowslowski, R. (2005) , “Smart  Borders, Vir tual Borders or No Borders:  Hom eland Secur ity 
Choices for the United States and Canada” , Law & Bus. Rev. Am ., 2005, 11(527) . 
4 I dem .  For a com parat ive EU-North Am erica effort , see the outcome of the research funded by the European 
Comm ission’s DG Relex on EU-Canada relat ions in:  Scherrer, Guit tet  and Bigo (eds.)  (2009) , Mobilités sous 
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The European Union has experienced a sim ilar accelerat ion, with init iat ives that  had been 
stopped or postponed prior to 2001 being fast - t racked (and even more so after the at tacks 
of 11 March 2004 in Madrid) .5 I t   has how ever  in it ia lly  take n a slight ly dif ferent  path 
to border  cont rol and  resisted  the  tem pta t ion of a  blanket  collect ion of  t ravellers’ 
data .  I t  f irst  developed the EU Visa I nformat ion System (VI S) , which requires all foreign 
ent rants subject  to visa requirem ents to provide fingerprints and biographical details as 
part  of the applicat ion process. Schengen consulates across the world are now being 
connected to the VI S and equipped to register visa applicants and process their 
fingerprints. VI S data are stored cent rally, alongside but  separately from  the Schengen 
I nform at ion System  (SI S/ SI S I I ) , which contains inform at ion about  persons to be refused 
ent ry or subject  to specific checks and act ions. The ‘smart  borders’ init iat ive builds on 
discussions on the feasibilit y and desirability of the VI S in 2004. The Ent ry/ Exit  System  
(EES) , which forms the cornerstone of the current  init iat ive, was then discarded as a 
cost lier opt ion, only to be re- int roduced as a necessary complement  to the VI S in the 
Com m ission’s 2008 ‘border package’ – despite the fact  that  the VI S had not  been rolled out  
at  the t ime. I n lieu of a complem ent , however, EU ‘smart  borders’ appear to bring the EU 
closer to the posit ion held by the previous US adm inist rat ion on the quest ion. 

The three issues ment ioned above – reversibilit y, necessity and originality – are thus 
cent ral to the discussion of EU ‘smart  borders’ in the context  of current  and forthcom ing 
proposals on EU JHA databases. I n this regard, it  seem s im portant  to ask whether ‘sm art  
borders’ are actually about  what  happens at  the external, terr itor ial borders of the Member 
States of the EU. The  EES  and  the  RTP  are  m ost ly  about   w hat   happens  b efore  and 
after   the border .  I n conjunct ion with the VIS and the Schengen I nform at ion (SI S, and its 
would-be successor SI S I I ) , they foresee the  establishm ent   of  pre   and  post  border  
screening  procedures  target ing  a ll  fore ign  visitors   to  the  EU.  Associa ted  w ith 
other   data  and  inform at ion  system s,  they  destabilis e  the  fore igner / cit izen  divide 
and  lay  dow n  the  condit ions  for   the  proact ive  m onit or ing  and  sta t ist ica l 
surveillance of a  la rge num ber of persons .  

1 .2 .  JHA databases and sm art  border s: The quest ion of im pact  
The pace at  which the EU’s JHA database landscape is expanding has caused a num ber of 
tensions among EU inst itut ions and bodies in recent  years. These tensions have often been 
fram ed in reference to the r ight  to data protect ion and privacy, due to the act ive 
involvem ent  of data protect ion authorit ies, especially the European Data Protect ion 
Supervisor (EDPS)  and the Art icle 29 Working Group on Data Protect ion.  

Should  the  im pact   of  sm art   borders,  asso cia ted  w ith  other  in it ia t ives  on  ‘JHA 
databases’,  be  understood,  how ever ,  only  in  term s  of  data  protect ion?  These 
tensions are certainly a rem inder that  m at ters related to ‘JHA databases’ m ight  be 
technical, but  that  the quest ions they raise touch upon key legal and polit ical issues. I n this 
sense, the legal challenge related to the r ight  to data protect ion cannot  be overlooked. 
This  legal  challenge  is  m ainly  em bodied  in  the  necessity  debate  surrounding  the 
establishm ent   of  JHA  databases,  w hich  lies  a t   the  hear t   of  the  propor t ionality 
pr inciple  test .  Observing the requirem ents following from  the r ight  to data protect ion is 
prerequisite, but  should not  be regarded as sufficient  for just ify ing new large-scale 
inform at ion-exchange schem es. The m onitor ing and sort ing of large numbers of persons, of 
which smart  borders init iat ive, however, is only one component , bears the potent ial for 
significant  social harm . A part icular quest ion of concern in this respect  is non-
discrim inat ion, and the way in which the growing landscape of EU data and informat ion 
exchange schem es can  generate  effects  of  sta t ist ica l  discr im inat ion  due  to  the 

surveillance:  Perspect ives croisées UE-Canada, Mont real:  Athena, 2009;  M. Salter (ed.) , Mapping Transat lant ic 

Secur ity  Relat ions:  The EU, Canada and the War on Terror ,  London:  Rout ledge, 2010. See also Fortmann, Roussel 
and Macleod (eds.)  (2003) , Vers des périmèt res de sécurité?:  La gest ion des espaces cont inentaux en Amérique 

du Nord et  en Europe,  Mont real:  Athena, 2003. 
5 See:  Mitsilegas, V. (2005) , “Cont rôle des ét rangers, des passagers, des citoyens:  surveillance et  ant i-
terror ism e” , Cultures & Conflit s, 2005, n° 58, pp. 155-181. 
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logics  of  profiling  and  data m ining  pe r ta in ing  to  JHA  databases  and  sm art  
borders .  

To exam ine the quest ion of impact  in relat ion to the discussion on reversibilit y, necessity   
and originality, the study unfolds as follows:   

 Sect ion 2 exam ines the landscape of JHA databases in the European Union.   
 Sect ion 3 exam ines in detail the ‘smart  borders’ init iat ive.   
 Sect ion 4 addresses the legal challenges raised by EU act ivit ies related to JHA  

databases, including the systems foreseen by the ‘smart  borders’ init iat ive. 
 Sect ion 5 lays out  recommendat ions for considerat ion by the European Parliam ent ’s 

LI BE (Civil Libert ies, Just ice and Home Affairs)  Commit tee. 

2 . THE LANDSCAPE OF JHA DATABASES I N  THE EU 

 There is no clear or commonly shared definit ion of a ‘JHA database’. 

 Exist ing knowledge of JHA data and inform at ion-exchange schemes highlights the 
absence of a regular effort  at  consolidat ing a detailed picture of all data and 
informat ion exchange in the Area of Freedom , Security and Just ice, across m easures 
and policy domains. 

 The dist inct ion between cent ralised and de-cent ralised systems among JHA 
databases is m isleading. The EU JHA database landscape involves dist r ibuted 
system s, which does not  m ean that  there is a st ructural guarantee that  data and 
informat ion exchanges are compartmentalised, and thus cannot  be said to be data 
protect ion-compliant  by default . 

 Among these dist r ibuted systems, the dist inct ion between personal and non-
personal data is increasingly replaced by the dist inct ion between personal and 
operat ional data, the lat ter involving ‘anonym ised’ or ‘depersonalised’ data. The 
maintenance of this dist inct ion depends on the capacity of law-enforcement  
agencies to effect ively depersonalise data, which raises issues related to the r ight  to 
data protect ion and more generally to the fundamentals of pr ivacy and non-
discrim inat ion. 

 The main t rend in the EU landscape of JHA databases is towards mult i-purpose data 
and inform at ion schem es, in the context  of a growing convergence towards law-
enforcement  as intelligence rather than crim inal invest igat ion. This t rend is nurtured 
by the focus on ‘informat ion management ’, understood as the prom ot ion of 
informat ion-sharing by default ,  availabilit y and interoperabilit y. 

 I n this context , EU agencies and bodies have increasingly becom e data processors in 
their own r ight , and are confronted with the implicat ions of the above-ment ioned 
t rends. Act ivit ies linked to the m anagem ent  of large-scale I T system s should also be 
addressed in this regard, insofar as m anagem ent  seem s to include the m onitor ing of 
research and the steering of pilot  schemes to develop further JHA databases. 

 Current  and forthcom ing proposals, especially the EU PNR and EU TFTS init iat ives, 
raise the quest ions of m ass data processing for law-enforcem ent  purposes, of 
autom ated data processing and of profiling as potent ial future t rends with regard to 
JHA databases. 

KEY FI NDI NGS   
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

This sect ion exam ines the landscape of JHA databases in the EU, taking into account  
funct ioning schemes, current  and forthcom ing legislat ive and policy proposals. I t  does not  
detail all exist ing informat ion exchange schemes related to the EU’s JHA policies:  a more 
systemat ic overview is provided in the analyt ical table on JHA Databases found in Annex 1 
of this study.6 The  a im   is  ra ther   to  tease  out   w hat   holds  th is  land scape  together .  
Are there any  com m onalit ies  between JHA-related data and inform at ion exchange 
schem es, despite the differences in aims and object ives, policy dom ains and technical 
architecture? W hich  k ind  of  policy  or ientat ion  do  these  com m onali t ies  suggest? 
What  is, finally, the involvem ent  of EU agencies and bodies in th is l andscape? 

The sect ion falls into three specific parts:  

 We first  discuss, on the basis of current ly available knowledge, whether it  is 
possible to ident ify clearly what  a JHA database is (2.1) ;  

 We then proceed to exam ine current  and forthcom ing proposals (2.2)  and 

 We further discuss the policy or ientat ions that  com m on t raits of JHA databases 
denote, including the implicat ions of these orientat ions for the act ivit ies of EU 
agencies and bodies (2.3) . 

6 A part ial overview is also available in ear lier work conducted on behalf of the LI BE Comm it tee of the European 
Parliam ent , see Bigo, Carrera et  al.  (2011) , Towards A New EU Legal Fram ework for Data Protect ion and Privacy ,  
PE 453.216, Brussels, September 2011, esp. pp. 40-56;  Scherrer, Jeandesboz,, Guit tet  (2011) , Developing an EU 

I nternal Secur ity St rategy, fight ing terror ism  and organised cr ime, PE 462.423, Brussels, November 2011, esp. 
pp. 91-108. 
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2 .1 .  W hat  is a  JHA database? 
There  is  no  clear  defin it ion of  a   ‘JHA database’ .  I n the 2010 Communicat ion where it  
seeks to provide an overview of such measures, the European Com m ission refers to 
‘informat ion management ’, part ly it  seems because ‘JHA databases’ com prise a variety of 
set -ups with different  purposes, technical architectures, rules of access and data protect ion 
provisions.7 For this reason, rather than start ing from  a working definit ion, this sect ion first  
exam ines the knowledge available to EU bodies on ‘JHA databases’ (2.1.1) .  We further  
discuss the key dist inct ions m ade by the Commission to categorise these schemes, and 
especially the three that  appear cent ral:  

1.   Architecture  of  the  schem e.  The Commission dist inguishes between cent ralised 
and decent ralised schem es. I t  further extends this discussion to point  out  that  
overall,  the landscape of JHA databases is m ade up of dist r ibuted schem es, 
suggest ing this is a favourable outcome for the persons concerned with these 
schem es. Here the quest ion raised is whether such a dist inct ion is meaningful when 
considering the impact  of these schemes (2.1.2) . 

2.   Personal  and  non personal  data .  The Com m unicat ion excludes from  its scope 
m easures involving “ the exchange of non-personal data for st rategic purposes, such 
as general r isk analyses or threat  assessments” . Again, the quest ion we raise is 
whether this dist inct ion is m eaningful and whether, as the Com m unicat ion 
apparent ly assum es, the exchange of “non-personal data”  is any less problem at ic 
than the exchange of “personal data”  (2.1.3) . 

3.   Purpose.  The Communicat ion establishes for each scheme the ‘m ain purpose’ that  
it  is related to. The very formulat ion used in the document  does suggest  that  one of 
the characterist ic t rends of the current  landscape of JHA data and informat ion 
exchange schem es is the m ove towards mult i-purpose measures, which are 
at t r ibuted a ‘main’ or preferent ial purpose but  generally serve others as well (2.1.4) . 

For each of the points addressed below, we will point  out  issues that  will be explored 
further in the remainder of the study, and out line a set  of quest ions which can be raised by 
the LI BE Commit tee in future discussions on JHA databases. 

2.1.1. JHA databases:  What  is the available knowledge? 

How m uch knowledge do EU agencies and bodies have of exchanges of informat ion related 
to JHA policies? Such a quest ion is not  purely rhetorical given the expansion of this policy 
domain as well as the mult iplicat ion of init iat ives in the area of informat ion exchange since 
the beginning of the 2000s. We will return to this discussion, but  the fact  that  it  is only in 
November 2009 that  the Council adopted a EU inform at ion m anagem ent  st rategy ( I MS)  
suggests in addit ion that  this process has advanced in m ost ly ad hoc term s – hence the 
quest ion of available knowledge. 

The first  overview of these issues is the above-ment ioned Commission Communicat ion of 
July 2010 on “ inform at ion m anagement  in the area of freedom, security and just ice” . The 
need for such an overview is fram ed in three different  ways in the docum ent : 8 

1.   As a way to inform  cit izens of “what  personal data are processed and exchanged 
about  them, by whom  and for what  purpose” ;  

2.   As a cont r ibut ion to an “ inform ed policy dialogue with all stakeholders”  and 

3.   As a response to “ calls by Member States to develop a m ore ‘coherent ’ approach to  
the exchange of personal informat ion for law enforcement  purposes” , in the context  
of the adopt ion of the EU I nform at ion Managem ent  St rategy and of the object ive 
laid down in the Stockholm  Programme of developing a “European I nform at ion 

7 European Comm ission (2010) , Overview of informat ion m anagem ent  in the area of freedom, secur ity and just ice,   
COM(2011)  385 final, Brussels, 20.7.2010.   
8 I bid,  p. 3.   
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Exchange Model” . 

What  surfaces through these three points is certainly the difficulty for pract it ioners 
themselves to keep t rack of precisely which kind of informat ion is exchanged, and by which 
means – let  alone for cit izens and civil society groups. This raises two issues:  

1.   On the quality and indeed possibilit y of report ing on data and informat ion schemes 
in EU JHA policies for the informat ion of EU inst itut ions, concerned cit izens, groups 
and organisat ions and the general public. The contents of the Com m unicat ion 
highlight  the piecemeal character of informat ion related to the actual use of JHA 
informat ion-exchange schemes. The effort  put  into the stat ist ical annex of the 
document  is welcome, but  also points  out   the  absence  of  a   regular   ( possibly 
year ly)  effor t  a t  consolidat ing an over a ll picture of  inform at ion exchange  in 
the f ie ld of  j ust ice and hom e affa irs .  Such report ing is available for a number of 
schemes, e.g. the SI S for border cont rol,9 Eurodac for the EU asylum  policy10 or the 
Prüm decision and for police cooperat ion.11 For other set -ups such as the ‘Swedish 
init iat ive’, some data are available but  not  on a regular basis.12 

2.   On the effect ive handling of data and informat ion:  is it  possible for the agencies, 
bodies and services involved in the daily handling of data and informat ion to keep 
t rack of what  is available, where and how, and how this affects their own input? This 
quest ion involves important  issues such as the  possibilit y  of  m ult iple   ent r ies, 
data  and  inform at ion  duplicat ion,  over laps  and  quality  of  data   and 
inform at ion .  Another issue is the com pet it ion betw een pract it ioners  in access 
to  data   and  inform at ion exchange  schem es  and  cont ro l  over   them :  such 
com pet it ions can go som e way to explain the current  proliferat ion of ‘JHA databases’ 
and further increase the r isks of mult iple ent r ies, duplicat ion, overlaps and poor 
quality of data. 

The second overview of informat ion exchanges related to EU JHA policies produced in 
recent  years has taken place in the context  of the Union’s border cont rol policy, following 
the so-called ‘29 m easures’ Council Conclusions of 1 March 2010.13 Under the aegis of the 
Belgian federal police, Project  Group ‘Measure 6’ set  out  to build “an accurate picture of the 
actual situat ion of the inform at ion gathered and/ or processed within the MS and [ …]  EU 
agencies and bodies on illegal imm igrat ion, illegal imm igrat ion networks, and t rafficking of 
human beings and as a longer term  object ive other form s of cross border cr im e covered by 
integrated border management” .14 The final report  of the project  includes descript ive 
flowcharts between stakeholders.15 The need to undertake the project  in the first  place 
further confirms the not ion conveyed by the Commission’s 2010 Communicat ion that  the 
pract it ioners involved e ither  in policy decisions a bout  exchanges of inform at ion or  

9 Circulated by the Council Secretar iat  on a yearly basis. For the latest  (2011)  SI S stat ist ics, see:  Council of the 
European Union (2012) , Schengen informat ion system  database stat ist ics 01/ 01/ 2012, 8281/ 12, Brussels, 
28.3.2012. 
10 Circulated by the European Comm ission to the Council and the European Parliament . For the latest  instalm ent , 
see:  European Com mission (2012) , Annual report  to the European Parliam ent  and the Council on the act iv it ies of 

the EURODAC Central Unit  in 2011, COM(2012)  533 final, 21.9.2012. 
11 Circulated by the Council General Secretariat  to the Working Party on Data Protect ion and I nform at ion Exchange 
on a yearly basis. For the latest  instalm ent, see:  Council of the European Union (2012) , Stat ist ics and reports on 

automated data exchange for 2011, 11367/ 12, Brussels, 20.6.2012. 
12 I n May 2011, the Comm ission forwarded to the Council a report  on the operat ion of the “Swedish init iat ive”  on 
the basis of Art icle 11 of Council Fram ework Decision 2006/ 960/ JHA of 18 December 2006 on sim plify ing the 
exchange of informat ion and intelligence between law enforcement  author it ies of the Mem ber States of the 
European Union (OJ L386/ 89, 29.12.2006) . See:  European Comm ission (2011) , Operat ion of the Council 

Fram ework Decision 2006/ 960/ JHA of 18 December 2006 ( “Swedish I nit iat ive” ) ,  SEC(2011)  593 final,  Brussels, 
13.5.2011. 
13 Council of the EU (2010) , Council Conclusions on 29 m easures for reinforcing the protect ion of the external 

borders and combat ing illegal im m igrat ion,  6975/ 10, Brussels, 1.3.2010. 
14 Council of the EU (2010) , Project  Group on measure 6 , 14011/ 10, Brussels, 24.9.2010, p. 2.   
15 Council of the EU (2011) , Final report  and recomm endat ions of Project  Group "Measure 6" , doc. 7942/ 2/ 11,   
Brussels, 6 July 2011, pp. 14-21.   
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

in   the ir   actua l  conduct   have  a  som et im es  lim ited  overview   of  the ir   breadth  and 
depth .  A further quest ion is the extent  to which the st rategic vision art iculated by 
docum ents such as this com m unicat ion or the European Inform at ion Managem ent  St rategy 
(discussed below in 2.3.1)  is actually shared by pract it ioners beyond the specific groups in 
charge of st rategy and policy developm ent .16 

The European Commission’s DG Hom e is current ly undertaking the third overview effort  as 
part  of the European I nformat ion Exchange Model (EI XM)  project . EI XM will be presented in 
a Commission Communicat ion expected in December 2012. EI XM is steered by Directorate 
A ( I nternal Security)  as part  of the police and just ice cooperat ion aspects of the EU’s JHA 
policies. This leads to a quest ion regarding the lim ited overview that  pract it ioners have of 
data and inform at ion exchange:  To w hat  extent   is  it  due to diverging pr ior it ies,  i f  not  
out r ight   tensions,  am ong  var ious  agencies,  bodies  a nd  services?  Each schem e 
reviewed in this study services and is steered by specific groups of pract it ioners. I n the 
case of the European Com m ission’s DG Hom e, Directorate A is involved with schemes such 
as the Prüm Decision or the Swedish init iat ive (although the extent  of the Com m ission’s 
competencies are lim ited) , while Eurodac, SIS I I  and VI S are steered by several units in 
Directorate B and Directorate C, in most  cases with dist inct ions between ‘policy’ units and 
‘technical’ units (Eurodac being the only except ion, the policy and technical teams being 
regrouped in Unit  Home B.2) . The quest ion of the depth and breadth of int ra-  and inter-
service consultat ions for the purpose of the EI XM will therefore be cent ral when assessing 
the results of the Commission’s review exercise. 

The two completed overview exercises so far and EI XM in name have two points in 
com m on:  

1.   They suggest , first ly, that  decision-m akers and pract it ioners involved with 
exchanges of inform at ion have  a  lim ited  grasp  of  the  overa ll  picture  of 
inform at ion  exchange  re la ted  to  the  EU’s  JHA  polici es .  This lim ited grasp 
should be understood in relat ion with the tensions between the various groups 
involved with each specific scheme. This  fur ther   ra ises  the  quest ion  of  the 
capacity  of  concerned  cit izens,  groups   and  organisat ions  outside  re levant  
inst itut ions  and  bodies  to  obta in  sat isfactory  info rm at ion  on  the  use  of 
personal  data  and  inform at ion  exchange ,  outside of fair ly circumscribed policy 
areas and inform at ion exchange schem es. 

2.   They do not  allow ident ifying the main characterist ics of what  would be an EU ‘JHA 
database’. I n the 2010 Commission Communicat ion, ‘inform at ion m anagem ent ’ is 
not  a clear term inology, and encompasses schem es with different  technical 
architectures and purposes. The only exclusion criter ia is that  exchanges of 
informat ion involv ing so-called ‘non-personal data’, i.e. operat ional and st rategic 
informat ion, fall outside the scope of the overview. This appears to be an uneasy 
dist inct ion:  some informat ion exchange schemes, such as the Analyt ical Work Files 
(AWFs)  component  of the Europol informat ion system (EI S)  combine both 
operat ional informat ion and personal data (EI S features in the 2010 Communicat ion 
in this regard) . Furthermore, the not ion that  ‘non-personal data’ are less 
problemat ic has to be exam ined further:  while ‘non-personal data’ fall outside the 
scope of data protect ion concerns, their use m ight  st ill generate social harm  and 
result  in discr im inatory effects. 

2.1.2. A dist r ibuted layout  of data and informat ion exchange schemes 

The 2010 “overview of informat ion management ”  Com m unicat ion from  the European 
Commission dist inguishes between two categories of schemes related to the exchange of 
informat ion in the context  of the EU’s just ice and home affairs policies:  cent ralised and 
decent ralised. Schemes with a cent ralised architecture – i.e. which literally comprise a 

16 For a discussion, see Scherrer, Jeandesboz and Guit tet  (2011) , Developing an EU I nternal Secur ity St rategy , op. 
cit . , esp. Ch 1.2. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

‘cent ral unit ’ include for instance Eurodac, the SI S and the VI S. Decent ralised set -ups are 
exem plified by the Prüm  Decision scheme or the ‘Swedish init iat ive’ scheme. 

Although this configurat ion is the result  of EU JHA data and informat ion schemes having 
been developed in an ad hoc manner, the argum ent  has em erged that   it  w as  in  fact  a  
de facto,  technica l  lim it   to  data   processing . The point  is repeatedly st ressed in the 
2010 Com m unicat ion, which argues that :  “A single, overarching EU inform at ion system  
with mult iple purposes would deliver the highest  degree of inform at ion sharing [ …]  [ S] uch 
a system  would, however, const itute a gross and illegit im ate rest r ict ion of individuals’ r ight  
to pr ivacy and data protect ion and pose huge challenges in term s of developm ent  and 
operat ion [ …]  The compartmentalised st ructure of inform at ion m anagem ent  that  has 
emerged over recent  decades is more conducive to safeguarding cit izens’ r ight  to pr ivacy 
than any cent ralised alternat ive” .17 

This assessm ent  of EU JHA exchanges of data and informat ion schemes should however be 
considered thoroughly. The  not ion  of  a   fu lly  cent ra lised,  m ult i purpose  an d  stand-
a lone  EU  JHA  database  against   w hich  it   stands  is  f i rst ly  theoret ica l  a t   best .  
Obstacles to such a developm ent  include issues pertaining to the r ight  to data protect ion 
and the r ight  to pr ivacy indeed, but  also such key principles governing the competencies of 
the Union as the principle of subsidiar ity and proport ionality (Art . 5 TEU) . One could also 
argue that  th is idea w ould encroach upon the pr inciple of inte rna l secur it y being an 
exclusive  com petence  of  the  Mem ber States  ( Ar t .  7 2   TFEU)  and w ould a lso  affect  
the  ba lancing  of  ( shared)   com pet ences  out lined  in  Ar t .  4 .2 .  TFEU .  Secondly, the 
cont rast   betw een  cent ra lised  and  de cent ra lised ,  and the assum pt ion that  a de-
cent ralised layout  supports the st r ict  com partm entalisat ion of data, can  be  m isleading .  
Given the prior it ies governing the layout  of data and informat ion exchange schemes in EU 
JHA policies, chiefly availabilit y and interoperabilit y (see point  2.3.2 below) , it   is  m ore 
accurate  to  th ink   of  them   as  dist r ibuted  schem es,  i nvolving  not   only  a   closer  
associa t ion  of  operat iona l  and  personal  data ,  but   a lso  a   t rend  tow ards  m ult i-
purpose processing of data .  

2.1.3. A closer associat ion of operat ional and personal data 

As ment ioned previously, the dist inct ion between the exchange of personal data and ‘non-
personal data’ is the key exclusion cr iter ia adopted by the European Com m ission in its 2010 
Com m unicat ion to define ‘inform at ion m anagem ent  in the EU’. The assum pt ion is that  JHA-
related informat ion exchange is divided in two ‘st reams’:  

 Exchange of operat ional and st rategic informat ion, which should as a pr inciple not  
include personal data, and 

 Exchange of personal data. 

This dist inct ion, however, is not  always useful to understand current  t rends in the JHA 
database landscape, insofar as a  grow ing  em phasis  is  placed  on  the  use  of  personal  
data   as  par t   of  operat ional  and  st ra tegic  cooperat i on  between nat ional authorit ies 
and EU bodies. I n addit ion, it  is important  to point  out  that  the  dist inct ion  betw een 
operat ional  and  personal  chief ly  depends  on  the  cap acity  of  law  enforcem ent  
actors  to  personalise  or   ‘anonym ise’/ ’depersonalise ’  data .  Two examples of this 
t rend can be discussed for illust rat ion purposes. 

Europol  AW Fs  ( ana lyt ica l  w ork   f iles) :  AWFs are used in the context  of Europol for 
analysis purposes, defined as “ the assembly, processing or use of data with the aim  of 
assist ing cr im inal invest igat ions, in accordance with Art icle 14(2)  of the Europol Decision” .18 

Analysis tasks can be of a st rategic type, or related to a specific case, and AWFs are 

17 COM(2010)  385 final, op. cit .,  p. 3.   
18 Council of the EU (2009) , Decision 2009/ 936/ JHA of 30 November 2009 adopt ing the implement ing rules for  
Europol analysis work files, OJ L 325/ 14, 11.12.2009 (hereafter “AWF rules” ) , Ar t . 1(c) .  
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

created on the basis of an ‘opening order’.19 While there are clear rules establishing the 
specificity of personal data and its handling in the context  of analysis, the tasks ent rusted 
to Europol entail the use of personal data for st rategic and/ or operat ional purposes. 

Frontex  I nform at ion  System   ( FI S) :  while foreseen in the original Frontex regulat ion,20 

the extent  to which the FI S has been im plemented to this day and what  it  consists of 
remain unclear. I t  can be assumed that  it  will,  or does const itute a plat form  and secure 
communicat ions network with different  modules, sim ilar in out look if not  in funct ionalit ies 
to the EI S. At  least  one of these m odules is referred to by Frontex staff as ANTOOLS, a 
com puter program m e handling various categories of data for the purpose of analysis.21 The 
legal basis for the FI S has been modified significant ly with the adopt ion of the am ended 
Frontex Regulat ion in 2011 (hereafter Frontex Regulat ion) , int roducing explicit  references 
to EU agencies and specifying that  Frontex “shall develop and operate an informat ion 
system  capable of exchanging classified informat ion”  with the actors specified in Art . 11 
and Art . 13.22 The amended Frontex Regulat ion int roduces the possibilit y for the agency to 
process personal data collected during joint  operat ions, pilot  projects and rapid 
intervent ions that  has either been collected by Frontex officials or t ransm it ted by Mem ber 
State authorit ies in this context .23 “Further processing” , that  is, the use of this personal 
data beyond its collect ion, involves the t ransm ission to Europol and “other Union law 
enforcement  agencies”  on a case-by-case basis and the preparat ion of r isk analyses ( in 
which case “data shall be depersonalised” .24 Again, personal data here will be processed for 
st rategic and/ or operat ional purposes, an issue that  will be further enhanced with the 
establishment  of EUROSUR (discussed in point  3.3.2 below) .  

The dist inct ion between the exchange of personal data and ‘non-personal data’ raises 
obvious legal challenges from the point  of view of data protect ion and privacy that  will be 
further addressed in point  4.1.2. ‘Depersonalisat ion’ does not  m ean that  the exchange of 
data and inform at ion cannot  create social harm , furthermore, especially in relat ion to the  
quest ion of non-discr im inat ion (see further 4.2) . 

2.1.4. The t rend towards mult i-purpose data and inform at ion exchange schem es 

I s it  possible to define JHA databases in term s of their relat ion to a specific JHA purpose? 
There is undeniably a link between specific data and informat ion exchange schemes and 
policy areas, e.g. Eurodac for the implementat ion of the EU’s asylum  policy or VI S for the 
EU’s visa policy. I n the m eant im e, th is link is preferent ia l, not  exclusive .  As explored in 
the analyt ical table in Annex 1, a num ber of JHA data and informat ion schemes in the EU 
have seen their purpose evolve, or const itute mult i-purpose measures in their own terms. 
There are several cases to consider in this respect .  

First ly, at tem pts have been m ade to  expand  the  purposes  of  an  ex ist ing  inst rum ent  
through legislat ion. The recurrent  debates over access by law-enforcement  to Eurodac are 
a good example. Eurodac was init ially established for the com parison of fingerprints for the 
purpose of implem ent ing the Dublin Convent ion.25 Since then, the Council, European 

19 See respect ively AWF Rules, Art .  11, and Council Decision of 6 April 2009 establishing the European Police Office 
(Europol)  (2009/ 371/ JHA) , OJ L 121/ 37, 15.5.2009 (hereafter “Europol Decision” ) , Art .  16.   
20 Council of the EU (2007) , Regulat ion (EC)  No 2007/ 2004 of 26 October 2004 establishing a European Agency for   
the Managem ent  of Operat ional Coordinat ion at  the External Borders of the Mem ber States of the European Union,   
OJ L 349/ 1, 25.11.2004 (hereafter “Frontex Regulat ion” ) , Art .11.   
21 Frontex (2010) , Beyond the Front iers,  Warsaw, 2010, p. 67.   
22 Council of the EU (2011) , Regulat ion (EU)  No 1168/ 2011 of the European Par liament  and of the Council of 25   
October 2011 amending Council Regulat ion (EC)  No 2007/ 2004 of 26 October 2004 establishing a European  
Agency for the Managem ent  of Operat ional Coordinat ion at  the External Borders of the Mem ber States of the  
European Union, OJ L 304/ 1, 22.11.2011.   
23 Frontex Regulat ion, Art . 11c.  
24 Frontex Regulat ion, Art . 11(3) .   
25 Council of the EU (2000) , Regulat ion (EC)  No 2725/ 2000 of 11 December 2000 concerning the establishment  of   
‘Eurodac’ for the com par ison of fingerprints for the effect ive applicat ion of the Dublin Convent ion, OJ L 316/ 1,   
15.12.2000 (hereafter “Eurodac Regulat ion” ) .   
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Council and European Commission have addressed the access to Eurodac by law-
enforcem ent  agencies on several occasions.26 The European Com m ission has proposed to 
int roduce such possibilit y in it s 2009 amended recast  proposal for the Eurodac Regulat ion. 
The proposal sought  to int roduce a ‘br idging clause’ to “allow consultat ion of Eurodac by 
law enforcem ent  authorit ies for the purpose of prevent ion, detect ion and invest igat ion of 
terror ist  offences and other serious cr im inal offences” .27 The proposal received crit ical 
at tent ion from  the European Data Protect ion Supervisor (EDPS)  on account  of it s t im ing, of 
its necessity given the already available possibilit ies for law-enforcem ent  authorit ies to 
have access to fingerprint  data, and of the impact  it  m ight  have on an already-vulnerable 
group.28 While it  withdrew the provisions regarding law-enforcement  access in it s following 
2010 recast  proposal, the European Commission has recent ly returned to this idea, with yet  
another recast  version of the Eurodac Regulat ion.29 The proposal has been m et  with an 
equally cr it ical opinion from the EDPS.30 

Secondly, w e  have  seen  the  case  w here  new   purposes  have  been  added  to  a   data 
and  inform at ion  exchange  schem e  w hile   it   w as  a lread y  under   developm ent   but  
not   operat iona l .  For the moment , this specifically concerns the second-generat ion SI S 
and VI S. I n its 2010 overview of informat ion m anagem ent  com municat ion, the European 
Commission indicates, “while most  of the inst rum ents [ …]  analysed have a unitary purpose 
[ …]  SI S, SIS I I  and VIS appear to be the m ain except ion to this pat tern” .31 This is in part  
due to the decision-making process involved in the establishment  of SI S I I  and VI S. 
Measures related to the technical implementat ion of the schemes were adopted before 
legislat ive inst ruments established their scope and purpose (Regulat ion 2001/ 2424 and 
Council Decision 2001/ 886 for SI S I I , Council Decision 2004/ 512/ EC for VI S) , m ost ly due to 
polit ical disagreements over how these systems should be used. I n this configurat ion, SI S 

26 Among others, in the 2004 Hague programm e for the area of freedom, secur ity and just ice and the 2005 
com municat ion from the Com mission on interoperability and synergies among JHA databases, see:  Council of the 
European Union (2004) , The Hague Program m e:  st rengthening freedom, secur ity and just ice in the European 

Union,  16054/ 04, Brussels, 13.12.2004;  European Comm ission (2005) , Com municat ion on im proved 

effect iveness, enhanced interoperabilit y and synergies among European databases in the area of Just ice and Hom e 

Affairs, COM(2005)  597 final,  Brussels, 24.11.2005. 
27 European Com m ission (2009) , Amended proposal for a Regulat ion of the European Parliam ent  and of the 

Council  concerning the establishment  of 'EURODAC' for the comparison of fingerpr ints for the effect ive applicat ion 

of Regulat ion (EC)  No [ …/ …]  [ establishing the cr iter ia and mechanism s for determ ining the Member State 

responsible for  exam ining an applicat ion for internat ional protect ion lodged in one of the Mem ber States by a 

third-count ry nat ional or a stateless person] ,  COM(2009)  342 final, Brussels, 10.9.2009. 
28 EDPS (2010) , Opinion of the European Data Protect ion Supervisor on the amended proposal for a Regulat ion of 

the European Parliam ent  and of the Council concerning the establishment  of ‘Eurodac’ for the com parison of 

fingerpr ints for the effect ive applicat ion of Regulat ion (EC)  No (…/ …) (establishing the cr iter ia and mechanism s for 

determ ining the Member State responsible for exam ining an applicat ion for internat ional protect ion lodged in one 

of the Mem ber States by a third-count ry nat ional or a stateless person) , and on the proposal for a Council Decision 

on request ing com par isons with Eurodac data by Mem ber States’ law enforcem ent  authorit ies and Europol for law 

enforcem ent  purposes (2010/ C 92/ 01) , OJ C 92/ 1, 10.4.2010. 
29 See, respect ively, European Comm ission (2010) , Am ended proposal for a Regulat ion of the European Parliam ent  

and of the Council on the establishment  of 'EURODAC' for the com parison of f ingerpr ints for the effect ive 

applicat ion of Regulat ion (EC)  No [ …/ …]  [ establishing the cr iter ia and mechanism s for determ ining the Member 

State responsible for exam ining an applicat ion for internat ional protect ion lodged in one of the Member States by 

a third-count ry nat ional or a stateless person]  (Recast  version) ,  COM(2010)  555 final, Brussels, 11.10.2010;  
European Com mission (2012) , Am ended proposal for  a Regulat ion of the European Parliam ent  and of the Council 

on the establishm ent  of 'EURODAC' for the compar ison of fingerpr ints for the effect ive applicat ion of Regulat ion 

(EU)  No [ …/ …]  (establishing the cr iter ia and mechanism s for determ ining the Mem ber State responsible for 

exam ining an applicat ion for  internat ional protect ion lodged in one of the Member States by a third-count ry 

nat ional or a stateless person)  and to request  comparisons with EURODAC data by Mem ber States' law 

enforcem ent  author it ies and Europol for  law enforcement  purposes and amending Regulat ion (EU)  No 1077/ 2011 

establishing a European Agency for the operat ional managem ent  of large-scale I T systems in the area of freedom, 

security and just ice  (Recast  version) , COM(2012)  254 final, Brussels, 30.5.2012. 
30 EDPS (2012) , Opinion of the European Data Protect ion Supervisor on the amended proposal for a Regulat ion of 

the European Parliam ent  and of the Council on the establishment  of 'EURODAC' for the comparison of fingerpr ints 

for the effect ive applicat ion of Regulat ion (EU)  No [ …/ …]  [ . .. . . ]  (Recast  version) , Brussels, 5.9.2012. 
31 European Comm ission (2010) , Overview of inform at ion m anagem ent ,  op. cit . ,  p. 22. 
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I I  has notoriously been developed as a ‘flexible tool’ and the SI S I I  Regulat ion32 leaves a 
significant  margin of interpretat ion regarding:  

1.   the purpose of the system, which is “ to ensure a high level of security within the 
area of freedom , security and just ice”  with ment ions of “public security” , “public 
policy” , “ the safeguarding of security in the terr itor ies of the Mem ber States”  as well 
as “ to apply the provisions of Tit le I V of Part  Three of the Treaty”  (Art .1.2) . 

2.   access to the system:  access to SIS I I  is in general enabled through N.SI S I I  Offices 
established by each Member State (Art . 7) . Art . 27 further establishes the list  of 
authorit ies with access to SI S I I  alerts (access to data and r ight  to search)  but  has 
been presented as int roducing a degree of ambiguity by referr ing to the r ight  of 
access by “coordinat ing authorit ies” , without  ident ifying them  further.33 

I n the case of VI S, the VI S Regulat ion int roduced four years after the decision to proceed 
with the technical developm ent  of the system was adopted, establishes that  the VI S should 
also be used as a m easure to facilitate the fight  against  fraud and irregular stay in the 
terr itory of the Mem ber States (Art . 2) .34 I t  is ‘com plemented’ by Council Decision 
2008/ 633/ JHA which creates the possibilit y for Mem ber States’ ‘designated authorit ies’ and 
for EUROPOL to access VI S for the purpose of “prevent ion, detect ion and invest igat ion of 
terror ist  offences and other serious cr im inal offences”  (Art .1) .35 

The tensions generated over this quest ion among EU bodies should not  be underest im ated:  
in the case of SI S I I , for instance, the European Parliam ent  has repeatedly opposed the 
‘flexibilit y opt ion’.36 This t rend, among others, br ings about  legal challenges concerning 
(un)purpose lim itat ion, and generates concerns about  the effects of stat ist ical 
discrim inat ion arising from  mult i-purpose databases (see further 4.1.5, 4.2.2 below) . The 
developm ent   of  SI S  I I   and  VI S  a lso  esta blishes  a  problem at ic  precedent   w ith 
regard  to  for thcom ing  proposals  involving  the  devel opm ent   of  new   data  and 
inform at ion exchange  schem es .  The issue concerns both current  proposals for the 
establishm ent  of an EU Passenger Nam e Record system and an EU Terrorist  Finance 
Tracking System (see 2.1.5)  and the upcom ing legislat ive proposal on ‘sm art  borders’ (see 
Sect ion 3 below) . 

2.1.5. Current  and forthcom ing proposals:  EU PNR and EU TFTS 

Two key proposals are current ly forthcom ing or under discussion which, should they be 
adopted, would further expand and arguably accelerate the t ransform at ion of the EU 
landscape of JHA and informat ion exchange schemes:  the proposal for EU PNR and EU 
TFTS. To recapitulate br iefly:  

32 European Par liam ent  and Council of the EU (2006) , Regulat ion (EC)  No 1987/ 2006 of 20 December 2006 on the 
establishm ent , operat ion and use of the second generat ion Schengen I nformat ion System  (SI S I I ) ,  OJ L 381/ 4, 
28.12.2006. 
33 See the com m ents by the EDPS on the proposal for the SI S I I  regulat ion:  EDPS (2006) , Opinion of the European 

Data Protect ion Supervisor on the Proposal for a Council Decision on the establishment , operat ion and use of the 

Second Generat ion Schengen I nformat ion System  (SI S I I )  (COM(2005)  230 final) ;  the Proposal for a Regulat ion of 

the European Parliam ent  and of the Council on the establishment , operat ion and use of the Second Generat ion 

Schengen I nformat ion System (SI S I I )  (COM(2005)  236 final) , and the Proposal for a Regulat ion of the European 

Parliam ent  and of the Council regarding access to the Second Generat ion Schengen I nform at ion System  (SI S I I )  

by the services in the Mem ber States responsible for issuing vehicle regist rat ion cert ificates (COM(2005)  237 

final) , OJ C 91, 19.4.2006. 
34 European Par liam ent  and Council of the EU (2008) , Regulat ion (EC)  No 767/ 2008 of 9 July 2008 concerning the 
Visa I nform at ion System  (VI S)  and the exchange of data between Mem ber States on short -stay visas (VI S 
Regulat ion) , OJ L 218/ 60, 13.8.2008. 
35 Council of the EU (2008) , Decision 2008/ 633/ JHA of 23 June 2008 concerning access for consultat ion of the Visa 
I nformat ion System (VI S)  by designated author it ies of Mem ber States and by Europol for the purposes of the 
prevent ion, detect ion and invest igat ion of terror ist  offences and of other ser ious cr im inal offences, OJ L 218/ 129, 
13.8.2008. 
36 See fur ther Bigo, Carrera et  al.  (2011) , Towards A New EU Legal Framework for Data Protect ion and Privacy ,  op. 
cit . ,  Chp. 3. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

1.   EU PNR:  The European Commission init ially tabled a proposal for the establishment  
of an EU PNR in November 2007. With work under way in the Council from  February 
2008 onwards, the European Parliam ent  refused in Novem ber 2008 to vote on the 
issue. The European Commission tabled a new proposal in February 2011, together 
with an im pact  assessment  docum ent .37 

2.   EU  TFTS:  The idea of establishing an EU equivalent  to the US Terror ist  Finance 
Tracking Programme (TFTP)  was init ially proposed by the European Parliam ent . The 
aim  was to prevent  bulk data t ransfers from  the financial services company SWI FT 
to the US authorit ies in the context  of TFTP and ensure that  ext ract ion and analysis 
of SWI FT data would take place within the jur isdict ions of the EU and its Member 
States. I n July 2011, the European Commission tabled a Com m unicat ion considering 
the ‘available opt ions’ for the EU TFTS.38 A legislat ive roadmap was filled the sam e 
m onth by DG Hom e, announcing that  a legislat ive proposal was to be expected in 
the first  quarter of 2012, but  this has yet  to m aterialise.39 

The quest ions discussed throughout  this note apply to these proposals. Both EU PNR and 
EU TFTS have been discussed for som e years now and have st irred significant  polit ical 
cont roversies, which do raise the quest ion of w hether  the policy or ientat ions em bodied 
in  these  init ia t ives should not  be  reversed .  The assessm ent  of  the ir  necessity a lso 
var ies  signif icant ly ,  as illust rated by the posit ions adopted by the European Parliam ent  
on EU-PNR:  while ext remely cr it ical about  the 2007-08 iterat ion of the proposal, the draft  
report  subm it ted to the LI BE Commit tee in February 2012 endorses the Commission’s view 
with only m inor modificat ions.40 Finally, both  proposals  dem onst ra te  the  im por tance 
of  the quest ion of or igina lit y, as  they both der ive   from  m easures  im plem ented by 
the  US  adm inist ra t ion  and  other   th ird  count r ies  ( in the case of PNR, Aust ralia in 
part icular)  and their effects on EU policies. The relevance of originality is highlighted by the 
reference int roduced in the Commission Communicat ion on EU TFTS that  “a European 
equivalent  system  [ to the TFTP]  would not  necessarily have to copy all elements of the US 
TFTP [ …]  an EU system should be set  up taking into considerat ion the specificity of the EU 
legal and adm inist rat ive framework into considerat ion, including the respect  of applicable 
fundam ental r ights” .41 

These proposals further echo the specific issues raised with regard to the EU landscape of  
JHA data and inform at ion-exchange schem es. The  t rend  tow ards  m ult i purpose  is 
reaff irm ed  in  the  case  of EU  PNR ,  for instance, whose scope includes, according to the 
current  legislat ive proposal from  the Commission, the “prevent ion, detect ion, invest igat ion 
and prosecut ion”  of both terror ist  offences and serious organised cr im e (Art . 1.2) . The 
am biguit ies  associa ted  w ith  the  developm ent   of  SI S  I I   and  VI S  are  a lso  of 
potent ia l concern :  the latest  discussions am ong Mem ber States’ representat ives over the 
future I nternal Security Fund current ly lean towards the inclusion of provisions regarding 
the funding of these two systems in the related legislat ive inst rument , regardless of the 
prospect  of an agreem ent  over the scope and aim s of such schem es. Art . 4(1) (e)  of the 
revised comprom ise proposal by the Presidency thus specifies at  this stage that  the 
inst rum ent  would support  costs associated with the developm ent  of EU PNR, while som e 

37 European Comm ission (2011) , Proposal for a Direct ive of the European Parliam ent  and of the Council on the use 

of Passenger Nam e Record data for the prevent ion, detect ion, invest igat ion and prosecut ion of terror ist  offences 

and ser ious cr im e, COM(2011)  32 final, 2.2.2011, Brussels and accom panying documents SEC(2011)  132 and 
SEC(2011)  133 final 
38 European Comm ission (2011) , A European terror ist  f inance t racking system :  available opt ions, COM(2011)  429 
final, Brussels, 13.7.2011.   
39 European Comm ission (2011) , Legislat ive proposal establishing a legal and technical fram ework for a European   
Terror ist  Finance Tracking System  (EU TFTS) , Bussels, July 2011.   
40 European Par liam ent  (2011) , Draft  report  on the proposal for a direct ive of the European Parliam ent  and of the 

Council on the use of Passenger Name Record data for the prevent ion, detect ion, invest igat ion and prosecut ion of 

terror ist  offences and ser ious cr im e (COM(2011)0032 – C7-0039/ 2011 – 2011/ 0023(COD))  -  Com mit tee on Civil 

Libert ies,  Just ice and Hom e Affairs, 2011/ 0023(COD) , Brussels, 14.2.2012. 
41 COM(2011)  429 final, op. cit ., p. 4. 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

Mem ber States’ representat ives have expressed a preference for retaining references to the 
EU TFTS.42 

These two proposals – current  and possibly forthcom ing – also point  out  upcom ing t rends 
within the EU JHA database landscape. The var ious  itera t ions of  the EU PNR proposal 
have at t racted signif icant  a t tent ion due to the cha nge of sca le  in data  processing :  
the system  would have to handle an est im ated 5 0 0  m illion personal  records  according 
to the Com m ission’s im pact  assessm ent ,43 against  an average of less than 1 m illion 
personal records over the past  10 years for the SIS, or 70 m illion in any given period of five 
years for the VI S once it  is fully deployed.44 The EU PNR proposal is further notable for it s 
int roduct ion of  ‘autom ated processing’  for purposes of assessment  in real t im e or pro-
act ively of the degree of r isk presented by passengers – in   other   w ords,  profiling .45 As 
the density of data and informat ion exchange involved in EU JHA policies increases, the 
possibilit y and indeed desirabilit y of such autom ated processing for purposes of assessm ent  
can potent ially become increasingly cent ral. I t  is important  to keep  in m ind  the possible 
socia l harm  that  such or ienta t ions can br ing about ,  in the context  of the r ight  to data 
protect ion but  m ore broadly with regard to pr ivacy and non-discrim inat ion (a point  further 
developed in sect ion 4.2 below) . 

As we further discuss in the next  pages, finally, these  proposals  a lso  f it   w ith in  the 
m ove  tow ards  m ult i purpose  inte lligence  schem es ,  which const itute the key t rend in 
the current  developm ent  of the EU JHA database landscape. 

2 .2 .   The  convergence  tow ards  law  e nforcem ent   as  inte lligence 
w ork  

The study has exam ined so far the t rends character ising JHA-related data and inform at ion 
exchange schemes and current  as well as forthcom ing proposals. I n the following pages, 
we exam ine the point  of convergence of these t rends, namely what  a num ber of policy and 
scholarly studies have qualified as a move towards JHA databases as generalist  intelligence 
tools.46 This convergence towards intelligence is sustained by the characterisat ion of a 
European internal security model defined in terms of pro-act ive and intelligence- led policing 
(2.2.1)  and by the shaping of an ‘inform at ion exchange by default ’ opt ion in the 
management  of data and informat ion exchange (2.2.2) . We further out line the role of EU 
bodies in this configurat ion, with a specific focus on the two core ‘JHA agencies’, Europol 
and Frontex, as well as the upcom ing EU agency for large-scale I T system s (2.2.3) . 

2.2.1. The European internal security model:  Pro-act ive and intelligence- led policing 

Despite the variety of measures considered as ‘JHA databases’, exist ing as well current  and 
forthcom ing systems are framed as a cont r ibut ion to a m odel of EU internal security 
prem ised on pre-empt ive and intelligence- led policing. 

References to proact ivity and intelligence in EU JHA policies are not  new. Recent  
developm ents have however brought  these references to the forefront  of the debate. 

42 Council of the EU (2012) , Draft  Regulat ion of the European Par liam ent  of the Council establishing, as part  of the 

I nternal Secur ity Fund, the inst rument  for  financial support  for police cooperat ion, prevent ing and com bat ing 

cr ime, and cr isis m anagem ent  -  Revised com prom ise proposal by the Presidency , 14357/ 12, Brussels, 2.10.2012, 
pp. 17-19. 
43 SEC(2011)  132, op. cit ., p. 31.   
44 Scherrer et  al.  (2011) , Devising an EU I nternal Secur ity St rategy, op. cit . , pp. 102-103.  
45 See e.g. De Hert , Bellanova (2009) , Data Protect ion in the Area of Freedom, Secur ity and Just ice:  A System to  
Be Fully Developed?, PE 410.692, March 2009.   
46 See e.g. Brouwer, Evelien (2008) , Digital Borders and Real Rights, Leiden:  Mart ij nus Nijhoff Publishers, 2008;   
Scherrer et  al.  (2011) , Devising an EU I nternal Security St rategy ,  op. cit . ;  Hobbing, P., Koslowski, R. (2009) , The  
tools called to support  the ‘delivery’ of freedom , security and just ice:  a com parison of border secur it y in the EU  
and the US,  PE 410.681, Brussels, February 2009;  Wills, Vermeulen et  al. (2011) , Parliam entary oversight  of  
security and intelligence agencies in the European Union, PE 453.207, Brussels, June 2011;   
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Although a symbolic cont r ibut ion more than an effect ive policy document , the 2010 
European Internal Security St rategy ( I SS)  thus em braces an out look of “prevent ion and 
ant icipat ion, which is based on a proact ive and intelligence- led approach” .47 I n a sim ilar but  
more hands-on perspect ive, the idea of a ‘policy cycle’ in EU internal security, which was 
developed through the Harm ony project ,48 places intelligence and its use through st rategic 
analysis tasks (consolidated in Europol OCTA and SOCTA reports)  at  the heart  of EU hom e 
affairs policy planning.49 This has also implicat ions in operat ional terms. The so-called 
‘Swedish init iat ive’ is an inst ruct ive example;  part icular ly in the way the legal inst rument  
that  establishes this data and informat ion exchange scheme dist inguishes between the 
not ions of ‘cr im inal invest igat ion’ and ‘cr im inal intelligence operat ion’.50 According to 
Fram ework Decision 2006/ 960/ JHA, a cr im inal invest igat ion is “a procedural stage within 
which m easures are taken by com petent  law enforcement  or judicial authorit ies, including 
public prosecutors, with a view to establishing and ident ifying facts, suspects and 
circum stances regarding one or several ident ified concrete cr im inal acts”  (Art . 2(b) ) . A 
cr im inal intelligence operat ion, on the other hand, is “a procedural stage, not  yet  having 
reached the stage of a cr im inal invest igat ion, within which a competent  law enforcement  
authority is ent it led by nat ional law to collect , process and analyse informat ion about  a 
cr ime or cr im inal act iv it ies with a view to establishing whether concrete cr im inal acts have 
been commit ted or may be commit ted in the future”  (Art . 2(c) ) . The inclusion of ‘cr im inal 
intelligence operat ion’ considerably widens the scope of data and informat ion exchange, as 
well as the purpose of this exchange:  Given  that   ‘cr im ina l  inte lligence operat ions’ are 
concerned  w ith  cr im es  that   m ay  be  com m it ted,  there  is  potent ia lly  no  t im e 
lim ita t ion to the processing of  data in such circum stances .  

Access to personal data as much as operat ional and st rategic inform at ion (with the above-
ment ioned lim its to such a dist inct ion)  is cent ral in a model based on pro-act ive and 
intelligence- led policing. As argued in the I SS, “ [ i] f law-enforcement  authorit ies are to be 
able to prevent  and act  early, they m ust  have t imely access to as m uch data as possible 
concerning crim inal acts and their perpet rators, modus operandi, details of vict im (s) , 
vehicles used, etc” .51 These prescript ions comprise two dim ensions. On the one hand, they 
imply an  extensive  view   of  access  for   law  enforcem ent   aut hor it ies ,  an idea that  
underpinned the possibilit ies of access afforded to public authorit ies to the VI S for exam ple, 
but  also Eurodac. I n the Eurodac case, access to stored fingerprints of asylum  seekers by 
law-enforcem ent  agencies is typically just ified in term s of an ‘inform at ion gap’ to be 
br idged. This also goes hand- in-hand with a  very  w ide  understanding  of  w hat   k ind  of 
data and inform at ion law  enforcem en t  agencies should have access to .  To return to 
the above-ment ioned example of the ‘Swedish init iat ive’, the scope of exchanges include 
“any type of informat ion or data that  is held by law-enforcement  authorit ies”  and “any type 
of informat ion or data that  is held by public authorit ies or by private ent it ies and which is 
available to law enforcem ent  authorit ies without  the taking of coercive m easures, in 
accordance with Art icle 1(5) ” .52 On the other hand, these prescript ions point   tow ards  the 
possibilit y of data dr iven act ion  in  the  f ie ld of  i nterna l  secur it y .  This is typically the 
case of the EU PNR proposal discussed above, where possibilit ies for ident ificat ion afforded 
by access to ‘t radit ional’ inform at ion system s such as SI S I I  or VI S for instance, would be 
expanded by m eans of profiling m easures in order to detect  ‘unknown unknowns’. 

47 Council of the EU (2010) , Draft  I nternal Secur ity St rategy for the European Union:  “Towards a European 

Secur ity Model” , 5842/ 2/ 10, Brussels, 23.2.2010, p. 11.   
48 Council of the EU (2010) , Result  of the "Harmony" project  -  "A gener ic European Cr im e I ntelligence Model -   
Bringing together the exist ing inst ruments and st rengthening Europol's cent ral role,  14851/ 10, Brussels,  
25.10.2010.   
49 See Scherrer et  al.,  Developing an EU I nternal Secur ity St rategy,  op. cit . ,  esp. pp. 42-45.  
50 Council of the EU (2006) , Framework Decision 2006/ 960/ JHA of 18 December 2006 on simplify ing the exchange  
of informat ion and intelligence between law-enforcement  author it ies of the Member States of the European Union,   
OJ L386/ 89, 29.12.2006.   
51 Council of the EU (2010) , Council document  5842/ 2/ 10, op. cit . , p. 13.   
52 Council of the EU (2006) , Framework Decision 2006/ 960/ JHA, op. cit . , Ar t . 2(d)  i. and ii.   
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

2.2.2.   Dist r ibuted, available and interoperable:  JHA databases and ‘data-sharing by 
default ’ 

The idea of a ‘proact ive and intelligence- led’ model for EU home affairs has been t ranslated 
into a set  of more specific prescript ions regarding JHA databases. The EU I nformat ion 
Managem ent  St rategy ( I MS)  for EU internal security character ises  these  prescr ipt ions 
as cont r ibut ing  to  ‘an at t itude of data sha r ing by default ’ am ong  the Union’s  law 
enforcem ent   author it ies .53 While it  is far from  being effect ive in pract ice, this posit ion 
should lead to a reassessment  of the not ion that  the JHA database landscape is 
compartm entalised. More precisely, de facto  and  de jure   com partm enta lisat ion  is 
m it igated  by  the  not ions  that   inform at ion  should  be   ava ilable  and  that   data  and 
inform at ion schem es should  provide for  interoperabilit y .  

Availabilit y .  The I SS explicit ly aims for “ [ a] n internal security policy supported by 
informat ion exchange on a basis of mutual t rust  and culm inat ing in the principle of 
informat ion availabilit y” .54 The so-called ‘pr inciple of availabilit y ’ const itutes a long-standing 
discussion am ong EU bodies. I t  was first  formally m ent ioned in the 2004 Hague program m e 
on the area of freedom , security and just ice. I n 2005, the European Commission’s 
Com m unicat ion on European databases in the AFSJ defined availabilit y as entailing “ that  
authorit ies responsible for internal security in one Member State or Europol officials who 
need informat ion to perform  their dut ies should obtain it  from  another Member State if it  is 
accessible there” .55 Availabilit y, however, has no legal standing. The proposal for a Council 
Framework Decision on the mat ter, tabled by the European Commission in October 2005,56 

was turned down by Mem ber States’ representat ives, and the Council adopted in its stead 
the above-ment ioned ‘Swedish init iat ive’ Fram ework Decision (2006/ 960/ JHA) . This 
inst rum ent , however, does not  confer a legal standing to the not ion of availabilit y.  

I nteroperabilit y .  The same reflect ion applies to interoperabilit y. The European 
Com m ission defines interoperabilit y as the “abilit y of I T system s and of the business 
processes they support  to exchange data and to enable the sharing of informat ion and 
knowledge” .57 While availabilit y aim s to regulate the behaviour of Mem ber States’ law-
enforcement  authorit ies in EU, bilateral and mult ilateral cooperat ion, interoperabilit y 
regulates the possible direct  interconnect ions between informat ion systems themselves. 
While m ent ioned on a regular basis, however, there have been very few developm ents in 
this area since the European Com m ission, in its 2005 Com m unicat ion, indicated that  it  
considered “ it  [ …]  up to each Member State to analyse how nat ional system s could bet ter 
interact ” .58 I t  is worth point ing out , however, that  two EU databases, the VI S and the SI S I I  
when it  will be implemented, share the same communicat ion system  ( the European 
Com m ission’s s-TESTA)  and the sam e handling system  for biom et r ics ( the Biom etr ic 
Matching System, specifically tailored for them) . As recalled elsewhere, furthermore, work 
has been conducted to develop a European-wide Universal Messaging Format  in the context  
of the Swedish init iat ive and the Prüm decision, as well as on informat ional architectures 
capable of delivering services irrespect ive of the plat forms they are based on (so-called 
‘service-oriented architectures’ or SOA) .59 

I nform at ion  m anagem ent .  Discussions of interoperability and availabilit y, as suggested 
previously, have in the last  few years been reframed as ‘informat ion management ’. The 
term  surfaced in the 2008 “Future of European Home Affairs”  report  and became of official 

53 Council of the EU (2009) , Draft  Council Conclusions on an I nform at ion Managem ent  St rategy for EU internal 

security , 16637/ 09, Brussels, 25.11.2009, p. 10. 
54 Council of the EU (2010) , Council document  5842/ 2/ 10, op. cit . , p. 13.   
55 European Comm ission (2005) , Com m unicat ion on im proved effect iveness, enhanced interoperabilit y  and  
synergies among European databases in the area of Just ice and Hom e Affairs, COM(2005)  597 final, Brussels,   
24.11.2005, p. 3.   
56 European Comm ission (2005) , Proposal for a Council Framework Decision on the exchange of inform at ion under   
the pr inciple of availability , COM(2005)  590 final, Brussels, 12.10.2005.   
57 European Comm ission (2005) , COM(2005)  597 final, op. cit . , p. 3.   
58 I bid.   
59 Bigo, Carrera et  al (2011) , Towards A New EU Legal Fram ework for Data Protect ion and Privacy,  op. cit . ,  p. 50.  
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

use in the 2009 eponymous st rategy.60 I nform at ion m anagem ent  is a protean not ion 
encom passing availabilit y, interoperabilit y as well as the idea that  inform at ion exchange is 
the default  posit ion in the EU JHA database landscape. I n the words of the I MS, inform at ion 
m anagem ent  is hence “ funct ionally defined, i.e. depends on the task to be carr ied out , as 
opposed to competence-based or organisat ionally defined” .61 Just  like availabilit y and 
interoperabilit y, then, informat ion management  is defined in terms of technical challenges 
rather than in legal terms. This is an issue because, just  as in the case of ‘cr im inal 
intelligence operat ions’ discussed previously, there is potent ially no lim it , temporal or 
otherwise, to the act ivit ies included under the label of ‘inform at ion m anagem ent ’. 

2.2.3. JHA databases and the role of EU agencies and bodies 

I n the configurat ion exam ined so far, EU  agencies  and  bodies  in  JHA  policies 
exchange schem es have a key stake in obta ining  access to and cont rol of data and 
inform at ion .  To a large extent , the current  situat ion is the outcom e of the histor ical 
reluctance of member state representat ives to confer direct  operat ional responsibilit ies on 
EU agencies and bodies (bodies here refer in part icular to the units in the European 
Commission tasked with managing specific databases such as Eurodac or the VI S) . This is 
part icularly clear in the cases of Europol and Frontex, which operate as liaison and 
intelligence bodies rather than as an ‘EU police’ or ‘EU border guard’.62 I n the JHA database 
landscape, EU agencies and bodies are current ly both data processors, and database 
m anagers. 

2 .2 .3 .1 .  EU bodies as data  processors 

The term inology of data processors or iginates in data protect ion law and applies to personal 
data. As we have suggested previously, however, the act ivit ies of EU bodies, chiefly 
Europol and increasingly Frontex, challenge  the  not ion  that   there  is  an  established 
dist inct ion  betw een  personal  data   on  the  one  hand,  and  operat iona l/ st ra tegic 
data on the other  – or rather, that  personal data are  increasingly considered,  in the 
context   of  a   pro act ive  and  inte lligence led  approa ch  to  EU  hom e  affa irs,  as 
operat ional and/ or  st ra tegic inform at ion .  

The Europol AWFs are a clear illust rat ion of this. The personal data that  can be processed in 
AWFs include biographical data, physical descript ions, ident ificat ion means ( ident ity 
documents but  also images or biomet r ics, including fingerprints, DNA profiles, voice 
profiles, blood group or dental informat ion) , occupat ional, econom ic and financial, 
behavioural data, as well contacts and associates, inform at ion relat ing to cr im inal act iv it ies 
and so forth.63 These data can be used to provide nat ional law-enforcement  authorit ies with 
‘cross-m atch reports’ (not ificat ion of a link between two or m ore items of data in two or 
more different  nat ional cr im inal cases) , operat ional analysis reports aim ing at  building a 
picture of the act ivit ies of a specific group of persons, or st rategic analysis reports that  do 
not  contain personal data as such, but  for the purpose of which personal data have been 
processed. 

Europol’s data and informat ion exchange schem es, including the AWFs, also illust rate how 
the work of EU bodies is affected by the dynam ics of the EU JHA landscape. As the agency 
points out  in its 2011 act ivity report :  

  a new version of the EI S was developed to include a hit / no-hit  search funct ion to 
effect ively widen access to the EI S beyond the nat ional Europol Nat ional Units. 

  Work is reportedly under way to enable a direct  connect ion between the Office’s 

60 Future Group (2008) , Freedom, Secur ity, Pr ivacy -  European Hom e Affairs in an open world.  Brussels, Report  of 
the I nformal High Level Advisory Group on the Future of European Home Affairs Policy, June 2008. 
61 Council of the EU (2009) , Council document  16637/ 09, op. cit ., p.   
62 See the exam inat ion of JHA agencies in Scherrer et  al (2011) , Devising an EU I nternal Secur ity  St rategy ,  op.  
cit . , pp. 46-86.  
63 Fully listed in Art . 6(2)  of AWF rules. 
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Secure I nformat ion Network Applicat ion (SI ENA)  to nat ional case m anagem ent  
systems, which will establish a single gateway at  nat ional level for both nat ional cases 
and cross-border cases. 

  A new funct ion has been established within Europol’s data and inform at ion exchange 
schem es, the Europol Links Monitor, that  renders various com ponents of the schem es 
more interoperable by enabling automated cross-checking in certain circum stances. 

  Europol has implemented, in line with its 2012 work program m e and as confirm ed by 
its 2013 work programme,64 a ‘new concept ’ for AWFs. I n their earlier version, the 
AWFs consisted of 23 separate files, but  the new concept  will reduce this to only two 
files, the first  one on serious and organised cr im e (AWF SOC) , the second one on 
counter- terror ism  (AWT CT) , with the consequence of expanding the range of 
informat ion analysts working with the AWFs have access to (albeit  with lim its) .65 The 
maintenance of the dist inct ion between AWF SOC and AWF CT, in this regard, is the 
outcome of the insistence of counter- terror ism  specialists that  their area of focus 
should remain separate from  the remainder of EUROPOL act ivit ies, hint ing at  the 
dynam ic ident ified above of appropriat ion of specific data and informat ion schemes by 
specific professional const ituencies.  66 

The exam inat ion of the Europol case would of course warrant  a much more specific inquiry 
to do it  just ice.67 I t  does illust rate, however, the mult ilayered quality of interrogat ions 
related to the developm ent  of the EU JHA database landscape, which can be applied to 
relat ions between data and inform at ion exchange schem es but  also to the relat ions 
between the various components of the sam e inform at ion system .  

Recent  developm ents concerning Frontex hint  at  sim ilar t ransformat ions. As ment ioned 
previously (2.1.3) , the revision of the agency’s founding regulat ion has expanded its 
prospects with regard to data processing. One  issue  of  interest   in  view  of  the  current  
EU  legisla t ive  agenda  w ill  be  the  outcom e  of  the  negot ia t ions  over   the  proposal 
for   a   regula t ion  establishing  the  European  Border   S urveillance  System  
( EUROSUR) .68 EUROSUR is presented as a necessary m easure “ in order to st rengthen the 
inform at ion exchange and operat ional cooperat ion between nat ional authorit ies of the 
Mem ber States and with Frontex” .69 I n the explanatory statement  of the proposal, the 
European Commission explains that  “EUROSUR is not  intended as a system to regulate the 
collect ion, storage or cross-border exchange of personal data, it  was not  covered by the 
Commission's Communicat ion on an overview of informat ion management  in the area of 
freedom , security and just ice of 2010” .70 The  legisla t ive  propos al  how ever  considers 
the  possibilit y  of  processing  personal  data   in  EUROSUR,  a lthough  it   does  so  in  a  
Recita l  (No 7) , whereby “ [ a] ny exchange of personal data using the com m unicat ion 
network for EUROSUR should be conducted on the basis of exist ing nat ional and Union legal 
provisions and should respect  their specific data protect ion requirem ents” . EU legal 
inst rum ents m ent ioned as providing data protect ion requirements include the Data 

64 Council of the EU (2011) , Europol Work Programm e 2012, 13516/ 11, Brussels, 25.8.2011;  Council of the EU 
(2012) , Europol Work Programm e 2013, 12667/ 12, Brussels, 17.7.2012. 

65 See the com mentary by m embers of the Europol Data Protect ion Officer:  Drewer, Ellerman (2012) , Europol’s 
data protect ion fram ework as an asset  in the fight  against  cybercr im e, ERA Forum , Volume 13, I ssue 3, November 
2012, pp 381-395. 
66 Europol (2012) , Europol Review:  General Report  on Europol Act ivit ies, The Hague, September 2012.   
67 Some elements can be found in, e.g.:  Bruggeman, Willy (2006) , What  are the opt ions for im proving dem ocrat ic  
cont rol of Europol and for providing it  with adequate operat ional capabilit ies, PE 378.274, Brussels, 1.2.2006;   
Mitsilegas, Valsam is (2006) , Police co-operat ion:  what  are the main obstacles to police co-operat ion in the EU?, PE  
378.273, Brussels, 1.1.2006;  Scherrer, Mégie, Mitsilegas (2009) , The EU Role in Fight ing Transnat ional Organised  
Crim e,  PE 410.678, Brussels, 16.2.2009;  Wills, Aidan, Vermeulen, Mathias et  al.  (2011) , Parliam entary oversight   
of Secur ity and I ntelligence Agencies in the European Union,  op. cit .  
68 European Comm ission (2011) , Proposal for a Regulat ion of the European Par liament  and of the Council  
Establishing the European Border Surveillance System (EUROSUR) , COM(2011)  873 final, 12.12.2011.  
69 I bid, Recital 1.   
70 I bid,  p. 3.   
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Protect ion Direct ive (95/ 46/ EC) , Regulat ion (EC)  45/ 2001, Council Fram ework Decision 
2008/ 977/ JHA and the Frontex Regulat ion. While a fuller  analysis of the EUROSUR proposal 
is certainly necessary, the m ain point  for  the purpose of th is note is that  consider ing 
personal  data  as  operat iona l  data  can  challenge  leg al  cer ta inty  with regard to the 
applicable fram ework for protect ing fundam ental r ights. 

2 .2 .3 .2 .  EU agencies and bodies as database m anager s .  

Besides the management  of their own informat ion systems ( the EIS or FI S for instance) , 
EU  bodies  have  a lso  been  tasked  w i th  the  m anagem ent   of  other   databases .  As 
mapped out  in the analyt ical table in Annex I , this is in part icular the case of DG Home 
within the European Commission, which is at  the t ime of writ ing st ill in charge of the 
m anagem ent  of Eurodac, SI S I I  and VI S. The m anagem ent  of these system s is expected to 
be t ransferred by Decem ber 2012 to the new European agency for the operat ional 
management  of large-scale I T systems.71 The seat  of the agency is current ly established in 
Tallinn, while the operat ional management  of Eurodac, SI S I I  and VI S will take place in 
St rasbourg (with a back-up site in Sankt  Johann im  Pongau in Aust r ia) . 

One quest ion raised by the agency in view of the discussion so far is certainly it s  future 
role  in  the  possible,  fur ther   expansion  of  the  data  and  inform at ion  exchange 
landscape  of EU JHA policies. ‘Management ’, as fram ed by the agency’s founding 
regulat ion, com prises “ the preparat ion, development  and operat ional management  of large-
scale I T systems in the area of freedom, security and just ice”  other than Eurodac, SI S I I  
and VI S (Art . 1(3) ) . These tasks can only be undertaken by the agency on the basis of a 
legislat ive inst rument . The  regula t ion  suggests  that   the  agency  w ill  have  t he 
capacity  to m onitor  research  and developm ent   in these areas beyond the scope of 
it s  tasks  re la ted  to  SI S  I I   and  VI S ,  however (Art .8)  and that  it   w ould,  upon  the 
request   of  the  European  Com m ission,  have  the  capaci ty  to  launch  pilot   schem es .  
While the regulat ion provides in both cases for a mechanism requir ing the agency to inform  
the Council and the European Parliam ent , it   does  not   include  the  possibilit y  for   these 
inst itut ions  to  suspend  m onitor ing  act iv it ies  or   pi lot   schem es .  This suggests the 
need for specific monitor ing mechanisms, especially as far as the European Parliament  is 
concerned, to m aintain proper oversight  on the potent ial expansion of the already-widening 
landscape of data and informat ion exchange in the field of JHA policies. 

71 European Parliament  and Council of the EU (2011) , Regulat ion (EU)  No 1077/ 2011 of 25 October 
2011establishing a European Agency for the operat ional managem ent  of large-scale I T systems in the area of 
freedom , secur ity and j ust ice, OJ L 286/ 1, 1.11.2011. 
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3 . EU ‘SMART BORDERS’ 

KEY FI NDI NGS   

 ‘Sm art  borders’ aim  at  supplem ent ing the SI S and VI S by logging m ovem ents in and 
out  of the Schengen area (Ent ry/ Exit  System)  and facilitat ing fast - t rack ent ry for 
pre-vet ted registered t ravellers (Registered Traveller Programme) .  

 The foreseen costs of the planned EES and RTP have increased ten- fold since the 
proposals were first  mooted in 2008. I n the meant ime, the degree to which ‘smart  
borders’ are necessary can be challenged considering the t rack record of these 
m easures and the changes in scope, purpose and costs int roduced over the past  
decade. 

 ‘Smart  borders’ systems are no longer only and mainly about  borders:  they involve 
the surveillance of foreigners t ravelling to, within and out  of the Union. 

 The planned ‘Ent ry-Exit  System ’ will lead to the fingerprint ing of all third-count ry 
nat ionals enter ing the European Union, significant ly expanding the EU’s biom et r ic 
inform at ion system s and increasing the am ount  of personal data accessible to law 
enforcement  and security agencies. 

 The planned ‘Registered Traveller Program m e’, under which business and other 
frequent  t ravellers would benefit  from  faster crossings, will inst itut ionalise a two- t ier 
border cont rol system in the EU based on crude indicators such as wealth, 
nat ionality, employer and t ravel history.  

 I n envisaging the gradual replacement  of border guards with ‘Automated Border 
Cont rol’ gates, the planned ‘smart  borders’ proposals m ay also pave the way for 
increased surveillance of EU cit izens, whose m ovem ents could easily be recorded 
and stored in future. 

 The proposed European Border Surveillance System (EUROSUR)  is the most  
ambit ious surveillance system ever envisaged by the EU with important  implicat ions 
for the protect ion of fundam ental r ights and dem ocrat ic cont rol that  should be 
assessed in the same way as other ‘smart  border’ proposals. 

3 .1 .  The ‘sm art  borders’ in it ia t ive 
This subsect ion briefly presents the or igins of the ‘smart  borders’ init iat ive and details it s 
contents. I t  furthers the discussion of reversibilit y, necessity and originality developed so 
far by suggest ing that  the blueprint  for the current  EU ‘smart  borders’ init iat ive is st rongly 
related to the policies of other count r ies in this regard, especially the United States, and 
that  it  has been circulat ing, under various guises, for quite a few years within the EU 
inst itut ions. 

3.1.1. EU and US policy init iat ives related to ‘smart  borders’ 

As explained in the I nt roduct ion (sect ion 1) , the latest  EU init iat ive in the field of external 
border cont rols, dubbed ‘sm art  borders’, aim s  at   supplem ent ing  the  SI S  and  VI S  by 
logging  m ovem ent   into  and  out   of  the  Schengen  area  ( EES)   and  facilita t ing  fast 
t rack   ent ry  for   pre approved  registered  t ravellers  ( RTP) .  The tabling of these 
init iat ives highlights the rapprochem ent  between EU border cont rol policies and the policy 
orientat ions init iated in the US under the George W. Bush adm inist rat ion. On both sides of 
the At lant ic, the principle is sim ilar:  the collect ion of data on foreign nat ionals before they 
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arr ive at  the border and the retent ion of that  data to allow for further checks after they 
have entered. Form al ident ity checks st ill take place at  the border itself, but  the 
management  and scrut iny of personal informat ion begins at  the point  of applying for a 
perm it  or making an air line reservat ion and cont inues long after the t raveller has returned 
hom e. 

Once the ‘front  line’ of border cont rols, the rows of desks staffed by immigrat ion officers 
are now being supplanted by autom ated border cont rol (ABC)  gates capable of 
fingerprint ing, digitally profiling and checking ent rants against  the informat ion in their 
t ravel documents. Whereas the physical infrast ructure of ‘smart  borders’ – machine-
readable passports, fingerprint  checks, registered t raveller program mes, ABC gates, etc. – 
has become increasingly visible in European airports, the way that  the copious am ounts of 
informat ion that  is generated is then retained and used remains largely hidden from view. 
This is highly problemat ic in terms of the potent ial impact  on fundamental r ights, pr ivacy, 
data protect ion, due process, the presumpt ion of innocence and democrat ic accountabilit y. 
I n  th is  sense,  ‘sm art   borders’  are  no  longer   only  a nd  pr im ar ily  about   borders: 
they  involve  the  surveillance  of  fore igners  t ravell ing  into,  w ith in  and  out   of  the 
Union .  Exam ined in the context  of the EU JHA database landscape, and with a view to 
current  and forthcom ing proposals such as the EU PNR, ‘sm art   borders’  thus  ra ise 
quest ions  about   the  genera lisat ion  of  surv eillance  through  data  and  inform at ion 
( ‘dataveillance’) .  This phenomenon is exam ined in more details under the heading of 
‘stat ist ical discrim inat ion’ in sect ion 4. 

I n the EU context , the current  discussion on smart  borders began in February 2008, when 
the European Commission proposed the development  of a comprehensive ‘border package’ 
for the EU com prised of an Ent ry-Exit  System, a Registered Traveller Programme, 
Autom ated Border Cont rol gates and a European Elect ronic System of Travel 
Authorisat ion.72 Although this init iat ive has now been cast  on a separate t rack, the 2008 
‘border package’ was accompanied by a proposal to develop an EU external border 
surveillance system  (EUROSUR).73 The idea of establishing an EU ‘Ent ry-Exit  System ’ (EES) , 
loosely m odelled on the ‘US VISI T’ system , was first  given serious considerat ion in 2004, as 
part  of discussions about  the design of the future Visa I nform at ion System  (VI S) .74 The 
idea was to collect  personal data ( including fingerprints)  from  all v isa applicants before they 
arr ived in the EU so that  their  ident it ies could be checked upon ent ry (as now happens with 
VI S) , and then to verify and record their exit  from  the EU for the purpose of demonst rat ing 
compliance with immigrat ion rules and helping ident ify ‘over-stayers’ (a funct ion VI S does 
not  yet  have) .  

Among the reasons it  was decided not   to  develop  an  EES  a longside  VI S  is  that   it  
w ould  only  have  covered  third count ry  nat iona ls  ( TC Ns)   subject   to  EU  visa 
requirem ents  – data on persons from  count r ies who benefit  from  the EU visa waiver, 
along with persons holding long- term  visas or residence perm its, would not  have been 
included. There was also m arked concern about  the substant ial t ime and resources required 
to collect  and store biometr ic data from  all TCNs arr iving at  the EU’s external borders and 
record all exits. Thus, in 2008, the European Com m ission linked the EES to proposals to 
establish an EU Registered Traveller Programme and Elect ronic System of Travel 
Authorisat ion (ESTA) ;  the former would speed ent ry for bona fide,  pre-vet ted (m ainly 
business)  t ravellers while the lat ter would enable the collect ion of data (and vet t ing)  of 
t ravellers not  subject  to the EU visa requirement  or registered in the VI S. As detailed 
below, however, the 2011 ‘sm art  borders’ communicat ion discards the establishment  of an 
EU-ESTA and advocates the creat ion of an EES that  would record the ent r ies and exits of 
so-called ‘non-visa nat ionals’. 

72 European Comm ission (2008) , Preparing the next  steps in border m anagem ent  in the European Union,  
COM(2011)  69 final, 13.2.2008.   
73 European Comm ission (2008) , Exam ining the creat ion of a European Border Surveillance System  (EUROSUR) ,   
COM(2011)  68 final, 13.2.2008.   
74 European Policy Evaluat ion Consort ium  (2004) , Study for the extended im pact  assessm ent  of Visa I nform at ion 

System , December 2004. 
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3.1.2. Towards a legislat ive proposal on ‘smart  borders’ 

The Commission’s ‘smart  borders’ Communicat ion of 2008 was welcom ed by the Council 
which, in order to assist  the Com m ission in conduct ing an im pact  assessm ent  and 
developing a full legislat ive proposal, issued two quest ionnaires to the Working Party on 
Front iers in 2009. The first  sought  to assess the appet ite among the member states for a 
‘sm art  border’ system  cent red on an EES; 75 the second requested stat ist ics regarding 
border crossings and the ent ry and exit  of TCNs.76 

The Com m ission was scheduled to present  the legislat ive proposal by m id-2011, with a 
view to the system s becom ing operat ional in 2015, but  the Polish Presidency clearly 
harboured doubts about  the necessity or effect iveness of sm art  borders. The inform al JHA 
m inister ial in Sopot  in July 2011 called for a “ shared understanding”  between the 
Commission and the member states “before embarking”  on such an ambit ious proposal and 
invited m inisters to reflect  upon “ the added value in light  of the technological im plicat ions 
( including in relat ion to data protect ion)  and the cost ” .77 

I nstead of its planned legislat ive proposal, the Com m ission responded in October 2011 with 
a new Com m unicat ion not  intended to “prejudge any future specific proposals” , which 
would be accompanied by a full impact  assessm ent  in due course.78 The  substant ia l 
dif ference  betw een  the  2 0 0 8   and  2 0 1 1   Co m m unicat ions  w as  that   the  est im ated 
costs of the Ent ry Ex it  System  and Regist ered Traveller  Program m e had increased 
tenfold :  from  €135 m illion to €1.335 billion. Meanwhile, plans to int roduce an Elect ronic 
Travel Authorisat ion System  ( for third-count ry nat ionals not  subject  to the EU visa 
requirement )  did not  feature in the 2011 ‘sm art  borders’ com m unicat ion and have 
apparent ly been shelved. Finally, in February of this year, the Danish Presidency hosted a 
conference on “ I nnovat ion in Border Managem ent ”  to provide further guidance to the 
Commission in its deliberat ions.79 

The move towards a legislat ive proposal on ‘smart  borders’ highlights the relevance of the 
discussion on reversibilit y, necessity and originality we have exam ined so far. The EES 
warrants further scrut iny in this regard. The degree to which it s  establishm ent   is  the 
inevitable  outcom e  of  ex ist in g  EU  policies  on  externa l  border   cont rol,  m igrat ion  
and  visas  can  be  challenged  when taking into considerat ion the t rack record of this 
part icular m easure and the changes in scope, purpose and costs that  it  has undergone over 
the past  decade. Consider ing the components of the ‘smart  borders’ init iat ive as an 
irreversible process, in the meant ime, has st rong implicat ions for the decision-making 
process. We will detail the m at ter of costs in depth at  a later stage (see point  3.2.5) , but  it  
is worth underlining that  despite  the  absence  of  a   form al  legisla t ive  proposa l  or   a  
f irm   polit ica l  com m itm ent   on  the  par t   of   nat iona l  governm ents,  the  Com m ission 
has  a lready  earm arked  € 1 .1   billion  for   the  developm ent   and  im plem entat ion  of 
‘sm art  borders’ from  the draft  EU I nterna l Secur ity  Fund 2 0 1 4  2 0 .80 I t  argues that  it  
has to do this so that  the m oney is available if the m em ber states wish to im plem ent  ‘sm art  
border’ system s during the next  m ult i-annual financial fram ework. I t  m ay also, however, 
enable substant ial EU investments to be made prior to or irrespect ive of future decisions 
regarding EU legislat ion.  

75 Council of the EU (2008) , Presidency project  for a system of elect ronic recording of ent ry and exit  dates of third-

count ry nat ionals in the Schengen area,  13403/ 08, Brussels, 24.9.2008;  Council of the EU (2009) , Quest ionnaire 

on the possible creat ion of a system of elect ronic recording of ent r ies and exits of third count ry nat ionals in the 

Schengen area, 8552/ 09, Brussels, 21.4.2009. 
76 Council of the EU (2009) , Results of the data collect ion exercise, 13267/ 09, Brussels, 22.9.2009. 
77 Polish Presidency of the European Union (2011) , Conclusions of the I nform al Meet ing of the Just ice and Hom e  
Affairs Ministers in Sopot ,  18–19 July 2011:  Sm art  borders in the Schengen space.   
78 European Comm ission (2011) , COM(2011)  680 final, op. cit .   
79 Danish presidency of the European Union (2012) , Conference on I nnovat ion Border Managem ent , 02-
03.02.2012:  ht tp: / / eu2012.dk/ en/ Meet ings/ Conferences/ Feb/ Konference-om - innovat iv-graenseforvaltning.  
80 European Comm ission (2011) , Building an open and secure Europe:  the hom e affairs budget  for 2014-2020,   
COM(2011)  749 final, 15.11.2011. See further European Comm ission (2011) ,  Proposal for a Regulat ion of the  
European Parliam ent  and of the Council establishing, as part  of the I nternal Security Fund, the inst rum ent  for  
financial support  for external borders and visa, COM(2011)  750 final, 15.11.2011.   
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This observat ion is not  lim ited to the ‘sm art  borders’ init iat ive, but  appears to be a 
consistent  pat tern in EU JHA policies. This is indeed precisely what  happened with 
EUROSUR after the st rategic guidelines for the External Borders Fund 2007-13 encouraged 
member states to use the fund for “nat ional components of a European Surveillance 
System” . By the t ime the EUROSUR legislat ion was formally proposed in Decem ber 2011, 
16 out  of the 18 m em ber states located at  the southern and eastern external borders had 
established their  EUROSUR Nat ional Coordinat ion Cent res;  the major ity were already 
operat ional.81 I n such circum stances, the scope for European and nat ional par liam ents to 
raise any substant ive object ions to the EUROSUR legislat ion was great ly dim inished.  

The use of financial inst rum ents such as the Seventh Fram ework Program m e for Research 
(FP7)  and the various (exist ing and forthcom ing)  EU hom e affairs funds by the European 
Commission to pursue predefined policy object ives is now having a significant  impact  on 
the EU legislat ive agenda. I n  these  circum stances  the  European  Par liam ent   is 
advised  to  establish  m onitor ing  m echanism s  that   a ll ow   the  scrut iny  of  these 
pract ices,  the  m eaningful  review   of  w hat   has  been  s pent ,  and  how   it   has 
inf luenced policy and legisla t ive pract ices. 

3 .2 .  The foreseen system s 
This subsect ion details each of the three data and informat ion exchange schemes 
envisaged in the ‘smart  borders’ Communicat ion of 2011. I n order to cont inue the 
discussion on reversibilit y, necessity and originality, it  starts with the exam inat ion of the 
one system that  in fact  has been discarded by the European Commission, nam ely ESTA. 
Read through ESTA, the link between exist ing and ‘smart  borders’ system s and the 
necessity of the EES and RTP can indeed be discussed cr it ically. 

3.2.1. Elect ronic System  of Travel Authorisat ion 

An Elect ronic System  of Travel Authorisat ion (ESTA)  provides for the pre-screening of 
t ravellers not  subject  to a visa requirement . I t  has been pioneered in the United States as 
part  of its Visa Waiver Programme and requires t ravellers to subm it  an elect ronic 
applicat ion at  least  72 hours before t ravelling to the United States. ESTA applicants are 
then screened against  nat ional security ‘watch lists’ so that  individuals of interest  to the 
authorit ies can be ident ified prior to departure and prevented from boarding inbound 
aircraft . Aust ralia also operates an ESTA schem e as part  of it s Advance Passenger 
Processing system . 

There is understandably some confusion between ESTA program m es and Advance 
Passenger I nformat ion (API )  systems. The former requires selected t ravellers to obtain 
form al authorisat ion from  com petent  state authorit ies;  the lat ter places an obligat ion on 
carr iers to collect  specific informat ion from t ravellers ( including name, date of birth, 
nat ionality, passport  num ber, expiry date, issuing authority, etc.)  and communicate it  to 
those authorit ies pr ior to the departure of their aircraft . While API  data m ay also be vet ted 
by security services to ident ify suspicious or wanted persons and/ or to prevent  departure, 
no formal system of t ravel authorisat ion is provided to the individuals concerned. API  
system s are linked to Passenger Name Records (PNR) , which also allow states to vet  or 
profile t ravellers. Most  EU states now require som e form  of Advance Passenger 
I nform at ion. Again, from  the cit izen’s perspect ive, it  is becom ing increasingly difficult  to 
understand what  data are being collected by whom  and for what  purposes. 

I n its 2008 Com m unicat ion on sm art  borders, the Com m ission suggested that  the EU could 
int roduce an ESTA for “ third-count ry nat ionals not  subject  to the visa requirem ent ”  who 
“would be requested to make an elect ronic applicat ion supplying, in advance of t ravelling, 

81 European Comm ission (2011) , I m pact  Assessm ent  accom panying the Proposal for a Regulat ion of the European 

Parliam ent  and of the Council establishing the European Border Surveillance System (EUROSUR) , SEC(2011)  1536 
final, 12.11.2011, pp. 15–16. 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

data ident ifying the t raveller and specifying his/ her passport  and t ravel details” .82 This data 
would be used “ for verifying that  a person fulfils the ent ry condit ions before t ravelling to 
the EU, while using a lighter and simpler procedure compared to a visa” .  

A feasibilit y study on an EU ESTA was produced by an external cont ractor in February  
2011.83 I t  considered four opt ions:  an ESTA for all v isa-exem pted TCNs, an ESTA for certain 
visa-exempted TCNs only, an ESTA scheme that  worked in combinat ion with a wider ‘e-
visa’ system covering all ent rants, and a gradual subst itut ion of the visa requirem ent  itself 
in favour of a com prehensive ESTA schem e. The study ult im ately recom m ended that  that  
“ the establishm ent  of an EU ESTA would not , under any of the four opt ions ident ified, 
respond to fully unambiguous, well- ident ified and fully understood needs and problems at  
this stage” , although it  noted that  in the long- term , when VI S and EES were both up-and-
running, an EU ETSA in the form  of an elect ronic visa applicat ion system  “could br ing a 
number of tangible benefits for visa authorit ies as well as for t ravellers” .84 However, by the 
t ime feasibilit y study was published in 2011, the Commission had already discounted the 
opt ion of establishing any kind of  EU ESTA in favour of a European  Ent ry-Exit  System and  
Registered Traveller Programme. 

3.2.2. Ent ry/ Exit  System  

According to the Commission’s Com m unicat ion of 2008, an EU Ent ry-Exit  System would 
have the general purpose of ident ify ing ‘over-stayers’ – non-EU nat ionals who enter legally 
with a valid t ravel docum ent  or visa and then fail to leave upon expirat ion of their 
perm it ted stay. While it  is often claimed that  such persons comprise the largest  category of 
‘illegal m igrants’ in the EU, no accurate stat ist ics exist . I ndeed the Com m ission suggests 
that  the ‘added value’ of the EES is that  it  will be able to provide more accurate informat ion 
about  pat terns of overstaying. 

The EES would work by register ing the t ime and place of ent ry and exit  of all TCNs 
adm it ted for a short  stay (up to three m onths) . This will require am endm ents to the 
Community Code on the rules governing the movem ent  of persons across the borders ( the 
Schengen Borders Code -  SBC) , which provides a set  of harmonised rules and procedures 
for the crossing of the external borders of the EU.85 I n cases where a person’s stay expires 
and no exit  data are captured by the EES, som e kind of ‘alert ’ would be sent  to the nat ional 
authorit ies so that  ‘appropriate m easures’ can be taken.86 While no sanct ion has yet  been 
specified, it  is assumed that  this will include fines and/ or issuing an expulsion order. I t  is 
also possible that  the EES could be de facto linked to the Schengen I nform at ion System  for 
the purposes of apprehending ‘over-stayers’ (see further sect ion 3.3.1. below) . 

I t  is as yet  unclear exact ly what  data would be stored in the ESS but  this will have to 
include at  least  the inform at ion necessary to t race the ident ity, t ravel docum ent , place and 
date of ent ry of any ‘over-stayers’. I n its 2011 Com m unicat ion, the Commission favoured 
the establishm ent  of the EES in stages with alpha-num eric data such as nam e, nat ionality 
and passport  num ber collected init ially, with fingerprints and photographs int roduced at  a 

82 European Comm ission (2008) , COM(2008)  69 final, op. cit .   
83 Pr ice Waterhouse Coopers (2011) , Policy study on an EU Elect ronic System  for Travel Author isat ion (EU ESTA)   

Final Report , February 2011.   
84 I bid. , pp. 27-28.   
85 European Par liament  and Council of the EU (2006) , Regulat ion (EC)  No 562/ 2006 of 15 March 2006 establishing  
a Com m unity Code on the rules governing the m ovem ent  of persons across borders ( “Schengen Borders Code” ) ,   
OJ L 105/ 1, 13.4.2006.   
86 European Comm ission (2008) , COM(2008)  69 final, op. cit . , p. 8.   
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later stage.87 However, a majority of member states that  have expressed a posit ion on the 
issue wish to see biometr ic data included from  the outset .88 

Third-count ry nat ionals account  for almost  half of the 300 m illion people est im ated to cross 
the external borders of the Schengen area every year. With the planned EU Ent ry-Exit  
System, their data would be stored in a cent ral database fed by informat ion collected by 
com puter term inals at  external border-crossing points. Thus, as with other large-scale EU 
m igrat ion databases, the bulk of the overall costs out lined above lie in upgrading border 
cont rol systems in the member states.  

The EES will share the Biomet r ic Matching System  (BMS)  developed for the VI S and the 
Schengen Inform at ion System  I I .89 The BMS is used to verify the ident ity of visa holders 
(so-called ‘one- to-one’ checks)  or check individual pr ints against  either database ( ‘one- to-
m any’ checks) . I t  would st ill of course be m uch sim pler and cheaper to int roduce an ent ry-
exit  funct ionality within VI S but  this would fail to capture those TCNs who arr ive from 
count r ies not  subject  to the EU visa requirement .  

I t  is not  yet  clear how long data m ight  be retained in the EES. The Com m ission has said 
data could be kept  in order to establish and map ‘t ravel pat terns’, suggest ing the VI S 
standard of five years could be used. Others have argued that  it  would be disproport ionate 
and potent ially unlawful to retain personal data on individuals who have entered and left  
the EU in full accordance with immigrat ion rules.90 

The newly established EU Agency for Large-scale I T Systems would be responsible for the 
development  and management  of the EES and access would logically be granted to the 
competent  imm igrat ion services of the m em ber states. I n its Com m unicat ion of 2008, the 
Com m ission had suggested that  “ law enforcem ent  authorit ies”  could be granted access to 
EES data “ in except ional circumstances… with good cause” .91 However, several member 
states have called for such agencies to be granted access for general policing purposes 
while 11 member states implement ing nat ional ent ry-exit  system s already m ake, or 
envisage m aking, the sam e provision.92 

3.2.3. Registered t raveller programme 

Registered Traveller Programmes (RTPs)  are designed to speed border-crossing for pre-
vet ted or ‘bona fide’ t ravellers. They are based on autom ated ident it y checks and border-
crossing gates, reducing or removing the need for border guards to check t ravel 
documents. Only four member states current ly have RTPs which are lim ited to the busiest  
airports.93 Airports in several other states are int roducing automat ic border cont rol (ABC)  
gates independent ly of RTPs.94 

87 European Comm ission (2011) , COM(2011)  680 final, op. cit . , p. 9. 
88 Council of the EU (2011) , Comm unicat ion from  the Com mission to the European Par liam ent  and the Council:  

“Sm art  borders -  opt ions and the way ahead”  -  Sum mary of discussions,  17706/ 11, 29.11.2011, p. 2. 
89 The Biometr ic Matching System (BMS)  is an informat ion search engine that  can match biom etr ic data from visa 
applicat ions, ident ity  m anagem ent  systems and policing systems for EU member count r ies. The BMS is designed 
to enable j ust ice and imm igrat ion author it ies to deal with secur ity  and other issues related to terror ism , organized 
cr ime, illegal imm igrat ion, v isa shopping, ident ity theft  and fraud. The BMS database will be able to store the 
fingerpr ints of up to 70 m illion people and process more than 100,000 ver ificat ion and ident ificat ion requests per 
day. See Accenture press release, Accenture and Sagem  Défense Sécurité Win Prim e Cont ract  for European 

Com mission’s Biometr ic Matching System , 20.10.2008. 
90 See for exam ple Hayes, B. and Vermeulen, M. (2012) , Borderline:  The EU's New Border Surveillance I nit iat ives,   
Berlin:  Heinr ich Böll Foundat ion, 2012.   
91 European Comm ission (2008) , COM(2008)  69 final, op. cit . ,  p. 27.  
92 European Comm ission (2011) , COM(2011)  680 final, op. cit . ,  p. 7.   
93 These systems are Parafes in France, ABG in Germany, Privium  in the Netherlands and I r is in the United  
Kingdom .  
94 For exam ple RAPI D in Portugal and the Autom ated Border Cont rol gates in the United Kingdom  and Spain. 
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Within the EU ‘sm art  borders’ package, the RTP is conceived as a m eans to com pensate for 
longer procedures for register ing t ravellers in the planned Ent ry-Exit  System. The EU’s RTP 
schem e would be voluntary and those applicants who are approved as ‘bona fide’ t ravellers 
would be able to use ABC gates at  the EU’s external borders. The Commission est imates 
that  this would cut  the t im e spent  queuing to “below 30 seconds”  – a pr ivilege that  RTP 
m em bers would pay for.95 The Commission hopes that  “4-5 m illion t ravellers per year”  
would use the EU’s RTP and that  the revenues generated would “ lay the basis for enhanced 
investments in automated border cont rol technologies at  major border crossing points.” 96 

I n 2008 the Commission ident ified various factors that  could be used to determ ine which 
t ravellers could be ident ified as ‘low r isk’ and suitable for inclusion in an EU RTP. This 
includes t ravelling frequent ly to the Schengen area for legit imate reasons ( for instance 
t ravelling on business) , a reliable t ravel history ( the person respects the condit ions for their  
length of stay on each occasion) , proof of sufficient  means of subsistence and possession of 
a biom etr ic passport .97 Applicants would also be checked against  nat ional and internat ional 
‘watch lists’ to ensure that  they are not  considered a threat  to public policy, internal 
security, public health or internat ional relat ions of any of the member states.98 According to 
the Commission, “other cr iter ia may be imposed.” 99 At  the informal JHA Council in July 
2011, the Council hinted that  the vet t ing cr iter ia could be aligned with the cr iter ia for 
m ult iple-ent ry visa holders.100 

Upon arr ival at  the ABC gates, a document  reader would check the biometr ics of registered 
t ravellers against  those stored by the EU RTP. Those system s already operat ing in the 
member states use ir is scans or fingerprints. The Commission and those mem ber states 
that  support  an EU RTP are understood to want  to use both fingerprints and facial scans.  
While it  m ight  be possible to develop interoperable, nat ional system s linking only those 
states wishing to int roduce RTPs, a cent ral EU system  is planned.101 I n its 2011 
Com m unicat ion, the Com m ission suggested that  the data of registered t ravellers could 
either be stored in a cent ral database or on a token issued to the individual RTP member, 
or a com binat ion of both, in which case the token would only contain a unique ident ifier 
such as a m em bership num ber.102 A major ity of member states expressing a posit ion on 
these opt ions prefer the cent ralised storage of data.103 

I t  is not  yet  clear which agencies would have access to the data held in the EU RTP, 
although this would logically include competent  imm igrat ion services and those security 
agencies responsible for checking applicants against  ‘watch lists’.  I t  is not  known at  this 
stage if law enforcement  agencies will be granted rout ine access to RTP data as seem s 
likely in respect  to the EES. 

3.2.4. The rat ionale for ‘smart  borders’ 

The  basic  pr inciple  behind  ‘sm art   borders’  is  the  a utom at ion  of  the  processes 
involved  in  border   cont rols  and  im m igr at ion  checks;  in  essence  the  replacem ent  
of  hum an  checks  by  com puter   checks .  However, in autom at ing border-crossing 
procedures, a vast  amount  of personal data can be collected and retained for a range of 
purposes, including the profiling  of  t ravellers  ( in at tem pts to ident ify ‘suspicious’ 
persons) , cross-checks against  nat ional security and police ‘watch- lists’,  creat ing of 

95 European Comm ission (2011) , COM(2011)  680 final, op. cit . , p. 12.   
96 I bid.   
97 European Comm ission (2008) , COM(2008)  69 final, op. cit . ,  p. 6.  
98 I bid. , p. 7.   
99 European Comm ission (2008) , Preparing the next  steps in border m anagem ent  in the European Union –  
Sum mary of the I mpact  Assessm ent , SEC(2008)  153 final, 13.2.2008, p. 62.   
100 Polish Presidency of the European Union (2011) , op. cit . ,  p. 3.   
101 European Comm ission (2011) , COM(2011)  680 final, op. cit . , p. 8.   
102 I bid. , pp. 8–9.  
103 Council of the EU (2011) , 17706/ 11, op. cit .,  p. 2.   
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registers of ent rants and facilitat ing the surveillance of movement . 

I n addit ion to autom ated data collect ion and processing at  border-crossing points, the 
concept  of ‘smart  borders’ also encompasses the  int roduct ion  of  detect ion 
technologies a im ed m ore broadly a t  pr event ing unauthor ised ent ry and residence .  
This includes, for example, the use of automated surveillance and analysis system s in 
at tem pts to cont rol border areas, to ident ify suspicious vehicles, vessels or persons, and to 
autonom ously t rack and profile them. The draft  EUROSUR legislat ion appears to provide for 
the cont inuous development  and implem entat ion of such technologies in order to create an 
ever-more comprehensive ‘situat ional picture’ through cont inuous surveillance of large 
areas outside of EU terr itory (see sect ion 3.3.2 below) . Considered alongside the expanded 
m andate for Frontex to target  act ivit ies relat ing to illegal imm igrat ion within the EU and all 
of the JHA databases already geared to cont rols on asylum applicants and legal ent rants 
and residents, ‘smart  borders’ are inst itut ionalising surveillance across whole cont inents. 

‘Smart  borders’ derive their perceived legit im acy from assum pt ions about  efficiency and 
security;  the prem ise  is  that   they benefit   t ravellers by depl oying new   technologies 
and  enhance  the  effect iveness  of  border   checks  through  the  int roduct ion  of 
autom ated  processes.  The Ent ry-Exit  System is at  the heart  of the ‘sm art  border’ plans 
for the EU. The extent  to which the EES will either benefit  t ravellers or enhance security is, 
however, st ill very much open to debate. Primarily, it  is clear that  collect ing biomet r ic 
inform at ion and recording the ent ry-and-exit  of all third-count ry nat ionals crossing the EU’s 
external borders will increase the t ime that  t ravellers spend at  imm igrat ion cont rols, 
regardless of the extent  to which new technologies are able to speed this process.  

The legit im acy of the EES is thus dependent  on its value as a security tool but  as yet  even 
the Commission appears unconvinced of it s merits in this respect . I t  has previously argued 
that  collect ing ent ry and exit  data will assist  in ident ify ing ‘over-stayers’ and collect ing 
reliable stat ist ical data on the extent  of the phenomenon. However, without  a concrete link 
to arrest  and expulsion procedures (see sect ion 3.3.1 below) , the EES is only likely to 
ident ify ‘over-stayers’ at  the point  at  which they at tem pt  to exit  the Schengen area, which 
is too late to prevent  unauthorised residence as it  logically marks the end of any such stay. 
I n  th is  context   the  EES  w ould  create  lit t le   m ore  than  an  ext rem ely  expensive 
m echanism  for  gather ing m igrat ion sta t ist ics.  

Furthermore, it  is understood that  the Commission services responsible for developing the 
forthcom ing EES proposal have failed to  convince the Commission’s I mpact  Assessment  
Board about  the purpose of the system  as described above, or the necessity of collect ing 
biometr ic data from  third-count ry nat ionals not  subject  to a visa requirem ent . The 
Com m ission services com m it ted to the int roduct ion of the EES now have lit t le choice but  to 
‘beef up’ their  proposal, likely by including biom etr ics in the system from  its incept ion, 
making a st ronger case for EES as a policing tool, and grant ing law-enforcem ent  agencies 
access to EES data. 

While concerns may be raised about  the proport ionality and legit imacy of a system that  
effect ively creates a police record on all v isitors to Europe, not  least  in the light  of the 
European Court  of Human Rights’ judgm ent  in S & Marper  v United Kingdom ,104 it  is difficult  
to escape the conclusion that  the m ain ‘value’ in the EES has always been the collect ion of 
biom et r ic data to com plem ent  that  collected by Eurodac and VI S. I n this context , the 
problem   of  visa   ‘overstaying’  is  being  used   to  just ify  w hat   effect ive ly  am ounts  to 
a   policy  of  ex tending  m andatory  f inger pr int ing  from   a ll  asylum   and  visa 
applicants to a ll TCNs at tem pt ing to enter  the EU.  Nevertheless, it  is important  to note 
that  if the rat ionale for ‘smart  borders’ is to increase EU security by prevent ing the ent ry or 

104 According to established case law of the European Court  of Hum an Rights, the m ere stor ing of data am ounts to 
an interference with the r ight  to pr ivacy. I n the S. and Marper case, the Court  ruled that  fingerprints and 
photographs contain unique informat ion that  is “ capable of affect ing the pr ivate life of an indiv idual”  and that  
retent ion of this informat ion without  the consent  of the indiv idual concerned “ cannot  be regarded as neut ral or 
insignificant ” . European Court  of Human Rights (2008) , Case S. and Marper v the United Kingdom ,  ECHR 1581, 
Applicat ions nos. 30562/ 04 and 30566/ 04, Judgment , 4 December 2008, para. 84. 
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ident ifying the presence of suspicious or dangerous t ravellers, this could be achieved 
through much cheaper and less- int rusive systems such as ESTA  or API , which do not  
require the collect ion and retent ion of biometr ic data. 

Whereas the Com m ission is likely to at tem pt  to just ify any proposed EES on security 
grounds, the rat ionale for the planned Registered Traveller Programme is based solely on 
efficiency. The Commission recognises that  collect ing or  checking biom etr ic data from  an 
increasing number of t ravellers arr iving at  the EU’s external borders will significant ly 
increase wait ing t im es and is concerned that  this could frust rate business and other 
frequent  t ravellers. The proposed EU RTP would allow this group of persons – subject  to 
vet t ing by the security services – to circumvent  lengthier border-crossing procedures in 
return for payment . The revenues that  the Com m ission envisages that  this will generate 
help fund the int roduct ion of autom ated border-crossing gates. The Commission argues 
that  ABC gates will in turn lead to a substant ial cost -saving by reducing the num ber of 
hum an border guards required to conduct  such checks.  

Several im portant  shortcom ings have been ident ified with regard to this approach. 
Primarily any EU RTP will in effect  int roduce a two- t ier system  whereby a select  few will 
benefit  from  faster crossings whereas the vast  majority of t ravellers will face lengthier 
border checks. I t  was also create a de facto division between ‘low- r isk’ and ‘high- r isk’ 
t ravellers based on crude and potent ially discrim inatory indicators such as wealth, 
nat ionality, employer and t ravel history. There are also obviously flaws from a security 
perspect ive insofar as people intending to commit  cr im inal acts in the EU may st ill be 
perfect ly capable of obtaining RTP accreditat ion. 

Finally, if ABC gates are rolled-out  across the EU to facilitate the planned Registered 
Traveller Programme, some degree of ‘scope creep’ is inevitable. Those member states that  
have already int roduced ABC gates in the absence of any RTP program m e have done so to 
speed-up border crossings for EU cit izens holding technologically-com pat ible passports. I n 
envisaging the gradual replacem ent  of border guards with ABC gates, the ‘smart  border’ 
proposals m ay also pave the way for increased surveillance of EU cit izens, whose 
movements could easily be recorded via ABC gates and incorporated into nat ional ent ry-
exit  systems.105 

3.2.5. The costs 

As  noted  above,  the  foreseen  costs  of  the  planned  EES  and  RTP  have  increased 
ten fold  since  the  proposals  w ere  f irst   m ooted  in  2 0 0 8  and the “est imated costs of 
the cent ralised ent ry/ exit  and Registered Traveller Programme system [ were]  
approximately 20 m illion euro, spread out  over 2-3 years and the annual m aintenance and 
operat ional costs approximately 6 m illion euro.”  The Com m ission explained that  it  would 
cost  a further €35 m illion to implem ent  the EES and RTP in the m em ber states, “but  [ this]  
could vary great ly depending on the num ber of autom ated gates that  would be 
im plem ented. One autom ated gate unit  costs approxim ately 35,000 euro.”106 

When the Commission revisited the potent ial costs of the EES and RTP in 2011, it  reported 
that  the developm ent  of the cent ral EES and RTP and their nat ional interfaces could be in 
the order of €400 m illion, with annual operat ing costs of €180 m illion per year for the first  
five years.107 The Com m ission also est im ated that  if the EES and RTP are built  on the same 
‘technical plat form ’ ( i.e. as a single rather than disparate systems) , this could bring the 
total cost  down to under €1 billion. 

I nsofar as the potent ial costs of any new system s m ust  be weighed against  the envisaged 
benefits and sheer ambit ion of the proposals, m any com m entators have pointed to  the 

105 The Com mission explicit ly foresees that  EU cit izens could ‘benefit ’ from  autom ated gates when crossing the 
external borders, see European Com mission (2008) , COM(2008)  69 final, op. cit . , p. 7.   
106 European Com m ission (2008) , Prepar ing the next  steps in border m anagem ent  in the European Union –   
Sum mary of the I mpact  Assessm ent , SEC(2008)  154 final, 13.2.2008.   
107 European Comm ission (2011) , COM(2011)  680 final, op. cit . ,  p. 10. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

US  exper ience  w ith  the  US  VI SI T  program m e .  As the European Data Protect ion 
Supervisor (EDPS)  has noted, by 2008 this system  had cost  m ore than $1.5 billion but  only 
led to 1,300 ent ry refusals, equat ing to more than $1 m illion per refusal.108 Moreover, 
despite collect ing fingerprint  data from  all non-NAFTA nat ionals entering the US, US VI SI T 
is only able to record ent ry data. I t  has long been planned to record exit  data  as well but  
the Departm ent  of Hom eland Security (DHS)  has been unable to convince the Government  
Accountabilit y Office (GAO)  that  these plans are viable, despite repeated at tem pts to do so. 
The GAO has current ly ident ified planning and implem entat ion problem s related to the ‘exit ’ 
com ponent  of US-VI SI T.109 Over the past  three years, and following the at tem pted bom bing 
of an air line on 25 December 2009 in Chicago, the GAO has become increasingly cr it ical of 
the methods followed by the DHS as well as by the outcome of its work. I n an August  2010 
report , it  quest ioned the relevance of two pilot  studies on US-VI SI T’s exit  com ponent  that  
the DHS had been required to implement  by the 2009 Consolidated Security, Disaster, 
Assistance and Cont inuing Appropriat ion Act  of September 2008.110 The test im ony of a 
high- level GAO official before the US House of Representat ives’ Subcom m it tee on Border 
and Marit im e Security in September 2011 highlights that  without  a “m aster schedule [ for 

the im plementat ion of the exit  com ponent  of the US-VI SI T program m e]  that  was integrated 
and derived in accordance with relevant  guidance, DHS could not  reliably com m it  to when 
and how it  would deliver a comprehensive exit  solut ion or adequately m onitor and m anage 
its progress towards this end” .111 

The European Com m ission, by cont rast ,  is  hoping to deliver   the EES and RTP for  a  
m uch  low er  cost   than   the  US  VI SI T  schem e .  Meanwhile, the scope of the envisaged 
EES/ RTP schem e is m uch m ore am bit ious:  the US has a single federal border-cont rol 
system, while EU nat ional authorit ies in charge of this issue amongst  the part icipat ing 
Schengen states have diverse capacit ies and competencies, and arguably more dispersed, 
heterogeneous and num erous crossing points to m onitor between them . 

This  observat ion  is  a ll  the  m ore  im portan t   as  the  EU  has  a lready  invested  m ore 
than  € 2 0 0   m illion  in  rese arch  and  developm ent   of  sm art   borders  and  border  
surveillance  technologies  from   it s  FP7 .112 This includes a host  of prototype detect ion 
technologies for EUROSUR and two large-scale dem onst rat ion projects for EU ABC gates.113 

As documented in previous studies for the European Parliament ,114 EU R&D funding has 
provided European indust ry with a plat form  to develop and showcase technological opt ions, 
including for ‘smart  borders’, thus inst itut ionalising the dialogue between policy-makers, 
pract it ioners and technology suppliers. Mult inat ional defence and security cont ractors such 
as Finm ecannica-SELEX,  I ndra Sistem as,  Sagem ,  Thales and EADS have played a 
part icularly prom inent  role.115 Within this process, discussions about  the necessity and 

108 Cited in Peers, Steve (2008) , Proposed new EU Border Cont rol System s, PE 408.296, Brussels, June 2008, p. 9.   
109 GAO (2007) , Hom eland Security:  US-VI SI T has not  fully m et  expectat ions and longstanding program m e  
m anagem ent  challenges need to be addressed, GAO-07-4997T, Washington, D.C., February 2007;  GAO (2007) ,   
Aviat ion Security:  Efforts to St rengthen I nternat ional Passenger Prescreening are Under Way, but  Planning and  
I mplementat ion I ssues Rem ain,  GAO-07-346, Washington D.C., May 2007;  GAO (2009) , Homeland Secur ity:  Key   
US-VI SI T Com ponents at  Var ious Stages of Complet ion, but  I ntegrated and Reliable Schedule Needed, GAO-10-
13, Washington D.C., Novem ber 2009.   
110 GAO (2010) , Homeland Security:  US-VI SI T Pilot  Evaluat ions Offer Lim ited Understanding of Air  Exit  Opt ions,   
GAO-10-860, Washington D.C., August  2010.   
111 GAO (2011) , Visa Secur ity:  Addit ional Act ions Needed to St rengthen Overstay Enforcem ent  and Address Risks  
in the Visa Process – Statement  of Richard M. Stana, Director Homeland Secur ity and Just ice I ssues, GAO-11-
910T, Washington D.C., 13.9.2011, p. 10.   
112 Hayes, B. and Vermeulen, M. (2012) , Borderline, op. cit . ,  pp.59-66.   
113 The two large-scale dem onst rat ion projects for EU ABC gates are FASTPASS and ABC4EU. They are expected to  
com mence in 2013.   
114 Bigo, D. and Jeandesboz, J. (2008) , Review of security measures in the 6 th Research Fram ework Program me  
and the Preparatory Act ion for Secur ity Research, PE 393.289, Brussels, May 2008;  Burgess. J.P. and Hanssen, M.  
(2008) , Public Private Dialogue in Secur it y Research,  PE 393.286, Brussels, May 2008;  Jeandesboz, J. and  
Ragazzi, F. (2010) , Review of  security measures in  the Research Fram ework Program m e,  PE 432.740, Brussels,  
October 2010.  
115 Hayes, B. and Vermeulen, M. (2012) , Borderline, op. cit . ,  pp.60-66.   
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impact  of new technologies have been sidestepped or subst ituted with indust ry- fr iendly 
concepts such as ‘pr ivacy by design’. 

3 .3 .  Sm art  borders and JHA databases 

3.3.1. Smart  borders, VI S and SI S/ SI S I I  

The expected EU proposals on EES and RTP have various implicat ions for the way in which 
the Visa informat ion System and potent ially the Schengen I nform at ion System  (and SI S I I )  
are used in pract ice. Unfortunately these relat ionships cannot  be clarified unt il the formal 
Commission proposals are produced. The analyt ical table in Annex I  provides an overview 
of the m ain components of those databases. 

As noted above, the EES will share the Biom et r ic Matching System developed for VI S and 
SI S I I .  I t  is also possible that  the RTP will share the BMS as well;  this will certainly be the 
case if the cost -saving opt ion of developing the ESS and RTP in tandem is pursued. I n the 
context  of ‘one too many’ searches, where law enforcement  agencies at tempt  to match 
fingerprints to their holders, a single interface could then be provided to the fingerprints of 
hundreds of m illions of TCNs. I t  is important  to recognise here that  cent ralising access to 
different  datasets can achieve the sam e goal as interlinking the databases themselves (c.f. 
the recent  proposals to grant  law enforcem ent  agencies access to Eurodac data) . 

There are likely to be more explicit  links between VI S and EES. Since the EES will include 
the ent ry and exit  data of all third-count ry nat ionals, it  is logical that  data related to TCNs 
who are subject  to a visa requirem ent  will be interoperable with the VI S system.116 I ndeed, 
the Commission has suggested that  a fully operat ional and developed VI S is “a prerequisite 
for the implementat ion of a Smart  Borders system” ,117 though it  is unclear why the 
Com m ission does not  want  to wait  unt il the VI S is fully funct ional and review the operat ion 
of the system  before at tem pt ing to establish the EES. 

Nor is it  clear how ‘overstay’ alerts will be issued and acted upon in the event  that  an 
individual registered in the EES fails to exit  the EU in accordance with the term s of their 
visa or v isa waiver. The Com m ission has already explained that  ‘alerts’ will automat ically be 
issued to the com petent  nat ional authorit ies when an individual’s scheduled exit  has not  
been captured by the EES;  since persons ‘overstaying’ their  visa m ay be liable for a f ine 
and/ or expulsion, it  is logical that  these alerts will be sent  to the responsible authorit ies. 
But  as the Treaty provides for the free m ovem ent  of Schengen visa holders, what  if the 
‘over-stayed’ has left  the m em ber state through which they entered and is now residing 
elsewhere in the EU? The Commission has thus far remained silent  on this issue, but  from  a 
law enforcem ent  perspect ive it  m ay be desirable to issue ‘over-stayer’ alerts through the 
Schengen Inform at ion System  (or SI S I I  once it  is up-and- running) . 

I f the architects of the EES do ult im ately intend for de facto arrest  warrants for ‘over-
stayers’ to be issued via the SI S/ SI S I I , it  is im perat ive that  st r ingent  safeguards are 
int roduced. I t  m ust  be quest ioned from  the outset  whether it  is lawful or proport ionate to 
issue arrest  warrants for what  are in most  member states civil/ adm inist rat ive offences, but  
in the same vein certain m em ber states have long been register ing rejected asylum-
seekers and persons refused ent ry to their terr itory in the SI S en m asse,  with the effect  
that  the individuals concerned are effect ively subject  to an EU-wide ent ry ban. The 
European  Par liam ent   should  therefore  se ek  to  clar ify  the  envisaged  re la t ionship 
betw een EES, VI S and SI S I I  a t  the ear liest  oppor tunity. 

116 Member states also appear to favour this opt ion;  see Council of the EU (2011) , doc. 17706/ 11, op. cit .,  p. 2. 
117 European Comm ission (2011) , COM(2011)  680 final, op. cit . , p. 7. 
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3.3.2. Sm art  borders and EUROSUR 

The legislat ion form ally establishing EUROSUR, the EU Border Surveillance System , was 
proposed in December 2011.118 However, as noted above, by this t im e the developm ent  of 
EUROSUR was already well underway.119 The primary purpose of EUROSUR is to improve 
the ‘situat ional awareness’ and react ion capabilit y of Frontex and the m em ber states to 
prevent  irregular m igrat ion and cross-border crime at  the EU’s external land and marit im e 
borders. I n pract ical term s, the Regulat ion will extend the obligat ions on Schengen states 
to conduct ing comprehensive ‘24/ 7’ surveillance of land and sea borders designated as 
‘high- r isk’ in term s of unauthorised m igrat ion and m andate Frontex to carry out  
surveillance of the open seas beyond EU terr itory and the coasts and ports of northern 
Afr ica.120 

Although  EUROSUR  has  been  developed  in dependent ly  of  the  other   e lem ents  of 
the  EU  ‘sm art   borders’  package,  the  pr in ciple  of  expanding  surveillance  from   the 
actua l  border   to  points  of  depar ture  and  t ransit   of   m igrants  is  the  sam e  –   the 
form er  focusing  on  the  unauthor ised/ undocum ented,  t he  la t ter   on  legal/ ’bona 
f ide ’  t ravellers .  There are st r iking sim ilar it ies too in the way in which the security and 
defence indust ry has been subsidised to support  the developm ent  and implementat ion of 
EUROSUR,121 whereas the European and nat ional parliam ents were not  consulted unt il the 
technical development  of the system was well underway, present ing them  with som ething 
of a fait  accompli.  From the perspect ive of democrat ic cont rol and legit imacy, it  is 
disconcert ing that  while large-scale JHA inform at ion system s such as the Schengen and 
EUROPOL Inform at ion System s were developed on the basis of ‘pr im ary’ (enabling)  and 
‘secondary’ ( implement ing)  legislat ion, which was the subject  of at  least  some public 
debate, in the case of EUROSUR this m ethod was subst ituted for a technocrat ic process 
that  allowed for substant ial public expenditure to occur well in advance of the legislat ion 
now on the table. 

EUROSUR envisages the use of coastal radar, satellite t racking system s, ‘drones’ (or 
unm anned aerial vehicles)  and autonom ous target ing system s to ident ify, detect  and follow 
sm all vessels bound for EU terr itory. There is potent ially no lim it  to the types of 
surveillance technologies that  may be deployed as part  of EUROSUR and so-called ‘funct ion 
creep’ appears to have been built - in to the system. Developed on the prem ise of enhancing 
cont rol of EU external borders, EUROSUR may ult imately be incorporated into a much 
broader informat ion system that  could be used for “Marit ime Safety ( including Search and 
Rescue) , Marit im e Security and prevent ion of pollut ion caused by ships;  Fisheries cont rol;  
Marine pollut ion preparedness and response;  Marine environment ;  Customs;  Border 
cont rol;  General law enforcem ent  [ and]  Defence” .122 I n these scenarios, EU cit izens 
t ravelling by or working at  sea would then be every bit  as likely to be placed under rout ine 
surveillance as m igrants and refugees bound for Europe. 

Despite its potent ial scope, the draft  EUROSUR Regulat ion lacks comprehensive data 
protect ion safeguards. I t  is argued by Frontex and the European Com m ission that  these are 
unnecessary because EUROSUR will not  collect  m assive am ounts of personal or biom etr ic 
data, or result  in the establishment  of a cent ralised database that  stores such informat ion, 
but  it  is clear that  personal data could st ill be processed in various ways. As noted in 
sect ion 2.1 above, the decent ralised appearance of EUROSUR and the processing of 
predom inant ly ‘non-personal’ data is perceived by policy-m akers as just ifying a lower level 

118 European Com m ission (2011) , Proposal for a Regulat ion of the European Par liam ent  and of the Council 

Establishing the European Border Surveillance System (EUROSUR) , COM(2011)  873 final, 12.12.2011.  
119 I n its February 2008 Communicat ion on EUROSUR the European Com mission announced that  it  was to begin  
developing the EUROSUR system imm ediately under an eight -step ‘Roadmap’. See European Com mission (2008) ,  
COM(2008)  68 final,  op. cit .   
120 For a comprehensive exam inat ion of the development  and implem entat ion of the EUROSUR system  see Hayes, 
B. and Verm eulen, M. (2012) , Borderline,  op. cit .  
121 I bid. pp. 55-72.   
122 European Comm ission (2010) , Draft  Roadm ap towards establishing the Com mon I nformat ion Shar ing  
Environm ent  for the surveillance of the EU m arit im e dom ain, COM(2010)  584 final, 20.10.2010. 
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of democrat ic cont rol and fundamental r ights protect ions than ‘t radit ional’ law enforcem ent  
databases. Yet   EUROSUR  represents  w hat   is  cer ta inly  the  m ost   a m bit ious 
surveillance system  ever  envisaged by  th e European Union, w hether  m easured  in 
term s  of  geographica l  or   technologica l  scope  or   lev els  of  ‘interoperabilit y ’ .  From  
this perspect ive EUROSUR should be the subject  of m uch greater debate, concern and 
safeguards. I t  is also regret table that  EU policy-makers have apparent ly chosen to ignore 
failed at tem pts by the US to create a sim ilar system covering the US-Mexico border. ‘SBI -
net ’ was supposed to establish a ‘v ir tual fence’ using a complex network of high- tech 
surveillance equipm ent  but  funding for the $3.7 billion project  was frozen in 2010.123 

4 . CHALLENGES  OF  JHA  DATABASES  AND  SMART 
BORDERS:  DATA  PROTECTI ON,  PRI VACY,  NON-
DI SCRI MI NATI ON 

 The first  legal challenge posed by JHA databases relates to the pr inciple and 
fundamental r ight  of pr ivacy. I ndependent ly from  the personal character of the 
inform at ion collected and/ or processed, databases are in tension with the general 
EU principle of pr ivacy, which extends beyond data protect ion to the wider r ight  to 
pr ivate life as envisaged in the Charter and also includes ‘anonym ised’ or 
‘operat ional’ data. The condit ions under which de-personalised data can or could be 
re-personalised by law enforcem ent  authorit ies are of utmost  relevance. 

 JHA databases have a very broad personal scope as they cover a wide range of 
individuals with a variety of legal statuses in accordance with EU law. This leads to a 
blurr ing of the targeted individuals as data subjects and to negat ive repercussions 
over the principle of legal certainty. They also fail to take into account  the 
vulnerabilit y inherent  to certain groups of t ravellers and foreigners. Non-EU cit izens 
can experience even more difficult ies as regards the r ight  to be inform ed, to access 
their data and to effect ive rem edies. This r isk is further increased due to the 
existence of mult iple EU systems working on different  EU AFSJ policy areas. 

 An addit ional legal challenge pertaining to JHA databases and ‘sm art  borders’ 
concerns the actual necessity surrounding the establishm ent  of JHA databases, 
which lies at  the heart  of the proport ionality pr inciple test . I t  is at  present  far from  
clear to which extent  these system s pass sat isfactorily the necessity test  as applied 
by the European Court  of Hum an Rights and the Court  of Just ice of the European 
Union. 

 While nat ionality and legal status may not  be considered as connect ing factors for 
act ivat ing the EU non-discr im inat ion system  of protect ion for TCNs, any person 
( independent ly of his/ her m igrat ion adm inist rat ive status)  is a beneficiary of the 
general non-discrim inat ion protect ion which const itutes a well-established principle 
in the EU legal regim e now expressly enshrined in Art icle 21 of the EU Charter. 
These apply equally to EU cit izens and foreigners. 

 I t  is challenging to dist inguish discrim inat ion on the basis of race and ethnic origin, 
from that  of ‘nat ionalit y ’.  The exclusion of nat ionality discrim inat ion in the scope of 
the Race Equality Direct ive is somehow at  odds with a reality where discr im inat ion 
of TCNs is mult i-grounded or mult i- faceted. How can border cont rols be carr ied out  

KEY FI NDI NGS   

123 See further Hayes, B. and Vermeulen, M. (2012) , Borderline,  op. cit .,  pp.70-72. 
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in such a way that  they discrim inate only on grounds of nat ionality, and without  
using nat ionality to just ify indirect  discrim inat ion on prohibited grounds? 

 JHA databases and smart  borders work on the basis of ‘autom ated decision-m aking’ 
param eters, which correspond with what  has been denom inated as ‘profiling’ or 
‘predict ive data-m ining’. Profiling is used ‘to select ’ a group of people as a potent ial 
r isk or a threat  and may lead to discrim inatory ethnic profiling, which is by its 
nature difficult  to reconcile with the obligat ion for nat ional and EU law enforcem ent  
authorit ies and agencies not  to discr im inate on grounds of sensit ive nature such as 
nat ional or ethnic or igin. 

This sect ion exam ines two sets of legal challenges affect ing the nature and scope of EU JHA 
databases and the ‘smart  borders’ init iat ive from  a fundam ental r ights viewpoint . These 
large-scale I T system s stand in a sensit ive relat ionship with Art icles 7 and 8 (Private life 
and personal data) , and Art icle 21 (non-discrim inat ion)  of the EU Charter of Fundamental 
Rights. The sect ion’s argum ent  is that  the European Commission’s dist inct ion between 
‘personal’ and ‘anonymous’ data when categorising EU JHA databases is not  fully conducive 
at  t im es to understanding the legal aspects affect ing these inst ruments. They not  only raise 
quest ions from  the perspect ive of protect ion of personal data of t ravellers. I ndependent ly 
from  the personalised or anonym ised nature of the data being collected and processed, 
they m ore generally have an impact  on the general pr inciples of EU law on privacy and 
non-discrim inat ion, which lie at  the foundat ions of the EU legal system. 

First , this sect ion will address the challenges of data protect ion and privacy (sect ion 4.1) . 
One of the challenges is the flexibilit y in the personal scope which leads to a blurr ing of 
‘who’ is actually affected or targeted by these databases ( i.e. EU cit izens, third-count ry 
nat ionals with or without  visa obligat ion, undocum ented imm igrants, asylum -seekers and 
refugees, etc.) , and a high degree of legal uncertainty, weakening (even further)  
vulnerable data subjects, such as those holding an im m igrat ion adm inist rat ive status. The 
r ight  to pr ivacy is equally affected by these systems, as well as the r ight  to effect ive 
remedies. The compat ibilit y of these system s with the principle of proport ionalit y and other 
data protect ion tenets, such as purpose and t im e lim itat ions, const itutes another open 
quest ion to be considered when assessing the overall legality and necessity of EU JHA 
dataveillance systems. 

Second, the challenge of discrim inat ion will be exam ined (sect ion 4.2) . We will show that  
the logic of profiling and data-m ining driving the rat ionale of JHA databases and ‘sm art  
borders’, and their autom ated decision-making dimension based on ‘stat ist ical 
dataveillance’, are in part icular difficult  to reconcile with the obligat ion for nat ional and EU 
law enforcem ent  authorit ies and agencies not  to discrim inate against  individuals on 
grounds of a sensit ive nature such as nat ional or ethnic origin. 

4 .1 .  The challenges of data protect ion and pr ivacy 

The proliferat ion of data and informat ion-exchange schemes in the context  of EU JHA 
policies as well as the modificat ion of exist ing ones as regards their size, scope and 
interoperability raise concerns related to the r ight  to data protect ion and (m ore widely)  to 
pr ivacy of EU cit izens and TCNs. One of our m ain argum ents is that  independent ly  from  
the personal  character  of  the  inform at ion collected  and/ or  processed,  large sca le 
I T  system s  are  in  tension  w ith  the  gene ra l  pr inciple  of  pr ivacy,  w hich  extends 
beyond  data  protect ion  to  the  w ider   r ight   to  pr ivat e  life   as  envisaged  in  Ar t icle   7  
of  the  EU  Charter   of  Fundam enta l  Rights .  This subsect ion focuses on specific 
challenges concerning the r ights of data subjects ( including inform at ion and effect ive 
rem edies) , necessity and proport ionality and quest ions of purpose and t im e lim itat ions. The 
quest ions raised here are the following:  Who is targeted by these databases? Who is the 
physical incarnat ion of the personal data that  is stored? What  effect ive remedies are 

43   



 

____________________________________________________________________________________________  

 

 
 

  

 
   

 zyxwvutsrqponmlkjihgfedcbaZYXWVUTSRPONMLKJIHGFEDCBA
 

 

 
 
 

 

 
 

 
 
 
 

 

 
 

  

 

 

 

                                                 

   

 
 

 

  
 

  
 

   
   

 

    zyxwvutsrqponmlkjihgfedcbaYXWVUTSRQPONMLKJIHGFEDCBA  

 

 

  
  

 

Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

available? I nstead of reviewing each fundamental pr inciple of data protect ion,124 this 
sect ion will concent rate on the main challenges for large-scale databases in the EU. 

4.1.1. Who is targeted by JHA databases? 

JHA databases have a very broad personal scope as they cover a wide range of individuals 
with a variety of legal statuses in accordance with EU law, as evidenced by the analyt ical 
table in Annex 1. The different  categories of data subjects included, as well as the diversity 
of law enforcem ent  actors having access to these data, create a  blurr ing  of  the 
individua ls  concerned  by  these  EU  system s.  As we addressed above, the EU RTP, 
which is originally foreseen to include only TCNs, m ight  also cover certain EU nat ionals 
through the use of Autom at ic Border Control gates by some EU Member States.125 From  a 
legal perspect ive, the obscurity pertaining to the ‘who’ quest ion has direct  negat ive 
repercussions over the  pr inciple  of  lega l  cer ta inty ,  according to which EU acts have to 
be clear and precise so as to allow those affected by them  to determ ine without  am biguity 
their r ights and obligat ions, and have access to the status and protect ion as data subjects. 

The diversity character ising the personal scope of JHA Databases and smart  systems fails 
to take into account  that  cer ta in  t ravellers  are  m ore  vulnerable  than  others .  This is 
for instance the case of undocum ented im m igrants and asylum  seekers who are “m inors, 
unaccompanied m inors, disabled people, elderly people, pregnant  wom en, single parents 
with m inor children, vict ims of hum an t rafficking, persons with m ental disorders and 
persons who have been subjected to torture” .126 The storage of data concerning vulnerable 
t ravellers as ‘data subjects’ is especially relevant  for the challenge of profiling and 
discrim inat ion as addressed in the following subsect ion, and in part icular in what  concerns 
‘sensit ive’ data, which m ay be in fact  m ore useful for the purposes of our study. The 
Council of Europe has defined sensit ive data as “personal data revealing the racial or igin, 

polit ical opinions or religious or other beliefs, as well as personal data on health, sex life or 

cr im inal convict ions, as well as other data defined as sensit ive by dom est ic law .” 127 The 
m ult iplicat ion in the categories of targeted individuals, especially the vulnerable ones, is 
part icularly problemat ic when it  comes to ensuring effect ive rem edies as we will also see  
below. 

4.1.2. Anonym ity and privacy 

The uncertainty affect ing the ‘who’ quest ion has also direct  repercussions over the 
dist inct ion betw een ‘personal’ and ‘non personal da ta ’ ,  as underlined in sect ion 2.1.3 
above. Non-personal data has been said to include “operat ional and st rategic inform at ion”  
which falls outside the scope of EU rules on the protect ion of personal data.128 Non-personal 
data also covers “de-personalised data” ,129 which can be defined as inform at ion about  an 
individual that  was anonym ised, as well as “dorm ant  data” 130 which present  st r icter rules of 

124 See the 9-point  list  suggested by Brouwer, Evelien:  purpose lim itat ion;  t ransparency or purpose specif icat ion;  
ext ra safeguards for special categories of data;  quality of data;  indiv idual part icipat ion or data subjects’ r ights;  
ban on autom ated decision-making;  security;  accountability and non-discrim inat ion ( in Brouwer, Evelien (2008) , 
Digital Borders and Real Rights, op. cit .)  
125 We have already addressed this issue in sect ion 3.2.4. 
126 See Art icle 20(3)  of European Parliam ent  and Council of the EU (2011) , Direct ive 2011/ 95/ EU of 13 December 
2011 on standards for the qualif icat ion of third-count ry nat ionals or stateless persons as beneficiar ies of 
internat ional protect ion, for a uniform  status for refugees or for persons eligible for subsidiary protect ion, and for 
the content  of the protect ion granted ( recast ) . 
127 See Council of Europe (2010) , Recom mendat ion of the Com mit tee of Ministers to member states on the 
protect ion of individuals with regard to autom at ic processing of personal data in the context  of profiling, 
CM/ Rec(2010)13, 23 Novem ber 2010, point  1b.   
128 Recital 26 of the EU Data Protect ion Direct ive 95/ 46/ EC reads:  “whereas the pr inciples of protect ion shall not   
apply to data rendered anonymous in such a way that  the data subject  is no longer ident if iable” .  
129 See for exam ple Frontex Regulat ion 1168/ 2011 (op. cit .) ,  Art icle 11(3) .  
130 See for exam ple the Agreement  between the United States of America and the European Union on the use and  
t ransfer of Passenger Name Records to the United States Departm ent  of Hom eland Secur ity , Council document   
17434/ 11, 8 December 2011, Art icle 8.   
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access. I nterest ingly, neither the current  EU data protect ion direct ive nor the proposals for 
a new regulat ion and a new direct ive131 provide for com m only agreed technical definit ions 
of these concepts of anonym ous and dorm ant  data, which can be part icularly problemat ic in 
the area of law enforcement  cooperat ion. 

From a legal point  of view, this dist inct ion can be challenged by the fact  that  personalised 
and anonym ised data  are both a ffected by the r ight   to pr ivate  life  and the genera l 
pr inciple  of  pr ivacy.  I t  all comes back to the difference between data protect ion and 
privacy – the concept  of pr ivacy goes beyond the protect ion of personal data as it  includes 
also non-personal elem ents that  could influence private and fam ily life. There is common 
agreem ent  on the fact  that  

the ‘r ight  to respect  for pr ivate life’ concerns a sphere within which everyone can freely 
pursue the development  of his/ her personality, which integrates the relat ions of 
individuals with other persons and with the outside world. Under this broad not ion, the 
St rasbourg Court  has included the protect ion of individuals against  the processing of 
data related to them . I n short , in EU law ‘pr ivacy’ is ( in principle)  a broad not ion that  
includes in it s scope the protect ion of personal data, at  least  part ially [ . . . ] .132 

Moreover, the dist inct ion may become rapidly irrelevant  in a context  where JHA Databases 
rely on data-m ining and the interlinking of classificat ion factors. The  condit ions  under  
w hich  de personalised  data   can  or   could  be  re perso nalised  by  law   enforcem ent  
author it ies  are therefore of utmost  relevance when assessing this legal aspect . The 
definit ion of personal data thus depends on the capacity of law enforcem ent  actors to 
personalise or to anonym ise data. This issue of re- ident ificat ion of anonymous data has 
been underlined by Council of Europe Recom m endat ion CM/ Rec(2010)13.133 

These various dimensions of data and the discrepancies between divergent  statuses of data 
are further enhanced by a lack of legal definit ions regarding these aspects. This in turn can 
lead to legal uncertaint ies as regards the r ights of data subjects, more specifically what  
individuals can do about  their data, which will be addressed in the next  sub-sect ion. 

4.1.3. Right  and access to effect ive remedies 

A wide range of categories of individuals are concerned by data processing in the 
fram ework of JHA Databases, from EU cit izens to foreigners including vulnerable categories 
such as asylum  seekers. Non-EU cit izens can experience even more difficult ies as regards 
the  r ight   to  be  inform ed  and  to  access  their   data  a nd  the  r ight   to  challenge  a 
decision and subm it  an appeal .134 

The r ight  to be inform ed (or r ight  of access)  is a fundamental pr inciple of data protect ion 
which enables data subjects to exercise cont rol over personal data kept  by third part ies. I t  
entails the possibilit y for any individual to be informed about  the data storage and 
processing and to consult  the stored inform at ion relat ing to her or him . As an exam ple, 
Art icle 109 of the Schengen Convent ion concerning data stored in the SI S provides for the 
r ight  of any person to have access to data relat ing to him .135 At  a border zone however, the 
pract icality of inform ing a TCN about  his/ her r ights as a data subject  and about  accessibilit y 

131 See European Comm ission proposals COM(2012)  11 final and COM(2012)  10 final (op. cit .)   
132 See Bigo, Carrera et  al (2011) , Towards a New EU Legal Framework for Data Protect ion and Privacy, op. cit . , p.   
20.   
133 See Council of Europe (2010) , Recom m endat ion CM/ Rec(2010)13 (op. cit .)  point  8.5:  “Suitable measures  
should be int roduced to guard against  any possibility that  the anonymous and aggregated stat ist ical results used 
in profiling may result  in the re- ident if icat ion of the data subjects.”  
134 See Carrera, De Som er and Petkova (2012) , The Court  of Just ice of the European Union as a Fundam ental 
Rights Tr ibunal, CEPS Liberty and Security Paper No49, August  2012, p. 5.   
135 See Convent ion of 19 June 1990 applying the Schengen Agreem ent  of 14 June 1985 between the Governm ents  
of the States of the Benelux Econom ic Union, the Federal Republic of Germany and the French Republic, on the  
Gradual Abolit ion of Checks at  their  Common Borders, OJ 2000 L 239, 1990, art icles 109 and 110.   
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to rem edies against  refusal of ent ry rem ains unclear.136 I n the context  of JHA databases, 
this raises the quest ion of how to ensure that  an individual becom es a ‘data subject ’ 
enjoying the full arsenal of his/ her r ights. 

The r ight  to effect ive rem edies const itutes another general pr inciple of EU law. General 
pr inciples have been developed by the CJEU and const itute unwrit ten rules not  expressly 
provided for in the t reat ies but  which affect  how EU law is interpreted and applies. They 
stem from public internat ional law, common const itut ional pr inciples from  EU Member 
States and hum an r ights. The r ight  to effect ive rem edies has been enshrined by the CJEU 
as a general pr inciple of EU law in 1986 in the Johnston case.137 Furtherm ore, Art icle 47 of 
the EU Charter of Fundam ental Rights guarantees the r ight  to an effect ive rem edy and to a 
fair t r ial to ‘everyone’. The  quest ion  of  effect ive  rem edies  becom es  cent ra l  in  the 
case  of  non EU  cit izens  w hose  nam es  and  personal  in form at ion  m ay  be  stored  in 
an EU database .  I ndividuals from  third count r ies face more vulnerabilit ies and barr iers at  
t imes of exercising their r ight  to seek just ice in front  of the database m anager or before a 
court  regarding the content  and use of stored informat ion, as they encounter difficult ies in 
get t ing inform at ion and having access to remedies both when they are in an EU member 
state and when they are outside EU terr itory.  

A well-known exam ple concerns the Moon affair , where the Korean leader of the Unificat ion 
Church was prevented to enter German terr itory due to his nam e being listed in the SI S 
database in 1995. Germ an authorit ies refused to grant  him  access to the Germ an terr itory 
for reasons of public security due to Mr Moon’s church being considered as a religious cult . 
This case is interest ing due to the fact  that  it  took 12 years for Germ an courts to rule on his 
case, which challenges the assum pt ion of ‘effect ive’ rem edy in the case of the SI S:  

The current  use of the SI S for im m igrat ion law purposes has already established that  it  
is ext rem ely difficult  for individuals and their lawyers to rem edy a false or unlawful SI S 
report .  The Com m ission’s proposals for further “autom ated decision m aking at  the 
borders”  will undoubtedly increase the problem s of individuals seeking legal redress 

against  negat ive decisions.138 

The  ex istence  of  var ious  EU  system s  and  databases  for   exchange  of  inform at ion 
betw een  EU  and  nat ional  law   enforcem ent   author it ies   increase  the  possibilit ies 
for   personal  data   to  be  processed  by  dif ferent   author it ies  in  dif ferent   Mem ber 
States  and  w ork ing  on  different   policy  areas.  This mult iplicat ion of legal orders 
complicates the access for individuals to their r ight  to an effect ive remedy. As a possible 
solut ion to this problem , the EDPS has very often in the past  advocated for, on one hand, 
the establishm ent  of com m on EU standards on data subjects’ r ights as regards JHA 
databases, and on the other hand, the possibilit y for individuals to have access to effect ive 
remedy in front  of both authorit ies that  make data available and that  access and process 
these data.139 

4.1.4. Are JHA databases necessary? 

The quest ion of the ‘who’ br ings us to the logical quest ion of the ‘what  and why’ – which 
kind of data is stored in these databases and why? I s the collect ion, storage and processing 
of data related to borders and cr im e necessary? This legal cha llenge is em bodied in the 
necessity  debate  surrounding  the  establis hm ent   of  JHA  databases,  w hich  lies  a t  
the  hear t   of  the  propor t iona lity  pr inciple  test ing.  As data protect ion and privacy are 
fundam ental hum an r ights enshrined in the Charter as well as in the European Convent ion 

136 The r ight  to be informed is envisaged in Art icle 13.2 and r ight  of appeal in Art icle 13.3 of the Schengen Borders 
Code (Regulat ion (EC)  No 562/ 2006, op. cit .) . There is no obligat ion to inform  the TCN in a language he/ she can 
understand.  
137 Court  of Just ice of the European Union (1986) , Case 222/ 84 Marguer ite Johnston v Chief Constable of the Royal 
Ulster Constabulary, 15 May 1986, ECR 1651.   
138 Brouwer, Evelien (2008) , The Other Side of Moon - The Schengen I nformat ion System and Human Rights:  A  
Task for Nat ional Courts, CEPS Working Document  No. 288/ April 2008, p. 16.   
139 See among others European Data Protect ion Supervisor (2006) , Opinion of 28 February 2006 (op. cit .) .  
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on Hum an Rights, any interference with these r ights and principles must  be duly just ified 
on the side of the interferer. Art icle 8(2)  ECHR underlines the fact  that  the interference 
should be “ in accordance with the law and [ ... ]  necessary in a dem ocrat ic society” . 

The review of the necessity and proport ionality of a m easure affect ing privacy has been 
widely discussed by the European Court  of Hum an Rights in its case- law.140 I n the Marper v 

United Kingdom  case, the Court  addressed the wording “ in accordance with the law”  in the 
context  of storage of personal data, linking it  to the rule of law. I t  was held that  data 
collect ion and processing needs to have a “ legit im ate purpose”  whereas the retent ion of 
data is required to be “proport ionate”  in relat ion to this legit im ate purpose.141 

The CJEU in turn also addressed the quest ion of necessity in the Huber v Germ any  case in 
2008, which concerned reviewing the legality of a cent ralised database in Germ any holding 
inform at ion on non-Germ an EU cit izens for ensuring the com pliance with the condit ions of 
residence and the fight  against  cr ime (Gonzalez et  al., 2010) .142 Som e of the points m ade 
by the CJEU are of part icular relevance for the purposes of this study, especially as regards 
the lim itat ion of access to personal data to authorit ies having powers in that  field only, or 
on the fact  that  stat ist ical tools only require anonym ous data and not  personal data.143 

Prior to the judgment , the Advocate-General Maduro had arr ived at  the sam e conclusions, 
underlining the quest ion of effect iveness ( “ I t  is not  necessary for the alternat ive system  to 
be the m ost  effect ive or appropriate;  it  is enough for it  to be able to perform  adequately” )  
and highlight ing that  the necessity test  required “a pressing social need” .144 

The m apping of exist ing and future databases provided in Annex 1 of this study 
dem onst rates that  m ost  of the JHA databases serve the purpose of fight ing cr ime and 
cont rolling the external borders, which are automat ically assumed to be necessary 
purposes in a democrat ic society.  However, this assumpt ion is m ore and more challenged  
even on the side of EU decision-m akers, as seen above in sect ion 3.1.2 with the example of 
the Polish Presidency harbouring doubts in 2011 about  the necessity and effect iveness of 
the ‘smart  borders’ legislat ive proposal.145 The EDPS has also crit ically challenged the 
necessity and proport ionality of this proposal, mainly on the basis of a lack of reliable 
evidence to support  the need of new system s.146 The EDPS also underlined the lack of 
evaluat ion of exist ing system s, the interoperability between databases as well as the 
generalisat ion of surveillance and the r isks to the presum pt ion of innocence as the m ain 
challenges of the smart  borders proposal. 

4.1.5. (Un)purpose and t imeless lim itat ions 

A further specific challenge for the use of EU databases by public authorit ies concerns 
another key principle of data protect ion in the European legal system, i.e. the principle of 
purpose lim itat ion and, by extension, the dilem m a of ‘purpose un- lim itat ion’ inherent  to 
JHA Databases and smart  borders init iat ives. This pr inciple provides that  personal  data 
m ust   be  collected  for   specif ied,  explicit   and  legit im ate  purposes  and  m ust   not   be 

140 See European Court  of Hum an Rights (1976) , Case Handyside v The United Kingdom, 7 December 1976, 1 
EHRR 737, where the Court  further specified proport ionality and necessity with a four-quest ions test :  I s there a 
pressing social need for som e rest r ict ion of the Convent ion? I f so, does the part icular rest r ict ion correspond to this 
need? I f so, is it  a proport ionate response to that  need? I n any case, are the reasons presented by the author it ies, 
relevant  and sufficient? 
141 See European Court  of Hum an Rights (2008) , S and Marper v United Kingdom ,  op. cit .,  notably points 95, 100 
and 107.   
142 Gonzalez Fuster, de Hert , Ellyne and Gutwirth (2010) , Huber, Marper and Others:  Throwing New Light  on the  
Shadows of Suspicion, CEPS I NEX Policy Br ief, Brussels, 2010.   
143 See Court  of Just ice of the European Union (2008) , Case C-524/ 06 Heinz Huber v Bundesrepublik Deutschland, 
16 December 2008, notably points 61 and 65. 

144 See Opinion of Advocate General Poiares Maduro on Case C‑ 524/ 06 “Heinz Huber v Bundesrepublik   

Deutschland“ , 3 April 2008, points 16 and 27.   
145 Polish Presidency of the European Union (2011) , Sopot  Conclusions (op. cit .)   
146 European Data Protect ion Supervisor (2008) , Prelim inary Com m ents on the proposed border package, 3 March   
2008, p. 3. 
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fur ther   used  in  a   w ay  incom pat ible  w ith  those  purpo ses .147 Purpose lim itat ion is 
often seen by EU decision-makers as ‘soft  law’, i.e. a guideline that  should be followed only 
if necessary. However, purpose lim itat ion is a legal pr inciple enshrined in Art icle 6(1) (b)  of 
the EU Data Protect ion Direct ive148 as well as Art icle 5(b)  of the Council of Europe 
Convent ion 108 for the Protect ion of I ndividuals with regard to Autom at ic Processing of 
Personal Data.149 

The case- law of the  CJEU and  of the  European Court  of Human Rights  have further  
reinforced the meaning and importance of purpose lim itat ion:  in the case Kruslin v. 
France,150 a telephone tapping ordered by an invest igat ing judge in a murder case led to a 
violat ion of Art icle 8 ECHR because the law did not  indicate with sufficient  clar ity the scope 
and m anner of data collect ion by French authorit ies. Sim ilar ly,  the case Rotaru v. 
Romania151 concerning a law on data collect ion in secret  f iles that  did not  specify which 
informat ion could be stored, and against  which categories of people or under which 
circum stances these surveillance m easures were allowed, led to a condem nat ion of 
Rom ania by the St rasbourg Court . 

The CJEU also clar if ied the not ion of purpose lim itat ion in the Huber  case, already 
m ent ioned above.152 I n this case, the Court  had to assess the legit imacy of three different  
purposes of the German cent ral aliens database (AZR) :  first , the use for adm inist rat ive 
purposes by border cont rol authorit ies;  second, the use of the AZR for stat ist ical purposes;  
and third, the use of the data on EU cit izens for law enforcem ent  purposes. I nterest ingly, in 
this judgment , the Court  made a link between purpose lim itat ion and non-discrim inat ion, 
which will be addressed in Sect ion 4.2. 

I n the context  of data processing in large-scale databases, the not ion of purpose lim itat ion 
is cent ral for gaining a bet ter understanding and lim it ing the ‘funct ion creep’ that  new 
technological law enforcement  systems inevitably bring along with them. The not ion of 
funct ion  creep  can  be  seen  as  a  vir tua l  line  betw ee n  a  law ful  and  just if ied  data 
processing system  and a surveillance  tool  – crossing that  line entails going away from 
the original purpose of the system. I n the case of JHA databases, three developments can 
be seen as paradigmat ic of the erosion of the principle of purpose lim itat ion:  the 
Commission’s proposal on interoperabilit y of different  EU databases, launched in 2004 but  
abandoned due to a lack of support  by Mem ber States; 153 the possibilit y for Europol and 
other law enforcement  authorit ies to have access to the Visa I nform at ion System 154 and 
even to Eurodac155;  and the collect ion and exchange of DNA profiles between Member 

147 Brouwer, Evelien (2011) , Legality and Data Protect ion Law:  The Forgot ten Purpose of Purpose Lim itat ion, in 
Leonard Besselink, Frans Pennings & Sacha Prechal (eds) , The Eclipse of the Legality  Principle in the European 
Union, Kluwer Law I nternat ional, p. 273. 
148 Direct ive 95/ 46/ EC (op. cit .) ,  art icle 6(1) (b)  states that  “Member States shall provide that  personal data must  
be [ . .. ]  collected for specif ied, explicit  and legit imate purposes and not  further processed in a way incompat ible 
with those purposes” . 
149 Council of Europe (1981) , Convent ion 108 for the Protect ion of I ndividuals with regard to Automat ic Processing 
of Personal Data, St rasbourg, 28 January 1981. Art icle 5(b)  states that  “Personal data undergoing automat ic 
processing shall be [ .. .]  stored for specif ied and legit imate purposes and not  used in a way incompat ible with 
those purposes.”  
150 European Court  of Human Rights (1990) , Kruslin v. France, judgment  of 24 April 1990, Series A no.176-A, and 
Huvig v. France, judgment  of 24 April 1990, Series A no.176-B.   
151 European Court  of Human Rights (2000) , Rotaru v. Romania, judgment  of 4 May 2000, applicat ion no.  
28341/ 95  
152 See Court  of Just ice of the EU (2008) , Huber case C-524/ 06 of 2008 (op. cit ) . 
153 European Com m ission (2005) , Proposal for a Council Fram ework Decision on the exchange of inform at ion 
under the pr inciple of availability , COM (2005)  490, 12 October 2005. 
154 Council of the EU (2008) , Decision 2008/ 633/ JHA of 23 June 2008 concerning access for consultat ion of the 
Visa I nform at ion System  (VI S)  by designated authorit ies of Mem ber States and by Europol for the purposes of the 
prevent ion, detect ion and invest igat ion of terror ist  offences and of other ser ious cr im inal offences OJ L 218/ 129, 
13 August  2008. 
155 European Comm ission (2009) , Amended proposal for a Regulat ion of the European Parliament  and the Council 
concerning the establishment  of 'EURODAC' for the comparison of fingerpr ints, COM(2009)  342 final, 10 
September 2009 
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States under the Prüm  Decisions.156 

I nteroperability between various databases challenges the purpose lim itat ion because 
personal data previously available for specific purposes only m ight  be accessed for different  
purposes than originally legislated upon. The same line of reasoning goes for the VI S and 
Eurodac being accessible by Europol and other law enforcement  authorit ies, deviat ing the 
original purpose from  visa and asylum  managem ent  to the fight  against  cr ime (which, in 
the case of Eurodac, im plies that  asylum seekers are to be t reated as suspected 
cr im inals) .157 I n the case of Prüm, safeguards include the anonym ity of DNA sam ples and 
the hit / no hit  approach used for DNA com parisons under the Prüm  Decisions, which 
provides law enforcem ent  agents with access to reference data only, and not  personal data. 
However, once DNA data and related informat ion are available, the possibilit y of funct ion 
creep undoubtedly rem ains present .158 

A corollary  to  the quest ion of purpose  lim ita t ion  i s  t im e  lim ita t ion . How long should 
the data be stored? What  happens to personal data after the t im e lim it  has expired? Legal 
inst ruments only specify that  personal data should be kept  “ for no longer than is required 
for the purpose for which those data are stored” .159 The quest ion of t im e lim its reveals a 
lack of common standards in the context  of JHA databases, especially in the case of 
Passenger Name Records (PNR) .160 

As we addressed in sect ion 2.1.4 of this note, the point  of convergence of the t rends 
characterising the establishment  and use of JHA databases is clearly a move towards mult i-
funct ional, mult i-actor and mult i-purpose schemes. This  creates  legal  uncer ta int ies  as 
the  th in  line  betw een  different   policy  areas  is  cro ssed  w hen  processing  data 
re la ted to borders, cr im e or  f ight  against  ter ror is m . 

4 .2 .  The challenge of  discr im inat ion 

A key system ic issue inherent  to EU databases and sm art  borders relates to their 
implicat ions over the principle of non-discrim inat ion. They raise important  quest ions of non-
discr im inatory t reatm ent  which const itutes a general pr inciple of EU law and are covered by 
specific package of European secondary legislat ion, now enshrined as a fundamental hum an 
r ight  in Art icle 21 of the EU Charter of Fundamental Rights. There are two main factors of 
part icular importance when assessing the discrim inat ion- related legal challenges emerging 
from  JHA Databases:  First , the logics of profiling and data-m ining driving their scope and 
reach;  and second, the legal status of the individuals covered or targeted by these system s 
(cit izens /  foreigners) . 

156 Council of the EU (2008) , Decision 2008/ 615/ JHA of 23 June 2008 on the stepping up of cross-border 
cooperat ion, part icular ly in combat ing terror ism  and cross-border cr ime and Council of the EU (2008) , Decision 
2008/ 616/ JHA of 23 June 2008 on the im plementat ion of Decision 2008/ 615/ JHA on the stepping up of cross-
border cooperat ion, part icular ly in com bat ing terror ism  and cross-border cr im e. 
157 See for exam ple the Meijers Com mit tee expressing concerns about  Eurodac being accessible by law 
enforcement  author it ies ( last  accessed 10/ 11/ 2012) :  www.com m issie-
meijers.nl/ assets/ com missiemeijers/ CM1216% 20Note% 20Meijers% 20Comm it tee% 20on% 20the% 20EURODAC% 2 
0proposal.pdf? 
158 For recent  debates about  the Prüm decisions, see Hernanz, Nicholas (2012) , More Surveillance, More Secur ity? 
The Landscape of Surveillance in Europe and Challenges to Data Protect ion and Privacy – Policy Report  on the 
Proceedings of a Conference at  the European Parliament , SAPI ENT Deliverable 6.4, January 2012 
159 Council of Europe (1981) , Convent ion 108 (op. cit .) ,  ar t icle 5(e) . Art icle 6(1) (e)  of EU Direct ive 95/ 46/ EC is 
very sim ilar. 
160 For example, the EU-Canada PNR agreement  provides for a regular storage t im e of 3.5 years and except ionally 
a m axim um  of 6 years. The EU-Aust ralia PNR agreement  provides for a m axim um  retent ion t im e of 5.5 years. I n 
the EU-United States PNR agreem ent , the regular storage t im e is of 10 years for cr im e, 15 years for terror ist  
offences. The EU’s own PNR proposal, finally, considers 5 years maxim um retent ion as appropriate. This argum ent  
was already presented in Geyer, Flor ian (2008) , Taking Stock:  Databases and System s of I nformat ion Exchange in 
the Area of Freedom , Security and Just ice, CEPS Liberty and Secur ity Research Paper No 9, May 2008. 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

4.2.1. Legal status and non-discrim inat ion:  cit izens and foreigners 

There is an ample group of people who are and will be covered by EU JHA databases and 
the ‘smart ’ dataveillance init iat ives. Their   personal  scope  extends  beyond  those 
labelled as TCNs to cover  a lso individuals holding  the nat iona lit y of an EU Mem ber 
Sta te ,  i.e. EU cit izens. Some of these systems apply also to EU nat ionals (e.g. PNR, TFTP, 
VI S, etc) . This goes along with an open-ended ( flexible)  nature of ‘who is targeted’ (or to 
be targeted)  by these technologies (e.g. RTPs, where EU cit izens m ay be also included in a 
later stage) . The legal categorisat ion within which the individual falls into is of utmost  
relevance at  t imes of ident ifying the applicable law and the degree of non-discr im inat ion 
protect ion granted. 

The body of legislat ion at  EU level ensuring equality of t reatment  has t radit ionally covered 
individuals holding the nat ionality of an EU Member State (EU cit izens)  in accordance with 
Art icle 20 of the Treaty on the Funct ioning of the European Union (TFEU) . Non-
discrim inat ion in European law has largely focused on EU cit izens when exercising their 
r ight  to freedom of m ovement  and residence ( free movement  of persons)  in a second EU 
Member State and while doing so not  been discrim inated on the basis of nat ionality in 
comparison to nat ionals of the receiving count ry (Art icle 18 TFEU) . The CJEU confirmed this 
principle in it s above-ment ioned landmark judgement  Huber  C-524/ 06. The CJEU concluded 
that  the database in quest ion and the systemat ic processing of personal data was 
incompat ible with EU cit izenship and free movement  legislat ion as it  only covered non-
Germ an EU cit izens for cr ime- fight ing purposes. The just ificat ion provided by the German 
government  to “protect  the public order”  was not  accepted as sufficient  by the Court  to 
just ify the necessity of the database, and declared that  difference in t reatment  between 
those nat ionals and those Union cit izens was discr im inatory in nature and therefore 
incom pat ible with Art icle 18 TFEU.161 

Third count ry nat ionals (TCNs)  are in principle not  covered by the protect ion conferred by 
EU ant i-discrim inat ion law on grounds of nat ionality and legal status. Nat ionality is not  part  
of the prohibited grounds of discrim inat ion in the EU legal system as out lined in Art icle 19 
TFEU, which resides now under the heading ‘Non-discrim inat ion and cit izenship of the 
Union’. I t  is precisely on the basis of the acceptance of the cit izen- foreign divide, and 
discrim inat ion on the basis of nat ionality in the condit ions of ent ry, that  borders cont rols 
find their rat ionale and official legit im isat ion. Yet , as Schiek, Waddington and Bell (2007)  
have r ight ly argued, nat ionality poses a part icular ly challenging quest ion to EU non-
discrim inat ion legislat ion.162 This is part icularly relevant  as regards the extent  to which 
protect ion applies to TCNs already present  in the EU and whether they have a r ight  to claim  
that  protect ion in what  concerns condit ions of residence. The grounds upon which this 
protect ion may be claimed are of key importance in this respect . 

Non-discrim inat ion legislat ion at  EU level has been built  upon a list  of prohibited grounds 
beyond nat ionality, which correspond with:  racial and ethnic or igin, religion and belief, 
sexual or ientat ion, disability and age, gender (Bell,  2008 and 2002) .163 These are current ly 
envisaged in a package of legislat ive secondary law measures, i.e. the Employment  
Equality Direct ive,164 the Race Equality Direct ive165 and the various Gender Equality 

161 Court  of Just ice of the European Union (2008) , Heinz Huber, op. cit . .  The Court  held that   

…principle of non-discr im inat ion… requires that  comparable situat ions m ust  not  be t reated different ly and 
that  different  situat ions must  not  be t reated in the sam e way. Such t reatment  may be j ust ified only if it  is 
based on object ive considerat ions independent  of the nat ionality of the persons concerned and is 
proport ionate to the object ive being legit im ately pursued. 

162 Schiek, D., Waddington, L. and Bell,  M. (eds)  (2007) , Cases, Mater ials and Text  on Nat ional, Supranat ional and 

internat ional Non-Discr im inat ion Law ,  Port land, Oregon:  Hart  Publishing. 
163 Bell,  M. (2008) , “The I m plementat ion of European  Ant i-Discr im inat ion Direct ives:  Converging towards a 
Common Model?” , The Polit ical Quarter ly ,  Vol. 79, No. 1, 2008, pp. 36-44. See also Bell, M. (2002) , Ant i-

Discr im inat ion Law and the European Union,  Oxford:  Oxford University Press. 
164 Council of the EU (2000) , Direct ive 2000/ 78/ EC of 27 November 2000 establishing a general framework for 
equal t reatment  in employm ent  and occupat ion 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Direct ives.166 Both the Race and the Em ploym ent  Equality Direct ives state the prohibit ion of 
discrim inat ion applies also to TCNs. However, it  is also t rue that  they do not  equate the 
t reatm ent  granted to EU cit izens to TCNs in what  concerns the legal condit ions of ent ry and 
residence. Specifically,  the Race Direct ive 2000/ 43 prohibits discrim inat ion on the basis of 
race and ethnic origin. No definit ion is provided by the act  about  the actual meaning and 
scope of this category. One of the m ore consensual concepts can be found in the 
I nternat ional Convent ion on the Elim inat ion of All Form s of Racial Discrim inat ion, which 
states in its Art icle 1 that  racial discr im inat ion m eans 

…any dist inct ion, exclusion, rest r ict ion or preference based on race, colour, descent , or 

nat ional or  ethnic origin which has the purpose or effect  of nullify ing or im pair ing the 
recognit ion, enjoym ent  or exercise on an equal foot ing, of hum an r ights and 
fundam ental freedom s in the polit ical, econom ic, social, cultural or any other field of 
public law.167 (Em phasis added) . 

The body of the 2000/ 43 Direct ive is clear at  t im es of stat ing that  its m aterial scope 
excludes different ial t reatm ent  on the basis of nat ionality and is “without  prejudice to 

provisions and condit ions relat ing to the ent ry into and residence of third count ry 

nat ionals…and to any t reatm ent  which ar ises from  the legal status of the third count ry 

nat ionals”  (Art icle 3.2) . However, the Preamble confirm s its applicat ion to TCNs when 
saying:   

(13)  To this end, any direct  or indirect  discr im inat ion based on racial or ethnic origin as 
regards the areas covered by this Direct ive should be prohibited throughout  the 
Com m unity. This prohibit ion of discr im inat ion should also apply to nat ionals of third 

count r ies,  but  does not  cover differences of t reatm ent  based on nat ionality and is 
without  prejudice to provisions governing the ent ry and residence of third-count ry 
nat ionals and their  access to em ploym ent  and to occupat ion. (Em phasis added)  

Other pieces of EU m igrat ion and border law include non-discrim inat ion related clauses as 
regards condit ions of ent ry and residence of TCNs. I llust rat ive examples are the Long-Term  
Residents TCNs Direct ive 2003/ 109,168 or the Schengen Borders Code (SBC) ,169 which 
st ipulates in Art icle 6.2 ( the conduct  of border checks)  that  “While carrying out  border 

checks, border guards shall not  discr im inate against  persons on grounds of sex, racial or 

ethnic or igin, religion or belief, disabilit y, age or sexual or ientat ion.”  Therefore, w hile  
nat ionalit y  and  legal  sta tus  m ay  not   be  considered  as  connect ing  factors  for  
act ivat ing  the  EU  non discr im inat ion  syst em   of  protect ion  for   TCNs,  any  persons 
( independent ly  of  the ir   m igrat ion  adm inist ra t ive  st a tus)   are  nonetheless 
beneficiar ies of  the genera l non discr im inat ion pro tect ion on the basis of  racia l or  
ethnic  or igin,  re ligion  or   belie f,  sex,  disabilit y,  age  or   sexual  or ientat ion.  Non-
discrim inat ion is after all a well-established legal pr inciple in the EU legal regime which is 
formally st ipulated in a wide range of internat ional and European legal human r ights legal 
inst rum ents (m ost  notably in the fram ework of the United Nat ions and the Council of 
Europe)  to which all EU member states are party, and which is now expressly enshrined in 

165 Council of the EU (2000) , Direct ive 2000/ 43/ EC of 29 June 2000 implem ent ing the pr inciple of equal t reatment  
between persons irrespect ive of racial or ethnic or igin, hereafter “Race Direct ive”  OJ L180, 19/ 07/ 2000, p. 22–26. 
166 European Parliament  and Council of the EU (2006) , Direct ive 2006/ 54/ EC of 5 July 2006 on the implementat ion 
of the pr inciple of equal opportunit ies and equal t reatment  of men and wom en in mat ters of employment  and 
occupat ion ( recast )  
167 The term  ‘race’ has been subject  to wide cr it icism , as it  presumes that  persons can be different iated according 
to ‘races’.  The Race Direct ive takes posit ion on this point  by saying that  “ (6)  The European Union rejects theor ies 
which at tem pt  to determ ine the existence of separate human races. The use of the term  "racial or igin"  in this 
Direct ive does not  imply an acceptance of such theories.”  I nstead, other categories such as or igin or ethnicity 
have been preferred by the literature. 
168 (5)  Mem ber States should give effect  to the provisions of this Direct ive without  discr im inat ion on the basis of 
sex, race, colour, ethnic or social or igin, genet ic character ist ics, language, religion or beliefs, polit ical or other 
opinions, m em bership of a nat ional m inority, fortune, bir th, disabilit ies, age or sexual or ientat ion. 
169 Schengen Borders Code, op. cit .  
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

Art icle 21 of the EU Charter (Wiesbrock, 2010) .170 These apply equally to EU cit izens and 
foreigners (Guild, 2004) .171 

That  notwithstanding, there are however important  diff icult ies a t   t im es of ascer ta in ing 
the  applicabilit y  and  effect ive  delivery  of  the  non  discr im inat ion  protect ion  to 
TCNs .  Their vulnerable status plays here also a role. I t   is  too  often  challenging  to 
dist inguish  discr im inat ion  on  the  basis  of  race  and   ethnic  or igin,  from   that   of 
‘nat ionality ’,  which to a large extent  depends on the conceptual bases which are taken;  is 
it  a legal status? Or is it  a wider status which may be ascribed to ethnicity and/ or origin? 
The boundaries between ethnic origin and nat ional or igin, or between nat ional origin and 
nat ionality, are indeed difficult  to capture in pract ice (Brown, 2002) .172 Schiek et  al have 
expressed the view according to which “ I n m any cases, discr im inat ion against  non-

nat ionals and discr im inat ion based on nat ional and ethnic or igin will coincide, especially 

since there is a considerable overlap between m inority ethnic com m unit ies in Europe and 

com m unit ies of third count ry nat ionals. I n som e cases, ‘nat ionality’ thus seem s to be used 

not  so m uch to refer to som eone’s legal nat ionality, as to som eone’s count ry of bir th or 

ethnic background”  (Schiek, Waddington and Bell,  2007, p. 65) .  

Therefore, the  exclusion  of  nat ionalit y  discr im i nat ion  in  the  scope  of  the  Race 
Equalit y Direct ive  is som ehow  at  odds w ith a  rea lit y w here discr im inat ion of TCNs 
is  m ult i ground  or   m ult i faceted,  w here  quest ions  o f  e thnicit y,  lega l  sta tus, 
nat ionalit y,  re ligion,  etc  m ight   be  to o  often  inter tw ined  and  dif f icult   to 
disentangle  from   one  another .  How can border cont rols be carr ied out  in such a way 
that  they discrim inate only on grounds of nat ionality and in a way by which nat ionality does 
not  becom e a proxy ground for those which are otherwise prohibited? Do some border 
cont rol actors use nat ionality discrim inat ion as a formally perm it ted ground of 
discrim inat ion but  which in fact  is used to just ify indirect  discrim inat ion on prohibited 
grounds? 

The sam e difficulty applies when t rying to dissociate discrim inat ion on the basis of 
nat ionality and/ or ethnic or igin in the scope of profiling and data-m ining pract ices logics 
dr iving JHA Databases and Smart  Borders system s. The  sta t ist ica l  dataveillance 
subsum ed  in  their   scope  and  w ork ing  arra ngem ents  re lies  on  ‘discr im inat ion  by 
default ’.  Quest ions at  stake in this discussion include for example:  What  are the factors 
determ ining that  a part icular indiv idual meets the profile or r isk category in the EU system? 
Which kinds of data, character ist ics or grounds are used in the stat ist ical categorisat ion of 
individuals? Which law enforcement  authorit ies will have access to these data and for which 
purposes? The answers to these same quest ions will ult im ately determ ine the lawfulness of 
the EU data and informat ion exchange schemes with EU non-discrim inat ion legislat ion. 
From the analysis conducted in this study, one is inclined to think that  JHA Databases and 
Smart  Borders may easily engage into what  ECRI  has called ‘racial profiling’, i.e. 

The use by the police, with no object ive and reasonable just ificat ion, of grounds such as 
race, colour, language, religion, nat ionality or nat ional or ethnic or igin in cont rol,  
surveillance or invest igat ion act iv it ies.173 

Moreover, as the United Nat ions Human Rights Com mit tee held in the 2009 Rosalind 

William s Lecraft  v Spain case, which dealt  with race and ethnicity mot ivated ident ity checks 
by the police, while it  is legit imate for law enforcement  authorit ies to carry out  checks for 
reasons of public safety and security or with a view to cont rolling irregular im m igrat ion, 
however, 

… when the authorit ies perform  such cont rols, the m ere physical or  ethnic features 

170 Wiesbrock, A. (2010) , Legal Migrat ion to the European Union:  Ten Years After Tampere,  Mart inus Nij hoff 
Publishers.  
171 See Guild, Elspeth (2004) , “The Var iable Subject  of the EU Const itut ion, Civ il Libert ies and Human Rights” ,  
European Journal of Migrat ion and Law, Vol. 6, No. 4, 2004.   
172 Brown, C. (2002) , The Race Direct ive:  Towards Equality for All the Peoples of Europe?, YEL 210.   
173 European Comm ission against  Racism  and I ntolerance (ECRI )  (2007) , ECRI  General Policy Recom mendat ion   
No. 11, on combat ing Racism  and Racial Discr im inat ion in Policing, CRI (2007)39, 29 June 2007.   
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

of  the  persons  subject   to  them   should  not   be  taken  as  indicat ive  of  the ir  
possible  illega l sta tus  in  the count ry.  Neither  should such checks be m ade such 
that   only  persons  w ith  given  physica l  or   e thnic  fea tures  are  se lected .  Doing 
otherwise would not  only adversely affect  the dignity of the persons affected, but  would 
also cont r ibute to spreading xenophobic at t itudes among the populat ion at  large and 
would be inconsistent  with an effect ive racial discr im inat ion prevent ion policy.174 

The logics of profiling and data m ining dr iving the ra t ionale of JHA Databases and 
Sm art  Borders, and  the potent ia l use of  race, ethni cit y,  re ligion or  other  sensit ive 
grounds  as  the  m ain  or   sole  basis  of  classif icat ion  and  sta t ist ica l  dataveillance 
act iv it ies  of  TCNs  and  EU  cit izens  ar e  therefore  incom pat ible  w ith  non-
discr im inat ion  lega l  obligat ions  stem m ing  from   EU  and  internat iona l  law   and  are 
henceforth unlaw ful. 

4.2.2. Stat ist ical surveillance and stat ist ical discr im inat ion 

JHA Databases and smart  borders work on the basis of ‘autom ated  decision  m aking’ 
param eters, which correspond with what  has been denom inated as ‘prof iling’  or  
‘predict ive data m ining’  in the EU secur ity f ie ld  (Hildebrandt  and Gutwirth, 2008) . The 
Council of Europe (CoE)  has defined ‘profiling’ as “an autom at ic data processing technique 

that  consists of applying a ‘profile’ to an individual, part icular ly in order to take decisions 

concerning her or him  or for analysing or predict ing her or his personal preferences, 

behaviours and at t itudes.” 175 The CoE also signalled the profiling technique m ay be capable 
of having an impact  on the people concerned by placing them in ‘predeterm ined 
categories’, even if the profile rem ains anonym ous in nature. I n a 2009 recom m endat ion, 
the European Parliam ent  highlighted that :   

. . .profiling, whether through data-m ining or the pract ices of police and other agencies, is 
increasingly used as a tool for law enforcem ent  and border cont rol, and insufficient  
regard is being given to the evaluat ion of its effect iveness and to the developm ent  and 
applicat ion of legal safeguards to ensure respect  for r ights of pr ivacy and the avoidance 
of discr im inat ion.176 

The  data  collected  is  processed  by  ca lcul a t ion  and  sta t ist ica l  corre la t ion  w ith  the 
a im  of producing  r isk  prof iles.  Profiling has been therefore highly cont roversial because 
it  produces probabilist ic  know ledge :  stat ist ics showing that  a part icular group of 
individuals has a higher chance of being involved in a cr im inal or unlawful act iv ity will 
j ust ify that  profilers focus their efforts on that  part icular group. I n the field of law 
enforcement  more concretely, profiling  is  used  ‘to  se lect ’  a   group  of  people  as  a 
potent ia l  r isk  or  a   threat  –  such as  ‘h igh r isk   t ra vellers’,  ‘suspicious  t raveller ’,  the 
visa   ‘over stayer ’,  e tc,  w hich  m ay  lead  to  discr im i natory  ethnic  profiling  (FRA, 
2010) .177 The object ive is to prevent  cr ime based on select ive data-m ining ident ify ing 
people that  are deemed to deserve closer at tent ion by t racing som e of their  current  
characterist ics’ at  t im es of foreseeing their potent ial future behaviour (Fuster, Gutwirth and 
Ellyne, 2010) . This pract ice is what  Gandy has called ‘sta t ist ica l  surveillance’  in the 
governance of m obility, which refers to these kind of stat ist ical techniques/ technologies of 
cont rol as “classificatory system s as technologies of discr im inat ion” .178 Gandy understands 
‘stat ist ical discr im inat ion ’ as “a decision to exclude or deny opportunity to an individual on 

the basis of the at t r ibutes of the group to which he or she is assum ed to belong….as a 

174 Court  of Just ice of the European Union (2009) , Rosalind Williams Lecraft  v Spain, Comm  No. 1493/ 2006, 30 
July 2009, para. 7.2. 
175 Council of Europe (2010) , Recom mendat ion COM/ Rec(2010)13, op. cit .   
176 European Par liament  (2008) , Recom mendat ion to the Council of 24 April 2009 on the problem of profiling,   
notably on the basis of ethnicity and race, in counter- terror ism , law enforcem ent , imm igrat ion, custom s and  
border cont rol (2008/ 2020( I NI ) ) , Rapporteur Sarah Ludford, pt . E.   
177 European Union Agency for Fundam ental Rights (FRA)  (2010) , Towards More Effect ive Policing – Understanding 
and Prevent ing Discr im inatory Ethnic Profiling:  A Guide, Vienna, 2010.   
178 Gandy, O. H. Jr (2012) , Stat ist ical Surveillance:  Remote Sensing in the Digital Age, in Ball,  Haggerty and Lyon   
(eds.) , Rout ledge Handbook of Surveillance Studies, Rout ledge.  
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result , what  would otherwise be t reated as illegal racial discr im inat ion is rout inely just ified 

as a legit im ate and inherent ly rat ional act ” .179 

I n the context  of the EU databases exam ined in this study, and as dem onst rated by the 
Sect ions developed above, the EU is put t ing more efforts into ‘profiling’ without  actually 
expressly acknowledging that  pract ice and duly assessing the legal aspects underlying 
stat ist ical dataveillance. The logics of prof iling and data m ining per ta in ing  to EU JHA 
Databases  and  Sm art   Borders  are  by  na ture  diff icult   to  reconcile   w ith  the 
obligat ion  for   nat iona l  and  EU  law   enforcem ent   auth or it ies  and  agencies  not   to 
discr im inate  on  grounds  of  sensit ive  nature  such  as   nat ional  or   ethnic  or igin.  The 
next  subsect ion argues that  from  an EU law point  of view JHA Databases open up concerns 
from  a non-discrim inat ion perspect ive in what  concerns both TCNs (non EU nat ionals)  and 
EU cit izens m oving. 

5 . RECOMMENDATI ONS 

Given the state of exist ing knowledge on the JHA landscape of data and informat ion 
schem es, the  quest ion  of  m onitor ing  and  oversight   by  the  Eur opean  Par liam ent , 
and joint ly w ith nat ional par liam ents, is cent ra l .  I n this respect , we offer the following 
recom m endat ions:  

1.   The European Parliament  should require the European Commission t o provide on a  
regular   basis,  possibly  year ly,  a   cons olidated  m onitor ing  repor t   of  the 
act iv it y  of  a ll  schem es  involving  data   and  inform at ion  exchange  in  the  JHA 
policy  dom ain .  The report  should include stat ist ics on the records created, held 
and/ or exchanged by m eans of these schem es, as well as details of act ivit ies such 
as access (by  count ry/ author it y ) . Blueprints for such a report  include the 
Com m ission’s own 2010 com m unicat ion as well as the reports of act ivity of 
EUROPOL and EUROJUST and their Joint  Supervisory Bodies. 

2.   The European Parliam ent  should  w ork  tow ards  the  establishm ent   of  an 
oversight   m echanism   involving  nat ional  Par liam ents  providing  a  year ly, 
deta iled  list ing  of  a ll  the  persons  w ho  have  had  ac cess,  in  the  context   of 
EU re la ted m easures, to data an d inform at ion exchange schem es . This list ing 
would account  for the num ber of accesses per person, per file within a given 
database, per database and across databases (account ing for availability and 
interoperabilit y provisions) . 

3.   These systems of m onitor ing and oversight  w ould  lead  to  the const itut ion of an 
evidence  base  to  assess  the  effect ive  re liance  of  l aw  enforcem ent   services 
on EU re lated data and inform a t ion schem es in the f ie ld of JHA .  This evidence 
base should be used to decide upon the cont inuat ion of exist ing schem es 
( reversibilit y)  as well as the adopt ion of new schem es (necessity, or iginality) . 

4.   Any  fur ther  developm ent   incurr ing costs  to  the EU b udget  should be ha lted 
unt il  w ork   tow ards  the  establishm ent   of  these  tw o  m echanism s  has 
suff icient ly  advanced .  This includes the ‘smart  borders’ init iat ives as well as EU-
PNR, EU-TFTS and EUROSUR, as well as any other possible forthcom ing proposal. 

There is a clear need to  exam ine  fur ther   the  assum pt ions  on  w hich  the  ‘sm art  
borders’ in it ia t ive is based , from  the point  of view of necessity and originalit y, as well as 
costs. I n this regard, we offer the following recommendat ions:  

5.   The  European  Par liam ent   should  sponsor   an  in depth,   independent  
eva luat ion  of  a lready  ex ist ing  Ent ry/ Ex it   System s  a nd  registered  t raveller  

179 Gandy, O. H. Jr (2009) , Com ing to Terms with Chance:  Engaging Rat ional Discr im inat ion and Cum ulat ive 
Disadvantage, Burlington, VT:  Ashgate, pp. 69-72. 
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program m es  running at  nat ional level am ong Member States and in key third 
count r ies, including the United States and Aust ralia. This assessm ent  would be 
coordinated  by  the  Science  and  Technology  Opt ions  A ssessm ent   unit  
(STOA) . Without  prejudice to the final decision of the STOA panel, such an 
assessment  exercise would involve technologists, data protect ion experts, lawyers 
specialised in the r ight  to pr ivacy and non-discrim inat ion, as well as social science 
researchers (polit ical science, sociology and internat ional relat ions specialists)  with a 
record of invest igat ion in law-enforcement  act ivit ies. Civil society organisat ions 
should also be allowed an input  into the workings of this expert  group. 

6.   Regarding costs, the European Parliament  should issue a request  to the European 
Court  of Auditors to conduct , as  la id out   in Ar t icl e  2 8 7  TFEU, an  inquiry  into 
the  im plem entat ion  of  EU  secur it y  research  and  Exte rna l  Border   Fund  with 
regard to ‘smart  borders’ and EUROSUR. The negot iat ion on a ‘sm art  borders’ 
legislat ive inst rument  should be condit ional on the outcome of this inquiry, and take 
into account  the amounts already earmarked and spent  on this init iat ive. 

7.   Within the context  of possible negot iat ions on m easures related to the establishm ent  
of addit ional data and informat ion schemes in the area of external border cont rol, 
the European Parliam ent  should seek  clar if icat ion  of  the  exact   re la t ionship 
betw een any future EES and VI S and SI S/ SI S I I  if  th is is not  clear ly defined 
in  the future draft   legisla t ive proposal . The European Parliament  should seek to 
extend  the  provisions  in  the  draft   EUROSUR  Regula t i on  on  f inancia l 
accountabilit y to require FRONTEX and the European Commission to provide an 
annual  repor t   deta iling  a ll  expenditu re  on  EUROSUR re la ted  developm ents 
from   a ll  EU  budget   lines,  including  the  External  Borders  Fund,  proposed 
I nterna l  Secur ity  Fund,  FP7   and  Hor izon  2 0 2 0   and  th e  Developm ent  
Cooperat ion I nst rum ent .  

8.   The logics of profiling (automated decision m aking)  and data-m ining character izing 
JHA Databases and Sm art  Borders, and the potent ial use of race, ethnicity or other 
sensit ive grounds as basis of stat ist ical dataveillance are difficult  to reconcile with 
non-discr im inat ion pr inciples, secondary legislat ion and fundamental r ights 
obligat ions. Exist ing and forthcom ing JHA Database should foresee non-
discr im inat ion  by  default ,  which should be closely linked with ensuring data 
protect ion principles ( r ight  of informat ion, effect ive rem edies and individual consent  
for data processing)  to TCNs, with part icular at tent ion to vulnerable categories of 
TCNs as data subjects. Part icular at tent ion should be paid to st r ict ly  lim it ing 
‘scope,  law   enforcem ent   acto r   access  and  purpose  creep’  in their rat ionale, 
funct ionalit ies, and intended public goal. 

9.   The Smart  Borders init iat ives must  go hand- to-hand with the provision of a 
defin it ion  of  profiling  in the newly proposed EU legal framework on data 
protect ion in the field of law enforcement , current ly under negot iat ions. This 
definit ion should include the kind of profiling pract ices that  should be always 
prohibited and solid legal safeguards for those that  are considered to be legit imate. 
The stat ist ical discrim inat ion logic driving JHA Databases and ‘sm art ’ system s needs 
expressly to adhere to the general data protect ion principles. 

10. JHA Databases and Sm art  borders pose profound  legal challenges from  the 
perspect ives of proport ionality and legal certainty. Besides the costs assessment  
ment ioned above, the European Parliament  should carry out  it s  ow n 
( independent )   im pact   assessm ent  of the upcom ing Commission legislat ive 
proposals covering the EES and the RTP. Part icular at tent ion should be there paid to 
the necessity, suitabilit y and wider societal im plicat ions inherent  to the developm ent  
of these large-scale inform at ion system s. 
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I n the perspect ive of the adopt ion of the EU’s 2014-2020 Mult iannual Financial Framework, 
the European Parliament  should consider the following:  

11. The  I nterna l  Secur it y  Fund  should  be  im plem ented  accord ing  to  the 
‘par tnership  pr inciple ’ ,  with relevant  civil society organizat ions and internat ional 
NGOs regularly consulted on the im pact  and added value of the init iat ives funded at  
nat ional and EU level and their effect  with regard to fundamental r ights and non-
discrim inat ion. At   a   m inim um ,  th is  pr inciple   m ust   apply  to  the  m id term  
review  of the I SF in 2 0 1 7  and the eva luat ion of m em ber sta te program m es .  

12. The  draft   Hor izon  2 0 2 0   legisla t ion  should  be  am ended  to   provide  for  
European  Par liam entary  cont rol  over  the  annual  Calls  for   Proposals .  I n the 
area of security and space research this process should ensure that  ca lls  for   EU
funded  research  address  fundam enta l  r ights  concerns   from   the  outset , 
m eet  a  ver if iable secur it y need and provide va lue f or  m oney .  

13. A cent ral pr ior ity should be gaining a  full  picture of  the  f inancia l  repercussions 
(across the various EU funding schem es)  involved in their establishment  and 
development  at  EU, nat ional and regional/ local levels. The European Parliam ent  
should be involved (have a binding say)  in the fram ing of the policy prior it ies agreed 
between the Com m ission and the Mem ber States -  the  Policy  Dia logue  -  in the 
context  of m ult iannual program m es in order to ensure that  those nat ional 
programmes and projects funded correspond fully with EU policy prior it ies. 
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ANNEX –  ANALYTI CAL TABLE OF JHA DATABASES 

The analyt ical table in this Annex lists and compares current  and proposed EU JHA databases with regard to:  the am ount  and type of data 
they process or are expected to process, the possibilit ies for access they offer and the exist ing or envisaged interconnect ions between 
them. The table is intended to provide the LI BE Commit tee with a quick reference guide on EU JHA databases, and will also include an 
overview of incurred and foreseen costs. Of part icular salience for the main legal challenges surrounding these systems are quest ions 
related to their purpose, personal scope and access to the data. 

This Annex aims at  providing a comprehensive overview of EU JHA databases. I t  is not  meant  to provide a full coverage or account  of 
every exist ing or planned database or system in the AFSJ. Not  every system of informat ion exchange in the Union falls within the scope of 
this study. Also, publicly available informat ion is often lacking as regards certain com ponents of som e of these databases.1 

The material in this analyt ical table is organised into four sect ions:  

1)  Operat ional cent ralised data systems  
2)  Data system s m anaged by Mem ber States  
3)  Data processing schemes established in the context  of relat ions with third count r ies  
4)  Data processing operat ions current ly being im plem ented and/ or considered  

The m ain sources used as the background for the analysis include relevant  legal inst rum ents set t ing up or covering the systems and a 
selected list  of previous studies and reports.2 

1 Some of the databases not  listed here include, as a way of illust rat ion, OLAF Case Managem ent  System, ECRI S, EU I ntCen and ESTA.  
2 -  Scherrer , Jeandesboz et  al (2011) , Developing an EU I nternal Secur ity St rategy, f ight ing terror ism  and organised cr ime, Study for the European Parliament , PE 462.423,   
C&C, CEPS, Brussels, Novem ber 2011;   

-  Bigo, Carrera et  al (2011) , Towards a New EU Legal Framework for Data Protect ion and Pr ivacy:  Challenges, Pr inciples and the Role of the European Parliam ent , Study for 
the European Parliam ent , PE 453.216, CEPS, Brussels, September 2011;  

-  European Comm ission (2010) , Com municat ion to the European Par liament  and the Council -  Overview of inform at ion management  in the area of freedom , security and 
just ice, COM(2010)  385 final,  Brussels, 20 July 2010;  

-  Hempel, Car ius et  al (2009) , Exchange of informat ion and data between law enforcement  authorit ies within the European Union, Study for the European Par liam ent , PE 
419.590, CEPS, Brussels, Apr il 2009;  

-  Geyer, Flor ian (2008) , Taking Stock:  Databases and System s of I nformat ion Exchange in the Area of Freedom, Secur ity and Just ice, CEPS Liberty and Secur ity Research 
Paper No 9, May 2008;  

-  Hobbing, Peter (2006) , An Analysis of the Com mission Comm unicat ion (COM(2005)  597 final)  of 24.11.2005 on I mproved Effect iveness, Enhanced I nteroperabilit y and 
Synergies among European Databases in the Area of Just ice and Hom e Affairs – Briefing Paper for the European Parliam ent , PE 378.270, Brussels, February 2006. 
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1 .  Operat ional cent ra lised data system s: 

Type of 
system 

Purpose Nat ional secur ity, border cont rol and law enforcem ent  purposes 

Personal Scope 

EU and non EU cit izens :  
 persons wanted for arrest  for ext radit ion purposes,  
 aliens who are reported for the purposes of being refused ent ry, who have been convicted of an offence carrying a custodial sentence of at  

least  one year and who have com mit ted serious offences or  against  whom  there is genuine evidence of an intent ion to com mit  such offences 
 m issing persons or persons in need of police protect ion 
 witnesses and persons required to appear before judicial author it ies 
 persons to be put  under discreet  surveillance or subjected to specif ic checks. 

Scope of 
inform at ion 

(a)  nam e and forenam e, any aliases possibly registered separately;  (b)  any part icular object ive and permanent  physical features;  ( c)  first  let ter of second 
forenam e;  (d)  date and place of bir th;  (e)  sex;  ( f)  nat ionality;  (g)  whether the persons concerned are armed;  (h)  whether the persons concerned are 
violent ;  ( i)  reason for the report ;  ( j )  act ion to be taken. 
Objects :  vehicles, boats, aircrafts, containers for the purpose of discreet  surveillance or specif ic checks, as well as objects sought  for the purposes of 
seizure or use as evidence in cr im inal proceedings (stolen ident ity cards, vehicles, firearms, bank notes) . 

Size 
More than 4 2   m illion  ent r ies in January 2012. 40.8 m illion ent r ies concern objects, 1.2 m illion concern persons. Among these 1.2 m illion persons, 
692000 concern unwanted aliens.4 

Retent ion 
Period 

a)  Obligatory necessity review after 1  year  ( for discreet  surveillance)  and after 3  years  ( for person t racing) . 
b)  5  years  m axim um  storage t im e for vehicles, boats, aircrafts, and containers entered for the purposes of discreet  surveillance and specific checks. 
c)  1 0  years  m axim um  storage t im e for other data than that  m ent ioned under a) . 

Nat ional systems (N-SI S)  can input  data into the system . I nput  

Access 

SI S   Schengen I nform at ion System 3   

Cent ra lised  system (C-SI S)  with nat ional systems (N-SI S)  supplying informat ion. 

Border authorit ies, police and custom s authorit ies as well as judicial authorit ies. Part ial access:  visa and im migrat ion authorit ies, Europol and Eurojust . 

3 See Tit le I V of the Convent ion of 19 June 1990 applying the Schengen Agreem ent  of 14 June 1985 between the Governm ents of the States of the Benelux Econom ic Union,   
the Federal Republic of Germ any and the French Republic, on the Gradual Abolit ion of Checks at  their  Common Borders. OJ 2000 L 239.   
4 Source:  Council of the EU (2012) , Note from  the French Delegat ion – Docum ent  8281/ 12, 28 March 2012.   
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Nat ional data protect ion rules are applicable. There are nat ional supervisory bodies in each cont ract ing state responsible for the nat ional sect ions of SI S;  
and a Joint  supervisory authority com posed of nat ional supervisory authorit ies responsible for C-SI S. 

EU-22 (Schengen State Part ies)  +  Non-EU Member States:  Norway, I celand, Switzer land and Liechtenstein.   
United Kingdom  and I reland are not  connected to the current  system but  have a special status.  

Data 
Protect ion 

Costs 
Tota l budget  for  C SI S.I  ( from  1991 to 2010) :  ca. 3 8  m illion Euros 
C-SI S I nsta lla t ion  Budget  Est imate (2012) :  ca. 1  m illion Euros 
C-SI S Operat ing  Budget  Est imate (2012)  :  ca. 3 .8  m illion Euros 5  

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Operat ional m anagement  of the SI S is carr ied out  in St rasbourg (France)  with a backup site in Sankt  Johann im  Pongau (Aust r ia) . Europol and Eurojust  
may have part ial access to the database. 

Type of system  

Purpose 

Eurodac 6  

Cent ra lised  System (within the European Comm ission)  and Nat ional Access Points 

Help ident ify asylum applicants and persons who have been apprehended in connect ion with an irregular crossing of an external border of the Union. 

 Mem ber State of or igin, place and date of the apprehension;  
 f ingerpr int  data ( full 10 fingerpr ints and 4 cont rol images) ;  
 sex;  
 reference num ber used by the Mem ber State of or igin;  
 date on which the f ingerprints were taken;  
 date on which the data were t ransm it ted to the Cent ral Unit . 

1   5 4 4   5 5 8   ent r ies  in December 2009, among them  1 454 315 ent r ies related to asylum  applicants, 90 243 ent r ies of persons apprehended at  the 
border and 42 053 persons found illegally present .7 

Personal Scope 
a)  Applicants for asylum  (at  least  14 years of age)  
b)  Persons apprehended in connect ion with the irregular crossing of borders com ing from  a third count ry 
c)  Aliens found illegally present  in a Mem ber State (only for com par ison purposes)  

Scope of 
inform at ion 

Size 

5 Council of the EU (2012) , Note on C.SI S installat ion and exploitat ion budget  for 2012 and mult iannual table of authorised C.SIS installat ion expenditure, Council Docum ent  
14355/ 12, Brussels, 2 October 2012.   
6 Source:  Council of the EU, Regulat ion No 2725/ 2000 of 11 December 2000 concerning the establishment  of 'Eurodac' for the comparison of fingerprints for the effect ive  
applicat ion of the Dublin Convent ion.  
7 European Com m ission, Annual report  to the European Parliam ent  and the Council on the act iv it ies of the Eurodac Cent ral Unit  in 2009, COM/ 2010/ 0415 final, 2 August   
2010.   
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Retent ion 
Period 

I nput  

Access 

Data Protect ion 
Special rules provided in the regulat ion. 
Data protect ion direct ive 95/ 46/ EC is addit ionally applicable. EDPS is com petent  data protect ion author ity  to monitor act iv it ies of the Eurodac cent ral unit  
Nat ional data protect ion authorit ies supervise collect ion and use of data at  member states level. 

Costs 
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a)  1 0  years  for asylum applicants (data erased if asylum applicant  loses that  status) ;  
b)  2  years  for persons apprehended at  borders (data erased if person acquires cit izenship, obtains residence perm it  or leaves EU terr itory) . 

Nat ional authorit ies dealing with asylum requests. 

Nat ional authorit ies dealing with asylum requests – I n som e member states, however, Eurodac is operated part ly or ent irely by nat ional police services. 

Part icipat ing 
States 

The expenditure for maintaining and operat ing the Cent ral Unit  in 2009 was 1 .2 2 1 .1 8 3  Euros.8 

Period 2003-2006:  7 .8  m illion Euro  of EU expenditure (externalised act iv it ies)  

EU-27 plus Norway, I celand, Switzer land and Liechtenstein 

I nvolvement  of 
EU bodies 

Database manager is the European  Com m ission .  As of December 2012, the database m anager for Eurodac is the European  agency  for   the 
operat iona l m anagem ent  of  large sca le I T system s  in the area of freedom , security and just ice, located in Tallinn, Estonia. EDPS has special role in 
checking data protect ion rules of cent ral database. 

Type of system  

Purpose 

CI S   Custom s I nform at ion System 9  

Cent ra lised  CI S, located in Brussels 

To assist  in com bat ing customs related cr ime by facilitat ing co-operat ion between European custom s author it ies 

1 )  “Tradit iona l” CI S: 
I nform at ion on persons ( for specific purposes of sight ing and report ing, discreet  surveillance or specif ic checks and only if,  especially on the basis of pr ior 
illegal act ivit ies, there is evidence to suggest  that  the person concerned has com mit ted, is comm it t ing or will comm it  act ions which are in breach of 
custom s or agr icultural legislat ion.)  
2 .)  Custom s Files I dent if ica t ion Database ( FI DE) : 
I nform at ion on ongoing or com pleted invest igat ions for ser ious infr ingem ents of nat ional laws against  persons or businesses in member states. 

 business nam e;  
 t rading nam e;  
 address of the business;  

8 I bidem .  
9 Source:  Council of the EU, Regulat ion (EC)  No 515/ 97 of 13 March 1997 on mutual assistance between the adm inist rat ive authorit ies of the Member States and 
cooperat ion between the lat ter and the Com mission to ensure the correct  applicat ion of the law on custom s and agricultural mat ters (OJ L 82, 22.3.1997, p. 1) . 

Personal Scope 

Scope of 
inform at ion 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

 VAT ident ificat ion num ber of the business;   
 excise dut ies ident ificat ion num ber;   
 inform at ion as to whether the VAT ident ificat ion num ber and/ or the excise dut ies ident ificat ion num ber is in use;   
 nam es of the m anagers, directors and, if available, pr incipal shareholders of the business;   
 num ber and date of issue of the invoice;  and  
 amount  invoiced.   

Size 

As of 31 May 2007 there were:  
- 1 4 3 1  third pillar  act ive ( “exist ing” )  users 
- 3 7 6  third pillar act ive cases, 
- 7 0 9 4  third pillar queries10 

Retent ion 
Period 

For t radit iona l CI S:  As long as necessary to achieve the purpose for which the data was included. After 1  year  an obligatory review of the necessity to 
keep the data m ust  take place. 
For FI DE:  Maxim um 3  years  if no infr ingement  has been established – Maxim um  6  years  if infr ingement  but  no convict ion or fine – Maximum 1 0  years 
if convict ion or  fine ensued. 

I nput  I nclusion of data is governed by nat ional laws of member states. 

Access 
Custom s adm inist rat ions as designated by m ember states. Data ret r ieved from  the system m ay also be used by other nat ional author it ies than those who 
have direct  access, by non-m ember states and by internat ional or regional organisat ions. 

Data Protect ion 
Nat ional data protect ion rules are applicable. There are nat ional supervisory bodies in each Mem ber State responsible for the lawfulness of the ent ry, 
processing and use of CI S data in that  m em ber state;  and a Joint  supervisory author ity com posed of nat ional supervisory author it ies responsible for CI S 
operat ions. 

Costs 4 .7 5  m illion  Euros in total for the Ant i-Fraud I nform at ion System , which includes the FI DE (2005) .11 

Part icipat ing 
States 

EU-27 

I nvolvement  of 
EU bodies 

Database manager is the European Com m ission .  

EUROPOL I nform at ion System 1 2   

10 Report  of the Joint  Supervisory Author ity of Customs present ing a general overview of the use of the Customs I nform at ion System by the Member States, Brussels, 18 
December 2007.   
11 French Nat ional Assembly, Report  (No 2017)  from  the Foreign Affairs Comm it tee on the legislat ive proposal No. 1860, Paris, 22 Decem ber 2004 (Rapporteur:  Philippe  
Cochet ) .  
12 Council of the EU (2009) , Decision of 6 April 2009 establishing the European Police Office (Europol) , OJ L 121, 15.5.2009, p. 37–66. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Cent ra lised  system :  a plat form  to store personal inform at ion on persons suspected or convicted of cr im es for which Europol is com petent . 

Fight  against  cross-border cr ime 

Type of system  

Purpose 

Personal Scope 
EU and non EU cit izens: 
a)  Suspects or convicted persons of a cr im e. 
b)  Possible future offenders. 

Scope of 
inform at ion 

 surname, maiden name, given nam es and any alias or assumed name;  
 date and place of bir th;  
 nat ionality;  
 sex;  
 place of residence, profession and whereabouts of the person concerned;  
 social security num bers, dr iv ing licences, ident ificat ion docum ents and passport  data;  and 
 where necessary, other character ist ics likely to assist  in ident ificat ion, including any specif ic object ive physical character ist ics not  subject  to 

change such as dacty loscopic data and DNA profile (established from  the non-coding part  of DNA) . 
 cr im inal offences, alleged cr im inal offences and when, where and how they were (allegedly)  com mit ted;  
 m eans which were or m ay be used to com mit  those cr im inal offences including inform at ion concerning legal persons;  
 departm ents handling the case and their  filing references;  
 suspected m em bership of a cr im inal organisat ion;  
 convict ions, where they relate to cr im inal offences in respect  of which Europol is competent ;  
 input t ing party. 

Size 1 8 3  2 4 0  objects and 4 1  1 9 3  persons (December 2011) .13 

As long as necessary for the perform ance of Europol’s task. After a m axim um  of 3   years  an obligatory review of the necessity to keep the data m ust  
take place. Personal data relat ing to specif ic offences shall be deleted if proceedings against  the person are dropped or if that  person is acquit ted of the 
offence. 

I nput  
Mem ber states, represented by their nat ional units and liaison officers in com pliance with their  nat ional procedures, m ay feed data into the system . 
Europol it self shall input  data supplied by third states and third bodies as well as analysis data. 

Access 
Nat ional units, liaison officers, the Director , the Deputy Directors as well as duly em powered Europol officials may have access to the system . I ndirect  
access by “ competent  authorit ies”  designated by m em ber states is also possible. 

Data Protect ion 
Nat ional supervisory body in each m em ber state responsible for m onitor ing the input  and use of Europol data by the m em ber state’s authorit ies. 
Joint  supervisory authority com posed of nat ional supervisory authorit ies responsible for Europol. 
Also, the Data Protect ion Office in Europol has a specif ic role of conduct ing regular audits on Europol’s databases.14 

Retent ion 
Period 

13 See Europol (2012) , Europol Review 2011, The Hague, September 2012.  
14 See Europol (2011) , Data Protect ion at  Europol, Data Protect ion Office’s brochure, The Hague, 2011, p. 28.   

71 



 

____________________________________________________________________________________________  

 

   

  

  
 

 

 

 
    

   

 

 

 
  

 

 

  

  
 

                                                 

  

     
 

    

Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

I n 2011 the Europol budget  was 8 4 .8  m illion  Euros.15 

EU-27. Europol also hosts staff from  partner organisat ions from  third-count r ies, among them the USA (US Secret  Service, DEA, and FBI )  as well as 
Colom bia and Canada.  

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Europol m ay associate experts from  the agencies listed in Art icle 22 of the Europol Decision:  Eurojust ,  OLAF ,  Frontex ,  CEPOL ,  ECB  and EMCDDA 
although it  is not  clear if these experts have access to the Europol I nform at ion System. 

EUROPOL Analyt ica l W ork  Files ( AW F) 1 6  

Cent ra lised  system :  stores a wider set  of data perceived as necessary to provide operat ional analysis to aid invest igat ions and operat ions carr ied out  by 
the Member States.  

Fight  against  cross-border cr ime -  Analysis work files shall be opened for  the purposes of analysis defined as the assem bly, processing or use of data with 
the aim  of assist ing cr im inal invest igat ions. 

EU and non EU cit izens: 
a)  Suspects or convicted persons of a cr im e. 
b)  Possible future offenders. 
c)  Possible witnesses. 
d)  Vict im s and possible vict im s. 
e)  Contacts and associates. 
f)  Persons who can provide inform at ion on the cr im inal offence under considerat ion. 

For suspects, convicted persons, possible futu re offenders and contacts and associa tes: 
Personal details, physical descript ion, I D numbers, biomet r ics, informat ion on occupat ion and skills, behavioural data, m eans of comm unicat ion and of 
t ransport , previous cr im inal act ivit ies, links with other databases, etc.17 

For  vict im s and po ssible vict im s: 
Personal details, physical descr ipt ion, I D numbers, biom et r ics, vict im  ident if icat ion data, reason for vict im isat ion, informat ion on the cr im e and on the 
court  case, etc. 
For possible w itnesses: 
Personal details, physical descript ion, I D numbers, biom et r ics, informat ion on the cr ime and on the court  case, informat ion on the anonym ity and the 
protect ion offered to the witness (and by whom) , new ident ity , etc. 
For persons w ho can provide in form at ion on  the cr im ina l offence  under  considerat ion: 
Personal details, physical descr ipt ion, I D num bers, biometr ics, coded personal details, inform at ion on the cr ime and on the court  case, type of 
inform at ion that  the person supplied, informat ion on the anonym ity and the protect ion offered to the witness (and by whom ) , new ident ity , negat ive 
experiences, financial rewards of favours, etc. 

15 Europol Review 2011 (op. cit .) .  
16 See Council of the EU (2009)  (op. cit .)  as well as Council of the EU (2009) , Decision 2009/ 936/ JHA of 30 Novem ber 2009 adopt ing the implement ing rules for Europol 
analysis work files, OJ L 325/ 14, 11 Decem ber 2009. 
17 The full list  of personal data categories that  may be processed can be found in art icle 6(2)  of Council Decision 2009/ 936/ JHA (op. cit .) .  

Type of system  

Purpose 

Personal Scope 

Scope of 
inform at ion 
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Size 

Retent ion 
Period 

I nput  

Access 

Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Previously, the AWF concept  was based on 2 3  different  AW Fs  which m eant  23 disconnected databases. The new AWF concept  foresees two AWFs:  AW F 
SOC on Ser ious Organised Cr im e and AW F CT  on Counter-Terror ism .18 

As long as necessary for the perform ance of Europol’s task. After a m axim um  of 1  year  an obligatory review of the necessity to keep the data m ust  take 
place. 

Analysts and other Europol official specif ically designated for each analysis project . Experts from  third states and third bodies m ay be “associated”  with 
the act ivit ies of an analysis group. 

Analysts and other Europol officials specif ically designated for each analysis project . The liaison officers and/ or experts of the m ember states which are 
concerned by the analysis f ile. Experts from  third states and third bodies m ay be “associated”  with the act ivit ies of an analysis group. 

Data Protect ion 
and Cont rol 

Nat ional supervisory body in each m em ber state responsible for m onitor ing the input  and use of Europol data by the m em ber state’s authorit ies. 
Joint  supervisory authority com posed of nat ional supervisory authorit ies responsible for Europol. 
Also, the Data Protect ion Office in Europol has a specif ic role of conduct ing regular audits on Europol’s databases.19 

Costs 

Part icipat ing 
States 

EU-27. Any Third State which has concluded an operat ional agreem ent  with Europol m ay part icipate in an AWF to the full extent  that  a Mem ber State 
can. Third States without  an operat ional agreement  may cont r ibute data to an AWF but  may not  part icipate beyond that . The same applies to 
I nternat ional Organisat ions and other third part ies. 

I n 2011 the Europol budget  was 8 4 .8  m illion  Euros.20 

I nvolvement  of 
EU bodies 

Europol m ay associate experts from  the agencies listed in Art icle 22 of the Europol Decision:  Eurojust ,  OLAF ,  Frontex ,  CEPOL ,  ECB  and EMCDDA .  

EUROJUST 2 1  

Cent ra lised  Case Managem ent  System  (CMS) :  secure storage of casework data and exchange with nat ional m em bers. The CMS is com posed of 
temporary work files and of an index which contain personal and non-personal data. 

 support  the m anagem ent  and coordinat ion of invest igat ions and prosecut ions for which Eurojust  is providing assistance, in part icular by the 
cross- referencing of inform at ion;   

 facilitate access to inform at ion on ongoing invest igat ions and prosecut ions;   
 facilitate the m onitor ing of lawfulness and com pliance with the provisions of this Decision concerning the processing of personal data. 

18 Drewer, Ellerman (2012) , Europol’s data protect ion fram ework as an asset  in the f ight  against  cybercr im e, ERA Forum, Volume 13, I ssue 3, November 2012, pp 381-395. 
19 See Europol (2011) , Data Protect ion brochure (op. cit .)  
20 Europol Review 2011 (op. cit .) .  
21 Council of the EU (2002) , Decision 2002/ 187/ JHA of 28 February 2002 set t ing up Eurojust  with a view to reinforcing the fight  against  serious cr im e as am ended by 
Council Decision 2003/ 659/ JHA and by Council Decision 2009/ 426/ JHA of 16 December 2008 on the st rengthening of Eurojust , Council Document  5347/ 3/ 09, Brussels, 15 
July 2009. 

Type of system  

Purpose 

73   

http:Euros.20
http:Counter-Terrorism.18


 

____________________________________________________________________________________________  

 

 
  

 zyxwvutsrqponmlkjihgfedcbaZYXWVUTSRPONMLKJIHGFEDCBA
 

  
  
 
 
 
 

   
  
 
   
 

 
  
  
    

 

 

    
 

 

 

  
 

 
 

  

  

                                                 

     

Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

Personal Scope 

Scope of 
inform at ion 

Size 

EU and non EU cit izens: 
a)  Persons who are the subject  of cr im inal invest igat ion or  prosecut ion. 
b)  Witnesses or vict ims in a cr im inal invest igat ion or prosecut ion. 
c)  Other personal data relat ing to the circum stances of an offence where they are imm ediately relevant  to and included in ongoing invest igat ions ( in 
except ional cases) . 

For suspects and convicted persons: 
 Personal details:  surname, first  nam e, given nam es, date and place of bir th, nat ionality , sex;   
 place of residence, profession and whereabouts of the person concerned;  
 social security num bers, dr iv ing licences, ident ificat ion docum ents and passport  data;   
 informat ion concerning legal persons;   
 bank accounts and accounts with other financial inst itut ions;   
 descr ipt ion and nature of the alleged offences, the date on which they were comm it ted, the cr im inal category of the offences and the 

progress of the invest igat ions;   
 the facts point ing to an internat ional extension of the case;  
 details relat ing to alleged membership of a cr im inal organisat ion;  
 telephone num bers and e-m ail addresses;   
 vehicle regist rat ion data;  
 DNA profiles established from  the non-coding part  of DNA, photographs and fingerprints. 

For w itnesses and vict im s: 
 Personal details:  surname, first  nam e, given nam es, date and place of bir th, nat ionality , sex;   
 place of residence, profession and whereabouts of the person concerned;  
 descr ipt ion and nature of the offences involving them , the date on which they were comm it ted, the cr im inal category of the offences and the 

progress of the invest igat ions. 

I n 2011, Eurojust  registered 1 4 4 1  cases .  

Retent ion 
Period 

Total budget  of Eurojust  in the year 2011:  3 1 .7  m illion Euros .  

I n general, personal data shall be stored as long as prosecut ion is ongoing, has not  resulted in a final j udicial decision and is st ill legally possible (e.g. not  
statute barred) . When one of the deadlines above has expired, Eurojust  shall review the need to store the data longer in order to achieve it s object ives. 
Cont inuous observance is required, with an obligatory review of necessity every 3  years .  

I nput  

Access 
Eurojust  nat ional members, their assistants and authorised Eurojust  staff ( including the Data Protect ion Officer) . Eurojust  m ay exchange data with 
nat ional competent  author it ies of member states, authorit ies of third count r ies which are com petent  for invest igat ions and prosecut ions as well as 
internat ional organisat ions and bodies. 

Data Protect ion 

Costs 

22 College of Eurojust  (2004) , Rules of Procedure on the Processing and Protect ion of Personal Data at  Eurojust , 21 October 2004, OJ C 68/ 1, 19 March 2005. 

74 

Eurojust  nat ional m em bers, their  assistants and authorised Eurojust  staff.  

Own data protect ion off icer as well as independent  supervisory authority. Own extensive rules of procedure on the processing and protect ion of personal 
data at  Eurojust  were adopted in 2004.22 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

EU-27. Eurojust  has also concluded agreements with a num ber of third count r ies, such as Croat ia, I celand, Switzer land, Norway, USA and FYROM). 

The European  Judicia l  Netw ork  and Eurojust  have st rong links – the EJN Secretar iat  forms part  of Eurojust ’s staff and Eurojust  m ay inform  EJN 
contact  points about  ongoing cases. Agreem ents and working arrangements have been concluded between Eurojust  and the European Com m ission  (DG 
Just ice) , Europol ,  OLAF ,  CEPOL .  

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Type of system  

Purpose 

VI S –  Visa I nform at ion System 2 3  

23 The VI S started operat ions in October 2011 in Schengen States’ consulates in North Afr ica and was progressively deployed in the Near East  and the Gulf Region in 2012. 
Legal framework:  European Parliam ent  and Council of the EU (2008) , Regulat ion (EC)  No 767/ 2008 of 9 July 2008 concerning the Visa I nformat ion System (VI S)  and the 
exchange of data between Member States on short -stay visas (VI S Regulat ion)  as am ended by Regulat ion (EC)  No 810/ 2009 of 13 July 2009. 
24 Source:  STERI A (2012) , Press Release “European Com mission deploys Visa I nformat ion System developed by Ster ia- led consort ium” , 10 September 2012, available on:  
www.ster ia.com/ sg/ m edia/ press- releases/ press- releases/ art icle/ european-com m ission-deploys-visa- inform at ion-system -developed-by-steria- led-consort ium /  

 to facilitate the visa applicat ion procedure;  
 to prevent  the bypassing of the cr iter ia for the determ inat ion of the Mem ber State responsible for exam ining the applicat ion;  
 to facilitate the fight  against  fraud;  
 to facilitate checks at  external border crossing points and within the terr itory of the Mem ber States;  
 to assist  in the ident if icat ion of any person who may not , or  may no longer, fulf il the condit ions for ent ry to, stay or residence on the 

terr itory of the Mem ber States;  
 to facilitate the exam inat ions of asylum applicat ions;  
 to cont r ibute to the prevent ion of threats to the internal security of any of the Mem ber States. 

Visa applicants ( TCNs) ,  as well as ( indirect ly)  EU cit izens  who are hosts/ sponsors of a visa applicant . 
Except ions:   

 Children under the age of twelve;  
 Persons for whom  fingerprint ing is physically  impossible;  
 Heads of state or governm ent  and m em bers of a nat ional governm ent  with accom panying spouses, and the m em bers of their official 

delegat ion, when officially visit ing;   
 Sovereigns and other senior m em bers of a royal fam ily, when officially visit ing. 

Data relat ing to short -stay visa applicat ions (up to three m onths) :   
 alphanumeric data contained in the Schengen visa applicat ion form  (nam e, nat ionality, place of residence, occupat ion, t ravel docum ent  

num ber, type of visa requested, m ain dest inat ion and durat ion of stay, border of first  ent ry, details of the invit ing person) , 
 a digital photograph,  
 ten f ingerprints taken of the applicant , 
 links to previous visa applicat ions and to the applicat ion files of persons t ravelling together, 
 and informat ion on the official decision on the visa applicat ion ( issuance, refusal, annulm ent , revocat ion, extension) . 

Cent ra lised  system with comm unicat ion infrast ructure to nat ional system s and consulates in third count r ies. The VI S is com posed of two system s:  the 
VI S cent ral database and an Autom ated Fingerprint  I dent if icat ion System  (AFI S) .  

Since the star t  of operat ions in October 2011, the VI S has processed approximately 1   m illion  visa   applica t ions .24 Foreseen capacity:  7 0   m illion 
applicants  (2004) . 

Personal Scope 

Scope of 
inform at ion 

Size 
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Visa author it ies of the part icipat ing states. 

Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

Retent ion 
Period 

5  years  m axim um . Autom at ic delet ion of the data if applicant  acquires nat ionality of a part icipat ing state. 

I nput  

Access 

a)  Visa, im m igrat ion and asylum  author it ies. 
b)  Com petent  author it ies responsible for carry ing out  checks at  external border crossing points in accordance with Schengen Border Code. 
c)  Designated author it ies dealing with  terror ist  offences and other ser ious cr im inal offences, in specific cases only.  
d)  Europol (within the lim its of its mandate and when necessary to perform  its tasks) . 
e)  Third count r ies or internat ional organisat ions (under specif ic circum stances)  

Data Protect ion 
Mix of EU and nat ional data protect ion rules. Nat ional supervisory authorit ies in each cont ract ing state shall monitor the lawfulness of the processing of 
VI S data on their  terr itory. EDPS shall monitor the act iv it ies of the EU personnel managing VI S.  

Costs 
The Com mission was in charge of the developm ent  of the cent ral database, the nat ional interfaces and the com m unicat ion infrast ructure between the 
cent ral VI S and the nat ional interfaces. Their developm ent  was funded by the EU budget  ( the cost  amounted to € 1 3 5   m illion  betw een  2 0 0 4   and 
2 0 1 1 ) . Each Schengen state is responsible for the development , m anagem ent , and operat ion of it s nat ional system . 

All Schengen States:  EU-22 (Denmark has decided to opt  in)  +  Non-EU Mem ber States:  Norway, I celand, Switzerland and Liechtenstein which is due to 
join very short ly. 
United Kingdom  and I reland have opted out .  

As of December 2012, the database manager for VI S is the European agency  for   t he operat iona l m anagem ent  of  l a rge sca le  I T  system s  in the 
area of freedom, security and just ice, located in Tallinn, Estonia. EDPS has special role in checking data protect ion rules of cent ral database. Europol 
can have access to VI S for the purpose of fight ing terror ism  and organised cr im e. 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

SI S I I  ( not  yet  operat ional) 2 5  

25 European Par liament  and Council of the EU (2006) , Regulat ion (EC)  No 1987/ 2006 of 20 Decem ber 2006 on the establishm ent , operat ion and use of the second 
generat ion Schengen I nformat ion System  (SI S I I ) ,  OJ L 381, 28.12.2006, p. 4-23. 

Type of system  

SI S I I  is com posed of:  
 a cent ra l  system  ( "Cent ral SI S I I " ) ;  
 a nat iona l  system ( the "N.SI S I I " )  in each Mem ber State, consist ing of the nat ional data system s which comm unicate with Cent ral SI S I I . 

An N.SI S I I  m ay contain a data file (a "nat ional copy") , containing a com plete or part ial copy of the SI S I I  database;  
 a com municat ion infrast ructure between the cent ral and the nat ional system s that  provides an encrypted vir tual network dedicated to SI S I I  

data and the exchange of data between SI RENE Bureaux. 

Purpose 
To ensure a high level of security within the EU’s AFSJ, including the m aintenance of public secur ity and public policy and the safeguarding of security in 
the terr itor ies of the Member States, and to apply the provisions of the Treaty relat ing to the movem ent  of persons in their terr itor ies, using informat ion 
com m unicated via this system . 

Personal Scope 

EU and non EU cit izens: 
a)  Persons wanted for arrest  for surrender purposes on the basis of a European arrest  warrant  or wanted for arrest  for ext radit ion purposes.  
b)  Third count ry nat ionals to be refused ent ry into the Schengen terr itory. 
c)  Missing persons. 
d)  Witnesses and persons required to appear before judicial author it ies. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

e)  Persons to be put  under discreet  checks or subjected to specific checks. 
f)  Vehicles, boats, aircrafts, containers for the purpose of discreet  checks or specific checks. 
g)  Objects sought  for the purposes of seizure or use as evidence in cr im inal proceedings (stolen ident ity cards, vehicles, f irearms, bank notes) . 

Scope of 
inform at ion 

 Personal details:  surname, first  nam e, given nam es, date and place of bir th, nat ionality , sex;   
 any specif ic, object ive, physical character ist ics not  subject  to change;  
 photographs and fingerprints;  
 whether the person concerned is arm ed, violent  or has escaped;  
 author ity issuing the alert , reason for the alert , link(s)  to other aler ts issued in SI S I I  and act ion to be taken. 

Size 
Est im ates provided in official docum ents refer to searches conducted in the system, not  to total number of ent r ies. I n January 2010 the exist ing system 
contained 3 1  m illion ent r ies .  I t  is agreed that  the system capacity at  go- live should be 7 0  m illion a ler t s  and that  SI S I I  should be tested to a capacity 
of 1 0 0  m illion a ler t s ,  without  the need for technical change.  

Retent ion 
Period 

a)  After a m axim um  of 3  years  an obligatory review of the necessity to keep the data must  take place (after 1  year  in case of ent ry for discreet  check or 
specific checks) . However, under certain circum stances, even after delet ion of data in the SI S I I ,  cont ract ing states are allowed to store data for a longer 
period in their  nat ional files. 
b)  1 0  years m ax im um  storage t im e for alerts on objects for seizure or use as evidence in cr im inal proceedings. 
c)  5  years m ax im um  storage t im e for vehicles, boats, aircrafts, and containers entered for the purposes of discreet  checks and specif ic checks. 

I nput  

Access 

Data Protect ion 

Costs 

Part icipat ing 
States 

EU-22 (Schengen State Part ies)  +  United Kingdom  and I reland (part ially)  +  Non-EU Mem ber States:  Norway, I celand, Switzer land and Liechtenstein. 
The United Kingdom  and I reland part icipate in the police cooperat ion aspects of the Schengen Convent ion and SI S I I ,  with the except ion of aler ts relat ing 
to third count ry nat ionals.27 

I nvolvement  of 
EU bodies 

I t  is expected that , as of March 2013, the database manager for SI S I I  will be the European  agency  for   the  operat iona l  m anagem ent   of  l a rge
sca le  I T  system s  in the area of freedom, security and j ust ice, located in Tallinn, Estonia. EDPS has special role in checking data protect ion rules of 
cent ral database. Europol  and Eurojust  will be able to access som e data. 

I nform at ion is supplied by cont ract ing states via nat ional interfaces (NI -SI S) . 

Full  access :  Author it ies responsible for the ident ificat ion of third count ry nat ionals for the purposes of border cont rol, other police and customs checks 
carr ied out  within the count ry and judicial author it ies as designated by the cont ract ing states. Part ia l access :  v isa and imm igrat ion authorit ies, vehicle 
regist rat ion authorit ies, Europol, Eurojust . I nform at ion exchange  m ay be possible with I nterpol. 

Mix of EU and nat ional data protect ion rules. Nat ional supervisory authorit ies in each cont ract ing state shall monitor  the lawfulness of the processing of 
SI S I I  data on their terr itory. European Data Protect ion Supervisor shall m onitor the act iv it ies of the EU personnel m anaging SI S I I . All supervisory 
bodies shall m eet  at  least  twice a year. 

By the end of June 2 0 1 2  the total budgetary com mitm ents made by the Com m ission on the SI S I I  project , since 2002, am ounted to j ust  under  € 1 5 0  
m illion. 2 6  

26 European Com m ission (2012) , Report  from  the Com mission to the European Par liam ent  and the Council -  Progress Report  on the Developm ent  of the Second Generat ion 
Schengen I nformat ion System (SI S I I )  – January 2012 to June 2012, COM/ 2012/ 587 final, Brussels, 11 October 2010, p. 9.   
27 Parkin, Joanna (2011) , The Diff icult  Road to the Schengen I nformat ion System I I :  The legacy of ' laborator ies' and the cost  for fundamental r ights and the rule of law,   
CEPS Liberty and Security paper, April 2011, p. 4.   
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

2 .  Data processing schem es m anaged at  Mem ber State lev el: 

Type of system  

Purpose 

API    Advanced Passenger I nform at ion 2 8  

De cent ra lised :  carr iers t ransfer the data to nat ional authorit ies dealing with border cont rols.  

I m proving border cont rols and combat ing illegal im m igrat ion by the t ransm ission of advance passenger data by carr iers to the competent  nat ional  
author it ies.  

Air  passengers  crossing an external border of the EU, both EU and non EU cit izens.   

Num ber and type of t ravel docum ent  used, nat ionality, full nam es, date of bir th, border crossing point  of ent ry,  code of t ransport , departure and arr ival  

Personal Scope 

Scope of 
inform at ion t ime of the t ransportat ion, total num ber of passengers carr ied on that  t ransport , and init ial point  of em barkat ion. 

For nat ional authorit ies:  2 4  hours  after t ransm ission, with possibilit ies to keep it  longer.  
For air  carr iers:  2 4  hours  after landing   

Air carr iers.  

Size 
Variable as it  is a decent ralised database. Could concern up to 3 0 0   m illion  passengers  annually  ( in 2010, 296 320 043 passengers f lew in ext ra-EU 
flights) .29 The European Com m ission provided stat ist ics for one Mem ber State (United Kingdom ) in 2009:  3 7 9   persons  were refused ent ry and 5 6   I D 
docum ents  that  were lost , stolen or cancelled were im pounded following the use of the API  system .30 

Retent ion 
Period 

I nput  

Access 

Data Protect ion 

Author it ies responsible for carrying out  checks on persons at  external borders. API  is in force in each Mem ber State, but  only a few of them  use it .31 

Direct ive 95/ 46/ EC, nat ional rules – passengers m ust  be inform ed by carr iers about  their  data and carr iers m ust  delete the data after 24 hours.. 

28 Council of the EU (2004) , Direct ive 2004/ 82/ EC of 29 April 2004 on the obligat ion of carr iers to comm unicate passenger data.   
29 Source:  Eurostat  (2012) , I nternat ional ext ra-EU air  passenger t ransport  by report ing count ry and partner world regions and count r ies.   
30 European Com m ission (2010) , Com m unicat ion to the European Parliam ent  and the Council -  Overview of inform at ion m anagem ent  in the area of freedom , security and  
j ust ice, COM(2010)385 final, Brussels, 20 July 2010, p. 31.   
31 I bidem , p. 45.  
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Est im at ion of set t ing up costs for a big Mem ber State (soft  and hardware)  for API  and PNR:  2 5 0  m illion Euros .  70%  of these costs relate to API  so the 
est im ated total cost  for a big Mem ber State to implem ent  API  is 1 7 5  m illion Euros .32 

EU-27 +  Non-EU States:  Norway, I celand, Switzer land and Liechtenstein 

N/ A 

Type of system  

Purpose 

Sw edish I n it ia t ive 3 3  

Decent ra lised system   -  nat ional contact  points designated by Mem ber States handle urgent  requests for inform at ion. 

Exchange exist ing informat ion and intelligence effect ively and expedit iously for the purpose of conduct ing cr im inal invest igat ions or cr im inal intelligence 
operat ions. 

Personal Scope Any exist ing informat ion or cr im inal intelligence available to law enforcem ent  author it ies (m ay include personal data of any EU and non EU cit izen ) . 

Number of “Swedish I nit iat ive”  requests sent  v ia Europol's Secure I nformat ion Exchange Network Applicat ion (SI ENA)  for the years 2009, 2010 and  
2011:  1 1 1 .34 (Other channels include SI RENE, I nterpol and nat ional bilateral channels) .   

Nat ional rules on t ime lim its apply.   

Scope of 
inform at ion 

Any type of informat ion or  data which is held by law enforcement  authorit ies as well as any type of informat ion or  data which is held by public authorit ies 
or by pr ivate ent it ies and which is available to law enforcement  author it ies. May include the circumstances in which the offence was comm it ted, the 
nature of the offence and the ident ity of the person being the main subject  of the cr im inal invest igat ion. 

Size 

Retent ion 
Period 

I nput  Police, custom s and any other author ity with the power to invest igate cr ime. 

32 Source:  European Com mission (2011) , Com mission Staff Working Paper -  I mpact  Assessment  accom panying the Proposal for a European Parliam ent  and Council Direct ive 
on the use of Passenger Nam e Record data for the prevent ion, detect ion, invest igat ion and prosecut ion of terror ist  offences and ser ious cr ime, SEC(2011)  132 final, 
Brussels, 2 February 2011, p. 45. 
33 Council of the EU (2006) , Framework Decision 2006/ 960/ JHA of 18 December 2006 on simplify ing the exchange of informat ion and intelligence between law enforcem ent  
author it ies of the Member States of the European Union, OJ L 386/ 89.   
34 See European Comm ission (2011) , Staff Working Paper on the Operat ion of the Council Fram ework Decision 2006/ 960/ JHA of 18 December 2006 ( "Swedish I nit iat ive") ,   
SEC(2011)  593 final, Brussels, 13 May 2011, p. 7.   
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

Police, custom s and any other author ity with the power to invest igate cr ime. Access 

Data Protect ion 

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Nat ional data protect ion rules, as well as Council of Europe Convent ion 108 on data protect ion, Council of Europe Addit ional Protocol 181 and Council of 
Europe Police Recom mendat ion No R (87)  15 are applicable. 

N/ A 

EU-27 plus Norway, Switzer land and I celand. 

I nform at ion m ay be exchanged with Europol  and Eurojust  if it  falls within the scope of their  respect ive m andates. 

Type of system  De cent ra lised system ,  hit / no hit  system .  

Purpose 
Making the essent ial parts of the Prüm Treaty of 27 May 2005 applicable to all member states. 
Networking m em ber states nat ional databases. 
Developing com m on procedures am ong m em ber states in the f ield of police and judicial cooperat ion in cr im inal m at ters. 

Personal Scope 

EU and non EU cit izens: 
 DNA analysis f iles  for invest igat ion of cr im inal offences (hit / no hit  system) . 
 Dactyloscopic ( f ingerpr int )  data  for prevent ion and invest igat ion of cr im inal offences (hit / no hit  system ) . 
 Ow ners or  operators  linked to vehicle regist rat ion data for prevent ion and invest igat ion of cr im inal offences. 

Scope of 
inform at ion 

DNA :  non-coding part  of DNA and anonymous data only, with a reference num ber. 
Fingerpr ints :  dacty loscopic data (anonym ous)  and a reference num ber. 
Vehicle  Regist ra t ion  Data :  data relat ing to owners or  operators;  and data relat ing to vehicles ( including full chassis number and full regist rat ion 
number) . 

Size 
Stat ist ics have been provided by the General Secretar iat  of the Council36 but  the actual figures are not  available to the public at  the t ime of finalising this 
study. 

Prüm  schem e 3 5   

35 Council of the EU (2008) , Decision 2008/ 615/ JHA of 23 June 2008 on the stepping up of cross-border cooperat ion, part icular ly in com bat ing terror ism  and cross-border 
cr ime, OJ L 210, 6 August  2008, p. 1–11 as well as Council of the EU (2008) , Decision 2008/ 616/ JHA of 23 June 2008 on the implementat ion of Decision 2008/ 615/ JHA on 
the stepping up of cross-border cooperat ion, part icular ly in combat ing terror ism  and cross-border cr ime, OJ L 210, 6 August  2008, p. 12–72. 
36 Council of the EU (2012) , Council Decisions 2008/ 615/ JHA and 2008/ 616/ JHA of 23 June 2008 -  stat ist ics and reports on automated data exchange for 2011, Docum ent  
No. 11367/ 12, Brussels, 20 June 2012. 

80   



  

____________________________________________________________________________________________  

 

 zyxwvutsrqponmlkjihgfedcbaZYXWVUTSRPONMLKJIHGFEDCBA   

 

 
   

 

      

 
   

 

                                                 

 

Retent ion 
Period 

I nput  

Access 

Data Protect ion 

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Allowed storage t im e is linked to specif ic purposes;  m axim um per iod for keeping data is determ ined by nat ional law  of the supplying m em ber state. 

Nat ional contact  points designated by Mem ber States.  

Dom est ic access is governed by nat ional law. 

Nat ional data protect ion provisions apply ( indiv iduals m ay turn to their nat ional data protect ion supervisor to enforce their  r ights concerning the 
processing of personal data) . 

N/ A 

EU-27, Norway and I celand are about  to accede to this inst rument  (2010) .37 

EUROPOL provides a helpdesk service for the exchange of inform at ion between Mem ber States (Prüm Helpdesk) . EUROPOL Secure I nform at ion Exchange 
Network Applicat ion (SI ENA)  can be used to exchange informat ion under the Prüm scheme. 

37 European Comm ission (2010)  Com municat ion on Overview of informat ion management  (op. cit .) , p. 47. 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

3 .   Data processing schem es established in the context   of re la t ions w ith 
th ird count r ies: 

PNR ( Passenger Nam e Record)  Agreem ents w ith Canada 3 8 , Aust ra lia 3 9  and 
the United States 4 0  

Type of system  
De cent ra lised  system :  Transfer of PNR data to third-count r ies through agreements concluded with Canada (2006) , Aust ralia (2011)  and the United 
States (2012) . Other third-count r ies have started request ing PNR data from  air lines, which could lead to sim ilar agreements:  Japan, South Korea, Qatar 41 

and New Zealand.42 

EU Canada :  “ prevent ing and combat ing terror ism  and related cr imes and other ser ious cr im es that  are t ransnat ional in nature, including organised 
cr ime”  
EU Aust ra lia :  “ for the purpose of prevent ing, detect ing, invest igat ing and prosecut ing terror ist  offences and ser ious t ransnat ional cr im e”  
EU United States :  “ for the purpose of prevent ing, detect ing, invest igat ing and prosecut ing:   

 terror ist  offences and related cr im es 
 Other cr im es that  are punishable by a sentence of im prisonment  of three years or m ore and that  are t ransnat ional in nature”  

All  passengers  ( EU  and  non EU  cit izens)  using air  t ransportat ion between Europe and the United States, Aust ralia, Canada (both ways) . The EU-
United States agreement  shall also apply to carr iers incorporated or stor ing data in the European Union and operat ing passenger flights to or from  the 
United States. 

Purpose 

Personal Scope 

Scope of 
inform at ion 

EU Aust ra lia  and EU United States agreem ents: 
1. PNR record locator code 
2. Date of reservat ion/ issue of t icket   
3. Date(s)  of intended t ravel  
4. Name(s)   
5. Available frequent  flier and benefit  inform at ion ( i.e., free t ickets, upgrades, etc.)  
6. Other nam es on PNR, including number of t ravellers on PNR 
7. All available contact  inform at ion ( including or iginator informat ion)  
8. All available payment / billing informat ion 

38 European Union (2006) , Agreem ent  between the European Comm unity and the Governm ent  of Canada on the processing of Advance Passenger I nform at ion and 
Passenger Name Record data, OJ L 82/ 15, 21 March 2006.   
39 European Union (2011) , Agreement  between the European Union and Aust ralia on the processing and t ransfer of Passenger Name Record (PNR)  data by air  carr iers to the  
Aust ralian Customs and Border Protect ion Service, Official Journal L 186 , 14 July 2012 p. 4-16.   
40 European Union (2012) , Agreem ent  between the United States of America and the European Union on the use and t ransfer of Passenger Nam e Records to the United 
States Department  of Hom eland Security, OJ L 215/ 5, 11 August  2012.   
41 See European Parliament  (2012) , Writ ten Quest ion by Sophia I n ’t  Veld No E-007382/ 2012 of 23 July 2012 and the answer given by Com m issioner Malm st rom  on 24   
September 2012.   
42 European Comm ission (2010) , Comm unicat ion on the global approach to t ransfers of Passenger Name Record (PNR)  data to third count r ies, COM(2010)  492 final,  
Brussels, 21 September 2010, p. 2.   
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Size 

Retent ion 
Period 

9. Travel it inerary for specif ic PNR  
10. Travel agency/ t ravel agent  
11. Code share inform at ion  
12. Split / div ided informat ion 
13. Travel status of passenger ( including confirm at ions and check- in status)   
14. Ticket ing inform at ion, including t icket  num ber, one way t ickets and Autom ated Ticket  Fare Quote 
15. All baggage informat ion 
16. Seat  informat ion, including seat  num ber 
17. General rem arks including OSI , SSI  and SSR inform at ion  
18. Any collected API S inform at ion  
19. All histor ical changes to the PNR listed under points 1 to 18 
EU Canada agreem ent : 
1. All of the above 
2. No show history 
3. Go show inform at ion 
4. Standby 
5. Order at  check in   

Sim ilar to the API , the size of the PNR data t ransferred is variable as it  depends on the number of passengers fly ing between the EU and Canada,  
Aust ralia and the USA. I n 2010, 9 .3   m illion  passengers  flew between Canada and the EU;  3 4   0 0 0  between Aust ralia and the EU, and 4 8 .5   m illion   
between the US and the EU.43   

I nvolvement  of 
EU bodies 

EU Canada  PNR agreement :  provides for a regular storage t im e of 3 .5  years  and except ionally a m axim um of 6  years .  
EU Aust ra lia   PNR agreem ent :  provides for a m axim um  retent ion t im e of 5 .5  years .  
EU United States  PNR agreem ent :  the regular storage t im e is of 1 0  years  for cr im e, 1 5  years  for terror ist  offences. 

I nput  Air  carr iers. 

Access 

Data Protect ion 

Costs 

N/ A  

43 Source:  Eurostat  (2012) , op. cit .   

83 

The US  Departm ent   of  Hom eland  Secur it y ,  the Canada  Border   Services  Agency  and the Aust ra lian  Cu stom s  Services ,  which may share data 
with dom est ic law enforcem ent  and counter- terror ism  services. 

Applicable rules on data protect ion, access and correct ion requests by data subjects are found in the agreem ents themselves. 

N/ A 

Part icipat ing 
States 

EU-27 and Canada, Aust ralia and the United States. 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

EU US TFTP ( Terror ist  Finance Track ing Program m e) 4 4   

Type of system  

Purpose 

Scope of 
inform at ion 

The requests by US authorit ies shall be “ tailored as narrowly as possible in order to m inim ise the amount  of data requested” . According to a Com m ission 
report ,45 the following data was requested in the f irst  6 m onths after the ent ry into force of the Agreem ent :  

 Financial m essages, 
 Relevant  t ime-period of the messages, 
 Geographical scope of the m essages, 
 Nam e(s) , 
 Account  number(s) , 
 Address(es) , 
 Nat ional ident if icat ion number(s) .  

I n except ional circum stances, personal data revealing racial or ethnic or igin, polit ical opinions, or  religious or other beliefs, t rade union membership, or 
health and sexual life m ay be ext racted. 

Size 
I nform at ion on the num ber of data requested, t ransferred and the num ber of searches m ade in the context  of the EU-US TFTP Agreem ent  is not  made 
public as it  would allow terror ists to “underm ine the effect iveness of the program” .46 The US Departm ent  of Treasury provides a general number of all 
f inancial paym ent  messages accessed by TFTP analysts from  August  2010 to January 2011:  2 7  0 0 6 .  47 

Retent ion 
Period 

5  years  after recept ion, annual evaluat ion of the necessity to keep data for com bat ing terror ism  or it s financing. 

SW I FT,  or any other provider of internat ional financial payment  m essaging services as ident if ied in the annex of the Agreem ent  (can be updated via 
diplomat ic notes) . 

United States Treasury Departm ent .  
I nform at ion ext racted from  the data m ay be exchanged with law   enforcem ent ,  public  secur it y,  or   counter   terror ism   author it ies  in the United 
States, Member States, or third count r ies, or with Europol  or Eurojust ,  or other appropriate internat ional bodies 

I nput  

Access 

De cent ra lised system :  t ransfer of financial paym ent  messages and financial informat ion from  the EU to the United States by providers of internat ional 
financial paym ent  messaging services (current ly the Belgian com pany SWI FT – Society for Worldwide I nterbank Financial Telecom m unicat ion) . 

Prevent ion, invest igat ion, detect ion, or prosecut ion of terror ism  or terror ist  financing. 

Personal Scope Originator  and recipient  of a financial t ransact ion (EU cit izens and fore igners ) . 

44 European Union (2010) , Agreement  between the European Union and the United States of America on the processing and t ransfer of Financial Messaging Data from  the 
European Union to the United States for the purposes of the Terror ist  Finance Tracking Program, OJ L 195/ 5, 27 July 2010.   
45 European Comm ission (2011) , Report  on the joint  review of the implem entat ion of the Agreem ent  between the European Union and the United States of America on the  
processing and t ransfer of Financial Messaging data from  the European Union to the United States for the purposes of the Terror ist  Finance Tracking Program  -  17-18   
February 2011, SEC(2011)  438 final, Brussels, 16 March 2011.   
46 I bidem ,  p. 6-7.   
47 I bidem , p. 18.  
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Data Protect ion 

 The data is held in a secure physical environment , there can be no unauthorised access to the data, the data are not  interconnected with any 
other database, the provided data shall not  be subject  to any m anipulat ion, alterat ion or addit ion, and no copies of provided data should be 
m ade, other than for recovery back-up purposes. 

 Search of the data needs to be “narrowly tailored” . I ndependent  overseers, appointed by SWI FT, as well as one independent  overseer 
appointed by the European Com m ission, see and verify all the searches perform ed on the provided data. They have the power to block searches 
to request  more informat ion and have used it  more than once in 2011.48 

 Art icles 15 and 16 of the Agreem ent  provide for indiv iduals’ r ights to access, rect if icat ion, erasure or blocking of their  data. 

Costs N/ A 

Part icipat ing 
States 

EU-27 (United Kingdom , I reland and Denmark have the possibility to opt -out  of the Agreement  according to Art icle 22) . United Kingdom  has decided to 
opt  in.49 

I nvolvement  of 
EU bodies 

Europol  is responsible for checking that  the data requested is “ tailored as narrowly as possible”  by US authorit ies. An independent   overseer ,  
appointed by the European Com m ission, reviews in real t ime and ret rospect ively all searches m ade on the data. 

EU PNR system  ( under negot ia t ion) 5 0  

Decent ra lised system  of nat ional Passenger I nform at ion Units. 

Prevent ion, detect ion, invest igat ion and prosecut ion of terror ist  offences and ser ious cr ime 

All passengers ( EU and non EU cit izens)  using air  t ransportat ion to cross the external borders of the Mem ber States of the EU. 

(1)  PNR record locator 
(2)  Date of reservat ion/ issue of t icket  
(3)  Date(s)  of intended t ravel 
(4)  Nam e(s)  
(5)  Address and contact  informat ion ( telephone number, e-mail address)  
(6)  All form s of payment  inform at ion, including billing address 
(7)  Complete t ravel it inerary for specific PNR 
(8)  Frequent  f lyer inform at ion  

48 I bidem , p.10. 
49 United Kingdom Secretary of State for the Home Departm ent  (2011) , Report  to Parliam ent  on the Applicat ion of Protocols 19 and 21 to the Treaty on European Union and 
the Treaty on the Funct ioning of the European Union (TFEU)  in Relat ion to EU Just ice and Hom e Affairs Mat ters (1 December 2009 -  30 November 2010) , Cm 8000, January 
2011, p. 4. 
50 European Comm ission (2011) , Proposal for a Direct ive of the European Par liament  and of the Council on the use of Passenger Name Record data for the prevent ion, 
detect ion, invest igat ion and prosecut ion of terror ist  offences and ser ious cr ime, COM(2011)  32 final, Brussels, 2 February 2011. 

Type of system  

Purpose 

Personal Scope 

Scope of 
inform at ion 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

(9)  Travel agency/ t ravel agent  
(10)  Travel status of passenger, including confirm at ions, check- in status, no show or go show inform at ion 
(11)  Split / divided PNR inform at ion 
(12)  General remarks ( including all available informat ion on unaccom panied m inors under 18 years, such as nam e and gender of the m inor, age, 
language(s)  spoken, name and contact  details of guardian on departure and relat ionship to the m inor, nam e and contact  details of guardian on arr ival 
and relat ionship to the m inor, departure and arr ival agent )  
(13)  Ticket ing field informat ion, including t icket  num ber, date of t icket  issuance and one-way t ickets, Autom ated Ticket  Fare Quote fields 
(14)  Seat  num ber and other seat  informat ion 
(15)  Code share informat ion 
(16)  All baggage informat ion 
(17)  Num ber and other nam es of t ravellers on PNR 
(18)  Any Advance Passenger I nform at ion (API )  data collected 
(19)  All histor ical changes to the PNR listed in numbers 1 to 18 

Size 
Variable as it  is a decent ralised database. Could concern up to 3 0 0   m illion  passengers  annually ( in 2010, 296 320 043 passengers flew in ext ra-EU 
flights) .51 

Retent ion 
Period 

3 0   days  retent ion in the database of the Passenger I nformat ion Unit .  After expiry of these 30 days, 5   years  retent ion per iod in a “masked out ”  state 
(anonymous data and lim ited access) . After these 5 years, data should be deleted unless relevant  for current  invest igat ion:  in that  case, nat ional 
retent ion rules apply. 

Air  carr iers. 

Passenger I nform at ion Units responsible for collect ing PNR data from  the air  carr iers, stor ing them , analysing them  and t ransm it t ing the result  of the 
analysis to the competent  author it ies determ ined by each Member State. 
Competent  authorit ies:  authorit ies com petent  for the prevent ion, detect ion, invest igat ion or prosecut ion of terror ist  offences and serious cr im e. 

 Prohibit ion of the processing of PNR data revealing a person’s race or  ethnic or igin, religious or  philosophical belief,  polit ical opinion, t rade 
union m em bership, health or sexual life.  

 Obligat ion by air  carr iers to inform  passengers about  PNR data t ransfer . 
 Assurance for every passenger to have the sam e r ight  to access, the r ight  to rect if icat ion, erasure and blocking, the r ight  to com pensat ion 

and the r ight  to judicial redress as under nat ional law. 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

I nput  

Access 

Data Protect ion 

Costs Est im at ions range from  0 .1 0  Euro  to 0 .1 7  Euro  per passenger.52 

EU-24:  Denmark will not  be bound by the new rules, United Kingdom  and I reland will need to give not if icat ion as to whether they want  to opt - in or not .  
Possibility to t ransfer PNR data to third count r ies.  

EUROPOL’s SI ENA can be used for exchanges of inform at ion included under Art icle 7 of the current  proposal (Art . 8(6) ) . 

51 Source:  Eurostat  (2012) , op. cit .   
52 Hernanz, Nicholas (2012) , More Surveillance, More Security? The Landscape of Surveillance in Europe and Challenges to Data Protect ion and Pr ivacy – Policy Report  on   
the Proceedings of a Conference at  the European Par liam ent , SAPI ENT Deliverable 6.4, January 2012, p. 7.   
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

EU TFTS ( Terror ist  Finance Trac k ing System , under considerat ion) 5 3  

1)  ensuring an effect ive inst rument  to prevent  and to fight  the financing of terror ism , and   
2)  lim it ing personal data flow to third count r ies  

Sam e as EU-US TFTP:  or iginator  and recipient  of a financial t ransact ion. 
All EU cit izens  and fore igners  m aking use of banking services in the EU can conceivably be affected.54 

Type of system  
Data system (sim ilar to TFTP)  ext ract ing and stor ing f inancial inform at ion on EU terr itory for the purpose of com bat ing terror ism . The European 
Comm ission presented available opt ions for an EU TFTS in 2011:  a cent ra lised  European  approach,  a de cent ra lised  nat iona l  approach  and a 
hybr id system  were discussed. 

Purpose 

Personal Scope 

Scope of 
inform at ion 

This was not  discussed in the Comm unicat ion. 

Size N/ A 

Retent ion 
Period 

This was not  discussed in the Comm unicat ion. 

All providers of internat ional f inancial paym ent  m essaging services (not  only SWI FT as is the case in the EU-US TFTP Agreem ent) . 

I f de-cent ralised system :  nat ional law enforcem ent  authorit ies would be involved for ver ify ing and authorising requests for searches.  
I f cent ralised EU system :  Europol would store the data and have access to it .  Eurojust  would be involved as well.   

I nput  

Access 

Data Protect ion 
I f de-cent ralised system :  nat ional data protect ion rules should apply. 
I f cent ralised EU system :  Europol  would store the data and deal with requests by data subjects for access ,  rect if ica t ion  and block ing ,  all in 
accordance with it s exist ing legal fram ework and EU data protect ion provisions. 

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

3 3  4 7  m illion Euro  init ial set -up costs, with an addit ional 7  1 1  m illion Euro  required for annual running costs. 

EU-27, United States and other third count r ies. 

Data storage could take place either at  the nat ional or EU level. At  the EU level, it  could take place at  Europol  or at  another EU body, such as the 
Agency for  the operat ional m anagem ent  of la rge sca l e  I T system s .  

53 European Comm ission (2011) , Com municat ion to the European Parliam ent  and the Council -  A European terror ist  finance t racking system :  available opt ions, COM(2011)  
429 final, Brussels, 13 July 2011 
54 European Comm ission (2011) , Roadmap on the legislat ive proposal establishing a legal and technical framework for a European Terror ist  Financing System  (EU TFTS) , 
available at  ( last  accessed 14/ 11/ 2012) :  ht tp: / / ec.europa.eu/ governance/ impact / planned_ia/ docs/ 2011_home_003_terror ist_finance_t racking_system_t fts_2012_en.pdf 
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

4 .   Data processing operat ions current ly being im plem en ted and/ or  
considered: 

Type of system  

Purpose 

Frontex I nform at ion System  ( c urrent ly being im plem ented) 5 5  

The Frontex I nform at ion System  (FI S)  is foreseen in Art icle 11 of the Frontex Regulat ion.56 I t  can be assumed that  it  is a cent ra lised  pla t form  and 
secure com m unicat ions network for exchanging inform at ion with Mem ber States current ly being developed by the agency.57 

Exchange of inform at ion between Frontex and Mem ber States with a view to im proving the integrated m anagem ent  of the external borders of the 
Mem ber States of the European Union. 

Personal Scope 

EU and non EU cit izens: 
 persons who are subject  to joint  return operat ions;   
 persons who, in the context  of joint  operat ions, pilot  projects and rapid intervent ions, are suspected, by the relevant  author it ies of Member 

States, on reasonable grounds of involvem ent  in cross-border cr im inal act iv it ies, in facilitat ion of illegal m igrat ion act iv it ies or in human  
t raffick ing act iv it ies 

Scope of 
inform at ion 

No informat ion available. 

No informat ion available. Size 

Retent ion 
Period 

 For persons who are subject  to joint  return operat ions:  1 0  days m ax im um .  
 For persons who are suspected of involvement  in cross-border cr im inal act iv it ies, in facilitat ion of illegal m igrat ion act iv it ies or in human 

t raffick ing act iv it ies:  3  m onths m ax im um .  

Frontex .  
For joint  return operat ions:  Frontex m ay t ransfer personal data to carr iers  if Mem ber States do not  t ransfer such data. 
For persons suspected of cr im inal act iv it ies:  Frontex m ay t ransfer data to Europol  and other  EU law  enforcem ent  agencies .  

I nput  

Access 

Border authorit ies from  Mem ber States and third count r ies. 

55 Council of the EU (2004) , Regulat ion (EC)  No 2007/ 2004 of 26 October 2004 establishing a European Agency for the Managem ent  of Operat ional Cooperat ion at  the 
External Borders of the Member States of the European Union, OJ L 349, 25 November 2004, p. 1 (am ended in 2007 and 2011) . 
56 I bid. 
57 Jeandesboz, Julien (2009) , Police Logics and I ntelligence Lead Logics in a Risk Society. I nformat ion shar ing and borders:  the role and lim its of Frontex, Challenge 
Deliverable No. 264, p. 71 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Regula t ion ( EC)  No 4 5 / 2 0 0 1  applies. 
Processing of personal data by Frontex shall respect   the  pr inciples  of  necessit y  and  propor t iona lit y  and be st r ict ly lim ited to those personal data 
which are required for the purposes stated in the Frontex Regulat ion.  
For persons suspected of cr im inal act ivit ies:  Frontex shall depersona lise  the personal data used for r isk-analyses. 
Transm ission of personal data to other European Union agencies or bodies shall be subject  to specif ic w ork ing arrangem ents  regarding the exchange 
of personal data and subject  to the pr ior approval of the European Data Protect ion Supervisor .  

Data Protect ion 

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

I n its 2 0 1 0  General Report ,  Frontex ment ions delays in im plem entat ion of Frontex I nformat ion System as tendering process took more t ime than 
expected – the budget  allocated to “m iscellaneous operat ional act iv it ies”  ( in which FI S is included)  is 5 5 0  0 0 0  Euros .58 

EU-27 

Transm ission or com municat ion of personal data processed by Frontex to other European Union agencies or bodies requires the pr ior  approval of the 
EDPS.  

Type of system  

Purpose 

Personal Scope 

EES Ent ry Ex it  System  ( considered) 5 9  

The EES would involve the systemat ic recording of the t im e of ent ry and exit  of passengers crossing the EU external borders and the provision of aler ts to 
author it ies when third count ry nat ionals overstay in the EU. Cent ra lised and de cent ra lised system s  are current ly being considered.  

Dual object ive for border m anagem ent :  enhancing secur it y  and facilit a t ing t ravel .  

All non EU cit izens  t ravelling to the EU. 

Scope of 
inform at ion 

 Alphanumeric data such as nam e, nat ionality and passport  num ber, 
 Fingerpr ints,  
 Photographs, 
 Time, 
 Place of ent ry, 
 Length of authorised short  stay. 

Should policy opt ion of recording ent r ies and exits of all third count ry nat ionals be pursued, m ore  than  3 5 0   m illion  (based on annual figures of 
internat ional tour ist  arr ivals in EU-27) . 

Size 

Retent ion 
Period 

The Com m ission has said data could be kept  in order to establish and m ap “ t ravel pat terns” , suggest ing the VI S standard of f ive years  could be used. 

58 Frontex (2011) , Frontex General Report  2010, Warsaw, p. 21.   
59 European Com m ission (2011) , Com municat ion from  the Com mission to the European Par liam ent  and the Council -  Smart  borders -  opt ions and the way ahead,   
COM(2011)  680 final, Brussels, 25 October 2011.   
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Policy Departm ent  C:  Cit izens' Rights and Const itut ional Affairs 

Nat ional border and visa authorit ies. I nput  

Access 

Data Protect ion 

Costs 

Part icipat ing 
States 

I nvolvement  of 
EU bodies 

Designated competent  visa  and border   author it ies  at  consular  posts and at  border crossing points. Also, access  to  law   enforcem ent   author it ies 
could be envisaged in clearly defined cases and under st r ict  rules. 

The Com m ission Com m unicat ion highlights Art icles 7 and 8 of the Charter of Fundamental Rights, the principles of necessity in a dem ocrat ic society and 
proport ionality , the not ion of “pr ivacy by design” , current  EU and nat ional legislat ion on data protect ion and supervision by the EDPS. 

6 2 3  m illion Euros  including a one- t ime development  cost  as well as annual costs for 5 years of operat ion. 

EU-27 

Database m anager should be the Large scale  I T  Agency  in Tallinn. Data processing would be supervised by the European  Data  Protect ion 
Supervisor  as far as EU inst itut ions and bodies are involved. 

Type of system  

Purpose 

RTP Registered Travellers Program m e ( considered) 6 0  

The RTP would allow speeding border crossing for pre-vet ted t ravellers. The system  could be a cent ra lised EU database  or a de cent ra lised system  
stor ing the data in “ tokens ”  issued to t ravellers. 

To facilitate border crossings for frequent , pre-vet ted and pre-screened third-count ry t ravellers at  the Schengen external border;  and reduce the t im e  
spent  at  the border crossing points. 

Personal Scope 
 ”Bona fide”  t ravellers:  voluntary applicants from  th ird count r ies .  
 Possibly EU cit izens as w ell   if ABC gates are rolled-out  across the EU to facilitate the planned RTP (as som e Mem ber States have already 

int roduced ABC gates to speed-up border crossings for EU cit izens holding compat ible passports) . 

Scope of 
inform at ion 

According to the factors ident if ied by the European Com mission in 200861 to determ ine if persons are “ low- r isk”  t ravellers suitable to include in an EU 
RTP, the following categor ies of data could be collected and stored:  

 Unique ident ifier to be issued to the t raveller, 
 Alphanumerical and biom etr ic data, including ir is or face scans (already used by some Member States’ RTP systems) , 
 Frequency of t ravel, 
 Reasons for t ravel (business/ leisure) ,  
 Reliable t ravel history ( to check if the person respects the condit ions for their  length of stay on each occasion) ,  
 Proof of sufficient  m eans of subsistence. 

60 I bid.  
61 European Comm ission (2008) , Com municat ion to the European Parliam ent , the Council, the European Economic and Social Com m it tee and the Comm it tee of the Regions  
-  Prepar ing the next  steps in border managem ent  in the European Union, COM(2008)  69 final, Brussels, 13 February 2008. 
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Evaluat ing current  and forthcom ing proposals on JHA databases, including Smart  Borders 

Size 
Should policy opt ion of recording ent r ies and exits of all third count ry nat ionals be pursued, m ore  than  3 5 0   m illion  (based on figures of internat ional 
tourist  arr ivals in EU-  27)  

The Com m ission has said data could be kept  in order to establish and m ap “ t ravel pat terns” , suggest ing the VI S standard of f ive years  could be used. 
Retent ion 
Period 

I nput  

Access 

Data Protect ion 

Costs 

Border authorit ies 

Logically, com petent   im m igrat ion services  and secur it y agencies  responsible for checking applicants against  ‘watch lists’ should have access to the 
data. I t  is not  known at  this stage if law enforcem ent  agencies will be granted rout ine access to RTP data. 

The Com m ission Com m unicat ion highlights Art icles 7 and 8 of the Charter of Fundamental Rights, the principles of necessity in a dem ocrat ic society and 
proport ionality , the not ion of “pr ivacy by design” , current  EU and nat ional legislat ion on data protect ion and supervision by the EDPS. 

7 1 2  m illion Euros  including a one- t ime development  cost  as well as annual costs for 5 years of operat ion. 

Part icipat ing 
States 

EU-27 

I nvolvement  of 
EU bodies 

Database m anager should be the Large scale  I T  Agency  in Tallinn. Data processing would be supervised by the European  Data  Protect ion 
Supervisor . 
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