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Abstract. This paper addresses the problem of evaluating the quality
of handwritten signatures used for biometric authentication. It is shown
that some signature samples yield significantly worse performance than
other samples from the same person. Thus, the importance of good ref-
erence samples is emphasized. We also give some examples of features
that are related to the signature stability and show that these have no
influence on the actual utility of the sample in a comparison environment.

1 Introduction

Not all biometric samples are equally well suited for the automated recognition
of the persons from whom they are acquired. For example, one fingerprint sample
may contain a very low number of utilisable minutiae, making biometric recog-
nition difficult, while another one may contain more distinctive features and be
better suited. In the case of handwritten signatures — which are widely accepted
for authenticating purposes — this is specifically an issue since the stability of a
signature varies greatly between individuals.

The question raises how useful an acquired biometric sample will be in a com-
parison environment. This can be expressed by a quality score that is assigned to
that sample. The quality score of a genuine biometric sample is a quantitative ex-
pression of the predicted utility of the sample for telling genuine and forged sam-
ples apart. It can be used, for instance, for deciding whether a repetition of the
data acquisition is necessary or for weighting results in multi-biometric systems.

Fields that can hold biometric sample quality scores have been introduced
into the headers of several biometric data structures [II23]. If a biometric sample
quality score is reported, valid values are integers between 1 and 100. Values in
the range 1-25 are supposed to indicate unacceptable quality, in the range 26-50
marginal quality, in the range 51-75 adequate quality, and in the range 76-100
excellent quality.

Quality assessment algorithms have been developed mainly for image samples
such as fingerprint samples [4], but there are also proprietary algorithms in
use for assessing the complexity of handwritten signature samples during the
enrollment process. How to objectively assess biometric sample quality, such that
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quality assessment algorithms of different suppliers would result in consistent
sample quality scores is the topic of ongoing research activities. Results may
enter the standardization process [5].

There are two approaches to evaluating the quality of a biometric sample [6]:

A-posteriori approach. Assessing the quality of a genuine biometric sample
a posteriori means evaluating the utility of the sample by comparing it with
the other samples from a database.

A-priori approach. Assessing biometric sample quality a priori means pre-
dicting the utility of the sample without comparing it with other samples
from a database.

In order that the a-priori quality score of a biometric sample can be used as
a predictor of the utility of that sample, the a-priori quality score must be
assigned in such a way that it correlates with the a-posteriori quality score. This
paper investigates the problem of quality evaluation in the case of handwritten
signatures captured using a graphic tablet.

The quality of a biometric sample depends on the comparison algorithm used. So,
a decision had to be taken on the comparison algorithm. In order to obtain results
that are representative for practical scenarios of handwritten signature verification,
we decided to apply the widely used comparison algorithm Dynamic Time Warping
(DTW), which can be considered among the best approaches for online signature
verification [7l8]. The algorithm determines the “distance” between two time series
as ameasure for their dissimilarity. As a common optimization a Sakoe /Chiba band
[9] has been implemented, the width of which is set automatically to 10% of the
length of the longer of the two time series that are to be compared.

A-posteriori biometric sample quality also depends on the database used for
comparison. A publicly available subset of the database [10] has been used that
consists of signature samples of 100 persons. For each person, there are 25 gen-
uine samples and 25 skilled forgeries. Using skilled forgeries is important to
estimate the resistance of the samples against forgery. In addition to the X and
Y coordinates, each sample point record includes a numeric value representing
the associated pen pressure.

The remainder of the paper is organized as follows: Section [2] deals with the
a-posteriori assessment of the quality of handwritten signatures. Section [3] con-
siders the a-priori quality assessment. Section @] summarizes the results and gives
an outlook.

2 A-Posteriori Quality Assessment

2.1 Obtaining Quality Scores From Comparison Results

Using the genuine sample to be assessed as biometric reference, its distance to
the other genuine signatures of the same person and to the forgeries can be de-
termined. Each of the 250 genuine signature samples has been compared both to
the other 24 genuine samples of the same person and to the 25 forgery attempts.
All distance values resulting from these comparisons have been recorded.
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Two measures have been chosen to express the quality of a signature sample:

1. The sample equal error rate (sEER) that is achieved when comparing a
sample with the corresponding genuine and forged samples. The lower it is,
the better suited is the sample for keeping genuine and forged samples apart.

2. The mean value p of the distances of the sample to the other genuine samples.
This measure depends only on the signature’s stability. The lower it is, the
more similar is the sample to the other genuine samples.

The mean value is strongly correlated to the standard deviation o of the distances
of the sample to the other genuine samples (correlation coefficient 0.8), which
can therefore be used for signature stability considerations, too.

2.2 Results

The overall EER of the comparison algorithm over all reference samples is 4.82%,
but it could be improved, as will be shown: Fig. [l visualizes the SEER’s of the
signatures of the persons 60 to 79. Note, for instance, the outlier that occurs in
the second sample of person 71. Using this sample as reference template causes
an sEER that is significantly higher than the average SEER of the other genuine
samples of the same person (3.57%). Visual inspection of the sample in question
does not show any obvious aberration, and the mean value p of the distances of
this sample to the other genuine samples is only marginally worse than that of
the other samples (cf. Fig. 2)). Outliers like this occur very often, so care has to
be taken when choosing a reference sample during enrollment.

When all samples with an sSEER of 20% or higher are prohibited as biometric
reference — less than 4.5% of all authentic signatures fall into this category — then
the overall EER lessens to 3.54%. Taking out the worst tenth of all signatures fur-
ther reduces the overall EER to 2.71%. However, such strict requirements would
make it impossible for some persons to use the biometric system at all because
all of their samples would be rejected. A strong impact of outliers on the overall
performance of biometric systems has been observed before for other systems [4].

A similar phenomenon, though less extreme, can be seen in the mean values of
the distances of a sample to the other genuine samples (Fig. 2)). Obviously, large
distance values have a conspicuous impact on the sEER. For instance, the mean
values of distances of genuine signatures of person 78 range from 41 to 114[
Accordingly, the sEER ranges from acceptable values to unusable ones of more
than 80% (as seen in Fig.[Il). This is plausible because the stability influences the
SEER[ These results clearly show the importance of using a good (i.e., similar
to other genuine signatures) reference signature. If the reference signature is one
of the outliers, the recognition performance is bad even for the best possible
threshold.

! These values are distances returned by the DTW algorithm, and thus depend on
specific implementation details. In the implementation used for our research, the
distances range from 0 for identical samples to about 250 for incomparable ones.

2 In our tests, a correlation coefficient of 0.55 has been observed between the mean s
of the distances of genuine signatures and the sEER.
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Fig. 1. sEER’s of the genuine signatures of the persons 60-79
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Fig. 2. Mean values p of the distances of the genuine signatures of the persons 60-79

3 A-Priori Quality Assessment

3.1 Examined Features

In order to find correlations between global signature features and the a poste-
riori signature quality, the Pearson product-moment correlation coefficient was
used to compare the distributions of the recorded quality measures (cf. Section [2))
with certain features of the associated signature samples. Since only linear rela-
tionships can be detected this way, all features were also plotted and analyzed
by visual inspection.

In the past a lot of global signature features have been considered for the
analysis of signatures. [I1], for example, uses a feature vector of 100 global fea-
tures for this purpose. We selected a set of 12 global features that we considered
obvious candidates for quality considerations and easy to extract from a given
signature sample. All of the following global features were examined:
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Length in the writing plane

Ratio of length to area

Average writing speed

Maximum writing speed

Average pen pressure in pen down strokes
Average acceleration

Maximum acceleration

Average absolute value of curvature
Number of pen down strokes
Number of extrema of x channel

. Number of extrema of y channel

. Ratio of width to height
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3.2 Results

For lack of space, only a few representative results are given in detail, as well
as a summary of all results. In most cases the correlation coefficients were very
low, especially when looking at the sEER. Still, visual inspection allowed some
interesting discoveries. For example, there is no linear correlation between the
sEER and the maximum acceleration (coefficient —0.029), but it can be seen in
the plot (not given here) that all signatures that lead to very bad sEER (40%
or higher) have very low maximum acceleration.
Some of the following examples have stronger correlations:

Number of pen-down strokes. With a correlation coefficient of —0.463, a
slight inverse linear correlation can be assumed between the number of pen-
down strokes of a signature sample and the mean value of the distances of the
signature to the other genuine samples of the same person. This tells us that
signatures with more pen-down strokes tend to be more stable than signatures
consisting of only a few strokes. This can also be verified by examining Fig. Bh.

The connection between the number of pen-down strokes and the equal error
rate (Fig. Bb) is a lot weaker, the correlation coefficient being only —0.223. This
means, for the success of a forgery attempt it does not matter much of how many
pen-down strokes the original signature consists.

Average writing speed. The correlation coefficient of the average writing
speed and the mean value p of distances of genuine signatures is 0.797 — the
highest value obtained in all tests. Surprisingly, the correlation with the sEER
amounts to only 0.130, meaning that there is no linear relationship. Obviously,
slower signatures are more stable, but easier to forge. Fig. [l shows the plots.

Average absolute value of curvature. The idea here is to measure the
“shakiness” of the handwriting. The curvature is the difference of the gradients
of adjacent sample points. Since gradient values can be very big, the tilt angle
was used instead, which is arctan(gg). If dx = 0, some small value ¢ was used
instead. This is reasonable because arctan(!) ~ }m = arctan(co). As the plot
(Fig. Bl) shows, this feature is neither correlated with sEER nor with p. Also,

the correlation coefficients are very small (—0.223, resp. —0.144).
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Fig. 6. Correlation between number of Y extrema and a-posteriori quality

Number of extrema of Y channel. This is another example of a nonlinear
relationship that can be seen in the plot (Fig. [). The correlation coefficient
when relating the number of extrema to the mean p is —0.453, and — as with
all examined features — the correlation coefficient with the sEER is quite low
(—0.249).

4 Summary and Outlook

Our research confirmed the widespread view that the evaluation of biometric
sample quality is a difficult problem. Among the a-priori signature features that
have been tested for correlation with the chosen a-posteriori quality measures,
there are some that allow a faint prediction of a signature’s stability, but none
that allow a prediction of a signature’s forgeability. Stronger correlations with
a-posteriori quality measures may be found by looking at feature vectors instead
of individual features as in [4]. This is future work.

This paper investigated the influence of the character (the inherent features)
of a biometric sample on its utility. There is also an influence of a sample’s
fidelity on its utility that should be investigated. The influence of fidelity can be
observed by using samples captured with different sensors and sampling rates.
Although the influence of different capture devices has been observed before [12],
its implications on quality considerations is an open question and will also be
the subject of future research.
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