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ABSTRACT This paper aims to show how creating a risk plan can be solved with the help of the
constructivist multicriteria method. A case study using Multicriteria Decision Aid Constructivist (MCDA-C)
was applied, with cybersecurity framework's controls as a reference. The study was conducted in a large
Brazilian bank in Brazil. The relevance of this work is the need to show that the application of multicriteria
methods can be applied in the context of information security, which recommends the use of such methods
to assist in risk analysis. The methodology used in this study was both quantitative and qualitative, obtaining
primary data through brainstorming with decision-makers and forms answered by experts. The secondary
data were obtained through the Framework for Improving Critical Infrastructure Cybersecurity, created by
NIST - the National Institute of Standards and Technology of the United States. The problem was structured
according to the constructivist method, and the data collected were processed and calculated. The study
concluded that the category of Security Continuous Monitoring controls stood out compared to other
categories. It also shows the importance of applying the constructivist method for the management of cyber
risks by unravelling a problem and providing a basis for decision making. Our work contributes to a better
understanding of risk management, encouraging the adoption of the constructivist method as a form of risk

management best practice.

INDEX TERMS Cybersecurity, Constructivist, MCDA-C, MCDM, Multicriteria, NIST, Risks, Risk

Management, Threats

I. INTRODUCTION

The role played by technology has increased drastically in
individuals’ and companies' lives in recent decades. Large
corporations have increasingly used technology to reduce
costs and errors and to improve operational efficiency.
Consequently, there has been an improvement in the ultimate
customer service and profits for the organization [1].

The same happens in the world of technology in the
financial branch. Competitiveness and the search for an
increasingly digital operation has pushed banks to seek space
on the Internet. In this way, these organizations can offer better
products and applications, strengthening the customer
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competitiveness search. This competitiveness exposes critical
data through the Internet, causing enterprises to worry about
cybersecurity and avoid being victims of attacks [2],[3].

Some studies show that attacks of this nature on
organizations are becoming increasingly common and have
recently more than doubled [1]. During the World Economic
Forum in Davos, the "2018 Global Risk Report", cybercrime
was placed second in the report, behind Extreme Climate Risk
[4].

The same report states that organizations are increasingly
vulnerable to this type of attack, with one happening every 39
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seconds. These attacks show that organizations are
increasingly exposed to this type of cybercrime risk, therefore
increasingly demanding the implementation of security
controls and risk analysis [4].

A risk analysis based on controls is usually a problem
involving multiple criteria, so organizations can prioritize
them by setting up a risk management methodology [5]. For
example, NIST's “Framework for Improving Critical
Infrastructure Cybersecurity" brings 108 controls to assist with
cybersecurity risks, but does not say where to start a risk plan
with these controls [6].

Some tools can collaborate to implement this risk plan, and
International  Organization for Standardization (1SO)
31.010:2012 has shown that multicriteria decision methods are
applicable for identifying, analyzing, evaluating, and
prioritizing risks. This standard displays multicriteria methods
that result in an order of priorities through analyzing several
criteria to be evaluated. In this way, the methods succeed in
helping managers elaborate on an efficient and consistent risk
plan [7].

These multicriteria methods are a table-based method of
decision making. The values and weights of each alternative
are determined by experts. These methods are capable of
classifying, determining, and prioritizing the different
alternatives, helping decision makers [5].

ISO 31.010:2012 also shows that in addition to multicriteria
methods aiding in decision making, they make the problem
more manageable. In this way, multicriteria methods can
reduce the complexity and help in cost-benefit analysis.
Another advantage of the methods is to find an optimal point
of analysis when there is divergence among the stakeholders
[7].

Hence, this paper sought to conduct a case study in a large
Brazilian bank. The Multicriteria Decision Aid Constructivist
(MCDA-C) method was used in the controls of the incident
detection module of the NIST "Framework for Improving
Critical Infrastructure Cybersecurity". This choice was made
due to the corporation's need to review these controls within a
more comprehensive process that deals with all risk
management principles.

By using this approach, it was possible to show how much
each control could collaborate in order to mitigate cyber risks,
considering the organization scenario. It was possible to
facilitate the information security manager's work to create a
risk plan based on the collected data.

This article is structured as follows: Section 2 lists some
related work in cybersecurity using multicriteria methods;
Section 3 presents the risk management process; Section 4
describes MCDA-C, i.e., the multicriteria method used in the
paper; Section 5 presents The Framework for Improving
Critical Infrastructure Cybersecurity of NIST used as a
reference risk management model; Section 6 describes and
explains the operation of MyMCDA-C, the software used to
assist this project; Section 7 presents the research design;

Section 8 discusses the results obtained in the paper; and
Section 9 presents the conclusions and future work.

Il. RELATED WORK

Cybersecurity has been the focus of many studies, several
of which have been conducted over the years for
improvements in various sectors [8]. In this section, we will
show some relevant studies being conducted in cybersecurity
using multicriteria methods in various sectors.

Kinser et al. [8] in 2020 presented a method of performing a
quantitative evaluation of services. This evaluation was based
on the fundamental principles of cybersecurity:
confidentiality, availability, and integrity. The authors
considered the quantitative and qualitative assessments
obtained through conformity, performance, and incident
response assessments.

Gourisetti et al. [9] in 2020 conducted an application of
weight-weight methods to blockchain. They attempted to use
the empirical CyFEr paradigm that treats the reported problem
in question as a multicriteria decision analysis (MCDA)
problem. In this study, they used methods for weightings, such
as a sum of classification, reciprocal classification, exponent
of classification, and centroid of the classification order. The
efficiency of these weights was tested in the blocking chain
cybersecurity framework (BC2F), which was developed by
NIST. As a result, this study brought about technical
knowledge on applying methods that classify weights and
assessments of security vulnerabilities; visions about BC2F;
applications of weight classification methods to BC2F; and
approach of the integration of CyFEr's weight classification
methods.

Fanelli and Waxler [10] in 2020 proposed a methodology to
prioritize security controls for daily home computing. The
article showed how the use of multicriteria decision methods
(MCDMs) could help solve this problem. The cybersecurity
controls used by governments and industry were then
identified. The controls were prioritized, and this methodology
was applied in several examples to prove its effectiveness.

Abdelwahed et al. [11] in 2020 described companies'
complicated relationships between cybersecurity risk
management and operational objectives. This factor becomes
aggravating, especially regarding money. According to
information security risk assessment models (ISRAs), the
work describes and classifies incidents against blockchain
cybersecurity vulnerabilities.

Alenezi et al. [12] in 2019 assessed the security
performance of web applications using a decision-making
approach. The authors performed a hybrid fuzzy AHP-
TOPSIS methodology to perform this evaluation. They
conducted a case study in which this approach was tested in a
web application at the University of Lucknow, India. Other
tests were also performed in order to validate their research.
The authors demonstrated that the approach would help
system architects create and use security tactics.
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Tarig et al. [13] in 2019 used multicriteria methods to
prioritize information security controls for cloud computing
networks and wireless sensor networks. The authors used
AHP fuzzy to establish priorities and select the most
appropriate controls to satisfy the organization's cybersecurity
requirements. The authors showed that prioritizing
cybersecurity controls with this methodology improves the
efficiency and cost-effectiveness. In this way, the organization
chooses the most appropriate controls for its use.

Ganin et al. [14] in 2017 revealed that the existing
approaches for risk management in cybersecurity do not
include all the risk assessment components. These
components are threat, vulnerability, consequence. The study
shows a decision-analysis-based approach that quantifies the
previously mentioned components through several criteria,
which depicts a bridge between risk assessment and risk
management, thus facilitating the decision-maker. This
technique was used in a case study in a hypothetical HPC
system (parallel system computing at an increased level of
functionality).

From the review of recent literature, several articles have
used multicriteria methods in various areas of cybersecurity.
However, there is a need to develop a cyber risk management
plan based on a framework that directs managers to best
practices. There is also a need to use this framework along
with a method that encompasses all risk management
principles and can quantify the perception of all stakeholders,
who are often subjective to decision making. Hence, in this
paper the authors propose a multicriteria approach using
MCDA-C based on the framework for improving critical
infrastructure cybersecurity created by NIST to fill this gap.

ll. RISK MANAGEMENT

The risk management process is iterative and aims to help

organizations achieve their objectives and make decisions.

This process is part of governance and leadership and should

involve all organizational activities, including all stakeholders

[15].

When performing risk management, several factors must be
considered: internal and external context of the organization
as well as human and cultural factors [15].

The risk management process is based on eight principles
[15],[16]:

e Integrated: Risk management should involve all parts of
the organization.

e Structured and comprehensive: The risk management
process should have a structured approach contributing to
consistent and comparable results.

o Personalized: This process must be personalized and can
relate the external and internal contexts of the organization
to the objectives.

o Inclusive: The risk management process should involve
all stakeholders to consider points of view and perceptions.

e Dynamics: The risk management process must be
dynamic because risks can arise, change or disappear as an
organization's external and internal contexts change.

e Best available information: The data entries for the risk
are based on historical and future expectations,
considering any limitations and uncertainties associated
with this information and expectations. It is important to
emphasize that the information must be clear and available
to all stakeholders.

e Human and cultural factors: Human and cultural factors
must be considered because they influence all risks at each
stage level.

e Continuous improvement: The risk management process
must be improved according to the learning and experience
acquired.

IV. MCDA-C - MULTI-CRITERIA DECISION AID

CONSTRUCTIVIST

One way to help the risk management process and decision-

making is to adopt a multicriteria method. Multicriteria

methods aim to produce an order of preference among the
available options. They involve a matrix of options and criteria
ranked by obtaining a score for each option, fitting perfectly
with the risk management process recommended by ISO

31.000:2018 [15].

The MCDA-C is a methodology to assist decision-making
when multiple criteria are involved. This methodology is
based on applying this method to complex decision-making
problems and searching for a better solution that fits the needs
of the decision-maker [17].

Starting from this point of view, the main characteristics of
this methodology are [18]-[21]:

e Recognition of the limits of objectivity and acceptance of
subjectivity.

e The implementation of a constructivist process aimed at
the constant evolution of the decision-making process,
which is opposed to a set of tools allowing unique and
improved solutions to a problem.

e The non-separation of elements of an objective nature with
those of a subjective nature.

e Improving proposal of the decision-making process, where
the constructivist model faces the other methodologies.

e Presence of support in all stages of the decision process
from the structuring phase thorough evaluation and
recommendation.

Decision making is a process that is presented in an
unstructured and problematic way [22]. By using a decision
support methodology, the problem becomes structured and
less chaotic, facilitating understanding of the problem [17].

In this way, MCDA-C collaborates in the decision-making
process in the construction and elaboration of criteria and
modeling preferences, presenting a result for the decision
maker to make the final decision [17].

According to Ensslin et al. [23], the application of MCDA-
C is divided into three phases: structure, evaluation, and
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recommendation. The structuring phase is where the decision-
maker considers his significant concerns: identified,
organized, and measured. The second phase is where the
scales and the replacement rates weights are elaborated, which
assign value according to the decision-maker preferences. The
last stage is called the recommendations phase, which seeks to
understand the consequences of the decisions to be made.

All MCDA-C indicators are calculated through scales that
contemplate the measurement theories and operation
properties being built from the following steps [24]-[27]:

e Determine a hierarchical structure of values including the
concerns of the decision-maker.

e Create and develop the descriptors, perform the ordinal
scale and identify the references so that the decision-maker
noted out the references of maximum and minimum
points.

e Construct a cardinal scale through the incorporated data
according to the levels declared by the decision-maker
[30].

By analyzing all phases and how the MCDA-C is
structured, it is possible to see how the MCDA-C's alighment
with the risk management and analysis process and principles
[15],[16]. Fig. 1 shows how these 3 phases are structured.

Some multicriteria methods, such as the AHP used in some
related works referenced in this paper, do not encompass all
stakeholders in the organization [9],[10]. Thus, only decision
makers participate in the process, which does not encompass
the principles of integration, inclusion and human and cultural
factors described in the risk management process [15],[16].

Hence, multicriteria method chosen in this paper is MCDA-
C. The choice for this method is due to its structuring and
comprehensiveness, as it involves all the risk management
principles listed in 1SO 31.000:2018 and 1SO 31.004:2013
[15],[16].

V. FRAMEWORK FOR IMPROVING CRITICAL
INFRASTRUCTURE CYBERSECURITY

The Framework for Improving Critical Infrastructure
Cybersecurity of NIST aims to assist critical infrastructure
operators in identifying and developing cybersecurity risk
guidelines.

This framework involves a set of assumptions, activities,
results, and informative cybersecurity references presented in
several critical infrastructure scenarios [6].

Critical infrastructure is defined in the US Patriot Act of
2001 as "systems and assets, whether physical or virtual, so
vital to the United States that the inability or destruction of
such systems and assets would have a debilitating impact.
Whether that impact on national economic security, national
health and public safety, or the combination of any of these
areas".

This framework can be used by various public and private
sectors that want to secure their organizations. The guide also
explains that it does not replace the organization's security
process, but instead complements it. For example, the

organizations that use this framework are Microsoft, JP

Morgan Chase, Intel, Boeing, Bank of England, and other US

governmental entities [32].

The Guide has three parts: Basic Structure, Levels of
Implementation, and Structure Evaluation.

The Basic Structure aims to present industry standards,
guidelines, and practices. This makes it possible to
communicate the activities and results of cybersecurity
throughout the organization, from the executive level to the
implementation or operational level [6].

This basic structure is composed of four elements:
functions, categories, subcategories, and informative
references. Functions organize basic cybersecurity activities at
their highest level, followed by subdivisions called categories.
The subcategories are the subdivisions of the categories being
the specific result of the technical and management activities
to be implemented [32].

e Identify - This function develops an organizational
understanding to manage security risks. It seeks to cover
systems, people, assets, and resources.

e Protect - This role is responsible for developing and
implementing the necessary protections to ensure that
services continue to operate. It seeks to limit cybersecurity
occurrences.

e Detect - This function aims to develop and implement the
necessary controls to identify the occurrence of a
cybersecurity event.

e Respond - This seeks and implements appropriate
activities to perform some action when a cybersecurity
incident is detected.

e Recover - This function seeks to perform activities and
maintain resilience plans to restore any inoperative service
due to a cybersecurity incident.

The guide emphasizes that each organization has its specific
risks. Based on this premise, organizations can determine
which activities need to prioritize investments, creating its
profile according to its business and mission, using the
categories and subcategories contained in the framework [6].
At that moment, the bank selected the Detection Function's
categories and subcategories to review its cybersecurity
incident detection processes.

The guide's levels of implementation provide an approach
for assessing how the organization addresses cybersecurity
risk. The levels range from Level 1, which is considered
"Partial", to Level 4, "Adaptable". The levels are increasingly
presented as the organization is mature in managing
cybersecurity risks [32].

The Structure Evaluation seeks to evaluate the functions,
categories, and subcategories of the guide regarding the
organization's business requirements, indicating gaps to be
filled to comply with a category or subcategory [6].

VI. MYMCDA-C

MyMCDA-C is a new software that assists managers seeking
to use the multicriteria constructivist decision support model.
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MyMCDA-C is free software and allows the generation of
graphs and tables charts and tables, taking constructivist
multicriteria analysis into account [33].

This software has been widely used in Brazil in several
research projects in the most varied sectors. In the literature, it
is possible to find papers in which the software was used:

Reverse Logistics [34][35];

Managerial Public Accounting [36];

Usability analysis of websites [37][38];

Analysis of the influence of Instagram on consumers [33].
This tool can transform qualitative data into quantitative
data inspired by mathematical calculation models using the
MACBETH method [39].

It can calculate the maximum and minimum values of all
criteria to the reference value found and then apply a weight
to them [40]. The next step is to use the medians according to
the evaluation scale and generate graphics maximizing and
minimizing the actual values.

The calculations based on mathematical models that
MyMCDA-C performs seek to associate managers'
perceptions of the stakeholders of the criteria. The estimates
of the values assigned to the sub-criteria at the last level for the
negative values of the results scale used (1):

WN(N-1)
?=1 NV =0 - s @

For positive cases above the “Good level” (2) was used:

WN(N-1)
PV =100+ s )

To obtain the maximization value (3) was used:
PV =100+ WN(N — (PS —1)) 3)

Where:

e NV - Negative value of an action on the scale of
descriptors of a criterion;

e PV - Positive Value of an action on the scale of descriptors
of a criterion;

e WN - Weight Number;

e N - Number of project criteria;

e PS - Position of the action on the Scale of descriptors. The
order of effort.

By default, a value 0 is adopted for the neutral level, and
100 is adopted for the good level. To obtain the value of the
other levels, a linear programming system is adopted
according to (4) below [40].

f)=ax+p @

Equation (5) was used to perform the upper criteria
calculations for the tree's last level and results.

—_\n
GV(a) = Xi=1RR; X PVi(a) ()
Where:

e GV - Global Value of the potential performance ‘a’;

¢ RR - Replacement Rate corresponding to the criterion;

PV(a) - Partial Value of a potential action ‘a’ in the criterion.

VIl. RESEARCH DESIGN

In this section, the methodological procedures discussed
during the planning, execution, and conclusion of this research
will be described. These methods will describe their purposes,
nature, data origin, approach, and methodology.

This study takes place in a large Brazilian bank located in
Brazil and throughout the world, with more than 90,000
employees, being one of the 5 largest banks in the country. For
this study, this bank’s international area was selected, that is,
the bank branches around the world that move more than US$
150,000,000.00 per hour. The team size that participated in the
research is 18 employees with diversified profiles and is
responsible for the international IT management area of the
bank. Therefore, the entire international IT management
participated in this work, not just a sample.

This research proposes a model of evaluating and
implementing cybersecurity controls for this Brazilian bank.
Thus, this bank's new cybersecurity control would identify
implementation priorities to improve information security
management. Therefore, this research is an applied
investigation.

The data from this research were collected primarily from
the managers and employees of the company. The secondary
data were obtained through documents such as the NIST
framework [6].

The work presents a case study. Case studies are essential
because they allow the transformation of the objectives into
actions in which the organizations are inserted, allowing new
discoveries [41].

By using MCDA-C, this work presented itself as a logic of
mixed research. The structuring phase presented itself as
inductive because the elements to be evaluated were taken
from the NIST framework, and the scale values were
performed. In the second phase of this method, the evaluation
was deductive since it was a matter of conducting individual
evaluations regarding the controls. Finally, the
recommendations phase took a step as being inductive because
it is based on the results presented during the method's
application.

The research works with a double approach, both
qualitative and quantitative. It is qualitative in the structuring
phase, considering that we identify controls and their
connections with the scales' values, and it is quantitative in the
evaluation phase, considering the use of a mathematical model
with metrics and compensation rates [27].
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This study sought to apply the elements taken from the
NIST framework to the MCDA-C, thus listening to experts
and creating a cyber risk analysis plan and consequently
complying with risk management principles and pillars. In this
way, through the results generated by the MCDA-C, managers
can assist in their decision-making.

Due to the size of the framework and context of this paper
being aligned with the bank's needs, only the detect function
was chosen for the analysis of this work. The financial
institution was conducting a review of information security
incident detection controls and chose to start with this
particular category to review another’s categories gradually in
the future. Thus, together with MCDA-C, these were the
intervention instruments used to develop the proposed work,
providing information and perceptions to managers to
improve their cybersecurity performance.

VIII. ANALYSIS OF RESULTS

In this section, the study results will be described. Several
stakeholders were present in the process, as their perceptions
were reflected in the MCDA-C final analysis results.
According to MCDA-C, the first step is identifying the actors
who will have a role in the research [21]. The actors are:

o Three decision-makers: Software Developer, IT Team
Manager, IT Infrastructure Analyst.

e Facilitators: Researchers.

o Fifteen stakeholders: Management staff of the
international IT area.

e Recipients: Clients.

For this study, three experienced senior-level employees,
who are references in their areas, were chosen as the decision-
makers. They were responsible for modeling and analyzing
the decision-making problem.

The fifteen stakeholders involved in the process are the rest
of the international IT Management employees. They are
employees with diverse profiles who work in this area. Fig. 2
shows the 15 stakeholders' profiles who participated in this
process.

It is important to emphasize that the decision choice of the
three decision-makers and stakeholders with diversified
profiles was intentional. The main reason is to reconcile and
find a common term among them to facilitate communication
and reduce biases.

The decision-makers were not included in the stakeholder's
group, to avoid bias in the data collected and calculated
according to the stakeholders' point of view. Thus, two distinct
groups participated at different moments.

The researchers in this work do not answer questions. They
only have the role of applying the method, conducting it phase
by phase and entering the data into the software.

Clients are the ultimate beneficiaries with cybersecurity
improvement, so they do not participate in the process. First
we needed to define a label for the research [27]. The decision-
markers choosed the label: How much of the NIST

Framework Detection Function controls could contribute to
the bank's cybersecurity?

Next, it was necessary to define the weight number in the
project, that is, the definition of the level of effort. MyMCDA.-
C requires these data to perform the calculations. Through this
effort level, it is possible to perform an analysis of the criteria
that require more effort to concentrate the resources. This
value subsidizes the calculation of the effort that a security
control must make to reach the maximization point. This
means that with a heavier load, more effort is required to reach
the top of maximization [33]. The decision makers opted for a
weight number of 3, as it is the MyMCDA-C default value for
this parameter.

The next step was to define a hierarchical structure with the
controls to be evaluated. For this phase, the detection function
of the NIST framework was selected [6]. This function was
chosen because it has the objective of developing and
implementing activities to identify cybersecurity occurrences.
It is divided into 3 categories and 18 subcategories, i.e., the
security controls to be evaluated [6].

For descriptor development, the same methodology was
applied. Each of the Fundamental Points of View (FPV), and
Elementary Points of View (EPV) were chosen according to
the detection function of the NIST framework [6]. FPV's and
EPV's are the terms used by MCDA-C to define first and
second level respectively. In Fig. 3, inside the light gray
diagram, there are the FPV's which are the NIST categories
containing their respective grouped EPV's. The EPV's are the
NIST cybersecurity controls that have been evaluated, these
are inside the dark gray diagram. Here, we can see the MCDA-
C addressing the personalized, structured, and comprehensive
and dynamic principles of risk management. Fig. 3 illustrates
the structure of the detection function according to [6]. This
structure was replicated in MyMCDA-C so that it receives the
data obtained in the next phases.

The next step was creating the Preferred Scale for the
criteria according to the decision-makers. The decision-
makers chose five evaluation levels: "Neutral" as the worst
level, followed by "Minimal collaboration”, "Little
collaboration”, and "Good Collaboration" with "Excellent
collaboration" as the best level.

The reason for decision-makers to start in the “Neutral”
level was that the implementation of Control would not
negatively impact the bank; the worst-case scenario is not to
affect the result. Thus, N1 "neutral” was defined as neutral,
and N4 "good collaboration" was defined as good. Table 1
shows how the Scale of Preference was locally defined.

Then, MyMCDA-C software converted the qualitative
values into quantitative values. Thus, decision makers were
able to use quantitative assessments to determine the level of
each element. Table 2 shows an example of the scales
converted from ordinal to cardinal for “EPV 2.5: Unauthorized
mobile code is detected”. Each EPV has its Cardinal scale
calculated and rounded by MyMCDA-C. Below is a
demonstration of the conversion of qualitative values from
MyMCDA-C to the cardinal scale of EPV 2.5.
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Adopting the default values for N1 "Neutral” as 0 and N4
"Good" as 100 [40]:
N1=0
N4 =100

To obtain the values of N2 and N3, the linear programming
method was adopted based on the values of N1 and N4.

ax1l+ =0
a=—f

Obtaining g by substituting a and using N4’s equation:

ax4+ B =100
—4B + B =100
B = —33,33

Obtaining the value of a using N4's equation:
ax4+ =100
4a + (—33,33) = 100
4a + (—33,33) = 100
a = 33,33

Obtaining the value of N2 and N3:

N)=ax+p

N(2) = 33,33 x 2+ (—33,33)
N(2) = 33,33

Nx)= ax+f

N(3) = 33,33 x 3 4+ (—33,33)
N(3) = 66,66

To obtain the value of N5, which is the maximization point
of the EPV 2.5 performance scale, the following was used:

N5 =PV +WN(N - (PS - 1))
N5=100+3 (18- (1-1))
N5 = 154

The compensation rates survey was conducted in a
brainstorming meeting with three decision-makers for more
than two hours. Fig. 3 shows the compensation rates defined
by decision-makers for each control. Note that the rates were
set from the lowest level of the hierarchy to the highest level.
After the compensation rates were established by the decision-
makers, they were inserted into MyMCDA-C.

Then, the decision-makers determined the effort order of the
controls. Table 3 shows the order of the improvement effort
defined. This effort order, determined in Table 3, was entered
into MyMCDA-C, with the control "EPV 2.5: Unauthorized
mobile code is detected" receiving more effort, while the
control "EPV 3.3: Detection processes are tested" received
less effort.

When all scales and compensation rates were determined,
stakeholders were asked about the label of the research: "How
much of the NIST Framework Detection Function controls
could contribute to the bank’s cybersecurity?" A form was sent
to each employee to respond according to their qualifications.
Then, the responses for each EPV and FPV were collected,
and the total median was calculated to be entered into
MyMCDA-C. Medians that had a score of 0.5 were rounded
up. All "I don't know" answers were discarded. Table 4 shows
how this calculation process was done for "EPV 2.5:
Unauthorized mobile code is detected”. The final median
value was rounded to 5 because MyMCDA-C works with
rounded values. Hence, the corresponding final level for 5 is
N5, "Excellent Collaboration" with the respective cardinal
value 154 shown in Table 2.

Table 5 shows the median responses from all stakeholders.
Note that each row corresponds to a control with its respective
median, level, and corresponding cardinal scale obtained
according to the calculations performed by MyMCDA for
each EPV.

Although the organization has a hierarchical structure, all
answers have the same weight when calculating the median.
Here we can see three more pillars of risk management. These
are Integrated, Inclusive, Human, and cultural factors.

After processing the data in MyMCDA-C, several results
were generated for decision making. All minimization points
were equivalent to zero because N1 was zero and there were
no negative values. At this point, we can see another principle
of risk management being listed as the best available
information.

In the next stage, the data entered into MyMCDA-C were
processed. For “FPV - Anomalies and Events (DE. AE)”, we
could see that "EPV 1.2: Detected events are analyzed to
understand attack targets and methods" had a better
performance than the others, even with a lower compensation
rate. This EPV was able to reach its maximum point, showing
that it can contribute greatly to decision-makers’ and
stakeholders’ vision. Fig. 4 illustrates this scenario.

However, "EPV 1.5: Incident alert thresholds are
established" showed that it could contribute more compared to
its maximum performance point, which makes it necessary for
decision-makers to review this point.

Thus, opening a margin for improving this control, other
EPVs have achieved an equivalent performance, showing that
their implementation can significantly impact the bank's
cybersecurity. Fig. 4 shows the EPVs with their compensation
rates, the performance achieved, and the maximum
performance to be obtained.

In Fig. 5, we can see that in the largest category of all "FPV
2 - Security Continuous Monitoring (DE.CM)", the
compensation rates were well distributed. The "EPV 2.5:
Unauthorized mobile code is detected" obtained a higher
degree of performance, reaching its maximum point, showing
that the implementation of this control contributes more to the

VOLUME XX, 2017

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3113178, IEEE Access

IEEE Access

Author Name: Preparation of Papers for IEEE Access (February 2017)

bank’s cybersecurity. Other controls also stood out in this way
but with a slightly lower performance.

“EPV 2.2: The physical environment is monitored to detect
potential cybersecurity events” was far from its maximization
point with a difference of 63 steps. This means that decision-
makers should look at this control differently, and could
collaborate more. Other controls had a similar behavior,
including the "EPV 2.4: Malicious code is detected". Fig. 5
illustrates this scenario.

For the category "FPV 3 - Detection Processes (DE. DP)",
we have a scenario that shows the control "EPV 3.4: Event
detection information is communicated” standing out. It
reached the highest performance hitting its maximization point
and showing that its implementation can obtain significant
collaboration for banks’ cybersecurity. It is essential to show
that this control has a higher compensation rate, obtaining a
more significant weight for decision-makers. Fig. 6 illustrates
this scenario.

On the other hand, the "EPV 3.1: Roles and responsibilities
for detection are well defined to ensure accountability" control
did not achieve a greater performance than expected. Of all the
controls, this is the one with the highest maximization point,
that is, the one that would cause more collaboration in the
decision-makers’ vision. However, it was 42 steps away from
its maximum performance. Therefore, this control should be
analyzed with more attention by decision-makers. Fig. 6
illustrates the scenario described.

By performing an analysis of FPVs in general, we could see
that "FPV 2 - Security Continuous Monitoring (DE. CM)"
obtained the highest performance. However, it was more
distant from its maximum degree, with a difference of 27
steps. The higher performance and higher maximization point
show that the controls of this category collaborate more for the
bank’s security. According to the decision-makers, it is
essential to note that this is the highest compensation rate. This
means that some controls in this category should be reviewed.

When analyzing "FPV 3 - Detection Processes (DE. DP)",
we see a more negligible difference between the performance
and the degree of maximization. However, the compensation
rate proved to be much lower than the others. Fig. 7 shows this
scenario of maximization.

The other controls that did not receive positive or negative
highlights must be evaluated if they can be implemented or
reviewed. If an implementation is chosen, it does not need to
be a priority like the ones that were highlighted. Notably, good
risk management must be reviewed over time according to the
experience gained. Thus, obeying the pillar of Continuous
Improvement of Risk Management, the MCDA-C can be
reapplied again.

IX. CONCLUSION

The article analyzed how cybersecurity controls for NIST's
critical infrastructure would collaborate with a large Brazilian
bank that moves millions of dollars per hour, specifically in
the technology sector, which takes care of the international
area. The data were collected through brainstorms conducted

with decision-makers and forms sent to the project's
stakeholders.

MCDA-C was used as an intervention tool due to its
structuring form. It can identify and operate a criteria analysis
of the decisions concerning the company situation.

The MCDA-C implementation covered all the pillars of risk
management recommended by the I1SO standards highlighted
in the study.

The research objectives were achieved by obtaining all the
performance points of how the implementation of information
security controls could collaborate with the bank. All
performance points were listed along with their maximization
and minimization points, helping decision-makers make their
decisions.

For this financial institution, the main controls to be
implemented and prioritized are those of the "FPV 2 - Security
Continuous Monitoring (DE. CM)" categories.

The primary collaboration of this work is to show that the
constructivist model can also be used as a methodology to help
create a cyber risk plan. This way shows that it can stand up to
other methods, since most of the literature uses other
multicriteria methods.

The limitation of this study was in only using the NIST
Detect Function. It was due to the organization's need to
improve its incident detection controls at that time.

Future projects must apply another multicriteria method to
compare the results and use the best method in other functions
of the "Framework for Improving Critical Infrastructure
Cybersecurity Version 1.1".
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TABLEI
DEVELOPMENT OF DESCRIPTORS
Level Quantity Neutral Good
N1 Neutral X
N2 Minimal collaboration
N3 Little collaboration
N4 Good Collaboration X
N5 Excellent collaboration

TABLE I

CARDINAL SCALES AND LOCAL PREFERENCES FOR EPV 2.5:
UNAUTHORIZED MOBILE CODE IS DETECTED

Impact Level Option Answer Scale
N1 Neutral 0
N2 Minimal collaboration 33
N3 Little collaboration 67
N4 Good collaboration 100
N5 Excellent collaboration 154

TABLE Il
ORDER OF EFFORT
Order Control

1 EPV 2.5: Unauthorized mobile code is detected

2 EPV 2.4: Malicious code is detected

3 EPV 2.8: Vulnerability scans are performed

4 EPV 2.1: The network is monitored to detect potential
cybersecurity events

5 EPV 3.1: Roles and responsibilities for detection are
well defined to ensure accountability

6 EPV 2.3: Personnel activity is monitored to detect
potential cybersecurity events

7 EPV 2.6: External service provider activity is
monitored to detect potential cybersecurity events

8 EPV 2.7: Monitoring for unauthorized personnel,
connections, devices, and software is performed

9 EPV 2.2: The physical environment is monitored to
detect potential cybersecurity events

10 EPV 1.2: Detected events are analyzed to understand
attack targets and methods

11 EPV 1.1: A baseline of network operations and
expected data flows for users and systems is established
and managed

12 EPV 1.3: Event data are collected and correlated from
multiple sources and sensors

13 EPV 1.4: The impact of events is determined

14 EPV 1.5: Incident alert thresholds are established

15 EPV 3.2: Detection activities comply with all
applicable requirements

16 EPV 3.4: Event detection information is communicated

17 EPV 3.5: Detection processes are continuously
improved

18 EPV 3.3: Detection processes are tested
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TABLE IV
EVALUATION OF “EPV 2.5: UNAUTHORIZED MOBILE CODE ISDETECTED” BY STAKEHOLDERS

Stakeholder

Selected descriptor

Corresponding N level

Stakeholder 1
Stakeholder 2
Stakeholder 3
Stakeholder 4
Stakeholder 5
Stakeholder 6
Stakeholder 7
Stakeholder 8
Stakeholder 9
Stakeholder 10
Stakeholder 11
Stakeholder 12
Stakeholder 13
Stakeholder 14
Stakeholder 15

I don't know
I don't know
Good collaboration
I don't know
Good collaboration
I don't know
Excellent collaboration
Excellent collaboration
Excellent collaboration
Excellent collaboration
Good collaboration
I don't know
Good collaboration
Good collaboration
Excellent collaboration

Median of the levels

H~ 000 oo

S

TABLEV
MEDIAN OF STAKEHOLDER RESPONSES ON THE IMPACT OF IMPLEMENTING NIST SECURITY CONTROLS

Control Level Descriptor Correspondent Cardinal Scale
EPV 2.5: Unauthorized mobile code is detected N5 Excellent collaboration 154
EPV 2.4: Malicious code is detected N4 Good collaboration 100
EPV 2.8: Vulnerability scans are performed N5 Excellent collaboration 148
EPV 2.1: The network is monitored to detect potential cybersecurity N5 Excellent collaboration 145
events
EPV 3.1: Roles and responsibilities for detection are well defined to N4 Good collaboration 100
ensure accountability
EPV 2.3: Personnel activity is monitored to detect potential N4 Good collaboration 100
cybersecurity events
EPV 2.6: External service provider activity is monitored to detect N4 Good collaboration 100
potential cybersecurity events
EPV 2.7: Monitoring for unauthorized personnel, connections, devices, N4 Good collaboration 100
and software is performed
EPV 2.2: The physical environment is monitored to detect potential N3 Little collaboration 67
cybersecurity events
EPV 1.2: Detected events are analyzed to understand attack targets and N5 Excellent collaboration 127
methods
EPV 1.1: A baseline of network operations and expected data flows for N4 Good collaboration 100
users and systems is established and managed
EPV 1.3: Event data are collected and correlated from multiple sources N5 Excellent collaboration 121
and sensors
EPV 1.4: Impact of events is determined N5 Excellent collaboration 118
EPV 1.5: Incident alert thresholds are established N3 Little collaboration 67
EPV 3.2: Detection activities comply with all applicable requirements N4 Good collaboration 100
EPV 3.4: Event detection information is communicated N5 Excellent collaboration 109
EPV 3.5: Detection processes are continuously improved N5 Excellent collaboration 106
EPV 3.3: Detection processes are tested N5 Excellent collaboration 103
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/ Structing Phase \\

1. Contextualization

2_ Hierarchial Structure of
Value

3. Construction of Descriptors

/- " Evaluation Phase \

4. Cardinal Scales and Local
Preferences

5. Compensation Rates

6. Identification of the profile
of the actions

Formulation of Recommendations

7. Analysis of results

Recommendation Phase

B. Formulation of
Recommendations

'\ L. A

FIGURE 1. Stages of MCDA-C. Image adapted from [31].

Stakeholders' profile

M [T Infrastructure
Analyst

M [T Integration Analyst

B IT Business Analyst

[ IT Operations Analyst

M IT Executive Manager

M |T Team Manager

FIGURE 2. Stakeholders’ profile.
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FPV 1 - Anomalies and Events
(DE.AE) — 35%

DEAE-1: EPY 11 - A baseline of
network operations and expected
data flows for users and systems is
established and managed - 25%

DE.AE-Z: EPV 1.2 - Detected events
are analyzed to understand attack
targets and methods - 15%

DE.AE-3: EPV 1.3 - Event data are
collected and correlated from
multiple sources and sensors - 20%

DE.AE-4: EPV 1.4 - Impact of events
is determined - 25%

DEAE-5: EPV 15 - Incident alert
thresholds are established - 15%

FPY 2 - Security Continuous
Monitoring (DE.CM) — 50%

DECM-1: EPY 2.1 - The network is
monitored to detect potential
cybersecurity events - 15%

DECM-2: EPV 22 - The physical
environment is monitored to detect
potential cybersecurity events - 10%

DE CM-3: EPV 2.3 - Personnel activity
i= monitored to detect potential
cybersecurity events - 15%

DE.CM-4: EPV 2.4- Malicious code is
detected - 15%

DECM-5: EPV 25 Unauthorized
mobile code is detected - 10%

DE.CM-6: EPY 2.6 - External service
provider activity is monitored to
detect potential cybersecurity events
-10%

DE.CM-7: EPY 2.7 - Monitoring for
unauthorized perscnnel,
connections, devices, and software is
performed - 10%

DE.CM-8: EPV 2 8- Vulnerability scans
are performed - 15%

FPV 3 - Detection Processes
(DE.DP) — 15%

DEDP-1: EPYV 3.1 - Roles and
responsibilities for detection are
well defined to ENsure
accountability - 208

DEDP-2: EPV 3.2 - Detection
activities comply with  all
applicable requirements - 20%

EPY 3.3 - Detection
cees are tested - 15%

DE.DP-4: EPYV 34 - Event
detection information is
communicated - 30%

DE.DP-5: EPV 3.5 - Detection
Processes are continuoushy
improved - 15%

FIGURE 3. Structure of the Detect function of the NIST framework, definition of EPV's and FPV's, and its respective Compensation Rates.

2 VOLUME XX, 2017

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/ACCESS.2021.3113178, IEEE Access
IEEE Access

Author Name: Preparation of Papers for IEEE Access (February 2017)

Anomalies and Events (DE.AE)

Percent Maodel definition Scale
(%)
Neutral o
1.1 A baseline of network operations and expected data flows for users and 25
systems is established and managed Minimal collaboration 33
‘A.Z Detected events are analyzed .to understand attack targets and methods 15 Little collaboration &7
‘A& Event data are collected and correlated from multiple sources and sensors 20 Good Collaboration 100
‘/1.4 Impact of events is determined 25 Excellent collaboration 111
' 1.5 Incident alert thresholds are established 15
Total 100

Chart-1

o 140 N
Maximization line *120 .7-—=-...___‘:/ ___ !________.
Performance line * 100 4
80 /

a0
4]:.
20
Neutral Line and * o
Minimization 1.1 12 13 1.4 15 Total
Li 124 127 121 118 15 121
Ihe 100 127 121 113 &7 108
0 [} o 0 [} 0
FIGURE 4. Anomaly and Events - Screenshot adapted from MyMCDA-C.
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Security Continuous Monitoring (DE.CM)

2.1 The network is monitored to detect potential cybersecurity events

2.2 The physical environment is monitored to detect potential cybersecurity
- Events

2.3 Personnel activity is monitored to detect potential cybersecurity events
2.4 Malicious code is detected
“’2.5 Unauthorized mobile code is detected

2.6 External service provider activity is monitored to detect potential

cybersecurity events

2.7 Monitoring for unauthorized personnel, connections, devices, and software

is performed
“/2 .3 Vulnerability scans are performed

Total

Percent
desmpMirfl (%%)
0 15
o i
0 i5
o i3
0 i0
o i
0 i
] 15
0 100

Model definition

Meutral

Minimal collaberation

Little collaboration

Good Collaboration

Excellent collaboration

Chart-1

160 \/ '

Maximization Line

Y o

Performance Line

Neutral Line and

a0

K SN—7
AN

22 23 24 25 28 27 28 Tata

Minimization Line 130 130 151 154 136 133 148 143
7 100 100 154 100 100 148 118
0 o o 0 0 o 0 0

FIGURE 5. Security Continuous Monitoring - Screenshot adapted from MyMCDA-C.
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Detection Processes (DE.DP)

Percent Maodel definition Scale
(%)
Neutral 0
' 3.1 Roles and responsibilities for detection are well defined to ensure 20
" accountability Very little collaboration 33
3.2 Detection activities comply with all applicable requirements 20 Little collaboration &7
V3.3 Detection processes are tested 15 Good Collaboration 100
{4 Event detection information is communicated 30 Very good collaboration 115
‘45 Detection processes are continuously improved 15
Total 100

Chart-1

180

Maximization Line * oL

120 } J +/ +/
) . R -
Performance Line *‘C‘:‘ 1
a0
@
.
. 20
Neutral Line and * .
Minimization Line 31 332 23 14 25 Total
142 1z 103 108 106 115
100 100 103 109 105 104
1] a o o L] o

FIGURE 6. Detection Processes - Screenshot adapted from MyMCDA-C.
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Projects

DE - Detect

DE-BE

IMain Criterian Final

Search Label

DE - Detectar ou Diagnosticar desmpMax desmp smpMin Percent (%) Model definition Scale
1 - Anomalies and Events (DE.AE) 121 108 25 Meutral V]
YV 2- security Continuous Menitoring [DE.CM) 143 @ 50 Minimal collaboration 33
3 -Detection Processes (DE.DP) 115 104 15 Little collaboration &7
Total 131 111 100 Good collaboration 100
Excellent collaboration 131
Chart-1 Chart-2
160 - 100
Maximization -—/_______ oo
Line *’120 i ] o
.—-—'_'_'_._ -
oo 7
Performance
Line a0 60
80 50
40 &0
Neutral Ling 2° 30
and _*D 1 a 1 a0
Minimization ! 2 & Total .
Line 121 143 15 131
108 118 104 111 1]
0 V] 1] 1] 1 2 3 Total

FIGURE 7. DE- Detect - Screenshot adapted from MyMCDA-C.
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