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ABSTRACT 1 Introduction

In large-scale networked computing systems, component failures Networked computing systems continue to grow in scale and in
become norms instead of exceptions. Failure prediction is a cru- the complexity of their components and interactions. In these sys-
cial technique for self-managing resource burdens. Failure eventstems, component failures become norms instead of exceptions.
in coalition systems exhibit strong correlations in time and space For example, a recent system reliability study on a 512-node LLNL
domain. In this paper, we develop a spherical covariance model ASC White machine showed that the mean time to failure of a
with an adjustable timescale parameter to quantify the tempo- node was about 160 days [31]. If the same failure model is ap-
ral correlation and a stochastic model to describe spatial correla- plied to the largest BlueGefiemachine, there would be more
tion. We further utilize the information of application allocation than 17 node failures per hour. As a result, a long running job
to discover more correlations among failure instances. We cluster on a large number of nodes may find iffatiult to make progress
failure events based on their correlations and predict their future due to the frequent failures. It was because of the system avail-
occurrences. We implemented a failure prediction framework, ability concern, BlueGerike in LLNL had to disable L1 cache in
called PREdictor of Failure Events Correlated Temporal-Spatially each node when jobs larger than 4 hours was running because the
(hPrerecTs), which explores correlations among failures and fore- cache was found prone to failure.
casts the time-between-failure of future instances. We evaluate Checkpointing is a conventional approach for fault tolerance.
the performance of h&rects in both dfline prediction of fail- Because checkpointing a job in a large-scale system could incur
ure by using the Los Alamos HPC traces and online prediction overhead as high as more than half an hour execution time, fre-
in an institute-wide clusters coalition environment. Experimental quent periodic checkpointing often prove countfeetive. As
results show the system achieves more than 76% accuracy in of-the scale and complexity of high performance computing (HPC)
fline prediction and more than 70% accuracy in online prediction systems continue to grow, research on failure management has re-
during the time from May 2006 to April 2007. cently shifted onto failure prediction and related proactive auto-
nomic management technologies [29, 23, 41, 25, 22, 27, 13, 11,
. . . 10]. Failure prediction is a crucial technique for understanding
Categories and Subject Descriptors emergent, system-wide phenomena and self-managing resource
burdens. Based on the analysis of failure data in a system, a
failure predictor aims to determine possible occurrences of fatal
events in the near future and help develop mdfective failure
tolerant solutions for improving system availability.
To predict the trend in failure occurrence, we need an in-depth
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formance measures

General Terms understanding of the cause of failures and their empirical and sta-
) . ) tistical properties. Past studies on component failures in produc-
Measurement, Algorithms, Experimentation, Performance. tion systems, such as IBM BlueGeghesupercomputer [23] and

Los Alamos National Laboratory (LANL) HPC clusters [5, 29],
K eywor ds r_evealed importa_mt pa_ltter_ns in failur_e distribution. _Although_ the
time-between-failure is highly non-linear, there exists the time-
Failure prediction, Coalition clusters, Temporal correlation, Spa- of-day and day-of-week patterns in long time spans [29, 28]. Tem-
tial correlation, System availability. poral correlation aside, failure events, depending on their types,
display strong spatial correlations: a small fraction of nodes may
experience most of the failures in a coalition system [28] and mul-
tiple nodes may fail almost simultaneously [23]. These temporal
Permission to make digital or hard copies of all or part of this work for a_nd spatl_a_l correla_tlon_propemes_ of fallur(_e events reV?a_led by of-
personal or classroom use is granted without fee provided that copies aféine profiling provide important information for predicting the
not made or distributed for profit or commercial advantage and that copietrend of failure dynamics.
bear this notice and the full citation on the first page. To copy otherwise, t0  There were recent works utilizing temporal gowspatial cor-
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Figure 1: hPrerects: a hierarchical failure prediction system for a coalition system.

failure types. Lianget al. [22] also considered spatial correla-
tion among failures. They found skewness in the distribution of
network failures among the BlueGene midplanes.

We notice that most of today’s failure prediction approaches
are heavily empirical, applying heuristics to explore temporal and
spatial correlation of failures based on profiling. There lack for-
mal models to quantify the temporal correlation among failures
in different timescales. A cluster coalition system is hierarchi-
cal in structure and failures may occur in multiple scopes: node,
cluster and system. There are no models to quantify the spatial
correlation of failures for predicting their future distribution and
locations in diferent scopes. Because the co-existence of both
spatial and temporal correlation may lead to failure propagation
from node to node at fierent times, the models should also be
able to facilitate the study of failure propagation and its impact on
prediction accuracy. It is known that there is dependency between
the workload (its type and intensity) and the failure rate [29, 20,
28]. However, there are few work on the impact of application
allocation on failure prediction, either.

In this paper, we exploit both temporal and spatial correlations
for failure prediction in coalition systems. We develop a covari-
ance model with an adjustable timescale to quantify the temporal
correlation and a stochastic model to describe spatial correlation.
We utilize information of application allocation in a coalition sys-
tem to discover more correlations among failure instances. Fur-

the extent of their correlation. The timescale in calculating
the covariances is adjustable foffdrent types of failures.

3. We propose a timefBcient aggregate stochastic model to
quantify spatial correlations. We use the probabilistic dis-
tribution of failures to compute the spatial covariance among
failures. We model the failure propagation phenomena by
investigating failure correlations in both time and space do-
mains.

4. We utilize the application allocation information to refine
the possible correlations among failure occurrences, based
on our observation in a real coalition system: 71.5% appli-
cation JO failures are clustered in space and their locations
are determined by job scheduling decision.

5. We implemented a failure prediction framework, called PRE-
dictor of Failure Events Correlated Temp-SpatiallyhRcts),
which explores correlations among failures and forecasts
the time-between-failure of future instances. We evaluate
the performance of hi2rects node-wide and system-wide
in both dfline prediction of failure by using the LANL HPC
traces and online prediction in an institute-wide computa-
tional grid.

A prototype of hRerects, has been in operation since May

ther, we investigate and model the failure propagation resulted 2006 on a production coalition environment: the Wayne State
from both temporal and spatial correlations. We cluster failure University Computational Grid (WSU Grid) [6]. The grid con-
events in a coalition system based on their correlations and pre-Sists of three clusters located in three campus buildings and con-
dict their future occurrences. We summarize our contributions as tains 40 high-performance compute servers in support of university-

follows:

1. We define dailure signaturerepresentation to capture the

wide high-performance computing application programs. Online
failure predictions were performed with observed failures and on
production traces from more than one and a half years of opera-

system performance metrics associated with a failure event. tions. The prediction results show our prediction system can fore-
It's effective for clustering and analyzing the temporal and cast the occurrence time of future failures with more than 70% of
spatial correlations among failure events. The construction accuracy. We also evaluated the performance afiders using
of an dfective signature requires to consider the hierarchi- the trace from the LANL HPC coalition system.fline evalua-

cal structure and interactions among componentsfegreli
ent scopes of a coalition system.

2. We develop a spherical covariance model with an adjustable

tion results show that we can forecast of the failure occurrences
with higher than 76% accuracy, and predict the occurrences of
failures on individual nodes with Bayesian networks.

The rest of this paper is organized as follows: Section 2 de-

timescale parameter to quantify temporal correlation among scribes the framework of kRrects and its prediction method-
failure events. We use the distance in time between two ology. Section 3 presents the algorithms to cluster failure sig-
failures to calculate their covariance value, which specifies natures based on their spatial and temporal correlatiofiin®



Table 1: Variables characterizing failure dynamics.

Variable  Description
fID Failure identification number
fLoct  Location of a failure including cluster ID and node ID
fType Classification of a failure based on its cause
time Timestamp when a failure occurs
tbf Time between successive failures in node, cluster or system
fCount  Number of failures in node, cluster or system for a time window
usrUtil  Percentage of CPU utilization that occurred while executing at the user level in a node
sysUtil  Percentage of CPU utilization that occurred while executing at the system level in a node
frmUtil  System frame utilization in a node
pktCount Number of packets transmitted and received by a node for a time window
ioCount Number of JO requests to the physical disks of a node for a time window
alloc Allocation information of nodes to application jobs
sptCorr  Spatial correlation among failures in cluster or system
tmpCorr Temporal correlation among failures in node, cluster or system

prediction by hRerects using the LANL HPC trace is evaluated of these scheduled events from received system activity reports

in Section 4. Section 5 discusses the performance of online pre-maintained and sent by the master node. With the prediction re-

diction in the WSU Grid. Section 6 presents the related work and sults,failure managemenerates failure alarms and system avail-

Section 7 summarizes the paper. ability reports; and finally updates the system profiles. It also
sends a copy of the nodal failure report to the master node for

. - . cluster-wide failure prediction and resource allocation.

2 Failure Prediction Architecture and Method- In cluster wide, the master node collects failure reports from its

ology managed compute nodes; statistically processes and analyzes the

failure events; predicts prospective failures; and generates system

availability reports for the resource scheduler and system admin-

system that explores failure dynamics in a coalition? (b) What istrator. Cluster-wide failure predictor analyzes spatially and tem-

representation should we use to describe failure instances and thé’Orally (?orrelatt_ad failures a_nd estimates c_Iuster_ availabili_ty based
associated system performance variables? An additional issue ison.predlc.ted failure dynamics. System-wide failure predictor re-
how we cluster failure signatures to identify temporal and spatial ceives failure reports from master nodes of clusters and forecasts

correlations among failure occurrences. We leave this issue to the!'€ failure dynamics of the entire coalition environment for sys-
next section. tem management.
Without loss of generality, when we refer to a “failure” inthe 2 2 Failure Signatures

following discussion, we mean any anomaly caused by hardware . ) ) )
or software defect, incorrect design, unstable environment or op- AN importantissue we address is that of extracting from a running
erator mistakes that makes services or compute nodes unavail-System an indexable representation that distills the essential char-

able. We also analyze the properties of particular types of failures agteristic from a system state associated wiFh a failure event. For
in Section 4. this end, we define several performance variables of system char-

acteristics in the face of failures. However, defining these vari-
2.1 Hierarchical Failure Prediction Frame- ables is nontrivial. They should be able to present tifiedince
work between system states in normal execution and those in failures.
They also need to capture the temporal and spatial correlations of
To analyze the correlations of failure instances ifiedtent scopes failure events in multiple tiers of the system components.
of a coalition system, we design a failure prediction framework By investigating the structure of coalition system and the corre-
with a multi-layer prediction architecture. Failure events along lations of failure occurrences in multiple scopes of a system, we
with the associated performance variables are described by a for-define the performance variables used in our failure prediction
mal representation, which allow us to cluster correlated failures framework, as listed in Table 1. They are raw data collected from
and to utilize this correlation information for prediction. the system event logs or derived from the raw data. The runtime
Figure 1 depicts the architecture ofadr:crs. Failure predic- states of a subsystem is characterized by its processor and mem-
tion is invoked on a compute node or a master node upon its job ory utilization and the volume of communication ari@® lopera-
scheduler receiving a job submission from a user. In compute tions. These performance metrics provide insightful information
node wide,event sensokeeps track of the new events recorded about the causes of failures. Variables, such as the number of fail-
to the local event logs since its last operation, extracts failure uresin atime window, their types and intervals, are used to model
records and creates formatted failure reports forftiere pre- the statistical characteristics of failure dynamics. Along with the
dictor. It also monitors the performance dynamics of executing nodal allocation information, these variables are utilized to estab-
applications and measures the resource utilization. Upon invoca-lish the spatial and temporal correlations among failure events.
tion, the failure predictor calculates the estimates of future failure Note that some of the variables, suchf&ount tbf, sptCorr
occurrences based on information collected by the event sensorandtmpCorr, can be used on a node, cluster or the entire system.
To filter out scheduled events, such as system maintenance operWe use the subscript to specify the corresponding system scope
ations, from failure reports, the failure predictor extracts records in which these variables are used in the following discussion.

In this section, we address two key issues in failure prediction:
(a) How do we design the architecture of failure prediction sub-
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Figure 2: Temporal distribution of major hardware and software failure events in LANL Cluster 20 from September 1, 2003 to
August 31, 2005.

To predict occurrences of future failures in a coalition system, formance stateperf, of a node can be represented giUtil,
we need a representation that provides essential information aboutsysUtil frmuUtil, pktCount ioCoun). The perf. and perf; are
system performance status associated with a failure event. Bycomposed of the mean and variance values of these performance
clustering these representations, we are able to capture the failurevariables in a cluster and the system, respectively. To find the es-
dynamics across fierent scopes of the system. We will call such sential performance variables for a failure instance, we analyze
a representation failure signature Based on the performance their probabilistic dependency among them in experiment evalu-
variables defined in Table 1, a failure signature is constructed as aation sections.

tuple (f1D, time, fLoct, fType util, pktCountioCoun), where In essence, predicting failures in a coalition system is to find
util includes (sruUtil, sysUtil frmUtil) of a compute node, and  approximate functiorf. Failure events are highly non-linear and
pktCountandioCountmeasure the number of packets afta le- it is difficult to find the relation between failure occurrences and

quests in the sampling period that immediately precedes the fail- performance states that fits various product systems. Instead of
ure. With these failure signatures collected in a coalition system deriving functionF directly, the predictor uses statistical learn-

and the node allocation informatialoc, we will analyze the ing approaches to perform failure prediction based on the current
failure distributions and correlations in both space and time do- failure statistics and the resource utilization level. The prediction
mains. procedure can be expressed as follows,

2.3 Design of Failure Predictor X(@1s) = GO X(01-2). - X(Gi-kea)) (2:2)

wherex denotes the measures of failure dynamics gnid the
9 prediction function determined by a prediction mechanism with

parameters’ values in the observations. The predictor’s input
layer isk consecutive measureés 6i_, . . ., 6i_k+1, Obtained with
the aid of a tapped delay line.

In this way, failure correlations spanning across multiple obser-
vations are kept for failure prediction. In essence, for an average
interval 5, we can maintain the correlation information of a pe-
riod of k = & by using the ordek-predictor, while being able to
make failure predictions at a granularity fat the same time.
This scheme also increases the robustness of the failure predictor
to noisy inputs because the nois@eet of each measure fed to
the predictor is suppressed by the multi-step looking back of the
prediction mechanism.

The failure predictor of hikrects uses the failure signatures to-
gether with the derived temporal and spatial correlations amon
failure signatures to forecast the probable patterns of failure oc-
currences in the future. (For simplicity in notation, we ds®
denote time-between-failure (tbf).) That is, given the failure oc-
currence in an observation instarigeF (6,), estimate- (6, +dp),
wheres,, is the interval after which a prospective failure will ap-
pear with probability.

Occurrences of failures are quite dynamic in a large-scale coali-
tion system. The number of failure events varies with time. Nu-
merically, its value is related to some performance metrics of the
system,e.g. the resource utilization, the volume of communi-
cation and /O operation. We model this relationship by using
function# in multiple scopes of a coalition, as

Frodd6n, PEI fy, tmpCorr,) = 0 3 Signature Classification based on Tempo-

Fetusteddc, per &, sptCorg, tmpCorg) = 0 21) ral and Spatial Failure Correlations
Fsysterk0s, per &, sptCorr, tmpCorrs) = 0 o ] ] ) ]
The objective of applying clustering to a database of failure sig-

wheres denotes the time-between-failure in a node, cluster or natures is to find the natural grouping of these signatures that
systemsptCorrandtmpCorrare the spatial and temporal corre-  characterizes correlations among failure instances. The output
lation among failure events in the corresponding scope. The per- of clustering is a set of groups, plus a characterization of each



group. By inspecting the elements of failure signatures in each whereg is an adjustable timescale parameter for determining the

group, we can identify dierent regions of anomaly as well as a

temporal relevancy of two failure events,and g are positive

hint of the causing problems. In addition, the central signature constants withw = 1 + 8. We use dferent values ofhetato
of a group can be used as a syndrome of the failures, because iguantify temporal correlations of fiierent types of failures. For
highlights the metrics that characterize a set of manifestations of example, withd = 1 hour for the LANL HPC system, we can

the neighboring failure instances.

In order to render the description above operational, we spec-

ify distance metrics and clustering algorithms. We cluster fail-

capture more than 35% OS failures. For other coalition systems,
6 can be determined by inspecting the cumulative distributions of
the inter-failure time from their event logs. Two failures taken

ure signatures in two directions. One is to discover the causal more tharv distance apart are considered as uncorrelated in time.
dependency among failure instances in the space domain. TheCr(d) is nonnegative with limiting values of 1 dt= 0 and of O

other is to explore their temporal locality in the time domain. In
the following discussion, we use the availability and performance
traces [5] from the LANL HPC system. The data was collected

atd = «. After specifying the value of, we cluster the failure
signatures of a compute node by comparing t@eiid) pair-wise.
Failure signatures within a group is temporally correlated with

over the past 9 years and covers 22 high-performance computinghigh probability and likely to appear closely in time. The central
systems, including a total of 4750 computers and 24101 proces-signature is useful for investigating the root cause of the failure
sors. The data contains an entry for every failure that occurred group and analyzing the distribution of inter-failure time among
during the 9-year time period. The associated performance tracesfailure signatures in the same group.

recorded the resource consumption information by each user ap-

In node-wide prediction, temporal correlations among failure

plication and events occurred in the running of the system. For events can also be utilized to remove duplicate failures in pre-

detailed information about the traces, please refer to [29].

3.1 Temporal Correlation

Studies in [29, 28, 23] found the skewness of failure distribu-
tion in time domain. Multiple failures may occur in a short time
period. Liang [22] and Sahoo [27] used a fix time window to
classify failure patterns for all types of failures. In reality, the
time-between-failuretb f) may follow various distributions for
different types of failures. We profile time-between-failure in the
LANL HPC system from its failure traces. Figure 2 presents the
cumulative distribution functions dbf for the major hardware
and software failures. From the figure, we can seetthfihas a
heavy tail distribution and its shape varies with the failure type.
Software failures have a much more heavily tailed distribution
in time than hardware failures. Evenfi@rent types of software
failures, such OS and file system failures, have distibétpat-

processing event logs. To that end, we extend the spherical co-
variance model in (3.1) by dynamically setti@gsing the current
measure of the mean-time-to-repair (MTTR) based on the fail-
ure repair records in the administrative log, and calculating the
temporal distanced, ; for failures of the same type only. Then,
failure instances resulted from the same root problem are closely
correlated with high values of the@r(d). The central signature

is selected to represent the group. In this way, duplicated failure
events are removed and the resulting set of events contains fail-
ures caused by distinct root problems. Algorithm 1 presents the
pseudo-code of correlating failure signatures in time by a com-
pute node and a master node in a cluster. The compute node con-
structs failure signatures and quantifies the temporal correlation
among them. The master node first collects the failure signatures
grouped by compute nodes in the cluster. It then inspects each
pair of failure signature from €fierent groups to calculates the

terns. This discovery suggests that we should use an adjustabléemp.orm correlation. Although the algorithm needs to scan fail-
timescale to model and measure the temporal correlation amongUre signatures of every compute node in a cluster, the total number

failures of diferent types.

By closely inspecting the system event logs and performance

logs, we found that the temporal locality of failure events was
mainly due to two causes:

e (T1) some faultd cause several failure instances occurred
on multiple compute nodes in a short interval;

e (T2) a failure event may appear multiple times on a node
before its root problem is solved.

To cluster failure signatures in the time domain, we define the
distance between two failure everftsand f; as the elapsed time
between them, denoted l; = || fi - f; || = [t —t|. We

develop a spherical covariance model, based on recent advance:

of Bayesian statistics [9], to quantify the temporal failure correla-

tions. The model characterizes the relations of failure instances in 11;
time space based on their distance between each other, even whego.

they occur on dferent nodes. We assume the timers of compute

nodes in a cluster are synchronized. The spherical covariance,14:

C1(d), for temporal correlation is defined as:

1-ad+p(2)° if0<d<o

0 ifd> 0 1)

Crd) = {

1A fault is associated with incorrect state of a hardware or soft-

ware component and it may cause a reduction in, or loss of, the

capability of a component to perform a required function.

of failure events occurred within a time window is quite limited.

Avrcoritim 1. Temporal clustering of failure signatures

/¥ Temporal clustering on each compute nogde *
NodePredictor.TemplClustering()
collect time, location, Util and nodeAlloc information
of failure instances in the current time window;
construct failure signatures intoa set S;
mttr = current measure of MTTR,;
0 = inter-failure time with p cumulative distribution;
for any pair of failure signatures f and g(i tg) in S do
df,g =1g—ty;
if f and g are of the same type angg< mittr then
remove g from S;
else ifds g < O then
Crg=1—a=dig/0+p = (drg/60)3
if cf,g > C then
Groupr = Groups U {g};
remove g from S;
end if
15: end if
16: end for
17: return Groups;
18}

=

2
3
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13:



/* Temporal clustering on master nodes *

MasterPredictor. TemplClustering() : 4.3

1: collect signature groups from compute nodes in the cluster; AR

2: for any pair of nodes i, j in nodelisto 240! RN 3

3 T, j] =0; 220" NI I R . .

4 for any failure signature f on node iand g on j (£ tg) do 3 200 LAl Lt A

5: drg = Itr — tgl; 2 180 Sl TR

6: if df g < 6then L 160 AR :A i

7 Crg=1-axdig/0+ B+ (dg/0)> o 10 R TN ;2 -4

8 T0ijl =T, 0] + crg; g 20 Bk 0 A R R

9: if ct,g > C then 2 g U e SN ‘1%)%%0
10: Groupr = Groupr U {g}; E . i-d 800 &
11: remove g from the signature set; O 40 8+ g0 L
12: end if 20° TR - 400 35
13 end if 5045 40 /. L0 7
14:  end for 8530252015, 05 0 °

12} return T, Groups; Time (minutes)  x108

Figure 3: Spatial clustering of failures in Cluster 20 of the
) ) LANL HPC system. There are 256 nodes in total.
3.2 Spatial Correlation

In cluster coalition environments, performance-hungry applica-
tions exploit computational power of available nodes and execute
their tasks in parallel. For example, in a typical cluster of the
LANL HPC system, say Cluster 20, 21.6% jobs consume 85.4%
processor time. They were run on at least 4 nodes and some were,
allocated 52 nodes out of the total 256 nodes. In such a computing
environment, a software defect or bug in a running job will cause
multiple nodes to fail. In the LANL HPC system, 31.6% nodes
experienced 70.7% failures and these nodes serviced 85.2% ap
plication jobs. The distribution of failures among compute nodes
is uneven. Figure 3 illustrates the spatial clustering among fail- _ (1 ifnoden fails inaunitinterval, » [ 1 iffailure f; occursin a unitinterva
ures in Cluster 20. The figure presents that failures occurred in " ‘{ 0 otherwise. fi ‘{ 0 otherwise.

groups. For example, 12 out of 16 nodes allocated to Job 1089

experienced OS failures between late January 28, 2004 and earlyunit interval is a small period of time when only one failure event
January 29, 2004. The figure also shows the strong correlation can appear on a node. Time window is measured in unit intervals.
between failure distribution and the application allocation among Based on failure statistics, we measure the conditional probabili-

aggregation makes it possible to treat a large scale system by con-
sidering a reduced one with essentially the same features but with
reduced complexity.

The analysis of failure multiplication correlation is based on

e occurrence relations of failure events. Letset {fy, fo, ..., fn}
denote all possible types of failures that may occur in a coalition
clusters system, arld = {n;, ny, ..., n;} be the set of all compute
nodes in the system. Random variabtesrid f; are defined as:
So,n; and f; indicate whether a node fails or a failure happens. A

nodes. ties p( f]- | fi), that is if noden; fails, the probability that the failure
By inspecting the system failure and performance traces, we is fj, for1<i<rand 1< j<m.
found Now, let’s first consider the failure multiplication correlations

_ ) ~among two nodes, say andn,. The number of failures counted
* (S1) a failure may (nearly) simultaneously occur on multi- in a time window isnodeFCount= f; - w. If we fix the win-

ple nodes in a cluster or across its border; dow size in measurements, then the expected number of failures
. ) becomes,
e (S2) afailure on a node may cause another failure happen- . ~
ing on a diferent node. E[nodeFCouni = w- E[i] = w- p(fi) = wX; p(fi | f;) - p(f)).

The first case is common in parallel computing, where a single- We can further calculate the covariancenoﬂgFCountofdiﬁ”er-_
program-multiple-data (SPMD) application runs on a set of nodes €Nt compute npdes to ana!yze the correlations of these_varlab_les.
and a fatal software bug in the application will make multiple Assume the failure dynam!cs of the two nqdes are monitored in-
nodes come to failure. The second case happens among cooperdependently. Then according to the Bayesian theorem,

ative nodes. For example, a processor failure on one node may oo p(f | )-p(f | Ap)B()-pfa)

cause its running program to send wrong data to another node, p(Mfz | f)) = D)2 '

which leads to an overflow and system dump. We refer to Case
(S1) adfailure multiplication correlationand to Case (S2) dail-

ure propagation correlationNote that in this paper we consider
those propagation correlations that are caused by communication

According to the inclusion-exclusion principle, the number of
failure events after considering the failure multiplication corre-
lation becomes

between failing nodes. ElclusterFCourk = w- (> p(f) = >’ > p(i | fj)p(f)+
We develop an aggregate stochastic model to cluster failure sig- i K]

natures in the space domain and use these groups for failure pre- ey Z(_l)r p(fAe- - Py | ﬂ)p(fAj)).

diction. The model analyzes the probabilistic dependency among j

failure instances of dierent nodes, and combines the nodal fail- 3.2)

ure statistics in a cluster into an aggregated state, which is further By using these probabilities of failure distributions along with
combined with failure states of other clusters into an aggregated the temporal correlation among failure signatures, predictors in
system state. Modeling based on hierarchical decomposition andnode, cluster and system wide calculate the number of failures



that will occur in the prediction window with certain probability. x10% min

SinceE[nodeFCount E[clusterFCountandE[sysFCouritare @ 50
correlated, we use their corresponding prediction results to cross- 5 45| | —— Observed i
verify each other. Then we refine the temporal and spatial cor- & 40} |~~~ Predicted 1
relations among the predicted failure instances by using the node § 35 I ‘ 1 |
allocation information in the system. 3 30 , i o
For failure propagation correlations, we defprepagation gro- g 2.5 I /: b A } A
upsto cluster failure signatures. g 20f ) L L AR BN
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Definition 1  Propagation relation. Let ¢ be a relation on % 1ol ' : i\ .‘ Al i 3
the set of failures F. It satisfies: = YORAY;
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1. Forany f and f in F, if f; can cause jfon another node,
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2. Forany {, fyand & in F, if fiof; and fofy, then fo fi.

Figure 4: Performance of failure prediction in Cluster 20 us-
ing order-8 neural network predictor. Training samples are
based on failure records from September 2003 to August 2004
and prediction is for September 2004 - August 2005.

a

Relation ¢ formulates the failure propagation dynamics be-
tween nodes. According to its definitio, is irreflexive® and
asymmetric®, and transitive. Thus,H, ©) is a strict partial or-

der set. The propagation relation can be represented by Hasse

diagrams. For strict partial order se,(¢), we calculate the i) re events occurred within a time window is quite limited. The
transitive closure of relatiow asD,. The members oD, are system wide predictor finds the failure correlations, utilizes clus-
groups of failure signatures that have possible propagation rela- e, \yide results and makes predictions in a similar way. The ag-
tions. Then we treat each memberi as a unitand calculateits  4reqate stochastic model reduces the state space of failure statis-

occurrence probability to compute nodesNn After this trans-  o5'and computational complexity, which facilitates online failure
formation, the failure propagation correlation can be reformulated prediction in a coalition system.

by the stochastic models that we use to analyze the failure multi-
plication correlation. Thus, we consider both of the spatial corre-
lations in failure prediction. .
Inimplementation, predlcto_r estlmat_es the probabiliféls | i) MasterPredictor.SpatioCluster)
and constructs the propagation relationbased on the failure 3. for j = 1 upto nodelist.sizdo

Arcorithim 2. Spatial correlating of failure signatures

statistics derived from event logs. For example, the predictor in 2: fji = number of failure signature of type j on node i;
noden; counts the number df; occurrences and the total number  3: mo=fr+ i+ .+ fm;
of all failures in all past time windows and calculates the ratio 4: P = fii/mi;

£ 5: ps; =(fja+fi2+...+ fi)/(nL+m+...+np);

between them as an estimatepgf; | fi;). We set the length of an o N ber of I with fai total
observation interval based on the measured mean-time-to-failures® P = number of intervals with failures oy total
. - number of intervals;

(MTTF) so that only one failure event can occur on anode inan 7. o for
interval. We also calculate the ratio of the number of intervals g: for any pair of nodes i, j in nodelisto
!n which failures are obsefved on nodeto the total number of 9: Pryj.fi = Pki * Pkj * Pny * pm/pfk;
intervals as the value gf(f). The master node of the system  10:  S[i,j] = pn;.1, * Pty + .- + Pry i * Pl + Pi * Py
collects failure signatures from all compute nodes and estimate 11:  if node i and j are allocated to the same job in
p(f;) by (number off; instancegjtotal number of failures) in the nodeAllocthen
system. The master node also mines failure signatures to estab42: (?[,'f' i=shi,j+1;
lish the propagation relations between failures. Failuteand 14, engr}orl
fi follow f;ofy, if f occurs on a node, say A, after node Are- 15. retumn s:
ceives a message from another node B whidfiessi failure f;. 163}
The probability of sending such a message equals to the inverse
of the total number of messages sent by node B in the interval
between occurrence time of failurdsand f. In runtime, the 4 Offline Prediction Performance Evaluation
predictor updates these probabilities and relation information us- ) ) o
ing newly generated failure measures as system runs on. ThenThe hRerects provides a general failure prediction framework,
the correlations among failure signatures are analyzed. Node al-t0 which many prediction algorithms can be applied. As a proof
location information is utilized to refine failure correlations for ~Of concept, we implemented a prototype okbicrs using sev-
prediction. eral illustrating algorithms. In this section, we evaluate the per-

Algorithm 2 presents the pseudo-code of correlating failure formance of hRerects for offline failure prediction using traces
signatures in space. Although the algorithm needs to scan fail- from the LANL HPC system. We will discuss the results of online
ure events of every compute node in a cluster, the total number of Prediction in the WSU Grid in the next section. .
2Wi h in which fail < h dei We used traces from the LANL HPC system in the experiments

e treat the case in which failufecausesf; on anothernode in ¢ oqine prediction, because the scale of the system is large for
a small interval as an instance of the failure multiplication corre- . - L .

analysis of failure dynamics in high-performance computing sys-

lation. " . ;
3If failure f, causesf; and failuref; causes; in a small interval, tems. In addition, the detailed records of failures and performance

then according to the transitive propeftycausesf;, which is an information allow us to have a deep understanding of the causes
instance of the failure multiplication correlation. of failure events.
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Figure 6: A case study of failure prediction in Node 1. (Time
Figure 5: Bayesian network model for Node 1 in Cluster 20.  starts from September 6, 2004 22:20:00)

In our prototype, we implemented a group of illustrating pre- ware faults, 175 (38.9%) by software faults, 17 (3.8%) by un-
diction algorithms, including a neural network approach, to learn dermined problems and the remaining 6 (1.3%) by power outage
and forecast failure dynamics based on the temporal and spatialand network breakdown. We extracted the two dominant types
data among the failure signature clusters. We selected Cluster 200f failures, hardware and software failures, from the traces and
as the testing system in our experiments, due to the availability of evaluated the performance of predicting these two sets of failures
its performance traces. It is a typical HPC cluster in the LANL respectively. By using an order-8 neural network based predic-
computing system and has 256 compute nodes. tor, we predicted software failures with the average accuracy of

. .. 81.6%, and hardware failures with 72.9% accuracy. Tliedi
4.1 Failure Prediction Accuracy ence in prediction performance of these two major types of fail-
In the first experiment, we predicted the time between failures us- ures is resulted from the fiierent distribution patterns of them.
ing a neural network based predictor. The predictor network has 3 Software failures have stronger correlations among each other.
input neurons to receive temporal and spatial correlation data andAs an illustration, Figure 2 shows that software failures are dis-
failure measures; 1 output neuron for prediction result; 3 hidden tributed a much more heavy tail than hardware failures.
layers and 4 neurons in each hidden layer. We used the Weka ma-

chine learning software [7] in the implementation. To mitigate the | | : | : “ll : | \ | ” | |
measurement noises, we applied an order-k predicting approach, - ! ! ! !

wherek failure measures were tapped into the predictor. First, we © 50 100 150 200 250 300 350 400 450 500 850
calculated the mean of themeasures, asy = (X}__., 6;)/K, Time (minutes) X1

whered; = time; —time;_; being the time between thj¢h and the
(j — Dth failures. Thenm was used as an input along with the
temporal and spatial correlation data to the predictor. After the
predictor outputs the prediaty.;, we retrieved the predict of
of the next failure byi,1 = ity * k= X\, 6).

Figure 4 presents the prediction performance as we used the
neural network predicting algorithm with 8 tapped failure mea- \ e ¢onducted experiments to predict failure events in individ-

sures. The predictor was trained by the failure measures from ual nodes. Figure 8 plots the 20 failures experienced by Node
September 2003 to August 2004. We plotted the prediction re- ; j, cjyster 20 from September 2003 to August 2004. Because
sults. The average error rate in predictimg)( in Figure 4,is ot the fimited number of failure events occurred in a node, we

errm = m — m|/m = 14.9%. After retrieving the predicts can not apply the supervised statistical learning approaches to

— Failures caused by software faults —— Failures caused by power outage
——- Failures caused by hardware faults — = Failures caused by network breakdown

Figure 8: Failure events of Node 1 in Cluster 20.

In addition to analyzing the failure behavior of Cluster 20,

the average error rate &r; = |5 — 5i1/6i = 235% and the aver- approximate the failure dynamics with a small training set. In-
age prediction accuracy is 76.5%. From the figure, we also find stead, we extract low-level performance data, such as the pro-
that the prediction error rate is high, when values of fhmea- cessor and memory utilization, communication gi@dperation

sures are relatively small. Due to the temporal correlation among status, number of processes, file handles and network sockets,
failure events, the mean values may remain small for a period of from the failure signature for each failure event and from the
time. A small diference in the predict from the observed makes performance traces for normal execution. We then consider a
the error rate relatively high. Actually, the inclusion of spatial Bayesian network to present the probabilistic dependency among
and temporal correlation information in our predictor has already these fine-grained performance metrics for failure prediction and
reduce the prediction error. Theiffects will be discussed inthe  diagnosis. Due to the availability of these performance data in the
following experiment. LANL HPC traces, we used the first 3 metrics in our experiments.
Among the 450 failure events occurred in Cluster 20 within Figure 5 presents the dependency graph obtained by jBNC [3] for
September 2003 — August 2004, 252 (56%) were caused by hard-Node 1 in Cluster 20, using the failure and performance data in
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Figure 7: Failure prediction in Cluster 20. Training samples are based on failure records from September 2003 to August 2004
and prediction is for September 2004 - August 2005.

September 2003 - August 2004. From the Bayesian network, we differentk’s on the prediction performance. Whkis small, the
found that among the failure events occurred in Node 1, 84% oc- fluctuation of measuredls makes failure prediction fficult. As
curred at the time with high user utilization and 61% occurred at k increases, the mean value sequemgg leads to improving the
the time with inter-node communication. Between the user and prediction accuracy. However, k$ncreases further, the variance
system utilization, the formerficts the nodal availability more  of (&) is smoothed out innG). Although the predictor can pre-
than the latter. dict the sequencan() with less error rate, the retrieved sequence
Based on the preceding Bayesian network, we predicted the (6;) from (m) is a distorted predict of the observed time-between-
occurrences of failures in Node 1. Figure 6 presents a case in ourfailure sequences(). As a result, the prediction accuracy de-
prediction. The upper figure plots the frame utilizatidnnUtil) creases instead.
of Node 1 between September 6, 2004 22:20 pm and September The failure signatures are clustered according to their corre-
7, 2004 08:20 am, and the lower figure shows the user utiliza- lations in time and space domains. Then, these correlation data
tion (usrUtil) of Node 1 during the same period. At 03:50 am is used to predict the intervals of future failures. To analyze the
on September 7, 2004, thisrUtil jumped to more than 86% and  effects of the correlation data on the performance of failure pre-
became fluctuated; at about the same time, fitreUtil had an diction, we conducted a series of experiments to measure the pre-
increase which was followed by a drop, and then continued to diction accuracy using fferent ordeik algorithms withwithout
increase. The hirects predicted a failure occurred. After we  correlation data. The results are presented in Figure 7(b). From
checked the failure traces, we found a record of scheduler soft- the figure, we can see that the existence of correlation data influ-
ware failure recorder at September 7, 2004 08:20 am, after which ences the prediction performance. For example, wher8, by

the node was shut down for repair. using the temporal and spatial correlation data, the prediction ac-
o o ) curacy is creased by 6.6% and 10.4% respectively, compared with
4.2 Sensitivity to Prediction Algorithms that of the correlation-unaware one. Between these two correla-

tions, the spatial one makes more contribution to the improvement

In the | xperiment, we eval h nsitivi f our pre- L
the last experiment, we evaluated the sensitivity of our pre of prediction performance for larde

dictor to diferent prediction algorithms. In the kiects pro-
totype, we implemented four additional time-series predictors by . .
using the gretl GNU time series library [2]: MEAN takes the av- 5 Online Prediction Performance
erage of previous measurements as prediction; LAST uses the lastTo evaluate the prediction performance in real system at runtime,
measurement; AVE(K) uses the average of kasteasurements;  we performed online failure prediction in an institute-wide com-
AR(K) is autoregressive algorithm. Figure 7(a) presents the re- putational grid. The WSU Grid consists of three Linux clusters,
sults in predicting hardware and software caused failures with denoted byC,, C, andCs, located in three separate buildings on
different prediction algorithms. According to the figure, NN(8) campus. It contains 40 high-performance compute servers dedi-
and AR(8) performed the best among them. This is because of cated to computational research. ClugerandC, consist each
the learning capacity of these two approaches. They can adapt toof 16 nodes, and there are 8 nodes in clu§ter Within each
the change of time-between-failures and approximate their trend. cluster, nodes are interconnected by gigabit Ethernet switches.
For the two major causes of failures, hardware faults and software Connections between clusters are through 100M fast Ethernet.
faults, failures resulted from the latter source are more predictable  Typical applications running on the grid includes the molecu-
compared with those from the former. This can be explained by lar dynamics simulations, gene analysis, fluid dynamics simula-
looking into the distribution of failures of these two categories. tion and more. These parallel applications ran on 8 to 30 nodes
Software-based failures are better clustered in time and space tharand some of them lasted for more than 10 days. The grid is also
hardware-based failures (see Figure 2 as an example). open to institute students to execute their sequential and parallel
Recall that because the time-between-failure varies dramati- programs.
cally from one measure to another, we useki@ped measures We installed our predictors on compute nodes of each clus-
to smooth its variance and make it predicable by the NN(k) pre- ters and their master nodes in the WSU Grid. By making on-line
dictor. The choice ok is critical. Figure 7(b) shows thdfect of predictions, our failure predictors provide useful information for
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Figure 9: Online failure prediction in comparison with ob-
served failure events in the WSU Grid. Figure 10: Bayesian network model for Node 7 in clustecC;.

resource management, load distribution. In this experiment, first, of the runtime services. The core afitonomic computinl7,
we trained the predictors using failure event records between May 21] is the ability to analyze data in realtime and to predict poten-
2004 and April 2006. Then, we evaluated the on-line prediction tial problems. The goal is to avoid catastrophic failures through
performance from May 12, 2006 to April 2, 2007. We record the prompt execution of remedial actions.
failure predictions and compare them with the observed failure  Failure prediction provides a vehicle for autonomic comput-
events later mined from the event logs. ing in coalition systems. To predict the occurrences of failures,
Figure 9 depicts predicted and obserdadf failure events dur- it is imperative to understand the characteristics of failure behav-
ing the online prediction based on the NN(8) algorithm in Grid iors. Research in [29, 23, 28, 41] studied event traces collected
A. Temporal and spatial correlations among failure occurrences from clusters and supercomputers. They found that failures are
were utilized for prediction. The node allocation information was common in large-scale systems and their occurrences are quite
used to refine the correlations among failure signatures. From thedynamic, displaying uneven inter-arrival time. Sahoo et al. [28]
figure, we can see the predictor can capture the trends of failurefound the correlation of failure rate with hour of the day and the
dynamics. The average accuracy of prediction is 70.3%. To make distribution of failures across nodes. They reported that less than
a prediction, it took 2.26 seconds for the master node (a Pentium 4% of the nodes in a machine room experience almost 70% of the
Xeon computer with 2.6 GHz processor and 2.5 GB of memory) failures and found failure rates during the day to be four times
to analyze the system wide failure events, find the failure correla- higher than during the night. Similar result was observed by
tions and make a prediction, after receiving the failure event data Schroeder and Gibson [29]. several studies [8, 37, 38] have ex-
from the three clusters. amined system logs to identify causal events that lead to failures.
We conducted online prediction of failure occurrence for indi- Correlation between the workload intensity and the failure rate in
vidual nodes. From a total of eighteen low-level performance real systems was pointed out in many studies [14, 24, 26, 20, 12].
variables, such as the processor utilization, percentage of idle Tang et al. [35, 34] studied the failure log collected from a
time, frame utilization, volume of communication ari@®lopera- small VAX-cluster system and showed that failures offiedent
tions, and swap utilization, we found seven of them were the dom- machines are correlated. Xu et al. [40] performed a study of error
inant factors in node-wide failure prediction. Figure 10 presents logs collected from a heterogeneous distributed system consisting
the Bayesian probabilistic dependency network of these variables.of 503 PC servers. They showed that failures on a machine tend
We used the failure event records between May 2004 and April to occur in bursts, possibly because common solutions such as
2006 in Node 7 to construct this network. From the figure, we reboots cannot completely remove the problem causing the fail-
can see the/O operation is also important factor in failure pre- ure. They also observed a strong indication of error propagation
diction, andfrmuUtil is not so important as that in Figure 5 due across the network, which leads to the correlation between fail-
to the diferent memory capacity andfférent operating systems  ures of diferent nodes. A recent study [18] collected failure data
in the two compute nodes. In comparing Figure 10 with Figure 5, from three dfferent clustered servers, and used Weibull distribu-
we can see that some dependency relations are the same in bothtion to model time-between-failure. Both these studies [40, 18]
nodes, such as that betwaesrUtil andsysUtil We also noticed found that nodes which just failed are more likely to fail again
the diference between the two networks. This is caused by the in the near future. At the same time, it has also been found [36]
different hardwarsoftware configurations and applications in the that software related error conditions can accumulate over time,
two nodes. Based on the Bayesian network (Figure 10), we suc-leading to system failing in the long run.
cessfully predicted 5 out 6 software failures and 1 out 4 hardware = There were recent works utilizing temporal gmdspatial cor-
failures occurred in Node 7 between May 2006 and April 2007.  relations of failures for failure prediction and proactive manage-
ment. Sahoo et al. [27] inspected the eventset within a fixed time
window before a target event for repeated patterns to predict the
6 Related Work failure event of all types. Later, Liang et al. [22] profiled the time-
As the complexity of computing systems increases, failure man- between-failure of dferent failure types and applied a heuristic
agement tasks require significantly higher levels of automation. approach to detect failures by using a monitoring window of pre-
Examples include diagnosis and prediction based on realtime stre-set size corresponding to event type. Mickens and Noble [25]
ams of computer events, and performing continuous monitoring assumed the independency of failures among compute nodes and
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used the per-node uptime data to predict whether a failure might research was supported in part by U.S. NSF grants CCF-0611750,
occur on that node in the next time window of fixed size. In DMS-0624849, CNS-0702488 and CRI-0708232.

building classification rules, Sahoo et al. [27] took the ordering
of events into consideration. They utilized a Bayesian network
to analyze the causes of failures in a node individually. The spa-
tial correlation among failure was considered by Liang et al. [22]. ) ) )
The authors analyzed the number of failures in every midplane [1] Datalifeguard. Available at: httpwww.wdc.conenlibrary/
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