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ABSTRACT Near Field Communication (NFC) is a prominent short-range, contact-less communication
technology, which is rapidly getting popular in modern smart devices. For communication between two active
devices via NFC, applications generally choose the peer-to-peer operation mode. In this paper, we exploit
the possibility of using the NFC read/write mode, designed primarily for unidirectional data transfer from
an active NFC reader to a passive NFC tag, for bi-directional half-duplex communication between two
active NFC devices. The advantages of using the NFC read/write mode include low protocol overhead
and permitting different data formats. However, the challenges are avoiding the reader collision problem,
maintaining a secure session, and completing all transactions in an acceptable time frame. In this paper,
we address the above challenges and propose a methodology for efficient communication between active
NFC devices using NFC read/write mode. To evaluate the scheme, we design a secure Multi-Factor Authen-
tication (MFA) system that requires bi-directional communication for mutually authenticating two NFC
devices. The proposed methodology is experimentally verified using NFC-enabled Android smartphones
and a Kerberos server as the third-party authenticator.

INDEX TERMS Half-duplex communication, multi-factor authentication (MFA), near field communication

(NFC), NFC read/write mode.

I. INTRODUCTION

Near Field Communication (NFC), based on radio-frequency
identification (RFID) technology, is commonly integrated
in many modern smart devices for short-range, contact-less
communication [1]. NFC provides a mechanism for secure
communication in close physical proximity (< 10 cm).
Today, NFC is used for providing various services, such
as secure payment and opening car doors [2], [3]. In these
applications, an active Radio frequency identification (RFID)
reader (embedded in a smart lock) communicates with a
passive RFID tag (a smartcard), to determine the access
privileges and provide services to the user [4]. The pri-
mary modes of NFC communication are the peer-to-peer
mode and read/write mode. The peer-to-peer mode supports
bi-directional communication between two active devices.
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Whereas, the read-write mode is used for uni-directional data
transfer between an active NFC reader and a passive tag,
such as for reading/writing URL or business card information
from/to a tag [5]. Nonetheless, the peer-to-peer mode various
limitations, such as high protocol overhead, use of proprietary
libraries, and the inability to handle multiple data formats.
This is not true for the read-write mode [6], [7], which moti-
vates us to investigate it further for enhancements.

In particular, the goal in this paper is to extend the
boundaries of NFC read/write mode to perform half-duplex
bi-directional communication between two active NFC
devices. This can help the devices to overcome the limi-
tation of tag size and can share data in different file for-
mats, such as encrypted data. The proposed methodology
can be used in most RFID technologies that support the
read/write mode, such as low frequency (LF) RFID, high
frequency (HF) RFID, and ultra high frequency (UHF)
RFID [8]. Although, there are other wireless technologies,
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such as Bluetooth and WiFi, that can be used for handling
different file formats [9], [10], but these technologies are dis-
tinct in design and purposes. More specifically, as mentioned
above, NFC is based on RFID, whereas Bluetooth/WiFi are
based on spead-spectrum technology. In addition, NFC has a
very short communication range and requires low power for
functioning [11]. Moreover, NFC do not require pairing
of the devices for sharing information [12], and provides
more security in comparison to other wireless communication
technologies [13].

The proposed model uses an intermediate tag in between
two NFC enabled devices for bi-directional transfer of data
in multiple cycles. The initiator of the communication write
the contents (data) onto the intermediate passive tag and
the target device reads the content from it. The communica-
tion between the two device is performed in multiple cycles
depending upon the size of data. One of the most impor-
tant issues in our implementation is to address the reader’s
collision problem (RCP), which occurs due to the colli-
sion of RF waves emitted by two active NFC devices [14].
To address this, a synchronized control of the NFC mod-
ules of both devices is required, such that the intermediate
tag is not accessed simultaneously. Other challenges of the
proposed methodology, including session maintenance and
data transfer delay, is discussed in the following sections
(Section IV-A).

To evaluate the concept, we implement a multi-factor
authentication (MFA) system using the proposed methodol-
ogy. MFA is a combination of multiple authentication tech-
niques, where more than one user/device credentials are used
for authenticating user and/or device [15]. MFA provides
multiple layers of security by validating multiple user cre-
dentials. MFA plays an important role for the applications
discussed above (payment system, car door opener or smart-
lock), as they exchange personal user information between
two devices. For these applications, in addition to verifying
the authenticity of the key (e.g., PIN or password), we also
need to verify the physical presence of the authentic user
before providing the access to the lock.

To explain the framework, let us consider a scenario where
a user having NFC enabled smartphone is trying to access
a NFC enabled smart-lock, as shown in Fig. 1. We use the
fingerprint sensor that is readily available in most modern
smartphones as one of the factor for MFA. The proposed
mechanism for MFA using NFC works as follows. Firstly,
the user’s smart-phone is authenticated using a third party
authentication tool, i.e., Kerberos [16]. The third party issues
a ticket for accessing the smart lock. Upon verification,
the fingerprint sensor is used for user authentication. The
use of two factor authentication allows the verification of the
user’s smartphone as well as the presence of a user in the close
vicinity of the device or the smart lock under consideration.

‘We perform experimental evaluation of the system by using
two NFC enabled smartphones and passive tags of differ-
ent sizes. Furthermore, we deploy Kerberos as a third-party
authentication tool, for generating tickets and device
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FIGURE 1. Bi-Directional Data Transfer using NFC read/Write Mode.

verification. In our implementation, the smart lock is another
NFC enabled smartphone. The experimental results show that
it takes about 1 second to connect and obtain ticket from the
Kerberos system and 600 ms to unlock the door. In addition,
we evaluate the resource requirements for implementing the
algorithm, including the CPU usages, power consumption,
and internal temperature of the smartphone. We also perform
security analysis of the proposed MFA scheme against known
attacks to understand the robustness of the system.

The rest of the paper is as follows. Section II discuss the
previous works in the field of NFC and authentication process
using NFC as communication media. Section III presents a
study of different modes of NFC. In Section IV, we dis-
cuss the methodology of bi-directional communication using
NFC read/write mode. Section V discuss the architecture,
challenges, implementational details and security analysis of
MFA system based on our proposed methodology. The eval-
uation of proposed methodology is performed in Section VL.
Finally, the paper is concluded in Section VII.

Il. RELATED WORKS

In the following, we begin our discussion by highlighting the
applications of NFC technology in various domains. In par-
ticular, we focus on applications that use NFC for user/device
authentication and finally discuss this paper’s differences
from the previous works.

A. NFCAND ITS APPLICATIONS
Near Field Communication (NFC) is a prominent contact-less
communication technology, which is rapidly getting popular
in modern smart devices. As published in NFCW, a leading
online news platform on NFC, several governments are cur-
rently promoting the usages of NFC for mobile payments
and other applications [17]. NFC can be easily integrate on
a number of devices like smartphones, and sensors as it
draws very little power for operation. The three basic modes
of operation in NFC are (a) Read/Write mode, (b) Peer-
to-peer mode and (c¢) Host Card Emulation (HCE) mode.
NFC read/write mode is used for one way communication
between NFC reader and writer which includes contact-less
payment mechanism, pairing of devices, smart posters,
sharing of short messages with the user of NFC enabled
smart-phones [5]. The peer-to-peer mode is used for Blue-
tooth or WiFi pairing or to transfer very small amount of data,
like beaming the URL to another smart-phone.

Researchers have also proposed the use of peer-to-peer
mode for payment services such as IDA-Pay [18], secure
credit transfer among smart-phone [19]. Reference [18]
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proposes a micro-payment module for mobile to POS (Point
Of Sale) transactions. In [19], authors discuss the poten-
tial use of NFC in payment mechanisms and propose an
application for mobile to mobile credit transfer. A security
framework in peer-to-peer mode is proposed in [20], to facil-
itate the use to the peer-to-peer mode for economic activ-
ities. In the mobile banking sector, several application like
Swing-Pay, Samsung Pay, Apple Pay use NFC for payment
purpose [21]-[23]. In addition, other application domain of
NFC includes health-care sector [24]-[26]. Academicians are
also interested in using NFC-enabled smartphones to sense
bio-chemical, and gases like oxygen, carbon dioxide, and
relative humidity [27], [28], semantic enrichment of children
facing language disorder [29]. Reference [1] discuss the use
cases and potential applications of NFC. NFC is also widely
used in health-care sector [30]-[32] and payment and loyalty
system [33].

B. MORE REAL LIFE APPLICATIONS OF NFC

Modern real-life applications, such as tracking tuna fish
and agricultural products via blockchain [34], [35], uses
Internet-of-Things (IoT) and NFC technologies to cre-
ate virtual representation (digital twins) of the physical
objects. These applications require data transmission in close
physical proximity to ensure the existence of the physi-
cal object and to reduce the risk of unauthorized access.
Similarly, information from these objects are retrieved in
close proximity to reduce the chances of information leak-
age. RFID/NFC is a prime candidate for such communi-
cation, as the cost of implementing NFC based solution
is very low and does not require sophisticated hardware
infrastructure. The NFC network can be easily deployed
in any terrain, such as in animal husbandry for track-
ing livestock and meat and establishing ‘farm to plate’
chain [36], [37].

C. AUTHENTICATION VIA NFC

Researchers have also used NFC for authentication
purposes [4], [38]-[41]. Authentication of a user/device is
important for maintaining the security and privacy of an
application. [4], [38] use NFC only for unidirectional trans-
mission of user credentials and for triggering the subsequent
operations of a MFA system. On the other hand, [39]-[41],
proposes an authentication protocol for NFC enabled devices
for ensuring authenticity, security and privacy. Reference [42]
reviews authentication techniques in wireless sensor net-
works. Researchers has also proposed authentication and
access control mechanism in the field of wireless body area
network [43], [44], IoT [45], road network [46] and smart
home environment [47], [48]. Nowadays, exponential growth
in cyber-attacks requires a chain of authentication mecha-
nism, often referred as multi-factor authentication (MFA).
In MFA, multiple user credentials are used to verify the
legitimacy of a user, which can be the combination of text
based password, bio-metrics, one time password (OTP) and
others [49]. MFA is widely used in many areas such as
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smart cities [50], multi-server environment [51], [52], cyber
physical systems [53].

D. SUMMARY

In the literature, researchers have used NFC peer-to-peer
mode to propose various authentication protocols, such as
pseudonym-based secure authentication [41]. In [39], [40],
authors consider similar protocols but do not discuss the mode
of communication. Besides peer-to-peer mode, researchers
have used NFC read/write mode to perform authentica-
tion. However, the mode is mainly used for one-way com-
munication and for transmitting small data between two
NFC devices. For example, commercial applications, such
as [22], [23] use NFC read/write and HCE (Host Card
Emulation) modes for financial transactions. In [56], the NFC
read/write mode is applied for user identification and for
triggering the second phase of the authentication process
using face recognition.

In comparison to the previous works, in this paper, all
communications take place via the NFC read/write mode
using half-duplex communication in multiple cycles. This is
an extension of our previous work [57]. In [57], we explore
the possibility of bi-directional communication in the NFC
read/write mode by controlling the screen of NFC enabled
smartphones. For this, we set the sleep and wake time
large enough (i.e., 4 and 2 secs, respectively) to avoid the
readers-writers conflict problem. However, this can signif-
icantly increase the transmission delay of an application.
Thus, in this paper, we try to address the problem by minimiz-
ing the sleep and wake time to reduce the overall transmission
delay and evaluate its performance on an application that
requires secure bi-direction communication.

IIl. NFC DATA TRANSFER MODES

NFC can operate in three different modes: (a) host-card emu-
lation mode, (b) peer-to-peer mode and (c) read/write mode.
The host-card emulation (HCE) mode allow virtualization of
smart cards (credit card or identity card), so that a smartphone
application can emulate the smart card and communicate
directly with the NFC reader for payment or identity veri-
fication process. The peer-to-peer mode allows half-duplex
communication between two active NFC devices. Whereas,
the NFC read/write mode is used for communication between
an active and a passive device. Here, an active NFC device
means that the device is connected to a power source and
can generate the magnetic field for communication. A passive
device, on the other hand, do not have their own power
source; but gets charged by magnetic field generated by an
active device, based on the Faraday’s principle of magnetic
induction. From the definition, it is clear that the peer-to-peer
mode can support bi-directional communication between two
active NFC devices, and the read/write mode can only be
used for uni-directional communications. To understand the
advantages of using read/write mode, we compare it with
NFC Peer-To-Peer mode.
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FIGURE 2. NFC Protocol stack.

Fig. 2, is the protocol stack of NFC peer-to-peer and
read/write modes ( [54], [55]). As shown in the figure,
the protocol stack of NFC peer-to-peer mode is more com-
plex than the read/write mode [54]. In read/write mode [55],
the Tag Options for Type 1-4 are defined while in peer-to-
peer mode, we have Logical Link Control Protocol (LLCP)
and Simple NDEF Exchange Protocol (SNEP), which creates
additional overhead in communication. LLCP is use for mul-
tiplexed communication between two NFC enabled devices.
The next layer is of Simple NDEF Exchange Protocol which
is a stateless request/response protocol and uses a client
server architecture to exchange NDEF messages between two
NFC-enabled devices. On the other hand, the read/write mode
uses a single protocol for reading and writing data from the
tags. Apart from protocol overhead, NFC peer-to-peer mode
has the following limitations.

1) The peer-to-peer mode is only supported by proprietary
software, such as Android Beam or S-Beam in Sam-
sung smartphones. Thus, it requires the use of propri-
etary libraries, which is not open for cross platform
applications [6].

2) The files or data to be shared in this mode, must reside
in an external storage only in world-readable format [7].
Note that, storing data in the world readable format in
an external storage of a smartphone can have major
security implications, as it can be accessed by any other
application and thereby compromising the privacy and
security of the user.

IV. BI-DIRECTIONAL COMMUNICATION

IN NFC READ/WRITE MIODE

The goal of this paper is to design a methodology for
bi-directional communication using NFC read/write mode.
In this section, we first briefly present the challenges of
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performing bi-directional communication using NFC
read/write mode. Next, we present the proposed methodol-
ogy, analyze the delay for completing a transaction between
two NFC devices, and finally discuss a methodology for
minimizing the same.

A. CHALLENGES OF NFC READ/WRITE MODE FOR
BI-DIRECTIONAL COMMUNICATION

As discussed in previous section, the NFC read/write mode do
not support bi-directional communication. A possible solu-
tion for implementing the same can be to modify the protocol
stack of the read/write mode. However, such modification
means changing the fundamentals of read/write mode and
modifying it to act as a peer-to-peer mode. Additionally,
it can have other complications, such as OS dependencies and
software up-gradation. Thus, one of the main challenges is to
implement bi-directional communication, without changing
the internals of the protocol stack. Other challenges in the
proposed methodology are as follows:

o To avoid the reader collision problem, which occurs
due to the collision of RF waves when a passive NFC
device is placed in the interrogation zone of two active
NFC devices [14].

o« NFC tag are available in different sizes, such as
144 bytes to 4096 bytes. So, the methodology must work
for all tags, i.e., the amount of data transferred must be
independent of tag size.

o The communication must complete in an acceptable
time frame.

In the following section, we try to address these
challenges for the NFC read/write mode. The algorithm pre-
sented below can be applicable for most RFID based solu-
tions that required bi-directional communication between two
devices.
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FIGURE 3. Timing diagram for NFC data transfer scheme.
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FIGURE 4. Half-Duplex communication in NFC Read/Write Mode.

B. BI-DIRECTIONAL DATA TRANSFER SCHEME

NFC works on the principle of magnetic induction. When
a device wants to read/write from a tag, it first charges the
tag by producing magnetic field. Problem occurs when the
magnetic fields of two active NFC devices collide with each
other (RCP problem). This can cause unpredictable errors
or behavior in the devices. Such collisions frequently occur
in applications that require bi-directional communication via
RFID technology [58], [59]. To avoid this, we need to syn-
chronize the NFC modules of the two active devices. Unfor-
tunately, the Android operating system allow very limited
access to the NFC module, and it can be only controlled man-
ually through the setting menu. Note that, this restriction is
enforced on NFC for security reasons and is not true for other
RFID solutions. RFID is used for designing special purpose
devices (e.g. for tracking and billing systems), and provides
APIs to control the module according to the requirements of
an application [60].

From our experiments with NFC-enabled smartphones,
we find that the NFC module stops functioning if the device is
locked or the screen is switched off (for saving battery). That
is, although there are no APIs available to programmatically
start/stop NFC, but we can control it via the screen-lock
and power-management APIs [57]. We exploit this observa-
tion to devise a method for transferring data between two
NFC enabled devices via an intermediate tag in multiple
cycles. In the following, we use Fig. 3 to briefly discuss the
procedure of half-duplex communication between two NFC
enabled in read/write mode.

In Fig. 3, we assume that a user Alice is using her NFC
enabled smartphone to transfer data to another NFC enabled
device (smart-lock). As shown in the figure, we consider two
different time intervals, i.e., sleep time and wake time. Sleep
time is the duration for which the NFC module remains inac-
tive (i.e., by locking screen) and wake time is the duration of
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an active NFC (by disabling screen-lock). In Fig. 3, atr = 0,
Alice’s smartphone wakes up and writes onto the passive tag
(as shown in Fig. 4). The wake time for both smartphone and
the smart lock is set to 2 seconds. Alice’s smartphone sleeps at
t = 2. The smart lock wakes up at# = 3 to reading the content
of the tag, update it and turns off the NFC at r = 5. The sleep
time for both devices is fixed to 4 seconds. So at t = 6, Alice
wakes up again and read the contents and thereby completing
one communication cycle. In the above discussion, we fix the
sleep and wake time for simplicity, and it is significantly more
than required for performing the read/write operation from
a tag. In the following section, we discuss a procedure for
selecting these time intervals.

C. DELAY ANALYSIS

In the following, we evaluate the overall communication
delay of the proposed system. Equation (1) shows the NFC
read/write delay (Typc’), that is the delay required for
exchanging data via an intermediate NFC tag in multiple
cycles. In the equation, Tg; and Ty, denote the delay required
for reading and writing data from the NFC tag at any instance
i in multiple cycles, respectively.

Inrcr = Z Z Tg;, + Z Ty ey
i j k

The above equation only considers the read and write oper-
ations, required for bi-directional communication between
the two devices. However, in real-life applications, we need
to consider the delay for other operations, as well. This can
include the processing delays (7;) of an application on the
shared data. In in (2), T,, aggregates these additional delays
incurred by the both devices.

Tw=ZT1=T1+T2+.....+Tn )
I
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Thus, the overall communication delay can be written
as (3). In the equation, Tyrc depends on the message size
that needs to be transferred between two NFC devices and
the available memory of the intermediate tag. The other two
factors are depend on the network condition and processing
capability of the smartphones.

T =Tnpc + T, 3)

Notice that the read/write operation can be performed, only
when the NFC is in wake state. In this state, the device first
reads from the tag, processes the data, writes response on the
tag and finally, moves to the sleep mode. However, the sleep
and wake time of two active NFC devices (say, A and B) at
any i instance is related to each other and can be expressed
using 4.

A B
Twakfi = Tsleep,- = Tnrc; + To;
ZZTRI+ZTWk+ZTl 4)
J k /

Thus, the total communication delay (7') can be calculated
by aggregating the wake cycles of the two devices. However,
as the sleep time of one device is equal to wake time of
other, we can formulate 5 to compute the total delay of
bi-directional communication. (5) shows that the commu-
nication delay primarily depends on the Tyep; and Tyyape;
cycles and we can improve the performance of the system
by minimizing the sleep and wake time of the two NFC
devices. Notice that the tag size plays an important role in
determining the number of cycles for bi-directional commu-
nication. Future innovations in NFC technology can increase
the size of NFC tags, and can make the proposed concept
more acceptable for close proximity applications.

T = Z(Twakei + Tsleep,') (5)

1

As discussed in (5), the communication delay primarily
depends on the Tjeep; and Tyyape; cycles. Notice that we can
improve the performance of the system, by minimizing the
sleep and wake time of the two competing NFC devices.
Furthermore, notice that the memory available in the NFC
tag, also plays an important role in determining the number
of read/write cycles required for transferring data between a
smartphone and smart lock. Future innovations in NFC tech-
nology can increase the memory of NFC tags and reduce the
read/write time, making the proposed concept more accept-
able for close proximity communication applications.

As discussed in (5), the communication delay primarily
depends on the Tjeep; and Tyyape; cycles. Notice that we can
improve the performance of the system by minimizing the
sleep and wake time of the two competing NFC devices.
Furthermore, notice that the memory available in the NFC
tag, also plays an important role in determining the number
of read/write cycles required for transferring data between a
smartphone and smart lock. Future innovations in NFC tech-
nology can increase the memory of NFC tags and reduce the
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read/write time, making the proposed concept more accept-
able for close proximity communication applications.

D. MINIMIZING TOTAL COMMUNICATION DELAY

Delay minimization is required to complete a transaction in
an acceptable time frame. To address this, we first consider
the minimization of a single sleep/wake cycle and discuss the
synchronization of multiple cycles to complete di-directional
communication between two NFC devices.

1) MINIMIZING SLEEP/WAKE CYCLE

In the previous section, we show that the overall delay for
completing a bi-directional communication depends on the
sleep and wake time of the NFC devices. Thus, the min-
imization of these two factors is important for improving
its performance. From experiments (Section VI-A), we find
that the read/write delay primarily depends on type of the
NFC tags and version of the operating system (software)
present in the NFC reader. However, due to small capacity of
144 - 868 bytes and transmission rate of 106 - 424 kbits/s,
the commercially available NFC tags (type 1, 2, and 3) can
perform the read/write operations on a tag in milliseconds
(i.e., 4 - 6 ms for read and 60 - 100 ms for write operations).
In addition to read/write delay, other dynamic factors like
positioning of devices, communication distance, and sur-
rounding interference, also affect the overall delay. These
factors can differ for each read/write cycle and from one
NFC device to another.

To overcome the above challenges in our implementation,
we pre-compute the average delay of read/write operations
for different NFC tags. Notice that, since the read/write
operations are in milliseconds, we can incorporate the above
dynamics (i.e., tag size, software/hardware dependencies)
and can complete multiple cycles of bi-directional communi-
cation without any perceptible difference in the performance
of an application. (6) can be used to determine the sleep and
wake duration of the NFC devices. In (6), D; is the average
time required for a read/write operation on a particular tag,
and § is an additional delay (in milliseconds) to incorporate
the dynamic factors and to avoid RF-wave collision problem
(RCP problem). In our implementation, as the variations in
delay for the read and write operation on different tag types
are not very significant (in msec), we fix the sleep/wake
delays for the active NFC devices (as discussed below).

D = max(Dy,D3,...Dy)+ 6 (6)
2) SYNCHRONIZING THE SLEEP AND WAKE CYCLES

In the literature, researchers have proposed different ways
for synchronizing the read and write cycles of RFID devices.
Such as, in [61] authors perform synchronization of densely
populated RFID readers (e.g., in warehouse) via a centralized
command center. Similarly, [62] uses a rotating disk with
LEDs to determine the order for performing the read/write
operations on multiple NFC tags and readers/writers.
Such strategies can be used in our implementation for
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Algorithm 1 Bi-Directional Data Transfer Using NFC
R/W Mode
Function InitTransfer()
if (Collision Detected) then
UsrNFC.State = TarNFC.State = OFF ;
DataTransfer(UsrNFC,Data);
DataTransfer(TarNFC,NULL);

Function DataTransfer(Dev, Data)
if (Dev == TarNFC) then

| Dev.Sleep(OffTime) ; // TarNFC sleep

while (EndOf{Data)) do
Dev.State = ON ; // NFC module ON
Dev.Read() ; // Read NFC tag
Dev.Write() ; // Write NFC tag
Dev.Wait(OnTime) ; // Dev wake
Dev.State = OFF ; // NFC module off
Dev.Sleep(OffTime) ; // Dev sleep

synchronizing the order of bi-directional communication for
the NFC devices. However, notice that communication with
external servers can be insecure [63] and can increase the
complications of sensitive NFC applications (e.g., financial
transactions). Thus, our goal is to synchronize the com-
municating NFC devices without having direct or indirect
communication between the two.

To address this, we assume that the NFC module of one
of the communicating device (or a target device), such as a
payment terminal or smart-look, is continuously scanning the
passive NFC tag. When Alice brings her smartphone (initiator
NFC device) near the target, the RF fields of the NFC devices
get modulated due to collision, and both devices can know
the presence of each other. Immediately after the collision,
the devices turn-off their screen to deactivate the NFC module
and the NFC module of the target device remains off for next
100 ms. However, the smartphone immediately activates its
NFC by switching on the screen and writes data onto the
tag and moves to sleep mode. Finally, the smart-lock switch
on its NFC after 100 ms and reads the data from the tag.
The communication between the two parties can continue
in a cyclic manner. Algorithm 1, is a generalized procedure
for transferring data between two NFC devices using the
read/write mode, where the OffTime/OnTime correspond to
the sleep/wake durations, respectively.

V. MULTI-FACTOR AUTHENTICATION USING NFC
READ/WRITE MODE

In the following discussion, we consider a scenario where
Alice again with her smartphone trying to open a smart-lock
(as target), where both are active NFC devices. The pro-
posed model uses an intermediate tag between two active
NFC devices for transferring data bi-directionally in multi-
ple cycles (Fig. 5). We begin the our discussion with brief
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FIGURE 5. MFA via NFC technology.

discussion on architecture of MFA using NFA followed by
implementation details of the system and end our discussion
with a brief security analysis of the system.

A. SYSTEM ARCHITECTURE

Fig. 6 depicts a scenario of of our proposed MFA system.
Note that, the term ““smart lock” is only for representational
purpose only. The proposed methodology can be applied to
any device for verification of user and his/her smartphone.
In Fig. 6, we assume that Alice is the user, and wants to
interact with the smart electronic device (smart lock). In our
implementation, we assume that both smartphone and the
smart lock is registered with a third-party authenticator, in our
case, Kerberos. Although, any third party authenticator such
as SAML [64], WebAuth [65] can be used for this. Alice
uses her smartphone to connect to the Kerberos server to
receive an authentication ticket and write it to the interme-
diate passive NFC tag. The intermediate NFC tag, in Fig. 6,
facilitates the data transfer between Alice’s smartphone and
the reader device embedded in the smart lock. The NFC
reader in the smart lock reads the content and acknowledges
back in same fashion and thereby completing the first phase of
authentication.

In the next step, Alice needs to verify her fingerprint
using the fingerprint sensor in her smartphone. For secu-
rity reasons, the fingerprint module in smartphones do not
allow the fingerprint to be shared between applications or
store in the internal storage of the devices. The scanned
fingerprint can only be compared with the stored fingerprint.
The fingerprint is stored in a secure area and cannot be
accessed for comparison by any application without user
permission. In our implementation, when Alice’s fingerprint
is verified by her smartphone, the smartphone generates
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an one-time password (OTP) using time-based one-time

password (TOTP) algorithm [66]. Alice then transfers the

generated OTP to the smart lock in the final phase of authen-
tication. The smart lock generates and compares the OTP by
using the same parameters to the TOTP algorithm. On suc-
cessful verification, the smart lock gets unlocked.

The challenges in implementing a MFA system using

NFC read/write mode are as follows.

(a) We need
o NFC devices. Notice, that there are many available ses-
sion maintenance protocols, such as [67]-[69]. However,
these protocols may not be suitable for our purposes,
as the NFC read/write mode has limitations of the tag
size. So, we need to device a lightweight session mainte-
nance protocol for the proposed MFA.

(b) The MFA between two NFC enabled devices must be
completed in an acceptable time frame.

(c) Since the NFC is generally used for transferring data
between two resource constraint devices, the proposed
technique must be efficient in terms of computation and
battery requirements.

B. IMPLEMENTATION OF PROPOSED MFA

The authentication procedure discussed above consists of two
different phases, namely the registration and login phase.
In the registration phase, the users/devices need to register
with the Kerberos server and share the public key. In the login
phase, user tries to gain access of the smart lock by using
his/her smartphone. We implement the proposed method-
ology using NFC enabled smartphones. The implementa-
tion is divided into two parts, i.e., 1) Deployment of Ker-
beros and 2) Secure session maintenance, discussed below.
Lastly, we summarize the process of authentication using the
NFC read/write mode in algorithmic form.

1) DEPLOYMENT OF KERBEROS

We use a third-party authenticator, namely, Kerberos [16]
to mutually authenticate Alice’s smartphone and smart lock.
Kerberos v5 appeared as RFC 1510 in 1983 and later replaced
by RCF 4120 in 2005. In our implementation, we deploy the
Kerberos server (Kg) locally in our lab and use a Kerberos

VOLUME 9, 2021

Algorithm 2 MFA Using NFC R/W Mode

Function MFAuth()
UsrNFC.InitTransfer() ;
| UstNFC.MFA_NFC() ;

Function MFA_NFC()

authTkt = UsrNFC.getAuthTicket() ; // Get
Ticket
DataTransfer(UsrNFC, authTkt) ; // Send
Ticket

if (TarNFC.VerifyTicket() == Success) then

// Verify ticket and request
fingerprint

DataTransfer(TarNFC, “Request for
fingerprint”);

if (UsrNFC.VerifyFingerprint() == Success) then
// If fingerprint OK, send OTP
DataTransfer(UsrNFC,
UsrNFC.GenerateOTP());

if (TarNFC.VerifyOTP() == Success) then
// Check OTP and Return success
B DataTransfer(TarNFC, “Auth Success’);

Client (K¢ ) (deployed locally) as an interface between Kg and
external users. Note that, all communications are facilitated
through the K¢. The reason for using K¢ as an interface
is to improve the security of the system. As suggested in
the Kerberos documentation, Kg should not be placed in the
public domain or with a public IP address, as it contains
confidential information about users/devices [70]. We assume
that the interaction between K¢ and Kj is secure and is not
susceptible to an internal/external attack. Another advantage
of using K¢ is that it can filter network traffic to prevent
attacks, such as Denial Of Service (DOS). Moreover, K¢
can hide the internal security architecture and can be easily
replaced by any third party authentication tools, without any
hindrance in the services that our system provides to the
user.

2) SECURE SESSION MAINTENANCE

As discussed above, we use the Kerberos (third-party authen-
tication tool) in the first phase, to mutually authenticate the
smartphone and smart lock. In the second phase, Alice uses
the fingerprint scanner in her smartphone to verify her legiti-
macy. A successful fingerprint verification triggers the TOTP
(Time based One Time Password) function to generate the
OTP (One Time Password). The parameters passed to the
TOTP function are the TGS session key and current time,
as shown below. In this, the TGS session key is obtained
from the previous step, generated by the ticket generating
server (TGS) in Kerberos.

OTP = f(TGS _session_key, current _time)
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We use the time-based OTP function to avoid replay
attacks. Typically the time-based OTP is valid only for
2-3 minutes, depending upon the algorithm. Also, Alice’s
smartphone and smart lock are time-synchronized using Net-
work Time Protocol (NTP), as it is a prerequisite for all
devices connected to the Kerberos server. Thus, there is no
inconsistency in the OTP generated by smartphone and smart
lock, as both devices use the same TGS session key obtained
in the first phase of the authentication process and time
as input to the TOTP function. A little delay in executing
TOTP function has no consequence and results in the same
output. To maintains secure session in multiple cycles of data
transfer, we append hash of session key and iteration number
at the end of every message. In OTP verification, we again
use session key to encrypt the OTP, so that, it can be ensured
that, the OTP came from legitimate user only. This makes the
communication secure between these two entities and also
maintain the session.

Algorithm 2 is a procedure for MFA using NFC read/write
mode. The authentication begins by invoking the MFAuth()
function. It calls the InitTransfer() function (discussed in
Algorithm 1), to initialize the NFC devices for transferring
data via the read/write mode. In MFA_NF(C(), the user sends
request to Kerberos for the authentication ticket (one-time
process in 24 hours, or as configured), and transfers the ticket
using the DataTransfer() method (Algorithm 1). Notice that
if the ticket size is more than the tag size, then the user device
may need multiple cycles to transfer the ticket to the target
device. The target device verifies the ticket and on success-
ful verification, it initiates the second phase by requesting
fingerprint verification from the user. If the fingerprint is
successfully verified by the user’s device, it generates an OPT
and transfers it to the target using DataTransfer(). Successful
OTP verification completes the authentication process.

C. SECURITY ANALYSIS

In the following, we analyse the security of the proposed
system, in detail. The idea is to explore the vulnerabilities
and robustness of the system against popular attacks.

1) MAN-IN-THE-MIDDLE (MITM) ATTACK

The proposed methodology uses two different communica-
tion channels. Firstly, communication via traditional network
takes place between the smartphone and Kerberos infras-
tructure for obtaining the authentication ticket. The design
principles of Kerberos makes it resilient to common attacks,
such as man-in-the-middle (MITM). In addition, we can use
any secure transport layer protocol to enhance the security of
the system.

The other channel used is the NFC technology, for com-
munication between smartphone and smart-lock. The com-
munication is facilitated using NFC read/write mode. The
use of NFC makes is resilient to MITM attacks as it is
difficult to intercept the communication without causing any
disturbance because the interceptor must be in close physical
proximity [71]. Although, MITM attack is difficult in our
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setup, but it is not impossible. Researchers have studied
this problem [72] and proposed cryptographic solutions such
as [72] for handling the same. In the proposed system, the ses-
sion key generated by the Kerberos server is used for encrypt-
ing all communications. As a result, it may be difficult for an
attacker to get any meaningful information by performing the
MITM attack.

2) DENIAL-OF-SERVICE (DoS) ATTACK

The denial-of-service attack can be initiated by using a high
power NFC reader/writer for causing disturbance in the com-
munication channel of the two NFC devices. Such attacks can
be prevented by using Faraday cage [73], which can block
unwanted magnetic waves generated by an adversary.

3) REPLAY OR IMPERSONATION ATTACK

In reply attack, an adversary tries to impersonate a legitimate
user by eavesdropping the communication channel to gain
access to the system. Due to the use of the NFC technology,
such attacks are difficult in the proposed system. However,
the problem is more significant for RFID communication.
In [73], authors successfully intercepted the RFID communi-
cation from a distance of 6.5 meters by eavesdropping, which
can be used by an adversary to modify the RFID tag to elicit
the Kerberos tickets and perform impersonation attack [74].
In our implementation, the above issue can be addressed by
using the security keys of the Kerberos server. Notice that,
even if an adversary steals the ticket exchanged between
Alice and smart lock, it cannot decrypt its content, as it is
encrypted by the private key known to the intended parties.
The ticket contains a session key generated by the Kerberos
server for facilitating mutual authentication of the devices
and for securing future communications between the two
parties. Thus, replay/impersonation attack can be difficult in
the proposed system.

4) SECURITY OF SMARTPHONE AND K¢/Ks

The security of the proposed system depends on the
security of the smartphone and the Kerberos system. The
smartphone performs various security operations, such as
encryption/decryption, scanning of finger-print, generating
OTP, and storing the private key. Thus it can be a potential
target for an attacker. However, in this paper, we do not
focus on the security of smartphones, which is mainly the
responsibility of the operating system and is currently one
of the major research areas [75]. In our implementation,
we assume that the smartphone performing the above oper-
ations is secure. Similarly, in our implementation, we assume
that the Kerberos server platform is secure against all internal
and external attacks.

5) SECURITY AGAINST SMARTPHONE THEFT

The proposed MFA technique uses smartphone as the key
but smartphone theft is nowadays is not uncommon. In case
of theft, an unauthorized user can pass the first step of
authentication by using a cached authorization ticket from
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Kerberos, which generally has a lifetime of 24 hours. But,
the second step requires the fingerprint biometric information
of an authentic user, which can not be faked.

VI. EXPERIMENTAL RESULTS

In the following section, we discuss the performance of
the proposed system. Our goal is to understand factors
such as delay incurred by the Kerberos server in generat-
ing ticket, network latency and overall delay required for
completing the proposed two-factor authentication. Also,
we analyse the resource requirements in the smartphones
for the implementation. In Table 1, we show the specifica-
tions of the tags used in our experiments. We implement
the Kerberos locally and use it to generate and retrieve
the authentication tickets. We conduct our experiments for
a week at 4 different times in a day. The results below
are the average of all the data collected from multiple
experiments.

TABLE 1. Specfication of NFC tags.

Tag Type Total Memory (bytes) | Usable Memory (bytes)
Typel 168 144
Type2 512 462
Type3 924 868

A. READ/WRITE DELAY

In the first set of experiments, we try to find the time a
smartphone requires for reading and writing on an NFC tag.
The idea is to select an NFC tag for implementing the smart
lock and also to reduce the overall authorization delay by
minimizing the communication time. Initially, we set the data
size as 100 bytes and calculate the time spent in transferring
of data in a single cycle. The results are shown in Fig. 7 and
Fig. 8 are an average of our experiment performed manu-
ally for 60 times in an indoor location. Referring to Fig. 7,
the smartphone take 4.256 ms in reading data from a Type3 or
NXP MIFARE Ultralight C tag with a standard deviation
of 0.99 ms and an upper limit of 6 ms. Similarly, Fig. 8 shows
that a smartphone takes 68 ms on average to write 100 bytes
of data on a Type3 tag.

10
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2 6l ]
&
Q
£
B 4r |
2 |- -
0 T T T
Typel Type2 Type3
Tag Types

FIGURE 7. Read Time in single cycle.
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FIGURE 8. Write Time in single cycle.

The next experiment calculates the time spent in reading
and writing data transferred in multiple cycles. For this,
we transfer data from 500 bytes to 2000 bytes. From the
previous experiment, we find that writing takes about 100 ms
and reading data takes only 10 ms. The results lead us to set
sleep and wake time of My to 10 ms and 100 ms and M14r
to 100 ms and 10 ms, respectively. Note that, this time also
includes time spent writing or reading data to or from the tag.

As shown in Fig. 9, Type3 tag takes minimum time for
transferring data from one NFC enabled device to another.
This is due to its fast read and write speed and also large
usable memory of 868 bytes, which limits the number
of cycles to transfer data. For transferring 2000 bytes of
data, Type3 tag needs only three cycles while Typel takes
14 cycles.

1,500 -

Il Il Il Il
500 1,000 1,500 2,000
Size of data (bytes)

FIGURE 9. Data transfer time in multiple cycles.

B. SUCCESS RATE

In this experiment, we try to find the success rate for both
reads and write operations on the tags. The success rate is
defined as the number of times the smartphone successfully
reads the content from the tag or writes data to it. The results
are shown in Fig. 10, are the average of our experiment
performed manually for 60 times. The goal is to choose
the tag with the highest success rate so that our smart lock
works smoothly. The success rate is little higher in an outdoor
location (97%) as compared to indoor location (94%) in
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FIGURE 10. Success Rate.

case of Type3 tag. The reason for the low success rate in
indoor location is due to the presence of various radio and
electromagnetic waves generated by smartphone, computer
systems and other electrical devices, causing interference to
the NFC communication.

C. DELAY OF AUTHENTICATION PROCESS

In the following experiments, we try to find the delay incurred
for fetching ticket from Kerberos server and the time required
for completion of authentication process of our proposed
MFA mechanism. The average time spent in acquiring the
authentication ticket from Kg via K¢ is 1.001 seconds with a
mean deviation of only 0.048 seconds, which also includes
network delay. For our experiment, we use the university
WiFi network with bandwidth 100 Mbps.

After acquiring the ticket from Kg, the next step is to
prepare authenticator ticket and transfer it to the smart lock
via NFC tag. For this purpose, the session key is used, which
is present in the ticket obtained from the K. The smartphone
first decrypts the ticket in order to get the session key and pre-
pare the authenticator ticket by encrypting it with the acquired
session key. The time spent for encryption and decryption of
ticket by the smartphone and the smart lock is given in Fig. 11.
The smartphone on an average takes 16 ms to encrypt and
15.85 ms to decrypt the ticket. Smart lock also performs
encryption/decryption and takes about 15.97 and 13.85 ms
on an average.

For the second phase of authentication, the smart lock
requires a TOTP which is a function of time and the session
key obtained from the previous step. The smartphone use the
fingerprint scanner that triggers the generation of OTP, and at
the same time, smart lock also generates the OPT, using same
session key. The fingerprint scanner takes about 0.2 seconds
to verify Alice’s fingerprint and triggers the OTP function.
The time spent for generation of OTP by smart -phone and
the smart lock is 2.71 and 3.50 ms respectively.

Finally, the proposed system works as follows. First, Alice
obtains an authorization ticket from the Kerberos server
(Section V-B1). After obtaining ticket and preparing autho-
rization ticket for the smart lock, data transfer takes place
between Alice’s smartphone and smart lock. Initially, both
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FIGURE 11. Encryption and Decryption time.

smartphone and smart lock NFC is switched on, and upon
collision, both switch off their NFC. In Fig. 12, this duration
is indicated as the Collision Zone. After the initial collision,
both device switch off their NFC and the smartphone switches
it ON again at time t = 0. It takes about 100 ms to write
the ticket and authenticator message on the tag and switches
OFF it’s NFC. At t = 100, smart lock switches ON its NFC
and read the content of tag which takes about 10 ms and
decryption takes around another 30 ms. At t = 140, smart
lock starts writing request for OTP as an acknowledgement of
the first step of authentication. Smartphone switches ON it’s
NFC at t = 240, read the request, use fingerprint scanner and
generate OTP and write it onto the tag. this whole exercise
takes about 360 ms. The smart lock then read the OTP at
t = 600 and upon successful verification, unlock the smart
lock. This whole process takes about 600 ms to unlock the
smart lock.

430 Generate 600
oTP
and write

Alice’s
Smart-phone  Collision
Zone

Fingerprint
Rea

Write Read

‘Write
Request
for
140 OTP 240 610

Read | Decrypt Read Time (ms)

"t" o 00 10

Smart Lock

FIGURE 12. Timing diagram for data transfer using passive NFC tag
between user and smart lock.

D. RESOURCE ANALYSIS

In this section, we discuss the resource consumption like
battery and CPU usage for the proposed implementation.
First, we consider the battery consumption of the smart lock
as the smart look keeps the NFC on for a prolonged period.
We keep NFC module of smart lock opened for about 6 hours.
Fig. 13 shows the battery consumption by various application
including NFC service. The figure shows that NFC services
took only 1.42% of the total battery. The typical current
consumption of NFC reader device is less than 100mA. So for
10 hours continuous operation with 80% battery efficiency of
a NFC reader device, we require 100mA *x 104 x (1/0.8) =
1250 mAh battery.
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FIGURE 13. Battery Consumption of smart lock.

We also analyse the battery and CPU temperature of the
smart lock to check if there is any heating effect when NFC
is switched on for a long period of time. Fig. 14 shows
that the battery temperature is nearly constant throughout
the experiment but the CPU temperature has variations. This
is because smartphone operating system runs various back-
ground services, which changes the CPU temperature. The
effect of NFC reading or writing does not have much effect
on the temperature.
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FIGURE 14. Battery and CPU temperature.

Fig. 15 shows that the CPU utilization shoots to
about 20-25% whenever NFC is used. Whenever there is
a collision between RF ways of both the devices involved,
we experience a spike in CPU utilization The decryption
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Time (min)

FIGURE 15. CPU consumption.
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algorithm and OTP generation also leads to these spikes in
the graph.

VII. CONCLUSION AND FUTURE WORK

In this paper, we investigate the use of NFC read/write
mode as a bi-directional communication channel in close
physical proximity. For demonstration, we implement a
multi-factor authentication system for accessing a smart-lock
via NFC enabled smartphone. The proposed system requires
two-factor authentication, for which the methodology uses
a third-party authenticator (Kerberos) and user’s fingerprint.
The paper explores the advantages of using NFC read/write
mode and address the challenges of implementing the MFA.
This includes, bi-directional communication between two
active NFC devices, session maintenance, and completing
the process in an acceptable time-frame with low energy
consumption. The proposed methodology can be extended
to any RFID system, as most RFID system supports the
read/write mode as its basic functionality. We evaluate the
security by analysing the different possible attacks on the
NFC system. Finally, our experimental evaluation shows that
the MFA takes about one second to acquire authentication
ticket from Kerberos and about 600 ms to unlock the smart-
lock. This is huge improvement from our previous work on
transferring data using NFC Read/Write mode. In that work,
the time complexity was high (experimental setup discussed
in Section IV-B) and the communication was unsecured,
resulting in non-applicability of the work. Our future work
includes the enhancement of user experience by minimizing
the sleep and wake time of the smart-phones to minimize the
overall time. We are also working on the problem of accessing
a single NFC tag via multiple NFC devices.
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