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Abstract: A threshold decryption scheme is a multi-party public key cryptosystem that allows
any sufficiently large subset of participants to decrypt a ciphertext, but disallows the decryption
otherwise. Many threshold cryptographic schemes have been proposed so far, but fairness is not
generally considered in this earlier work. In this paper, we present fair threshold decryption
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1 Introduction

A threshold decryption scheme is a multi-party public key
cryptosystem that allows any sufficiently large subset of
participants to decrypt a ciphertext, but disallows the
decryption otherwise. In a threshold decryption scheme, a
secret key is typically split into secret key shares for the
participants using a threshold secret sharing scheme. When
a sufficiently large subset of participants wants to decrypt a
ciphertext, each party computes a partially decrypted value
using its secret key share. Any party who collects
sufficiently many partially decrypted values can decrypt.

In this paper, we focus on fairness of threshold
decryption, which is not easy to achieve without a fully
trusted third party (TTP). In many scenarios, it is very
desirable that all participants in a threshold decryption
procedure should receive the correct decrypted plaintext
simultaneously, even when those participants are mutually
mistrustful. In a stand-alone setting, where valuable data is
encrypted, it is a security problem if some cheating
participants to the threshold decryption procedure can
recover the plaintext while the other participants cannot. In
a more complex setting, where the threshold decryption is
part of a larger secure multi-party protocol (e.g., Kissner
and Song, 2005), the security of the overall protocol may be
compromised unless ciphertexts can be decrypted with
fairness. Although we focus on threshold decryption in this
work, essentially, all of our methods hold for the case of
threshold signatures as well (this is also an important
primitive in many scenarios).

The previous threshold decryption schemes sometimes
include a party called combiner, who collects the decryption
shares and computes the plaintext. With respect to fairness,
combiner would need to be a TTP since it obtains the
plaintext earlier than others. However, TTP is typically
undesirable because all of the parties should totally trust it.
Alternatively, each party in the threshold decryption can
become a combiner by himself if he knows the combining
algorithm and all the decryption shares are exchanged
among the parties. In that case, however, unfairness occurs
when the first party who obtains all of the decryption shares

quits the protocol without sending his decryption share.
Even worse, a malicious party may obtain all decryption
shares exclusively by repeating decryptions without sending
his decryption share. Robust threshold decryption can be
helpful here, but it does not by itself yield fairness.

We employ semi-trusted third parties (STTP) and offline
STTP (OTTP).! The STTP is an additional participant that
follows the prescribed protocol correctly, while recording
all communication in an attempt to learn something more
about plaintexts (‘semi-honest’ or ‘honest-but-curious’
adversary). The STTP is an online participant, since it
connects to all the parties before the protocol starts, and
communicates with them during the protocol even when all
the parties are honest.

Our first solution uses a single STTP to achieve
fair threshold decryption. However, in practice, the
reconstructing parties may fail to agree on a mutually
satisfactory STTP. For example, imagine a situation
where the parties of organisation A trust only STTP «,
while the parties of organisation B trust only STTP (. To
cover this kind of situation, we give a second solution that
uses multiple ‘weak’ STTPs to achieve fair threshold
decryption. A ‘weak’ STTP works semi-honestly for
all the parties that trust it, but may work maliciously
for the other parties. We present fair threshold decryption
schemes for two natural variants of the multiple weak
STTPs setting.

Our third solution uses a single OTTP to achieve fair
threshold decryption. The OTTP is a semi-honest additional
participant that is not involved in the protocol unless one or
more of the reconstructing parties crashes or attempts to
cheat. The OTTP is an offline participant, since it does not
connect to any of the parties during normal protocol
execution. This kind of protocol is often called ‘optimistic’,
since troubles are resolved afterwards rather than prevented
beforehand.

For all of our solutions, no information leaks to the
sender about the decryption policy (i.e., encryption looks
like ordinary public key encryption). This has always been
an essential design principle for threshold cryptography, and
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it rules out simple approaches where the sender splits his
message and encrypts using multiple keys.

1.1 Related work

Many threshold cryptographic schemes have been proposed
so far (Desmedt and Frankel, 1989; Santis et al., 1994;
Gennaro et al., 1996, 2000, 2001, 2008; Shoup, 2000;
Fouque et al., 2000), but fairness is not generally considered
in this earlier work. Cleve (1986) showed the impossibility
of completely fair protocols without an honest majority for
arbitrary functions, but Gordon et al. (2008) reopened the
question for specific functions of interest. Particularly, if
t<n/3 where n is the total number of parties and ¢
is the number of corrupted parties, fairness for secure
multi-party computation (MPC) protocols can be achieved
without information-theoretic or computational assumptions
(Ben-Or et al., 1988; Chaum et al., 1988; Goldreich et al.,
1987; Goldreich, 2000). If n/3<t<n/2, a broadcast

channel is necessary to achieve fairness (Rabin and Ben-Or,
1989; Goldreich et al.,, 1987; Goldreich, 2000). Our
consideration is on the general case where ¢ can be any
value between 1 and n. The ‘gradual release’ paradigm can
give a relaxation of complete fairness that is useful in
many contexts (see e.g., Blum, 1983; Luby et al., 1983;
Ben-Or et al., 1990; Boneh and Naor, 2000; Boudot et al.,
2001; Pinkas, 2003; Garay et al., 2004, 2006). Online
semi-trusted parties have been used for fair exchange and
related functions (e.g., Franklin and Reiter, 1997; Zhou and
Gollmann, 1997; Cox et al., 1995). Offline semi-trusted
parties have been used for ‘optimistic’ fair exchange (e.g.,
Asokan et al., 1997, 2000; Bao et al., 1998; Zhou et al.,
2000; Boneh et al., 2003; Dodis and Reyzin , 2003; Dodis et
al., 2007) and two-party optimistic fair secure computation
(Cachin and Camenisch, 2000). Lindell (2008) considers a
related setting in which the offline semi-trusted party is
replaced with a legal infrastructure that respects digital
signatures. Lepinski et al. (2004) used physical assumptions
to realise fair secure function evaluation (SFE), which
includes fair MPC as a special case.

The rest of the paper is organised as follows. Section 2
gives some preliminary cryptographic background. We
present security models and definitions in Section 3. We
present fair threshold decryption with (online) STTP (both
strong and multiple weak) in Section 4 and optimistic fair
threshold decryption with OTTP in Section 5.

2 Cryptographic background

In this section, we briefly review the scenario of threshold
decryption and a threshold version of Hash-ElGamal
cryptosystem.

2.1 Threshold decryption

The scenario of (t+1,/) — threshold decryption is as
follows. There are a dealer, ¢ sharecholders who can
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participate in the decryption, and a combiner who actually
decrypts the ciphertext. The dealer initialises a public
key/secret key pair of the underlying non-threshold
cryptosystem and splits the secret key into ¢ secret key
shares. Each shareholder P, keeps the corresponding secret
key share s; privately. Anyone can encrypt a message by
the public key. When a group of ¢ +1 shareholders wants to
decrypt a ciphertext, each sharecholder computes a
partially decrypted value called decryption share by its
secret key share. Then, the combiner collects ¢+1
decryption shares and obtains the plaintext by the
combining algorithm. Throughout this paper, we use the
following notations:

e secret key share — denotes a piece of the secret key
shared by the secret sharing scheme

e decryption share — denotes a partially decrypted value
of a ciphertext by a secret key share

e reconstruction group — denotes a group of ¢+1 parties
participating in the decryption process.

2.2 Threshold version of Hash-ElGamal
cryptosystem

Throughout the paper, we use the threshold version of
Hash-ElGamal cryptosystem (ElGamal, 1985), which
allows us to focus on the main ideas of our schemes and the
security arguments introduced by the fairness.

Setup

Let G be a multiplicative group of large prime order ¢. Let

H be a Hash function from G
bitstrings. Let g be a generator of G.

to plaintext-length

Key generation

A dealer does the following:

1 chooses a secret key SK =z €, [1..¢—1] and computes
public key PK =g"

2 picks a random polynomial f(-) with degree t for
Shamir’s (1979) secret sharing scheme whose
coefficients are picked in [0..q—1] and f(0) ==

3 forall 1<4< /¢, computes secret key share
s; = f(i)mod g, verification key VK, = g%, sends s, to
party P, and publishes g, PK,{(i,VK,)} __ .

Encryption

To encrypt a message m,

one randomly chooses

r€g [1..g—1] and computes E(m) :(gr,mEBH(g”)).
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Threshold decryption

Let E(m)=(u,v), and let S c[1../] be a reconstruction
|S|=t+1. ieS,P,
T8,

% to the combiner. The combiner

group with For each sends its

decryption share w,; =g
computes ¢ = H (w-)AI where  {)\,} are the
€S ! ’ t)ieS

appropriate Lagrange coefficients:
. 1
[l'e" % _Hbesm'}mj'

Then the combiner computes v ® H ( " ) =m.

Robust threshold decryption

P, also sends to the combiner a zk-proof of equality of

discrete logarithms that disclog, (VKi):disclogg,. (w,).

The combiner rejects the decryption share from P, unless

this zk-proof is good.

This threshold decryption scheme is semantically secure
against a chosen plaintext attack if H is modelled as a
random oracle, and if the computational Diffie-Hellman
problem (CDH) is hard in G (where the chosen plaintext
attack is performed by an adversary that can see up to ¢
shares of the decryption key). The robust threshold
decryption scheme has similar security if (in addition) the
proof of equality of discrete logarithms is sound, complete
and zero knowledge.

3 Security models and definitions

In this section, we introduce members of our scenarios and
define fairness of threshold decryption.

3.1 Members and security models

The members of our fair threshold decryption scheme
consist of a dealer D,/ shareholders and additional

STTP.

o  Dealer. A dealer D initialises the scheme as in the
usual threshold decryption. If desired, a distributed key
generation protocol can replace this trusted dealer using
standard methods (e.g., Gennaro et al., 2007).

e  Shareholder. A shareholder is a legal member with a
secret key share who can participate in the decryption.
We assume that each shareholder works in a malicious
model. That is, it may arbitrarily deviate from a
specified protocol. It may refuse to participate in the
protocol or abort the protocol prematurely.

o Strong STTP. A strong STTP is an STTP trusted to
work semi-honestly by all the shareholders. Only one
strong STTP suffices in our fair threshold decryption
scheme.

o  Weak STTP. A weak STTP is an extended notion of
STTP which is trusted to work semi-honestly by some
of the shareholders but not trusted by other
shareholders. To all the shareholders who trust it, it
faithfully works in semi-honest model, while it can
work maliciously to other shareholders. We assume that
every weak STTP works semi-honestly to other weak
STTPs regardless of trust relationship between
shareholders and weak STTPs. In our schemes with
multiple weak STTPs, several weak STTPs work
together like one strong STTP.

o  Offline STTP (OTTP). An offline STTP is an STTP
trusted by all the shareholders but it does not attend the
protocol if all the shareholders behave honestly.

Every online (strong or weak) STTP has its secret key share
distributed privately during the key generation and can
compute its decryption share like a shareholder.

3.1.1 Communication model

We assume that every pair of participants has a private and
reliable communication channel connecting them. This
includes all combinations of shareholder-to-shareholder,
shareholder-to-STTP, and STTP-to-STTP communication.

3.2 Formal definition of fairness

We define fairness of (¢+1,¢)-threshold decryption as
follows.

Definition 1 (Fairness of threshold decryption): If any
shareholder P, decrypts a ciphertext, then there exists at

least one reconstruction group S with P €S and
| S|=t+1 such that all the shareholders of S can get the
plaintext.

In the above definition, fairness means that all the
shareholders of S can obtain the plaintext or no shareholder
can. Any shareholder out of S should not be able to decrypt
the ciphertext unless some shareholders of S send the
plaintext to it. This requirement is important for applications
in which the plaintext should be kept secret among the
participants (e.g., Kissner and Song, 2005).

Our definition of fairness implies that any fair threshold
decryption scheme should be robust against such an attack
whereby malicious shareholders initiate two or more
reconstruction protocols for the same ciphertext (e.g., with
disjoint subsets of honest shareholders), aborting so that no
honest shareholder succeeds in any single reconstruction
effort, while the malicious shareholders can decrypt by
combining honest decryption shares from all of the
reconstruction efforts.

When the number of corrupted shareholders is less than
(t+1)/2 (i.e., majority of any reconstruction group is
honest), fairness can be achieved by general results of fair
MPC (Ben-Or et al., 1988; Chaum et al., 1988; Goldreich et
al., 1987; Goldreich, 2000). We employ STTPs to cover the
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general case where up to ¢ shareholders are corrupted. The
following definition states fairness of threshold decryption
when STTPs are involved in.

Definition 2 (Fairness of threshold decryption with STTPs):
A threshold decryption with STTPs is fair if all the
shareholders achieve fairness in Definition 1 with the help
of STTPs, while no STTP can learn anything about the
decrypted message in polynomial time.

4 Fair threshold decryption with (online) STTP
4.1 Security notions

We formally define two security notions, STTP-assistance
and STTP-obliviousness by challenge-adversary games.
Informally, STTP-assistance means that if any one of
STTPs does not contribute its decryption share, no coalition
of shareholders can decrypt any ciphertext even
with the secret key shares of the other STTPs. And
STTP-obliviousness means that no STTP, even with ¢ secret
key shares of shareholders, can learn anything about
the decrypted message during polynomial number of
decryptions on any ciphertexts.

4.1.1 STTP-assistance

We say that a threshold scheme satisfies STTP-assistance if
any polynomially bounded adversary .4 cannot win the
following game with non-negligible probability. The game
proceeds between .4 and a challenger CH where there are
k STTPs:

1 CH runs setup and key generation algorithms taking a
security parameter. CH gives A the resulting
common parameters.

2 A receives all the secret key shares of ¢ shareholders
and k-1 secret key shares of the STTPs from CH.

3 A adaptively makes a polynomial number of queries to
CH on any messages. For each message M,CH

generates encryption C' of M and responds with C
and the corresponding decryption share of the
remaining STTP with zk-proof.

4 A selects two target messages (M,,M,). CH picks
one message M, by selecting a random bit b < {0,1}
and sends a ciphertext C; of M, to A.

5 Repeat Step 3.

6 A outputs b’ (and wins if b' =b).

4.1.2 STTP-obliviousness

We say that a threshold scheme with STTP satisfies
STTP-obliviousness if it satisfies any polynomially bounded
adversary 4 cannot win the following game with
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non-negligible probability. The game proceeds between A
and a challenger CH where there are k& STTPs:

1 CH runs setup and key generation algorithms taking a
security parameter. CH gives A the resulting
common parameters.

2 A is given all the secret key shares of & STTPs and ¢
secret key shares of shareholders.’

3 A adaptively makes a polynomial number of queries to
CH on (M,S) where sc[1../],| S|=t+1. For each
(M,S), CH generates encryption C' of M, and
responds with C' and the corresponding decryption

shares with zk-proofs following the protocol on behalf
of the shareholders of S.

4 Aselects two target messages (M, M,). CH picks
one message M, by selecting a random bit b < {0,1}
and sends a ciphertext C; of M, to A. CH simulates
executions of all the shareholders so that A can
participate in the decryption of C} on behalf of the
STTPs.

5 Repeat Step 3.
6 A outputs b’ (and wins if b' =b).

4.2 Strong STTP fair threshold Hash-ElGamal
4.2.1 Description

The main idea of this scheme is that the secret key is split
into ¢+1 secret key shares instead of ¢ secret key shares so
that a secret key share is assigned for the strong STTP.
However, we define the secret key share of the strong STTP
as a special one, thus even more than ¢+1 shareholders
cannot decrypt a ciphertext without the decryption share of
the strong STTP. The strong STTP can frigger the
decryption by sending its decryption share after the
shareholders of S exchange their decryption shares with
one another. This scenario is applicable to all schemes
which follow the general threshold decryption scenario.
Figure 1 shows this scenario graphically. The details of the
protocol are as follows.

Key generation

D chooses z,Rep[l.g—1], and computes PK =g,
VKgrrp = ¢". D picks an otherwise random degree t
polynomial f(-) with coefficients in [0..gq—1] such that
f(0)=(x—R)modg. Then for all i(1<i< /), D computes
s; = fimodq, VK;=g%, and sends s, to shareholder P.
D sends sgppp =R to the STTP. Lastly, D publishes

g,PKsVKSTTP’{(i’VKi )}19:5/, :
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Strong STTP fair threshold decryption
Let E(m)=(u,v), and let S c[1..£],| S|=t—1. The STTP
do not have to know (u,v) or S.

For each 4,55, P, sends w; =v* and a zk-proof that

3

disclog, (VK,) = disclog, (w;) to P;. If B succeeds in

verifying ¢+1 decryption shares (including her own),
then P, sends a (READY,S,(u,v)) signal to the STTP.

When the STTP receives consistent and well-formed
READY signals from at least ¢ +1 shareholders, the STTP

sends to each READY signaller wgppp =u*"™ and a zk-
proof that disclog, (VK gprp ) = disclog, (wgrrp). If P,
was a READY signaller, and if the STTP sent a

valid decryption share, then P, can now decrypt, since

g . A wh = .
g =Wsrrp Hz‘esw’ where A, Hbesw}b_i'

Non-threshold access structure

Instead of viewing this as a (t+1)-out-of-/ threshold
decryption scheme with ¢ shareholders (F,...,P,) and a

separate STTP, we can view it as a ‘non-threshold’ access
structure  with  ¢+1  shareholders (STTP,R,...,F,).

Specifically, the access structure I’ for successful
decryption is STTPAT,,,, where T, is the

(t+1)-out-of-¢ threshold access structure on (B,...,F,).

Strong STTP fair threshold decryption is possible whenever
this non-threshold access structure I’ can be realised.

Communication cost
Each shareholder’s communication cost is O(t) and the
total communication cost is O(tz) except the key

generation step. These costs are necessary for each
shareholder to collect decryption shares from ¢+1
shareholders.

Figure 1 Fair threshold decryption with one strong STTP
(see online version for colours)

Py Py =T Py

4.2.2 Security proof of strong-STTP version

Now we prove that the strong-STTP protocol satisfies
STTP-assistance, STTP-obliviousness, and fairness from the
CDH assumption.

Theorem 1 (STTP-assistance): Under the CDH assumption,
the strong-STTP protocol satisfies STTP-assistance in the
random oracle model.

Proof: Let us assume the existence of an adversary 4 able
to break STTP-assistance. We now describe that a
challenger CH can solve the CDH problem using the
adversary A with non-negligible probability. When starting
the STTP-assistance game, CH gets an instance of CDH

problem ( 9,9°, gy) whose goal is computing ¢*.

In Step 1, CH
with degree ¢. He simulates the strong-STTP protocol
with initialising PK =g¢*,s, = f(),...,s, = f({). Then,

sgprp 1s automatically chosen as sgppp =2 —f(0) but

chooses a random polynomial f(-)

CH knows neither = mnor sgypp. The verification
keys are easily computed by VK, =g¢",.,VK, =g",
VKsrrp = glr/gf(o) . CH
(PK,VE,,..VK,,VKgr7p) to A.

In Step 2, CH sends (s,...s,) to A. A cannot

distinguish these from a set of normal parameters because
all of them are valid.
In Step 3, for each query M of A,CH generates a

sends common parameters

ciphertext:
Ene(M) = (gT,M@H(g”))

where

rep[0.4-1]

and responds with Enc(M),wgrp =(VEgprp) with the

corresponding simulated zk-proof.
In Step 4, for given two messages M, M, from A,CH

picks one message M, by selecting a random bit b < {0,1}
and generates a dummy ciphertext:

Enc(Mb)z(gy,Mb @h)

where hep [0.g—1]. CH sends Enc(Mb) to A.
In Step 5, for every query M,CH works the same way
as in Step 3. Finally, A outputs b' such that Pr[b’=b] is

non-negligibly higher than 1/2.

The success probability of CH using A is analysed as
follows. Let @ be the set of queries which A has asked to
the random oracle during the execution, and the success
probability of A be Pr[A |=1/2+Adv, where Adv

is the non-negligible advantage of A.
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If A does not query g to the random oracle, M, ®h

in Enc(M,) is the same as the one-time pad whose key is

h. Since the one-time pad has perfect secrecy, no
adversary can guess b with probability higher than 1/2

(i.e., Pr[.A g% e Q} =1/ 2).

We can get Pr[g”y € Q] >2-Adv as follows:

Adv=Pr

success ]

=Pr

[A
4
+Pr[

success

g“’ € QJ Pr[g“’ ¢ Q]
oy <0} }

success

S%- r[gzy eQJ+1~Pr[gzy eQ]—%
S%- l—Pr[g”’ eQJ)+1-Pr[g”’ EQ:|—
Lo ed]

On the other hand, if A queries ¢* to the random
oracle, CH can solve the CDH problem with probability
1//Q| simply by returning a random element of @

(i.e., Pr[Amaw g e QJ >1/|Q |)-

Now, we can compute a lower bound of CH’s success
probability:

Pr(CHyyess) 2 Pr[ 97 € Q Pt Ay,
>2-Adv| Q).

5|97 € Q}

|@| is polynomially bounded in the security parameter

because the running time of A is polynomially bounded.
Therefore, the success probability of CH is non-negligible,
which contradicts CDH assumption. [

Theorem 2 (STTP-obliviousness): Under the CDH
assumption, the strong-STTP protocol satisfies STTP-
obliviousness in the random oracle model.

Proof: The proof is similar to that of Theorem 1
except simulation setup. In Step 1, CH chooses random
sgrrp €[1.q—1]. CH simulates verification
keyS VK] = gsl ,...,VK g VKSTTP =g Ssrrr
ie[t+1..0], CH simulates:

VE, (e )1/ "

VEN VK VK gprp

815yt

For each

CH sends common parameters:

(PK,VK,,...VK,.VKgrrp)

to A. In Step 2, CH sends t secret key shares (s,...,s;)

and sgrrp to A.
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Then, since the arguments of Theorem 1 hold in the same
way, no adversary can obtain non-negligible advantage from
the above game if the CDH problem is hard. That leads to
STTP obliviousness under the CDH assumption in the
random oracle model.

Theorem 3 (Fairness): The strong-STTP protocol satisfies
fairness of threshold decryption with STTP in Definition 2.

Proof: By Theorem 1, no t shareholders can succeed in
decryption without following the protocol until the STTPs
sending its decryption share. The STTP contributes its
decryption share only after all the shareholders of S
exchange their decryption shares with one another. Since
the STTP sends its share to the sharcholders at the same
time, it guarantees that they can get the decrypted message
simultaneously. From this and Theorem 2, the strong-STTP
protocol satisfies the fairness with STTP in Definition 2. [

4.3  Multiple-weak STTP fair threshold
Hash-ElGamal

4.3.1 Description

When all the shareholders cannot agree on a mutually
satisfactory STTP, they can make use of several weak
STTPs instead of one strong STTP. The members of this
scenario are a dealer D,/ shareholders and & weak STTPs.
We assume that each shareholder trusts at least one weak
STTP. Moreover, we assume that any subset of less than
t+1 shareholders has at least one common trustworthy
weak STTP, which we call the technical covering condition.

The reliability between weak STTPs and all the
shareholders is public. Let S be a reconstruction group of
t+1 shareholders that collaboratively want to decrypt the
ciphertext. Before introducing our scheme, we formally
define the technical covering condition as follows.

Definition 3: (Technical covering condition) Given a
reconstruction group S with |S|=¢+1, and k£ weak

STTPs, let T, —[1..k] be the subset of indices of the weak
STTPs that P, trusts (i.e., P’s trustworthy weak STTPs),
and let U; =[1..k]—T; be that of the weak STTPs that P, do

not trust (i.e., P’s untrustworthy weak STTPs). For any

subset F c[l..0] with |F[<t, if N,.p7; is non-empty,
then we say the technical covering condition is satisfied.

Table 1 and Figure 2 show an example relationship between
weak STTPs and shareholders with ¢ =2 satisfying the
technical covering condition. All the shareholders cannot
agree on a common STTP but every combination of two
shareholders trusts at least one of the weak STTPs together.
Once we assume that the technical covering condition is
satisfied, we can use the following scheme for fair threshold

decryption. In this scenario, each shareholder P, of §

collects the decryption shares of U; (his untrustworthy
weak STTPs) so that it can proceed to the threshold
decryption without doubting them. Then, all the
shareholders of S exchange their decryption shares with
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one another and send READY signals to all the weak
STTPs. When each weak STTP receives READY signals
from all the shareholders of S, it sends its own READY
signals to all other weak STTPs. When each weak STTP
receives READY signals from all the remaining weak
STTPs, it triggers the decryption by sending its decryption
share to the shareholders who trust it. Figure 3 shows this
scenario graphically. The details of the protocol are as
follows.

Table 1 Trust table
Shareholder Trustworthy STTP Untrustworthy STTP
B STTR,STTP, STTP,
P STTP,STTP, STTP,
P, STTP,STTP, STTP,
P, STTP,,STTP, STTR

Figure 2 Relation graph (see online version for colours)

STTP, STTP, STTP,

Py B Py P,

Figure 3 An example of fair threshold decryption with weak
STTPs under the trust table in Figure 2, where a

reconstruction group is B, P, P, and k=3
(see online version for colours)

..... > p— o

STTPl e STﬂ’l . STTP3 - (2 UnMStwo@y share
-------- + (HREADY signal

[4h] CSTTPl 4] cSﬂ'Pl n cST'IP3 ——3 (5) Trustworthy share

&) ¥V ees

@) Vejes

i M A

@ Vees

Note: Dotted line indicates that each STTP sends its
decryption share to the shareholders who do not
trust it in Step 1, and solid line indicates that each
STTP sends it to the shareholders who trust it in
Step 4.

Key generation

D chooses random z,R,,..., R, €[l.g—1], and computes

PK =g", VKgrrp :gR‘,...,VKSTT& =g D picks an

otherwise  random degree ¢  polynomial  f()

with coefficients in [0..q-1] such that

k
f(O)Z(w—Zi:IRi)modq. Then for all 4,1<i<¢,D

computes s, = f(i)modg, VK, =g" and sends s; to F,.

3

Then for all j,1<j<k,D sends S§TTP, =R; to STTP,.
Lastly, D publishes:

gaPK’{(ijKSTTP] )} ’{(i’VKi )}1<z‘sz :

1< <k <

Multiple-weak STTP fair threshold decryption
Let E(m)=(u,v), and let S c[1..0],| S|=t+1. Let T, and

3
U, be the same as those of Definition 3.1. We assume that

the technical covering condition is satisfied. We assume that

the STTPs know (u,v),S and {T;} .

1  Forevery je[l.k], and for every 7 €[1../] such that

J€U;,STTP; sends Wsrrp, = u anda zk-proof that
disclog, (VKsyrp ) =disclog, (wsyrp ) to B

2 Each P, checks the decryption shares it received from

(2

U, (its untrustworthy weak STTPs) and it halts if any is

bad. Otherwise, P, sends w; = u" and a zk-proof that
disclog, (VK,) = disclog, (w;) to every shareholder
in S. When P, receives good decryption shares from

all the other shareholders in S, then P, sends a
READY signal to all the STTPs.

3 Each STTP waits for READY signals from all the
shareholders in S, and then sends its own READY
signal to all the other STTPs. Each STTP goes on to the

next step after receiving READY signals from all the
other STTPs.

4  Forevery je[l.k], and for every ¢ €[1../] such that

€T;,STTP; sends Wgprp, and a zk-proof that

disclog, (VKsyrp ) = disclog, (wsyrp ) to B

5 Each P, can now decrypt, since

1T, Tt
1<j<k - STTE, ies
1

where :HbeS\{i}E'
Non-threshold access structure
Instead of viewing this as a (¢+1)-out-of-¢ threshold

decryption scheme with ¢ shareholders (7,,...,P,) and k
separate STTPs (STTR,..,STTP,), we can view it as a

non-threshold access structure with ¢+k shareholders
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(STTR,...STTB,,B,...P,). Specifically, the access

structure I’ for successful
(STTPI A ASTTH, ) Al 10

(t+1)-out-of-¢ threshold access structure on {F,...,P,}.

decryption is

where [, is the

Multiple-weak STTP fair threshold decryption is possible
whenever this non-threshold access structure I'' can be
realised.

Communication cost
Each shareholder’s communication cost is O(t+ k) and the

total communication cost is O ( (t+k)? )

4.3.2 Security proof of multiple weak-STTP versions

Now we prove that the multiple weak-STTP protocol
satisfies STTP-assistance, STTP-obliviousness, and fairness
from the CDH assumption.

Theorem 4 (STTP-assistance): Under the CDH assumption,
the multiple weak-STTP protocol satisfies STTP-assistance
in the random oracle model.

Proof: This proof is a simple extension of Theorem 1. CH
gets an instance of CDH problem ( 7,9, gy) whose goal is

computing ¢*¥. Without loss of generality, we assume that
puting g g Y

the secret share of kth weak STTP is not given to CH.

In Step 1, CH chooses random R,,...R, ; €[l.g—1],
f() with degree t. He

weak-STTP  protocol  with

8 = f(D),....s, :f(ﬂ),sSTTPJ =R,

for 1<j<k-1. Then, sgppp is automatically chosen

and a random polynomial
simulates the multiple

initialising PK = ¢",

k-1
as sgppp, =2~ f(0)- Z 1 R, but CH knows neither
i=
T MOT Sgprp - The verification keys are easily computed by
VK, = g7 e VK, = g ’VKSTTR = gRl ""’VKSTTIJk,l - ng—l ,

VK grrp - CH sends common parameters

__g
ON R *
g H]szﬁl&ly '

(PK,VK,,...VK,,VKgr7p) to A.
In Step 2, CH sends (sl,...,sg,sSTTE,...,sSTTPH) to A.

A cannot distinguish these from a set of normal parameters
because all of them are valid.

Then, the remaining steps are simulated as in the proof
of Theorem 1 and the STTP-assistance is derived easily. [

Theorem 5 (STTP-obliviousness): Under the CDH
assumption, the multiple weak-STTP protocol satisfies
STTP-obliviousness in the random oracle model.

Proof: This proof is also a simple extension of
Theorem 2. In Step 1, CH chooses random s,...,s,,

Sgrrp >+ Ssrrp, €[1.¢—1]. The verification keys of these
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secret key shares are computed by VK, =g% and

VEKsrrp, =¢"™™  respectively. CH does not know

8.1»--»S, but he can simulate their verification keys by

VK. :( PK

/A
—_— for t+1<i</¢. CH sends
VEN . VEY VEgprp

common parameters (PK, VK,,..,VK,,VKsrrp ,...,VKSTTTM_)

to A. In Step 2, CH sends (sl,...,st,sSTTPl,...,sSTTPk) to

A. Then, the STTP-oblivious is derived as in Theorem 2. []

Theorem 6 (Fairness): The weak-STTP protocol satisfies
fairness of threshold decryption with STTP in Definition 2.

Proof: From the technical covering condition, there exists a
weak STTP, S TTP;, which ¢ shareholders trust together.

Then, all the arguments in Theorem 3 hold similarly and the
proof of the fairness in Definition 2 is straightforward. [J

4.3.3 A Variant avoiding the technical covering
condition

In the previous multiple-weak STTP fair threshold
decryption, the reliability graph between shareholders and
weak STTPs should satisfy the technical covering condition
to prevent malicious shareholders from receiving all the
decryption shares of the group in Step 1, where the
shareholders get decryption shares of his untrustworthy
STTPs. However, as the threshold ¢, the number of
shareholders ¢, and the number of weak STTPs k are
increasing, the reliability graph is more and more difficult to
satisfy the technical covering condition. For example, for
any two shareholders F, and P;, if T, =U; and T; =U,,

then 7.NT;=¢ and the technical covering condition

cannot be satisfied regardless of the reliability between
other shareholders and weak STTPs.

We present a multiple-weak STTP fair threshold
Hash-ElGamal which works correctly even if the reliability
graph does not satisfy the technical covering condition. In
this protocol, each weak STTP sends different decryption
shares to the shareholders so that any coalition of t
shareholders cannot collect all the decryption shares of
weak STTPs until they send RFEADY signals. If the
reliability graph satisfies the technical covering condition,
we do not have to use this protocol since it requires O(¥)

storage for each weak STTP while the previous one requires
O(1). We assume that every shareholder trusts at least one

STTP and the reliability graph does not have to satisfy the
technical covering condition.

Key generation
D chooses random T, R, Ry 1y, By 2y e B gy €11¢ =21,

and computes:
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k-1
Rigy=R-). i1 )
hat R=Y"" R, f e[1..0], and
so that —Zj=1 . forevery ie[l./], and computes

D picks an

polynomial  f(-) with
coefficients in [0.g—1] such that f(0)=(z—-R)modg.
Then for all 4,1<¢</(,D s; = f(i)mod g,
VK, =¢%, and sends s; to shareholder P,. Then for all
(i,7) €[1..£]1x[1..k],D sends SSTTR, =R, to STTP,
Lastly, D publishes g, PK,

{(i’ VK; )}157151’, ’

z R,
PK =g, {VKSTTPM —g m}

otherwise random degree ¢

I<i<l 1< j<k

computes

{VKSTTPM> }

I<i<h,1<j<k

Multiple-weak STTP fair threshold decryption
(variant)

Let E(m)=(u,v), and let S c[1../], |S|=t+1. For each
ie S, let T, c[1..k] be the subset of indices of the weak
STTPs that P, trusts, and let U, =[1..k]-1T; be that of the
weak STTPs that P, does not trust. We assume that the

STTPs know (u,v),S and {T;},_.

1 Forevery je[l.k], and for every P, € S such that

J€U;,STTP; sends w and a zk-proof that

Ry
STTE, ;=u
disclog, (VKSTTF;W ) =disclog, (wSTTP“’]) ) to P.

2 Each P checks the decryption shares it received

13

from U, (the STTPs it does not trust), and halts if

any is bad. Otherwise, P, sends w; =u" and a

zk-proof that disclog, (VK ) = disclog, (w,) to every
shareholder in S. When P, receives good decryption

shares from all the other shareholders in .S, then P,
sendsa READY signal to all the STTPs.
3 Each STTP waits for READY signals from all the

shareholders of S, and then sends its own READY

signal to all the other STTPs. Each STTP goes on to the
next step after receiving READY signals from all the
other STTPs.

4 Forevery je[l.k], and for every P, € S such that
eT;,STTP; sends WsrTR, and a zk-proof that
dl‘sc lOg(] (VKSTTP/ ) = dZSC logu (wSTTP([YJ) ) to _P7

5 Each P, can now decrypt the ciphertext by combining
the decryption shares:

re o A
g = H WsTTR, ) le

1<j<k ieS

@

where A, = HbeS\{i}E'

Multiple-weak STTP fair threshold security (variant)

For brevity, we give a proof sketch of security and fairness,
which helps to convey some intuition behind our protocol.
(Sketch) Let F' be a coalition of at most ¢ cheating
shareholders. This coalition of dishonest shareholders
cannot decrypt any ciphertext unless they collect

{wSTTPM} for some ¢ from all the weak STTPs.

1<j<k

Since each of cheating shareholder P, receives WsTTR,

from each STTP; he does not trust (i.e., jeU;) in Step 1
and there is at least one weak STTP which P, trusts, he

cannot collect {wSTTH’ ,)} by himself until Step 3 even

1<j<k
when he repetitively initialises and aborts the protocol.
Since the shareholders of F' have distinct ¢ values, they

cannot collect {wSTTP( )} for any 1<¢</ even
]

1<j<k

together. Thus, if any shareholder of F decrypts, that
implies the protocol proceeds to Step 4 in which the
shareholders of S receive the decryption shares of weak
STTPs they trust. This implies each shareholder of some
reconstruction group S has ¢ decryption shares of the
shareholders and decryption shares of weak STTPs he does
not trust. Since each weak STTP sends his decryption share
to the shareholders who trust him, every shareholder can
collect enough decryption shares to decrypt and the fairness
holds.

5 Optimistic fair threshold decryption
5.1 Security notions

Our notion of optimistic fair threshold decryption uses an
OTTP which is semi-honest but not attending the protocol if
all the shareholders behave honestly. We do not require
optimistic protocols to satisfy STTP-assistance because any
t+1 honest shareholders can decrypt the ciphertext without
OTTP. We use the following security notions for optimistic
fair threshold decryption.

5.1.1 Security for threshold decryption

Informally, a (t+1)-threshold decryption scheme is secure
if t number of shareholders cannot decrypt any ciphertext.
Formally, we say that a threshold scheme is semantically
secure if any polynomially bounded adversary A cannot
win the following game with non-negligible probability.
The game proceeds between A and CH :

1  CH runs setup and key generation algorithms taking a
security parameter. CH gives A the resulting
common parameters and t secret key shares.
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2 A adaptively makes a polynomial number of queries to
CH on (M,S) where S c[1..0],| S|=t+1. For each

(M,S), CH generates encryption C' of M and

responds with C' and the messages each shareholder
sends in the execution of optimistic decryption on
(C,9).

3 A adaptively queries for OTTPs responses to CH.

4 A selects two target messages (M, M,). CH picks
one message M, by selecting a random bit b < {0,1}
and sends a ciphertext C, of M, to A. CH also
sends to A4 all the intermediate information except
decryption shares.

5 Repeat Step 2.
6 A outputs b’ (and wins if b =b).

5.1.2 OTTP obliviousness

We say that a threshold scheme is OTTP-oblivious if
any polynomially bounded adversary .4 cannot win the
following game with non-negligible probability. The game
proceeds between A and CH :

1 CH runs setup and key generation algorithms taking a
security parameter. CH gives A the resulting
common parameters and OTTPs secret key.

2 A adaptively makes a polynomial number of queries to
CH on (M,S) where S c[1..4],| S|=t+1. For each
(M,S), CH generates encryption C' of M and

responds with C' and the messages each shareholder
sends in the execution of optimistic decryption on

(C,9).

3 A selects two target messages (M,,M,). CH picks
one message M, by selecting a random bit b < {0,1}
and sends a ciphertext C, of M, to A. A participates

in a decryption protocol on (C},S) on behalf of the
OTTP.

4  Repeat Step 2.
5 Aoutputs b’ (and wins if b' =b).

5.2 Optimistic fair threshold Hash-ElGamal
5.2.1 Description

The main idea of this protocol is that all the shareholders of
S exchange the promises of decryption shares before they
exchange the decryption shares. A promise of decryption
share is an encrypted value containing partial information of
the decryption share using OTTPs public key. It assures the
receiver that he can obtain the decryption shares with the
help of OTTP. Thus, once each shareholder receives all the
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promises, it can obtain all the decryption shares even when
some shareholders behave maliciously.

In this protocol, the OTTP does not respond to any
query before all the promises are exchanged. To guarantee
this, each shareholder sends its signed READY signal to
all the other shareholders of S, so that only shareholders
who receive all the signed READY signals can query to
the OTTP in order to get the decryption shares that they
have not received. The OTTP accepts only queries enclosed
with all the signed READY signals of S. (We can regard it
as OTTPs decryption policy.) Once the OTTP receives a
query with the signed READY signals, it can be assured
that the shareholders of S already received all the promises
of S. At this moment, the OTTP sends all the signed
READY signals to the other shareholders of S. It
guarantees that the shareholders have the right to query to
the OTTP.

One main tool is verifiable encryption, which allows
someone to prove that an encrypted value is the
discrete logarithm of an unencrypted value (with respect
to an unencrypted base). Let ENC be a public key
encryption scheme that supports verifiable encryption as in
Camenisch-Shoup (Camenisch and Shoup, 2003). The
details of the protocol are as follows.

Key generation
A dealer initialises common parameters of ordinary
threshold Hash-ElGamal as in Section 2.2. OTTP creates a

Optimistic fair threshold decryption

Let E(m)=(u,v), Sc[l..],|S|=t+1. We assume that all

of the shareholders agree on the session information inf
which includes S, E(m).

1 InRoundl, forevery i,5€5:

a b, sends the following promise to P; (unfair,

blinded, partially signed); (aza@;,inf,g”“’ ,
ENCOTTP( iSi )aai,PTOOf(disc 10gy (VKfl)

=8;s,)), where o;3; € [1.¢—1] chosen
by P, and o, is the signature by P, of

3 K3

(inf, 9"  ENCyrrp (Bis; )) The disclog proof is

Camenisch-Shoup style on the verifiably encrypted
value (;s;.

b P; checks if the promise from F; is valid:

well-formed, well-signed, well-blinded, disclog

proof.
¢ If P, receives t+1 valid promises of S (including

its own), P, proceeds to Round 2.
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2 InRound 2, forevery i€ S:
a P sends (READY ,inf) and its signature to the

3

other shareholders in S.
b If P, receives t+1 signed (READY ,inf) signals

of § (including its own) from S or (possibly)
OTTP, P, proceeds to Round 3.

3 InRound 3, forevery i€ S':

a P sends to the other sharcholders in S':

(grs’ , proof(dz'sclogg,. (g”' ) =disclog, (VK; )))

Here, the proof is an ordinary zk-proof for equality

of discrete logs.
b If P receives t+1 good decryption shares

(including its own), then P, decrypts as in ordinary

(robust) threshold decryption, and halts. Otherwise,
P, proceeds to Round 4.

4 InRound4, forevery 1€ S':
a Let S be the subset of S which did not send P. a

good decryption share in Round 3.
b P, sends OTTP all the signed (READY ,inf)

3

signals of S, and the partially signed promise
(inf, 9" ENCyprp ( 8 ),aj) from every
shareholder j in S.

¢ OTTP checks all the signed (READY ,inf) signals
of S and all the signed part of promises of S.If
any of them is invalid, OTTP rejects the query.

d Ifitis the first query of the session inf, OTTP
sends all the signed (READY ,inf) signals of S
to all the shareholders of S to finish their waiting
in Round 2.

e OTTP notifies each P, in S that P. asks OTTP

J ?
so that P; does not wait for F,’s decryption share

in Round 3.

£ OTTP decrypts all the (ENCorrp (8;5,)). o
je

g OTTP computes and sends to P, all the

3
[(gr/a] )ﬂm J .
jeg

B:s
h P now unbinds all the ((g”“v) j . using all
jes

?

the (aj,ﬁ]-)_ .. P, can obtain the plaintext as in
jes ’

ordinary threshold decryption, and halts.

Remark 1: The promises of Step 1 are ‘blinded’ so that
the OTTP cannot compute any decryption share even
if it responds to a number of queries. In the blinded
promises, we use two random numbers ¢;,3; to hide

the secret key shares and the decryption shares from
the OTTP. Any shareholder, who receives a blinded

r

promise, can verify its validity by checking ( g )QL =g
and proof(disclogg (VKfL ) = 251)

Remark 2: This protocol does not satisfy a useful property
timely termination (Asokan et al., 2000) with which a
shareholder can leave the protocol immediately in a fair
manner without waiting for the responses of other
shareholders. For instance, let’s consider the following case

in which a shareholder P, is in Round 2, and the other

shareholders in Round 3 do not send their decryption shares
for a long-time. In this case, P, can neither go to Round 3

1
since he has not collected all the signed READY signals,
nor leave the protocol since the other sharcholders will
succeed in decryption by querying the OTTP. Nevertheless,
this protocol is fair since P, can succeed in decryption
whenever another shareholder succeeds in decryption if he
has not leaved the protocol. We can modify this protocol so
that timely termination is satisfied. For space constraints,

this variant will be presented in the full version.

Communication cost
Each shareholder’s communication cost is O(t) and the

total communication cost is O (t2 )

5.2.2 Security proof of OTTP version

Theorem 7: (Security for threshold decryption) Under the
CDH assumption, unforgeability of the signature scheme
and the security of verifiable encryption, the above
optimistic protocol is a semantically secure threshold
decryption protocol in the random oracle model.

Proof: The proof is very similar with the proof for
Theorem 2. Assume that A able to break security for
threshold decryption. Using this adversary A, we can build
an algorithm to solve the CDH problem with non-negligible

probability: Given an instance of CDH problem ( a.9",9" ),

the algorithm computes ¢*. CH initialises PK =g",
and VK, =¢",.,VK,=¢". For

1\
) . CH

(SKorrps PKoprp). A s
public parameters (PK,VK,,..,VK,,PKypyp) and t

secret key shares (s,...s;). In Step 2, for each query
(M,S) of A,CH

S15..>8 €p [0.g—1],

each ie[t+1..], CH sets VKiz(%
VKN VKN

also  generates given

responds with ¢+1 decryption

shares {w]-:(VKj)T} . He also computes ¢+1

jes
promises with the simulated signatures o; and zk-proofs
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proof(disclogg (VKfL :@'Si))- In Step 4, for given two
messages M, M, from A,CH picks one message M, and

sends a dummy ciphertext Enc(Mb). CH also simulates

promises, signatures and zk-proofs. Under the
unforgeability of the signature scheme, A’s query to the
OTTP on input created by .4 cannot pass the validity test of
the input. Moreover, under the security of verifiable
encryption, no information is revealed from the promises in
Round 1. READY signals in Round 2 do not contain any
information about the plaintext. Thus, similar to Theorem 2,
A can win the game in polynomial time with

non-negligible probability only by querying ¢" to the
random oracle, which contradicts to the CDH assumption. [J

Theorem 8 (OTTP-obliviousness): Under the CDH
assumption, the optimistic fair threshold satisfies
OTTP-obliviousness.

Proof: The proof is the same as the proof for Theorem 7
except: A is given SKOTTP instead of t secret shares. Still,
it is clear that unless «,,(;, are given, A cannot learn

anything about s, from the partially signed promises. Thus,

the only way to win the game is to make a query on ¢".
Again, it contradicts to the CDH assumption. []

Theorem 9 (Fairness): Under the CDH assumption,
unforgeability of the signature scheme, security of the
verifiable encryption, the optimistic protocol satisfies
fairness of threshold decryption with OTTP in Definition 2.

Proof: Let F be a coalition of at most ¢ cheating
shareholders. All the information which F can receive
comes from the promises in Round 1, the READY signals
in Round 2, and the decryption shares in Round 3. Since
READY signals have nothing to do with any secret
information, we only need to consider promises and
decryption shares.

Claim 1: If F decrypts the ciphertext without querying to
the OTTP, all the honest shareholders of S can decrypt it
too.

If F does not receive decryption shares from the
shareholders in Round 3, F' fails to decrypt by Theorem 7.

Otherwise, there exists at least one honest shareholder P, in

Round 3 who sends its decryption share to F. In Rounds 1

and 2, P received all the promises and the signed

READY signals of S. It implies that P, can obtain all the

decryption shares with the help of the OTTP whenever it
wants. Furthermore, from the signed READY signals

which P, received, it is obvious that all the honest

shareholders had received all the promises in Round 1 and
proceeded to (at least) Round 2. When P, queries to the

OTTP, all the honest shareholders in Round 2 can proceed
to Round 3 due to the signed READY signals from the
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OTTP. Then, all the honest sharcholders of S can decrypt
the ciphertext with the help of the OTTP and Claim 1 holds.

Claim 2: If F decrypts the ciphertext by querying to the
OTTP, all the honest shareholders of .S can decrypt it too.

F' can query to the OTTP only when he has all the signed
READY signals. It implies that all the shareholders of S
have sent their signed READY signals to F. It also
implies that all the honest shareholders had received all the
promises in Round 1 and proceeded to Round 2. Thus,
whenever F queries to the OTTP, all the honest
shareholders can proceed to Round 3 by receiving the
signed READY signals which the OTTP sends. Then, all
the honest shareholders of S can query to the OTTP and
Claim 2 holds.

By both claims, F cannot cause any unfairness
whatever they do. Thus, the OTTP protocol satisfies the
fairness of Definition 1.

6 Conclusions

In this paper, we formally define the notion of fairness in
threshold decryption and present various fair threshold
decryption schemes to address realistic trust scenarios.
When a strong-STTP is available, one strong-STTP suffices
to achieve fairness, while multiple weak-STTPs are required
in weaker trustful situations. We also propose optimistic fair
threshold decryption scheme where no STTP attend the
protocol when all the shareholders behave honestly. All our
schemes are provably secure under CDH assumption in the
random oracle model.

Although we describe our schemes using a simple
hashed version of ElGamal encryption, our methods
generalise to other threshold decryption schemes and
threshold signature schemes as well. We expect that our
ideas are applicable to other fair computational problems
too.
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Notes
1 Some previous work in fair exchange used the term ‘OTTP’ 2 This can be regarded as a passive col_lusion among the STT_PS
to indicate offline third party which is fully-trusted rather than and ¢ shareholders where the colluding sharcholders provide

semi-trusted. the STTPs with their secret key shares.



