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ABSTRACT In many studies related to watermarking, spatial-domain methods have a relatively low

information-hiding capacity and limited robustness, and transform-domain methods are not applicable in

real-time processes because of their considerably high computational time. In this paper, we propose a novel

watermarking method based on a discrete cosine transform (DCT), which guarantees robustness and low

computational complexity. First, we calculated the DCT coefficient of a specific location. Then, a variation

value was calculated according to the embedding bits and quantization steps to modify the coefficient.

Last, we embedded watermark bits by directly modifying the pixel values without full-frame DCT. Tests

comparing invisibility, robustness, and computational time were conducted for determining the feasibility

of the proposed method. The results showed that the proposed method had the faster and the more robust

performance than previous studies.

INDEX TERMS Watermarking, DCT specific location, discrete cosine transform, real-time watermarking.

I. INTRODUCTION

With the rapid development of the Internet, the dissemination

and transmission of digital multimedia has become more

convenient, leading to an increase in concerns related to

piracy. Therefore, it is very urgent to protect the copyrights of

multimedia content. A number of studies on various aspects

of information protection, such as steganography [1], copy

detection [2]–[5], and digital watermarking [6]–[13], have

been proposed in the past two decades [13]. In particular,

digital watermarking has played an irreplaceable role in infor-

mation security as an important part of copyright protection

and has become a necessary technique in many applications

such as broadcast monitoring and ownership identification.

According to the type of host data, watermarking methods

are classified as image watermarking [13], video water-

marking [7], [14], text watermarking [15], and audio water-

marking [16]. Among them, many video watermarking and

image watermarking techniques have been directly applied

to video sequences because a video sequence consists of a

series of continuous still images. Therefore, video water-

marking methods are sometimes regarded as an extension of

the watermarking of still images. The image watermarking
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methods are roughly classified into two types: spatial-domain

watermarking [12], [13] and transform-domain watermark-

ing [7], [9], [10]. Spatial-domain watermarking embeds a

watermark bit by directly modifying the pixel values of the

embedding channel of a host image or a video frame. In gen-

eral, such a watermarking method can be further classified

as a least significant bit (LSB)-based method, block-based

method, statistical method, or a feature point-based method.

All of these methods are very simple and efficient in terms

of computation because the watermark is directly embedded

into a frame without a transform. However, they have a rela-

tively low information-hiding capacity and low robustness to

simple signal processing operations that have no intention of

attacking awatermark [17]. Transform-domainwatermarking

methods convert a host image or a video frame into a new

domain before embedding the watermark. This is achieved

by utilizing the most commonly used transform in image pro-

cessing, such as a discrete Fourier transform (DFT), discrete

wavelet transform (DWT), or a discrete cosine transform

(DCT). Each transform has its own characteristics for repre-

senting a frame in different ways. In the embedding process,

the coefficients of the transform domain are modified accord-

ing to the watermark bit and the embedding parameters. Then,

each inverse transform applied on themodified coefficients to

generate a watermarked frame. These types of watermarking
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methods generally provide more robustness, stability, and

imperceptibility than the spatial-domain methods [14], [19].

However, these methods have critical drawbacks of taking

a long time for embedding and decoding because of the

complex calculations for the transformation. Therefore, it is

still challenging to design a watermark scheme having low

computational complexity and providing strong robustness

similar to that of the transform domain.

In this paper, we propose a novel watermarking method

based on DCT, which guarantees robustness and low compu-

tation complexity. First, we calculated the DCT coefficient

of a specific location. Then, a variation value was calculated

according to the embedding bits and the quantization steps to

modify the coefficient. Lastly, we embedded the watermark

bits by directly modifying the pixel values without full-frame

DCT. The proposed method was performed on the basis of

the principle of DCT and belonged to the class of blind water-

marking techniques. To investigate robustness and impercep-

tibility, we built a database by extracting 300 FHD images

(1920 × 1080) from media content such as movies, dramas,

and entertainment shows. In addition, we used two publicly

available image databases (CVG-UGR and USC-SIPI) for

easily comparing the proposed method to the existing meth-

ods. Tests comparing invisibility, robustness, and computa-

tional time were conducted for determining the feasibility of

the proposed method.

The remainder of this paper is organized as follows:

Section 2 presents the related works on watermarking

methods. Sections 3 and 4 explain a new method to mod-

ify the DCT coefficient and the proposed method, respec-

tively. Section 5 presents the experimental results, and

Section 6 concludes this work.

II. RELATED WORK

The existing watermarking methods can be broadly classi-

fied into two types: spatial-domain and transform-domain

methods.

A. SPATIAL DOMAIN

Spatial-domain watermarking methods directly modify the

pixel values of the embedding channel. In general, such a

watermarking system can be classified as one of the follow-

ing methods. The LSB method among the spatial-domain

methods is the most classic and simple method. This method

embeds watermark bits by modifying the LSB part of each

pixel value in a host image. However, the watermark can

be easily removed, as the LSB of pixel values are affected

by the little variation of the pixels. Block-based methods

divide a host image into different blocks before the water-

mark is embedded into it. Jia et al. (2014) proposed a blind

watermarking scheme based on singular value decomposition

(SVD) [12]. This scheme divides the 4 × 4 non-overlapping

pixel block of each component in a color host image, and

the resulting blocks are processed by SVD. The method has

relatively strong robustness against most common attacks

such as filtering, cropping, and scaling. Recently, Su et al.

(2019) proposed an approximate Schur decomposition-based

watermarking method, which divides a host image into 4 × 4

blocks and the embedded watermark by modifying the pixel

values without decomposition [13]. The efficiency of this

method can be improved by reducing the time complexity

simply by calculating the approximate value without decom-

position. Moreover, many methods, such as Schur decompo-

sition [20], [21], SVD [12], and LU decomposition [22], have

been widely applied to the spatial-domain. However, these

spatial-domain approaches still have low information-hiding

capacity and limited robustness against strong watermark

attacks.

B. TRANSFORM DOMAIN

The watermarking method in the transform domain con-

verts a host image to another domain before embedding

the watermark bits. This transform is achieved by utilizing

the most commonly used techniques such as DFT, DCT,

and DWT. Transform-domain-based methods are generally

known to provide more robustness, stability, and impercepti-

bility than spatial-domain-based approaches. F. Ernawan and

M. N. Kabir (2018) proposed a new embedding technique by

examining certain DCT coefficients in the middle frequency

based on a psycho-visual threshold [29]. They determined

embedding regions based on the lowest modified entropy

value of the image blocks, and embedded a watermark to cer-

tain frequency regions of DCT, such that insertion of water-

mark bits causes the least image distortion They showed their

technique achieves higher invisibility and robustness than the

existing schemes. Ambadekar et al. (2019) proposed a water-

marking method based on DWT. This method embeds and

extracts watermarks using the distance measure in the DWT

coefficients and is robust against noise or geometric attacks.

Thanh et al. (2014) proposed a frame-patch matching-based

video watermarking algorithm using KAZE features [23].

This method matches the feature points of the frame patch

to those of all the frames in the video to synchronize the

embedding and extraction regions. Then, the watermark bits

are embedded in the DCT domain of the randomly generated

blocks in the matched region. Even though this approach is

robust to geometric attacks, it is not applicable to real-time

video watermarking because of the time complexity. These

transform-domain methods provide robust watermarking per-

formance, but they still have a drawback in that the expense

to embed a watermark is high, as the methods involve domain

conversion.

C. HYBRID METHOD

Recently, to achieve better robustness and imperceptibility,

hybrid methods of the spatial-domain and the transform

domain have been proposed [6], [8], [32], [34]. D. Li et al.

(2016) proposed a video zero watermarking algorithm based

dual transform domain and log-polar transform [6]. They

combined 2D DWT and 3D DCT methods, and then added
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the log-polar transform to generate zero watermarking. They

showed their method achieves strong robustness against

geometric attacks and conventional attacks. A. K. Singh

(2019) proposed a low complex, distortion control, robust

and secure color image watermarking for tele-health appli-

cations [35]. Their method embedded watermarks using lift-

ing wavelet transform (LWT) and DCT. The advantages of

both techniques motivated the embedding/extraction proce-

dure to improve the performance. Their method was found

superior and inexpensive compared to previously reported

techniques under consideration. In addition, the method

showed providing robust and secure method for the appli-

cation tele-health. S. Thakur et al. (2018) proposed a redun-

dant discrete wavelet transform (RDWT), SVD and chaotic

encryption based secure medical image watermarking tech-

nique in non sub-sampled contour let transform (NSCT)

domain [36]. Their method showed robust, imperceptible,

secure, and suitable for medical applications when the

approach was subjected to attacks. A. Zear et al (2016)

proposed an algorithm for multiple watermarking based

on DWT, DCT, and SVD [37]. Various techniques were

combined to improve the robustness of the watermarks,

visual quality of the watermarked image, and security of the

watermarks.

Because this study primarily focused on single-domain

methods, we did not consider these hybrid methods.

III. NEW METHOD TO MODIFY THE DCT COEFFICIENT

OF A SPECIFIC LOCATION

In general, a watermarking method based on DCT embeds

a watermark by modifying the DCT coefficients of a spe-

cific location. There is a disadvantage with respect to time

complexity, as the IDCT has to be performed after the DCT.

This section describes a new method to modify the DCT

coefficient of a specific location by adding values to pixels

without full-frame DCT and IDCT.

Assuming that I is the original image of size M × M and

I∗ is the watermarked image, I (x, y) is an element of the

x-th row and the y-th column in image I . Furthermore,

I∗(x, y) is an element of the x-th row and the y-th column

in image I∗. If IDCT is performed for the DCT coefficients

of sizeM ×M , the following equation is used:

cosi,j = cos

(

π i(2j+ 1)

2M

)

(1)

c(u) = c(v) =

{

1√
2
, u = 0, v = 0

1 u, v = 1, 2, . . . ,M − 1
(2)

I (x, y) =
2

M

M
∑

u

M
∑

v

c(u)c(v)D(u, v) cosu,x cosv,y, ∀x, ∀y

(3)

where D(u, v) is the DCT coefficient of the u-th row and

the v-th column. Removing the DCT coefficient of a specific

location p,q from equation (3) and rewriting it, we obtain the

following:

I (x, y) =
2

M

M
∑

u,u6=p

M
∑

v,v 6=q
c(u)c(v)D(u, v) cosu,x cosv,y

+
2

M
c(p)c(q)D(p, q) cosp,x cosq,y, ∀x, ∀y

(4)

Assuming that the coefficient of D(p, q) is increased by 1,

we obtain the following equation:

I∗(x, y)=
2

M

M
∑

u,u6=p

M
∑

v,v 6=q
c(u)c(v)D(u, v) cosu,x cosv,y

+
2

M
c(p)c(q)(D(p, q)+1) cosp,x cosq,y, ∀x, ∀y

(5)

I∗(x, y)=
2

M

M
∑

u

M
∑

v

c(u)c(v)D(u, v) cosu,x cosv,y

+
2

M
c(p)c(q)1 cosp,x cosq,y, ∀x, ∀y (6)

Expanding the (D(p, q)+1) part of equation (5), we obtain

the equations related to D(p, q) and 1. Because the equa-

tion of D(p, q) is equal to equation (4), equation (5) can be

written as equation (6). Finally, according to the following

equation (7), the DCT coefficient can be modified by adding

the values to all elements of x-th rows and y-th columns in

the image I .

I∗(x, y)= I (x, y)+
2

M
c(p)c(q)1 cosp,x cosq,y, ∀x, ∀y (7)

In addition, once M and (p, q) have been determined,

the cosine functions in Equation (7) do not need to be

calculated in the actual embedding process because cosp,x
and cosq,y can be used as constant values. In other words,

assuming thatM is 4 and (p, q) is (1, 1), a cosine vector with

length 4 (e.g. cos[1, i] = {cos1,0, cos1,1, cos1,2, cos1,3}) can
be constructed by pre-calculating Equation (1). Accordingly,

replacing the cosine function of Equation (7) with the cosine

vector, we can rewrite Equation (7):

I∗(x, y)= I (x, y)+
2

M
c(p)c(q)1 cos[p, x] cos[q, y], ∀x, ∀y

(8)

Therefore, by adding the values calculated using Equa-

tion (8) to each pixel, it can be applied equally to an

embedding watermark in the DCT domain. Moreover, as the

proposed method has a simpler operation than the DCT,

it can reduce the computational time, which is important for

real-time watermarking. Figure 1 shows a comparison of the

proposed embedding method and the DCT-based embedding

method.

The original image block of size 4 × 4 is shown in

Figure 1(a). First, the DCT-based method performs DCT for

the original image. Then, the embedding DCT coefficient

10.000 is calculated according to the watermark bit and the
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FIGURE 1. Comparison of modifying the DCT coefficient through
proposed method and transform domain method.

embedding parameters, and the watermark bit is embedded

by substituting the DCT coefficient of D(1, 1). Lastly, the

watermarked image is generated after IDCT, as shown in

Figure 1(d).

The proposed method obtains D(1, 1) without full-frame

DCT and calculates D′ according to the watermark bit and

the embedding parameters. A variation value is calculated

by subtracting D′ and D(1, 1), and the DCT coefficient can

be equally modified without full-frame DCT by adding the

values calculated according to the variation value, to each

pixel. As shown in Figure 1, the embedding procedure of

the proposed method is simpler than that of the DCT-based

method. This implies that the proposed method can be real-

ized by dealing with pixel values, which is one of the impor-

tant innovations of this study.

As the proposed method is based on the DCT principle,

it also maintains the special characteristics of DCT. A pre-

vious research study reported that the low-frequency com-

ponents in the full-frame DCT domain are approximately

equivalent under severe resizing [7]. A downscaled image has

the same effects as the truncation of high-frequency bands

and the multiplication of the coefficients by a constant C in

the DCT domain. This phenomenon is shown in Figure 2.

Here, the constant C is determined as follows:

C =
√

h′ × w′

h× w
(9)

FIGURE 2. Downscaling effects in the DCT domain.

where h and w are the height and the width of the original

image, and h′ and w′ are the height and the width of the

downscaled image, respectively. Using this characteristic,

we can design a watermark extraction method that resists

scaling attacks.

A. TIME COMPLEXITY ANALYSIS

A DCT expresses a finite sequence of data points in terms

of the sum of the cosine functions oscillating at different

frequencies. DCTs are important to numerous applications in

science and engineering [24]. The DCT of an image of size

M ×M is as follows:

D(u, v) =
2

M
c(u)c(v)

M
∑

x

M
∑

y

I (x, y) cosu,x cosv,y, ∀u, ∀v

(10)

Assuming that the length of the image of size M × M

is N ; then, the direct application of equation (10) will require

O(N 2) operations, but it is possible to compute the same with

only O(N logN ) complexity by factorizing the computation

in a manner similar to the fast Fourier transform (FFT) [24].

In the case of the proposedmethod, obtainingD(p, q) requires

O(N ) operations because repeating from 0 toM−1with u and

v do not required in the equation (10). As shown in Figure 1,

Steps 2) and 3) of the proposed method are comparatively

lower than O(N ) operations, so we do not need to consider

them. Lastly, the addition of the values to each pixel requires

O(N ) operations. That is, the total computational complex-

ity of the proposed method is O(N ). Therefore, the pro-

posed method has lower complexity than the fast DCT-based

method or the general DCT-based method.

IV. PROPOSED WATERMARKING METHOD

A. EMBEDDING WATERMARK PROCEDURE

The proposed watermarking embedding method is shown in

Figure 3. There are various color spaces for representing
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FIGURE 3. Procedure of the proposed embedding method.

a image. In the RGB color space, since each channel is

highly correlated, this space is not suitable for watermark-

ing applications [14]. On the other hand, many studies

related to watermarking prefer to consider the Y channel

of the YUV color space as the embedding channel as the

Y channel typically contains more bits than the other chan-

nels [7], [14], [25]–[27]. This means that the scheme of

embedding watermark information in Y channel is more

robust [33]. For these reasons, we select Y channel to embed

a watermark. The detailed steps to embed the watermark bits

are explained as follows:

Step 1: Extract the Y channel of the host image.

To embed the watermark bits, the host image is converted

into YCbCr channels, and the Y channel of the host image is

extracted.

Step 2: Select the embedding blocks.

The extractedY channel is partitioned into non-overlapping

blocks of size S × S. To improve the robustness of the

proposed method against cropping attacks, the embedding

blocks are randomly selected according to a given key.

Step 3: Calculate D(p, q).

Using equation (10), we can calculate onlyD(p, q) without

repeating from 0 toM − 1 with u and v.

Step 4: Calculate the variation value 1 by following two

sub-steps.

A watermark bit is embedded by adding the values calcu-

lated using equation (8) according to 1, to each pixel. The

two sub-steps to calculate 1 are as follows:

Step 4.1: Calculate D′.
Suppose a watermark bit is w; then, D′, which will be

embedded, is calculated according to the following rules,

where w ∈ {0, 1}:

R = round(
D(p, q)

Qstep
) (11)

d =











Qstep

2
, if (R mod 2) xor (w) = 0

−
Qstep

2
, if (R mod 2) xor (w) = 1

(12)

D′ = R× Qstep + d (13)

Here, mod represents a modular function and Qstep repre-

sents the quantization step.

Step 4.2: Calculate 1.

The variation value 1 is calculated by using the following

equation (14):

1 = D′ − D(p, q) (14)

Step 5: Embed watermark.

The watermark bit is embedded by adding the values

obtained using equation (8) to all the pixels of the embedding

block. This step provides a result equal to that of substitut-

ing D‘ with the DCT coefficient of (p, q).

Step 6: Repeat.

The abovementioned Steps 2–5 are repeated to embed all

the watermark bits into the host image.

B. EXTRACTING WATERMARK PROCEDURE

The extracting method is shown in Figure 4. As the proposed

method is a blindmethod, the host image is not required in the

extracting procedure. The detailed extraction procedures of

the proposed watermarking method are explained as follows.

FIGURE 4. Procedure of the proposed embedding method.

Step 1: Extract the Y channel of the watermarked image.

To extract the watermark bits, the host image is converted

to the YCbCr channel, as in the embedding procedure. Then,

the Y channel is extracted from the watermarked image.

Step 2: Select the watermarked blocks.

Because the watermarked Y channel was partitioned into

blocks of size S × S for embedding the watermark in the

embedding procedure, the extracted Y channel is equally

partitioned into non-overlapping blocks of size S×S. To find

the embedded location, the partitioned block is sequentially

selected using the key.
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Step 3: Calculate D(p, q).

Using equation (10), we calculate only D(p, q) without

repeating from 0 toM − 1 with u and v

Step 4: Extract the watermark.

The embedded watermark is extracted using the following

equation.

Qvalue = rounddown(
D(p, q)

Qstep
) (15)

w′ =



















0, if (Qvaluemod 2 = 0) and D(p, q) > 0)

1, if (Qvaluemod 2 = 0) and D(p, q) ≤ 0)

0, if (Qvaluemod 2 = 1) and D(p, q) ≤ 0)

1, if (Qvaluemod 2 = 1) and D(p, q) > 0)

(16)

Step 5: Repeat

The abovementioned Steps 2–4 are repeated to extract the

watermark bits from the watermarked image blocks.

V. EXPERIMENTS AND RESULTS

A. PRACTICAL IMAGE DATASET

In this research, to investigate the performance of the pro-

posed method, an FHD (1920 × 1080) image dataset was

built. Considering practical issues, we extracted still-cut

images frommultimedia content such as movies, dramas, and

entertainment shows. In all, 300 images were collected by

extracting six images from each of the 50 videos. Figure 5

shows the example of the collected images from the videos.

FIGURE 5. Examples of the test dataset.

The dataset items were used as the host images. Generating

a random sequence consisting of 0 and 1, we embedded the

watermark bits per frame to evaluate the performance of the

proposed method.

To evaluate the imperceptibility of the watermarked

images, we used two indicators as the metrics: peak signal-

to-noise ratio (PSNR) and structural similarity index measure

(SSIM). PSNR is a classic metric to estimate the similarity

between two images. Suppose that I is a host image and I∗ is
a watermarked image; then, PSNR can be defined as follows:

MSE =
1

n

n
∑

i=1

(Ii − I∗i )
2 (17)

PSNR = 10 log(
2552

MSE
) (18)

The difference with PSNR is that PSNR estimates absolute

errors; in contrast, SSIM is a perception-based model that

considers image degradation as a perceived change in struc-

tural information [28]. The equation is as follows:

SSIM (I , I∗) = l(I , I∗), c(I , I∗), s(I , I∗) (19)

The bit error rate (BER) is a metric to estimate the error

rate of a watermark; therefore, many watermarking stud-

ies have used BER for evaluating the robustness perfor-

mance. Suppose that an embedded watermark is denoted

as w, an extracted watermark is w∗, and BER represents the

division of the number of error bits by the total number of

embedded bits. Then, the equation is as follows:

BER =

n
∑

i=1

∣

∣wi − w∗
i

∣

∣

n
(20)

1) PARAMETER SELECTION

This section investigates the appropriate parameters to use

when embedding the watermark. The watermark was embed-

ded with parameters such as the embedding location (p, q),

the size of the embedding blocks, and the quantization step.

Therefore, we had to select a parameter set that showed the

highest performance. First, we selected the parameters for

the embedding location (p, q) and the size of the embedding

blocks. To study the effect of these parameters, we gen-

erated four attacks (namely Gaussian noise, salt & pepper

noise, low-pass filtering, and downscaling size) to the dataset.

We generated watermarked images according to the parame-

ter sets and extracted the watermark bits after performing the

four attacks. The extracted watermark was evaluated with the

original watermark by using the BER metric. Table 1 shows

the experimental results.

We determined the size of the embedding block as 32, 64,

and 128 and investigated the location (p, q) by respectively

increasing 1–4, 1–8, and 1–6 to a low-band area, consid-

ering the size of the block. In terms of the quality of the

watermarked image, when the size of the embedding block

was 32, the best PSNR score was achieved. Furthermore,

the PSNR score decreased with a decrease in the size of

the embedding block. Moreover, the larger the size increase

was, the greater was the time complexity because the M

value in equation (8) increased. As a result, when the size

was 32, the lowest result (under 1 ms) of the embedding

time was observed. The average BER was the lowest when

the embedding size was 64 and the location (p, q) was 3,

4, and 6. Moreover, the second-lowest value was obtained

when the size was 32 and the location (p, q) was 2 and 4.

In this research, considering the quality of the watermarked

image, the robustness of watermarking, and the embedding

time, an embedding size of 32 and a location of 4 were set

the parameters.

Second, we investigated the parameters to determine the

DCT coefficient substituted when embedding the watermark.

This was referred to as the quantization step. A trade-off
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TABLE 1. Experimental results for parameter selection.

FIGURE 6. Performance analysis of PSNR and BER according to Q-step.

between BER and visual quality was observed according to

the quantization step. Therefore, we had to select an appropri-

ate quantization step. Figure 6 shows the results of an inves-

tigation of the changes in PSNR and BER. The quantization

step increased from 10 to 150 with a step size of 10.

According to the results, the BER converged to about

0 when the quantization step was 100, but the PSNR con-

stantly decreased every step. Therefore, considering both

BER and PSNR, we set the quantization step to 100.

In the following experiment, to investigate the performance

of the proposed method, we selected some watermarking

methods: spatial domain [12], [13] and transform domain

method [29], [9].

2) IMPERCEPTIBILITY TEST

Table 2 shows the results of a comparison between the origi-

nal images and the watermarked images after embedding the

watermark into all the images in the dataset. When the PSNR

value was large or SSIM was close to 1, the watermarked

image was similar to the original image. In this experiment,

all methods were performed on the same system of Intel i-7

4770 CPU, 16 GBRAM, 64-bitWindows 7 operating system,

and visual studio 2017.

TABLE 2. Results of a comparison between original images and
watermarked images.

Spatial-domain methods had higher values than transform-

domain methods in the case of PSNR and SSIM. Even

though the proposed method had lower values than other

spatial domain methods, it had a higher PSNR score than

the transform-domain methods. In the case of the SSIM,

the proposed method showed a result similar to that of the

spatial-domain methods. However, even the PSNR scores of

DCT, DWT, and the proposed method were not low, and

no considerable difference was detected by the human eye,

as shown in Figure 7.

FIGURE 7. Examples of watermarked images.

With respect to the embedding time, the spatial-

domain methods embedded the watermark faster than

the transform-domain methods. The proposed method

took almost the same time as the spatial-domain meth-

ods. Moreover, it reduced the embedding time consid-

erably as compared to the existing DCT-based method

(about 12 ms).
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3) ROBUSTNESS TEST

To evaluate the robustness of the proposed method,

we embedded 36 watermark bits into the constructed dataset.

Then, several typical image attacks were performed to the

watermarked images. Lastly, the extracted watermark bits

were compared to the original watermark bits by calculating

the BER, and we compared the results with those of the

related studies [29], [9], [12], [13].

Noise addition is a common operation in image attacks.

Among many types of noise, this research selected the salt

and pepper noise and the Gaussian white noise as the attacks.

A Gaussian white noise with a mean of 0 and a standard

deviation ranging from 0 to 20 with an increment size of 5

was used to attack the watermarked image. Figure 8 shows

the comparison results obtained after the addition of Gaussian

white nose.

FIGURE 8. Comparison results of resisting a Gaussian noise attack.

Spatial-domain methods, namely the Schur decomposition

method and the SVD method, showed weak robustness to the

Gaussian noise attack, and both the methods lost their ability

to maintain the watermark when the standard deviation was

approximately 15. In contrast to the spatial-domain methods,

the transform-domain methods had great robustness against

the noise attack. In particular, the proposed method and the

DCT-based method maintained a low BER even upon an

increase in the standard deviation of the noise.

In the case of the addition of the salt and pepper noise,

the noise quantity ranged from 1% to 10% with an increment

size of 2.5%. Figure 9 shows the results of a comparison after

the addition of the salt and pepper noise.

In the case of the addition of the salt and pepper noise,

the methods utilizing the block method showed relatively

good robustness. As the proposed method embedded the

watermark utilizing the block method, the proposed method

exhibited a better performance than the existing transform-

domain methods. Moreover, the method showed lower BER

than the Schur decomposition method, the SVD method, and

DCT method.

Second, we investigated the robustness against a filtering

attack. Among many types of filtering attacks, this research

FIGURE 9. Comparison results of resisting the salt and pepper noise
attack.

selected Gaussian low-pass filtering, average filtering, and

median filtering as the attacks.

In case of Gaussian low-pass filtering, the standard devia-

tion of the filter ranged from 0 to 5 with an increment size of

1.25. Figure 10 shows the comparison results after the use of

the low-pass filter.

FIGURE 10. Comparison results of resisting the low-pass filtering attack.

According to the results, the proposed method had lower

BER than the other methods. The proposed method showed

greater robustness against the Gaussian low-pass filtering

attack than the other transform-domain methods and spatial

domain methods.

In the case of the average filtering, we used filter sizes

ranging from 1 to 9 with an increment size of 2. Figure 11

shows the comparison results after the use of the averaging

filter.

According to the results, the transform-domain methods

had lower BER than the spatial-domain methods. In partic-

ular, the DCT-based method maintained low BER despite the

larger filter size. In addition, the BER of the proposed method

was maintained low. The proposed method showed greater

robustness against the average filtering attack than the other

methods.
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FIGURE 11. Comparison results of resisting the average filtering attack.

FIGURE 12. Comparison results of resisting the median filtering attack.

In the case of themedian filtering, we used filter sizes rang-

ing from 1 to 9 with an increment size of 2. Figure 12 shows

the comparison results after the use of the median filter.

In the case of median filtering, the proposed method had

lower BER than the other methods. The proposed method

showed greater robustness against the median filtering attack

than the other transform-domain methods and spatial domain

methods.

Performing a geometric change on an image is a type

of watermarking attacks commonly used in many studies

related to watermarking. In this study, to remove the water-

mark, we applied downscaling and cropping as the geomet-

ric attacks. In common image processing, the zoom-in or

zoom-out of an image will directly affect the image size and

change the image pixels. To investigate robustness against

downscaling, the watermarked image was scaled from 100%

to 25% with an increment size of 25%. Figure 13 shows the

comparison results obtained after downscaling the images.

The transform-domain methods showed greater robustness

than the spatial-domain methods except for the proposed

method. As mentioned in Section 3, as the proposed method

was based on the DCT principle, it maintained the spe-

cial characteristics of DCT. Therefore, the proposed method

maintained very low BER in spite of downscaling the images

to those of the DCT-based method. With respect to the down-

scaling attack, cropping an image is one of the representative

FIGURE 13. Comparison results of resisting the downscaling attack.

FIGURE 14. Comparison results of resisting the cropping attack.

geometric attacks. To investigate the robustness against crop-

ping, the rate of cropping was increased from 0% to 40%with

an increment size of 10%. Figure 14 shows the comparison

results obtained after cropping the images.

In contrast to the transform-domainmethods that converted

the entire image, the proposed method and the spatial-domain

methods had relatively low possibility of removing an

embedded watermark because they randomly selected the

embedding block and inserted the watermark into the block.

Therefore, the results showed that the spatial-domain meth-

ods had greater robustness than the transform-domain meth-

ods. In particular, the proposed method exhibited the best

performance.

Lastly, we investigated the robustness against Image com-

pression such as JPEG compression which is one of the com-

mon image processes. In this experiment, the watermarked

image is attacked by JPEG compression with an increment

step of 10. Figure 15 shows the comparison results obtained

after JPEG compression.

According to results, the DCT-based method maintained

low BER despite the lower quality parameter. In addition,

the BER of the proposed method was maintained low.

The proposed method showed greater robustness against

a low-pass filtering attack than the other spatial-domain

methods.
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FIGURE 15. Comparison results of resisting the JPEG compression attack.

B. PUBLIC IMAGE DATASET

In this section, we used public datasets to easily compare the

proposed method to the existing methods. CVG-UGR [30]

and USC-SIPI [31] were used as the host images. To fairly

compare watermarking methods, five color images of fig-

ure 16 (a), whose size was 512 × 512 pixels, were used, and

binary images of size 32 × 32 as shown in figure 16 (b) were

adopted as watermarks.

FIGURE 16. (a) Host images, (b) Watermark images.

In the same way with previous section, to evaluate the

imperceptibility, two metrics, i.e. the peak signal-to-noise

ratio (PSNR) and the structural similarity index measure

(SSIM), were used. In addition, the BER and the normalized

cross-correlation (NC) were adopted as a metric for robust-

ness test. The equation of NC is as follows:

NC =

m
∑

x=1

n
∑

y=1

w(x, y) × w∗(x, y)

√

√

√

√

m
∑

x=1

n
∑

y=1

w(x, y)

√

m
∑

x=1

n
∑

y=1

w∗(x, y)

(21)

In this experiment, because many watermark bits are

embedded in the host images for utilizing a binary watermark

image as a watermark, the proposedmethod needs to decrease

the block size. Based on preliminary experiments, the block

size of 8 and the embedding location (p,q) of (1,1) were

set as the parameters. In addition, the quantization step was

set to 100. In the following experiment, because wavelet

based methods cannot embed many watermark bits to a host

image, we compared the results with those of the related

studies [29], [12], [13]

1) IMPERCEPTIBILITY TEST

Table 3 shows the comparison results between the host

images and the watermarked images after embedding the

watermark into all host images.

TABLE 3. Results of a comparison between original images and
watermarked images.

As can be seen from Table 3, the average PSNR of the

proposed method were more than 42 dB, and the SSIM of the

proposed method were near 1. That is, the proposed method

showed better effectiveness in terms of the invisibility of the

watermark image.

2) ROBUSTNESS TEST

To evaluate the robustness of the proposed method, sev-

eral typical image attacks were performed to the water-

marked images: Gaussian white noise, salt and pepper noise,

Gaussian low-pass filter, average filter, median filter, scaling,

cropping, and JPEG compression. Then, the extracted water-

mark images were compared to the original watermark image

by calculating the BER and NC.

Gaussian white noise of mean 0.0 and variances from

3.0 to 5.0 was used to attack the watermarked image.

Fig. 17 showed the comparison results between the methods

after adding the Gaussian white noise of mean 0 and different

variances (3.0 and 5.0).

In the adding salt & peppers noise, the noise quantity

ranged from 1% to 3%, and Fig. 18 showed the comparison

results after adding the salt and pepper noise with the quantity

1% and 3%.

As can be seen from Figs. 17 and 18, the proposed method

had good robustness against the noise attacks and exhibited

the best performance.

In the filtering attack, Gaussian low-pass filtering with dif-

ferent standard deviations ranging from 0.5 to 1.0 were used

to the watermarked images. Fig. 19 showed the comparison

results between the methods after the low-pass filtering.

In the second filtering experiment, median filtering with

different filter size ranging from 3 to 5 were performed.

Fig. 20 showed the comparison results between the methods

after the median filtering.
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FIGURE 17. Comparison results of resisting the Gaussian noise attack.

FIGURE 18. Comparison results of resisting the salt and pepper noise
attack.

FIGURE 19. Comparison results of resisting the Gaussian low-pass
filtering attack.

Lastly, averaging filtering with different filter size ranging

from 3 to 5 were also performed. Fig. 21 showed the compar-

ison results between the methods after the median filtering.

As can be seen from Figs. 19, 20, and 21 the proposed

method had good robustness against the filtering attacks and

exhibited the best performance.

We investigated the robustness against a geometric change

attack. In the same way with previous section, we applied

FIGURE 20. Comparison results of resisting the median filtering attack.

FIGURE 21. Comparison results of resisting the averaging filtering attack.

FIGURE 22. Comparison results of resisting the scaling attack.

scaling and cropping as the geometric attacks. Here, we gave

the comparison results with the scaling operations of 200%

and 50% in Fig. 22.

To investigate the robustness against cropping, the rate of

cropping was increased from 10% to 20% with an increment

size of 10%. Figure 23 shows the comparison results obtained

after cropping the images.

As can be seen from Figs. 22 and 23 the proposed method

had good robustness against the geometric attacks and exhib-

ited the best performance.
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FIGURE 23. Comparison results of resisting the cropping attack.

FIGURE 24. Comparison results of resisting the JPEG compression attack.

Lastly, we investigated the robustness against JPEG com-

pression. In this experiment, the watermarked image is

attacked by JPEG compression with an increment step rang-

ing from 90 to 50. Figure 24 shows the comparison results

obtained after JPEG compression.

According to the result, the proposed method had good

robustness against the JPEG compression attack and exhib-

ited the best performance.

VI. CONCLUSION

In this paper, we proposed a novel watermarking method

based on DCT, which guarantees robustness and low com-

putation complexity. Through experiments, we selected the

appropriate parameter set and investigated the embedding

time of the proposed method. As a result, the proposed

method showed low computational time similar to that of the

spatial-domain methods. Furthermore, we investigated the

robustness for various watermark attacks. We defined Gaus-

sian noise, salt and pepper noise, Gaussian low-pass filtering,

median filtering, averaging filtering, downscaling, cropping,

and JPEG compression as the watermarking attacks. The

results showed that the proposed method had the most robust

performance through tests using two datasets. Even though

we did not consider hybrid methods that combine various

methods, we believe that all of the techniques described in

this paper can be applied to other hybrid methods.
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