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Abstract:  The use of the postprocessing method consisting of bitwise
Exclusive-OR and least significant bits extraction to generate random bit
sequences typically requires two distinct chaotic outputs. While the two
signals are, in general, generated using two separated devices, e.g. two
Fabry-Perot lasers, a single semiconductor ring laser can be used as an
alternative due to its circular symmetry which facilitates lasing in two
counterpropagating mode directions. We consider a chaotic semiconductor
ring laser and investigate both numerically and experimentally its char-
acteristics for fast random bit generation. In particular, we show that by
sampling each directional mode’s output signal using a 8-bit analog-digital
converter and through Exclusive-OR operation applied to the two resulting
signals (after throwing away 4 most significant bits), we can achieve fast
random bit-streams with a bit rate 4 x 10 = 40 Gbit/s, passing the statisti-
cal randomness tests. To optimize the system performance, we also study
the dependence of randomness on the main system parameters and on noise.

© 2012 Optical Society of America

OCI S codes: (140.3560) Laser, ring; (030.6600) Statistical optics, (060.0060) Fiber optics and
optical communications; (140.1540) Chaos.
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1.

Introduction

Random numbers are useful for awide variety of applicationsincluding encryption and authen-
tication protocoals, stochastic modeling, and online gaming and lotteries[1]. There aretwo basic
types of generators which can be used to produce random sequences. pseudorandom number
generators (PRNGs) and random number generators (RNGs). Typically, PRNGs can be imple-
mented on the software platform based on initial seeds and deterministic algorithms. However,

#177551 - $15.00 USD Received 5 Oct 2012; revised 16 Nov 2012; accepted 16 Nov 2012; published 10 Dec 2012
(C) 2012 OSA 17 December 2012 / Vol. 20, No. 27 / OPTICS EXPRESS 28604



sequences of pseudo-random numbers generated deterministically from the same seed will be
identical. Therefore, although their effective cost is low, this can lead to serious problems for
applications implying parallel computation systems. Still worse, the sequences can be fully
predicted once the initial seed or the deterministic algorithm is known. True random num-
bers should be un-reproducible as well as statistically unbiased. In this viewpoint, random bit
generation based on measuring thermal noise may be seen as an efficient way since noise is
intrinsically a non-deterministic physical process [2]. However, owing to low signa levels,
such systems require extensive broadband amplification and are thus highly susceptible to bias
introduced by the non-ideal amplifiers and small non-random external perturbations. As an al-
ternative approach, random bit sequences have been generated by digitizing chaotic signalsin
electronic circuits [3], however, with the rates much lower than that of PRNGs because of the
narrow bandwidth of these physical entropy sources.

Giving the growing applications requiring random bit-streams at high bit rates [4, 5], optical
or opto-electronic systems with delay are promising sources of fast non-deterministic random
number generations. Infact, their short internal time scalesallow for large bandwidth dynamics,
and delayed optical feedback can induce strong diverging chaotic trajectories, thus making rapid
bit rates possible. Continuous streams of random bit sequences have been generated at fast rates
of upto several Ghit/sinreal time by directly sampling the output of two chaotic semiconductor
lasers with one-bit analog-digital converters (ADCs) [6-8]. Subsequently, the efforts to further
increase the bit rate [12] or/and to implement more simplified architectures [9-13] have been
reported, by using 8-bit ADCs to sample the chaotic signal and to extract multi-bitsin order to
form the single random sequence.

However, as noted by some researchers [12, 14], it is till unclear to what extent the high-
speed chaotic optical signal contributes to the performance, in comparison to the intrinsic noise
of the ADC converter, which can often dominate the least significant bits[15]. In particular, the
fact that this method can be used to generate very high bit rates, e.g 300 Gb/s, from a single
laser developing chaos with bandwidth of only afew GHz [11] has supported the idea that this
very good performanceis due to intrinsic noise generated by the system components (e.g ADC
noise, amplifier noise, etc..) and not to chaos. The main reason for this controversy relies on the
fact that al these works are experimental, meaning noisy systems.

In thiswork, we discuss experiments in a noisy environment and numerical simulations with
and without noise to explore the possibility of generating random bit sequences with high bit
rate from chaotic semiconductor ring lasers (SRLs). They can be easily implemented on chip.
Moreover, the delay line can in principle be integrated on the same chip without requiring on-
chip highly reflective mirrors which are technologically challenging. The fact that light can be
coupled between these devices and the input/output waveguides via directional couplers facil-
itates their monolithic integration with other optical components such as delay lines, splitters

8-bit
ADC

8-bit
ADC

Fig. 1. Schematic of SRL with self-feedback. CW: clockwise mode, CCW: counterclock-
wise mode, PD: Photodetector, XOR: Exclusive-OR, ADC: analog-digital converter.
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and detectors providing therefore flexibility and compactness. Moreover their cavity can sup-
port lasing in the clockwise (CW) and counterclockwise (CCW) directions [16, 17] and this
facilitates post-processing such as bitwise Exclusive-OR operations from a single device. To
ensure that chaos is the essential ingredient for random bit generation, we consider in our mod-
eling a noiseless system. Our results indicate that despite relative low chaos bandwidths, post-
processing methods allow us to generate ultra-fast deterministic random bits. These results are
aso verified experimentally. Note that SRL s have been previously used to demonstrate random
pulse train generation when they are pulse-modulated by the injection current [18]. In our case
aconstant current is applied to the SRL and therefore we do not need complicated electronics
to drive the device.

2. Dynamics characterization

The scheme used for this work is depicted in Fig. 1. It consists of a semiconductor ring laser
(SRL) brought to a chaotic regime by optical self-feedback [19,20]. In the self-feedback config-
uration, apart of the signal from CW (CCW) mode isinjected back in the same mode direction.
Thus to implement the feedback, we link two input/output ports of the SRL through an op-
tical fiber, while the two other ports are used to capture the dynamics of the two directional
modes. Theoretical analysis of this system can be done based on a single longitudinal-mode
SRL model [16, 21] extended with Lang-Kobayashi terms to account for the feedback [19, 20].
Taking into account the effect of spontaneous emission noise, the dynamics can be described,
in terms of the mean-field slowly varying complex amplitudes of the electric field associated
with the two propagating modes E,, and Ecy, and the carrier number N as

Eow = K (14i0t) [GowN — 1] Eqw — (Kg + ike) Ecow + NEaw(t — T)e T 4 v/Déy, (1)
Ecow = K (1+10) [FoowN — 1] Ecaw — (Ka + iKe) Eow + NEcon(t — T)e ' + VDéow,  (2)
N :y[,u—N—%WN|ECW|2—,%CWN|ECON|2 , ®)

where the parameters are the linewidth enhancement factor o, renormalized bias current p,
field decay rate k, carrier inversion decay rate y, solitary laser frequency o, feedback rate n,
delay time T, feedback phase wyT, backscattering coefficients kg + ik; where k; and ky are the
conservative and the dissipative couplings, respectively. The relationship between the theoret-
ical parameters and real-world devices are detailed in [16]. The differential gain functions are
given by Zew = 1 — S|Eaw|® — ¢|Ecew|? and Goow = 1 — S|Ecew|® — ¢|Ecw|® Where s and ¢ ac-
count for the phenomenological self- and cross-saturations, respectively. All the parametersin
Egs. (1)-(3) are needed to reproduce the dynamics encountered in experiments on SRLs[16,21].
As an illustration, while ¢ and s are necessary to get unidirectional emission (i.e emission in
only one of the directional modes), kg and k. model different reflections on the end-facets of
the device, facilitating therefore the emergence of bidirectional emission (i.e emission in both
directional modes). The last termsin Egs. (1) and (2) represent the effect of spontaneous emis-
sion noise coupled to the CW/CCW modes [18]: D represents the noise strength expressed as
D = Din(N + GoNp/ k), where Dy, is the spontaneous emission factor, G is the gain parameter,
No isthe transparent carrier density. &;(t) (i = cw, ccw) are two independent complex Gaussian
white noises with zero mean and correlation (& (t)&;"(t)) = &j(t —t'). Wewill set Dy = 0 (no
noise) unless stated otherwise. We consider the following values for the key parameters which
are chosen within the range of experimentally accessible values [20, 21]: o = 3.5, u = 1.75,
$=0.005,c=0.01, k=100ns %, y=0.2ns %, wpT =0, kg =0.033ns %, ke = 0.44 ns 1,
T =50ns, n = 2.5ns L. With our parameters, the relaxation period of the free-running SRL is
Tro =~ 21/ /2(u — 1) yx = 1.14 ns. Note that 7o determines how fast the intrinsic dynamics
of the system changes.
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Fig. 3. Bifurcation diagram as afunction of the delay time consideringn = 2.5ns 1

Figure 2(a) displays a part of the CCW (black) and CW (red) intensity time series at the
output of the photodiodes. As can be seen, the two modes display similar chaotic behavior.
These results are confirmed by the RF power spectra shown in Fig. 2(b) which shows exactly
the same spectra for the two signals. This evidences that none of the two modes is favored.
Besides, it can be seen that a chaos bandwidth of about 2 GHz is obtained with our parameters.
Note that in the chaotic regime, the bandwidth can be increased by increasing the renormalized
bias current u [22]. The finer peak structure observed in the RF spectra corresponds to the
delay time signature. These features reveal the existence of certain correlations induced by the
feedback. These correlations can be also revealed by computing the autocorrelation function.
The results displayed in Fig. 2(c) show peaks around the relaxation and the delay times. The
peaks related to the relaxation oscillation are expected to decrease while those related to the
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delay time increase, with the feedback rate [23, 24]. To estimate the correlation between the
two counterpropagating mode signals, we calculate the cross-correlation between |Eqy|? and
|Ecow|?. Figure 2(d) displays the results. As can be seen, an anti-correlation of about —0.5 is
found around the half of the relaxation period, ro/2 while it is close to —0.35 at the delay
time. These correlations can be eliminated during post-processing of the signals (see section 3).

Although we consider along delay for this study (50 ns, i.e 10 m of optical fiber), it should
be noted that a short delay can also be used and will be more suitable for on-chip implementa-
tions of SRL-based random bit generators. In order to investigate the effect of the length of the
feedback loop, we plot in Fig. 3 the bifurcation diagram as a function of the delay time. As can
be seen, adelay of 5 nsand even less is enough to bring the system to a chaotic regime similar
to that obtained by along delay. This isin fact expected because it is known that, in chaotic
systems, two arbitrary delay times much larger than the intrinsic time scale dynamics induce
approximately the same complexity [25]. In our experimental study (see section 5), we did
however use amuch longer delay as we use a solitary SRL. We thus form the feedback loop ex-
ternally using optical fibers. Due to the substantial size of the experimentally used components,
we implemented along delay of 10 m.

In some instances, a delay time less than the relaxation time can render the system highly
chaotic. We have noted that this can happen only when T # 1ro/2 and its near multiples. To
illustrate, Fig. 3 shows openwindowscloseto T ~ 1ro/2 and its near multiples, evidencing that
the dynamics of the system is either periodic or multi-periodic. Thus the system is more stable
for T =~ Tro/2 meaning that the interplay between the intrinsic dynamics and the external delay
israther destructive so that the system is not destabilized enough to enter in a chaotic regime.

3. Random bit generation

From Fig. 2(c), it can be seen that arandom bit sequence generated by directly sampling the CW
or CCW laser output using a 1-bit ADC will fail some randomness tests due to the periodicity
induced by the feedback in the dynamics. Furthermore, it isalso clear from the value of 1ro and
confirmed in Fig. 2(b) that the bandwidth of the chaosis small for direct random bits extraction
at 10 GSamples/s. Thereason isthat, if the sampling interval is shorter than tro, consecutively
extracted points lead to the same value most of the time. As aresult, some testsfail.

When multi-bit ADCs are used, consecutive extracted points differ in their least significant
bits (LSBs) athough their most significant bits (MSBs) remain the same. By throwing away
the M SBs, the effect of multi-bit ADCs becomes similar to that obtained through bandwidth

A-bit 3-bit 2-bit 1-bit
Example of signal translation into binary sequence ADC ADC ADC ADcC

15 7] =
lra |7
13 3
12 _|6
11 = 1
ho _I° >
2 a
38 _ - o
Z |3
5 =] 1
a |2
3 7 . o
2 |1 o
2 -
o [ | _|

Fig. 4. Operating principle for ADCs. The inset table shows how different ADCs translate
the analogic signals A,B,C,D into binary.
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Table 1. Results of NIST SP 800-22 statistical tests considering Dy, = 0. For " success’
using 1000 samples of 1 Mbit data and significance level a = 0.01, the P value (unifor-
mity of p values) should be larger than 0.0001 and the proportion should be greater than
0.9805608 [8]. For the tests which produce multiple P-values and proportions, the worst

caseis shown.
Statistical Test P-Value Proportion  Decision
Freguency 0.715679 0.988 Success
Block frequency 0.775337 0.991 Success
Runs 0.215574 0.989 Success
Longest run 0.864494 0.991 Success
Rank 0.238035 0.990 Success
Fast Fourier transform 0.725829 0.983 Success
Nonoverlapping template  0.003660 0.983 Success
Overlapping template 0.536163 0.989 Success
Universal 0.603841 0.990 Success
Linear complexity 0.078567 0.989 Success
Seria 0.167184 0.991 Success
Approximate entropy 0.079799 0.986 Success
Cumulative sums 0.689019 0.990 Success
Random excursions 0.042632 0.982 Success
Random excursionsvariant  0.071318 0.995 Success

enhancement. To illustrate, let us consider 4 consecutive points A,B,C, D in an arbitrary portion
of the signal triggered simultaneously by 1-, 2-, 3-, 4-bit ADCs at afixed interval time (Fig. 4).
Their binary representations for different ADCs is shown in the inset table of Fig. 4. It can be
seen that if they aretriggered using a 1-bit ADC, they all lead to the same binary representation.
In this case the sequence formed from these extracted bits fails the randomness test. However,
as multi-bit ADCs are used, consecutive sample points become completely different in their
binary representation when MSBs are ignored. More precisely, it can be seen that A, B, C, D
are completely different in their 3-L SBswhen a4-bit ADC isused. By using multiple LSBs per
sample, the bit rate of the random sequence will increase proportional to the number of LSBs
used. These advantages of multi-bit ADCs suggest that fast random bits can be obtained from
a chaotic signal with a small bandwidth. Furthermore, the performance of the system can be
further optimized by combining multi-bit ADCs with other post-processing methods such as
bitwise Exclusive-OR (XOR) of two independent signals.

We proceed as follows: after the detection of the two chaotic optical signals (CW and CCW
modes) by photodetectors, they are digitized by 8-bit ADCs triggered at a sampling rate of
10 GSamples/s (corresponding to a sampling interval of 100 ps). Then, to eliminate the cor-
relations induced by the intrinsic dynamics and delay times and also to enhance uniformity of
the generated sequence over short time windows [27, 28], the 4 most significant bits (M SBs)
are discarded [9]. According to Fig. 2(c) and (d), the peak size induced by the feedback in the
autocorrelation is approximately the same as that in the cross-correlation. Thus, eliminating
the delay signature in the directional mode signals will also lead to the elimination of shared
information between the two signals, rendering them therefore independent so that they can
contribute to the randomness improvement. Effectively to enhance the randomness of our se-
guence, the two signals constructed from the CW and CCW mode signals (by including the 4
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Table 2. Results of NIST Special Publication 800-22 statistical tests. Same parameters as
in Table 1 considering Dy = 5 x 10%ns~1

Statistical Test P-Value Proportion  Decision
Frequency 0.387264 0.984 Success
Block frequency 0.900569 0.987 Success
Runs 0.046269 0.983 Success
Longest run 0.083526 0.993 Success
Rank 0.150340 0.991 Success
Fast Fourier transform 0.150340 0.986 Success
Nonoverlapping template 0.004301 0.983 Success
Overlapping template 0.130369 0.990 Success
Universal 0.951205 0.990 Success
Linear complexity 0.115387 0.992 Success
Seria 0.159910 0.989 Success
Approximate entropy 0.126658 0.996 Success
Cumulative sums 0.725829 0.987 Success
Random excursions 0.036780 0.989 Success
Random excursionsvariant  0.177727 0.988 Success

least significant bits (LSBs)) are combined using an Exclusive-OR (XOR) gate to form asingle
bit sequence [6-8]. The randomness of the bit sequence is tested using a standard statistical
test suite NIST SP 800-22 [29, 30]. It is composed of 15 statistical tests and the randomnessis
ensured when all the statistical tests of the NIST test suite are passed.

The results of the NIST SP 800-22 test are shown in Table 1. The tests are performed using
1000 samples of 1 Mbit sequences (i.e. the total amount of test data is 1 Ghit). They are ob-
tained by integrating Eqgs. (1)-(3). As can be seen, all the tests pass, verifying that our system
produces a statistically random bit-stream. Since the sampling rate is 10 GSamples/s, this sys-
tem is therefore capable of producing a bit rate of 4 x 10 = 40 Gb/s (based on 4 bit). As all
NIST tests are passed, this means the noise contribution is not necessary for random bit gen-
eration. Thus our main source of entropy is the chaos. Note that for good-quality random bit
generation, an incommensurateness between the time-delay and the sampling time is typically
required [8].

To investigate the effect of the noise on the randomness statistics, we generate anew segquence
by integrating Egs. (1) and (2) considering the same parameters as were used for Table 1 and
noise parameters Dy = 5 x 10%ns1, G = 1072 m3s~1 and Np = 1.4 x 10%* m—2[18]. Table 2
shows the results of the NIST SP 800-22 test. Although all the NIST tests pass, it can be
noticed that the P-values for sometestsin Tables 1 and 2 are different. More specifically, the P-
valuesfor the Approximate Entropy and Linear Complexity tests are enhanced due to additional
entropy from noise whilethe P-valuesfor the Frequency, Runsand Long Run tests are worsened
by the noise.

4. Influence of parameterson random bit generation

In this section we discuss the influence of the SRL parameters on the randomness of the gen-
erated sequences. For our model, the main parameters which can affect the randomness of the
generated sequences are the normalized injected current u, the feedback rate n, the delay time
T and the linewidth enhancement factor o.. This can be well understood because each of them
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Table 3. Range of the parameters found to pass all the NIST tests.

Parameter Fixed parameters Range of success
Normalized injected currenty = n=25ns 1, 0=35 17<u<4
Feedback rate n u=175 0=35 22nst<n<28nst

linewidth enhancement factor «  u =1.75;1=25ns* >35

directly affects the characteristics of the chaotic signals generated by SRLs. While the delay
time signatures can be overcome through the digitization and LSB extraction as discussed in
section 3, other parameters have to be within a suitable range.

Table 3 showsthe suitable range of u, 1 and o for which sequences with acceptable random-
ness can be generated. As already mentioned, the increase (decrease) of u leadsto the increase
(decrease) of the generated chaos bandwidth. For our parameters, we have found that random
bit sequences pass all the NIST test when p isintherangeof 1.7 < u < 4. For u < 1.7, the
bandwidth is not large enough to generate random numbers at the current bit rate whereas for
u 2 4 we have found that the system is not chaotic enough. In fact, as i isincreased, the relax-
ation period decreases, rendering the system more stable. Therefore the current feedback rateis
not enough to bring the system into a strongly chaotic regime. Nonetheless, this deteriorating
effect for u = 4 can be compensated by increasing the feedback rate so that the system again
gets more chaotic. It isworth noting that for two arbitrary values of , if the feedback rateis set
so that the system operates with the same compl exity, better results will be achieved for higher
U because it corresponds to shorter relaxation period, i.e faster intrinsic dynamics. Thus, for
random bit generations, it is preferable to operate the SRL with a u value as high as possible
(to get alarge bandwidth) and adjust the feedback rate to optimize the system performance.

It is well known that large values of feedback rates produce chaotic time series with clear
time-delay signature [20, 23]. If such signatures are very strong, disregarding 4-MSBs may
not be enough to completely suppress them. Thus, the generated sequences would still fail the
test. We found that randomness of the generated sequences are ensured while2.2ns™! < n <
2.8ns~ 1. Note that for n < 2.2ns™%, the system is not chaotic enough while for > 2.8ns™! the
delay time signature is not completely suppressed by disregarding 4 MSBs.

The linewidth enhancement factor o can also play an important role for the randomness of
the sequences as increasing o leads to a larger amplitude-phase coupling rendering the system
more chaotic. As a consequence the delay signatures are reduced [20]. It is interesting to note
that other system parameters, e.g. ¢, s and k; only dslightly influence the randomness of the
sequences.

5. Experiments

We have performed experimental measurements in order to test our numerical predictions.The
experiments are performed on an InP-based multi-quantum-well SRL mounted on a brass chuck
and thermally controlled by aPeltier element with an accuracy of 0.01° C. Thethreshold current
of the SRL is 64 mA and the longitudinal mode spacing is 0.305 nm. These lasers have been
fabricated using the Joint European Platform for InP-based integrated components and circuits
(JePPiX) [31]. More details of the device design, fabrication and operating regimes can be
found in [32]. In order to avoid optical feedback from the chip facets, the output waveguides
are tilted by 7° with respect to the chip facets. Light emitted in CW and CCW directions is
measured using lensed optical fibersthat are angled at 23° with respect to the chip facets normal
in order to maximize the light collection. In our measurements, we use a laser pump current of
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Fig. 5. Left: (a) Part of experimental intensity time series of |Eqqw|? (black) and |Eqw|?
(grey, red in color). (b) corresponding RF spectrum and noise floor. The vertical shift (at
low frequencies) between the CW and CCW spectrais due to the different responsivity of
the different detectors used to measure the two directional modes.

127 mA at which the SRL operates in the bidirectional regime. At this current the laser emits
a single longitudinal mode at a wavelength of 1582.17 nm. In the feedback path, we place a
semiconductor optical amplifier (SOA), a fiber based polarization controller (PC) and a 50/50
fiber splitter between the lensed fibers that collect the CW and CCW powers. The PC is used to
ensure that the feedback light is injected back in the chip with the same polarization direction
as the emitted beam. The SOA is used to control the feedback strength by changing the current
injection (and hence the amplification) in the SOA. The splitter is used to couple out part of the
CW and CCW beams from the feedback loop in order to measure the two directional modes.
Thetotal fiber delay length is 14 m corresponding to 70 ns.

Figure 5(a) shows a part of the experimental time traces measured at a sample rate of
10 Gsamples/s on a digital oscilloscope (Tektronix CSA7404). The CCW signal (red) was de-
tected using a Tektronix DC coupled photodetector with a bandwidth of 2.4 GHz while the
CW signal was detected using NewFocus photodetector with a bandwidth of 10 GHz (black).
In this measurements, the SOA current was set to 295 mA which was found to induce strongly
chaotic behavior in CW and CCW directions meanwhile minimizing the delay signatures. As
can be seen, these signal s are chaotic as evidenced by their RF spectra[Fig. 5(b)]. Furthermore,
Fig. 5(b) also shows that, for both modes, the difference between the chaotic signal and noise
spectra is greater than 20 dB, indicating that the chaotic signal is much stronger than the de-
tector’s noise. Through off-line post-processing, we re-digitize each signal considering a 8-bit
ADC. Then ahit sequence is formed from each sample after disregarding the 4-MSBs. Findly,
the two hit sequences from CW and CCW signals are combined by bitwise X OR operation and
the resulting bit-stream is submitted to the NIST test suite. Table 4 summarizes the results of
the NIST tests. All tests pass, confirming therefore our numerical predictions.

As predicted from numerics, we have a so checked that data recorded for relative large feed-
back strength, e.g losa = 600 mA leadsto strong peaksin the autocorrel ation and therefore fails
the NIST tests. The NIST testsalso fail for small feedback strength, e.g losa = 200 mA because
the system is not chaotic enough. We also recorded the time series at higher injection currents
(keeping losa = 295 mA as before). The NIST tests failed for this data as the complexity of
the chaosis lowered compared to the previously discussed injection current of 127 mA. Asthe
laser noise, detector’s noise and ADC noise are similar for both tested values of the injection
current. We can thus conclude that this noise sources are not sufficient to generate random bits,
and the chaotic nature of the signal is needed in our system.
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Table 4. Results of NIST SP 800-22 statistical tests, generated from experimental data

Statistical Test P-Value Proportion  Decision
Freguency 0.414522 0.986 Success
Block frequency 0.332797 0.990 Success
Runs 0.124180 0.982 Success
Longest run 0.382875 0.993 Success
Rank 0.823129 0.989 Success
Fast Fourier transform 0.425552 0.982 Success
Nonoverlapping template  0.035824 0.987 Success
Overlapping template 0.059191 0.992 Success
Universal 0.811542 0.987 Success
Linear complexity 0.387648 0.982 Success
Seria 0.303309 0.995 Success
Approximate entropy 0.218572 0.986 Success
Cumulative sums 0.803890 0.987 Success
Random excursions 0.182977 0.989 Success
Random excursionsvariant  0.097517 0.982 Success

6. Concluding remarks

We have theoretically and experimentally demonstrated that SRL s can be used to achieve ultra-
fast random numbers through bitwise XOR operation and least significant bit extraction op-
eration. While previously ultra-fast random numbers through bitwise XOR operation from
deterministic entropy (chaos) have used two lasers to obtain independent chaotic signals [8],
SRLs offer a possibility to use a single laser due to their ability of generating simultaneously
two chaotic fluctuations though the exploitation of their two directional modes. Interestingly,
notwithstanding the relative low bandwidth of the chaos of about 2 GHz, our bit-streams gener-
ated from numerical, aswell as from experimental data passed all the NIST tests at 40 Gh/sfor
suitable parameters [ See Fig. 2(b) and Fig. 5(b)]. The fact that the numerical bit-streams gener-
ated from noi seless simulations passed all tests suggests at | east two conclusions: First, success-
ful multi-bit extraction using ADCs shows that the chaotic waveforms are sufficient to random
bit generation. Second, this also evidences that by employing post-processing methods such
as derivative [11] or ADC [8, 10] methods, chaos with relative low bandwidth can effectively
lead to ultra-fast random numbers generation, even without any additional non-deterministic
entropy source (noise).
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