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Abst rac t  

This paper surveys efficient techniques for estimating, via simulation, 

the probabilities of certain rare events in queueing and reliability models. 

The rare events of interest are long waiting times or buffer overflows in 

queueing systems, and system failure events in reliability models of highly 

dependable computing systems. The general approach to speeding up such 

simulations is to accelerate the occurrence of the rare events by using im- 

portance sampling. In importance sampling, the system is simulated using 

a new set of input probability distributions, and unbiased estimates are 

recovered by multiplying the simulation output by a likelihood ratio. Our 

focus is on describing asymptotically optimal importance sampling tech- 

niques. Using asymptotically optimal importance sampling, only a fixed 

number of samples are required to get accurate estimates, no matter how 

rare the event of interest is. In practice, this means that the required 

run lengths can be reduced by many orders of magnitude, compared to 

standard simulation. The queueing systems studied include simple queues 

(e.g., GI/GI/1) and discrete time queues with multiple autocorrelated ar- 

rival processes that arise in the analysis of Asynchronous Transfer Mode 

communications switches. References for results on Jackson networks and 

and tree structured networks of ATM switches are given. Both Markovian 

and non-Markovian reliability models are treated. 

1 I n t r o d u c t i o n  

This survey paper is concerned with efficient simulation techniques for estimating 

the probability of certain rare, but important,  events that arise in the analysis of 

queueing and reliability models. For example, consider a switch in a communi- 

cations system that has a buffer capable of holding at most B packets. A switch 

designer is interested in the buffer sizing problem; namely determining a value 

of the buffer size so that the (steady state) packet loss probability is very small, 
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say less than 10 -9. A designer of network session admittance and routing algo- 

rithms is faced with a related, but somewhat different problem; namely deciding 

whether or not to allow a new session to use the switch given the traffic already 

using the switch and the fixed buffer size B of the switch. For the session ad- 

mittance problem, one criterion would be to admit the new session provided the 

packet loss probability remains acceptably low (again, say less than 10-9). De- 

pending on the stochastic characteristics of the sources and the service processes, 

exact (or numerical) solution of the relevant queueing model may be impossible 

and (discrete event) simulation may be the only feasible solution approach. 

In the reliability context, consider the design of a fault tolerant computer 

system. The system designer wishes to select components (e.g., processors and 

disk drives) and configure the system so that it is very reliable, subject to some 

cost constraints. For example, the designer may wish to find a configuration 

so that, given a fixed time horizon t (say a month), the probability that the 

system fails (or operates at an unacceptably low level of performance) within 

the interval (0, t) is very small. Even under Markovian assumptions on the failure 

and repair time distribution of the components, such models become difficult to 

solve using numerical techniques due to the problem of state space size explosion. 

For generally distributed failure and repair times, effective numerical techniques, 

for all practical purposes, do not exist. Thus simulation may be the only feasible 

solution approach. 

But how practical is it to use simulation to estimate such small probabili- 

ties? For example, to estimate a packet loss probability of less than 10 -9 would 

seem to require simulating at least 109 packets. As the probability of interest 

becomes smaller, the required simulation time grows ever larger and becomes 

excessive, except perhaps on highly parallel computers. Somewhat remarkably, 

simple techniques e~ist that permit very accurate estimation of such small proba- 

bilities within a matter of minuies on even modest-sized workstations. The basic 

approach is called importance sampling [46, 54]; the technique was first applied 

on computers for performing nuclear physics calculations done during the 1940's 

in collaborations between yon Neumann, Ulam, Fermi, Kahn, Metropolis and 

their colleagues [53, 54, 63]. In the past several years importance sampling has 

also been applied to a variety of problems arising in the analysis of computer 

and communications systems. 

The purpose of this paper is to describe how importance sampling can be 

used to speed up rare event simulations in queueing and reliability models. 

While analysis of the efficiency of importance sampling techniques can tend 

to be highly mathematical, this paper will emphasize basic concepts, thereby 

(hopefully) making the paper accessible to practitioners with a background in 

performance and/or reliability modeling, but with little or no background in 

simulation methodology. The rest of the paper is organized as follows. In Sec- 
tion 2, the problem of rare event simulation will be discussed in more detail and 

the technique of importance sampling introduced. This section will also describe 

the notion of optimal importance sampling, along with other preliminaries such 
as a brief description of regenerative simulation. Section 3 will describe the ap- 
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plication of importance sampling in a variety of queueing systems, including the 

single server queue with independent interarrival and service time distributions 

(GI/GI/1) ,  the multiple server queue (GI /GI /m) ,  the single server queue with 

multiple correlated arrival processes. References for results on and some simple 

networks will be given. Section 4 will describe results for simulating models of 

highly dependable systems for the purpose of estimating reliability and avail- 

ability characteristics. The paper is then summarized in Section 5, highlighting 

the similarities and differences of simulating queueing and reliability models. 

2 Rare Event Simulation and Importance  Sam- 

pling 

2 .1  T h e  P r o b l e m  o f  R a r e  E v e n t  S i m u l a t i o n  

To further demonstrate the difficulty involved in simulating rare events, let us 

consider a simple example. Let X be a random variable that  has a probability 

density function p(z) and consider estimating the probability, 7, that  X is in 

some set A; 

J; 7 = l{=eA}P(z)dx = Ep[l{xeA}] (1) 
O 0  

where the subscript p denotes sampling from the density p and l{=eA } is the 

indicator of the set A, i.e., l{=eA } = 1 i f z  E A and l{~eA } = 0 if �9 ~ A. 

Consider estimating 7 by simulation. The standard approach would be to draw 

N samples, X 1 , . . . , X N  from the density p, set In = l{x~eA}, and form the 
N 

estimate "~N = (1/N)~,~=II,,. Note that Ep[~N] = 7 and that the variance 

of ~Jv is 7(1 - 7)/N. By the central limit theorem, a 100(1 - a)% confidence 

interval for 7 is (approximately) "~N-4-z,~12 X/7(1 - 7)/N where za/~ is defined by 

the equation a/2 = P(N(O, 1) > Zal2). (N(0, 1) denotes a normally distributed 

random variable with mean zero and variance one.) Suppose we wish to estimate 

7 to within -4-10% (about two significant digits of accuracy), i.e., we want the 

relative half-width of, say, a 99% confidence interval for 7 to be less than 0.1 

which implies that  2.576v/7(1 - 7)/N/~,N < 0.1. How large must N be in order 

to achieve this level of accuracy? Since 7N ---* 7 almost surely (a.s.) as N ---* oo, 

we see that N .~ 100 x 2.5762 x (1 - 7 ) / %  i.e., the required sample size is 

proportional to 1/7. The smaller 7 is, the larger the sample size must be. For 

example, if 7 -- 10 -s,  a sample size of 6.64 x l0 s is required, while if 7 = 10 -9, a 

sample size of 6.64 x 1011 (664 billion) is required. Note that  these sample sizes 

must be increased by a factor of 100 in order to achieve one additional significant 

digit of accuracy (4-1% accuracy). 

The relative error of the estimate ~N, RE(~N), is defined to be the stan- 

dard deviation of the estimate divided by its expected value. Then RE(~N) 
1/,~/TN ---* oo as 7 --~ 0. Thus, using standard simulation, the relative error is 

unbounded as the event becomes rarer. 
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As we will see, when importance sampling is properly applied, it is possible to 

construct (unbiased) estimates of 7 whose relative error remains bounded even 

as 7 ~ 0. This implies that the required sample size to achieve a given relative 

error does not blow up as the event becomes rarer. 

2.2 Importance Sampling 

Importance sampling is based on the following simple observation. (Some of 

the discussion below basically follows that given in [54].) Consider the integral 

representation for 7 in Equation 1. Multiplying and dividing the integrand by 

another density function f ( z )  we obtain (henceforth, we will suppress the limits 

of integration unless they are specifically required) 

[ 1 P(~) " z ' d z  [1 P(~) l 7 = / {zeA}p,(m)P ( ) = E f  [ {XEA}p,(~)J = Ef[ I{x~A}L(X)]  (2) 

where L(z)  = p(z)/p'(~) is called the likelihood ratio and the subscript p' de- 

notes sampling from the density p~. Equation 2 is valid for any density p~ pro- 

vided that pt(~) > 0 for all x E A such that p(~) > 0, i.e., a non-zero feasible 

sample under density p must also be a non-zero feasible sample under density 
p~. This equation suggests the following estimation scheme, which is called im- 

portance sampling. Draw N samples X1, . . . ,  XN using the density p' and define 

Z,~ = L(Xn)In (recall In = I{X,~EA}). Then, by Equation 2, Ef[Z,~] = 7. Thus 

an unbiased (and strongly consistent as N --~ oo) estimate of 7 is given by 

N N 
l ~ z n =  1 ~ ( p ' )  = ~ ~ ~ I,~L(X,O, (3) 

n = l  n = l  

i.e., 7 can be estimated by simulating a random variable with a different den- 

sity and then unbiasing the output (In) by multiplying by the likelihood ra- 

tio. Sampling with a different density is sometimes called a change of measure 
and the density p' is sometimes called the importance sampling density (or if 

p'(~) = dP'(~) /dz ,  P' is called the importance sampling distribution). 

Since essentially any density p' can be used for sampling, what is the optimal 

density, i.e., what is the density that minimizes the variance of'~N(p')? Selecting 

p'(z) =_ p*(z) = p(z ) /7  for z E A and p*(x) = 0 otherwise has the property of 
making g,~ = Inp(X,~)/p*(X,~) = O' with probability one. Since the variance 

of a constant is zero (and since the variance is always nonnegative), p*(z) is 

the optimal change of measure (and one sample from'p* gives you 7 exactly). 

The optimal change of measure thus has the interpretation of being simply the 

ordinary distribution, conditioned that the rare event has occurred. However, 

there are several practical problems with trying to sample from this optimal 

density p*. First, it explicitly depends upon 7, the unknown quantity that we 
are trying to estimate. If, in fact, 7 were known, there would be no need to 

run the simulation experiment at all. Second, even if 3' were known, it might be 

impractical to sample efficiently from p*. 



169 

Since the optimal change of measure is not feasible, how should one go about 

choosing a good importance sampling change of measure? Since Ep, [Zn] = 3' for 

any density p', reducing the variance of the estimator corresponds to selecting a 

density pl that reduces the second moment of Zn; 

/ (4) Ep,[Z ] = = 

Thus to reduce the variance, we want to make the likelihood ratio p(~)/p'(~) 

small on the set A. Since A is a rare event (under density p), roughly speaking, 

p(z) is small on A. Thus to make the likelihood ratio small on A, we should pick 

p' so that  p '(x) is large on A, i.e., the change of measure should be chosen so as 

to make the event A likely to occur. 

More formally, consider a sequence of rare event problems indexed by a "rar- 

ity" parameter �9 so that 7(�9 --~ 0 as �9 --~ 0. For example, in the buffer sizing 

problem, we could let �9 = 1/B  and 7(�9 = P(Q > B) where B is the buffer size 

and Q denotes a random variable having the steady state queue length distribu- 

tion. In a reliability model, as is done in[57, 72, 88, 89], we could parameterize 

the failure rates of components by �9 e.g., the failure rate of component number 

i is given by ~(e)  = a~e b' for some constants a~ and b~(b~ > 1). Then, defining 

7(�9 to be the probability that  the system fails before some fixed time horizon 

t fits into this framework. Suppose it is known that 7(�9 "" cf(�9 as e --~ 0 for 

some constant c and function f(e). (Thus f(e) -~ 0 as �9 --~ 0.) Now if a p' 

can be chosen so that Ep,[Z~] ... dr(e) 2 for some constant d, then crp,(Z,~), the 

standard deviation of Z,~, ..~ k f ( �9  where k -- V ~ -  c 2. The relative error of the 

importance sampling estimate thus remains bounded as �9 ~ 0: 

lim c~(~r(p')) _ lim ap,(Z,~) k - -  < oo. (5) 
7(�9 7 ( � 9  - 4 -g  

In such a situation, we say that  the importance sampling estimate has "bounded 

relative error" (see, e.g., [57, 72, 88, 89]). In practice, having bounded relative 

error is highly desirable, since it implies that  only a fixed, bounded, number 

of samples N are required to estimate 7(�9 to within a certain relative preci- 

sion, no matter how rare the event of interest is. For example, suppose k < 10, 

then two significant digit accuracy, i.e., making the relative half-width of a 99% 

confidence for 7(�9 less than 0.1, can be achieved in "at most N = 6.64 x 104 

samples, regardless of how small e (and thus 7(�9 is. Compared to the sample 

sizes of 6.64 x l0 s and 6.64 x 1011 required by standard simulation to estimate 

7(�9 = 10 - s  and 10 -9, respectively, we see that  orders of magnitude reduction 

in run lengths, or speedup, could thus be achieved using importance sampling. 

However, the variance reduction does necessarily not tell the whole story, since 

the cost of obtaining each sample may be so high as to effectively limit the num- 

ber of samples that can be collected. It is usually somewhat more expensive to 
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obtain a sample using importance sampling than standard simulation, however, 

the massive reduction in sample size generally more than makes up for the in- 

crease in the cost per sample. Such sampling costs are taken into account in 

a number  of studies, e.g., [6, 86], and see [47] and the references therein for a 

theoretical t reatment  of this issue. 

How can bounded relative error estimates be obtained? One way is to select 

p'  so as to ensure that  the likelihood ratio is always small on A. More specifically, 

suppose 

L ( x . )  < dlf(e) (S) 

whenever X,~ E A, then 

= Ep,[Z.L(X.) < < d ,f(e) (7) 

Thus,. sampling under such a p'  produces an estimate with bounded relative 

error. How likely is the event A to occur under such a p '? The probabili ty of A 

is given by 

i [ ?(e) c 

> dlf(e) J l{~eA}P(z)dz = "~ - -  > O. 
- dif(e) dl 

(The inequality in Equation 8 is true by Inequality 6.) Thus, asymptotically,  

the probabili ty of A under p'  does not depend on e, i.e., A is not a rare event 

under p', and the problem has been transformed from a rare event simulation 

into a non-rare event simulation. 

Note that  bounded relative error is obtained by making the second mo- 

ment,  Ep,[Z~], approach zero at the same at the same rate, f(e) 2, that  7(e) 2 

approaches zero. Is it possible to do any better? The answer is essentially 

no, since suppose Ep,[Z~] ~ dg(e) 2 where g(e) ---* 0 as e --+ 0. Because im- 

portance sampling is unbiased and the variance is non-negative, we must  have 

Ep,[Z~] > Ep,[Z,~] 2 = 7(e) 2. Thus, l im~og(e) / f (e  ) > c/v/-d, i.e., g(e) can ap- 

proach zero no faster than a constant times f(e). When in fact, g(e) ..~ kf(e), 
some authors (e.g., [t6, 17, 21, 26, 36, 85, 87, 95]) term the importance sampling 

scheme "asymptotically optimal" or "asymptotically efficient." These terms are 

thus seen to be equivalent to bounded relative error. (As seen from Equation 5, 

it is possible to obtain a relative error of zero as e --* 0 if one is lucky enough 

to have d = c 2, but, in practice, such situations are the exception rather than 

the rule.) Note that  bounded relative error is also obtained if 7(e) > cf(e) and 

if L(X,~) < dif(e) for X,, E A. Also, in some applications, it may  not be pos- 

sible to find a constant di such that  L(X,~) < dlf(e) but it is possible to find 

a random variable D such that  L(Xn) <_ Of(e) (on A). If lim~__.oEp,[D 2] < oo, 

then bounded relative error is still obtained. Juneja [61] shows that  in order to 

obtain bounded likelihood ratios, one must make the likelihood ratio equal to 

one on every cycle of states. Although our focus is on asymptot ic  optimality, it 

is impor tant  to recognize that,  for a fixed e, there may  be other changes of mea- 

sure that ,  because of the (unknown) constants in the variance, result in a lower 
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variance than that obtained by the asymptotically optimal change of measure; 

indeed the zero variance estimator is always better, but as mentioned above, it 

is usually impractical to sample from that distribution. In addition, there may 

be several different formulations for estimating the same quantity; asymptotic 

optimality refers only to a particular formulation of a problem. (For example, 

see Section 3.1 for several formulations to estimate large waiting times in the 

single server queue.) 

As used in this context, the purpose of importance sampling is to reduce 

the variance of an estimator. Thus importance sampling is called a "variance 

reduction technique." (See [4, 46, 56, 84] for a different application of importance 

sampling; so-called "what if" simulations in which importance sampling is used 

to estimate the performance of a system at many different input parameter 

settings from a single simulation run.) Does importance sampling always lead 

to a reduction in variance? The answer is (an emphatic) NO, as the following 

simple example illustrates. Suppose p(z) = ,~e -~z and A = {z > t}, i.e., we are 

interested in estimating ~ -- Pp(X > t) where X has an exponential distribution 

with rate A. Suppose we employ importance sampling using an exponential 

distribution with rate )~', i.e., p'(~) = ,Ve -:~'=. From Equation 4, the second 

moment of the estimator is given by 

fx~ ~ ,~2 f oo e(~'-2~)=d~ = = 

----t ----t 
(o) 

which is infinite if A' >_ 2A. Thus, not only can importance sampling result in a 

variance increase, but it can produce arbitrarily bad results if not applied care- 

fully. (Conditions, and counter-examples, under which importance sampling of 

discrete time Markov chains over a random time horizon has a finite variance are 

given in [44, 46, 53].) So, essentially all work on using importance sampling in 

practical applications deals with choosing an importance sampling distribution 

(change of measure) that leads to actual variance reduction, with particular em- 

phasis being placed on finding asymptotically optimal changes of measure. As 

we will see, selecting such asymptotically optimal changes of measure generally 

involves understanding quite a bit about the structure of the system being simu- 

lated. Fortunately, the understanding does not have to so thorough as to.imply 

a complete solution of the problem; there is a rather large class of queueing and 

reliability models for which exact solutions do not exist (or numerical solutions 

are impractical) but for which asymptotically optimal importance sampling dis- 
tributions can be explicitly given. 

Note that importance sampling is well suited for parallelization by running 

independent replications (or replications with different input parameter settings) 

in parallel on multiple computers. (See [45, 55] and the references therein for 
a discussion of the statistical properties and efficiencies of a variety of parallel 

replications approaches.) If the cost of computing each sample is high, and the 

variance is relatively large, then such parallelization can be very effective; this is 

especially true if the asymptotically optimal importance sampling distribution is 

unknown. Several such examples, including the analysis of fault-tolerant routing 
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algorithms on a hypercube, where parallelization is effective are considered in 

[77]. 

2.3 Likelihood Ratios 

The discussion of the previous section dealt with a very special situation: using 

importance sampling for a single random variable that has a probability den- 

sity function. However, importance sampling is true much more generally as 

we will describe briefly (without getting too technical). In particular suppose 

7 = f H(w)dP(w) for some arbitrary random variable H and arbitrary probabil- 

ity measure P.  Then, as in Equation 2, 7 = fH(w)L(w)dP ' (w)  = Ep,[HL] for 

another probability measure P '  where L(w) = dP/dP'(w) is again the likelihood 

ratio or, in measure-theoretic terms, the Radon-Nikodym derivative. (This re- 

quires that the measure P be "absolutely continuous" with respect to the mea- 

sure P' .)  The reason for this brief excursion into measure theory is to make 

the point that the probabilistic setting in which importance sampling applies is 

extremely general. For example, it can involve stochastidprocesses such as dis- 

crete or continuous time Markov chains, semi-Markov process, or more general 

stochastic processes such as generalized semi-Markov processes (see [43, 99] and 

the references therein). The (rare) event A can also be defined quite generally; 

typically it is defined in terms of "stopping times" [24]. For example, in a relia- 

bility model defined by a continuous time Markov chain (CTMC), suppose rF is 

the first time that the process enters a "bad" set of states F in which the system 

is considered unavailable. Then an event of interest (which is hopefully rare) is 

A = {TF < t} for some given value of t. 

In order to apply importance sampling, it must be possible to compute the 

relevant likelihood ratio. We briefly give several examples; explicit formulas 

for a variety of stochastic processes are given in [46]. In the case of sampling 

from a single probability density function, as described above, the likelihood 

ratio L(X)  = p(X) /p ' (X) .  This equation is also valid if X is drawn from a 

discrete distribution, i.e., if P ( X  = a~) = p(a~), i = 1 , . . . ,  m and P ' ( X  = hi) = 
p'(a~),i = 1, . . . , m .  We require that p'(ai) > 0 if p(a~) > 0, but note that we 
can have p'(ai) > 0 even if p(ai) = 0 since the likelihood ratio is zero in this 

case, i.e., no weight is given to an impossible (under p) sample path. Suppose 

X = (X1 , . . . ,  Xm) is a random vector, where Xi is drawn from density pi(z) 

and Xi is independent of Xj (j r i). If, under importance sampling, X~ is drawn 

from density p~(~), and again Xi is independent of Xj (j # i), then 

L(x) = [ I  p(x0 (10) 

Suppose {Xi , i  >_ 0} is a discrete time Markov chain (DTMC), on the state 

space of nonnegative integers where X0 has (the initial) distribution po(i) and 

the one-step transition probabilities are given by P(i, j)  = P(X,~ -- jlX,~_I = i). 
Let Xm = (Xo, X , , . . . ,  Xm). If, under importance sampling, Xo is drawn from 
pto(i), and the process is generated with the one-step transition probabilities 
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P'(i, j), then 

L(X,~) = po(Xo) mH P(Xi_,,X,) (11) 

p'o(Xo) P'(X,_1,x,)" 
i=l 

We require that p~(i) > 0 ifpo(i) > 0 and P'(i, j) > 0 if P(i, j) > 0. In fact there 

is no requirement that the importance sampling distribution correspond to a time 
homogeneous DTMC; see [30, 50, 51] for examples in which it is advantageous to 

use a process other than a time homogeneous DTMC for importance sampling 

to estimate quantities associated with a DTMC. Identities for the variance of 

L(Xm) and L(Xm)Y,~ where Ym is a function of Xm may be found in [44, 46]; the 

relationship of such identities to the problems of rare event simulation covered 

here is beyond the scope of this paper. 

For a CTMC, let po(i) denote the initial distribution, A(i) denote the total 

rate out of state i and let P(i, j) = Q(i, j)/)~(i) denote the transition proba- 

bilities of the embedded DTMC, where Q(i,j) is the rate from state i to state 

j. If importance sampling is done using a CTMC with initial distribution p'(i), 
holding rates A'(i), and embedded DTMC transition probabilities P'(i, j), then 

the likelihood ratio after m transitions is 

p0(X0) ~ A(X,-1)e-~(x': ' ) ' ' - '  P(X~_~,X~) 
L(X) (12) I 

~o(Xo) ~=~11 y(x~_~)e-.(x._l)._, P'(X~_l, x,) 

where the sequence of states of the embedded DTMC is Xo,.. . ,  Xm and t{ is the 

holding time in state X~. (Note that this expression simplifies somewhat since 

~(x~_~)p(x~_~, x~) = Q(x~_x, x~).) 
Another example, that will be of use in reliability models, concerns using 

uniformization, or thinning, [60, 71, 93] to sample points from a nonhomogeneous 

Poisson process (NHPP). Let {N(s), s > 0} denote a NHPP with intensity rate 

A(s). Suppose there exists a finite constant fl such that A(s) < fl for all s > 0. 

Then points in the NHPP can be simulated (without importance sampling) 

as follows. Let {Sn,n >_ 1} denote the points in an ordinary Poisson process 

{Nt~(s),s >_ 0} with (constant) rate ft. Then, S,~ is accepted as a point in the 

NHPP with probability A(Sn)/fl, otherwise it is rejected as a "pseudo event" 

(with probability 1 - A(S,)/fl). To implement importance sampling, we could 

simply thin the Poisson process {N~(s), s >_ 0} with different probabilities, in 

effect generating a NI-IPP with a different intensity rate, say A'(s)(A'(s) <_ [3). Let 

N(t) denote the number of accepted (real) events and P(t) denote the number 

of rejected (pseudo) events; then Np(t) -- g(t) + P(t). Let T,~ denote the time 

of the n-th real event (n < N(t)) and let P,~ denote the time of the n-th pseudo 

event (n < P(t)). Then, the likelihood ratio (at time t) has a simple form: 

~(') ~(T~) P(~) 1 -  ~(P~)/[3 
~=~ = 1 - ~ , ( P ~ ) / ~ "  

This requires that A'(s) > 0 whenever A(s) > 0 and 1-A'(s)/[3 > 0 whenever 1 -  

A(s)/[3 > 0. In the reliability context, A(s) might represent the total component 
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failure rate at time s which, because components are reliable, is very small. 

Therefore, to see system failure events, we need to accelerate the rate at which 

components fail, which can be accomplished simply by increasing the component 

failure rate, i.e., by sampling using failure rate A'(s) where A'(s) >> A(s). 

2.4 Regenerative Simulation 

In simulations of stochastic systems, one is often interested in steady state per- 

formance measures. For example, in queueing models one might be interested in 

P ( W  > z) where W is the steady state waiting time distribution. In a reliability 

model, one might be interested in u the steady state unavailability of the system, 

i.e., the long run fraction of the time that system is in a state that  is considered 

failed. In both these cases, one is interested in estimating a quantity associated 

with a rare event. If the system is regenerative [27, 96], then the "regenerative 

method" can be used to estimate steady state performance measures. Let X~ be 

the process at time s. We assume there is a particular state, call it 0, such that  

the process returns to state 0 infinitely often and that,  upon hitting state 0, the 

stochastic evolution of the system is independent of the past and has the same 

distribution as if the process were started in state in 0. Arrivals to an empty 

GI/GI/1 queue constitute regeneration points, as do entrances to a fixed state 

in a CTMC. Let/3~ denote the time of the i-th regeneration (/3o = 0) and assume 

that  X0 = 0. Let a~ = fl~ - fli- I denote the length of the i-th regenerative cycle. 

If E[a~] < co, then (under certain regularity conditions) X~ ~ X as s ---, co 

where ~ denotes convergence in distribution and X has the steady state distri- 

h be a function on the state space and define I~ = f#~'-i h(X~ bution. Let )ds. 
Then {(1~, ai) ,  i > 1} are i.i.d, and 

ElY4 (14) 
r = E[h(X)] - E[(~i] 

(provided E[Y~] exists and is finite). Equation 14 and the i.i.d, structure of 

regenerative processes forms the basis of the regenerative method; simulate N 

cycles and estimate E[h(X)] by aN = Y'N/&N where YN and a-N are the averages 

of the Y/-s and ~i-s, respectively. It is possible to form confidence intervals for 

r by applying the central limit theorem. (See [27] for a discussion of estimating 

the variance in this central limit theorem.) For example, to estimate P ( W  > m), 

the process is in discrete time, h(w) = l{~>z}, (~i is the number of customers 

to arrive in a busy period and ~ = ~=#,_~ h(W~). To estimate u, the steady 

state unavailability, h(m) = I{,EF } where F is the set of failed states. In both 

of these cases, Y~ = 0 with high probability so obtaining a non-zero Y~ is a rare 

event. Thus importance sampling can be applied to estimate the numerator,  

E[Y~], of Equation 14. Typically importance sampling is used until a non-zero 

value of Y~ occurs, and then it is "turned off" and the process is allowed to 

return naturally to the regenerative state. Note that  the denominator, E[a~] 
is simply the expected cycle time, so importance sampling need not be applied 

to estimating the denominator. Letting Li denote the likelihood ratio of the 
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process over cycle i, then E[Yi] = Ep, [L~Y/] where importance sampling is done 

using distribution P~. (See [11, 42, 46] for an alternative expression that uses 

partial likelihood ratios in regenerative simulation.) 

To obtain variance reduction in estimating E[Y~], roughly speaking, we want 

to chose pt  so as make the rare event likely to occur during a cycle, thus mak- 

ing the likelihood ratio small. But suppose one is interested in estimating the 

expected time (starting in state 0) until the rare event occurs, e.g., estimating 

EO[TF] where vF is the first time the reliability model enters a failed state (in 

F).  Using importance sampling to accelerate the occurrence of TF wilt result 

in unusually small values of TF, thereby increasing the variance. However, this 

problem can be avoided by exploiting a ratio formula for E0[TF]: 

EO[TF] : E0[min(r0, rF)] 
P0(TF < T0) (15) 

where TO is the first time to return to state 0 (see [51, 64, 92]). Equation 15 is 

valid because the number of cycles until hitting TF before TO has a geometric dis- 

tribution with success probability 7 -- P0(TF < TO). Now the problem becomes 

one of estimating 7, which is a rare event problem. Thus quantities such as the 

mean time to failure and the mean time until buffer overflow can be estimated 

by using importance sampling to estimate 7 and standard simulation to estimate 

E0[min(T0, TF)]. The geometric distribution and Equation 15 also form the basis 

for showing that  TF/Eo[TF] =:~ E as 7 "-~ 0 where E is an exponential random 

variable with mean one [15, 64]. 

In some applications, the model may not be regenerative (e.g., a reliability 

model with non-exponential failure time distributions), yet a ratio formula sim- 

ilar to that  of Equation 14 exists. For a subset, A, of the state space define 

A-cycles to begin whenever the process enters A. Then 

r = E [ h ( X ) ]  - E[IQ(A)] (16) 
E[(~i(A)] 

where ~ (A)  is the integral of the process over an A-cycle and c~(A) is the length 

of an A-cycle [14, 25]. In Equation 16, the initial distribution is the stationary 

distribution conditioned on the process just entering A. Importance sampling 

can be used to estimate the numerator, while standard simulation can be used 

to estimate the denominator. A "splitting" technique can be used to obtain the 

proper initial distributions as follows. Simulate the process (without importance 

sampling) until it is approximately in steady state. Then whenever the process 

enters A, simulate two A-cycles; one using importance sampling and one without 

using importance sampling. These provide samples for the ratio estimate. Also, 

the A-cycle simulated without importance sampling provides a starting point 

(with approximately the steady state distribution on A) for the next pair of 

samples. The method of batch means can be used for variance estimation; see 

[21, 81] for a discussion of this approach, and see [1] for a similar idea applied 

to estimating bit error rates over certain communications channels. 
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3 Q u e u e i n g  M o d e l s  

3 .1  T h e  S i n g l e  S e r v e r  Q u e u e  

We are now ready to apply importance sampling to some specific applications 

arising in queueing and reliability theory. We start with the waiting time process 

in the stable single server, GI/GI/1 ,  queue. This queue has quite a lot of random 

walk related structure that can be exploited. Let W,~ denote the waiting time of 

the n-th customer, {A,~} denote the interarrival time sequence and {B,~} denote 

the service time sequence. Then the waiting time sequence follows the well known 

Lindley's recursion (see, e.g., [7, 33]): W0 = 0 and W,,+z = (W,~ + X,,+I) + for 

n > 0 where X +I = B -A +I and = m (0, Let = P(A  < and 

B(x) =- P(B,~ < ~). Then, if E[X,~] < 0 (or equivalently p = E[B,~]/E[A,~] < 1), 

then the queue is stable and W,~ ~ W where W denotes the steady state waiting 

time. We will be interested in estimating P ( W  > z) for large values of z. 

To do so we will exploit the equivalence between the distribution of W and 

the maximum of ~( . ) random = = the time-reversed walk. Define -~z Xn,X2 

X n - 1 , . . . ,  ~:,~ = X1, So -- 0, and S~ = )~z + " "  + X~ for k > 1. Then, it is well 

known that 

W~ -- Mn = max{So, Sz , . . . ,  S,~) n > 0. (17) 

Thus, letting n --* co, W has the same distribution as/17/, the maximum of the 

time-reversed random walk (assuming the distribution of {X,~-k, 0 < k < n} 

converges as n --* co). For the GI /GI /1  queue, )~,~ has the same distribution as 

Xn, so we can say that W has the same distribution as M = max{S~, k _> 0}, 

the maximum of the random walk (which has negative drift). 

We note that P ( W  > x) = P(M > z) = P(r= < co) where r= is the first time 

the random walk exceeds z. Using standard simulation, estimation of P(v= < co) 

is not efficient since, with high probability r= = co. (Not only is the event rare, 

but it takes a potentially long time to determine that the rare event did not 

happen.) However, we will use importance sampling to transform the random 

walk into one with positive drift, so that r= < co with probability one. We follow 

the queueing oriented development in Asmussen [6, 7]. (Siegmund [95] considers 

this and related problems in the context of sequential analysis and sequential 

probability ratio tests. Asmussen also discusses the relevance of this problem 

to "risk theory" in insurance applications.) We will use a specific importance 

sampling change of measure known as "exponential twisting," "exponential tilt- 

ing," or embedding within a "conjugate family." Define the moment generating 

function M(O) = E[e ~ which we will assume is finite for all 0 < 0 < 0 where 

> 0. (For technical reasons, we also assume that M(O) ~ co as 0 T 0.) Note 

that  M(O) = E[e ~ = Ms(O)MA(-O) where Ms(0)  = E[e ~ and 

MA(8) = E[eeA"]. Let F(x) denote the distribution function of X,~. Now define 

the exponentially twisted distribution Fe(z) by dFe(x) = [ee=/M(O)]dF(x); if 

f ( ~ )  has a density function f(~),  then dFe(~) = re(z) = ee~'f(x)/M(O). If 
X t , . . . ,  X,~ are independently sampled from Fe(z), then the likelihood ratio has 
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a very simple form: 

M(8) n 
L,~(8) - ee(X,+...+x,,) = M(8)ne -es ' .  (18) 

Now if r~ = n, then by definition, Sn > z and thus 

Ln(8) = M(O)ne-e=e -~ < M(e)'~e -e~. (19) 

What value of 8 should be chosen? Note that there exists a 8* such that M(8*) = 

1. This is true since M(0) = 1, the derivative of M(e) is negative at 8 -- 0 

(because E[Xn] < 0) and M(8) is convex, continuous and approaches cr as 

8 T $.) By the above argument, at this value of 8", the titled random walk has 

strictly positive drift so rz < cr with probability one. Thus, using Equations 2 

and 19, we obtain 

P ( W  > m) = P(v= < co) = e-e*=Ee.[e -e*~ (20) 

where O= is the (random) "overshoot" O= = S~. - z. Note that the decay rate, 

-0" ,  is known; only Ee. [e - ~ 1 7 6  is unknown and requires estimation. Why is 

8* a good value with which to do importance sampling? It can be shown that, 

under suitable regularity conditions, Ee* [e -e*~ converges to a constant, say 

a(e*), as m ~ cr thus P(W > x) ,.~ a(8*)e -~ (This provides a very simple 

proof that the stationary waiting time distribution in the GI/GI/1 queue has an 

exponentially decaying tail, provided the moment generating function is finite.) 

In addition, by Equation 19, the likelihood ratio is also bounded by e -e*=. 

Thus, by the arguments of Section 2.2, importance sampling with this value of 

8* is asymptotically optimal. (Identify e = 1/z and f(e) = e -e ' / ' . )  In fact 

Siegmund [95] showed that 8" is the unique asymptotically optimal value within 

the class of exponentially twisted distributions, while Lehtonen and Nyrhinen 

[88] showed that it is the unique asymptotically optimal change of measure 

within the class of (essentially) all distributions with i.i.d, increments. Asmussen 

[9] also suggests using the identity in Equation 20 for P(W > z) to estimate 

E[W] = f P(W > z)dm using importance sampling (and quantities such as 

higher moments), although it needs to be combined with additional techniques 
in order to be effective. 

For GI/GI/1, the equation M(8*) = 1 is equivalent to MA(-O*)Ms(8*) = 1. 
For the M/M/1 queue with arrival rate A and service rate #, MA(--O) = A/(A+8) 

and Ms(0) = # / ( # - 8 )  for 8 < #. Solving for O* yields 8" = # - A .  At this value 

of O*, the interarrival time density ae.(m) = ~te -gz and the service time density 

be. (m) = Ae -~z, i.e., the process is simulated with arrival rate # and service rate 

A. Thus, with the asymptotically optimal importance sampling distribution, the 

simulated queue is indeed unstable. This flipping of arrival and service rates will 
also occur in other rare event problems as will be discussed later. 

Further interpretation as to why exponential twisting with parameter 8" is 

a good idea can be found in [2, 5]. Suppose one is told that Wn > na for 

some constant a and large value of n. Then how did the queue come to be in 
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such a (bad) state? Let #* > 0 denote the mean of the tilted random walk, 

i.e., the random S~(O*) with increment distribution Fe*(~). The titled random 

walk builds up linearly at rate #*, i.e., by the strong law of large numbers, 

S[~:](8*)/n ~ t#* a.s. as n ~ co for 0 < t < 1. Now suppose a < #*. Then, 

the titled random walk is capable of reaching the level na by time n. In fact, 

the tilted random walk reaches level na at approximately time ha~#*. Define 

t(a) = 1 - a/#*.  Anantharam [2] shows that  in this case as n -* co, given 

W,~ > ha, with probability one, Win:]In ~ 0 for all t < (1 - t(a)) , and then 

W[nt]/n ~ #*(4 - t(a))  for all t such that  t(a) < t < 1. In other words, W~ 

remains stable until a certain time, t (a)n,  and then starts building up linearly 

at the same rate that the titled random walk builds up until reaching level na 

at time n. (If a > #*, then the tilted random walk with parameter 8* cannot 

reach level na by time n. In this case, the waiting times build up linearly at 

rate a, corresponding to exponential twisting with a parameter 8~ such that the 

drift at 8~ is a.) In fact, related conditional limit theorems for the GI /GI /1  

queue (see [5] and the references therein) show that  during such a buildup, the 

waiting time behavior is (asymptotically) identical to that of the tilted random 

walk. Recall that  in Section 2.2 we stated that  the zero variance estimator was 

obtained by sampling from the ordinary distribution given that  the rare event has 

occurred. The above results show, roughly speaking, that  given a large waiting 

time has occurred, the ordinary distribution is the twisted distribution. Thus 

it is very natural that  exponential twisting with parameter 8* should be very 

effective. Indeed, experimental results in [68], show that  for the M/M/1  queue 

(a problem not requiring simulation but convenient as a simulation benchmark) 

with p = 0.5, P ( W  > 20) ~ 10 -9 can be estimated to within +5% in only 

129 replications. In fact, if a non-optimal value of 8 r 8" is used, then good 

estimates are obtained within reasonable time even if 8 is as much as 30% away 

from 8*. 

(Interestingly, if MB(8) = co for all 8 > 0, it is shown in [2] that  large 

waiting times are essentially the result of a single customer experiencing a very 

large service time. The assumption that M s  (8) < co for some 8 > 0 implies 

that  the tail of the distribution B 0 goes to zero exponentially fast. Thus if 

Ms(8)  = co for all 8 > 0, the tail of the distribution is "fat" and very large 

values are not that  unlikely.) 

The above analysis makes use of the fact that,  in the G I / G I / 1  queue, the 

stationary waiting time has the same distribution as the maximum of a random 

walk with negative drift. This relationship does not occur more generally, e.g., 

in multiserver queues, queues with finite buffers, or networks of queues. There- 

fore it is desirable to consider techniques that work directly with the queueing 

processes. The first such problem we consider is estimating the mean time until 

a G I /GI /1  queue reaches a queue length of n (not including the customer in 

service). Recalling the ratio formula of Equation 14, we see that  we need to 

estimate %~ = P(vn < r0) where Tn is the first t ime the queue length reaches 

n and TO is the first time the queue empties. (This problem is related to de- 

termining the distribution of the maximum waiting time during a busy period 
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in the GI /G/1  queue, see [59].) We assume that  the initial conditions are that  

a customer (customer number 0) has just arrived to an empty queue. We ba- 

sically follow the analysis in Sadowsky [85]. This analysis provides a rigorous 

justification for a heuristic developed by Parekh and Walrand [83], which will be 

described in Section 3.2. Let S(k) = {r,~ = k, r0 > k}. On S(k), the arrival time 

of customer number k customer is less than the departure time of the k - n-th 

customer to depart the queue (customer number k - n - 1), i.e., 

~--~ 

j = l  j = l  

k 
For k > n define Zk(n) = ~ j _ t A j  - v"~-nB 

- - ?-d=t j -1 .  Consider using exponential 
twisting with parameter 8*. Then, on S(k), Zk(n) <_ 0 by Equation 21 and the 

likelihood ratio L(8*) is bounded as follows: 

L(8*) = MB(8*)~-'~MA(--8*)~e ~ < MB(8*) -'~ = MA(--8*) '~ (22) 

since Z~(n) < 0 and the fact that 8" satisfies MA(-8*)MB(8*) = 1. Since the 

likelihood ratio is bounded by MA(-8*)n whenever Tn < T0, taking expectations 

we have 3',~ _< MA(--8*) n. Asymptotic optimality will be established if we can 

show that  • >_ cMA(--8*) n for some constant c. To do so, we will make the 

simplifying assumption that  the service times are bounded, i.e., Bj < b for all j 

and some constant b. On S(k), 

Zk(n) = Z~_l(n) + Ak - B~-,~-t >_ Z~-t(n) + Ak - b > -b  (23) 

where the second inequality is true because, on Sk(n), Zk- l (n)  > 0. Combining 

the equality part of Equation 22 with Inequality 23 we obtain 

L(8*) > MA(--8*)'~e -~ (24) 

whenever T,~ > TO. Taking expectations yields 

"Y~ = Ee*[L(9*)l{r~<~o}] >_ MA(--8*)'*e-e*bPe.(T, < TO). (25) 

But since, at 0", the queueing process is unstable, Po* (r,~ < TO) is bounded away 
from 0 as n ~ co, thereby establishing the result. 

Note that  lirr~-~oo(1/n)log(h,) = log(MA(--O*)). In addition, it is true that  

lirnn__.~(1/n)logV,~(O*) = 21og(Ma(--O*)) where V,~(O*) is the variance of a 

single observation using importance sampling with parameter 0". For queueing 

models, asymptotic optimality is often stated in these terms. 

Sadowsky shows that  the bounded service time assumption can be removed. 

He furthermore shows that  exponential twisting with parameter 8* is the unique 

asymptotically optimal change of measure within the class of all simulations 

having i.i.d, interarrival and service time distributions. Further optimality re- 

sults, concerning higher moments of the estimate (not just the variance), are 
established in [86]. 
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3 . 2  A L a r g e  D e v i a t i o n s  A p p r o a c h  t o  t h e  S i n g l e  S e r v e r  

Q u e u e  

The above results are in fact closely related to the theory of large deviations 

[16], which basically deals with estimating the probability that  S,~/n is far from 

its mean. We will give an overly simplified, and somewhat heuristic, description 

of certain basic results and show how they can be applied to fast simulation 

of certain queues; see [16] for a rigorous (and readable) treatment of this topic 

in much greater detail. (There are a number of technical issues and difficulties 

which tend to obscure what's going on, so we will not deal with them here.) 

Consider a random walk, S,~, whose increments, Xk, have a distribution function 

F,  finite moment generating function M(~), and twisted distribution function 

dFe(z) = eeZdF(z)/M(~) as described earlier. Cram~r's theorem, which dates 

to 1937, roughly states that  

P(S~/,~ ~ y) ~ e -~(~) (26) 

where I(y) is the Cram~r transform (or large deviation rate function): 

Z(y) = sup[ey - log (M(e) ) ] .  (27) 
# 

(More precisely, by Equation 26 we mean lim6__,olin'rn_,oo(1/n)log[P([S,~/n- 
Yl < 6)] = - I ( y )  provided I(y) is finite and continuous in a neighborhood about 

y.) At first glance this result looks somewhat mysterious, but the intuition 

behind it is actually quite simple. Pick a small positive 6 and consider estimating 

P(S(n,  y)) = P(y  - 6 < S,~/n <_ y + 6) by simulating the random walk with 

exponential twisting. If y # E[X~], then S(n, y) is a rare event. It is natural to 

chose the twisting parameter 0 =  0y so that  Po(,.q(n, y)) ---, 1, i.e., select 0~ so 

that  y = Ee~[X~] = f zdFe~(z). Then 

p(s(=,y)) = Ee~[L(0~)l~s(~,~)}]  = M ( e ~ ) ~ E 0 ~ [ e - ~ S ~ l ~ s ( = , ~ ) } ]  (2S) 

~, M(~y )ne-e~'~Y Ee~[l{s(n,~))] = e-n[Oyy-log(M(O~))] 

where the ~ is (approximately) true because S,~ ,~ ny on S(n, y). It thus remains 

to be shown that  I(v) = 0~y - log(M(ey) which is established by setting the 

derivative of the function h(e) = 0y - log(M(8)) equal to zero. (It can be shown 

that  I(v) is convex and nonnegative on its domain of finiteness.) Note that  if 

Y = E[X~](= E0[X~]), then, by definition ~ = 0, ICY ) = 0, and thus Equation 

26 is equivalent to P(S,~/n ~ E[X~]) ~ 1 as it should be. 

Let us see how this result can be used (heuristically) in the GI /GI /1  queue. 

Following Parekh and Walrand [83], again consider estimating "y,~ = P(T,~ < r0) 
where T,~ is the first time the queue length reaches n and T0 is the first time the 

queue empties. Suppose this event happens at some time T and that during the 

interval (0, T), the arrival rate is some constant A' and the service rate is some 

constant/x' .  Thus the number of arrivals is approximately A'T, the number of 
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departures is approximately #~T and the queue builds up at rate )~ -  ~ .  Now, by 

Equation 26, the probability of observing such rates A r and #t is approximately 

p(~', ~') = exp [--.~'TIA(1/~') -- #'TIs(1/#')] (29) 

where IA 0 and IB 0 are the Cram~r transforms of the interarrival and service 

time distributions respectively. The values of ~ and ]~ should be chosen so as 

to maximize the probability p(~,  ~ )  of this event. Since T,~ = T, we have the 

(approximate) constraint 
-  t)T = ( 3 0 )  

Substituting this into Equation 29, differentiating the exponent with respect to 

~ and p~, setting the derivatives equal to 0 and solving yields the result that, as 

before, the optimal ~* and ~* correspond to twisting with rates -9* and 8" such 

that MA(-8*)MB(8*) --- 1. An extension of this heuristic approach to certain 

networks of queues was also described in [83] and will be discussed in Section 

3.5. 
Parekh and Walrand also relate this approach to the asymptotically optimal 

simulation of slow Markov walks as developed by Cottrcll, Fort and Malgouyres 

[26]. These results are based on the Wentzell-Freidlin theory of large deviations 

for appropriately scaled diffusion processes (see [16] for a discussion), the details 

of which are beyond the scope of this paper. The basic model is 

X~+ 1 = X~ + eV,~(X,~) (31) 

for some small e (and X~ = 0). Thus {X.~,n > 0} is a Markov chain (with a 

general state space) in discrete time with small increments. (The distribution of 

the increments can depend on the current value of chain.) Let F=(y) = P(V,~ < 
ylX~ = ~) and assume that M=(8) = fee~dF~(y) < oo. Under appropriate 

technical conditions, there is a large deviations result, similar in spirit to Equa- 
tion 26, but in which the decay rate I(y) is replaced by integral of an "action func- 

tional." Define the twisted increment distribution dF~ (y) = e~ (8). 
Assume the process is one-dimensional and let 7(e) = P(X~ hits 1 before 0). 

In [26], it is shown that the asymptotically optimal method for estimating 7(e) 

is obtained by using exponential twisting with parameter 8= whenever X,~ -- z 

where M~(8~) = 1. Cottrell, Fort and Malgouyres apply their method to certain 

Aloha systems. Parekh and Walrand discuss how it can be applied to the M/M/1 

queue, but point out difficulties in trying to use this approach for networks of 

queues. The application of this approach to certain other simple simple single 

server queues (e.g., M/D/ l )  is considered in [37]. 

3 . 3  T h e  M u l t i p l e  S e r v e r  Q u e u e  

Sadowsky [85] also obtains asymptotic optimality results for the multiple server 

GI/GI/m queue (m > 1). In this case, the probability of interest is 7n = 

P(queue length exceeds n during a "cycle") where a cycle is defined to start 

whenever a customer arrives to find all but one of the servers busy. (The initial 
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distribution is assumed to be the stationary distribution at such instances.) 

Under similar conditions to those described in Section 3.1, it is shown that the 

unique asymptotically optimal change of measure is given by 

e-m~ ee*=dB(z) 
d A e * ( z ) -  MA(--rr~*) '  d B e . ( z ) -  MB(8*) (32) 

where 8* satisfies MA(-mS*)Ms(8*)  = 1. Some experimental results are given 

in [85]; in one example with m = 4 servers and n = 20, 7,~, which is approxi- 

mately 2.2 x 10 -s, could be estimated to within +10% accuracy with only 602 

samples using asymptotically optimal importance sampling, whereas over 10 o 

samples would be required using standard simulation. 

3 .4  D i s c r e t e  T i m e  Q u e u e s  W i t h  C o r r e l a t e d  A r r i v a l  P r o -  

c e s s e s  

We next turn to analysis of queueing systems that arise in ATM (Asynchronous 

Transfer Mode) communications systems, in such systems, it is important to 

model bursty and/or correlated arrival processes, such as those that might occur 

in transmitting video data streams across a network. We begin by considering 

a particularly simple model of such a queueing system. The model is in discrete 

time. Let at denote the number of packets that arrive during time slot t and let 

AT = ao -4- ""  -4- at denote the total number of arrivals by time T. We assume 

that the server has the capacity to serve up to c packets/time slot. Letting Qt 

denote the queue length at time t, then Qt obeys Lindley's recursion Q~+I = 

(Qt +a t+ l - c )  + �9 For simplicity, we assume that the arrival process is Markovian, 

i.e., P(at+l = j[at = i) = P(i, j), which we assume is aperiodic, irreducible and 

has a finite state space (0 < i, j _< b). We again consider 7,~ = P(~',~ < TO) 

given that the queue is empty at time 0. The appropriate change of measure 

can be inferred from large deviations results for Markov additive processes [16]. 

Define the matrix Ae(i, j)  = eeJP(i, j). By the Perron-Frobenius theorem, there 

exists a real valued eigenvalue $(8) (the spectral radius) such that if ~ is any 

other eigenvalue, then I$] < ~(8). Corresponding to ~(8) is a positive (right) 

eigenvector h( i, 0) satisfying 

b 

E Ao(i, j)h(j,  8) = )~(8)h(i, 8). (33) 
j=0  

From Equation 33, we see that 

P o ( i , j ) -  Ae(i , j )h(j ,  8) e~ (34) 
- 

defines the transition matrix of a Markov chain, which is called the conjugate 

process. Now apply importance sampling using the conjugate process. For 

simplicity assume the initial distribution using importance sampling is the same 
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as in the original system. Thus by Equation 11, the likelihood ratio after T 

transitions is given by 

L(O, T) = I I  P (a : - l ,  a:) _ A(O)Te_eATH(O ' T) (35) 
, = ,  

where H(O, T) = h(ao, O)/h(aT, 0). Let S(T) denote the event that  QT _> n and 

the queue has not emptied before time T. Then AT >_ Tc + n on S(T), i.e., 

as in Equations 19 and 21, AT = Tc + n + OT where OT is the (nonnegative) 

overshoot at time T. Also, on S(T), the likelihood ratio is given by 

L(O, T) = A(O)We-~176 T) -- e-e~-~176176176 T). (36) 

Which value of 0 should be chosen? Similar to the GI /GI/1  case in which we 

set i (O*) = 1, by selecting O = /9" so that log(A(0*)) - 8"c = 0 (assuming it 

exists), we obtain the simplification that 

L(O*, T) = e-O*'~-e*~ H(O *, T). (37) 

Because the state space of the arrival process is finite, OT < b and there exist 

positive finite constants H and H such that  H _< H(O*, T) < H.  Thus, on S(T) 
we have 

e-~ < L(O*,T) <_ e-e*nH. (38) 

Equation 38 implies both that lirn~_.oo(1/n)log(Tn) -- -0"  and that  simulating 

the conjugate process with 0 -- O* is asymptotically optimal. Thus finding 

the asymptotically optimal change of measure involves solving the nonlinear 
equation 

log(~(O*)) 
- c .  ( 3 9 )  

0* 

If the source actually has independent arrivals, i.e., if P(i, j) = p(j) for all i, then 

the model reduces to the waiting time in the GI /D/1  queue. In this case it can 

be shown that  ~(0) -- Mx(0) and that Equation 39 is equivalent to M(O*) = 1. 
These results extend to the case when there are multiple independent arrival 

sources feeding the same queue. Suppose now that we have K independent 

Markovian sources defined by transition matrices P~(i,j) for 1 < k < K~ Note 

that  a numerical solution of this model is typically infeasible. As above, let A~ (0) 

denote the spectral radius of the matrix defined by Ak,o(i, j) = eeJP~(i, j) and 

let h~(i, 0) denote the corresponding eigenvectors. If each source is twisted by 
the same parameter 0, i.e., 

Pk,e(i, j) = Ak,o (i, j)hl: (j, O) 
A~(O)hi:(i,O) ' (40) 

then as in Equation 36, on S(T) the likelihood ratio at time T is given by 

L ( O , T ) = e x p [ - O n - O O T + T ( ~ = ~ l o g ( ~ ( O ) ) - O c ) ] t t ( O , T )  (41) 
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where now H(8, T) is the (bounded) term involving the product of the eigenvec- 

for ratios as defined above. Thus, simulating each process with parameter 8" 

where 
K 

(421 
8" -- C 

(assuming it exists) results in the likelihood ratio given by Equation 37. This 

again implies that lim~...oo ( l /n)  log(%) = -8* and yields an asymptotically op- 

timal simulation scheme.. Note that each source is still simulated independently, 

however the distributions of the sources are related by Equation 42. 

More general types of arrival processes are also possible. For example, sup- 

pose source k is a Markov arrival process. In this model, there is an environ- 

ment variable X~ and the distribution of arrivals is described by P~(a,j[i) = 
P(a~ = a ,X~ = j]X~_ 1 = i). Let ;~(8) be the spectral radius of the matrix 

A~,o(i, j)  = ~b~= o ee~P~ (a, jli) and let h~ (i, e) be the corresponding eigenvector. 

The twisted distribution is now given by 

jli)h (j, e) (43) 
Pi,e(i , j )  = Po(a~ = a ,X~  = jlx~_l = i) = Xk(e)h~(i,e) 

Again, simulating each arrival process with twisting parameter 8" where 8' sat- 

isfies Equation 42 is asymptotically optimal. 

The analysis above follows that described Chang, Heidelberger, Juneja and 

Shahabuddin [21, 22], however there are a number of related results and papers 

[8, 16, 17, 69, 87] that deal with large deviations of Markov additive processes. 

For example, Asmussen [8] considers the M/G/1 queue with Markov modulated 

arrivals. Although not primarily a simulation paper, Asmussen suggests using 

exponential twisting on the time reversed arrival process along with the maxi- 
mum representation (in this case for the virtual waiting time) as described in 

Section 3.1. Descriptions of large deviations and asymptotically optimal simu- 

lation results for Markov additive process may be found [16, 17, 87]. Here the 

problem is estimating P(S,~/n > a) (a > 0) where S,~ = f ( X o ) + . . . +  f ( X n )  and 

{X,~} is a Markov chain such that lirrrn_.oo S,~/n < 0. These papers show that 
the twisted distribution is the unique asymptotically optimal change of measure 

within the class of all time-homogeneous Markov chains. Lehtonen and Nyrhinen 

[69] show that this is also the unique asymptotically optimal change of measure 

for estimating the distribution of the maximum of a Markov additive process 
with negative drift. Conditional limit theorems also exist for Markov additive 

processes (see [28]) showing that given a large value of S,~/n has occurred, the 
process got there according to the same distribution as the conjugate process. 
Similar results for a fluid model of a queue with a Markovian fluid-type arrival 

process are obtained in [10]. This provides additional interpretation as to why 

exponential twisting is asymptotically optimal. 
These results are closely related to the theory of "effective bandwidths" in 

telecommunications; see [41, 52,66] for early papers in this area. A compre- 

hensive treatment of effective bandwidths is given in Chang [20]; see also Whirr 
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[100] for additional results and references. The effective bandwidth (also called 

the minimum envelope rate in [20]) of a source is given by 

a*(0) = lim 1 ( r  13_og,ELe~ (44) 
T--~oo OT 

(assuming the limit exists). The existence of this limit (plus some technical 

assumptions) is sufficient to show that the stationary queue length distribu- 

tion has an exponentially decreasing tail with rate 0* where a*(O*) = c, i.e., 

lirn~__.~(1/n) log(P(Q > n)) = -0"  where Q has the stationary queue length 

distribution. (If the limit in Equation 44 does not exist, but the lim sup is given 

by a*(O), then the tail of the stationary queue length distribution decreases at 

least as fast as an exponential with rate -0" . )  

The relationship between these effective bandwidth results and fast simula- 

tion is explored in [21, 22]. Consider, for example, the Markovian arrival process 

in which P(at = j]at-1 = i) = P( i , j ) .  Then 

E[e ~ ] = Eo [L(O, T)e ~ = A(0) T Eo [H(O, T)] (45) 

where the second equality follows from Equation 35. Thus, 

log ( r 1~ ELe~  log(A(@) a*(O). (46) 
lim - - 

T--,oo OT 0 

Thus the effective bandwidth equation a* (0") = c is identical to the asymptot- 

ically optimal fast simulation Equation 39. The key idea is found in Equation 

35 which implies that 

L(O, T)e ~ - -  
H__(O) < eOO'(o)T < H(O). (47) 

More generally, if a family of processes (called envelope processes in [21, 22]) 

can be found such tha t  the likelihood ratio with respect to the original distri- 

bution satisfies the likelihood ratio bounds of Inequalities 47, then Equation 

44 holds, simulation with parameter 0* such that a*(O*) = c is asymptotically 

optimal for estimating 7-, and lim~-.oo(1/n)log(7~) = -0" .  For multiple in- 

dependent arrival processes, the coupling equation is the same as Equation 42, 

i.e., a~(O*) + . . .  + a~(0*) = c and simulation with this value of 0* is asymp- 

totically optimal. This is true for essentially any type of arrival process (e.g., 

autoregressive), provided 47 is true, in which case the conditions for the Gs 

Ellis theorem (see [16, 32, 38]) relating to large deviations results for A T / T  are 

basically satisfied, where AT is the sum of random variables that may have a 

very general dependency structure. Thus, the G&rtner-Ellis theorem, effective 
bandwidths, and fast simulation are all closely related. 

It is observed in [22] that envelope processes can be constructed by min- 
imizing the relative entropy rate, or Kullback-Leibler distance (subject to a 

drift constraint); see also [16, 26] for applications of the Kullback-Leibler dis- 

tance in large deviations, and [67] in which a related fast simulation heuristic 
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for on-off Markovian fluid sources is proposed. (This distance is defined as 

K(P', P) = f log(dP'/dP)dP'.) The splitting technique described in Section 

2.4 can be used to estimate quantities such as the steady state buffer loss prob- 

ability. Define an A-cycle to begin whenever the queue is empty. Note that  

the expected number of packets lost during an A-cycle is zero unless Tn < r0 

where n is the buffer size. Thus, (asymptotically optimal) importance sampling 

can be used to bring the queue up to level n at which point it can be turned 

off allowing the queue to empty again. This technique was shown to be very 

effective in [21, 22]. 

3.5 Networks of Queues 

There are fewer papers on fast simulation of rare events in networks of queues, 

and the situation is currently not as well understood as in the single queue 

case. Rather than giving a detailed description of results for networks, a set 

of references will simply be given. Papers dealing with overflows in Jackson 

networks include [3, 34, 35, 36, 58, 83, 97]. In such networks, roughly speaking, 

a buildup to an overflow occurs along the same path that  the corresponding time- 

reversed network (see [65]) empties from such an overflow, but in the opposite 

direction. 

Large deviations results for the the way in which rare certain rare events 

happen in a class of multidimensional Markov jump processes are given in [94, 

98]. Tree-structured networks of discrete time queues such as those considered 

in Section 3.4 have been studied in [21, 22]. 

Heuristics for simulating certain queueing networks that  arise in high speed 

communications switches, such as a Clos switch, have been developed in De- 

vetsikiotis and Townsend [29, 30, 31]. They consider a family of importance 

sampling change of measures parameterized by a (perhaps multidimensional) 

parameter 8; exponential twisting is one such example. Let 0~2(8) denote the 

(unknown) variance of the estimator using importance sampling with parameter 

O. The basic idea is to run relatively short pilot studies to obtain estimates of 

a2(O) and then select the value of 8" that optimizes the estimated variance for 

use in longer runs. This can be done dynamically within stochastic optimization 

procedures similar to simulated annealing, although some care has to be. taken 

to discard values of ~ with exceptionally small estimates of a2(6), since in finite 

samples "overbiasing" the simulation can lead to small estimates of (~2(~) with 

high probability even though the actual value of ~r 2 (8) is high. Other heuristics 

for some networks have been proposed in [12]. 

4 Reliabil i ty Mode l s  

We now turn to a discussion of fast simulation techniques for models of highly 

reliable systems. An additional overview of this material may be found in [82]. 

The general class of models that we will be interested in simulating are basi- 

cally those that can be described by the SAVE (System AVailability Estimator) 
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modeling language [49, 48] that has been developed at IBM Research (initially 

in cooperation with Kishor Trivedi of Duke University for modeling language 

and numerical algorithm development and subsequently in cooperation with Pe- 

ter Glynn of Stanford University for development of importance sampling tech- 

niques). The models are a class of generalized machine repairmen models. A 

system consists of components and repairmen; components may fail and repair- 

men repair failed components. When a component fails, it may "affect" other 

components (with some probability), thereby causing the other components to 

fail simultaneously. Components may fail in a variety of failure modes (accord- 

ing to some probability distribution). Associated with each failure mode is a set 

of components (possibly empty) to be affected, a repairman, and a repair distri- 

bution; all of these may be different for different failure modes. The operation 

of a component may "depend upon" the operation of certain other components. 

For example, a disk drive may need a control unit in order to access data; if 

the control unit fails, the disk drive has not failed (thereby requiring repair) but 

rather is said to be "dormant" to reflect its inoperable state. Similarly, the repair 

of a component may depend upon other components, e.g., repairing (restarting) 

an operating system requires an operational processor. The modeler describes 

Boolean-type conditions involving the states of the components under which the 

system as a whole is considered to be operatiOnal, or operating at a reduced 

level of performance. Thus the system as a whole can tolerate the failure of 

certain combinations of component failures. In SAVE, all failure and repair dis- 

tributions are assumed to be exponentially distributed, although we will consider 

importance sampling for systems with non-exponential distributions as well. For 

small models, the generator matrix of the underlying CTMC can be constructed 

and numerical algorithms can be used to solve for the relevant output measures, 

e.g., steady state availability, mean time to system failure, system failure time 

distribution, etc. However, for large models consisting of many components, nu- 

merical techniques are not feasible and simulation is used. Since system failure 

events are (hopefully) rare, importance sampling can be used, and SAVE au- 

tomatically incorporates a provably good importance sampling heuristic called 

"balanced failure biasing," which will be described in this section. 

While the general approach of importance sampling can be applied, it must 

be done somewhat differently for reliability models than for queueing models. 

The main reason is that the rare events of interest happen in very different 

ways in these two types of systems. In queueing models, events such as buffer 

overflows happen because many events, none of which are particularly rare (e.g., 

shorter interarrival times and longer service times), combine to produce an event 

that is extremely rare. In highly dependable computing systems, there is a 

limited amount of redundancy, so system failure events happen because a few 

events, each of which is relatively rare (e.g., component failures), combine to 

produce an event that is extremely rare. Since importance sampling is effective 

when the simulation follows typical failure paths, different importance sampling 

approaches are required for queueing and reliability models. 
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4 .1  M a r k o v i a n  M o d e l s  

We begin by describing results for Markovian reliability models. We assume that  

the system can be described by CTMC with a finite space; let i and j denote 

generic states in the system and let Q(i, j) be the generator matrix. We assume 

there are two types of transitions possible: failures and repairs. For state i, let 

~(i) = -Q( i , i )  denote the total rate out of state i, let ~F(i) denote the total 

failure rate out of state i and let #R(i) denote the total repair rate out of state 

i, i.e., ~p(i) = ~ j eF( s )Q( i ,  j) where F(i) denotes the set of failure transitions 

from state i and #R(i) = ~j~R(~)Q(i, j)  where R(i) denotes the set of repair 

transitions from state i. Note that A(i) = AF(i) 4-/~R(i). We assume that there 

is a single state, 0, in which all components are operational (and thus there are 

no repair transitions); all other states are assumed to have at least one repair 

transition. In order to analyT.e importance sampling approaches, Shahabuddin 

[88, 89] parameteriT.es the generator matr ix by a rarity parameter �9 as follows: 

Q(i,j)  = q(i,j) �9 d(i,j) for failure transitions where d(i,j) > 1 and q(i,j) does 

not depend on e. Also, Q(i,j)  is assumed not to depend upon �9 for repair 

transitions. Allowing different exponents d(i, j) in the failure rate transitions 

permits modeling of systems in which either: 

�9 some components are much more reliable than others, or 

�9 some failure modes are very unlikely, e.g., when a component fails, with 

some small probability it also causes other components to fail with it. 

If d(i, j) is the same for all failure transitions the system is said to be bal- 

anced; otherwise it is unbalanced. With this parameterization, for small e, 

failure transitions are unlikely (except out of state 0 from which all transi- 

tions are failure transitions). The transition matr ix  of the embedded DTMC, 

P(i, j) = Q(i, j)/:k(i) then has a similar form to Q(i, j) (for i 5~ 0), i.e., P(i, j) = 
p( i, j)e d(~J ) +o(e d(i,D) for failure transitions and P( i, j) = p( i, j) +o(1) for repair 

transitions. Since all transitions from state 0 are failures, the above representa- 

tion for P(0, j)  does not hold; for state O, P(O, j) = p(i, j)e dO) + o(edO)), where 

d(j) = d(O, j ) -  min~{d(0, k)}. For state 0, it is assumed that any transitions 

directly into a system failure state are unlikely, i.e., d(j) > 1 for j E F (otherwise 

system failure events are not rare). 

Regenerative simulation, starting in state 0, can be used to estimate steady 

state measures and the mean time to failure using the ratio formula 15 to esti- 

mate ~(e) = Po(r~ < r0), the probability, starting in state 0, of hitting a failure 

state before returning to 0. Shahabuddin shows that there exists an r > 1 such 

that  V(e) = ce" + o(e "). This generalizes a result in [40], although the value of 

r is typically unknown. Thus we are faced with a rare event simulation. Note 

that  without importance sampling, a typical cycle consists of a failure transition 

followed by one or more repair transitions until returning to state 0. 

In general, we would like to apply importance sampling so as to sample most 

often from the most likely paths to failure. However, in complex systems, it 

may not be easy to identify these most likely paths. Thus, heuristics that  are 
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simple to implement need to be developed that search many different paths 

to failure , yet sample often enough from the most likely failure paths so as 

to obtain variance reduction. The basic class of techniques known as failure 

biasing is designed to do this. The first such technique, known as simple failure 

biasing, was introduced in [70]. In simple failure biasing, if i ~ 0, the probability 

of failure events is increased by selecting a failure transition with some fixed 

probability p that does not depend on e. Note that in the original system 

(without importance sampling) the probability of this event is AF(i)/)~(i) which 

is very small. I f a  failure transition is selected, then the failure transition to state 
j is selected proportionally to the original transition rates, i.e., with probability 

Q(i, j)/AF(i). If a repair transition is selected, with probability (1 - p ) ,  then 

the repair transition to state j is selected with probability Q(i, j)/#R(i). In the 
original system, the probability of a repair event is very close to one. Note that 

to estimate 7(e), only the embedded DTMC need be simulated; the likelihood 
ratio is obtained from Equation 11. Typically, p is chosen so that 0.25 _~ p _( 0.9. 

Using simple failure biasing, the system ends up in a system failure state, at 

least some appreciable fraction of the time. However, it may not follow the most 

likely path to system failure, as the following simple example of an unbalanced 

system illustrates. Consider a system with two types of components. There is 

one component of type 1 that has failure rate e2 and three components of type 

2 that each have failure rate E. The system is considered operational if least one 

component of each type is operational. Under simple failure biasing, given that 

a failure event occurs, it is a type 1 failure with probability e~/(N2e + e 2) where 

N2 is the number of operational type 2 components; this probability is of order 

e. Similarly, the (conditional) probability of a type 2 failure is (1 - O(e)). Thus, 

under simple failure biasing, when the system ends up in a failure state, most of 

the time it gets there by having three type 2 component failures. It only rarely 

(with probability of order e) ends up in the state in which component 1 is failed. 

However, the path with a single component 1 failure is the most likely path 

to system failure; its probability is of order e whereas any other system failure 

path has a much smaller probability of order e 2. Thus while simple failure 

biasing takes the system to the set of failure states with reasonable probability, 

it does not push the system along the right failure path often enough. The 

result of this is that simple failure biasing applied to unbalanced systems may 

result in estimates having unbounded relative error. On the other hand, when 

simple failure biasing is applied to balanced systems, bounded relative error 
(asymptotically optimal as e ---* 0) estimates are obtained [88, 89]. 

To overcome this problem, "balanced failure biasing" was introduced in [51, 

88]; its asymptotic optimality for estimating 7(e) was ~stablished in [88, 89] and 

experimental results are presented in [51]. In balanced failure biasing, a failure 

transition is again selected with probability p. Now however, given a failure 
event has occurred, the probabilities of all failure transitions are equalized, i.e., 

a failure transition from i to j is (conditionally) selected with probability 1/[f(i)[ 
where [F(i)I is the number of failure transitions from state i (or more generally 

selected from a distribution that is independent of e). As in simple failure 
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biasing, given a repair transition has been selected, the repair transition to state 

j is selected with probability Q(i , j ) /#R(i ) .  The proof technique in [88, 89] is 

matrix algebraic in nature, however a proof based on bounded likelihood ratios is 

also possible [61, 72, 74]; i f rF < r0, then the likelihood ratio L ( X )  < D[e ~ +o(e r )] 

for some random variable D that does not depend on e. For estimating steady 

state unavailability, balanced failure biasing can be used until the set of system 

failure states is hit, and then importance sampling can be turned off until the 

start of the next cycle. 

Note that in the example above, balanced failure biasing brings the system 

to the most likely failure state with probability 0.5 in one transition. Mathemat- 

ically, balancing prevents the denominator of the likelihood ratio from getting 

too small, thereby producing stable estimates. Under balanced failure biasing, 

many unlikely paths to system failure may be generated, but enough of the most 

likely such paths are generated so as to guarantee good estimates. Nakayama 

[72, 73] formalizes the notion of most likely failure paths in this setting by show- 

ing that, given TF < TO, there exists a limiting (conditional) distribution on the 

set of paths. He also shows that balanced failure biasing results in asymptotically 

optimal estimates of the derivative of v(e) with respect to the failure rate of a 

component, as e -* 0. (See also [76] for empirical results.) Further analysis that 

characterizes when these and more general failure biasing schemes are efficient 

is given in Nakayama [74, 75]. 

For estimating transient quantities, such as the unreliability U(t) = P(TF 

t), failure biasing needs to be augmented with a technique called "forcing" [70] 

which basically forces the first transition to occur before time t with high proba- 

bility (perhaps 1). (For a fixed value of ~, the probability that  the first transition 

occurs before time ~ approaches zero as e --~ 0.) If t is "small" (i.e., fixed), then 

balanced failure biasing and forcing produce bounded relative error estimates of 

U(t) [91]. For "large" values of t, the empirical effectiveness of this technique 

decreases [51], and a somewhat different approach must be taken. This problem 

is analyzed in Shahabuddin and Nakayama [91]. Suppose ~(0) = ce b~ + o(eb~ 

i.e., the mean holding time in state 0 is of order 1/e b~ By the ratio formula 

Equation 15, E0[~'F] is of order 1/e ~+b~ Thus if t,  = t /e  b where b < b0, then 

both the first event occurring before time t~ and the event TF < ~'0 are rare and 

balanced failure biasing with forcing is effective. However, if t.e = t / e  ~ where 

b0 < b < r + b0, ~'F <_ t, will still be a rare event, however the previous approach 

will be inefficient. In this case, importance sampling extends over a long time 
horizon and it is known that the variance of the likelihood ratio blows up in such 
cases [44]. In this case, the regenerative structure of the system can be exploited 

to estimate (tight) upper and lower bounds on U(t), e.g., 

U(t) < U(t) = 1 - e -'K~)~(~ (48) 

This bound is true because ~'F k E1 + . . .  EN where N is geometric with success 
probability 7(e) and the E~'s are i.i.d, exponentials with rate ~(0), independent 
of N. For ~ = t /e  b where 0 < b < r + bo, U(t~)/U(t~) ---* 1 and the upper bound 

U(t~) is efficiently estimated by estimating vie) using balanced failure biasing. If 
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t~ = t /r  b where b > r + b0, then the problem is no longer a rare event simulation. 

Conditions under which efficient large t estimates of the derivative of U(t) (with 

respect to a failure rate) are obtained are also given in [91]. A similar approach 

to efficient estimation of another transient quantity, the expected fraction of time 

the system is unavailable during the interval (0, t), is considered in Shahabuddin 

[90]. A different approach to estimating U(~) is presented in Carrasco [19]. 

Instead of estimating U(t), its Laplace transform U(s) = E[e -s~F] is estimated 

at a number of values of s. The regenerative structure is again exploited by 

deriving a renewal equation for U(s) in terms of quantities defined over a single 
cycle that  can easily be estimated. Numerical inversion of the estimated Laplace 

transform is then used to recover estimates of U(~). 

Carrasco [18, 19] considers another failure biasing approach, termed failure 

distance biasing, that at tempts to improve on the efficiency of balanced failure 

biasing by giving more weight to sample paths that are "closer" to the set of 

system failure states F .  In this approach, failure transitions are grouped into 

classes based on their estimated distance to F and more weight is given to the 

classes corresponding to shorter distances. Once a class is chosen, if the probabil- 

ities given to individual transitions within the class are chosen proportionally to 

their original rates (as in simple failure biasing), then unbounded relative error 

may occur in an unbalanced system (see [75] for an example). However, if the 

probabilities given to individual transitions within the class are balanced, then 

a result in [88] implies that the resulting estimate has bounded relative error. In 

practice, the success of this approach depends on the ability to correctly (and 

efficiently) assign the distances; the class of systems for which this can be done 

is unclear. In some cases, significant improvements over balanced failure biasing 
have been obtained for systems with a large number of component types. 

The above papers all assume that the repair rate is nonzero for all states, 

other than state 0. However, in some models this may not be the case, e.g., if 

repairs are deferred until a sufficient number of components are failed. Juneja 

and Shahabuddin [62] show that standard balanced failure biasing need not be 

asymptotically optimal in such situations. However, a generalization of balanced 

failure biasing is shown to be asymptotically optimal for balanced systems in [62]. 

4 . 2  N o n - M a r k o v i a n  R e l i a b i l i t y  M o d e l s  

We now turn to a discussion of importance sampling for highly reliable systems 

in which the failure and repair time distributions are not exponentially dis- 

tributed. Although other techniques have been proposed (see, e.g., [39, 79, 80]), 

in this section we will concentrate on showing how balanced failure biasing can be 

generalized by appropriately applying importance sampling to a uniformization 

based simulation algorithm. This approach Also produces bounded relative error 

estimates for estimating the unreliability U(g) (under appropriate technical con- 

ditions). The discussion here follows that in [56, 57, 78, 81] and is based on the 

notion of hazard rates [13], e.g., if component i has failure density f~(~) and dis- 
tribution function F~(z), then its failure hazard rate is hi(z) = f i ( x ) / [ 1 -  Fi(~)]. 

For an exponential distribution, the hazard rate is constant. If component i is 
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new at time 0, then the probability that it fails in the interval (z, z -4- dz), 

given that  it has not failed before time m, is approximately hi(z)dz. Simi- 

larly, let ri(z) denote the hazard rate of component i's repair distribution. For 

simplicity, we assume that there are N components that  can either be opera- 

tional or failed (these assumptions can be relaxed). At simulation time s, let 

O(s) denote the set of operational components and let F(s) denote the set of 

failed components. Let ~(s )  denote the failure (hazard) rate of component i 

at time s, A~(s) = h~(Ai(s)) where A~(s) is the age of component i at time s if 

i e O(s), and )~(s) = 0 if  i ~ O(s). Similarly, let #~(s) denote the repair rate 

of component i at time s, which is zero if i is not undergoing repair at time s. 

We assume that  the component failure hazard rates are small and that  repair 

distribution hazard rates are bounded from above and below, i.e., there exist 

positive, finite constants h,~,  ~ , ~  such that ~e b~ < A~(s) < ~e b~ where bi > 1 

and #_' < /~(s) < ~. The total failure and repair rates at time s are given by 

Ap(s) = ~ f f  hi(s) and #R(s) = ~ / ~ i ( s ) ,  respectively. The total event rate at 

time s is A(s) = $F(s) + #R(s). Note the similarity between this situation and 

that in the Markovian case. 

Consider a uniformization based simulation of this process. Generate a Pois- 

son process {Np(s)} with rate fl such that :~(s) < fl for all 0 < s < t. Suppose an 

event in this process occurs at time S. Then the event is a component i failure 

with probability A~(S)/fl, it is a component i repair with probability #~(S)/fl, 
and it is a pseudo-event (i.e., no event at all) with probability 1 - )t(S)/~. 
Given that an event is real (i.e., failure or repair), it is a failure with probability 

AF(S)/)t(S), which is small (provided/~R(S) > 0). The analog of balanced fail- 

ure biasing is now apparent: given the event is real, increase the probability of a 

failure to p and decrease the probability of repair to ( 1 - p ) .  Then, if the event is 

a failure, pick component i to fail with probability 1/Io(s)l, and if the event is 

a repair, repair component i with probability #~(S)/gR(S). To be effective, the 

analog of forcing needs to be done in the transient case when no repairs are ongo- 

ing. We have also implicitly assumed that the components affected probabilities 

are not functions of e and therefore do not require importance sampling, although 

this assumption can be relaxed. This approach can be described more generally 

by defining importance sampling failure and repair rates $~(s) and #~(s) with 

which to do sampling such that ~'(s) = ~ ( s )  + #~(s) _< /3 for (0 < s _< t). 

Then the likelihood ratio at time t, L(t) = L~(t) • L~(t) • Lp(t) whereZ~,(t) 

is the failure event likelihood ratio, L~(t) is the repair event likelihood ratio, 

and Lp(t) is the pseudo event likelihood ratio. For example, if component i fails 

Ni (t) times in (0, t) and ~ i  denotes the j ' t h  time that component i fails, then 

L (t) = I I  I I  
i=l  j = l  

(49) 

m 

If the importance sampling rates are chosen such that  A' < A~(s) < A' whenever 

> o, , -  _< _< whenever > O, and 1 - a'(s) _> &' > 0 whenever 

1 - ~(s) > 0, then bounded relative error estimates are obtained for U(t) [57]. 
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The result is obtained by showing that c(t), r <__ U(t) for some function c(t) and 

r _> 1, and then bounding the likelihood ratio when r! _< t: L(t) <_ dNo(t)e ~ for 

some constant d > 1. This establishes bounded relative error, but indicates that 

the method will only be effective for "small" values of t. "Large" t results for 

estimating U(~), similar to the Markovian case, have not been obtained. 

Since the hazard rate of some repair distributions may not be bounded (e.g., 

uniform and discrete distributions), the above importance sampling technique 

has been generaliT.ed so as to sample repairs from their given distributions, but 

to accelerate failure events with importance sampling. Under appropriate tech- 

nical conditions, bounded relative error is still obtained when failure events are 

appropriately accelerated, e.g., either by using uniformization based importance 

sampling for failure events only as described above, or by sampling the time 

until the next failure event from an exponential distribution with rate bounded 

away from zero. These techniques can be adapted to steady state estimation 

using the ratio formula of Equation 16 and the splitting technique of Section 

2.4, although bounded relative error has not been proven in this situation [81]. 

5 Summary 

This paper has surveyed techniques for efficient simulation of rare events in 

queueing and reliability models. A number of common themes appear in both 

problem settings: 

�9 Using importance sampling to accelerate the occurrence of the rare events. 

�9 The notion of asymptotically optimal importance sampling. 

�9 Obtaining asymptotically optimal importance sampling by bounding the 

likelihood ratio on the rare event of interest. 

Among the differences between the two application settings are: 

�9 In queueing models, the rare event happens because of a combination of 

a large number of events, none of which are particularly rare. In relia- 

bility models, rare events happen because of the occurrence of only a few 

events, each of which is itself rare. Thus different importance sampling 

approaches are required: exponential twisting in queueing models, failure 

biasing in reliability models. In addition, rare event probabilities in queue- 

ing models decrease exponentially at a known rate, whereas they decrease 

polynomially at an unknown rate in reliability rdodels. 

�9 Performing asymptotically optimal importance sampling of queueing mod- 

els generally requires understanding quite a bit more about the structure of 

the problem, as compared to reliability models. Thus, the class of queueing 

models for which asymptotically optimal importance sampling algorithms 

are known is more limited. 
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There is typically a unique asymptotically optimal change of measure for 

queueing models: exponential twisting with a certain parameter. Finding 

the optimal twisting parameter may be fairly complex, e.g., solving a non- 

linear equation involving the largest eigenvalues of the sources as in the 

case of the discrete time queue with Markovian arrival processes. There is 
much more simplicity and flexibility in simulating reliability models: es- 

sentially any generalized form of balanced failure biasing is asymptotically 
optimal. Furthermore, there is flexibility in selecting the parameters of 

the failure biasing method, e.g., balanced failure biasing with any fixed p 
is asymptotically optimal, although the constant term in the variance can 

certainly be improved by, for example, selecting p appropriately. 

For the queueing models studied, the asymptotically optimal importance 

sampling distribution is equivalent to the (asymptotic) ordinary distribu- 

tion, given that the rare event has occurred. For reliability models, it is 

harder to sample from the (asymptotic) ordinary distribution, given that 

the rare event has occurred. In practice, failure biasing techniques may 
devote a large fraction of the samples to highly unlikely sample paths. 

Thus, when the asymptotically optimal change of measure is known for 
a queueing model, better variance reduction is typically obtained than 

in reliability models (for estimating a probability of the same order of 

magnitude). 
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