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Abstract

This paper presents a fault tolerant configuration for a multiple discrete control system. The distributed
control nodes, such as programmable logic controllers, communicate over networks. The design methodology
of an additional redundant controller using Galois field and an error-detecting code is proposed. The proposed
method is implemented and tested on distributed controllers connected on a network. It is shown that the
system is functional even if one of the controllers fails. From a reliability analysis, it is also shown that the
proposed design method drastically improves the mean time to failure of the discrete control system.

Keywords: Programmable logic controller, Discrete controller, Fault tolerance, Reliability, Galois field

I. INTRODUCTION

Discrete controls with programmable logic controllers (PLCs) are widely used for manufacturing
automation and process control. Recently years, the efficiency of production systems has improved.
It is required to reduce stocks on the manufacturing lines as much as possible. Faults of machinery
and stops of lines in the production systems will bring heavy losses. In this paper, a novel method
of fault tolerant configuration of discrete controllers is presented. The proposed system can continue
operations even if one of any controllers fails. Unlike fully redundant control systems, the proposed
system requires minimal additional cost and increases their reliability.

In the field of feedback control engineering, there are two types of strategies for fault tolerant
control. One is based on a design of a controller that simultaneously stabilizes both the non-faulty
and faulty plants[2][9]. Another is based on fault detection and controller reconfiguration|6][7]. These
conventional control systems are robust against a pre-defined set of faults. On the other hand, the
major concern in this paper is a fault of one of a set of distributed discrete controllers.

Section II gives a basic model of the controllers using Galois field. Next, a self-identifying failure
recovery approach using parity code is derived in Section III. Section IV analyzes the reliability of the
proposed system. Finally, in Section V, fault tolerance is demonstrated using experimental results for
an illustrative example of a material handling system.

II. MODELING OF CONTROLLERS

Consider N non-homogeneous controllers shown in Fig. 1 which are independently designed to realize
each specified function. Each controller has its own remote input/output interface. Assume that all of
the controllers and the remote 1/Os are connected over a communication network. Suppose that the
1th controller is represented by a Ladder Diagram. The Ladder Diagram can be transformed into the
form|[§]

it +1) = fri(@i(t), ui(t)) (1)
yit) = hpi(zi(t), ui(t)) (2)
where z; is a n;-dimensional state vector whose elements are in {0, 1}, u; is a m;-dimensional input

vector with elements in {0, 1}, and y; is a p;-dimensional output vector with elements in {0,1}. The
functions fp;, hp; consist of Boolean operation i. e., logical sums V, logical products A, and negation ™.
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The function fp; in Boolean algebra is transformed into a function f; in Galois field as follows.
GF(2) represents the Galois field with two elements in {0, 1}. Four arithmetic operations are defined
in the Galois field[3][4]. For any two variables {a,b} in the Boolean function fg;(-), consider the
transformations

aVb—a+b+ab, aNb—ab, a— 1+a. (3)

These are also applied to the function hp;(-).
These transformations yield an equivalent representation of the discrete systems on Galois field

wi(t+1) = filz(t), w(t)) (4)
yit) = hi(wi(t), wi(t)) (5)

where f; and h; are polynomial functions such that f; : GF(2)™ x GF(2)™ — GF(2)" and h; :
GF(2)" x GF(2)™ +— GF(2)?". Now we can write z;(t) € GF(2)", u;(t) € GF(2)™, and y;(t) €
GF(2)P:. The arithmetic in Galois field is wider than that in Boolean algebra. Table I shows the
arithmetic in Galois field and in Boolean algebra.

Also the representations (4)(5) over Galois field can be inversely transformed into Boolean systems

(1)(2) by

)
)

a+b— (aAb)V(aAb), ab— aAb. (6)

Generally, the state space becomes a metric space if a Galois field is introduced. The metric space
is needed to express a dynamic transition of a discrete state because a fluctuation of a transition is
based on a concept of a distance.

Conventionally, a concept of a distance was not considered in an analysis of discrete systems because
it uses a Boolean algebra. Boolean algebra is applicable not to a dynamic transition analysis but to a
kinematic structure analysis.

ITI. SELF-IDENTIFYING FAILURE RECOVERY
A. Design of A Redundant Controller

In this section, a recovery method from a self-identifying failure based on a simple parity code is
proposed. One redundant controller PLCyy; is added as shown in Fig. 2 to improve reliability of the
whole control system against a fault of controllers. The basic idea is based on a parity code. One
redundant controller that dynamically generates parity output at any moment V¢ > 0 can be designed
as follows:

vt +1) = fvra(an(t), una(t)) (7)

yn+1(t) = hnpi(@ni(t), una(t)) (8)

where xn11(t) = [z1(t), 2a(t), . .., 2, (¢)]T € GF(2)"¥+1 is an extended state variable which has copies
of states of all sub-modules, where ny 1 = ny+ng+---+ny. Also unyi(t) = [ui(t), ua(t), ..., u,(t)]* €

GF(2)"~N+1 is an extended input variable which includes inputs of all sub modules, where my,; =
my+mg+---+my. The signals u;(t) are available if we use a communication network with broadcast
type protocols such as UDP/IP.

The function fy,; consists of copies of the dynamics of all sub-modules, i. e. fyxi1 = [f1, fo, .-, fal L.
The output is yny41(t) € GF(2)P¥+1 where py+1 = max(py, pa, ..., pn). The function hyy is given by

hnii=h1+ha+ -+ hy. 9)

Theorem 1: When there is no failure, the output yy.; of the controller (7)(8) satisfies the parity
condition for V¢ > 0

() +y2(t) + -+ yn(t) + ynsa(t) =0 (10)
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Proof:  From equations (5) and (9), we compute

y1(t) +yo(t) + -+ yn(t) + ynsa ()
= hi(z(t), Ul( ) + ha(w2(t), ua(t)) + - - + hy(zn(t), un(t)) + hnii(@na(t), unta(t))
= hi(z1(t), ur(t)) + ha(z2(t), u2(t)) + - + hn(n(t), un(t))
+ hi(21(t), ur(t)) + ho(22(1), Uz(t)) + oo+ hn(zn(t), un(t))
— 0 (11)

Note that the Galois field operation + is equivalent to Fzxclusive OR. Hence the sum of two equal
functions is zero. u

B. Failure Recovery

If ith controller fails at time t > ¢, the possible outputs y;(t) is y;(t) = &(t) for ¢ > t; where
£(t) € GF(2)P is noise. Assume that the failure is detectable for all other non-faulty controllers and
the remote I/Os. Let the failure flag for the ith controller be 0;(t). We define 6;(t) = 1 if the ith
controller fails.

Theorem 2: The estimated output of the ith controller g;(¢) including both the failure case 0;(t) =1
and the non-failure case 6;(t) = 0 is given by

R N+1
i) = (L= B)te) + 0,0) 5 00 (12
Proof:  If there is no failure of the ith controller, the estimated output y;(t) = v;(t) because
0;(t) = 0. In a failure case 0;(t) = 1, from (8)

5:(t) = ¥ y(t)

- z,hj<xj<t>7uj<t>>+j§:1hj<xj<t>,uj<t>>

= yi(t) (13)

where g;(t) is the desired output of the ith controller. [
The O(N) of calculation (12) must be implemented in intelligent remote I/O interfaces.

IV. RELIABILITY ANALYSIS

Assume that failure rate of each controller is constant and all controllers have same failure rate.
Then the failure probability density function is p(t) = Ae™* where \ is failure rate. The probability
distribution function F(t) = [ p(7)dr = 1 — e~ represents the proportion that fail until time ¢. The
Reliability R(t) is defined by R(t) = 1 — F(t) = e=* which represents the proportion that survive to
time ¢.

The reliability analysis described in this section is based on a three-state Markov process model[1][5]
as shown in Fig. 3. In this figure, Sy represents a state that all controllers are functional. S is a state
that one controller is down and others are functional. Due to the redundancy, the whole system is
still functional even if only one controller fails. S, is a state that more than two controllers are down,
which means the whole system fails.

The diagram is derived from the fact that the transition probability from Sy to Sy is (IV + 1)Adt for
short period dt. The failure rate for one controller out of N + 1 controllers is N + 1 times larger than
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that for one controller. The transition probability from S; to Sy is also NAdt. Then the transition
probability from S; to Sy is pudt where p is repair rate for one controller.
Let the probability of each state S; be P;(t) for 0 <i < 2. Then §t — 0 yields a differential equation:

q | Po®) —(NV+1)A H 01| Do)
| Pt) [ =| (N+DX —(NA+p) 0| A(t) |. (14)
dt| py 1) 0 Nx 0| R

d
From the fact that the solution of the linear differential equation %P(t) = AP(t) is P(t) = e P(0),
the solution of (14) with the initial condition P(0) = [1,0,0]” is given by

(14 €20 + (e — 1)(u — N)

B(t) = 202N TN Fu+0)t/2 (15)
(e —1)(N + 1)\

510 Qe (@N+DA+p+0)t/2 (16)
(1—e™) (2N + DA +p) — (1 +e")0

By(t) = 20 (@NTI)A+ut0)t/2 +1 (17)

where 0 = \/)\2 + 22N + D)Ap + p?.
Because both Sy and S; are functional states and only the state Sy indicates a failure, the reliability
function Ry (t) for whole system is obtained as

(% —1)((2N + DA+ p) + (1 + )0

Rall(t) = P0<t) + P (t) =1- P2(t) = 20e(2N+1)A+u+6)t/2 (18)
Also probability density function for system fault is obtained py(t) = dP(t)/dt.
The Mean Time To Failure (MTTFy;) for whole system is calculated by
MTTFa” = / tpall(t)dt :/ Rall(t)dt

0 0
2N + 1A
N(N 4+ 1)\2
(2N +1)MTTR+ MTBF)MTBF (20)

N(N +1)MTTR

where MTBF represents the Mean Time Between Failure of each controller which corresponds to
MTBF = 1/X. And MTTR represents the Mean Time To Repair of each controller which corresponds
to MTTR = 1/u. The reliability of the control system will be drastically improved because usually
the failure time is extremely longer than the repair time, i. e., MTBF > MTTR.

Comparison to Conventional Configurations

In the case of a conventional configuration without redundancy, the MTTF of the whole system
becomes MTTF,, = MTBF/N which is obviously shorter than that for the proposed configuration.
On the other hand, the reliability function of the conventional full duplex system as shown in Fig. 4
is given by

(" —1)(3A+p) + (1 + e%@)N (21)

Raup(t) = ( 20eBA1160)t/2

The mean time to failure of the full duplex system is obtained by MTTFy,, = [;° Raup(t)dt.
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Fig. 5 shows the numerical comparison of these configurations at the condition MTBF = 10,000
hours and MTTR = 24 hours. The numbers of total controllers are N 4 1 for the proposed system,
2N for the full duplex system, and N for the non-redundant system. Although MTTF of the proposed
system is shorter than that of full duplex system, the proposed system requires only one redundant
controller. With minimal additional cost, the proposed method still improves the reliability drastically
in comparison with the conventional non-redundant system. The proposed system is most efficient
from the viewpoint of gain in reliability per additional unit as shown in Fig. 6.

V. AN ILLUSTRATIVE EXAMPLE
A. Controller Design

Fig. 7 shows a simplified illustrative example of a material handling robot and a press machine. When
independently designed controllers are given, we can design parity controller as follows to improve the
reliability against a fault of any controllers.

Assume that two controllers for the material handling robot and the press machine are given by Fig.
8 and Fig. 9, respectively. By these controllers, the robot carries an object to the workspace of the
press machine, then the machine presses it.

The control logic for the robot is designed as

it +1) = fei(1(t),u(t)) (22)
yi(t) = hpi(ea(t), ua(t)) (23)

_ T _ T _ T
where 71 = [3?11,3?12,3?13,3?14,3?15,3?16,3?17] , U1 = [Ulo,U11,U12,U13,U14,U15] y Y1 = [9117y127y13,y147y15] )
and

fB1($117 T12,X13, L14, L15, L16, L17, U10, U11, U12, U13, U14, U15)
[ (wig Augn Augs V g A tiag) A iz A s
(u1g A urg A s V @12 A tar) A ugg A Uss
(10 A u1n A uiz Aty V T13 A Ura) A uin A Urs
= <U14 A U1 A U1s V T14 A I_ng) A U111 A 615 (24)
(12 A urg A ugs V @15 A tig) Atz A Uss
(14 A urg A tigs V @16 A i) A g A Uss
(w11 A ura V 217 A (1 V Ua)) A tas

hBl(iUlh T12,X13, L14, L15, L16, L17, U10, U11, U12, U13, U14, U15)
11 A Uiz A Ugs
12 A U1z A Ugs
= (213 V 215) A U3 (25)
(214 V T16) A U3
17 N\ Uss

Then, the control logic for the press machine is

ot +1) = fpa(wa(t), us(t)) (26)
Y2(t) = hpa(w2(t), ua(t)) (27)
]T

T T
where x5 = [9021796‘22] , Ug = [U207 U2y, U2, U23|™ , Y2 = [9217 922] , and

U A U1 V Tag A Usa) A Uss

|
fBz(ille,5U22,U20,U21,U227U23) = [ (u22 V Zoo /\1121) A Tigs

To1 N Usg
th(ille, T2, U0, U21, U22, U23) = A (29)
Tog /\ U3
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(24)-(29) can be transformed into Galois field representation by (3).

f1($117$127$137$147$157$167$177U107U117U127U137U147U15)
w13(1 + u1s5) (1 + wi2)z11 + uirurs (1 + 211 + u12211))
uy3(1 + wis) (1 + win) w12 4+ wia(1 + wis) (1 + 212 + u1212))
w1 (1 + w15) (1 4 wia) 213 + wiouas (1 + ugs) (1 + 213 + u14213))
= 11 (14 us) (1 + ui) w1 + vpgas (1 + 214 + u13714)) (30)
w121+ u15) (1 + wig) 215 + wsurs (1 + 15 + u14215))
w12(1 + u15) (1 + wi3) 216 + wra(1 + wis) (1 + 216 + w13216))
(14 wis) (217 + wi2u1a®17 + ur1ura(1 + 217 + w12217))
h1(3?11,3312,3313,3?14,3?15,3?16,3317,U107U117U127U137U14,U15)
[ u13(1 4+ ugs)xn
u3(1 + ugs) 12
= | (1+ws) (13 + 215 + T13715) (31)
(1 + w15) (14 + T16 + T14716)
L (1 + wi5)z17
f2(3321, T2, U0, U21, U22, U23)
(1 4 wos) (1 4 uga)xor + ugoior (1 + o1 + uge®ar))

— 32

I (1 + wo3)(ugn + Too + U1 Tag + UgaTaz + Uz UaTa2) (32)
h2($217 Tag, U0, U21, U22, U23)

_ | (T +u)aa (33)

(1 + ua3)xan

Using (7)—(9), the additional controller is designed as follows.

r3(t+1) = fa(ws(t), us(t))
ys(t) = ha(s(t), us(t))

_ T _ T
where z3 = [3331,3?32,3?33,55347553575536755377553875539] , Uz = [Ulo,U11,U12,U13,U14,U15,U20,U21,U22,U23] )
_ T
Ys = [Z/31, Y32, Y33, Y34, 935] , and

f3($317 T32, X33, L34, X35, 36, L37, L38, L39, U10, U11, U12, U13, U14, U15, U20, U21, U22, U23)
u13(1 4 wi5) (1 + w12) 231 + urruas(1 + 231 + w12x31))
u13(1 4 wi5) (1 + w11)xse + ur2(1 4 uis) (1 + 232 + u11232))
g1 (1 + w15) (1 + wia)@ss 4+ urowis(1 4 wis) (1 + 33 + u14233))
w11 (1 4 wi5) (1 + w13) 234 + ratrs(1 + 234 + w13234))
= u12(1 + U15)((1 + U14)£E35 + U13U15(1 + I35 + U14$35)) (34)
u12(1 + U15)((1 + U13)£E36 + U14(1 + U15)(1 + T36 + Ulgﬂfgg))
(1 + uis) (237 + wroura®sr + unuia(l + T37 + u1ow37))
(1 + w9s) (1 4 ug2)wss + ugotar (1 + 238 + U2a33))
(1 + uaz) (U2 + 39 + U139 + UzoT39 + U1 U22T39)

h3($317 T32, X33, L34, L35, L36, L37, L38, L39, U10, U11, U12, U13, U14, U15, U20, U21, U22, U23)
[ wis(1 + uis)as + (14 uag)ss
u13(1 4+ w15) T3z + (1 + ua3) 239
= (1 + U15)(ZE33 —+ T35 + 1’331’35) (35)
(1 4+ uis)(wsa + 36 + T34%36)
(1 —+ U15)3337

(36)
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Finally we have control logic by inverse transformation (6)

z3(t+1) = fos(xs(t), us(t)) (37)
ys(t) = hps(zs(t), us(t)) (38)

where

f33($317 T32,T33, T34, T35, 36, 37, L38, L39, U10, U11, U12, U13, U14, U15, U20, U21, U22, U23)
(g A ury A ugs V @31 A tag) A g A tas
(13 A urg A tgs V 39 A Ur1) A g A Uss
(10 A urn Auiz Atias V g3 A tia) A uig A Uss
(14 A1y A ugs V @34 A tag) A ugn A tas
= <U12 A Uu1s A U1s V T35 A 614) A U12 A ﬂ15 (39)
(14 A urg A Ugs V X3 A Uig) A Uiz A Uss
(w11 Aurg V 37 A (i V Ura)) A U
(0 A U2 V Tgg A Ugz) A Usg
(ug2 V T39 A Ua1) A Uas

hB3(33317 X32, X33, L34, X35, T36, L37, 38, L39, U10, U11, U12, U13, U14, U15, U20, U21, U22, U23)

(w15 V U3 V T31) A 238 A Uaz V (Ugz V Tsg) A urg A 231 A Ups
(w15 V U3 V Tg2) A 239 A Uaz V (Ugz V Tgg) A urg A 3o A Ups
= (.1733 V .1735) VAN U1s (40)
(234 V T36) A TUss
37 N\ Uss

B. Experiments

Five personal computers connected by Fuast Ethernet are used to emulate three PLCs and two plants.
A time critical token passing mechanism is introduced to identify a faulty controller and it is imple-
mented over UDP/IP.

Fig. 10 shows the experimental results of the proposed system. Fig. 10 (a) and Fig. 10 (b) are
outputs of controlled plants. Fig. 10 (¢) and Fig. 10 (d) are outputs of controllers (22)-(25) and
(26)—(29) which are independently designed for the material handling robot and for the press machine,
respectively. Fig. 10 (e) shows an output of the additional controller (37)—(40). This controller behaves
as a dynamic parity controller, i. e., the output of the controller always satisfies the parity condition
(10) if there is no failure.

In this experiment, the controller #1 failed at ¢ = 200 [cycle] then repaired at ¢ = 327 [cycle]. As
shown in Fig. 10 (a) and (b), the plants continued normal operation even if the controller #1 was
down from ¢ = 200 [cycle] to t = 327 [cycle]. The system was also functional when the controller #2
was down from ¢ = 400 [cycle] to ¢ = 527 [cycle] and the controller #3 was down from ¢ = 600 [cycle]
to t = 727 [cycle]. Table II shows the states of the controllers and plants.

In the repair process of the controller, the internal state values of other controllers were communicated
and the state of the controller was reconstructed.

VI. CONCLUSIONS

In this paper, an improvement of reliability of PLC based discrete systems is discussed. A fault
tolerant configuration for distributed discrete controllers with one redundant controller is proposed.
In combination with independently designed controllers, the additional controller is designed so as to
satisfy an output parity condition. From the experiments, it is shown that the system is functional
even if one of any controllers is down. According to the redundancy, the mean time to failure of the
whole system is drastically improved with least additional cost.
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TABLE I
GALOIS FIELD AND BOOLEAN ALGEBRA.

(a) Arithmetic in Boolean algebra

aVb aNb

a\b|01 a\b|O1

0 |01 0 {00

1 (11 1 (01

(b) Arithmetic in Galois field

a+b axb a—0b a—+b
a\b|01 a\b|01 a\b|01 a\b|O1
0 |01 0100 0 |01 0 (-0
1110 1 101 1110 1 -1

TABLE II
STATES OF THE CONTROLLERS AND THE PLANTS.

Time [cycle]

0-199 [ 200 326 | 327 399 | 400 526 | 527 599 [ 600 726 | 727 999

Controller #1 ON ‘ OFF ‘ ON

Controller #2 ON ‘ OFF ‘ ON
Controller #3 ON | OFF | ON
M. H. Robot Functional

Press Machine Functional

PLC:| [PLC:| -+ |PLC

A

A
A
[
A

t

A

y
/0| |I/O 1/0

Plant;| |Plants| *-*- |Plant

A A
A 4 A 4
A A
Y Y

Fig. 1. Configuration of programmable logic controllers.
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PLC. PLC| - |[PLC PLCn+i

Plant;| |Plantz|---- [Plant

Fig. 2. Fault tolerant configuration of programmable logic controllers.

(N+1)A8t NASt

28O0}
1—(N+1)A8t 1-(NA+HD)SE 1

Fig. 3. Diagram of the transition probabilities in (¢,t + dt].

A A A

A A A A A A

A A A

A\ 4 A\ 4 A\ 4
/o] /O] /0]

vy '
Plant;| [Plant: Plant

Fig. 4. Configuration of a full duplex system.
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MTTF [hours]

Fig. 5. Number of non-redundant unit versus mean time to failure of whole system.

MTTF per additional unit [hours]

1e+07 :
1e+06 i
100000
10000

1000

100

1e+07

1e+06 |

100000 |

10000

Prop:)sed Sylstem +
Full Duplex System  x
Non-redundant System  *

Number of Non-redundant Unit N

L
T “h*x”***~—>»»
T : e
.
i + - 1
+ R
i 3
I SR ————
i * %,>.%;,,.%,.,;,9_
I I ) | | 1 1 1
1 2 3 4 5 6 7 8 9 10

Prop:)sed Sylstem i
Full Duplex System  x

2 3 4 5 6 7 8 9
Number of Non-redundant Unit N

Fig. 6. Mean time to failure per additional unit.
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LS3

LS5

LS6

Fig. 7. An illustrative example of a carrying robot and a press machine.

U1z Ull Ul5 U13 Ul6
= H— |_Vl_@ U10: Start Button
X1 U1|2 U11-U14: Limit Switch LS1-LS4
_ILS U2 Uls U3 Ul6 U15: Limit Switch on Grip Hand
H |2_| 4 |_M_@ U16: Emergency Stop Button
X12 Ul
H —4— Y11: Move Arm Forward
Ul0 Ull UI3 Ul5 Ull Ul6 Y12: Move Arm Backward
_)!1'3_[”4_' V () Y13: Move Arm Downward
H Y14: Move Arm Upward
Ul4 UIl UIS Uil Ul6 Y15: Grip Hand
H
X14 UI3 X11: Move Arm Forward
_I|m UI/IS s U2 Ul6 X12: Move Arm Backward
A ( ) X13: Move Arm Downward on Buffer
_)|(1|5_I|J1|3_| a X14: Move Arm Upward on Buffer
X15: Move Arm Downward on Workspace

Ul4 U12 Uls Ui2 Ul6 X16: Move Arm Upward on Workspace
—)|( l|6_l|Jl|_l/3 H—— V&9 X17: Grip Hand
H F—
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H &)
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— m
X11 U13 ul6

H )
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Ei LT
X1 Ul
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X15
i 6
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)
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X17 ul6

| |

I

Fig. 8. A ladder diagram of a controller for a carrying robot.
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U20 U21 U23

b F———— 620 U20: Start Button

X2 U2|2 U21,U22: Limit Switch LS1-LS4
_I|m 23 U23: Emergency Stop Button

®

X22 U21 Y21: Press
Y22: Release

X21 U23

5

X21: Press

i N X22: Release

@

Fig. 9. A ladder diagram of a controller for a press machine.
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Fig. 10. Experimental results.



