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Abstract. In this paper, we analyze the collision resistance of SHA-2 and
provide the first results since the beginning of the NIST SHA-3 compe-
tition. We extend the previously best known semi-free-start collisions on
SHA-256 from 24 to 32 (out of 64) steps and show a collision attack for 27
steps. All our attacks are practical and verified by colliding message pairs.
We present the first automated tool for finding complex differential charac-
teristics in SHA-2 and show that the techniques on SHA-1 cannot directly
be applied to SHA-2. Due to the more complex structure of SHA-2 several
new problems arise. Most importantly, a large amount of contradicting
conditions occur which render most differential characteristics impossible.
We show how to overcome these difficulties by including the search for
conforming message pairs in the search for differential characteristics.
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1 Introduction

Since the breakthrough results of Wang et al. [19,|20], hash functions have been
the target in many cryptanalytic attacks. These attack have especially shown that
several well-known and commonly used algorithms such as MD5 and SHA-1 can
no longer be considered to be secure. In fact, practical collisions have been shown
for MD5 and collisions for SHA-1 can be constructed with a complexity of about
263 [18]. For this reason, NIST has proposed the transition from SHA-1 to the
SHA-2 family as a first solution. As a consequence, more and more companies
and organizations are migrating to SHA-2. Hence, a detailed analysis of this hash
function family is needed to get a good view on its security.

Although the design principles of SHA-2 are very similar to SHA-1, it is still
unknown whether or how the attacks on MD5 and SHA-1 can be extended to
SHA-2. Since 2008, no collision attacks have been published on SHA-2. One reason
might be that the SHA-3 competition [9] initiated by NIST has attracted more
attention by the cryptographic community. However, a more likely reason is the
increased difficulty of extending previous collision attacks to more steps of SHA-2.
In this work, we show that apart from a good attack strategy, advanced automated
tools are essential to construct differential characteristics and to find confirming
message pairs.



Related Work. In the past, several attempts have been made to apply the
techniques known from the analysis of SHA-1 to SHA-2. The first known crypt-
analysis of the SHA-2 family was published by Gilbert and Handschuh [3]. They
have shown 9-step local collisions which hold with a probability of 2766, Hawkes
et al. [6] have improved these results to get local collisions with a probability of
2739 by considering modular differences.

In [8], Mendel et al. have analyzed how collision attacks can be applied to step
reduced SHA-256. They have shown that the properties of the message expansion
of SHA-256 prevent an efficient extension of the techniques of Chabaud and Joux
[1] and Wang et al. [19]. Nevertheless, they presented a collision for 18 steps of
SHA-256. In [12], Sanadhya and Sarkar have revisited the problem of obtaining a
local collision for the SHA-2 family, and in [13] they have shown how to use one
of these local collisions to construct another 18-step collision for SHA-256.

Finally, Nikoli¢ and Biryukov [11] found a 9-step differential using modular
differences which can be used to construct a practical collision for 21 steps and a
semi-free-start collision for 23 steps of SHA-256. This was later extended to 22,
23 and 24 steps by Sanadhya and Sarkar in a series of papers [14H16]. The best
known collision attack on SHA-256 so far was for 24 steps and has been found by
Sanadhya and Sarkar [15], and Indesteege et al. [7].

All these results use rather simple differential characteristics which are con-
structed mostly manually or using basic cryptanalytic tools. However, the most
efficient collision attacks on SHA-1 use more complex characteristics, especially
in the first few steps of the attack. Constructing such complex characteristics is
in general a difficult task. First, Wang et al. [19] have constructed such a char-
acteristic for SHA-1 manually. Later, De Canniére and Rechberger [2] proposed
a method to efficiently find such complex characteristics for SHA-1 in an auto-
mated way. Furthermore, also the best practical collision attack on SHA-1 (with
the highest number of steps) is based on this approach [4].

Our Contribution. Currently, all collision attacks on SHA-2 are of practical
complexity and based on the same basic idea: extending a local collision over 9
steps to more steps. As already mentioned in [7], this kind of attack is unlikely to
be extended beyond 24 steps. In this work, we investigate new ideas to progress
in the cryptanalysis of SHA-2. First, we extend the idea of finding local collisions
to more than 9 steps by exploiting the nonlinearity of both the state update and
message expansion.

To find such local collisions an automated tool to search for complex differential
characteristics is needed. We start with the approach of De Canniere and Rech-
berger [2] on SHA-1. Unfortunately, their techniques cannot directly be applied
to SHA-2. We have observed several problems in finding valid differential charac-
teristics for SHA-2. In this work, we have identified these problems and show how
to solve them efficiently. Most importantly, a very high number of contradicting
conditions occurs which render most differential characteristics impossible.

To summarize, we present the first automatic tool to construct complex dif-
ferential characteristics for reduced SHA-2. Applying our tool to SHA-256 results
in practical examples of semi-free-start collisions for 32 and collisions for 27 out



of 64 steps of SHA-256. The best semi-free-start collision and collision attack so
far was on 24 steps of SHA-256.

Outline. The paper is structured as follows. In Section [2] we give a short de-
scription of SHA-256. In Section [3] we provide an overview of the general attack
strategy and briefly mention which problems arise in the search for differential
characteristics in SHA-2. In Section |4} we show how to efficiently propagate dif-
ferences and conditions in SHA-2. Furthermore, we discuss why most differential
characteristics are invalid and describe how to detect inconsistencies. In Section [l
we present our automated tool to construct complex differential characteristics and
to find conforming message pairs in SHA-2. Finally, we conclude on our results in
Section

2 Description of SHA-256

SHA-256 is one of four hash functions defined in the Federal Information Pro-
cessing Standard (FIPS-180-3) [10]. All four hash functions were designed by the
National Security Agency (NSA) and issued by NIST in 2002. SHA-256 is an it-
erated cryptographic hash function with a hash output size of 256 bits, a message
block size of 512 bits and using a word size of 32 bits. In the compression function
of SHA-2, a state of eight chaining variables A,. .. ,H is updated using 16 message
words My,. .. ,Ms.
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Fig. 1. The SHA-2 step update function.

The compression function of SHA-256 consists of 64 identical step update functions
which are illustrated in Fig[l] and given as follows:

To = Xo(Ai—1) + fo(Ai—1,Bi—1,Ci_1)

Ty =X1(Ei1) + (B, Fio, Gio) + Hio + K + W5 (1)
Aj=To+Ty, Bi=A;1, C;=B; 1, Di=C;

Ei=D;«+Ty Fi;=E;1, Gi=F,_1, Hi=G;



The Boolean functions fy (MAJ) and f; (IF) are given by

folmy,z2)=(xAy) ®(xA2)D(yAz),
filz,y,2) =(x Ay) B (mz A 2).

The two GF'(2)-linear functions Xy and Xy are defined as follows:

o) =20 130z > 22,
Diz)=z>>6@r>> 1102 >>25.

In the i-th step of the update function, a fixed constant K; and the i-th word
W; of the expanded message are added to the state. The message expansion takes
the 16 message words M; as input and outputs 64 expanded message words W;
as follows:

W M; for 0 <i< 16
e Ul(WZ;Q) + W7+ 00(W1;15) +W;i_16 for 16 <i < 64

where the functions og(x) and o (z) are defined as follows:

oo(x)=x>>Tdx> 180z > 3,
o(x)=2x>1T®z > 19¢ x> 10.

3 Basic Attack Strategy

In this section, we give a brief overview of our attack strategy. We first describe
how we generalize the approach of Nikoli¢ and Biryukov [11] to find semi-free-start
collisions on a higher number of steps. Due to this extension, differential charac-
teristics cannot be constructed manually or semi-automatic anymore. Hence, we
provide a fully automated tool to construct complex differential characteristics in
SHA-2. Furthermore, we discuss why it is extremely difficult to find valid differen-
tial characteristics in SHA-2. In fact, we were not able to find a valid differential
characteristic without including the search for a confirming message pair in the
process. Therefore, the approach of first finding a valid differential characteristic
and then, independently search for a conforming message pair does not apply very
well to SHA-2. Hence, our attack strategy can be summarized as follows:

1. Determine a starting point for the search which results in an attack on a large
number of steps. The resulting start characteristic should span over few steps
and only some message words should contain differences.

2. Use an automated search tool to find a differential characteristic for the un-
restricted intermediate steps including the message expansion.

3. Continue the search to find a conforming message pair. If no message pair can
be found, adjust the differential characteristic accordingly.

Note that after step 2 it is not ensured that the differential characteristic is valid.
If we cannot find a conforming message pair after a certain amount of time we go
back to step 2 to adjust the differential characteristic.



3.1 Determining a Starting Point

By exploiting the nonlinearity of the step update function, Nikoli¢ and Biryukov
[11] found a 9-step differential characteristic for which it is not necessary to apply
corrections (differences in the message words) in each step of the differential char-
acteristic. The fact that not all (only 5 out of 9) message words contain differences
helped to overcome several steps of the message expansion resulting in a collision
and semi-free-start collision attack for 21 and 23 steps, respectively. Later this ap-
proach was extended to a collision attack on 24 steps [7,/15]. However, as pointed
out in |7] it is unlikely that this approach can be extended beyond 24 steps.

In our attack, we are using differential characteristics which span over ¢ > 9
steps, which allows us to attack more steps of SHA-256. As in the attack of Nikolié¢
and Biryukov we are interested in differential characteristics with differences in
only a few message words. Then, large parts of the expanded message have no
difference which in turn, results in an attack on more than 24 steps. Already by
using a differential characteristic spanning over ¢ = 10 steps (with differences in
only 3 message words) we can construct a semi-free-start collision for 27 steps
of SHA-256. This can be extended to 32 steps using a differential characteristic
spanning over ¢t = 16 steps with differences in 8 message words.

To construct these starting points, we first fix the value of ¢ and consider only
differential characteristics which may result in collisions on more than 24 steps.
Then, we identify those message words which need to have differences such that
the differential characteristic holds for the whole message expansion. Table [2] in
Appendix [A] shows the used starting point for the attack on 32 steps. Note that
we have further optimized the message difference slightly to keep it sparse, which
reduces the search space for the automated tool.

3.2 Searching for Valid Differential Characteristics and Conforming
Message Pairs in SHA-2

Once we have determined a good starting point we continue by constructing a
valid differential characteristic for both the state update transformation and the
message expansion. We have implemented an automated search tool for SHA-2
which is similar to the one proposed in 2] to construct complex characteristics for
SHA-1. However, the increased complexity of SHA-2 compared to SHA-1 compli-
cates a direct application of their approach. In the following, we briefly outline
which problems occurred and how we have resolved them.

First of all, the larger state size, the combined update of two state variables,
and the higher diffusion due to the X; functions increases the complexity signifi-
cantly. To limit these issues, we use an alternative description of SHA-2 where only
two state variables are updated separately (see Section. Furthermore, we split
up one SHA-2 step (including the nonlinear message expansion) into 9 less com-
plex sub steps. This way, the propagation of differences can be implemented much
more efficiently while losing only a small amount of information (see Section .

However, the main problem in SHA-2 is that it is difficult to determine whether
a differential characteristic is valid, i.e. whether a conforming message pair exists.
For example, a lot more conditions on two bits of the form A4; ; = A;_1 ; occur



in SHA-2, compared to SHA-1 for example. Furthermore, the orthogonal appli-
cations of the X; and f; functions results in cyclic conditions which contradict
with a high probability (see Section . Additionally, more complex conditions
on more bits occur. One reason for these additional conditions is that two state
variables (A;, E;) are updated using a single message word (W;). Unfortunately,
it is not possible to determine all these conditions in general. However, we have
implemented different tests to efficiently check for many contradictions (for more
details, see Section .

Despite all these tests, we were not able to find a valid differential characteris-
tic. At the end, even brute-forcing a single critical message word (a message word
where most bits are already set) did not lead to a solution. Therefore, we have com-
bined the search for differential characteristics with the search for a conforming
message pair (see Section. During the message search, we first determine critical
bits and backtrack if needed. This way complex hidden conditions are resolved at
an earlier stage in the search. Furthermore, we correct impossible characteristics
once they are detected.

4 Difference and Condition Propagation in SHA-2

We use generalized conditions to nonlinearly propagate differences and conditions
in both the state update and message expansion of SHA-2. Generalized conditions
are propagated in a bit sliced manner. Note that in the case of the SHA-2, one bit
of A and F is updated using 15 input bits. Hence, to simplify the bit sliced step
update, we use an alternative description of SHA-2.

4.1 Alternative Description of SHA-2

In the state update transformation of SHA-2, only two state variables are updated
in each step, namely A; and F;. Therefore, we can redefine the state update
such that only these two variables are involved. In this case, we get the following
mapping between the original and new state variables:

A |Ai|Aio|Ai 3| B |Ei 1 |Ei o | Ei_3

Note that A; is updated using an intermediate result of the step update of E; (see
Equation |1)). Since this complicates the efficient bit sliced representation of the
SHA-2 step update transformation we propose the following alternative descrip-
tion:

Ei= Ei y+X(Ei)+ [i(Bic1,EBico, Eig) + Ai s + Ki + W

2
Ai=—Aia + Zo(Aicr) + fo(Aim1, A0, Ai3) + E; @)

In this case we get two SHA-1 like state update transformations, one for the left
(4;) and one for the right (E;) side of the SHA-2 state update transformation.
Note that in this description, the state variables A_4,...,A_1 and E_4,...,E_1
represent the chaining input or initial value of the compression function. The
alternative description is also illustrated in Fig[2]
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Fig. 2. Alternative description of the SHA-2 state update transformation.

4.2 Generalized Conditions

Inspired by signed-bit differences [19], De Canniére and Rechberger introduced
generalized conditions for differences, where all 16 possible conditions on a pair
of bits are taken into account [2]. Table [1| lists all these possible conditions and
introduces notations for the various cases.

Table 1. Notation for possible generalized conditions on a pair of bits [2].

(X5, X:)|(0,0) (1,0) (0,1) (1,1)]](Xs, X;)|(0,0) (1,0) (0,1) (1,1)
? v v v v 3 v v - -
- v - - v 5 v - v -
X - v v - 7 v v v -
0 v - - - A - v - v
u - v - - B v v - v
n - - v - C - - v v
1 - - - D v - v v
# - - - - E - v v v

Definition 1 (Generalized Conditions for Differences [2]). Let X € {0,1}"
and X* € {0,1}", then the notation

VX = [Cn—l; e ,Co]7

where ¢; denotes one of the conditions of Table[d] for the i-th bit, defines a subset
of pairs (X, X*) € {0,1}™ x {0,1}"™ that conforms to the specified conditions.

For example, all pairs of 8-bit words X and X* that satisfy
(X, X*) € {0,1}® x {0,1}®| X7 - X5 =0, X; = X[ for 1 <i <5, Xo# X},

can be conveniently written in the form



4.3 Efficiently Implementing the Propagation of Generalized
Conditions

We propagate generalized conditions similar as in the attack on SHA-1. However,
the complexity of propagating generalized conditions increases exponentially with
the number of input bits and additions. While there are only 6 input bits in the
case of SHA-1 (excluding the carry), we have 9 input bits in the update of F; and
8 input bits in the update of each of A; and W; in SHA-2.

To reduce the computational complexity of the propagation in SHA-2, we
have further split the update of W;, E; and A; into 3 sub steps. In more detail, we
independently compute each output bit of the o;, X; and f; functions and then,
compute the modular additions. This way, the number of input bits reduces to 3
for o;, X; and f; and we get at most 5 input bits for the modular additions. This
split of functions reduces the computation complexity by a factor of about 100.

Furthermore, for the sub steps without modular addition we have precomputed
the propagation of all generalized input conditions. For the modular additions we
use a hash map to store already computed bit sliced results. In this case, the
bit slice update of each sub step reduces to simple table or hash map lookups.
Our experiments have shown a speedup of another factor 100 by caching already
computed results. The drawback of this method is that we lose the relation between
the sub steps compared to a combined propagation. Furthermore, due to memory
restrictions we are not able to precompute or keep all possibilities for the modular
additions.

4.4 Two-Bit Conditions

Apart from generalized conditions, additional conditions on more than a single
bit are present in a differential characteristic. Especially, conditions on two bits
are needed such that a differential path is valid. These two-bit conditions have
already been used by Wang et al. in their attacks on the members of the MD4
family [17]. Such two-bit conditions occur mostly in the propagation of differences
through the Boolean function. For example, if an input difference in A;_; at bit
position j should result in a zero output difference of fo(A4;-1,Ai—2, A;—3), the
remaining two input bits should be equal. In this case, we get the two-bit condition
A;—2; = Aj_3 ;. Similar conditions occur not only in the f;, o; and X; functions
but also in the modular additions.

Two-bit conditions are not covered by generalized conditions and thus, not
shown in the characteristics given in [|2]. However, two-bit conditions may lead
to additional inconsistencies. For example, in two subsequent fy functions the
following two contradicting conditions may occur:

(Aico; =Ai3;) N(Ai—a; # Aisj).

Since such contradicting conditions occur only rarely in SHA-1, simple additional
checks are sufficient to verify whether a given differential characteristic is valid at
the end of the search.

This is not the case in SHA-2. Note that the nonlinear Boolean functions f and
f1 update the same bit position of different words, while the linear X; functions
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Fig. 3. Example of four cyclic and contradicting two-bit conditions. Such cases commonly
occur in SHA-2 and are not covered by generalized conditions. For the two Xy functions
(XOR) we have twice Xy(n,-,-) = n which results in the two equalities A1 = A1,13
and Az2 = Ag;13. For the fo function (MAJ) at bit position 2 we get fo(-,-,n) = n
if and only if A2 2 = Ai2, while for bit position 13 we get fo(-,-,n) = - if and only
if As13 # Ai,13. Note that in this example, all involved bits of E; do not contain any
difference.

update different bit positions within the same word. Hence, more complex cyclic
two-bit relations occur. A still simple example is given in Fig[3] In this case, 4 bits
of two X; and two Boolean functions are related in a cyclic form which results
in a contradiction. We have observed that for a given differential characteristic
even more complex relations with cycle lengths larger than 10 commonly occur.
Of course already a single contradicting cycle results in an impossible differential
characteristic.

4.5 Inconsistency Checks

To avoid inconsistent differential characteristics, we have evaluated a number of
checks to detect contradictions as early and efficiently as possible. Note that a test
which is able to detect many contradictions is usually also less efficient. However,
also a simple test may detect a contradiction at a later point in the search. Due
to the high number of complex conditions in SHA-2 and the difficulty to detect
them we need to make a trade-off here.

Two-Bit Condition Check. Two-bit conditions are linear conditions in GF(2)
since such conditions can only be either equal (A; ; = A;_1 ;) or non-equal (A; ; #
A;_1 ;). Contradictions in two-bit condition cycles can be efficiently detected by
determining all two-bit conditions, setting up a linear system of equations and
checking if the system can be solved using Gaussian elimination. Although a large
number of contradictions are detected this way, most characteristics are still invalid
after this check.

Complete Condition Check. A quite expensive test is to check for every bit
restricted to ’-? or ’x’ whether both possible cases (0’ and ’1’, or ’n’ and
’u’) are indeed still valid. If both choices for a single bit are invalid we know that
the whole characteristic is impossible. Of course these tests can be extended to
other generalized conditions as well. However, it turned out to be more efficient



to apply this check only rarely and only to specific conditions during the search.
Furthermore, we have improved the speed of this complete test by applying it only
to bits which are restricted by two-bit conditions.

Complete Condition Check on a Set of Bits. Since even the complete con-
dition check is not able to detect many contradictions, we have analyzed different
variants of setting all possibilities for all or selected combinations of 2, 3 or 4 bits.
Such tests indeed detect more impossible characteristics but are very inefficient to
compute and thus, cannot be used during the search for differential characteristics
in SHA-2.

5 Searching for Differential Characteristics

In general, our search techniques can be divided into three parts: decision, deduc-
tion and backtracking. Note that the same separation is done in many other fields,
like SAT solvers [5]. The first aspect of our search strategy is the decision, where
we decide which bit is chosen and which condition is imposed at its position. In
the deduction part we compute the propagation of the imposed condition and
check for contradictions. If a contradiction occurs we need to backtrack and undo
decisions, which is the third part of the search strategy. A basic search strategy
to find differential characteristics has been described in [2] and works as follows.

Let U be the set of all 7’ and ’x’, then repeat the following until U is empty.
Decision

1. Pick randomly a bit in U.

2. Impose a >~ for a >?’ or randomly a sign (*u’ or ’n’) for *x’.
Deduction

3. Compute the propagation.

4. If a contradiction is detected start backtracking, else go to step 1.
Backtracking

5. Jump back to an earlier state of the search and go to step 1.

We have applied this strategy to SHA-2 but could not find a valid differential
characteristics. In any case at least one of the checks described in Section [4.5]
failed. The reason for this is that conditions which are not covered by generalized
or two-bit conditions appear much more often in SHA-2 than in SHA-1. Since
more advanced checks are too expensive, we have developed a more sophisticated
search strategy to find valid differential characteristics for SHA-2 as described in
the next section.

5.1 Search Strategy

In our approach we already determine some message bits during the search for a
differential characteristic. Generally speaking, we are combining the search for a
conforming message pair with the search for a differential characteristic. In doing
so we consider those bits much earlier, which are involved in many relations with
other bits. This way, we can detect invalid characteristics at an early stage of the
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search. However, this should not be done too early to not restrict the message
freedom too much. In addition, we are remembering critical bits during the search
to improve the backtracking and speed-up the search process. In the following we
describe the used search strategy in more detail.

In general we have two phases in our search strategy where different bits are
chosen (guessed) and we switch between these two dynamically. In the following,
we describe both phases in detail. Phase 1 can be described as follows.

Let U be the set of all 7’ and ’x’. Repeat the following until U is empty:
Decision
1. Pick randomly a bit in U.
2. Impose a >~ for a ’>?’ or randomly a sign (*u’ or ’n’) for ’x’.
Deduction
3. Compute the propagation as described in Section [4.3]
4. If a contradiction is detected start backtracking, else apply the additional
checks of Section L5l
5. Continue with step 1 if all checks passed, if not start backtracking.
Backtracking
6. If the decision bit is *x’ try the second choice for the sign or if the decision
bit is 7’ impose a *x’.
7. If still a contradiction occurs mark bit as critical.
8. Jump back until the critical bit ca be resolved.
9. Continue with step 1.

Note that, the additional checks in step 4 are optional and a trade-off between
number of checks and speed has to be done. The additional steps in the back-
tracking process improve the search speed significantly and prevent that critical
bits result in a contradiction again.

Once phase 1 is finished (U is empty) we continue with phase 2 which can be
summarized as follows.

Let U’ be the set of all >-’ with many two-bit conditions.
Repeat the following until U’ is empty:
Decision
1. Pick randomly a bit in U’.
2. Impose randomly a >0’ or ’1°.
Deduction
3. Compute the propagation as described in Section [4.3
4. If a contradiction is detected start backtracking, else apply additional
checks from Section
5. Continue with step 1 if all checks passed, if not start backtracking.
Backtracking
6. Try the second choice of the decision bit.
7. If still a contradiction occurs mark bit as critical.
8. Jump back until the critical bit can be resolved.
9. If necessary jump back to phase 1, otherwise continue with step 1.
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Choosing a decision bit with many two-bit conditions ensures that bits which in-
fluence a lot of other bits are chosen first. Therefore, many other bits propagate by
defining the value of a single bit. Furthermore, in step 7 and 8 of the backtracking
we can also mark more than one bit as critical. We want to note that due to step
9, we actually switch quite often between both phases in our search.

Additionally, we restart the search from scratch after a certain amount of con-
tradictions or iterations to terminate branches which appear to be stuck because
of exploring a search space far from a solution.

5.2 Results

Using the start characteristic given in Table [2| and the search strategy described
above, we can find a valid characteristic and confirming inputs which result in
semi-free-collisions for 32 out of 64 steps of SHA-256. An example of a semi-free-
start for 32 steps is shown in Table[d] The according differential characteristic and
the set of conditions is given in Table [3|and Table [5] The find this example for 32
steps our tool was running a few days on a cluster with 32 nodes.

So far we have only considered semi-free-start collision attacks in which an
attacker is allowed to choose the chaining value. However, in a collision attack
on the hash function the chaining value is fixed, which makes an attack much
more difficult. In order to construct a collision for step-reduced SHA-256, we are
interested in differential characteristics with no differences in the first few message
words. Then, the additional freedom in the first message words can be used to
transform a semi-free-start collision into a real collision. Similar characteristics
have also been used in the collision attacks on 24 steps of SHA-256 in [7].

By using a differential characteristic spanning over ¢ = 11 steps with differences
in only 5 expanded message words and with no differences in the first 7 message
words (see Table [6) we are able to construct a collision for 27 steps of SHA-256.
The colliding message pair is shown in Table [§| and the differential characteristic
and the set of conditions is given in Table [7] and Table [0

6 Conclusions and Future Work

In this paper, we have presented a collision for 27 and a semi-free-start collision for
32 steps of SHA-256 with practical complexity. This significantly improves upon
the best previously published (semi-free-start) collision attacks on SHA-256 for up
to 24 steps. We have extended and generalized existing approaches and developed
a fully automatic tool to construct complex differential characteristics for SHA-2.

Our tool extends the techniques proposed by De Canniére and Rechberger
to construct complex characteristics for SHA-1 using generalized conditions. The
more complex structure of SHA-256 complicates a direct application of their ap-
proach. We have identified several problems and have shown how to overcome
them. Most importantly, a high amount of found differential characteristics are
invalid due to many contradicting conditions in SHA-2. We have resolved this
problem by by identifying critical bits during the whole search process, and by
combining the search for differential characteristics with the computation of con-
forming message pairs.
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To summarize, the search for valid differential characteristics and conforming
message pairs in SHA-2 is increasingly difficult and unpredictable, compared to
more simple designs like MD5 and SHA-1. Nevertheless, we were able to con-
struct a powerful tool to find practical examples for (semi-free-start) collisions in
SHA-256 which can also be applied to other ARX based hash functions.
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Differential Characteristics and Conditions

Table 2. Starting point for a semi-free-start collision for 32 steps. Using the alternative
description of SHA-2 (Section |4.1)) and the notion of generalized conditions (Section [4.2)).

VA; VE; VWi

Lo
N = O =N W A,

—-—=-X
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Table 3. Characteristic for a semi-free-start collision for 32 steps of SHA-256.

i VA; VE; VWi

-4

-3

-2

-1

0 0--
1 1----- --0-0---1--1----1-0-0 011-

2 0--u--{--1-1-1000-1--11101101---1--1u0- u--
3/10n10nnn1n0On-11n1u01u11000uu0nln|-1n1n10unOun101-n1n1n0110unOuOn0|uu-un----- un---n-u-uu-n---u--un-
4|----= n-—-——————- 0-——————-- 0-1---|-0nOninuuunO-1ulunnnuu011n000nni|in---1u--uulu-uu------ nn--O0n----
5 n 1-———- Oulnnin-1010-00001u0101-11101110{01-1-un0-1-1n-nnluin0-Oun-0-n--n
6 u u---n--|00u01un0000000n111u00100101uullu|n----nnuu-n-nu---n--n-----------
7 -n10u000u1un0101nn10n00001n000u1|{1n0001un10u0nnn-01n01u10000unnnn
8 -10-1n0-0--1-01-0-1-0----n011-10|-—--u------- unnn---------- 0-————-
9|----u u -0--u00-1-01-1--1---1----n1---0-

10 —---nunn n--n u-u-u--

11 ---0-10----100--0 1-0-0--

12 ---0011----011--1 0-1-1--

13 -—-un unnnn

14 ---00 00000

15 ---11 11111

16

17 ——--n;

18

19

20

21

22

23

24

25

26

27

28

29

30

31

Table 4. Semi-free-start collision for 32 steps of SHA-256.

ho |764d264f 268a3366 285fecbl 4c389b22 75cd568d £5c8£99b 6e7a3cc3 1bdealldsd

0 |764d264f 26823366 285fecbl 4c389b22 75cd568d £5c8£99b 6e7al3cc3 1bdealldd

Ahp|{00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

52a600a8 2c3b8434 ea92dfcf ddeaf9ad b77£fe08d 7c50e542 69c783a6 86a14el0
baf88b0b 12665efb ce7c3a31 3030£09d 9bd52eb8 7549997e £a976e0d 86ebacbc

« |522600a8 2c3b8434 ea92dfcb 0cdba38b £514e39d 7abbb4cb eebbcbab c58f6a0f
b2£78b0b 12665efb ce7c3a31 3030£09d 9bd52eb8 7549997 £a976e0d 86ebacbc

00000000 00000000 00000004 d8315a26 426b0310 060b5189 87ac4800 432e241f
080£0000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

h1 |dOb4dlffa elf519a2 e3cad2ed a19d5795 906ac05f c995£6c8 c£309£95 9fb9cab7

1 |dOb41ffa elf519a2 e3cad2ed a19d5795 906ac05f c995f6c8 c£309f95 9fb9casb7

Ah1{00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
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Table 5. Set of conditions for the semi-free-start collision for 32 steps.

‘ i ‘set of conditions

0[Eos =0 1

1A =1, Aip # Ao, Ao =Ero, BEyi =1, E12=1, E13=0,E111 =0, E113 =0, B115 = 1, E120 = 1, E123 = 1, E127 = 0,|13
Fi120=0

2[A22 =1, Aos = 0, Ao = A1, Aag # Ara, Ao1n = A1y, Azia # Ara, Azie = Aije, Az20 = Aig0, A2 = Ap 22,40
Azog # Aipa, Anos # Airas, Asoe # Aize, Aoo # Ar29, Aoz = Ao i1, Az = Asis, Asos # Asja, Ezy =0, Erp =1,
Ey3=1,Ex6=1,Fa10=1, E211 =0, Ec12 =1, E2u3 =1, E214 =0, Ex15 =1, Ezn6 = 1, Exi7 =1, Eap0 = 1, E220 =0,
En23 =0, B4 =0, Ero5 =1, Baor =1, Eang =1, Ea5 # Ei5, E201 = Eor
Wao =1, Wazo # Wa i3, Wa oz # Wa 19

3|A30=0,A431=0,A432=0,A33=0,A434=1,A35=1,A436=0,A437=0,A35=0,A39=1,A310=1, A311 =1, 4312 =1,]92
Asns =0, Asa =1, Azis = 1, Az16 =0, Asir = 1, Agnis = 1, Az20 = 0, Az1 =0, Az22 =0, Azo3 = 1, Az 4 =0, As25 =
Ase =0, Azzr = 0, Agos = 1, Az0 = 0, Ag30 = 0, A1 = 1, B30 =0, B34 =0, Ez2 =0, Es3 =1, B34 =0, Es,
Ess=1 E37=0,E3s=1 E309=1,E310=0, E311 =0, Es12 =1, E313 =0, E314 = 1, E315 =0, E317 = 1, E315 = 0,
E319=1,F32 =0, E321 =1, F320=0, E323 =0, F324 =1, E325 =0, E326 =1, E327 =0, F398 =1, E320 =0, 330 =1
Wa1=0,W3o=1 Ws5=1 Wao=0 Wsnn=1 Wsi1o=1 Ws1a=1, Wa16 =0, Wz20=0, Wao1 =1, Wy 27 =0, Waos =1,
Wiz =1, Wy = 1, W7 = Wao, Waoa # Wis, Was = Waa, Wano = Wie, Wiz # Wae, Waoe = Wir, Waoa # Wapr,
W33 = Wag, Wsas = Wa10, Wiz = Wiz, Waoa # Wiz, Waig = Waas, Waae = Wa s, Waae # Wi, Wi 29 = Was,
Ws,23 = Wa,19, W3,26 = W22

4|A43=1,A45 =0, As15 =0, As26 =0, Aso = Ao, Asa # Ass, As11 = Ao 11, Asna # Aza, Asie # Azie, Aao = Az 20,|67
Ads22 = Az22, As2a # Azoa, Aapg # Aa29, Asir = Aue, Eso=1,FE11 =0, E12 =0, F13 =0, E44 =0, E15 =0, E46 =0,
Eyr=1,Ei8 =1, E19=0,Ey10=1,Es11 =1, E412 =0, E113 =0, E414 =0, Ea15 = 1, Es16 = 1, Eaa7 = 1, Eg15 = 1,
Ei20 =0, Ego1 = 0, Eao2 = 1, Eyo3 = 1, Egoa = 1, Eso5 = 0, Ea26 = 1, Esar = 0, Eg08 = 0, E420 = 0, E430 = 0,
Ea19 # As1o
Wia=0,Wss =0 Wis =0 Wso=0,Ware=1 Warr =1 Waro=1 Wiz =1 Wao1 =1 Waso =1 Waas =1, Wi =1,
Wazo =0, Wazi =1, Wais # Wa, Waz = Wao, Waos # Wi, Waro = Wae, Waar # Waz, Waes = Waie, Waar = Waao,
Wiz = Waas

5|As5 =1, As15 = 0, As,0 # Aa0, As2 # Au2, Asa # Asa, Ase # Ase, Asan = Aanr, Asja = Aaia, Asje # Adste, Asis = Agis,|T4
As20 = Aao, Aspe = Aape, Aspa = Aapa, Asas = Aaos, As2o # Adg, Aso6 = Ass, Asoa = Asa, Asar # Ase, Eso =0,
E;,l =1, Es,'z =1, Es,s =1, E54 = 0, Es5 = 1, Ese = 17 E5,7 =1, Es,y =1, E510 = 0, E;,ll =1, E512 = 0, Es,w =1,
Esia=1,FE515=0, E516 =0, E517 =0, E518 =0, E520 =0, Es21 =1, E500 =0, Es523 =1, F525 =0, E526 = 1, E527 =0,
Es28 =0, E520 =1, E530 = 1, E5,31 =0, Er0 = A0
Wso =0, W53=0, Ws5 =0, Ws7 =0, Wes =1, Ws0 =0, W11 =0, Ws12 =0, Wsu3 =1, Ws1a = 1, Ws 15 = 1, W16 = 0,
Wsa7 =0, Ws10 =0, Ws o0 =1, Ws o =1, W524 =0, Ws25 =0, Ws 26 =1, Ws28 =1, W30 =1, Ws 31 =0, W529 = W51,
Ws,23 = Ws2, Ws,01 = W4, Ws 20 # Ws18

61462 =0, Ass = 1, As,15 = 1, As,18 = 0, As,26 = As26, Ae,26 = As,3, As2a # Aca, As27r # Ae7, As30 # A, As2s # Ag11,|T3
As22 # Aes13, As2s = Ag14, As26 # As17, Beo = 1, Be1 = 1, Ee2 = 1, B3 = 1, Egu = 1, Egs = 1, Es6 = 0, Eo,7 = 1,
Ees =0, Es9 =0, Es10 =1, Es11 =0, Es12 =0, Es13 =1, Es14a =1, Es15 = 1, Es16 = 1, Eg,17 = 0, Eg 18 = 0, Es10 =0,
F620=0, Fs21 =0, Fg20 =0, Fs23 =0, Fg24 =0, Fs25 =0, Fs26 =1, Fs27 =1, Fg28 =0, Fs20 =1, Fg30 =0, Fs31 =0,
We11 =0, We14a =0, VV(),IS = 17 W’c,ls = 07 We21 = 0, VVG,ZJ =1, Weas =1, VV&,‘)E =0, VV&,zo‘ = 07 VVG,M = 0, We,17 # Wo,o.
We,28 = We,0, We 22 = We,1, We,r # We s, We20 = Wes, Wes # Wea, We2o = Wes, Wei0 = Wee, We2r # We,e, We,22 = We,r,
W28 # We,7, We,12 # We,s, We20 = We,s, We,13 # W0, We,30 = We,0, We,27 # W10, We,30 = W15, We,20 # W16

T|A72=As2, Ar6 # Ass, Ar18 = Asjs, Ero=1,E71=1,E72=0,E73=0,E74=0,E75=0, Erg =1, Er7 =0, Er3=0,/66
E79=0,F710=0,F711 =0, Er12=0, Ez13 =1, Ez14 =0, E715 =0, Er16 =1, Er17 =0, Er18 = 1, E710 =0, E720 =0,
Ero1 =1, Erpy =1, Erp3 =1, Er24 =0, Br25 =0, E726 =0, Eror =1, Er08 =0, Er20 =1, E730 =0
Wro=0 Wrp =0 Wro=0 Wr3=0 Wry=1 Wrs=0, Wrg =0 Wr7 =0 Wrs=0,Wrog=1, Wrio=1, Wr11 =1,
Wiz =0, Wras =0, Weaa =1, Weas =0, Wrnr =0, Wras = 0, Wra9 =0, Wroo =0, Wror =1, Wroe =0, Wraz =1,
Wroa =0, Wros =1, Wros =1, Wy o7 =0, Wros =0, Wrog =0, Wrzo =0, Wesi =1, Wr e # Es16

8 |As2 = A72, Ase # Az, As15 # Ar1s, Asji6 # Ar16, Asis = A7s, Asor # Ar27, Eso =0, Esn =1, Egz = 1, Esq = 1,46
Ess =0, Ese =0, Eg11 =0, Egis =1, Fg15 =0, Esar = 1, Egis =0, B0 = 1, B3 =0, Egos =0, Ego =0, Egor =1,
Es29 =0, Egs0 =1, Es12 = Es 7, Eso1 # Esgs,
Wss =0, Wei6 =0, Wear = 0, Wsis = 0, Wsiog = 1, Wsor = 1, W # Ao, Ws1 = As1, Wsa # Asa, Wsa1 = Wsp,
Wsoo = Wsi, Weos # Wso, Wer # Wsaz, Weg # Wsa, Waoz # Wse, Waar # Wsio, Wsos # Wsiz, Weoo # Wsia,
Ws,30 # Ws,15, Waz1 = Ws 20

9 Ao =1, Agar = 1, Agas = Ag5, Ag15 = Agys, Agis # Ag,7, Agas = Ag7, Fo1 =0, Egs =1, Egg =0, Eg11 = 1, Eg 15 = 1,22
Eoi18 =1, Eg20 =1, Eg21 =0, Ega3 =1, Eg25 =0, Eg26 =0, Eoor =1, Eg30 =0, Eo,14 # Eo,0, Fo,13 # Fog, Fo22 = Eo 9

10|A10,16 = As,i6, Aro27 = As27, Eo2 = 1, Bioa = 1, Eioe = 1, Fio,15 = 0, s = 0, Eo2s = 0, Eo26 = 0, Eio2r = 1,|25
Eio2s = 0, E0,13 # E10,0, 0,14 # Fio,0, Fro2s = Eio,5, Ei020 = Euo,7, Ero21 # Eios, Fio22 # Euo, Eo2s = Fioy,
Er0,23 = E10,10, F10,20 = E10,10, E10,30 # Er0,12, Eio,31 # Ei0,13, E10,20 # Fi0,16, F10,22 # E10,17, Eio,24 = Ero,19

11{A1116 = Ar0,16, A11,27 = Aro27, E112 =0, E11a =0, Enie =1, E1115 = 0, E1118 = 0, E11,10 = 0, E1120 = 1, E11,25 = 0,|12
FEi126 = 14, Eu,zs =0

12|E122 =1, E124 =1, F126 =0, F1215 = 1, E1218 = 1, E1210 = 1, E1220 = 0, Ei2,25 = 1, Ei226 = 1, Ei227 = 0, E1228 = 0,|12
Ei216 # E11,16

13| E1s,16 = 0, Fiz,a7 = 0, Bz = 0, Eiz19 = 0, Eiz20 = 1, Eisor = 0, Eisos = 1, Eiz13 # Eis0, Fis14 = Fuso, Eis6 = E13,1,25
Ei314 # Ei31, Esas # Eis, Eizis = Eise, Eis20 = Fuis2, Eiso1 # Eiss, Eisso # Eiss, Fis2e # Eiza, Eiss1 # Eisa,
Eis2s # Erss, B1s2a # Bise, Eizes = Eisr, Eis13 # Eiss, Bisga = Eis, Biszs0 = Bz, Eiss # Eise

14|Fra16 = 0, F1417 =0, F1418 = 0, F11,19 = 0, E1a20 = 0, E1427 = 0, E1428 =0 7

15|Fi516 =1, Eisur =1, Eisis =1, Eispo =1, Eisp0 =1, Eisor =1, Fis08 = 1 7

17\Wiz16 =0, Wizo7 =0, Wiz 14 # Wais, Wira = Wiza, Wiz 20 # Wiz 20 5
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Table 6. Starting point for a collision for 27 steps of SHA-256.

VA;

VE;

VW;

Table 7. Characteristic for a collision for 27 steps of SHA-256.

VA;

VE;

VWi

1 1

unn--u------ n---nn-uuuu--

nnnnn-nnnn
—==-un--n--nu

nu

U

-1 0--0-10-1----0-0

101-11---u10ul-Onuu-uuuuln---n0-
0n0n001001u-1u1n01un010n01n00110
-1n1n1011u011100nn100u10-10000u-
100000nuuu10uun01u00n00n110-u-ul
0n000uuuuu01010111n-uun01n000n01
01---1010u01u----111-010-0--110-
01-10uilnunuuu---1110-1nn11---01-
————— 1-01011 00

00---1--un-Ou-nuuuuul-nuOni10in--

110-u------- n0--u--n-n--nn

————— 1-001000

Oul-nn-n-u-1u---11unOuul0u101u0-

---0-innn---u-1-----
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Table 8. Collision for 27 steps of SHA-256.

o

16a096667 bb67ae85 3c6ef372 ab4ff53a 510e527f 9b05688c 1£83d9ab 5beOcd19

m 72520370 Odaa9f1b 071d92df ec8282c1 7913134a bc2eb291 02d33a84 278dfd29
0c40f8ea d8bd68a0 0ce670c5 5ec7155d 9£6407a8 729fbfe8 aa7c7c08 607ae76d
m* 72520370 Odaa9f1b 071d92df ec8282c1 7913134a bc2eb291 02d33a84 27460e6d
08c8fbea d8bd68a0 0ce670c5 5ec7155d 9£4425fb 729fbfe8 aa7c7c08 2d32d129
Am 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00cbf344
04880300 00000000 00000000 00000000 00202253 00000000 00000000 4d483644

l h1 [5864015f 133494fa fa42bb35 94bc44f9 29eabb36 9e461e33 2eab27£8 106467c9

Table 9. Set of conditions for the collision for 27 steps.

‘ i ‘sct of conditions

5|Es56 =1, F515 =1 2

6|A62 = As2, A3 # As3, Ao = As,7, Aes # Ass, Ae19 # As 19, As22 # As 22, As23 = As 23, Fss =0, Fss = 0,]18
Ee13=1, Fs15 =0, Eg16 =1, Es,18 =0, Es21 =0, Eg30 =1, Es2 = E52, Es9 # Es,9, Eg,14 = E5,14

T|A7o =1 Ar3 =1 Ar4 =1 Ar5 =1, A77 =0, A78 =0, A712 =0, A7 10 = 1, A720 = 0, A723 =0, A724 = 1,|80
Az10 # A7, Ar1 # Asai, Ares # Aezs, Ars1t # Ao, Ars1 # Az, Ares = Ara, A726 = A7, A727 = Az e,
A7s = Are, Ar2s = Arar, Ar20 = A7a7, Azt # Aro, Ern = 0, BEr2 =0, Ere =0, Err = 1, Ers = 1,
Ero =1, FEri0 =1, Erin =1, Erag = 1, Braa = 1, Eras = 0, Erie = 0, Bras = 1, Erag = 1, Er20 = 0,
Ero1=1,E720=1,FE726 =1, Er27r =1, E729 =1, E730 =0, Er31 =1, E75 = FEs 5, E7,12 = E¢,12, E7,28 = Eg 28,
Eq75 = Er0, Er23 = Er4, Ero8 # E723, Wro =0, Wrs =1, Wrs =0, Wes =1, Wreg =0, We 7 =0, Wrg =1,
Weo =0 Wein =1, Wria =1, Wraz =1, Weaa =1, Wras =1, Wrie = 1, Wrar = 0, Wri9 = 1, Wra0 = 0,
Wro0 =0, Wros =1, Wrae =1, Wra0 =0, Wrz1 =0, Wra1 # Wro, Wens # Wr, Wrag # Wrt, Wror # Wr o,
Wr,25 = Wr10, Wr20 = Wras, Wr29 = Wras

8|Ag11 =1, Agie = 1, Agnz = 0, Agoo = 0, Agaz = 0, Agoa = 0, Agos = 0, Agor = 0, Agps = 0, Ag20 = 0,|70

Agz0 =0, Ag31 = 0, Ag 10 # Wiz,10, Asj1a # Wiza, As 26 # Wize, As 10 # As 10, As10 # Ar,10, As,20 = A7,20,
As26 # Ar26, As,10 = As,1, Asje # Asa, Asir = Ass, Asjs # Ase, Asis = Ase, As,1is # As,7, Asj10 = As7,
Ag20 # Agg, Eso =0, Egs1 =1, Ego =1, Eg3 =0, Egy =0, Egs =0, Esg =1, Eg7 =0, Egs =0, Eg9 =0,
Esi0 =1, Eg11 =0, Egi2 =0, Eg13 =1, Egia = 1, Fgis = 0, Egi6 = 0, Egnir = 1, Fsus = 1, Egi9 = 1,
Es21 =1, FEg22 =1, Eg23 =0, Es24 =0, Es25 = 1, Eg ;26 =0, Eg 27 =0, Eg 25 =0, E529 =0, Es30 =0, Eg ;31 =0,
Wss =0, Weog =0, Wa 19 =0, Wg oz =0, Wgas =1, Ws20 # Wss, Waoo = Wss, Wsar = Wse, Ws 15 = Ws i,
Ws 24 # Ws 13, Ws 30 # Wa 15, Wa 20 = Ws o5

Agis =1, Agii0 = 1, Ag,11
Agr # As7, Aoz # Ao, Aoz # Ao, Agis # Ao, Agie # Aoa, Agis # Ao, Aois # Aoz, Agso # Ao,
Ag g9 # Agyg, Agzo # Agp21, A9zt # Aoz, Eg1 =1, Eg2 =0, Eg3 =0, Ega =0, Eg5 =0, Egg =1, Fgs =0,
Ego =1, Eg10=1, E911 =0, Eg12 =0, Eo.13 =1, E914 =0, Ey15 =0, Eg,16 =0, Eo,17 =0, Eg13 =1, Fg19 = 1,
Eg20 =1, Eg21 =0, Ega2 =1, Fgo3 =1, Egoa = 1, Eg 25 =0, Fg26 =1, Fo27 =0, Egos =1, Fg,29 =0, Eg30 =1

0, Agig =1, Aga0 = 0, Aga3 = 0, Aga6 =0, Agor =1, Ag 13 # A713, Aoy = Aga,|

10| A1os # Ass, A10,10 # As,10, Aro,19 # As,19, Aro,20 = As20, Aro26 # As26, Ar012 = Aoz, Aioz = Ags, |44
Avg22 = Aoz, Aro,24 # Ao2a, Aro2s # Aozs, Arozs = Ag2s, Aro20 = Ag2g, Aro,30 # Agzo, Aro,31 # Ags1,
Evo =1, Erogq = 1, Bz = 1, Eios = 0, Eio6 = 1, Ewo7 = 1, Eros = 0, Eio,9 = 0, Eio,10 = 0, Ei0,11 = 0,
ElU.lQ = 01 ElU,lf} = 0, El(JAl/1 = 17 ElU.l5 = 1\ ElU,lﬁ = O, El(],l7 = 07 E10.18 = 11 Elﬂ,lf = 11 ElU,ZU = 07 ElU.Zl = 1‘,
ElU.ZQ = 13 El(\.ZS = 1, ElUAZ/A = 11 ElU,ZS = Ow ELU,QG = OA, Ell),27 = 07 El“.28 = 05 EULZ‘) = 01 ElUAfi” = 01 ElU,:Sl =1

11 All,S = A]O,B> All,l(] = AlO,l(h A]l,]l # AlO.lly All,lf] 7“é AIU,191 A]l,QU :/é A][),Zl)-, AI]AZ.'X = A10,237 All,25 # A|0,261 39
AILZ7 ‘f‘ AI(J,271 EILO = 11 ElLl = 01 ElLZ = 0> Ell.3 = 07 Ell.4 = 07 Ell.5 = 07 Ell,6 0-, Ell,7 = 1-, Ell,s = 01
Ell.f} = 07 Ell.lU = 11 Ell,ll = 1, Ell,lf} = 07 Ell,l/1 = ]u, Ell.15 = 1\ Ell.l(i = 11 Ell,l7 = 03 Ell,lx = 17 E11A19 = O‘,
Ell.ZO = 11 Ell,Ql = 0, EllAZZ = 1«, Ell.z:} = 1\ Ell,2/l = 1, Ell,ZB = 17 Ell.26 = 1\ Ell,27 = Og Ell,Z?ﬂ = 07 Ell_Z‘) = O‘,
Ell.:“) = 05 Ell.f{l = 0

12 El?,l = 07 ElZ,Z = 11 E12.3 = 13 E12,6 = 01 E12A8 = 01 E12,9 = 1-, E12,1(J = 07 ElZ,lZ = 17 E12,13 = 11 E12.11 = 11 3'5
El'Z.l‘) = 11 ELZ,QU = 11 E12A21 = 07 E12.22 = 1\ El2,23 = 07 E12,2/1 = 17 E12.25 = 01 ElQ,Qﬁ = 11 ElZ,:i(J = 17 E12-31 = 0‘,
E12 11 VVlz 11 E12.27 # I/I/lz 27y ElZU 7£ AS,OA, E12.5 = E12,Uy w/lQ,U = 01 ‘/"712A1 = 0«, I’V12,1 = 0’ ‘/1/12.6 = O‘,
Wizg =1, Wizn2 =0, Wiz13 =0, Wizo1 =1, Wiz 23 =0, Wig o4 = 1, Wig o

13|Ei30 =1, Eiz2 =0, Eize = 1, 137 = 1, Eizs = 0, Ei39 = 0, E3,10 = 1, huufo Eizas = 1, Eizaa = 1,|27
b151571 bldl“zl b132071 b152171 ]‘—'/132170 blj1371 bli O 1 b132671 b152770
Eiz2s =1, Big30 = 1, Eig31 =0, Eigs = Eis0, Fiz17 = Fiza, Eizis = Eia 5, Eis20

14 El4,8:01 E14,9:07 E|4,20:1; EIALZ] :11 El4,22:0\ E14,23:11 E14,24:0-, E14,26:1 8

15|Eiss = 1, E1590 = 1, Ei519 = 0, E1520 = 0, E1521 = 0, Ei522 = 1, E1523 = 0, E1524 = 0, E1526 = 1, Wi51 = 0,|37
Wise =1, Wisg =1, Wisa =0, Wiss =1, Wiseg =1, Wis7 =0, Wisg =1, Wisg =1, Wisi0 =1, Wis11 =0,
W15,12 = 0-, 1’1/15,13 = ]-, ‘1/15,14 = 17 I/‘/l\'i,lls = 13 I/1/”54“) = 17 W7|5A20 = ‘ly ‘/1715,22 = lv ‘/‘/15,24 = Oy v‘/15,26 = 0-,
Wisor =0, Wisoo =1, Wiszo =1, Wis 31 =0, Wis 23 # Wis o, Wis s # Wiso, Wisas = Wis 1, Wis 28 # Wis 21

171\Wiz7 =0, Wizg =1, Wizg =1, Wiz10 =0, Wiz11 =1, Wiz 17 =1, Wiz 19 = 1, Wiz 23 = 0, Wiz 24 = 0, Wiz 25 = 0,|20

Wizee = 1, Wizes = 0, Wize # Wiro, Wirzo = Wiro, Wirzr = Wiz, Wirai = Wire, Wiro1r = Wiz,
Wiz o1 = Wiz 14, Wiz oo = Wiz s, Wiror # Wizas
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