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Abstract— Broadband application of wireless communication calls for good signal to noise ratio (SNR)
and variable high data rates. In the midst of a spate of available techniques, Orthogonal Frequency
Division Multiplexing (OFDM) has proven to be effective. OFDM systems have high tolerance towards
multipath effects in fading channels. Wireless communication will become tortuous in the presence of
Inter Symbol Interference (1SI). This complex situation is un-raveled by introducing Cyclic Prefix (CP)
prior to transmission over fading channels. In this paper, an idea has been proposed for incorporating
Cyclic Prefix (CP), Cyclic Post Fix (CPOF), Zero Padding (ZP) schemes in OFDM system while
embedding the secret data for secure data transmission. BER graphs are simulated and compared for
various modulation techniques like Binary Phase Shift Keying (BPSK), Quadrature Phase Shift Keying
(QPSK) and Quadrature Amplitude Modulation (QAM) prior to embedding and after embedding the
secret data.

Keyword - Cyclic prefix (CP), Cyclic Post Fix (CPOF), Zero Padding (ZP) schemes, OFDM,
Steganogr aphy.
. INTRODUCTION

The requirements for higher data rates and better techniques to combat inter carrier interference (ICI) and
Inter Symbol Interference (I1SI) propelled mankind to develop new techniques of combining various data
streams into a single channel using a technique called multiplexing. This method of combining the signalsiis of
various types namely Time Division Multiplexing (TDM), Frequency Division Multiplexing (FDM), Space
Division Multiplexing (SDM) and Code Division Multiplexing (CDM).

FDM uses a multi carrier technique where the data are modulated onto subcarriers of various frequencies
each with a guard band in between them. The ever increasing demand for increasing the channel drove FDM
towards Orthogonal Frequency Division Multiplexing (OFDM) which aims a maximizing the spectra
efficiency. It facilitates the overlapping of sub carriers. All the sub channels are orthogonal and hence the need
for guard bands is eliminated [1]; thus using the overall spectrum of the channel more efficiently. The overall
data rate of the channel is distributed over several low data rate signals each modulated over a sub carrier
frequency.

The guard bands used in FDM is eliminated in OFDM since the principle of orthogonality is involved. Under
ideal conditions the subcarriers used are perfectly orthogonal and hence they can be overlapped without any
concern about Inter Carrier Interference (IClI) [2, 3]. Since the data rates of individual channels are also
relatively low, there are lesser possibilities for Inter Symbol Interference (I1S) [4]. Under non ideal conditions
the use of Inverse Fast Fourier Transform (IFFT) and Fast Fourier Transform (FFT) at the transceiver of OFDM
converts an ISl inducing channel with AWGN into parallel channels ridden of ISI. The use of cyclic prefixes for
each block with a specified length eliminates Inter Block Interference (1BI).

Each channel can be individually equalized or filtered at the receiver to extract the desired signal. Though
proposed for wireless systems initially OFDM is widely used for Digital Audio Broad (DAB) and Digital Video
Broad casting (DVB) systems besides Wireless Local Area Network (WLAN). The advent of OFDM has simply
revolutionized the communication world by providing a whole new dimension to the way with which man
communicates. In spite of so many advantages, OFDM suffers from a serious drawback called the peak to
average power ratio, necessitating the use of high power amplifiers with a very high dynamic range. To reduce
this, various techniques have been proposed. Using those, the disadvantages can be overcome paving way for
the use of the positive aspects of OFDM.

The methods of encoding and decoding are used to in digital communication systems to achieve privacy in
data is said to have failed when an intruder suspects the possibility of a hidden message in a file. Various
technologies were developed to embed a message or a cipher text inside an image or a multimedia file to embed
secret data. Embedding secret data after encoding the data by OFDM modulation has been carried out to ensure
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secure wireless communication [5- 9]. Invisible communication has evolved over the years and is termed as
steganography [10].broadly subdivided in to steganography, Cryptography and watermarking.

By the implementing these techniques the intruder is denied about the existence of the secret message.
Ensconced the weakness of the human senses is exploited as a minute change due to the embedded message
can't be detected. The simplest LSB steganography technique [11], changes the LSB of any of the layers of the
RGB color pattern of an image. The palette based technique hides the message in one of the color palettes of the
image. Alternatively, the transform based techniques employ an alteration in the coefficients of the frequency
domain representation of the image [12]. The LSB, though primitive, is the easiest to implement [13] . The
Spread spectrum image steganography [14-16] is method where the image is transformed and spreaded, then the
data bits are embedded which obeys orthogonal property of the Sequences used in Communication systems. A
detailed literature survey about steganography and its branches with various embedding techniques associated
with its merits and demerits are illustrated [17-19]

The steg analysis is a technique used to retrieve the secret information from the stego file. Cryptography and
watermarking are the two techniques that are very closely related to steganography. While watermarking is
another type of technology, cryptography uses keys for protecting the messages. Watermarking is used to
protect the ownership of afile or amessage or simply to copyright afile. The creator’ s name is embedded in the
file that is undetectable which prevents any other else claim the ownership of that file.

Cryptography generates keys that are known only to the sender and the receiver during each transmission to
secure the message [20]. Without the knowledge of these keys one cannot open the message. As the techniques
of hiding a message have increased, the ways to detect and extract it have also been developed. Several
algorithms are used to extract the message or delete the watermark without altering the multimedia file [21-24].
The efficiency depends on the capacity of the system to embed the data in the file with the least possible
alteration [25-29]. The system is said to have failed when an intruder suspects the possibility of a hidden
message in afile.

After reviewing the literature on OFDM and steganography, this paper proposes CP, ZP, CPOF in OFDM
system using BPSK, QPSK and QAM systems. Confidential data bits are embedded in the redundant bits to
ensure wireless security. BER graphs are plotted before and after embedding secret data bits in CP, ZP and
CPOF, Proposed system and its description were carried out in section Il. Section 111 analyses the results and
discussion. Conclusions are analysed in Section 1V.

Fig. 1.Block diagram of the proposed methodology

Il. PROPOSED METHODOLOGY

The system is fed with abinary bit stream as input. Then the serial data stream is converted to parallel before
being sent to the modulator block as in Fig 1. The modulation block is used to modulate the given data using
various schemes such as BPSK, QPSK and 8-QAM. Then Inverse Fast Fourier Transform (IFFT) istaken is for
the modulated data in order to provide the composite signal out of all the sub-carriers inserted to obtain OFDM
symbols

After this, the data is again made linear by paralel-to-seria conversion. The next block of the system
performs one of the operations from ZP, CP and CPOF. These are mainly done to avoid interference in the
signals transmitted. Cyclic prefix refers to the prefixing of a symbol with a repetition at the front end of the
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symbol which as a buffer region where delayed information from the previous symbols can get stored. If the
additional bits are added at the end of a symbol, it is called cyclic postfix. If, instead of making a repetition,
zeroes are added either as prefix or postfix, it is said to be zero padding. Then data bits are embedded from the
data obtained from the Cp/CPOF/ZP outputs. The number of bits to be embedded in the redundant bits and the
positions are known only to the transmitter and receiver end.

The digital datais converted into analog form for transmission through channel. The channel considered for
transmission is Additive White Gaussian Channel (AWGN). The received information at the other end is again
converted back to digital form for further processing. Now the data embedded during the transmission phase is
extracted by knowing the key value. According to whether zero padding or cyclic prefix or postfix was done
earlier, the corresponding inverse operation is done to remove the excess redundant bits.

Then the seria data transmission is made to parallel and then FFT operation is performed on it, to separate
the carriers of the OFDM signals individually. Now the demodulation is performed and the original message
output bits are decoded. Then, BER graphs are plotted for various modulation schemes like BPSK, QPSK and
QAM.

[11. RESULTSAND DISCUSSION

The comparison graphs between CP, CPOF and ZP before and after embedding using BPSK, QPSK and
QAM has been plotted in Figs 2,3and 4 respectively. The BER Vs EB/No values before and after embedding
secret data' s are tabulated in table 1 and 2.

Fig. 2. Comparison between CP, CPOF, ZP with embedding in OFDM - BPSK

Fig. 3. Comparison between CP, CPOF, ZP with embedding in OFDM using QPSK
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Fig. 4. Comparison between CP, CPOF, ZP with embedding in OFDM — QAM

TABLE|
BER Vs EB/NO(dB) using CP, CPOF and ZP using BPSK, QPSK and QAM before embedding

BER Cyclic Prefix (CP) Cyclic Postfix (CPOF) Zero Padding (ZP)
Eb / NO (dB) Eb / NO (dB) Eb/NO (dB)
BPSK QPSK QAM BPSK QPSK QAM BPSK QPSK QAM

10M-2 8.7 8.9 9 8.9 8.7 9 8.8 8.9 8.8
10M-2.1 9 9 9 9 9.1 9.2 9 9 9.1
100-2.2 9.1 9.31 9.2 9.2 9.3 9.3 9.2 9.3 9.3
100-2.3 9.3 9.50 9.5 9.4 9.54 9.3 9.4 9.5 95
10n-2.4 9.6 9.7 9.7 9.7 9.7 9.7 9.6 9.7 9.7
10M-25 9.7 9.9 10 9.9 10 10 9.8 9.9 9.9
10M-2.6 10.1 10.1 10.1 10 10.1 10.1 10 10.2 10.1
o027 103 101 10.2 10.2 10.3 10.3 10.2 10.3 10.3
10"-2.8 105 10.2 10.5 10.5 10.5 10.6 104 10.4 10.5

TABLEII

BER Vs EB/NO(dB) using CP, CPOF and ZP using BPSK, QPSK and QAM after embedding

BER Cyclic Prefix (CP) Cyclic Postfix (CPOF) Zero Padding (ZP)
Eb/NO (dB) Eb/NO (dB) Eb/NO (dB)
BPSK QPSK QAM BPSK QPSK QAM BPSK QPSK QAM
10M-2 8.8 8.95 9 89 8.9 9 8.85 8.95 8.9
10M-2.1 9.1 9.1 9.2 9.1 9.2 9.2 9 9.15 9.15
10n-2.2 9.3 9.35 9.4 9.3 9.4 9.4 9.25 9.35 9.35
10023 9.5 9.55 9.6 9.5 9.55 9.6 9.5 9.55 9.55
10024 9.7 9.75 9.8 9.75 9.75 9.8 9.7 9.75 9.75
10025 9.9 9.95 10 9.95 10 10 9.9 9.95 9.95
10"-2.6 10.2 10.2 10.2 10.15 10.2 10.2 10.2 10.2 10.2
on-2.7 104 104 104 104 104 104 104 104 104
100-2.8 10.6 10.6 10.6 10.6 10.6 10.6 10.6 10.6 10.6

From the BER graphs, BPSK is better in CP and QPSK is better in CPOF and QAM provides better
performance in ZP. Even after embedding secret data bits in ZP, CP and CPOF the BER values are
comparatively good.

IV. CONCLUSION

OFDM system is more prone to ICl and ISl and has better spectral efficiency due to the usage of the
orthogonal subcarriers. In this paper, OFDM system incorporating CP, ZP and CPOF are used to eliminate IS
for various modulation schemes like BPSK, QPSK and QAM. Secret data bits are embedded in the redundant
bits to maintain security and confidentiality of the transmitted data over OFDM. From the BER graphs, it is
noted that BPSK outperforms with CP and QPSK is well organized with CPOF and ZP coordinates with QAM
even after embedding confidential data bits.
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