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ABSTRACT Internet Protocol version six (IPv6) is equipped with new protocols, such as the Neighbor
Discovery Protocol (NDP). NDP is a stateless protocol without authentication that makes it vulnerable to
many types of attacks, such as Router Advertisement (RA) and Neighbour Solicitation (NS) DoS flooding
attacks. In these types of attacks, attackers send an enormous volume of abnormal NDP traffic, which causes
congestion that degrades network performance. The expected behavior among these attacks is the existence
of NDP traffic abnormalities. Thus, this research aims to propose a flow-based approach to detect abnormal
NDP traffic behavior, which is considered an indicator of the presence of NDP-based attacks, such as RA and
NS DoS flooding attacks. Also, the proposed approach relies on flow-based network traffic representation
and adoption of the Entropy algorithm to detect the randomness in the network traffic. The proposed approach
is evaluated in terms of detection accuracy, precision, recall, and F1-Score using a simulated dataset. The
experimental result shows that the proposed approach obtained 98.1%, 55%, 100%, and 70.96% for average
accuracy, precision, recall, and F1-Score, respectively, in detecting abnormal NDP traffic behavior caused by
the RA DoS flooding attack. Meanwhile, the proposed approach obtained 99%, 91.3%, 100%, and 95.45%
for average accuracy, precision, recall, and F1-Score, respectively, in detecting the abnormal NDP traffic
behavior caused by the NS DoS flooding attack. Also, the proposed approach shows better results compared
to other existing approaches.

INDEX TERMS Intrusion detection systems (IDS), NDP traffic abnormalities, RA DoS flooding attack,
NS DoS flooding attack, network traffic representation, entropy algorithm, rule-based technique.

I. INTRODUCTION

The explosive growth of internet users led to the exhaus-
tion of Internet Protocol version 4 (IPv4) addresses [1].
The main reason for the address shortage is the rise of
many technologies, such as the Internet of Things (IoT),
cloud computing [2], and wireless technology applications
[2]–[4]. To overcome the exhaustion of the IPv4 addresses,
Internet Protocol version 6 (IPv6) was introduced as the
next-generation Internet Protocol (IP) and considered the
successor of IPv4 [5], [6]. In January 2021, Google’s
IPv6 adoption statistics indicated that over 32.72%of its users
connected to Google’s services over IPv6 connectivity [7].

The associate editor coordinating the review of this manuscript and
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Several new protocols have been introduced into IPv6,
such as Internet Control Message Protocol (ICMPv6) and
Neighbor Discovery Protocol (NDP). The NDP protocol
works on top of the ICMPv6 protocol to discover IPv6 nodes
in the link-local network [8]. In addition to other functional-
ities, NDP protocol reserves five information messages from
ICMPv6 informational messages [9], [10], which are listed as
follows:

• Router Solicitation (RS) - type 133: IPv6 hosts inquire
with RS messages to locate routers on the link-local
network. Any routers in the network not addressed
directly in the RS message generate RA immediately
upon receipt of this message, rather than at their next
scheduled time.

• Router Advertisement (RA) - type 134: RA messages
are sent by routers periodically or in response to RS
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requests. Routers use RA messages to inform others
about their existence on the network and send system
parameters, such as the Maximum Transmission Unit
(MTU), Network Prefix, hop limits, etc.

• Neighbor Solicitation (NS) - type 135: IPv6 nodes use
NS messages to determine the link-layer addresses of
a neighbor, or in Duplicate Address Detection (DAD)
process to verify the address uniqueness or to verify a
neighbor’s reachability status.

• Neighbor Advertisement (NA) - type 136: NAmessages
contain information about any changes in nodes’ infor-
mation, such as Media Access Control (MAC) address
and the IP address, or it can be used to ask for a response
to NS messages.

• Redirect Messages (RM) - type 137: RM messages for-
ward traffic from one router to another [11]–[13].

NDP is a stateless protocol that does not force the use of
authentication mechanisms, which exposes NDPmessages to
several threats and vulnerabilities [14]. Moreover, the NDP
protocol allows any node in the IPv6 network to gener-
ate their IP addresses and initiate unauthenticated commu-
nications with one another within the network [15], [16].
Consequently, the NDP protocol comes with a standard secu-
rity mechanism called Secure Neighbor Discovery (SEND).
SEND uses Cryptographically Generated Addresses (CGA),
a digital signature, and an X.509 certification to secure the
NDP protocol [17], [18].
The purpose of SEND is to provide integrity to NDP

messages, prevent IPv6 address spoofing, and offer a perfect
way to verify routers’ authority. Unfortunately, SEND does
not work well as expected, and it is vulnerable to Denial of
Service (DoS) attack [19]. DoS attack is considered as one of
the most damaging attacks on IPv6 link-local network [20].
Thus, SEND does not fulfill the requirements to secure the
NDP protocol [21].
This paper has three contributions: (i) the construction

of a flow that represents NDP traffic. The constructed flow
contributes to detecting the NDP traffic abnormalities, which
are resulted in the presence of RA or NS DoS flooding
attacks. (ii) The adoption of an Entropy-based algorithm
to detect NDP traffic abnormalities based on a config-
urable threshold. (iii) A rule-based technique to detect NDP
traffic abnormalities caused by RA or NS DoS flooding
attacks.
The rest of this paper is organized as follows.

Section II presents the background of abnormal NDP traf-
fic caused by RA and NS DoS flooding attacks. Also,
this section covers the network traffic representation and
the Entropy-based approach (EBA). Section III discusses
the literature review. Section IV underlines the proposed
approach. Section V relays the design and work-flow of
the proposed approach. Section VI presents the implemen-
tation and setup of the proposed approach. Section VII
elaborates and discusses the experiment results and dis-
cussions. Finally, Section VIII presents the conclusion of
this paper.

II. BACKGROUND

This section underlines the NDP traffic abnormalities, which
are considered clues for detecting RA and NS DoS flood-
ing attacks. This section also explains the network traffic
representation thoroughly. Finally, this section discusses the
Entropy-based approach (EBA).

A. RA DoS FLOODING ATTACK

Router Advertisement (RA) message is one of the key mes-
sages used by the NDP to perform many tasks, such as auto-
configuration. Routers also use RA to inform other routers
about their existence on the network. Further, the RAmessage
offers assistance to hosts in the link-local network by provid-
ing them with network prefix information and other informa-
tion that may assist them in generating their IPv6 addresses
dynamically [22], [23].
Moreover, several ways for attackers to execute RA DoS

flooding attacks, for example, by forcing the default gateway
to continuously send RA messages every 200 seconds to the
(FF02::1) multicast group. The DoS attempt works because
every node on the same link-local re-configures its routing
table and default getaway accordingly. From the above sce-
nario, attackers could also act as a fake default router to flood
the network with spoofed RAmessages to continuously force
the nodes to update their routing tables and default getaways.
Another way for the RA DoS flooding attack to occur

is by forcing the default router to send RA messages in
response to RSmessages that the attacker sent to the (FF02:2)
multicast group. The default router in the network listens and
responds with an RA message to (FF02:1) multicast group.
Attackers take advantage of this situation by pretending to be
the default gateway router and flood the networkwith spoofed
RA messages, including invalid network prefix values [24].
Figure 1 presents RA and RS messages exchange between
the nodes in a link-local network.

FIGURE 1. Illustrating the Stateless Address Autoconfiguration (SLAAC).

B. NS DoS FLOODING ATTACK

Neighbor Solicitation (NS) is an ICMPv6 information mes-
sage with code 135. NS message is used for DAD to verify
the uniqueness of an IP address [25]. A newly joined node
initiates NS to start the autoconfiguration process after gen-

VOLUME 9, 2021 45513



A. A. Bahashwan et al.: Flow-Based Approach to Detect Abnormal Behavior in NDP

erating a link-local address for the interface. Then, the node
must ensure that the address is not already being used by other
nodes on the same link-local network. A node uses the NS
message to verify the uniqueness of the address. Any node
that is already using the address will reply to the NS message
with an NA message to indicate that the address is taken.
However, in the case where there is no response, the node
will keep sending the NS message until it obtains a unique
address and assigns it to the interface [26], [27].
Additionally, the NS message is also being used to

determine the link-layer address of neighbors on the same
link-local network. Any nodes in the IPv6 network can send
NS messages at any time to request a link-layer address of
a target node on the same link-local network. Concurrently,
the sending node works on address resolution, and the NS
message is sent via multicast to the Solicited Node Mul-
ticast Address (SNMA) of the target node [28]. When the
target node receives the NS message, it immediately updates
its neighbor cache table and replies with the NA message
[29], [30]. Figure 2 illustrates NA and NSmessage exchanges
between hosts in a link-local network.

FIGURE 2. NA and NS messages exchange between hosts.

The NS DoS flooding attacks happen when a victim node
is forced to create fake entries that map IPv6 addresses with
their corresponding MAC addresses in the neighbor cache
table of the victim nodes. Consequently, the kernel memory
would be exhausted because the size of the neighbor cache
table is limited. Thus, the victim nodes will be unavail-
able. Since the NS messages are sent to the FF02::1 mul-
ticast group, all nodes on the same link-local network will
receive the messages and update their neighbor caches table
accordingly [27].

C. NETWORK TRAFFIC REPRESENTATION

In recent years, networks’ growth grew significantly. Thus,
security analysis techniques must accommodate the expo-
nential increase in network throughput accordingly. Intrusion
detection systems (IDS) are categorized into two categories:
host-based IDS and network-based IDS (NIDS), which will
be underlined in this research. NIDS are more suited in
high-speed network infrastructure, and it is typically used to
check network traffic for illegitimate and malicious packets.
There are two types of NIDS characterized by the kind of
network traffic representation used, either packet-based or

flow-based [31], [32], which will be discussed in the follow-
ing subsections.

1) PACKET-BASED NETWORK TRAFFIC

Packet-based network traffic is the traditional method of net-
work traffic representation. The monitoring devices capture
all inbound and outbound network traffic (including payload
and header) without filtration and packet loss. Themonitoring
devices capture the packets as representing the actual network
traffic [33]. The most common network traffic capturing
software is TCP-Dump [34] and WireShark [35], which are
typically placed at the edge point of the network.

One of the benefits of packet-based representation is hav-
ing complete details of every packet, including its headers
and payloads. Also, the detection system could perform deep
packet-inspections. However, the number of network traffic
details creates an extensive dataset, especially in today’s
high-speed networks. Consequently, detection systems that
use a packet-based approach must process and analyze enor-
mous network traffic data, which adds complexity. Finally,
the packet-based representation could reveal sensitive or
confidential information from the network packets. Thus,
based on the limitations of packet-based traffic representa-
tion, it could be stated that packet-based representation is not
suited for high-speed networks [36]. Table 1 summarizes the
two types of network traffic representation’s strengths and
weaknesses.

2) FLOW-BASED NETWORK TRAFFIC

The flow-based is an advanced method in network traffic
representation, defined in RFC3917 [37]. It is a set of IP
packets that pass through a checkpoint during a specific time
interval [38]. The IP flow comprises several packets that share
common features. Generally, IPv4 traffic flows are formatted
by five common features: source IPv4 address, Destination
IPv4 address, source port number, destination port number,
and protocol type [39], which is not suitable to represent NDP
traffic flow as NDP message does not have source and desti-
nation port numbers. Therefore, there is a need to identify
the tuples to represent NDP traffic flow (i.e., IPv6 source,
IPv6 destination, NDP message types, and network prefix),
not just for the purpose of this research but also for the
research community at large.

Furthermore, flow-based traffic representation presents
remarkable advantages, such as (i) creates a small size dataset
of network traffic, (ii) less computation complexity compared
to packet-based IDS to analyze the same network traffic,
(iii) discards the content of the packets and focus on header
information, (iv) suitable for high-speed networks and pre-
ferred to be used for securing networks. Besides that, many
current research works, such as [15], [33], [36], [40], [41],
have proved that flow-based IDS outperforms packet-based
IDS. Overall, based on both traffic representations’ advan-
tages and disadvantages in Table 1, the flow-based IDS is
superior in detecting NDP traffic abnormalities.
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TABLE 1. Flow-based NID vs Packet-Based NID [33], [36].

D. ENTROPY-BASED APPROACH (EBA)

The EBA is considered one of the most efficient detection
approaches in detecting network abnormalities. The entropy
is an efficient way of measuring the randomness of network
traffic that comes into the network [42], [43]. Therefore, EBA
is used to compute the distribution and randomness of the
traffic attributes in the network [44], [45]. Many features can
be used in EBA, for example, source IP address, destination
IP address, and the network prefix information. The entropy
is used to measure the uncertainty associated with a random
variable. The entropy Equation 1 can be defined as follows:

H (X ) = −

n∑

1−i

Pi log2 Pi. (1)

From Equation1, let X represent the dataset and X = x1,
x2, x3. . . . . . .xn, pi is the probability of xi in X [46]. Besides,
in this technique, the entropy of the most important network
traffic features is calculated. The selected features are used
to detect normal and abnormal network traffic. The entropy
technique can select numerous attributes of network flow
records that play a vital role in the IDS [40].

III. LITERATURE REVIEW

In recent years, network security has a primary focus because
it is a compulsory requirement to prevent intrusions of unau-
thorized users from accessing the network. Currently, many
security devices and tools exist that are being used, such
as anti-spyware, anti-virus, and firewalls. The first line of
defense has been supplied by additional tools to monitor
network traffic to detect any unauthorized intrusions that may
break into the network. The intrusion can be distinguished
by its behavior as its behavior has distinct and identifiable
patterns [47].

Furthermore, IDSs aims to safeguard and protect the net-
work from various kinds of attacks that threaten network con-
fidentiality, integrity, and availability. IDSs are designed to
distinguish abnormal activities from normal behavior, which
offers a chance to defend the network before collapsing.
IDS also provides an alerting mechanism regarding any hos-
tile activity [48]. This section underlies a comprehensive
study regarding the existing IDSs with their advantages and
disadvantages.
David et al.,(2015) [49] proposed a mechanism to detect

Distributed Denial of Service (DDoS) attacks using fast
entropy approach and flow-based network traffic analysis to
select many attributes from flow records. They also used an
adaptive threshold algorithm to detect an abnormality based
on variation in the network traffic. The detection accuracy of
this technique is considered good. However, it was designed
for the IPv4 network environment.

Mousavi et al.,(2015) [50] used the entropy approach to
detect DDoS attacks in a software-defined network (SDN)
environment. This research uses the entropy technique
because it shows efficient results and resulted in high accu-
racy rates. Their approach uses a window size of 50 packets,
then the entropy is calculated for eachwindow size, then com-
pared with the previously specified threshold value. Based
on the authors’ evaluation, this approach resulted in 96%
detection accuracy. However, this approach is implemented
in the IPv4 network.

Özçelik et al.,(2016) [51] performed a combination of
cumulative sum (CUSUM) algorithm and EBA to detect
network anomalies with high detection accuracy. The imple-
mentation of this research utilized the entropy of source IP
addresses. The detection accuracy of this approach is 95%.
However, this approach is designed and implemented for the
IPv4 networks.

Shukla et al.,(2018) [46] proposed an intrusion detec-
tion system ‘‘Snort’’ to improve network security and to
detect network attacks. The research approach uses the Renyi
cross-entropy method and Shannon entropy to calculate the
network attributes. The detection accuracy of this approach
can detect 90% of network traffic attacks. However, this
approach is designed and implemented for the IPv4 net-
work environment, and this method is based on packet-based
traffic representation, which is not suitable for high-speed
networks.

Ibrahim et al.,(2019) [23] proposed an efficient approach
using entropy-based technique and adaptive threshold algo-
rithm to detect RA DoS flooding attack with 98% detec-
tion accuracy. However, the approach relies on packet-based
traffic representation. The drawbacks of packet-based traffic
representation include a lengthy processing time and more
complex methods to analyze a massive amount of network
traffic. Also, this approach is only suitable to detect the RA
DoS flooding attack. Table 2 summarizes the limitations of
the existing approaches in detecting NDP attacks.

Table 2 shows that none of the existing approaches are
designed to detect NDP traffic abnormalities, which are the
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TABLE 2. Limitations of existing mechanisms.

expected behavior among all NDP-based attacks. There-
fore, a properly designed approach to detect abnormal NDP
traffic might improve NDP-based attacks’ detection accu-
racy. In addition, the existing approaches also suffer from
other limitations: (i) inefficient for high-speed networks
since reliance on packet-based network traffic representa-
tion will result in packet drops and lead to increasing the
false positive (FP) rates, (ii) increased complexity since
packet-based approaches are required to process and ana-
lyze the massive amounts of network traffic, (iii) expos-
ing confidential information from the network packet pay-
loads. Therefore, the proposed approach avoids the exist-
ing approach’s limitations by relying on flow-based network
traffic representation instead of packet-based network traffic
representation.

IV. PROPOSED APPROACH

This section provides an overview of the proposed flow-based
approach that consists of three interconnected stages to detect
NDP traffic abnormalities caused by RA or NS DoS flooding
attacks. Figure 3 illustrates the architecture of the proposed
approach.

A. STAGE 1 - GATHERING NETWORK TRAFFIC AND

PRE-PROCESSING

This subsection discusses the first and core stage of this
proposed approach. This stage aims to generate and capture

FIGURE 3. Architecture of the proposed approach.

network traffic, convert the traffic in an appropriate format,
and filter the network traffic before passing it to the next
stage. This stage comprises three steps: generating and gath-
ering network traffic, ICMPv6 packet filtration, and RA/NS
packet attributions selection.

1) GENERATING AND GATHERING NETWORK TRAFFIC

The first step is to capture the network traffic from the
network interface card (NIC) of the monitored host. The
gathered traffic, which includes normal and abnormal traffic,
forms the datasets to be used as the input for the follow-
ing stages. Figure 4 illustrates the generating and gathering
network traffic step.

FIGURE 4. Generating and gathering network traffic.

2) ICMPv6 PACKET FILTRATION

Traffic filtration is the key part of the network traffic gath-
ering and pre-processing stage. This process filters out
unnecessary and unrelated traffic to reduce the dataset size.
After receiving a dataset from the previous step, the filtration
process begins by sending the dataset to a decoder module
for IPv6 packet types extraction. Consequently, there are
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additional pre-processing and packet analysis steps to extract
the ICMPv6 packet types, source IP address, destination
IP address, and network prefix. The rationales of select-
ing these attributes are: (i) the ICMPv6 packet types (i.e.,
RA = 134 and NS = 135) are utilized by the attackers to
trigger RA and NS DoS flooding attacks, (ii) the source IP
address is regularly spoofed by the attackers, (iii) the desti-
nation IP address is used by the victim machines, and (iv) the
network prefix is exploited by the attacker in case the attacker
stops spoofing the source address and changing or specifying
invalid network prefix. All mentioned attributes are stored as
datasets. The filtration process is shown in Figure 5.

FIGURE 5. Flowchart of ICMPv6 packet filtration.

3) RA/NS PACKET ATTRIBUTIONS SELECTION

IPv6 packets comprise two parts, the header and payload.
The header contains several fields, of which only some
are considered in this research. Meanwhile, the payload is

discarded to prevent exposing any confidential information
from the network traffic [33]. Although every network packet
has many attributes, not all of them contribute to detecting
abnormal NDP traffic. Thus, this step aims to select the
relevant attributes from the packets, which will be used in the
next stage. The following attributes are considered: source IP
address, destination IP address, ICMPv6 packet types (i.e.,
RA = 134 and NS = 135), and network prefix. All selected
attributes for each packet will be used as a flow feature in the
next stage.

B. STAGE 2 - FLOW-BASED CONSTRUCTION AND

FLOW-BASED AGGREGATION

The network flow is a group of IP packets with the same
features that pass through and are collected by a monitoring
point in the network within a specific time interval. This stage
uses flow-based traffic representation for various reasons,
such asmaintaining privacy by removing some of the network
details, better efficiency in detecting intrusions for high-speed
networks [37], and several promising results in IDS that are
mentioned in [38].

Moreover, this stage is responsible for representing the
IPv6 traffic in a flow-based form. Conventionally, the flow
in IPv4 is classified based on five tuples: source IP address,
destination IP address, source port, destination port, and
IP protocol (TCP or UDP) [52]. Therefore, the IPv4 flow
construction method cannot be used for ICMPv6 flow con-
struction because the ICMPv6 is a network layer protocol
and does not have source and destination ports. Under those
circumstances, Elejla et al., [33] considered the source IP
address, destination IP address, and ICMPv6 type within a
time interval (T) as a tuple for constructing ICMPv6 flow.
The flow is represented as follows:

FICMPv6 = (IPsrc, IPdst, ICMPv6 types)T.

In FICMPv6, the ICMPv6 types are used as a tuple key for
two reasons. First, ICMPv6 has several messages, and each
one of those messages has specific purposes and characteris-
tics. Second, the attacker can utilize any type of ICMPv6mes-
sage to send an abnormal flow, such as an RA DoS flooding
attack. Similarly, given that this research focuses on NDP
traffic abnormality, which indicates RA and NSDoS flooding
attacks, the ICMPv6 type will be RA = 134 and NS = 135.
Also, this approach depends on two network traffic features,
the source IPv6 address and network prefix, which are used
for the precise detection of abnormal NDP traffic caused
by the RA DoS flooding attack. Meanwhile, the source
IPv6 address is used to detect abnormal NDP traffic caused
by the NS DoS flooding attack.

There are several reasons for selecting the two features.
The source IPv6 address is regularly spoofed by the attacker
but not the destination address because it is the attack’s
designated target. The sole dependency on the source IP
for detecting abnormal NDP traffic caused by the RA DoS
flooding attack will degrade the detection accuracy. The
reason for the degradation is the attacker’s not spoofing
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the source IP address but changing the network prefix.
Therefore, the network prefix feature has been selected as
one of the entropy calculation inputs. Under those circum-
stances, the current ICMPv6 flow construction proposed by
Elejla et al. [33] has a drawback because their flow construc-
tion ignored the network prefix feature, which could lead to
a high false positive (FP) rate or low detection accuracy in
detecting RADoS flooding attack. In our proposed approach,
the flow-based form can be expressed as follows:
Flow-based construction for the detection of NDP traffic

abnormal caused by the NS DoS flooding attack is expressed
as follows:
FICMPv6 = (IPv6 Src, IPv6 Dst, ICMPv6 type)T.
Flow-based construction for the detection of abnormal

NDP traffic caused by the RA DoS flooding attack is
expressed as follows:
FICMPv6 = (IPv6 Src, IPv6 Dst, ICMPv6 type)T. or FICMPv6

= (IPv6 Src, IPv6 Dst, ICMPv6 type, Prefix)T.
Where: (Src) is source address.
(Dst) is destination address.
(ICMPv6 type) is RA and NS messages.
(Prefix) is used by hosts as information to dynamically

allocate their IP address in IPv6 link-local network.
(T) is for time of each flow record.
Another aspect of this stage is the flow-based aggrega-

tion. It is responsible for equipping the flow with selected
attributes that contribute to detecting such attacks. The
attributes that are selected as contributing features to dis-
tinguish between normal or abnormal NDP traffic behavior
flows are IPv6 source address, IPv6 destination address,
ICMPv6 packet types ( RA = 134 and NS = 135), network
prefix, and time interval. Also, these attributes are attached
to every flow record to enhance detection accuracy. The flow
will be aggregated every (t) time, where (t) is a configurable
value. In this research, the value of (t) is set to one second
based on the experimental data. It has been observed that
just one second of attack time is enough to gather a massive
number of network flows.

C. STAGE 3 - ABNORMALITY DETECTION

Stage 3 is the last stage of the proposed approachwith the goal
to detect abnormality in the NDP traffic caused by RA and
NS DoS flooding attacks. This stage underlines the entropy
computation to calculate the selected network flow features.
Also, this stage presents the threshold setting to define a
specific baseline value for abnormal NDP traffic behavior.
Finally, this subsection describes the rule-based technique to
enhance the detection accuracy of the proposed flow-based
approach.

1) ENTROPY COMPUTATION

The entropy-based Approach (EBA) has been used in various
attack detection approaches, such as [22]. It is known to pro-
vide impressive results and effective performance in detecting
attacks. In this research, two entropy values are calculated.
The first value calculates the entropy for the source IP address

that contributes to the detection of the NDP traffic abnormal-
ity caused by RA or NS DoS flooding attacks. The second
value calculates the entropy for the network prefix that con-
tributes to the detection of theNDP traffic abnormality caused
by the RA DoS flooding attack.

There are two reasons for selecting the two features. First,
the attackers always spoof the source IP address but not the
destination IP address because the destination IP address is
used by the victim nodes. Besides that, based on a previous
study [22], the source IP address is the most crucial feature in
detecting RA DoS flooding attacks. Second, to accommodate
the scenario where the attacker stops spoofing the source IP
address and changing or specifying invalid network prefix.
Thus, this research selects the network prefix as a qualifying
feature, and it is one of the contributions of our proposed
approach.

2) THRESHOLD SETTING

A threshold can be defined as a specific value used as a
baseline for abnormal NDP traffic behavior caused by RA
and NS DoS flooding attacks. The threshold values are based
on monitoring network traffic from a simulated dataset. Any
deviation from the threshold values will trigger an alarm. This
step discusses the three threshold values used in the proposed
approach.

• The threshold value for the time window of the flow
construction and flow aggregation. The time window
is set to one second for abnormal NDP traffic caused
by RA and NS DoS flooding attacks. This is because,
in just one second of attack time, the record of a sin-
gle flow already contains a massive number of net-
work packets and based on the experiments, the entropy
value of one second is high. Under those circum-
stances, the threshold value for the time window of the
flow construction and flow aggregation is configured to
one second.

• The threshold value for the entropy is statically set at one
for abnormal NDP traffic caused by RA and NS DoS
flooding attacks. The reason for configuring this value
‘‘β’’ at one is based on the experiments and observation
of the detection efficiency when this value is used. Also,
the use of the selected threshold value (one) resulted in
the lowest false positive (FP) and false-negative (FN)
rates. Equation 2 illustrates the threshold of the entropy
value.

H (X ) = −

n∑

1−i

Pi log2 Pi >1. (2)

• The threshold value for the number of times the entropy
value is exceeded. If the entropy value exceeded the
threshold value ‘‘α’’ three times successively, the traffic
flowwill be considered abnormal. The reason for setting
the threshold value to three is because it increases the
performance of the proposed flow-based approach in
terms of detection accuracy and reducing the FP rate.
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In addition, this value has been used in many existing
approaches, such as in [23].

3) RULE-BASED TECHNIQUE

This subsection underlines the rule-based technique that is
used as an essential step in the proposed approach. The reason
for using the rule-based technique is to enhance the detection
accuracy of the proposed approach. This step is used to com-
pare the output of the entropy computation function with the
threshold value. This section introduces two rules to detect
the abnormal NDP traffic caused by RA or NS DoS flooding
attacks.
The first rule, shown in Algorithm 1, contributes to detect-

ing abnormal NDP traffic caused by RA andNSDoSflooding
attacks. If the entropy value of the source IP address exceeded
the threshold three times successively, then it is considered as
an abnormal NDP traffic behavior. The reason for considering
the entropy value of the source IP address is due to the
attackers could spoof the source IP address to amplify the
attack traffic volume.

Algorithm 1 First Rule-Based Algorithm

Count = 0

If Entropy (Source IP address) > β then

count = count +1

If (count ≥ α ) then

Alert = turn

End if

End if

Where β is a threshold (β = 1) violation of entropy value
before the alarm is triggered. Where α is a threshold value
(α = 3).
The second rule, shown in Algorithm 2, contributes to

increasing the detection accuracy of abnormal NDP traffic
behavior caused by the RA DoS flooding attack to accom-
modate the scenario where the attacker stops spoofing the
source IP address and changing or specifying invalid network
prefix. The network prefix is used by hosts to allocate their
IP addresses in IPv6 link-local network dynamically. The sec-
ond rule will be triggered if the entropy value of the network
prefix exceeded the threshold three times successively. Then,
it is considered abnormal NDP traffic caused by the RA DoS
flooding attack.

Algorithm 2 Second Rule-Based Algorithm

Count = 0

If Entropy (Network Prefix) > β then

count = count +1

If (count ≥ α ) then

Alert = turn

End if

End if

Where β is a threshold (β = 1) violation of entropy
value before the alarm is triggered. Where α is a threshold
value (α = 3).

V. WORK-FLOW OF THE PROPOSED APPROACH

This section provides a brief discussion of the operational
steps of the proposed flow-based approach.

1) Start capturing inbound and outbound incoming net-
work traffic via NIC.

2) The filtration process begins when the decoder fil-
ters in the IPv6 packets. An extra pre-processing is
done to extract the ICMPv6 packets, then filter in the
RA messages (ICMPv6 type 134) and NS messages
(ICMPv6 type 135).

3) Flow-based construction is responsible for representing
the NDP (RA and NS) network traffic in a flow form,
and the flow is aggregated every one second for both
message types.

4) The EBA will calculate the entropy of the source IP
addresses and the network prefixes to detect the pres-
ence of RA DoS flooding attack; and for the detection
of NS DoS flooding attack, the EBA calculates the
entropy of the source IP addresses.

5) The output of the entropy values of RA and NS are
compared with the threshold. If the entropy value of
the massages exceeded the threshold three times suc-
cessively, then it will be considered as abnormal NDP
traffic caused by RA and NS DoS flooding attacks.

Figure 6 illustrates the workflow of the proposed
flow-based approach.

VI. IMPLEMENTATION OF THE PROPOSED APPROACH

This section discusses the software tools and program-
ming language that are used to implement the proposed
approach. Besides, the generated datasets used to evaluate the
proposed approach are thoroughly discussed as well.

A. SOFTWARE TOOLS AND PROGRAMMING LANGUAGE

The proposed flow-based approach for detecting abnormality
in NDP traffic caused by RA and NS DoS flooding attacks is
implemented using several tools.

1) THC-IPv6 [53] toolkit to generate the two types of
attacks, RA DoS flooding attack and NS DoS flooding
attack.

• Flood_router6 tool is used to generate RA DoS
flooding attacks by overwhelming the network
with spoofed RA messages.

• Flood_solicitate6 tool is used to generate the NS
DoS flooding attack by overwhelming the network
with spoofed NS messages.

2) Wireshark [35] to capture and analyze the link-local
IPv6 network traffic.

3) Graphical Network Simulator 3 (GNS3) [54] is used
to construct an isolated testbed topology. The net-
work topology comprises one Kali Linux virtual
machine that plays the role of the attacker. Moreover,
the testbed also includes two virtual machines running
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FIGURE 6. Flowchart of the proposed approach.

Windows 10 and Windows 7, playing the role of the
victims’ machines. Additionally, the testbed included
a hub, which is used to connect the network topology.
Given that the hub is a single collision domain, it will
forward the traffic to all network topology. Finally,

the testbed also has a router that acts as the legitimate
default gateway of this link-local network. Figure 7
depicts the testbed network topology.

FIGURE 7. IPv6 network topology.

4) The Python programming language is used for
the implementation of the proposed approach with
open-source Python packages, such as NumPy, SciPy,
and Pyshark.

B. GENERATED DATASETS

Given that no dataset exists that fulfills the proposed
flow-based approach requirements to detect abnormal NDP
traffic behavior caused by RA and NS DoS flooding attacks,
an urgent need for new datasets remains. This section presents
the key features of the generated flow-based datasets.

1) The generated flow-based datasets are formed on the
basis of the definition of flow-based features, as men-
tioned in SubsectionIV-B.

2) The generated flow-based datasets are grounded on
flow-based traffic representation because it is more
suited for high-speed networks and reduces the amount
of data, which must be analyzed by the proposed
approach and at the same time protects the confidential
information by removing some of the network details.

3) The proposed flow-based datasets are generated based
on the most qualified features. For the RA dataset,
five qualified features were used: source IPv6 address,
Destination IPv6 address, ICMPv6 messages type, net-
work prefix, and time interval. For the NS dataset, four
qualified features are used: the source IPv6 address,
Destination IPv6 address, ICMPv6 messages type, and
time interval.

4) The flow-based datasets are designed for detecting
abnormal NDP traffic caused by RA and NS DoS
flooding attacks. Table 3 shows the packets distribution
in each dataset.

VII. EXPERIMENTAL RESULTS

This section discusses the evaluation metrics used to evaluate
the proposed approach. In addition, this section provides
an in-depth discussion of the results obtained from imple-
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TABLE 3. Datasets packets distribution.

menting the proposed flow-based approach on the generated
datasets.

A. EVALUATION METRICS

The proposed flow-based approach is evaluated in terms of
several evaluation metrics. The evaluation metrics used are
detection accuracy, precision, recall, and F1-Score. These
metrics are calculated using the parameters listed in Table4.

TABLE 4. Evaluation metrics parameters [55].

1) Detection Accuracy evaluates the IDS by providing
accurate alerts in the event of abnormal flow traf-
fic and keeping silent for regular flow traffic. Equa-
tion 3 is used to calculate the accuracy of the proposed
flow-based approach.

AccuracyDetection=
TP+TN

TP+TN + FP+ FN
× 100.

(3)

2) Precision is the proportion of attack cases that are
correctly predicted relative to the predicted size of
the attack [56]. Equation 4 is the standard formula to
calculates the precision.

Precision =
TP

TP+ FP
× 100. (4)

3) Recall is the proportion of correctly predicted attack
cases to the actual size of the attack [57]. Equation 5 is
the standard formula to calculate the recall.

Recall =
TP

TP+ FN
× 100. (5)

4) F1-Score is the average value of recall and precision to
evaluate the proposed approach accurately [58]. Equa-
tion 6 is the standard formula to calculate F1-Score.

F1 − Score =
2 × (Recall × Precision)

Recall + Precision
(6)

In brief, the flow-based approach is evaluated in terms
of detection accuracy, precision, recall, and f1-score, which
are commonly used to evaluate an IDS’s effectiveness. The
proposed flow-based approach is evaluated on the basis of
these metrics to check its capability in detecting abnormal
NDP traffic behavior caused by RA or NS DoS flooding
attacks with a high detection accuracy and a low FP rate.

B. RESULTS AND DISCUSSION

In this subsection, two scenarios were used and taken as base-
lines to evaluate the effectiveness of the proposed flow-based
approach. The first scenario aims to check the robustness of
the proposed approach in detecting the presence of abnormal
NDP traffic behavior caused by the RA DoS flooding attack.
Meanwhile, the second scenario aims to check the robust-
ness of the proposed approach in detecting the presence of
abnormal NDP traffic behavior caused by the NS DoS flood-
ing attack. Figure 8 illustrates the taxonomy of the exper-
iments’ scenarios runs.The following Subsections VII-B1
and VII-B2 present both scenarios in further details. Finally,
Subsection VII-B3 illustrates a comparison of the proposed
flow-based approach with other existing approaches.

FIGURE 8. Taxonomy of experiment runs.

1) DETECTION ACCURACY OF ABNORMAL NDP TRAFFIC

CAUSED BY RA DoS FLOODING ATTACK

This subsection presents the experimental result and discus-
sion of the proposed flow-based approach to detect abnor-
mal NDP traffic caused by the RA DoS flooding attack.
In this type of attack, two entropy values were calculated.
First, the entropy value for the source IP address. Second,
the entropy value for the network prefix. Then we compared
the output of entropy values with a predefined threshold
value, whereas the predetermined threshold value (β) is set
to 1.

After that, the rule-based technique is applied; if the
entropy value of the source address and network prefix
exceeded the threshold value repeatedly three times, then it
is considered abnormal NDP traffic behavior caused by the
RA DoS flooding attack. Figure 9 depicts the entropy values
of the source address against a predefined threshold, and
Figure 10 shows the entropy values of the network prefix
against the predefined threshold for the network traffic caused
by RA DoS flooding attack.

Figures 9 and 10 show the entropy values of the network
prefix and source address. Themaximum entropy values were
recorded at 10.2. This is the point at which the randomness
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FIGURE 9. Entropy value of source address vs. Predetermined threshold
value (β) for network traffic caused by RA DoS flooding attack.

FIGURE 10. Entropy value of network prefix vs. Predetermined threshold
value (β) for the network traffic caused by RA DoS flooding attack.

of the network prefix and source IP address are at their
highest entropy values. This high entropy value is due to the
massive number of source IP addresses and network prefixes
used as the input for the entropy calculation. Meanwhile,
the entropy value leveled off to 1 or lower after three or more
successive violations of the predetermined threshold. If the
entropy values drop below the predetermined threshold value,
then it is considered normal NDP traffic.
It can be noticed that the entropy values in both Figure 9

and 10 are similar, and this is due to the nature of RA DoS
flooding attack where the attacker sends a myriad amount
of RA packets to the victim where each RA packet carries
a unique network prefix, and its source IP address is spoofed.
Therefore, the victimwill receive the same number of spoofed
source IP addresses and network prefixes.

Moreover, the experiments were run only three times
because the experiments are grounded on simulated datasets
to ensure that the proposed approach is reliable among all
run times. Then, the results were averaged out to obtain
precise average detection accuracy, precision, recall, and
F1-Score. Table 5 shows the detection accuracy, precision,
recall, and F1-Score results for three run times.

The average accuracy result of all three runs experiments
is calculated as shown in Equation 7:

Average Accuracy =
98.1 + 98.1 + 98.1

3
= 98.1%. (7)

TABLE 5. Detection accuracy, Precision, Recall, and F1-Score for the
Abnormal NDP traffic behavior caused by RA DoS flooding attack.

whereas the average precision of all three runs experiments is
calculated in Equation 8:

Average Precision =
55 + 55 + 55

3
= 55%. (8)

whereas the average recall of all three runs experiments is
calculated in Equation 9:

Average Recall =
100 + 100 + 100

3
= 100%. (9)

Finally, the F1-Score is used to calculate the average recall
and precision percentage value of all three runs experiments
are calculated in Equation 10:

F1 − Score =
2 × (100 × 55)

100 + 55
= 70.96%. (10)

From Equations 7, 8, 9, and 10 the average accuracy is
98.1% for all three run times, the average precision per-
centage is 55%, the average recall percentage is 100%, and
the F1-Score percentage is 70.96%. This proves that the
flow-based approach can detect the abnormal NDP traffic
caused by the RA DoS flooding attack accurately with a high
detection rate. As for precision, the proposed approach has a
medium average precision percentage of 55%, which means
it has a medium false-positive rate. Besides, the proposed
approach has no FN rate as the average result of recall is
100%. The proposed approach archives 70.96% for F1-Score,
which means that the average value of recall and the precision
percentage is high.

2) DETECTION ACCURACY OF ABNORMAL NDP TRAFFIC

CAUSED BY NS DoS FLOODING ATTACK

This subsection presents the experimental results and discus-
sions of the proposed flow-based approach to detect NDP
traffic abnormality caused by the NS DoS flooding attack.
In this type of attack, one entropy value for the source IP
address was calculated. Then the output of entropy value is
compared with the predetermined threshold value, whereas
the predetermined threshold value (β) is set to 1.
Henceforth, the rule-based technique is applied; if the

entropy value of the source address exceeded the predeter-
mined threshold value repeatedly for three times, then it is
considered abnormal NDP traffic behavior caused by the
NS DoS flooding attack. Figure 11 illustrates the entropy
values of the source IP addresses against the predetermined
threshold value.
As shown in Figure 11, the maximum entropy values of

the source IP addresses are recorded at 13. This is the point
at which the randomness of source IP addresses is at its
highest entropy value. This entropy value has a high value
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FIGURE 11. Entropy value of source IP vs. Predetermined threshold
value (β) for the network traffic caused by NS DoS flooding attack.

due to the massive number of source IP addresses used as
input to the entropy value calculation. Meanwhile, the value
of the threshold leveled off to 1 or lower after three or more
successive violations of the predetermined threshold. If the
entropy values drop under the leveled off threshold, then it is
considered normal network traffic.
The experiments were run only three times because the

experiments are grounded on simulated datasets and to ensure
that the proposed approach is reliable among all run times.
Then, the results were averaged out to obtain precise average
detection accuracy, precision, recall, and F1-Score Table 6
show the detection accuracy, precision, recall, and F1-Score
results for three run times.

TABLE 6. Detection accuracy,Precision, Recall, and F1-Score for the
Abnormal behavior caused by NS DoS flooding attack.

The average accuracy result of all three runs experiments
is calculated as shown below in Equation 11:

Average Accuracy =
99 + 99 + 99

3
= 99%. (11)

whereas the average precision result is calculated using the
Equation 12:

Average Precision =
91.3 + 91.3 + 91.3

3
= 91.3%. (12)

whereas the average recall result is calculated using the fol-
lowing Equation 13:

Average Recall =
100 + 100 + 100

3
= 100%. (13)

Finally, the F1-Score is used to calculate the average recall
and precision percentage value of all three runs experiments
are calculated in Equation 14:

F1 − Score =
2 × (100 × 91.3)

100 + 91.3
= 95.45%. (14)

Equations 11, 12, 13, and 14 show that the average accu-
racy is 99%, the average precision percentage is 91.3%,
the average recall percentage is 100%, and the F1-Score
percentage is 95.45%. for all run times. This proves that
the flow-based approach can detect the abnormal behavior
caused by the NS DoS flooding attack accurately with a high
detection rate. Meanwhile, the average precision percentage
of 91.3% indicates that the proposed approach has a low FP
rate. The average recall is 100% means that there is no FN
in the proposed approach. The average value of F1-Score is
95.45%, which means that the proposed approach indicates
perfect precision and recall percentages.
In the final analysis, it can be noticed that the reported

results in both Table 5 and 6 have the same values in different
runs. This is because the proposed approach was applied over
the same dataset without tuning. Also, since there are no pub-
licly available datasets to evaluate the proposed flow-based
approach. Having the same result in each run proves that the
proposed approach is reliable and accurate. The evaluation
of the proposed approach is done by taking into account
two scenarios in evaluating the effectiveness of the proposed
flow-based approach in terms of detection accuracy, preci-
sion, recall, and F1-Score. The first scenario validates the
abnormal behavior caused by the RA DoS flooding attack,
while the second scenario validates the abnormal behavior
caused by the NS DoS flooding attack.

Fundamentally, the proposed approach is evaluated in
terms of detection accuracy, precision, recall, and F1-Score
to check its performance in detecting abnormal NDP traffic
caused by RA and NS DoS flooding attacks. The proposed
flow-based approach achieves high detection accuracy and
medium precision rate in detecting abnormal behavior caused
by the RADoS flooding attack. The medium precision (55%)
rate is due to the moderate number of false-positive, which is
equal to 18 and which is the result of using a static threshold
(equals to 1) for the first and second rules. The FP rate can be
reduced if a dynamic threshold is used instead. The reduction
of the FP rate will lead to an increase in the precision rate.

Meanwhile, the proposed flow-based approach achieves
high detection accuracy and high precision rate in detecting
abnormal behavior caused by the NS DoS flooding attack.
The high accuracy, high recall, andmoderate to high precision
achieved by the proposed flow-based approach are conclusive
evidence that the use of the Entropy and the proposed rules
significantly contribute to detecting the presence of abnormal
behavior caused by RA and NS DoS flooding attacks. Table 7
shows the result of the average detection accuracy for both
experiments, while Figure 12 shows the average precision,
recall, and F1-Score results for both experiments.

TABLE 7. Summary of average detection accuracy results.
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TABLE 8. Comparison of the proposed approach with other approaches.

FIGURE 12. The summary results of average precision, Average recall and
average F1-Score.

3) COMPARISON OF PROPOSED FLOW-BASED APPROACH

WITH EXISTING APPROACHES

This subsection provides a comparison between the pro-
posed flow-based approach and existing approaches. Table 8
tabulates the comparison of our flow-based approach and
the existing approaches. The comparison is based on spe-
cific metrics, such as (i) the technique used, (ii) type of
dataset, (iii) network traffic representation, (iv) type of attack,
(v) average accuracy, (vi) average precision, (vii) average
recall, and (viii) average F1-Score.
As shown in Table 8, the proposed flow-based approach

obtained significant results compared to other existing
approaches in terms of the average accuracy, average pre-
cision, average recall, and average F1-Score. The approach
proposed by Ibrahim et al., (2019) [23] uses an Entropy
algorithm combined with an adaptive threshold to detect
RA DoS flooding attack; this approach achieved 98%
average detection accuracy. A framework proposed by
Saad et al., (2016) [11] uses the back-propagation neural net-
work algorithm to detect only ICMPv6 Echo request DDoS
flooding attack and achieved 98.3% detection accuracy. How-
ever, both approach and framework rely on packet-based
traffic representation, which is inefficient for high-speed
networks.
Moreover, the approach by Elejla et al., (2018) [36]

uses the flow-based traffic representation but achieved
a lower detection accuracy compared with our proposed

approach. This is because the network prefix was not used
in their approach when constructing the network flow as
opposed to the proposed approach. The use of the network
prefix as one of the features in the construction of the flow
contributes to more accurate detection of the abnormal NDP
traffic behavior caused by the RA DoS flooding attack.
Additionally, the network prefix is also used as an input to
calculate the entropy value.

One more approach by Alsadhan et al., (2019) [59] pro-
poses three IDS models and uses flow-based traffic repre-
sentation to detect NDP DDoS attacks and replayed attacks.
Their approach achieved 99% and 91.17% for NDP DDoS
attacks and replayed attacks, respectively. However, our pro-
posed approach mainly focuses on constructing a flow that
represents NDP traffic, which contributed to detect NDP
traffic abnormalities caused by RA and NS DoS flooding
attacks. Besides, our proposed approach achieved remarkable
results in terms of detection accuracy, precision, recall, and
F1-Score.

VIII. CONCLUSION

In this paper, an efficient flow-based approach is proposed,
which has been shown to be highly capable of detecting
abnormal NDP traffic caused by RA and NS DoS flooding
attacks. It proposes qualified features that play vital roles
in distinguishing normal and abnormal network flows accu-
rately. In addition, this research adopts the entropy algorithm
to calculate the randomness of source IP address and network
prefix, which are considered the clues to detect abnormal
NDP traffic behavior caused by RA and NS DoS flooding
attacks.

The effectiveness of the proposed flow-based approach
was evaluated using four performance metrics: detection
accuracy, precision, recall, and F1-Score. The experimental
result shows that the proposed flow-based approach obtained
98.1%, 55%, 100%, and 70.96% for the average accuracy,
precision, recall, and F1-Score, respectively, for the detection
of the abnormal NDP traffic behavior caused by the RA
DoS flooding attack. As for the detection of the abnormal
NDP traffic behavior caused by the NS DoS flooding attack,
the proposed flow-based approach obtained 99%, 91.3%,
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100%, and 95.45% for the average accuracy, precision, recall,
and F1-Score, respectively. Also, the effectiveness of the
proposed flow-based approach was verified by comparing it
with the existing approaches and shows significant results.
Additionally, the proposed approach is destined to detect

abnormal NDP traffic behavior caused by RA and NS DoS
flooding attacks. The proposed flow-based approach has the
flexibility to be extended in several directions for future work.
For example, to detect NDP abnormal behavior results from
RA and NSDDoS and DoS flooding attacks in IPv6 real-time
implementation. Also, further research is needed to use
various techniques such as dynamic/adaptive threshold algo-
rithm.
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