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ABSTRACT

In this paperwe usejump processdriven StochasticDifferential
Equationgo modeltheinteractionsof a setof TCP flows andAc-

tive QueueManagementoutersin a network setting. We shav

how the SDEscanbe transformednto a setof OrdinaryDifferen-
tial Equationswhich canbe easily solved numerically Our solu-
tion methodologyscaleswell to a large numberof flows. As an
application,we modelandsolwe a systemwhereRED is the AQM

policy. Our resultsshav excellentagreementvith thoseof sim-
ilar networks simulatedusingthe well knowvn ns simulator Our
modelenablesusto getanin-depthunderstandingf the RED al-

gorithm. Usingthetoolsdevelopedin this paper we preseng crit-

ical analysisof the RED algorithm. We explain the role playedby

the RED configuratiorparametersnthebehaior of thealgorithm
in a network. We point out a flaw in the RED averagingmecha-
nismwhich we believe is a causeof tuning problemsfor RED. We
believe thismodeling/solutionmethodologyhasa greatpotentialin

analyzingand understandingrarious network congestioncontrol
algorithms.

1. INTRODUCTION

Active queuemanagemertechnique$ave recentlybeenproposed
[8], [3] to to both alleviate somecongestioncontrol problemsfor
IP networks aswell asprovide somenotion of quality of service.
Modelingandanalysisof suchnetworksis importantto understand
their dynamics. While traditionaldiscreteevent simulationswork
well in general,even the mostefficiently codedsimulatorssuffer
from the problemof scaling.In this paperwe exploit fluid model-
ing to presenta generaimethodologyfor the analysisof a network
of routerssupportingactive queuemanagementvith TCP flows.
We modelthe datatraffic asa fluid and specificallyusePoisson
CounterDriven StochastidDifferential Equationdo modelsample
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pathdescriptionof TCPtraffic. We alsoderive a setof differential
equationsthat describethe AQM policy andthe router queueing
process.Next, we develop a numericalschemefor obtainingthe
transientaveragebehaior of a numberof metricsincludingqueue
length,roundtrip time andTCPflow throughpufrom a setof cou-
pled ordinary differential equationsthat resultfrom our analysis.
Givenan AQM policy, we areableto get (expected)transientbe-
havior of networks from our solution. We areableto handlelarge
flows without a significantincreaseén computationatompleity.

In orderto illustratethe advantageof our techniquewe consider
RED8], oneof themostpopularAQM schemeso addresshecon-
gestioncontrolissues.We shav thatour solutiontechniqueyields
predictionsthat matchwell with thoseobtainedwith the ns sim-
ulator We areableto make somecritical commentsaboutRED.
Our modelingandsolutionmethodologyleadto a straightforvard
discovery of a critical problemwith the RED averagingmecha-
nism,onewhich we believe hasnotbeenaddressed|savhere.Our
schemeéhassimilar aims,to obtaintransientbehaior by numerical
solutionof a systemof equationsto a heuristicapproactproposed
in [9]. It is however not clearhow andwhy the heuristicswork in
casegeported.

Therestof this paperis organizedasfollows. In Section2, we de-
velop our analyticalmodelanddescribethe solutiontechnique.ln
Section3, we consideranapplicationto our techniquesn a setting
with RED asthe AQM policy. We compareour resultswith those
obtainedusingthewell knovn ns simulatorandmake someobser
vationsaboutRED behaior. Finally, we presentour conclusions
in Section4.

2. MODEL AND ANALYSIS

In [11], we modeledhebehaior of TCPusingjump procesdriven
StochastidDifferential Equationg2]. The resultsshaved a good
matchbetweerpredictionsfrom this modelandmeasurementse-
portedin [13]. A deficiengy of the model however wasthat the
paclet lossprocessvasindependenof the dataflow. Our model
remedieghis deficiengy by modelinga completesystem jn which
lossesand TCP sendingratesarecloselycoupled. Thuswe have a
closedoop controlsystem' giving riseto asetof coupleddifferen-
tial equationsWe will begin with asinglerouterin Section2.1and
thenshav haw the modeland analysisare extendedto a network
in Section2.2. In Section2.3 we extendthetechniquego include
TCPtimeouts.Last,we describesomeoptimizationsin the caseof
identical TCPflowsin Section2.4.

1Suchasystemwasalludedto in [6].



We first considera systemin which thereis a single congested
router with a transmissioncapacityof C. Associatedwith this
routeris anactive queuemanagementAQM) policy thatis charac-
terizedby a paclet discardfunctionp(z) thattakesasits agument
an estimateof the averagequeuelengthat the router The queue
lengthof therouteris denotedby ¢(t), t > 0. Theclassicalexam-
ple of anAQM policy is RED[8] for which p(z) takestheform

0, , 0<z<tmn
p(e) = § 2o p™eT, 1T < g < T @
1, tmet <

wheret™", ™% andp™*® are configurableparameters.The
dropfunctionis depictedin Figurel, shaving the discontinuityat

tmaw

maxr

0 |

tmin ¢max

Figure 1: RED drop function

2.1 A singlecongestedouter

Let N TCP flows labeledi = 1,...N traversethe router Let
W;(t) and R;(t) denotethe TCPwindow sizeandroundtrip time
attimet > 0, offlows,4 = 1,... , N. WeassumehatR;(t) takes
theform

Ri(t) = ai +q(t)/C,

Whereq; is afixedpropagatiordelayandg(t) /C modelshequeue-
ing delay

t>0ii=1,...,N )

Last,let B;(t) denotethe instantaneouthroughputof TCP-flow 4
attimet > 0.

Our modelis basedon the assumptiorthat paclet lossesto flow
aredescribedby a Poissorprocess{ V; (t) } with time varyingrate
i (t). Thetime varying natureof \;(t) is ableto modeltheinde-
pendentmarking schemesommonlyfoundin AQM. Here N;(t)
denoteghe numberof lossessufferedby flow i. Notethatt here
denoteghepointin timewhentheflow detectdosseswhichis dif-
ferentfrom whenthe actualdroppingat the queueoccurs.Hence-
forth, whenthereis no ambiguity we will omit theargumentt. A
shortdescriptionof PoissorCounterDriven Stochastidifferential
equationds includedin an Appendixfor completenessWe have

thefollowing equationdescribingthe behaior of thewindow size
Wi(t),

dt Wi(t)

Ri(q(t)) 2

This modelsthe additive-increasenultiplicative-decreasbehaior
of TCP. The first term correspondgo the additive increasepart,
which saysthatthe window sizewill increaseby oneevery round
trip time. The secondterm correspondgo the multiplicative de-
creasepart, which halvesthe window size at the instantof the ar
rival of aloss(dV;(t) = 1). Wemodelthetraffic asafluid, making
the instantaneouthroughputB; (t) equalto W;(t)/R;(t). Taking
theexpectatiofd of eachsideof the above equationyields

dW;(t) =

dN;(t) 3)

_ dt E[W;(t)dN;(t)]
Flawi] = E[m@(t»]‘ :
dEW;] ~ E [R?(tq)] _ E[W;])\i(t)dt

The above equationis approximatebecauseave have broken down

E[W;(t)dN;(t)] asE[W;(t)|E[dN;(t)], which assumendepen-
dencebetweenthe two which is not true, especiallyin propor

tional marking schemes. However, this approximationdoesnot
changahefundamentahatureof themultiplicative decreasenech-
anism,and we are able to captureTCP dynamics. Now A(t) is

the loss indication receved by the source. It reacheghe source
approximatelyone round trip delay () after a paclet hasbeen
marlked/droppedat the queue. In [14] an exact stochasticdiffer-

ential equationfor TCP with feedbackdelay hasbeenstudied,in

the contet of fairness.Herewe modelthe delayr asthe solution
to thefollowing equations

t
t =

R(q(t) +¢'
t—T1

In the proportionalmarking schemesmplo/ed in AQMs, mark-
ing/droppingis implementedo distribute the lossesin proportion
to a flows bandwidthshare. Thus, if the throughputof a flow is
B(t — 7) atthetime ¢t — 7, the rate of lossindications(A(t)) it
recevesattimet is p(Z(t — 7)) B(t — 7) . We denotethe expected
valueof it by p(Z(t — 7)) Wi (t — 7)/Ri(q(t — 7)).

Now, returningto our earlierdifferentialequatiorequatiordescrib-
ing the expectedwindow size,we have

£~ 5Pt =")
dt WlWZ (t — 7')

Ri(qQ) 2Ri(q(t—1))

Wi(t - T)
Ri(q(t— 1))

p(E(t — 7))dt

dt

Q

dE[W;]

Theapproximatiorthatwe madein thestepabove involvedmaking
the approximationE|[f(z)] = f(E[z]). We'll commentmoreon
thisin alatersection.Thus,we have,

dwW; 1 W W; (t—7)

it Ri(7) 2Ri(q(t— T))p(f(t —7)) )

We assumehattheestimatenf theaveragequeudengthis anexpo-
nentiallyweightedmoving averagebasedn samplegakenevery ¢

2Throughoutthis sectionwe representhe expectedvalue of ary
variablev by v



seconddJsingaweighta, 0 < a < 1,

z((k+1)8) = (1 — a)z(kd) + (a)q(kd) (5)

It is usefulto convert this equationinto a differential equation.
Giventheform (5), the naturalcandidatds
dx
— = A B
- 2(t) + Bq(t)

Then,in asampleddatasysten{1], z(tx+1) is givenby

tht1
Z(tht1) = eA(t’““_t’“)x(tk) —|—/ eA(t’““_T)Bqu(tk)
tr
(6)

Notethatthedifferentialequatiormatcheghediscretetime system
exactly at the samplepoints,andthereis no accumulatiorof error
ask increasesComparinghecoeficientsin (6) and(5), we obtain

1—a=e*
or

A log. 1—a) _ _B
)
Thus,we have thefollowing equationdescribinghe behavior of z,

dz _log,(1-a) . log(1-a)
As thisis alinearequationtaking expectationof bothsidesyields

dz _log,(1—a)_ log, (1 —a) _
2 - oml gy 2l )

Finally, we have the following equationdescribingthe behaior of
q, whichis thedifferentialversionof the Lindley equation

dq(t) _ _ Wi
T = el L ®

Here,thefirst term modelsthe decreasén the queuelength,when
it is greaterthanzero,dueto the servicingof paclets. The second
term correspondso theincreasdn the queuelengthdueto thear-
rival of pacletsfromthe N TCPflows. Again,takingexpectations,
we obtain

di—?) = B[-1,p]C+) FE W]

Q
=
i
Ql—‘
Q
+
i
=3
S

Now for abottleneckdqueuewe’ll haveg(t) > 0 with probability
closeto 1. Thus,we canapproximaté [lq(t)] to obtain

dq t) ~—-C+ Z Rl q) (9)

We have N + 2 coupledequations(4), (7), and (9) and N + 2
unknawvns, (z, g, W;) which canbe solved numerically Thesolu-
tion provides an estimateof the averagetransientbehaior of the

system.We getthe queuelength,queueestimateandwindow size
evolution directly, andthosevaluesin turnyield averageroundtrip
delay averagdossrateetc.

2.2 Extensionto a network

The extensionto the network caseis straightforvard. Let V' bea
collection of communicationrouters. Eachrouterv € V hasa
transmissiortapacityof C, bits persecond Routerv hasanAQM
policy characterizebly aprobabilitydiscardfunction,p, (z, ), which
takesasits agumentz,,, the estimatedaveragequeuelengthof v.
The queuelengthfor routerwv is g, (¢). Last, let x(¢) andq(t) be
vectorswhosecomponentsrethe estimatedveragegueudengths
and queuelengths,respectrely, attimet > 0. Associatedwith
eachrouteris the samplingperiodd, andaveragingweighta,, .

Consideraworkloadof N TCPflowslabelledi = 1,... ,N. Let
Vi = (Ji1, Ji2,- - -, Ji,n; ) betheorderedsetof links (i.e., path)
takenby pacletsfrom flow ¢, wherej; ., € V,m =1,... ,n; and
n; is thepathlength. Generalizing2), the averageroundtrip time
of session is approximatedy:

Ri(a,t) =ai+ ) qu(t)/Cs (10)

veV;

Theroutescanberepresentetly abinarymatrix A wheretherows
representhedifferentflows andthecolumnsrepresenthedifferent
routers(queues)In otherwords, A; ; = 1iff j € V;. We modify

equation(4) to accountfor lossesarriving from eachrouterin the
path. If P(x) is the vectorof lossprobabilitiesat eachnode,then
we definea matrix AP wherewe multiply every columnof the A

matrix by thecorrespondinglemenbf theP vector Thecombined
lossseerby aparticularflow 7 is, then,givenby 1 —[[(1—AP(z);)

Thus,(4) is modifiedto

dw; 1 WWi(t —7)

dt —  Ri(qt—1)) (2Rz( (t—r)))
([T - APX))
B 1 W1W1(t—7') .
= Rat—m) CRiat—n) PEE=)

wherep;(Z) is the probability of paclet lossexperienceddy flow
i onits path. The equationfor the estimatedaveragequeuelength
andthequeudengthateachnoderemainunchangedDefineF), as
the setof flows throughqueuev. Then

dgv(t) _
FTa qu<t>C+ZR 1)

i€Fy

In thenetworkedcasefor ary queuewhichis abottleneckg, (t) >

0 with probability closeto 1, andfor a non-bottlenecid queue,
g»(t) > 0 with probability closeto 0. This is the basisfor the
approximatiorthat E[1,, +)] = 1g,. We endup with a systemof

equationsvith IV + 2|V'| unknavnsthatcanbe solved numerically
to yield thetransientoehaior of thenetwork.

2.3 Modeling Timeouts

To accounffor timeoutswe needto quantifythe division of losses
into thetwo types,viz. timeout(TO) andtriple duplicateack (TD).

Let Q(w) denotethetheprobabilitythatthelossis aTO loss,given
thatthewindow sizeatthetime of alossis w. We usethesimplified
function Q(w) = min(1, 3/w) derivedin [13], for this purpose.
Intuitively, this expressionfor () is basedon the assumptiorthat



all pacletsin a particularroundare equallylikely to be dropped,
with at mostonedrop perround. In thatcase,ary oneof thelast
3 pacletsin a round can causea timeoutif dropped,hencethe
functionmin(1, 3/w). Equation(4) canbemodifiedto accounfor
TO lossegesultingin

awi 1 e W1W,(t ) 5 (3t — 7
- Wi(t T)

+(1—Wz)mQ(Wz) pi (Z(t — 7))

2.4 Aggregationof identical flows

The systemof equationglescribingthetransientehaior of anet-
work of TCP flows canbe simplified in the presenceof identical
flows, i.e., thosewith the samerouteandroundtrip time. Thisis
doneby representingdenticalflows by a singleclass.Let therebe
F classe®f flows, wherethe j-th classcontainsn; identicalflows
with route V; androundtrip time R;(q). All flows in the same
classwill have the sameaveragebehaior. Thus,we canrepresent
the behaior of the averagewindow sizefor eachflow usingequa-
tion (9). We suitably modify the equationfor the averagequeue
sizein thefollowing manner

= = ~lgwCi+ > " ) ( » (12)

JEFy

This formulationleadsto a considerablesavings in computation
time whenwe have a large numberof identicalflows to solve for.
Thenumberof equationsandunknavns reducesrom "7 n; +
2|V|to F + 2|V]|.

It is alsoworth noting that, asthe numberof flows in a classin-

creasethelaw of large numberscomesinto play andthe expected
behaior begins to approachthe aggregate samplepath behaior.

Thus,the stochastidifferentialequationsstartcornverging to ordi-

nary differentialequations.

3. ANAPPLICATION TOTHE REDACTIVE
QUEUE MANAGEMENT POLICY

We now presentan applicationof the system taking RED asthe
AQM policy RED hasheenshawvn to outperformDrop-Tail queues
undercertainscenarios RED is a powerful mechanismto control
traffic, potentiallysolving problemdik e flow synchronizationcor-
relation of drop eventswhile providing consistentlyhigh link uti-
lizations.However, numerougroblemshave beencitedwith RED
[10]. RED workswell in certainscenarioswhereast doesvery
poorly, evenworsethanDrop-Tail, in othercased6]. Thereis no
clearunderstandingn how to tune variousRED parametershat
work well in all scenariosConsequentlythereis considerablaer
voushes# thecommunityregardingdeploymentof RED, andnu-
merousvariationsof RED have beenproposed5], [12], [4]. Some
of the schemedhave self-tuningparameterswhile othersmaintain
perflow state. It is clearthatthereis a greatneedfor thoroughly
understandinghebehaior of RED. We believe ourtechniquegan
helpin thateffort.

Throughouthis sectionwe will compareheresultsobtainedfrom
our modelto thoseobtainedfrom simulatingan equivalentsystem
usingthe well knovn ns simulator To avoid confusionbetween
the processof averagingby RED, and our operationof obtaining

expectedvaluesusing differential equationswe denotethe aver-
agequeuelength (asit is more commonlyreferred)as calculated
by the ns implementatiorof RED as Queueestimate(x) andthe
resultobtainedby our differentialequationsolution(z) asaverage
Queueestimate. Similarly, g is referredto asthe averagelnstan-
taneousQueuelength and g asreportedby ns asinstantaneous
qgueudength. Our differentialequationsolver wasimplementedhs
aMATLAB program(a simpleimplementatiorwith 42 total lines
of code)which takesthe matrix A andalink capacityvectorC as
input. We did notincorporateslow-startin ourprogram.All routers
areassumedo have the sameRED parameters The propagation
(non-queueingilelayfor eachclassof flowsis keptat200ms. The
buffersaresizedsothatall lossesareRED-relatedj.e. nodrop-tail
lossesoccuron the network. Thet™™ is 150 pacletsandthe t™2®
is 200paclets.d is aparametem our solver whichis notspecified
in RED.InsteadRED updateghe queuesizeestimateon thearrival
of eachpaclet. We canaccounfor it in two differentways

e ns updateshe queueat every paclet arrival. Thus,we can
choosed, to be1/b,, whereb, is the instantaneouarrival
rateataqueuemeasuredh paclets.d, thusbhecomesfunc-
tion of time.

e \We can choosea fixed value of 4,. If the queueis stable,
thenthe steadystatearrival rate = servicerate. Then, for
each(bottlenecked) queue 4, is simply 1/C, whereC, is
the capacityof link v in termsof (average)sizedpacletsper
second.

Note thatboth techniquesareapproximatejn our implementation
we usel/C, asanestimateof §,.

S4

S1 O

{5

avs

Figure2: Simple network topology

3.1 Experiment topology

We usethe simpletopologyshavn in Figure3. It consistsof two
RED queues)1 and@2. Bothlinks have threesetsof flows going
throughthem. S2 goesthroughboth the queueswhereasS1, S3
andS4, S5 gothroughonly @1 and@2 respectrely. Theonly bot-
tlenecklinks arethequeues)1 and@2. We'll shav resultsfrom 5
differentexperimentsperformedusingns andour DE solver. We
takulate the parameterchoicesin the various experimentsin the
following tablefor reference



Parameter setsfor various experiments

Exp. No. a Qlcap.| Q2cap. Pktsize | pmaz
1 0.0001| 5Mb/s 5Mb/s | 500Bytes 0.1
2 0.0001| 5Mb/s | 2.5Mb/s | 500Bytes 0.1
3 0.0001| 15Mb/s | 15Mb/s 500Bytes 0.1
4 0.0001| 15Mb/s | 15Mb/s | 1500Bytes 0.1
5 0.0001| 15Mb/s | 15Mb/s | 500Bytes 1

3.2 Experiment 1

We first considera symmetriccase whereboth RED queueshave

similar bandwidthcapacityof 5SMb/s. « is keptat 0.0001 p™*® =

0.1. Eachclassof flows consistf 40 individual flows which start
att = 0 (200flowsin all). At timet = 75, threefourthsof the
flows in eachclassdrop out (so thereare only 10 flows in each
class).At timet = 150, thoseflows restart.We plot the Queuees-
timateandinstantaneougueudengthfor Queuel and2 in Figures
3, 4 respectiely alongwith our modelpredictionsof the expected
valuesfor the same. Note that we are plotting the resultsof one
ns simulationalongwith our solutionwhich givesthe expectecdre-

sults. As we cansee,the differentialequationsolutiontracksthe

simulationspretty well, trackingboth the averagequeueestimate
andtheinstantaneougqueudengthwell. Our methodadaptgo the

changingnatureof the load aswell. Note thatour solutiondiffers

initially from thesimulationin all casesbecauseave didn’t imple-

mentthe effect of slow start. We'll returnto this discrepang in a

latersection.

3.3 Experiment 2

Now we repeatthe experimentin an asymmetricsetting. We re-
ducethe link capacityof the secondqueueto be 2.5Mb/s from
5Mb/s. Again we shav the averagequeueestimateandinstanta-
neougyueudengthalongwith our DE estimategor boththequeues
in Figure5 andour resultsmatchwell with ns simulationgor both
thequeuesNoticethatthe averagequeueestimatestayshigherfor
Queue2 whichis correctlyreflectedn our DE solution.

3.4 Theimportance of s
If we focuson in the middle portionof Figure4 and5 (whenonly
afourth of theflows areactive), we obsere that Queuel exhibits
more oscillationsthanQueue2. The oscillationsare not goodfor
thenetwork asthey mayresultin unacceptabljyarge queudengths
andhencea large variability in delaysfor the flows goingthrough.
Evenif the meandelaymayturn outto bethe same theseoscilla-
tionsaddconsiderablgitter to thedelays.If thebuffer is notlarge
enough,thenthe effect of the oscillationswill beto causebuffer
overflows. They alsocauseperiodically high RED lossratesand
affect thethroughputadwersely The questionis: why? Thelarger
bandwidthcapacityof Queuel certainlyplaysapart,reducingsta-
bility magins,howveverwe wouldliketo pointoutanotherhidden,
cause Thisis doneby revisiting equation(7):

fl—f _ loge% D oe) - loge<(1S ) )
Denotelog, (1 — a)/d by —K (sincelog, (1 — «) is a negative
quantity). Thenwe have

dx

dt
Taking the Laplacetransformof both sides,we get the transfer
function of the queueaveragingmoduleas KLS This is thefirst
orderlow passfilter which wasthe original designgoal of RED,
to track the averagequeuesize (low frequeng signal),andto fil-
ter out bursts (high frequeng signal). The input to this filter is

= —Kuz(t) + Kq(t)
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Figure 3: Symmetric case Plotsfor Queuel, Experiment 1

theinstantaneougueudength,andtheoutputis theaveragequeue
estimate. Asymptotically the frequeng responseof this filter is
describedy themagnitudeBodeplot shavn in Figure?. It allows
frequenciesmallerthan K to passthrough,while dampinginputs
atafrequeng higherthan K. In simpleterms, K determineghe
responsienessof thefilter. The higherthevalueof K, the faster
it will respondo a suddernchange.lf we maintaina high valueof
K, thenthe AQM function startstrackingthe instantaneougqueue
lengthcloselyresultingin sustainedscillations.Let’s performex-
periment3, with all settingsunchangedxceptwith bothlink ca-
pacitiessetat 15Mb/s, andFigure8 illustratesthe Queueestimates
andInstantaneouQueuel engthsfor Queuel in thetime intenal
[0 75] (i.e. whenall flows are active). We obsenre the presence
of large oscillations. In the scenariowherethe link capacitywas
5Mb/sandthe paclet size500Bytes,the effective samplingperiod
§ was8 x 10~ * (thelink capacityis 1250pacletsof 500bytesper
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secondl/C givesd). With a = 0.0001,

K = _log,(1-0a)
)
~ log,(1—0.0001)
- 8x10¢
= 0.1250

With theincreasen link capacityto 15Mb/s,thevalueof § reduced
t02.66 x 10 * andK becomes3750(3 timestheearliervalue). As
thelink capacityincreasesthe RED averagequeueestimateracks
theinstantaneougueudengthmoreclosely essentiallyesultingin
sustainedscillations. This hiddenartifact of the RED algorithm,
the adaptivenatureof 4, is, in our opinion, a significantcauseof
the “tuning problem”with RED. We canmodify our DE solution
systemby usinga staticvalueof 4, largerthan1/C with the hope
of reducing K andtherebyreducingoscillations. Figure 9 illus-
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Figure 5: Asymmetric case Plotsfor Queuel, Experiment 2

tratesthebehaior of the QueueEstimateandinstantaneouQueue
Lengthfor differentvaluesof §. We keepa constantat 0.0001 the
valuewe have usedin all the experimentssofar. As we obsere,

increasingthe value of ¢ resultsin increasingstability, with both

theaveragequeueestimateaswell asaverageinstantaneougueue
length settlingdown . However, careshouldbe taken thaté not

bekepttoo large,asincreasingvaluesof § resultin increasingise

timesof theaveragequeueestimateandincreasingnitial overshoot
of theaveragenstantaneougueueength.

Returningto the problemof tuning RED parametersyotonly does
the performanceof the mechanisndependon link bandwidth,but
also on the averagepaclet size of the flows. We now illustrate
this via experiment4. Considerthe two queuesettingwith thelink
capacitiesetto 15Mh Thistime we increasehe paclet sizefrom
500Bytesto 1500Bytes. This resultsin a d thatis approximately
thesameasthe onewherelink capacitywas5 Mb/s with 500Byte
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Figure 6: Asymmetric case Plotsfor Queue2, Experiment 2

paclets(the numberof pacletsthatarebeingprocessedemainsa
constant) Looking at Figure10, we indeedobsere thatthe system
is stabilized.

Sincethe averagepaclet sizeis not somethingnetwork designers
cancontrol,theonly hopeto stabilizethe RED algorithmis to make
& aparametewhosevalueis independenof C andthepaclet size.
Implementingan algorithmwhosestability is influencedby exter-
nalfactors(userpaclet sizes)is alsonot goodfrom a securitypoint
of view. A malicioususercouldconcevably influenceRED behar-
ior by sendingvery smallor very large paclets.

It is not suficient to malke a, the forgetting factor small to re-
ducetheeffectsof transienspikesin incomingtraffic. If § changes
in responsdo the input paclet rate, then a changingd meansa
changingforgettingrate. In fact, becausef the very natureof the
spikes, at the point of their arrival RED startssamplingthe queue

0dB

K

Figure 7: Magnitude Bode Plot of the first order averaging fil-
ter

sizemuchmorefrequently thereby“forgetting” history thatmuch
morequickly andstartstrackingthe spike closer

In [6] Firoiu et. al. suggesthatd shouldbe madeequalto the
smallestroundtrip time of the flows going throughthelink. They

alsosuggestedhatthe § thusselecteds “good enough”andfiner
samplingwon't improve things. The authorsproposesomeguide-
linesfor choosingRED parametersWe arecurrentlyinvestigating
“tuning” RED parametewaluesvia a different, control theoretic
viewpoint.

Further in [6] the authorsalsosuggestedhat the discontinuityin
the RED drop function (the jump from p™** to 1 at t™“%) is a
causeof oscillationsin RED. It hasbeensuggestedhat making
the drop function continuousvia the gentle [7] shouldimprove
thingsin thatregard. Our experimentsshaw that the discontinu-
ity is not the only causeof oscillationsand that a simple fix by
making the drop function continuouswon'’t remove them. To il-
lustratethat, we repeatthe previous experimentwith p™** = 1,
therebyremaving thediscontinuity We performexperiment5, and
theresultsareillustratedin Figure11, shaving thattheoscillations
persist A quick investigationwith our differential equationtool
revealsthata = 1 x 10~° stabilizeghesystemkeepings = 1/C.
However, onthedownsidethesystembecomewery sluggishin it's
responsdime to changesn the load. Thus,this tradeof between
responsienessandstability unfortunatelycannotbe avoidedwith
the RED controlmechanism.Thus,it is a combinationof thelink
bandwidthC, averagepacletsize,«, § andloadlevelswhichmale
the systemstable.Summarizingour main obsenationswith RED
are

e The adaptve natureof the samplingintenal is harmful and
canleadto oscillations

e The averagingalgorithmneedsto be modified,to male the
samplingperioda staticvalueindependenof paclet sizesor
arrival rates

e Thepresencef oscillationsdepend®nmary factorsinclud-
ing pacletsize,link bandwidthandloadlevels
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Figure 8: Link speedl15 Mb/s, Packet size 500 Bytes, Experi-
ment 3

3.5 Modeling differ ent variations of TCP

We have describeda genericTCP model, i.e., we have not con-

sideredthe differentvariationsReno, Sack,Fack etc. Oneof the

major differencesetweerthe variationsof TCPis how they infer

timeouts. Sackand Fack yield a much betterbehaior with re-

spectto timeoutsWe modelthe effectsof timeoutsby the function

Q(w), whereQ(w) givesthe split betweertimeoutandtriple du-

plicateacklosseggiventhatalossoccurredwhenthewindow size

wasw. The@(w) thatwe usedwasderivedin [13], which seems
valid for Reno. For Sack,a Q(w) lower thanthe onederived for

Renoshouldbe used. Our obseration hasbeenthat a Q(w) of

min(1,1/w) seemgo work for Sackwhile Renoneedsa @Q(w) of

min(1, 3/w). Thiswasvalidatedby experimentsotreportechere.

3.6 Control systemsmapping

A very importantby-productof our modelingand formulationis
that we can map the differential equationbasedTCP+AQM sys-
teminto a classicalcontrol systemanodel. We canthenusestan-
dardtechniquedo analyzevariousmechanismsnd proposeim-
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Figure9: Link speedl5Mb/s, Packet size500Bytes

provementgo algorithmsaswell asanalysis-bacéd guidelinesfor
choosingparametersf the algorithms.We arecurrentlypreparing
amanuscriptdescribingour work on the analysisof suchsystems
from a controlsystemsgerspectie.

3.7 Somecommentson modeling and simula-
tion

The lack of slow-startin the modelusedto predictperformance

only affectsinitial startup of the experiments. Oncethe system

nearsthe stablepoint, the DE solver is able to track changesn

the network well. Hence for computationakimplicity, we did not

incorporateslow-start.

At anumberof placesn ourderivation,we hadto make theapprox-
imationE[f(z)] = f(E[z]). Thisis strictly notcorrectandshould
causeerrors. However our systemseemso capturethe dynamics
of TCP reasonablywell. For the particularcaseof E[1/R(q)] =
1/R(q) we explain why the approximatiormay not be so bad: If
we divide R(q) into (a propagatiordelay + queueingdelay), the
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Figure 10: Link speedl5 Mb/s, Packet size1500Bytes, Exper-
iment 4

randomnessomesfrom the queueinglelay If we look attheplots
from the experimentsfor mostcasesve seethatthe queuelength
variesperiodically Thus,we canfurtherbreakit down to a deter
ministic, periodicpartanda randompart. As the numberof flows
startsto increasethe randompart of the roundtrip time makesup
asmallerandsmallercontrikution, it is dominatecdy thedetermin-
istic part. In which casethe approximatioris not bad,since,if we
write R(q) asR4 + R, denotingthedeterministiandrandompart
respectiely, we get

1 _ 1/Rd
E[Rd+R,] a E[1+RT/Rd]
1 1
= R_dE[HRr/Rd]
1
R—dE[].—RT/Rd]

Q

1 E[R,]
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Figure 11: Link speedl15 Mb/s, Packet size500bytes, ppmaez =
1, Experiment 5

We have usedour methodgo solve for thousand®f flows in high

bandwidthnetworks, however dueto our inability to validate our

resultswith simulationwe do not presenthoseresults.While it is

notrightto comparehecomputationatomplexity of ourtechnique
with ns, asns providesa lot more functionality to getanidea
of the speeddnvolved we mentionthat noneof the experiments
presentedn the papertook morethan 10 secondgo solve within

MATLAB, while someof thens simulationstook several minutes
torun.

4. CONCLUSIONS

We have developeda methodologyto model and obtain (numeri-
cally) expectedtransientbehaior of networks with Active Queue
ManagementouterssupportingTCP flows. We appliedour tech-
niguesto analyzenetworks wherethe AQM policy wasRED. Our
resultsmatchwell with simulationresults,andareableto scaleup
well to large flows. We areableto geta qualitative understanding
of thebehaior of suchnetworksquickly with ourtool. Ourmodel-
ing technigqueenableausto spota possibleproblemwith the RED



averagingmechanismwhich we verify via simulations.Thetech- Sincex(t) is continuousfrom the left andthe Poissoncounteris

niguethatwe presentedn this paperis quite generalpurposeand takento be continuoudrom theright, we have

canbe easily extendedto modeland analyzeother AQM mecha- d m

nisms. Thereare several avenuesof future work which we intend L Elz(t)] = E[f(z(t))] + E[g:(x(t), )]\ (¢
exploring. We are currently studyingthe control-dynamicof the dat l2®)] @] ;( los(@ (), DI (®)

systemof RED routersandflows usingthe analyticalformulation .

that we obtained. In termsof improvementsto the methodology where;(t) is theratefor Ni(?).
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We havethefollowing “Itdrule”. If ¢ : R™ — R isadifferentiable
function,then

dy(t) = (g—f,f(w))dt+Z[¢(w(t)+g¢(w(t)))—lb(w(t))]dNi(t)-



