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ABSTRACT
Several studies and statistics have shown that the usage and
adoption of E-Health Record software in the emerging countries
are very low. This is mainly due to the economic factors, the
proprietary E-Health systems are expensive, and requires a long-
term maintenance To overcome this budget limitations and to cope
with these problems, we propose a method combining the adoption
of open-source software, with Cloud computing technology. In this
paper we propose a comparative study of the most relevant E-
Health open-source software, and select the best suited solution .
We propose an implementation of our solution based on openEMR
software and the private cloud Openstack.
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1. INTRODUCTION
The field of medicine has seen a great evolution in the use of
Information and Communication Technologies (ICT). To ensure a
best patient care, several applications, such as Picture archiving
and communication system (PACS), Electronic Health Record
(EHR), Electronic Medical Record (EMR), have emerged and have
revolutionized the management of data and services in this area.
Each application is intended to treat one or more parts of the entire
health system. And, all of these applications tend to converge and
to provide a proper management and treatment of medical data.
Several studies and statistics have shown that the usage and
adoption of E-health software are very low. This is mainly due
to the economic factor, the proprietary E-health systems are
expensive, and require a long-term maintenance [1]. Not to mention
the security problem affecting proprietary software, as well as the
restriction experienced by the user when trying to switch to another
software (data format proprietary software ) [2].
On the other hand, in the most of emerging countries, the annual
budget for the use of ICT in health is low and minimal compared to
other areas. Furthermore Health institutions are not well equipped
with information technology systems. This situation slows the
deployment of E-health solutions.
To overcome these budget limitations and to cope with these
problems, we propose to combine the adoption of open-source
software, with Cloud computing technology.

As an example, taking the study of the Quebec Ministry of Health,
which showed that $18 million can be stored in 20 years if open-
source software are used [3].
Another example, is the implementation, by the health community
in western Virginia, of so called the Indian Health System’s HER.
Known also as Resource and Patient Management System (RPMS)
that targets ambulatory care and disease management. The open-
source implementation was 51% cheaper than commercial offers,
and maintenance to 66 % cheaper [4].
Actually, there are several open source applications that have been
developed, adopted and used by several organisms of health in
different countries. We propose in this work to adapt these solutions
to the needs of the emerging countries .
As depicted in figure 1, EHR is the heart of health system. Thus we
focus our work on this application category.
Nowadays, the cloud computing is admitted as being an important
leveraging technology. Consequently, it have to be considered in
newest e-health design.
In the rest of this paper, we start by presenting a review
of the related work done in this field. After, we discuss the
cloud computing concept and its suitability for e-health software
purposes. Then, we continue by giving an overview of the most
relevant EHR open-source applications, based on their popularity,
openness . . . And, we present a comparative study of the retained
solutions, to select the best suited solution for our needs. We
complete consecutively with a discussion of this comparison and
experimental results. And we finish with a conclusion and a future
work.

2. RELATED WORKS
Recently, the Cloud computing paradigm and its use in E-health
systems has gained in interest. And several works have addressed
the multiple facets of the problems raised in this field.
Firstly, Case studies have been studied in [5], for Health-care
information systems (HIS), in Thailand with a transfer of patient
information from HCIS to HOSxP (open source HIS) using the
standard HL 7. And, in [6] a health care application using Cloud
computing and mobile phones is presented. The Interoperability of
electronic health records is depicted in [7].
Another Interesting research area, is open-source and E-health.
In [2], the authors argue for the superiority of open source licensing
to promote safer, more effective health care information systems.
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Fig. 1. The E -health applications ecosystem

Authors in [3] discuss the adoption and the use of Open source
software in health care organizations.
Secondly, reviews which enriches the experience are presented.
A current state and trends of cloud computing in healthcare
is explored in [8]. In[9] the concept of e-Health Cloud is
introduced. The authors highlight and propose the build of e-health
environment and elucidate many of the challenges confronting the
success of the e-Health Cloud. The analyze and the examination
of cloud computing and its application in the context of optimum
health care is provided in [10]. In [11],a cloud-based healthcare
system that integrates a formal care system (DACAR) with an
informal care system (Microsoft Health Vault) is studied. In [12]
the authors present MEDIC, an e-healthcare system which supports
both local and centralized access. And in [13] two Cloud-based
solutions for different scenarios of Electronic Health Records
(EHRs) management system are proposed.
Finally, security and privacy are also relevant to Ehealth system
and they have been well addressed. In [14], a review concerning
the security and privacy of electronic health record (EHR) systems.
In [15], a patient self-controlled access privilege to highly sensitive
Personal Health Information is addressed. A patient-centric model
of health information exchange is developed in [16]. Privacy issues
and storing electronic medical records is discussed in [17].

3. CLOUD COMPUTING
Cloud computing is a new concept that brings together all
the disciplines, technologies (Web services, virtualization, SOA:
service oriented architecture, grid computing,. . . ) and business
models used to deliver IT capabilities (software, platforms,
hardware) as a service request, scalable and elastic. This is the new
trend of computing where IT resources are dynamically scalable,
virtualized and exposed as a service on the Internet. [18, 19].
Warranties are offered by the infrastructure provider through
tailored service contract: Service Level Agreements (SLA) [18].
Cloud computing consists of three levels of offerings [20, 21]:

(1) Infrastructure as a Service (IaaS), where the equipment is
provided in the form of virtual machines. The client maintains
the applications, runtimes, integration SOA (Service Oriented
Architecture), databases, server software while the supplier
maintains the Cloud virtualization, hardware server, storage,
networks.

(2) Platform as a Service (PaaS), you can develop your own
applications using the services provided. The client maintains
only those applications while the supplier maintains the
runtimes Cloud, SOA integration, databases, server software,
virtualization, server hardware and the storage networks.

(3) Software as a Service (SaaS), the entire applications are
available remotely.

The three levels of cloud offering are shown in figure 2, the lower
level is the computer hardware resources (computing, storage,
network), and mechanisms called virtualization hypervisor, which
virtualize access to the material resources of a physical machine
(processor, memory and other devices). The interest of a hypervisor
is to dynamically add or remove instances of virtual servers on
one physical server. This is done using the tools of services and
interfaces management. The upper level represents the interactions
between the users of the services and the cloud.
There are four different types of deployment of cloud
computing [22]:

(1) Public cloud, In the public cloud model, the cloud
infrastructure is leased to any class of customers, and the
infrastructure is owned by the provider.

(2) Private Cloud, In the model of private cloud infrastructure
cloud is operated solely for a single organization with limited
access with multiple consumers.

(3) Hybrid Cloud, In the hybrid cloud model, the cloud
infrastructure is a composition of two or more forms of clouds
(private, community or public) that enable the portability of
data and applications.

(4) Community Cloud, in the model of community cloud also
called Outsourced private cloud, the cloud infrastructure is
provisioned for exclusive use and shared for the specific
community (eg the government). It can be owned, managed
and operated by one or more organizations in the community.

4. EHR OPEN SOURCE APPLICATIONS
There are several open source EHR implementations that are
more or less developed than others. Among these, we find
SmartCare, ClearHealth, VISTA, vxVISTA and openEMR [23].
These applications not only provide environmental management
information data, but also, are based on a sophisticated technology
and robust processes.
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Fig. 2. Cloud computing system

The cost is not the only advantage of these solutions, but also the
robustness of their features that is very competitive with proprietary
systems.
we select for in our study the last four open source EHR mentioned
above; most popular, more sophisticated and offer more features.

4.1 VISTA ( Veterans Health Information Systems and
Technology Architecture )

VISTA is a robust EHR, developed by the united states department
for veterans to support the health system of former military [24].
This system manages data from small clinical data to large
hospitals. Vista focuses on clinical data archiving, which improves
patient care, and enhance clinical and administrative decision
making [25].
This system is currently used by hundreds of former military clinics
in the U.S. and also has been adopted by the Department of Defense
in the same country, by the Department of Health and Human
Service India, by Mexico Institute - Instituto Mexicano del Seguro
Social and the National cancer Institute at the University of Cairo,
Egypt.
VISTA is developed with the MUMPS language which is
specifically designed for medical systems [26]. This language
suffers from limitations, especially in the graphical interfaces, but
it can communicate with other languages that guarantee that.
VISTA is supported online by a Vistapedia and a wiki system.

4.2 vxVISTA
vxVista is an improved version of Vista by DSS Inc, to deliver
additional functions, not only VA release. Several modules have
been added in this version of vista, among these [27], we find:

—Administration of medication codes (VxBCMA).
—Pharmacy for in-patient and out-patient.

An in-patient, is a patient who is admitted to hospital and stayed
for several days. His care is called inpatient care. The out-patient
is a patient who is not hospitalized but just visit the organization of

health for treatment or diagnosis and does not necessarily demand
the administrative procedures, the type of care received by the
patient . The out-patient is also known as ambulatory care. vxVista
was certified in-patient use. vx Vista architecture is a patient’s
centric and it is developed under the Eclipse Public License.
vxVista is developed using the same MUMPS language, such
VISTA. And it inherit the same weaknesses.

4.3 ClearHealth
ClearHealth is one of the most popular open source EHR, and
is used in hundreds of hospitals worldwide. Clearhealth supports
several features including, planning, support for recording patient
demographic, electronic billing, EMR, and a reporting system
based on SQL.
ClearHealth has been identified as a viable solution for the
foundation of health care in California (the california healthcare
foundation) [28]. This EHR uses, HL7 protocol that ensures
interoperability of the system, and HIPAA protocol for security.
ClearHealth is developed in the PHP language.

4.4 OpenEMR
OpenEMR is a multi-platform open source HER and electronic
management record (EMR) application.
OpenEMR is intended for outpatient and ambulatory practices and
is certified ONC full. The system is operable in different platform.
OpenEMR connectivity and interoperability is supported with HL7
protocol Interface [29].
The software interface is simple and user-friendly and offers several
features [30], such as management of patient data ,schedule of
visits, EMR, billing management and report Management. For
interoperability, OpenEMR is also a HIPAA compliant [31].

5. COMPARATIVE STUDY OF EHR SOLUTIONS
In order to select the most appropriate solution to our needs,
we propose a comparative study of the applications presented in
section 4. We define some comparative criteria for this study.
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Table 1. Comparative study of EHR solutions.

VISTA vxVista OpenEMR Clear health

Open-source * * * * *
Modularity * * * *
Interoperability * * * *
support Vistapedia FAQ, Doc, web,

community
FAQ, Doc, web, very large
community

FAQ, Doc, web, large
community

License GPL Eclipse Public Eclipse Public Eclipse Public
Language MUMPS MUMPS PHP PHP
Platform Native Unix-like Windows All All
Client type Native Native Web-based Web-based

The most important criteria, are popularity, community use,
modularity, openness, security and support.
In addition to that, a free open-source software, an independence
from the software provider and a wide possibility of setting the
applications according to the needs of users are also a crucial
requirements.

5.1 Modularity
The modular architecture, is an architecture where at least some
components are optional, and have the ability to add or remove
modules according to the needs.
A modular application is therefore based on this principle and gives
the user the ability to create different configuration by suppressing
or adding modules (add-on).
These modules can be developed, tested and maintained separately
and added without reinstalling the software. In this way, the users
can implement the module they need without having to acquire the
entire system.
Modularity is a necessary feature in a health system.

5.2 Interoperability
The interoperability is the ability of a system to communicate
with another system without restriction. It aims to be compatible
with different systems by defining rules for operations and for
sharing data. The Interoperability aim that the system could
be operated in different environments, and also accessible from
different locations.
In order assure the interoperability of the system, the applications
have to comply with standards such HL7 [32]. We note also that,
epSOS (Smart Open Services for European Patients) [33] is another
interoperability project. Its goal is to enable European citizens to
access their health information outside their country. We conclude
that the interoperability feature is crucial in the field of E-health
applications.

5.3 Security
The data security issues arise in all areas, even in the field of health.
The processed data are, private patient data, their health status,
their personal details, and the various interventions experienced.
Computer applications related to health have to provide a high level
of security, in order to ensure the confidentiality and the integrity
of data.
Indeed, the security dilemma is one of the main causes of
the minimal rate of cloud adoption by healthcare professionals
. Professionals demand that cloud providers meet and safety
standards to ensure the desired level of security . Among these

we find the HIPAA standard (Health Insurance Portability and
Accountability Act ) [34].

5.4 Discussion
In the table 1, we summarize the results obtained from our
comparative study.
Several considerations should be taken to determine the best suited
solution for the implementation of an EHR E-Health system.
Firstly, we consider the openness aspect. All the application
presented in this study are fully open source, and their source code
are freely available.
Modularity and interoperability are also satisfied by the
applications. They also complain with modularity standards.
OpenEMR and Clearhealth are developed in PHP. That guarantee
compatibility with web standards. We consider this as a strong
feature, in contrast with MUMPS which is a specific language with
intrinsic limitations.
In addition to that, OpenEMR and Clearhealth are multiplatform
and directly used with a web client. Vista and vxVista necessitate a
specific client and are accessible only from windows and unix like
platfroms. This limits the use from practically all the handled and
mobile devices.
Both of openEMR and Clearhealth present interesting features. Our
final selection is based on community use. That is very important
criterion since the application could evolve and react rapidly to
different issues.
We find that OpenEMR community is very active and large. The
online help is very simple and intuitive.
According to this discussion, OpenEMR seems to be the solution
that satisfy our initial requirements, and best meets the demands of
healthcare organizations.
With all these features, OpenEMR is well suited to a future
deployment to the cloud.

6. SOLUTION IMPLEMENTATION
In this section, we present the feasibility study of the cloud based
OpenEMR solution. We started by setting up a testbed for hosting
the E-health application.
We opted for the OpentStack solution as a cloud platform [35].
OpenStack is recent and under active development. It has great
potential due to its architecture and large community and the
support of its partners. All code is licensed under Apache 2 license.
Openstack is supported by many companies in the world and is
based on the code used by NASA and Rackspace Cloud. It is
written in python and currently implements two control APIs,
the EC2 API and Rackspace. It uses different drivers to interface
with a maximum number of hypervisors (Xen, KVM, HyperV,
Qemu) [36]. This project is dedicated to providing the computer
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Fig. 3. OpenERM testbed solution

industry with the opportunity to build a hosting architecture
and massive scalability and is completely open source, while it
overcomes the constraints of the use of proprietary technologies.
Currently, we have deployed the OpenEMR application as a virtual
instance running on the openstack testbed platform(figure 3). The
application is directly accessible to the users through a simple web
navigator. This system will be used to evaluate the application
performances.

7. CONCLUSION
In this paper, we discussed our contribution to the effort of the
development of cloud e-health solutions for emerging countries.
We proposed to combine the adoption of open-source software,
with Cloud computing technology.
We also conducted a comparative study of the most used
opensource ehealth applications to select best suited to Cloud
adoption.
We demonstrate the feasibility of our approach by deploying the
retained solution on the openstack testbed platform.
We conclude that the Cloud technology combined with opensource
software, appears to be an effective initiator for the adoption of the
E-health applications.
As future work, we intend to continue with a consolidation work
in order to add missing features. And finally to migrate the overall
system to PaaS based architecture platform
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