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Abstract. Recently Lewko and Waters proposed the first fully secure
multi-authority ciphertext-policy attribute-based encryption (CP-ABE)
system in the random oracle model, and leave the construction of a fully
secure multi-authority CP-ABE in the standard model as an open prob-
lem. Also, there is no CP-ABE system which can completely prevent
individual authorities from decrypting ciphertexts. In this paper, we
propose a new multi-authority CP-ABE system which addresses these
two problems positively. In this new system, there are multiple Cen-
tral Authorities (CAs) and Attribute Authorities (AAs), the CAs issue
identity-related keys to users and are not involved in any attribute re-
lated operations, AAs issue attribute-related keys to users and each AA
manages a different domain of attributes. The AAs operate indepen-
dently from each other and do not need to know the existence of other
AAs. Messages can be encrypted under any monotone access structure
over the entire attribute universe. The system is adaptively secure in the
standard model with adaptive authority corruption, and can support
large attribute universe.
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1 Introduction

In traditional cryptosystems, messages are encrypted for receivers who are
identified by the keys they are holding. The same holds for Identity-Based En-
cryption (IBE) [20,3] where user public keys are binary strings, such as email
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addresses, which uniquely identify the users. In some applications that require
access control, messages are required to be encrypted for multiple receivers who
are identified by their roles, rather than their actual identities. For example,
Alice may want to encrypt some message to all PhD students and alumni in the
Department of Computer Science of University X, that is, she wants to do the
encryption with an access policy such as (“UNIV.X.COMPUTER SCIENCE”
AND (“UNIV.X.PhD STUDENT” OR “UNIV.X.ALUMNI”)), so that only
those receivers whose attributes satisfy this policy can perform the decryption
successfully. As a counterexample, suppose Bob is a Computer Science under-
graduate student, he cannot decrypt even if he colludes with another student,
say Tom, who is a PhD student but in the Mathematics department.

Attribute-Based Encryption (ABE) [19] provides a solution to the application
above. In ABE (Ciphertext-Policy ABE or CP-ABE as an example), an access
policy defined over a set of attributes is associated with each encrypted mes-
sage, and each user in the system has a private key obtained from an authority
(e.g., the UNIV.X Registry) corresponding to the user’s attributes (or creden-
tials). If a user’s attributes satisfy the access policy of a ciphertext, the user
can decrypt the ciphertext. In most of the ABE systems [10,18,2,7,9,21,11,17],
attributes are managed by a single authority. In some applications however,
this may not desirable. For example, Alice encrypts a message with access
policy (“UNIV.X.COMPUTER SCIENCE” AND “UNIV.X.ALUMNI” AND
“GOOGLE.ENGINEER”) so that only receivers who are the computer science
alumni of University X and currently working as an engineer for Google can
decrypt. The authority UNIV.X Registry may only manage attributes for the
students, staff and alumni of University X, while Google Registry may be the
authority handling its employees’ attributes. A single-authority ABE may not
be appropriate in this scenario.

Multi-authority ABE systems are proposed to address this issue. For the
systems in [5,14,6,15,16], they are selectively secure where the adversary has
to commit to the access policy before seeing the public parameters. Recently
in [13], Lewko and Waters proposed a new one. Although their system may
become inefficient for large attribute universe, it is the first fully secure multi-
authority ABE system and is proven secure in the random oracle model.
Multi-authority ABE also helps alleviate the extent of trust on authorities. In a
single-authority ABE system [19,10,18,2,7,9,21,11,17], the authority can decrypt
all ciphertexts. In some multi-authority ABE systems [5,15,16], there is still a
central authority which can decrypt all ciphertexts. In [14,6], the multi-authority
ABE systems do not have a central authority. They are Key-Policy ABE (KP-
ABE), and the techniques do not seem to apply to CP-ABE. In the multi-
authority CP-ABE [13], no single authority can decrypt all ciphertexts and each
authority can only decrypt ciphertexts that the associated access policy can be
satisfied by the authority’s own domain of attributes. For example, although nei-
ther UNIV.X Registry nor Google Registry alone can decrypt a ciphertext with
access policy (“UNIV.X.ALUMNI” AND “GOOGLE.ENGINEER”), UNIV.X
Registry can decrypt a ciphertext with access policy (“UNIV.X.COMPUTER
SCIENCE” AND “UNIV.X.ALUMNI”).
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Table 1. A Comparison between existing work and this work

Multi- Adaptively Standard Prevent Decryption Support Large KP/CP
Authority Secure Model by Individual Attribute

Authorities Universe

[19,10,18] × × √ × √
KP

[2] × × × × √
CP

[7,9,21] × × √ × √
CP

[11,17] × √ √ × √
KP+CP

[5]
√ × √ × √

KP

[14]
√ × √ √ √

KP

[6]
√ × √ √ √

KP

[15,16]
√ × √ × √

CP

[13]
√ √ × Partially × CP

this work
√ √ √ √ √

CP

1.1 Our Results

We propose a new multi-authority CP-ABE system which has multiple Central
Authorities (CAs) and Attribute Authorities (AAs). The CAs issue identity-
related keys to users but do not involve in any attribute-related operations. AAs
issue attribute-related keys to users. Each AA manages a different attribute
domain and operates independently from other AAs. A party may join the system
to be an AA by simply registering itself to the CAs, and then publishing its
attribute-related public parameters. In the proposed system, no authority can
independently decrypt any ciphertext. We show that the system is adaptively
secure in the standard model which captures adaptive authority corruption. Its
access policy can be any monotone access structure and the system supports
large attribute universe. The efficiency of the system is also comparable to the
corresponding single-authority CP-ABE system. Table 1 shows a comparison in
properties and security levels between current ABE systems and this new system.

1.2 System Architecture

Fig. 1 shows the architecture of the multi-authority CP-ABE system. The sys-
tem has D Central Authorities, CA1, . . . , CAD, and K Attribute Authorities,
AA1, . . . , AAK . Each AA manages a different domain of attributes (e.g., AA1

manages U1, and so on). When a user joins the system, each CA issues an
identity-related key to the user. Then the user obtains an attribute-related key
corresponding to the attributes that the user entitled from an AA (e.g., UNIV.X
Registry). In practice, one may imagine that there could have multiple CAs
run by different organizations while all of them are governed under some ordi-
nance made by the government, then universities and companies can join the
system as AAs. Each AA manages its own attribute domain and the AAs op-
erate independently from each other. The trust on the CAs by the users in the
system can also be alleviated as it is unlikely to have all the CAs collude if some
appropriate governmental policies and business measures are put into place to
govern the practice of the CAs.



Fully Secure Multi-authority Ciphertext-Policy ABE w/o ROs 281

User

Fig. 1. Architecture of Multi-Authority CP-ABE

1.3 Related Work

Attribute-Based Encryption (ABE) was introduced by Sahai and Waters [19]
and classified into Key-Policy ABE (KP-ABE) and Ciphertext-Policy ABE (CP-
ABE) by Goyal et al. [10]. In KP-ABE, attributes are associated with ciphertexts
and formulas (or policies) defined over attributes are associated with users’ secret
keys. In CP-ABE, attributes are associated with users’ secret keys and policies
are associated with ciphertexts. The single-authority ABE systems proposed in
[19,10,18] are KP-ABE, those proposed in [2,7,9,21] are CP-ABE, and [11,17]
cover both KP-ABE and CP-ABE.

Chase [5] proposed the first multi-authority ABE system where there are
one CA (Central Authority) and multiple AAs (Attribute Authorities). The CA
issues identity-related keys to users and the AAs manage attributes and issue
attribute-related keys. A user’s keys from different AAs are linked together by
the user’s global identifier. The expressiveness of the system is limited and only
“AND” policy between the AAs is supported. Also, the CA can decrypt all
ciphertexts. Lin et al. [14] remove the CA using a threshold technique where the
set of authorities is fixed ahead of time and all authorities must interact during
the system setup. The system cannot defend against collusion attack by m or
more users where m is a system parameter chosen at setup. Chase and Chow
[6] also remove the central authority using a distributed PRF (pseudo random
function) technique. However, the expressiveness is as limited as the original
Chase’s system, and their technique does not seem to apply to CP-ABE. While
[5,14,6] focus on KP-ABE, Müller, Katzenbeisser, and Eckert [15,16] proposed
the first multi-authority CP-ABE system where there are one CA and multiple
AAs. The AAs operate independently from each other and therefore is flexible
and practical. However, the CA in the system can still decrypt all ciphertexts.

In [13], Lewko and Waters proposed a new multi-authority CP-ABE
system. Different from all previous multi-authority ABE systems, which are all
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selectively secure, this new system is adaptively secure. The system is expres-
sive, supporting any monotone access structures. There is no central authority
and each authority in the system operates independently from other authorities.
The system is proven secure in the random oracle model, and does not efficiently
support large attribute universe. In addition, each authority can still indepen-
dently decrypt ciphertexts, if the associated access policies can be satisfied by
the attributes managed by the authority.

Paper Organization. In the next section, we define the multi-authority CP-ABE
and formalize its security model. Some background such as number-theoretic
assumptions and access structures are reviewed in Sec. 3. Our scheme is described
in Sec. 4, and some extensions are proposed in Sec. 5. In Sec. 6, the scheme is
compared with some existing schemes and the paper is concluded in Sec. 7.

2 Definition and Security Model

There are three sets of entities in a Multi-Authority Ciphertext-Policy Attribute-
Based Encryption (MA-CP-ABE) system: (1) Central Authorities (CAs), (2)
Attribute Authorities (AAs) and (3) users. Let CA1, . . . , CAD be central au-
thorities and D = {1, . . . , D} the index set of the CAs, that is, using d ∈ D

to denote the index of central authority CAd. Let AA1, . . . AAK be attribute
authorities and K = {1, . . . ,K} the index set of the AAs. Each user has a global
identifier denoted as gid. The CAs are responsible for issuing keys to users
according to their global identifiers. The AAs are responsible for issuing keys
corresponding to attributes, and each AA manages a different attribute domain
(e.g., AAi manages attributes for a university registry, AAj manages attributes
for a company registry, etc.). Let Uk be the attribute domain managed by AAk
where Ui∩Uj = ∅ for all i �= j ∈ K, and U =

⋃K
k=1 Uk be the attribute universe.

2.1 Definition

An MA-CP-ABE system consists of the following seven algorithms:

GlobalSetup(λ) → (GPK). The algorithm takes as input the security parameter
λ and outputs the global public parameter GPK of the system.

CASetup(GPK, d) → (CPKd,CAPKd,CMSKd). Each CAd runs the algorithm
with GPK and its index d as input, and produces master secret key CMSKd
and public parameters (CPKd,CAPKd). CAPKd will be used by AAs only.

AASetup(GPK, k, Uk)→ (APKk,ACPKk,AMSKk). EachAAk runs the algorithm
with GPK, its index k and its attribute domain Uk as input, and produces
master secret key AMSKk and public parameters (APKk,ACPKk). ACPKk
will be used by CAs only.

Encrypt(M,A,GPK, {CPKd|d ∈ D}, {APKk}) → CT . The algorithm takes as
input a message M , an access policy A defined over the attribute universe
U , the global public parameter GPK, CAs’ public parameters {CPKd|d ∈ D},
and the related AAs’ public parameters {APKk}. It outputs a ciphertext CT
which contains the access policy A.
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CKeyGen(gid,GPK, {ACPKk|k ∈ K},CMSKd) → (ucskgid,d, ucpkgid,d). When a
user with global identifier gid visits CAd for obtaining a key, CAd runs the
algorithm, which takes as input gid, GPK, {ACPKk|k ∈ K}, and CAd’s mas-
ter secret key CMSKd. It outputs a user-central-key (ucskgid,d, ucpkgid,d),
where ucpkgid,d is called user-central-public-key .

AKeyGen(att, {ucpkgid,d|d ∈ D},GPK, {CAPKd|d ∈ D},AMSKk) → uaskatt,gid
or ⊥. When a user requests a secret key for attribute att from AAk, AAk runs
the algorithm, which takes as input att, {ucpkgid,d|d ∈ D}, GPK, {CAPKd|d ∈
D} and AMSKk. If all ucpkgid,ds are valid, the algorithm outputs a user-
attribute-key uaskatt,gid, otherwise it outputs ⊥. For a user gid with at-
tribute set Sgid, the user’s decryption-key is defined as

DKgid = ({ucskgid,d, ucpkgid,d|d ∈ D}, {uaskatt,gid|att ∈ Sgid}).

Decrypt(CT,GPK, {APKk},DKgid) →M or ⊥. The algorithm takes as input a
ciphertext CT associated with access policy A, GPK, the related attribute
authorities’ public parameters {APKk}, and a decryption-key DKgid with
attribute set Sgid. If Sgid satisfies the access policy A, the algorithm outputs
the message M , otherwise it outputs ⊥ indicating the failure of decryption.

2.2 Security Model

The security of MA-CP-ABE is defined by the following game run between a
challenger B and an adversary A. A can corrupt CAs and AAs by specifying
Kc ⊂ K and Dc ⊂ D after seeing the public parameters1, where D \ Dc �= ∅ and
K \ Kc �= ∅. Without loss of generality, we assume that A corrupts all CAs but
one, i.e., |D \ Dc| = 1.

Setup
– GlobalSetup, CASetup(GPK, d) (d = 1, . . . , D) and AASetup(GPK, k, Uk)

(k = 1, . . . ,K) are run by the challenger B. GPK, {CPKd,CAPKd|d ∈ D}
and {APKk,ACPKk|k ∈ K} are given to the adversary A.

– A specifies an index d∗ ∈ D as the only uncorrupted CA and specifies a
set Kc ⊂ K of AAs to be corrupted where K\Kc �= ∅. Let Dc = D\{d∗}.
{CMSKd|d ∈ Dc} and {AMSKk|k ∈ Kc} are given to A.

Key Query Phase 1. User-central-key and user-attribute-key can be obtained
by querying the following oracles:
CKQ(gid, d) where d = d∗: A queries with a pair (gid, d), where gid is a

global identifier and d = d∗, and obtains the corresponding user-central-
key (ucskgid,d∗ , ucpkgid,d∗).

1 This is stronger than the static corruption model used in [5,6,13], where the adversary
has to specify the authorities to corrupt before seeing the public parameters. But on
the other aspect, it is weaker than the model in [13], where the corrupted authorities
are set by the adversary.
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AKQ(att, {ucpkgid,d|d ∈ D}, k) where k ∈ K \ Kc: A queries with (att,
{ucpkgid,d|d ∈ D}, k), where k ∈ K \ Kc is the index of an uncorrupted
AA, {ucpkgid,d|d ∈ D} are gid’s user-central-public-keys, and att is an
attribute in Uk. The oracle returns a user-attribute-key uaskatt,gid or ⊥
if {ucpkgid,d} are invalid.

Challenge Phase. A submits two equal-length messages M0, M1, and an ac-
cess policy A. B flips a random coin β ∈ {0, 1} and sends to A an encryption
of Mβ under A.

Key Query Phase 2. A further queries as in Key Query Phase 1.
Guess. A submits a guess β′ for β.

For a gid, the related attribute set is defined as

Sgid = {att | AKQ(att, {ucpkgid,d|d ∈ D}, k) is made by A}.

A wins the game if β′ = β under the restriction that there is no Sgid such that
Sgid ∪ (

⋃
kc∈Kc

Ukc) can satisfy the challenge access policy A. The advantage of
A is defined as |Pr[β = β′]− 1/2|.
Definition 1. An MA-CP-ABE system is secure if for all polynomial-time ad-
versary A in the game above, the advantage of A is negligible.

Remarks: We assume that a user with global identifier gid requests for the
central key from each CAd only once, i.e., for each gid there is only one set
of user-central-keys, {ucpkgid,d|d ∈ D}. This is not a restriction, but can help
simplify the system description. Using obscure notations such as ucpkgid,d,t and
Sgid,d,t where t is a time stamp can remove this assumption. In the security
model above, A has the master secret keys {CMSKd|d ∈ Dc}, so the user only
needs to query CKQ(gid, d∗) for getting (ucskgid,d∗ , ucpkgid,d∗), and the user can
generate {(ucskgid,d, ucpkgid,d)|d ∈ Dc} if they are needed for querying AKQ.

3 Background

3.1 Access Policy

Definition 2 (Access Structure [1]). Let {P1, P2, . . . , Pn} be a set of par-
ties. A collection A ⊆ 2{P1,P2,...,Pn} is monotone if ∀ B,C : if B ∈ A and
B ⊆ C then C ∈ A. An access structure (respectively, monotone access struc-
ture) is a collection (respectively, monotone collection) A of non-empty subsets
of {P1, P2, . . . , Pn}, i.e., A ⊆ 2{P1,P2,...,Pn} \ {∅}. The sets in A are called the
authorized sets, and the sets not in A are called the unauthorized sets.

In ABE, the role of the parties is taken by the attributes. Thus, the access
structure A contains the authorized sets of attributes. As of previous work in
ABE, we focus on monotone access structures in this paper. It is shown in [1]
that any monotone access structure can be realized by a linear secret sharing
scheme. Here we use the definition from [1,21].
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Definition 3 (Linear Secret-Sharing Schemes (LSSS) [21]). A secret
sharing scheme Π over a set of parties P is called linear (over Zp) if

1. The shares for each party form a vector over Zp.
2. There exists a matrix A called the share-generating matrix for Π. The matrix

A has l rows and n columns. For i = 1, . . . , l, the ith row of A is labeled by
a party ρ(i)(ρ is a function from {1, . . . , l} to P). When we consider the
column vector v = (s, r2, . . . , rn), where s ∈ Zp is the secret to be shared and
r2, . . . , rn ∈ Zp are randomly chosen, then Av is the vector of l shares of the
secret s according to Π. The share (Av)i belongs to party ρ(i).

It is shown in [1] that every linear secret-sharing scheme according to the above
definition also enjoys the linear reconstruction property, defined as follows: Sup-
pose that Π is an LSSS for access structure A. Let S ∈ A be an authorized set,
and let I ⊂ {1, 2, . . . , l} be defined as I = {i : ρ(i) ∈ S}. There exist constants
{ωi ∈ Zp}i∈I such that if {λi} are valid shares of any secret s according to Π ,
then

∑
i∈I ωiλi = s. Furthermore, these constants {ωi} can be found in time

polynomial in the size of the share-generating matrix A. For any unauthorized
set, no such constants exist. In this paper, we use LSSS matrix (A, ρ) to express
an access policy associated to a ciphertext.

3.2 Number-Theoretic Assumptions

Our MA-CP-ABE system works on composite order bilinear groups [4]. Let
G be the group generator, which takes a security parameter λ and outputs
(p1, p2, p3, G,GT , e) where p1, p2, p3 are distinct primes, G and GT are cyclic
groups of order N = p1p2p3, and e : G ×G → GT is a map such that: (1) (Bi-
linear) ∀g, h ∈ G, a, b ∈ ZN , e(ga, hb) = e(g, h)ab, (2) (Non-Degenerate) ∃g ∈ G
such that e(g, g) has order N in GT . Assume that group operations in G and
GT as well as the bilinear map e are computable in polynomial time with re-
spect to λ. Let Gp1 , Gp2 and Gp3 be the subgroups of order p1, p2 and p3 in G,
respectively. Note that for any hi ∈ Gpi and hj ∈ Gpj where i �= j, e(hi, hj) = 1.

For an element T ∈ G, T can (uniquely) be written as the product of an
element of Gp1 , an element of Gp2 , and an element of Gp3 , and they are referred
to as the “Gp1 part of T ”, “Gp2 part of T ” and “Gp3 part of T ”, respectively.
In the assumptions below, let Gp1p2 and Gp1p3 be the subgroups of order p1p2

and p1p3 in G, respectively. Similarly, an element in Gp1p2 can be written as the
product of an element of Gp1 and an element of Gp2 , and an element in Gp1p3
can be written as the product of an element of Gp1 and an element of Gp3 .

Assumption 1 (Subgroup decision problem for 3 primes). [12] Given a
group generator G, define the following distribution: G = (N = p1p2p3, G,GT , e)
R←− G, g R←− Gp1 , X3

R←− Gp3 , D = (G, g,X3), T1
R←− Gp1p2 , T2

R←− Gp1 . The
advantage of an algorithm A in breaking Assumption 1 is:

Adv1G,A(λ) := |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|.
Definition 4. G satisfies Assumption 1 if Adv1G,A(λ) is a negligible function
of λ for any polynomial time algorithm A.
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Assumption 2. [12] Given G, define the following distribution: G = (N =
p1p2p3, G,GT , e)

R←− G, g,X1
R←− Gp1 , X2, Y2

R←− Gp2 , X3, Y3
R←− Gp3 , D =

(G, g,X1X2, X3, Y2Y3), T1
R←− G, T2

R←− Gp1p3 . The advantage of an algorithm
A in breaking Assumption 2 is:

Adv2G,A(λ) := |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|.
Definition 5. G satisfies Assumption 2 if Adv2G,A(λ) is a negligible function
of λ for any polynomial time algorithm A.

Assumption 3. [12] Given G, define the following distribution: G = (N =
p1p2p3, G,GT , e)

R←− G, α, s R←− ZN , g R←− Gp1 , X2, Y2, Z2
R←− Gp2 , X3

R←−
Gp3 , D = (G, g, gαX2, X3, g

sY2, Z2), T1 = e(g, g)αs, T2
R←− GT . The advantage

of an algorithm A in breaking Assumption 3 is:

Adv3G,A(λ) := |Pr[A(D,T1) = 1]− Pr[A(D,T2) = 1]|.
Definition 6. G satisfies Assumption 3 if Adv3G,A(λ) is a negligible function
of λ for any polynomial time algorithm A.

4 Our Multi-authority CP-ABE

4.1 Outline

Before describing our construction of MA-CP-ABE, we briefly review the CP-
ABE scheme of [11] below, and then outline the ideas behind our construction.

Setup(λ, U) → (PK,MSK). Let G be a bilinear group of order N = p1p2p3,
and Gpi be the subgroup of order pi in G. Randomly choose α, a ∈ ZN and
g ∈ Gp1 . For each attribute att ∈ U , randomly choose satt ∈ ZN . Let X3 be a
generator of Gp3 . The public parameters are PK = (N, g, ga, e(g, g)α, Tatt =
gsatt ∀att ∈ U), and the master secret key is MSK = (α,X3).

KeyGen(MSK, S,PK)→ SK. The algorithm randomly chooses r ∈ ZN , R0, R
′
0 ∈

Gp3 , and for each att ∈ S it randomly picks Ratt ∈ Gp3 . The secret key is:
K = gαgarR0, L = grR′

0, Katt = T rattRatt ∀att ∈ S.
Encrypt((A, ρ),PK,M) → CT . A is an l × n matrix and ρ maps each row
Ax of A to an attribute ρ(x). The algorithm chooses a random vector v =
(s, v2, . . . , vn) ∈ Z

n
N , and for each row Ax of A, it randomly picks rx ∈ ZN .

The ciphertext is: 〈C = M · e(g, g)αs, C′ = gs, Cx = gaAx·vT−rx

ρ(x) , C
′
x =

grx ∀x ∈ {1, 2, . . . , l}〉 along with (A, ρ).
Decrypt(CT,PK, SK) → M . The algorithm computes constants ωx ∈ ZN such

that
∑

ρ(x)∈S ωxAx = (1, 0, . . . , 0), then

e(C′,K)
/ ∏

ρ(x)∈S

(
e(Cx, L) · e(C′

x,Kρ(x))
)ωx = e(g, g)αs.

Then M can be recovered as C/e(g, g)αs.

Now we outline the ideas used in our construction of MA-CP-ABE. We start
with building a one-CA-multi-AA system.
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One Central Authority and Multiple Attribute Authorities. In the Key-
Gen algorithm of the underlying CP-ABE system, K and L are uncorrelated to
any attributes, and ∀att ∈ S

Katt = T rattRatt

= (gsatt)rRatt = (gr)sattRatt = (LR′−1
0 )sattRatt = LsattR′−satt

0 Ratt

= LsattR′
att

i.e., Katt can be computed from L and satt without knowing the value of r. We
can get a one-CA-multi-AA system as shown in Fig. 2, where different attribute
authorities manage different domains of attributes and a central authority holds
the master secret key and generates K and L for users.

While the L is submitted to AAs by the users, the malicious users may launch
a collusion attack by submitting the same L. e.g., LBob = LTom will allow them
put their attribute keys together to decrypt some ciphertexts that they are not
authorized to. To defend against this attack, the AAs should verify whether the L
is really issued by the CA to the corresponding user. A signature scheme, which
is existentially unforgeable under adaptive chosen message attacks (UF-CMA)
[8] can be introduced, that is, an adversary cannot generate a valid signature
for a new message. Müller, Katzenbeisser, and Eckert [15,16] proposed a similar
construction based on Waters’ CP-ABE [21]. Their system is selectively secure
with non-adaptive key query and the collusion attack above is not considered.

Using signature scheme in multi-authority CP-ABE system was also discussed
by Lewko and Waters [13], in a way that, the AAs certify users’ identities and
their attributes, and a CA issues attribute keys to users according to their
identity-attribute certificates. As they mentioned, the CA is demanding as all
attribute keys are issued by the CA. Also, the CA will know all the attributes
of each user.

Multiple Central Authorities and Multiple Attribute Authorities. In
the above one-CA-multi-AA system, the CA can decrypt all ciphertexts because
it holds the master secret key α. We use a (D,D) threshold policy to distribute
the master secret key toD central authorities to get a multi-CA-multi-AA system
as shown in Figure 3. Each central authority (CAd) publishes a e(g, g)αd and
holds the αd secretly. The encryptor masks M by

∏
e(g, g)αds. A user gid with

attribute set Sgid will visit each CAd to get (Kgid,d, Lgid,d), and then submit
{Lgid,d | d ∈ D} to related {AAk} where Sgid ∩ Uk �= ∅. For any attribute
att ∈ Sgid ∩ Uk, AAk will generate Katt,gid,d from Lgid,d for each d ∈ D, and
issue {Katt,gid,1, . . . ,Katt,gid,D} to gid.

However, this is insecure when some CAs are corrupted, e.g., two malicious
users, Bob and Tom, corrupt CA1. Assume a1 ∈ STom, a2 /∈ STom, a2 ∈ SBob.
Normally Tom should not get Ka2,Tom,D to reconstruct e(g, g)αDs for a cipher-
text associated with policy (a1 AND a2). But Bob can make LBob,1 = LTom,D
because he controls CA1, then submits (a2, LBob,1) to AAK , and AAK will
use LBob,1(actually, LTom,D) to generate Ka2,Bob,1 for “Bob”, which is actually
Ka2,Tom,D for Tom.
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User

Fig. 2. One-CA-Multi-AA

User

Fig. 3. Multi-CA-Multi-AA

Our solution is to have AAk check if CAd has honestly generated Lgid,d.
In our construction, when CAd generates a Lgid,d = grR′, it must generate
Γgid,d,k = V rk,dR for each k ∈ K for showing the knowledge of r. This idea is
also borrowed from the underlying CP-ABE scheme. In particular, given (L =
grR′

0, Katt = T rattRatt ∀att ∈ S) and Tatt′ where att′ /∈ S, an attacker cannot
construct Katt′ = T ratt′Ratt′ .

4.2 Construction

GlobalSetup(λ) → (GPK). Let G be a bilinear group of order N = p1p2p3 (3
distinct primes), and Gpi be the subgroup of order pi in G. The algorithm
randomly chooses g, h ∈ Gp1 . Let X3 be a generator of Gp3 .
The global public parameter is published as GPK = (N, g, h,X3, Σsign),
where Σsign = (KeyGen, Sign,Verify) is the description of an UF-CMA secure
signature scheme.

CASetup(GPK, d) → (CPKd,CAPKd,CMSKd). CAd runs the KeyGen algorithm
of Σsign to generate sign key pair (SignKeyd,VerifyKeyd), and chooses a ran-
dom exponent αd ∈ ZN .
CAd publishes its public parameter CPKd = e(g, g)αd ,CAPKd = VerifyKeyd.
CAd sets its master secret key CMSKd = (αd, SignKeyd).

AASetup(GPK, k, Uk) → (APKk,ACPKk,AMSKk). For each att ∈ Uk, AAk ran-
domly chooses satt ∈ ZN and sets Tatt = gsatt . For each d ∈ D, AAk ran-
domly chooses vk,d ∈ ZN and sets Vk,d = gvk,d .
AAk publishes its public parameter APKk = {Tatt|att ∈ Uk},ACPKk =
{Vk,d|d ∈ D}.
AAk sets its master secret key AMSKk = ({satt|att ∈ Uk}, {vk,d|d ∈ D}).

Encrypt(M,A = (A, ρ),GPK, {CPKd|d ∈ D}, {APKk})→ CT . M is the message
to be encrypted, A is the access policy which is expressed by an LSSS matrix
(A, ρ), where A is an l×nmatrix and ρmaps each rowAx of A to an attribute
ρ(x). Here it is required that ρ will not map two different rows to a same
attribute.



Fully Secure Multi-authority Ciphertext-Policy ABE w/o ROs 289

The algorithm chooses a random vector v = (s, v2, . . . , vn) ∈ Z
n
N , and for

each x ∈ {1, 2, . . . l}, it randomly picks rx ∈ ZN . Let Ax · v be the inner
product of the xth row of A and the vector v. The ciphertext is

C = M ·
D∏

d=1

e(g, g)αd·s, C′ = gs,

{Cx = hAx·vT−rx

ρ(x) , C
′
x = grx | x ∈ {1, 2, . . . l}}

along with the access policy A = (A, ρ).
CKeyGen(gid,GPK, {Vk,d|k ∈ K},CMSKd)→ (ucskgid,d, ucpkgid,d). When a user

submits his gid to CAd to request the user-central-key,CAd randomly chooses
rgid,d ∈ ZN and Rgid,d, R′

gid,d ∈ Gp3 , then sets

ucskgid,d = gαdhrgid,dRgid,d, Lgid,d = grgid,dR′
gid,d.

For k = 1 to K, CAd randomly picks Rgid,d,k ∈ Gp3 and computes

Γgid,d,k = V
rgid,d

k,d Rgid,d,k.

CAd computes σgid,d = Sign(SignKeyd, gid||d||Lgid,d||Γgid,d,1|| . . . ||Γgid,d,K).
Let ucpkgid,d = (gid, d, Lgid,d, {Γgid,d,k | k ∈ K}, σgid,d).

AKeyGen(att, {ucpkgid,d|d ∈ D},GPK, {VerifyKeyd|d ∈ D},AMSKk)→ uaskatt,gid
or ⊥. When a user submits his {ucpkgid,d|d ∈ D} to AAk to request the user-
attribute-key for attribute att ∈ Uk,
1. For d = 1 to D, AAk parses ucpkgid,d into (gid, d, Lgid,d, {Γgid,d,k|k ∈

K}, σgid,d) and checks whether

valid← Verify(VerifyKeyd, gid||d||Lgid,d||Γgid,d,1|| . . . ||Γgid,d,K , σgid,d)
(1)

e(g, Γgid,d,k) = e(Vk,d, Lgid,d) �= 1. (2)

If there is any failure, AAk outputs ⊥ to user to imply the submitted
{ucpkgid,d|d ∈ D} are invalid.

2. For d = 1 to D, AAk randomly picks R′
att,gid,d ∈ Gp3 , and sets

uaskatt,gid,d = (Γgid,d,k)satt/vk,dR′
att,gid,d. (3)

Note that

uaskatt,gid,d = (Γgid,d,k)satt/vk,dR′
att,gid,d

= (V rgid,d

k,d Rgid,d,k)satt/vk,dR′
att,gid,d

= (gvk,d·rgid,dRgid,d,k)satt/vk,dR′
att,gid,d

= T
rgid,d

att (Rgid,d,k)satt/vk,dR′
att,gid,d

As (Rgid,d,k)satt/vk,dR′
att,gid,d is in Gp3 and R′

att,gid,d is randomly chosen,
we can write

uaskatt,gid,d = T
rgid,d

att Ratt,gid,d. (4)
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Without knowing the value of rgid,d, by running (3), AAk can compute
the value as (4).

3. AAk outputs user-attribute-key uaskatt,gid to user where

uaskatt,gid =
D∏

d=1

uaskatt,gid,d =
D∏

d=1

T
rgid,d

att Ratt,gid,d

= T
∑D

d=1 rgid,d

att

D∏

d=1

Ratt,gid,d

= T
∑D

d=1 rgid,d

att Ratt,gid

(5)

Decrypt(CT,GPK, {APKk},DKgid) → M . The ciphertext CT is parsed into
〈C,C′, {Cx, C′

x|x ∈ {1, 2, . . . , l}},A = (A, ρ)〉, and the decryption-key DKgid
is parsed into ({ucskgid,d, ucpkgid,d|d ∈ D}, {uaskatt,gid|att ∈ Sgid}).
The algorithm computes

– ucskgid =
D∏

d=1

ucskgid,d = g
∑D

d=1 αdh
∑D

d=1 rgid,d

D∏

d=1

Rgid,d = gαhrgidRgid,

with α =
∑D

d=1 αd, rgid =
∑D

d=1 rgid,d and Rgid =
D∏

d=1

Rgid,d.

– Lgid =
D∏

d=1

Lgid,d = g
∑D

d=1 rgid,d

D∏

d=1

R′
gid,d = grgidR′

gid,

with R′
gid =

D∏

d=1

R′
gid,d.

Note that ∀att ∈ Sgid, uaskatt,gid = T
∑D

d=1 rgid,d

att Ratt,gid = T
rgid

att Ratt,gid.
If Sgid satisfies the access policy (A, ρ), the algorithm computes constants
ωx ∈ ZN such that

∑
ρ(x)∈Sgid

ωxAx = (1, 0, . . . , 0). Then it computes

e(C′, ucskgid)
/ ∏

ρ(x)∈Sgid

(
e(Cx, Lgid) · e(C′

x, uaskρ(x),gid)
)ωx = e(g, g)αs.

While C = M ·∏D
d=1 e(g, g)

αd·s = M · e(g, g)s
∑ D

d=1 αd = M · e(g, g)sα , M
can be recovered from C

/
e(g, g)αs.

In the above system, it is required that an attribute appears at most once in
an LSSS matrix (A, ρ). This restriction is crucial to the security proof. As in
[11], we call such a system as a One-Use system, and we can use the encoding
technique in [11] to extend our system to a Multi-Use system. In Appendix A,
we analyze the security of the system above.

5 Extensions

5.1 Large Universe Construction

In the construction in Sec.4.2, the size of the public parameters of AAk is linear
in |Uk|. We can modify our scheme to get a large universe construction by using
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a technique similar to that in [10]. For each AAk, let nk denote the maximum
size of the set Sgid ∩ Uk for any user gid. In addition, we let H : {0, 1}∗ → ZN

be a collision-resistant hash function so that we can use arbitrary strings as
attributes, and let ψ : U �→ K be a function that maps an attribute to the index
of the corresponding attribute authority. The AASetup(GPK, k, Uk) algorithm is
modified to

AASetup(GPK, k, nk)
AAk chooses nk + 1 random exponents ak,0, ak,1, . . . , ak,nk

∈ ZN and sets
Fk,i = gak,i(i = 0, 1, . . . , nk).
For each d ∈ D, AAk randomly chooses vk,d ∈ ZN and sets Vk,d = gvk,d .
AAk publishes its public parameter APKk = {Fk,i | i = 0, 1, . . . , nk},ACPKk
= {Vk,d | d ∈ D}.
AAk sets its master secret key AMSKk = ({ak,i | i = 0, 1, . . . , nk}, {vk,d | d ∈
D}).

Let qk(x) =
nk∑

i=0

ak,ix
i, Fk(x) = gqk(x) =

nk∏

i=0

(Fk,i)x
i

, and for any att ∈ {0, 1}∗,
satt = qψ(att)(H(att)), Tatt = Fψ(att)(H(att)). Then Tatt = gsatt . Note that for
any att ∈ {0, 1}∗, the encryptor can compute Tatt from public parameters, and
the corresponding AAk can compute satt from its master secret key.

5.2 Improving Performance and Robustness

In the construction in Sec.4.2, the trust on each central authority is minimized
so that the central authorities could not decrypt any ciphertext unless all central
authorities are involved. However, the robustness of the system is limited. Each
central authority must remain active because a user must obtain his user-central-
keys from each central authority. A threshold policy will be an effective way to
balance the trust on each central authority and the robustness of the system.

The Setup phase is executed by a trusted party. The trusted party chooses a
random α ∈ ZN and determines a threshold policy (D,Δ) where 1 < D ≤ Δ,
then generates Δ shares α1, α2, . . . , αΔ. αd is securely distributed to CAd to be
its master secret key. The trusted party publishes e(g, g)α and (D,Δ) to global
public parameters, and then discards α.

In such a system, the encryptor will mask plaintext M with e(g, g)αs. A user
needs to visit any D central authorities to obtain his user-central-keys so that
he can get his decryption-key.

Only when D central authorities are involved, they can decrypt a ciphetext.
The system will work until more than Δ − D central authorities fail. When
D = Δ, it is the system proposed in Sec.4.2.

The detail of such a system will be presented in the full version.

6 Comparison

In Table 2, we compare the single-authority CP-ABE in [11], the multi-authority
CP-ABE in [13] and our MA-CP-ABE system. In the table, l is the number of
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Table 2. Comparison

CP-ABE MA-CP-ABE Our
Scheme in [11] Scheme in [13] MA-CP-ABE

Standard Model
√ × √

Multi-Authority × √ √
Prevent Decryption × Partially

√
by Individual Authorities

Size of Ciphertext 2l + 2 3l + 1 2l + 2

Size of SK |S| + 2 |S| |S| + D(K + 2)

Pairing computation 2|I | + 1 2|I | 2|I | + 1
of decryption

Size of PK |U | + 3 2|U | |U | + 3 + D

Large Universe
√ × √

Construction

rows of the LSSS matrix (A, ρ), S is the attribute set of the secret key, |I| is
the number of rows of (A, ρ) that are used in the decryption, U is the attribute
universe, D is the number of CAs, and K is the number of AAs. All the three
systems are fully secure, and realize any LSSS access structure.

In [11], the authority can decrypt all ciphertexts; in [13], no authority can
decrypt all ciphertexts, but each authority can independently decrypt some ci-
phertexts; in our MA-CP-ABE scheme, no authority can independently decrypt
any ciphertext. While the user and the encryptor will not use the public param-
eters CAPKd and ACPKk, we do not count them in the size of PK. The total size
of these keys is D +D ·K. The size of PK of our system shown in the table is
that of the construction in Sec.4.2. For the large universe construction in Sec.5.1,
the size of PK is

∑K
k=1(nk + 1) + 3 +D which is not related to the size of U .

It is worth noticing that introducing multiple CAs is to prevent some CAs from
decrypting ciphertexts. Hence D could be a small value.

7 Conclusion

In this work, we constructed a multi-authority CP-ABE scheme where different
domains of attributes are managed by different attribute authorities and no au-
thority can independently decrypt any ciphertext. The proposed system is proved
fully secure in the standard model, realizes any monotone access structure, and
has almost same efficiency as the underlying CP-ABE scheme. In addition, the
proposed system can be extended to support large attribute universe.

References

1. Beimel, A.: Secure Schemes for Secret Sharing and Key Distribution. Ph.D. thesis,
Israel Institute of Technology, Technion, Haifa, Israel (1996)

2. Bethencourt, J., Sahai, A., Waters, B.: Ciphertext-policy attribute-based encryp-
tion. In: IEEE Symposium on Security and Privacy, pp. 321–334. IEEE Computer
Society, Los Alamitos (2007)



Fully Secure Multi-authority Ciphertext-Policy ABE w/o ROs 293

3. Boneh, D., Franklin, M.K.: Identity-based encryption from the weil pairing. In:
Kilian, J. (ed.) CRYPTO 2001. LNCS, vol. 2139, pp. 213–229. Springer, Heidelberg
(2001)

4. Boneh, D., Goh, E.-J., Nissim, K.: Evaluating 2-DNF formulas on ciphertexts. In:
Kilian, J. (ed.) TCC 2005. LNCS, vol. 3378, pp. 325–341. Springer, Heidelberg
(2005)

5. Chase, M.: Multi-authority attribute based encryption. In: Vadhan, S.P. (ed.) TCC
2007. LNCS, vol. 4392, pp. 515–534. Springer, Heidelberg (2007)

6. Chase, M., Chow, S.S.M.: Improving privacy and security in multi-authority
attribute-based encryption. In: Al-Shaer, E., Jha, S., Keromytis, A.D. (eds.) ACM
Conference on Computer and Communications Security, pp. 121–130. ACM, New
York (2009)

7. Cheung, L., Newport, C.C.: Provably secure ciphertext policy abe. In: Ning, P.,
di Vimercati, S.D.C., Syverson, P.F. (eds.) ACM Conference on Computer and
Communications Security, pp. 456–465. ACM, New York (2007)

8. Goldwasser, S., Micali, S., Rivest, R.L.: A digital signature scheme secure against
adaptive chosen-message attacks. SIAM J. Comput. 17(2), 281–308 (1988)

9. Goyal, V., Jain, A., Pandey, O., Sahai, A.: Bounded Ciphertext Policy Attribute
Based Encryption. In: Aceto, L., Damg̊ard, I., Goldberg, L.A., Halldórsson, M.M.,
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A Security Analysis

Let Π denote the main construction, we modify Π to Π ′ as follows.

– In the AKeyGen algorithm, it outputs uaskatt,gid = {uaskatt,gid,d|d ∈ D}
rather than uaskatt,gid =

∏D
d=1 uaskatt,gid,d. i.e., gid’s decryption-key is

DKgid =({ucskgid,d, ucpkgid,d|d ∈ D}, {uaskatt,gid | att ∈ Sgid})
=({ucskgid,d, ucpkgid,d|d ∈ D}, {{uaskatt,gid,d|d ∈ D}|att ∈ Sgid})
=({ucskgid,d, ucpkgid,d|d ∈ D}, {{uaskatt,gid,d|att ∈ Sgid}|d ∈ D})
={(ucskgid,d, ucpkgid,d, {uaskatt,gid,d|att ∈ Sgid})|d ∈ D}
={uskgid,d|d ∈ D}

where uskgid,d = (ucskgid,d, ucpkgid,d, {uaskatt,gid,d|att ∈ Sgid}) is called gid’s
user-key related to d.

– In the Decrypt algorithm,
1. For d = 1 to D, the algorithm uses uskgid,d to reconstruct e(g, g)αds:

e(C′, ucskgid,d)
/ ∏

ρ(x)∈Sgid

(
e(Cx, Lgid,d) · e(C′

x, uaskρ(x),gid,d)
)ωx = e(g, g)αds.

(6)
2. The algorithm recovers M by

M = C
/ D∏

d=1

e(g, g)αds. (7)

Note that the user and the attacker will get more information in Π ′, the security
of Π ′ will imply the security of Π . We show the security of Π ′ in the following.

In the security model, CAd∗ is the only uncorrupted central authority and
no Sgid ∪ (

⋃
kc∈Kc

Ukc) can satisfy the challenge access policy. It means that the
adversary could not request keys to form a uskgid,d∗ to reconstruct e(g, g)αd∗s.
In our proof, the challenger will respond the adversary as in real attack for all
key queries related to d �= d∗. On the key queries related to d∗, we use the proof
technique of [11] to provide the answers.
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Before we give our proof, we need to define two additional structures: semi-
functional ciphertexts and keys. We choose random values zatt ∈ ZN associated
to the attributes.

Semi-functional Ciphertext. A semi-functional ciphertext is formed as fol-
lows. Let g2 denote a generator of Gp2 and c a random exponent modulo N .
Besides the random vector v = (s, v2, . . . , vn) and the random values {rx|x ∈
{1, 2, . . . , l}}, we also choose a random vector u = (u1, u2, . . . , un) ∈ Z

n
N and

random values {γx ∈ ZN |x ∈ {1, 2, . . . , l}}. Then:

C′ = gsgc2, {Cx = hAx·vT−rx

ρ(x)g
Axu+γxzρ(x)
2 , C′

x = grxg−γx

2 | x ∈ {1, 2, . . . , l}}.

Semi-functional Key. For a gid, a semi-functional user-key uskgid,d∗ will take

on one of two forms. Exponents rgid,d∗ , δ, b ∈ ZN , {wk,d∗ ∈ ZN |k ∈ K}, and ele-
ments Rgid,d∗ , R′

gid,d∗ ∈ Gp3 , {Ratt,gid,d∗ ∈ Gp3 |att ∈ Sgid}, {Rgid,d∗,k ∈ Gp3 |k ∈
K} are chosen randomly.

– Type 1:
The user-central-key (ucskgid,d∗ , ucpkgid,d∗) is formed as

ucskgid,d∗ = gαd∗hrgid,d∗Rgid,d∗g
δ
2, Lgid,d∗ = grgid,d∗R′

gid,d∗g
b
2,

Γgid,d∗,k = V
rgid,d∗
k,d∗ Rgid,d∗,kg

bwk,d∗
2 (k = 1, 2, . . .K),

σgid,d∗ = Sign(SignKeyd∗ , gid||d∗||Lgid,d∗ ||Γgid,d∗,1|| . . . ||Γgid,d∗,K),
ucpkgid,d∗ = (gid, d∗, Lgid,d∗ , {Γgid,d∗,k|k ∈ K}, σgid,d∗).

∀att ∈ Sgid, the derived uaskatt,gid,d∗ is formed as

uaskatt,gid,d∗ = T
rgid,d∗
att Ratt,gid,d∗g

bzatt
2 .

– Type 2:
The user-central-key (ucskgid,d∗ , ucpkgid,d∗) is formed as

ucskgid,d∗ = gαd∗hrgid,d∗Rgid,d∗g
δ
2, Lgid,d∗ = grgid,d∗R′

gid,d∗ ,

Γgid,d∗,k = V
rgid,d∗
k,d∗ Rgid,d∗,k(k = 1, 2, . . .K),

σgid,d∗ = Sign(SignKeyd∗ , gid||d∗||Lgid,d∗ ||Γgid,d∗,1|| . . . ||Γgid,d∗,K),
ucpkgid,d∗ = (gid, d∗, Lgid,d∗ , {Γgid,d∗,k|k ∈ K}, σgid,d∗).

∀att ∈ Sgid, the derived uaskatt,gid,d∗ is formed as

uaskatt,gid,d∗ = T
rgid,d∗
att Ratt,gid,d∗ .

Note that both the semi-functional user-keys of type 1 and type 2 satisfy (1)
and (2), and that type 2 is a special case of type 1 with b = 0.

When a normal uskgid,d∗ and a semi-functional ciphertext, or a semi-functional
uskgid,d∗ and a normal ciphertext, are used in computation (6), e(g, g)αd∗s is got,
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and this value could be used in the computation (7). When a semi-functional
uskgid,d∗ and a semi-functional ciphertext are used in computation (6), e(g, g)αd∗s·
e(g2, g2)cδ−bu1 is got. The additional term e(g2, g2)cδ−bu1 will hinder the compu-
tation (7). We call a semi-functional user-key of type 1 nominally semi-functional
if cδ − bu1 = 0.

The security of Π ′ relies on Assumptions 1, 2, 3. We use a hybrid argu-
ment over a sequence of games. The first game GameReal is the real security
game. In the final game GameFinal, all user-keys related d∗, {uskgid,d∗}, are
semi-functional of type 2 and the ciphertext is a semi-functional encryption of a
random message, independent of the two messages provided by A.

GameReal. The challenge ciphertext is normal. All CKQs are answered with
normal user-central-key. All AKQs are answered with user-attribute-key gen-
erated by running the normal AKeyGen algorithm.

Game0. The challenge ciphertext is semi-functional. All CKQs are answered
with normal user-central-key. All AKQs are answered with user-attribute-key
generated by running the normal AKeyGen algorithm.

Let q denote the number of CKQ made by A. For j from 1 to q, we consider the
following games:

Gamej,1. In this game, the challenge ciphertext is semi-functional. The first
j−1 CKQs are answered with semi-functional user-central-key of type 2; the
jth CKQ is answered with semi-functional user-central-key of type 1; and the
remaining CKQs are answered with normal user-central-key. All AKQs are
answered with user-attribute-key generated by running the normal AKeyGen
algorithm.

Gamej,2. In this game, the challenge ciphertext is semi-functional. The first
j−1 CKQs are answered with semi-functional user-central-key of type 2; the
jth CKQ is answered with semi-functional user-central-key of type 2; and the
remaining CKQs are answered with normal user-central-key. All AKQs are
answered with user-attribute-key generated by running the normal AKeyGen
algorithm.

GameFinal. In this game, the challenge ciphertext is a semi-functional encryp-
tion of a random message, independent of the two messages provided by the
adversary. All CKQs are answered with semi-functional user-central-key of
type 2. All AKQs are answered with user-attribute-key generated by running
the normal AKeyGen algorithm.

Note that in all the games, all AKQs are answered with user-attribute-key
generated by running normal AKeyGen algorithm. In the proofs, we will show
that the derived uaskatt,gid,d∗ is decided by the corresponding user-central-key
(ucskgid,d∗ , ucpkgid,d∗), i.e., if (ucskgid,d∗ , ucpkgid,d∗) is semi-functional of type 1
(respectively, type 2), then the derived uaskatt,gid,d∗ is also semi-functional of
type 1 (respectively, type 2). Consequently, uskgid,d∗ is decided by the corre-
sponding (ucskgid,d∗ , ucpkgid,d∗) as well. Note that in Game0 all user-central-
keys related to d∗ are normal and in Gameq,2 all user-central-keys related to
d∗ are semi-functional of type 2. It means that in Game0 all user-keys uskgid,d∗
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Fig. 4. Indistinguishable games. L1 denotes Lemma 1, and so on.

are normal and in Gameq,2 all user-keys uskgid,d∗ are semi-functional of type
2. We show these games are indistinguishable in the following four lemmas (see
Fig. 4), the proofs of which will appear in the full version.

Lemma 1. Given a UF-CMA signature scheme Σsign, suppose there exists a
poly-time algorithm A such that GameRealAdvA − Game0AdvA = ε. We can
construct a poly-time algorithm B with advantage ε in breaking Assumption 1.

Lemma 2. Use Game0,2 to denote Game0. Given a UF-CMA signature scheme
Σsign, suppose there exists a poly-time algorithm A such that Gamej−1,2AdvA−
Gamej,1AdvA = ε. We can construct a poly-time algorithm B with advantage
negligibly close to ε in breaking Assumption 2.

Lemma 3. Given a UF-CMA signature scheme Σsign, suppose there exists a
poly-time algorithm A such that Gamej,1AdvA −Gamej,2AdvA = ε. We can
construct a poly-time algorithm B with advantage ε in breaking Assumption 2.

Lemma 4. Given a UF-CMA signature scheme Σsign, suppose there exists a
poly-time algorithm A such that Gameq,2AdvA −GameFinalAdvA = ε. We can
construct a poly-time algorithm B with advantage ε

D in breaking Assumption 3.

Theorem 1. If the signature scheme Σsign is UF-CMA secure and Assumptions
1, 2, and 3 hold, then our MA-CP-ABE scheme is secure.

Proof. If Assumptions 1, 2 and 3 hold, and the signature scheme Σsign is UF-
CMA secure, then we have shown by the previous lemmas that the real security
game is indistinguishable from GameFinal, in which the value of β is information-
theoretically hidden from the adversary. Hence the adversary can not attain a
non-negligible advantage in breaking Π ′, which implies the adversary can not
attain a non-negligible advantage in breaking our MA-CP-ABE scheme Π . ��
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