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Abstract

We introduce a new cryptographic primitive which is the signature analogue of fuzzy
identity based encryption(IBE). We call it fuzzy identity based signature(IBS). It
possesses similar error-tolerance property as fuzzy IBE that allows a user with the
private key for identity w to decrypt a ciphertext encrypted for identity w’ if and
only if w and w’ are within a certain distance judged by some metric. A fuzzy IBS is
useful whenever we need to allow the user to issue signature on behalf of the group
that has certain attributes. Fuzzy IBS can also be applied to biometric identity
based signature. To our best knowledge, this primitive was never considered in the
identity based signature before.

We give the definition and security model of the new primitive and present the
first practical implementation based on Sahai-Waters construction[6] and the two
level hierarchical signature of Boyen and Waters[9]. We prove that our scheme is
existentially unforgeable against adaptively chosen message attack without random
oracles.

Key words: fuzzy, identity based signature, biometric, attribute based signature,
unforgeable

1 Introduction

The concept of fuzzy identity based encryption(IBE) was introduced by Sahai
and Waters [6] and further developed in a line of works, e.g., [1,3,5]. In a
nutshell a fuzzy identity based encryption allows a user with the private key
for identity w to decrypt a ciphertext encrypted for identity w’ if and only if
w and ' are within a certain distance judged by some metric.
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In this paper we introduce a novel cryptographic primitive that is the signature
analogue of a fuzzy identity based encryption, we call it fuzzy identity based
signature. A fuzzy identity based signature(IBS) allows a user with identity
w to issue a signature which could be verified with identity ' if and only
if w and W’ are within a certain distance judged by some metric. Fuzzy IBS
can be directly applied to identity based signature system that uses biometric
identities. Another interesting application is attribute based signature. In this
application, a user can issue a signature on behalf of the group that has a
certain set of attributes. For example, an I'T company might want a C++
senior programmer whose age is above 50 to sign the technical report. In
this scenario, it will sign to the identity { “C++",“senior programmer”, “above
50”}. Any user who has an identity that contains all of these attributes could
issue the signature.

1.1  Our contribution.

In this paper, we first contribute the definition, formalization, and security
model of fuzzy identity based signature. We then construct a practical fuzzy
identity based signature based on Sahai-Waters construction[6]. We prove that
our scheme is existentially unforgeable against adaptively chosen message at-
tack as defined in section 3.2 without random oracles. To our best knowledge,
there is no fuzzy identity based signature scheme that has been formally pre-
sented before.

2 Preliminaries

2.1 Bilinear Pairings and Assumptions

Let us consider two multiplicative group G and G of the same prime order p.
A bilinear pairing is a map e :G x G — G with the following properties|2]:
1. Bilinear: e(u®,v*) = e(u,v)®, where u,v € G, and a,b € z

2. Non-degeneracy: there exists u € G and v € G such that e(u,v) # 1

3. Computability: It is efficient to compute e(u,v) for all u,v € G



2.2 Computational Diffie-Hellman(DH) Assumption

We briefly review the Computational Diffie-Hellman(DH) Assumption. We
refer the reader to previous literature[2,4] for more details.

The challenger chooses a,b € Z, at random and outputs (g, A = g%, B = ¢°).
The adversary then attempts to output g* € G. An adversary, B, has at least
an € advantage if

Pr(B(g, g%, 9") = g"] > €

where the probability is over the randomly chosen a,b and the random bits
consumed by B.

Definition 1 The computational (t,e) — DH assumption holds if no t-time
adversary has at least € advantage in solving the above game.

2.8 Threshold Secret Sharing Schemes

Secret sharing schemes were introduced by Shamir[7]. A (n,t) threshold secret
sharing scheme distributes a secret s among a set of players P = {Ry, .., R, }
of n players by a dealer. Each player R; will privately receive s; as a share
of the secret by the dealer. Then, those subsets with at least ¢ players could
recover the secret, while other subsets containing less than ¢ players couldn’t
gain any information about the secret.

Shamir’s solution|7] uses polynomial interpolation. Let GF'(q) be a finite field
with ¢ > n elements, and let s € GF(q) be the secret to be shared. The dealer
randomly picks a polynomial f(z) of degree ¢t — 1, and the constant of f(z) is
s. So f(z) has the form f(x) = s+ 'Z} aja’.

If we assign every player R; with a unique field element «;. Then the dealer
sends the secret share s; = f(«;) to R; through a private channel. Now if the
set of players S C P such that |S| > ¢, then they could recover the secret
s = f(0) by using the following formula:

where
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On the other hand, it can be proved that if the subset B C P such that |B| < ¢
couldn’t get any information about the polynomial f(x).

3 Definitions

3.1 Fuzzy Identity Based Signature

The generic fuzzy identity based signature(FIBS) scheme consists of the fol-

lowing algorithms.

Setup(1%): The Setup algorithm is a probabilistic algorithm that takes as
input a security parameter 1*. It generates the master key mk and public
parameters params which contains an error tolerance parameter d. Note
that params is made public and mk is kept secret.

Extract(msk, ID): The Private Key Extraction algorithm is a probabilistic
algorithm that takes as input the master key mk and an identity ID. It
outputs a private key associate with I D, denoted by D;p.

Sign(params, Drp, M ): The signing algorithm is a probabilistic algorithm
that takes as input the public parameters params, a private key D;p asso-
ciated with ID and a message M. It outputs the signature o.
Verify(params, ID', M, o): The verification algorithm is a deterministic al-
gorithm that takes as input the public parameters params, an identity D’
such that |[ID'NID| > d, the message M and the corresponding signature
o. It returns a bit b, where b = 1 means that the signature is valid.

3.2 Security Model.

Definition 2 (UF-FIBS-CMA). Let A be an adversary assumed to be a prob-
abilistic Turing machine taking as input a security parameter k. Consider the

following game in which A interacts with a challenger C.

o Setup The challenger C runs the setup phase of the algorithm and tells the
adversary A the public parameters.



e Phase 1 A issues private key queries and signature queries for any identi-
ties ; adaptively.

e Phase 2 A declares the target identity o, where |a N ;| < d for all ; got
from Phase 1.

e Phase 3 A issues private key queries for many identities vy;, where |y;Na| <
d for all j. A issues signature queries for any identities.

e Phase 4 A outputs (o, M, 7), where ¢ is a’s valid signature on the message
M and A does not make a signature query on (M,&) for identity « .

We define A’s success probability by

SuccgfgngS_CMA(k) = Pr[Verify(a, M,5] =1

The fuzzy identity based signature scheme FIBS is said to be UF-FIBS-CMA

secure if SuccgfggiBS_CMA(k;) 18 negligible in the security parameter k.

4 Fuzzy Identity Based Signature Scheme

Our scheme is extended from the two level hierarchical signature presented by
Boyen and Waters|9].

The description that follows assumes that groups G and G of prime order p
such that a bilinear pairing e : G x G — Gy can be constructed, and g is a
generator of G.

Identities will be sets of n elements of Z;. We use the definition of Lagrange
coeflicient A; () as in section 2.3.

Setup(n,d) To setup the system, first, choose g1 = ¢¥, go € G. Next, choose
t1, ..., tns1 uniformly at random from G. Let N be the set {1,...,n+ 1} and we
define a function, T, as:

n+1
" Ai, xT
T(z) = g8" [[ 7.

i=1

Next, select a random integer 2" € Z,, and a random vector 2’ = (21, ...2,,) € Zj'
The public parameters of the system and the master key is given by,
PP = (glﬂ g2, t17 D) t’rH-lv v = gz,a

U1 = 9217 vy U = me’A = 6(91;92)) € Gn+m+4 X GT



MK =y.

Extract(PP,MK,w) To generate the private key for the identity w, first
choose a random d — 1 degree polynomial ¢ such as ¢(0) = y, and return
K., = ({Di}icw, {di }ic) € G*, where the elements are constructed as

D; = g3 T ()",
di = giT’
where 7; is a random number from Z, defined for all ¢ € w.
Sign(PP,K,, M) To sign a message represented as a bit string M = (u; - - -

tm) € {0,1}™ for identity w, using private key K, = ({D;}icw, {d; }icw) € G,
select a random s; € Z, for each ¢ in w , and output

S ({ (U HJ 1 j ) i}’iEUM {d‘}’L‘EWJ {g_Si}i€w>
= ({gg() ’ T@) ’ (U HJ 1Y5 ) }iEwu {giri}iEwa {gisi}iew) € ng'
Verify (PP,w’,M,0) To verify a signature S = ({Sy)}iew, {Szi)}iew, {S?EZ biew)

against an identity w’, where |w’' Nw| > d, and a message M = (pu1, ..., lim) €
{0,1}™, choose an arbitrary d—element subset S of w Nw’" and verify that

Ms(e(51”, 9) - oS5, T(0)) - e(S5", v/ TT}L, 0f)) 45
= Ms(e(gd™ - TG - (0TI, v))%, g) - e(g ™™, T(@) - e(g ™, v/ T, vf))2es©
= [s(e(g8?”, 9) - e(T(), g) - (v TIy v))*, 9) - e(g ™, T(3)) - g™, v/ T, v)?) )2

= s e(gd”, 92 = A.

If the equality holds, output valid; otherwise, output invalid.

5 Security proofs

We show security as in Theorem 1, the approach is based on that of [6][9].

Theorem 1 . Let A be an adversary that makes at most | < p signature
queries and produces a successful forgery against our scheme with probability
€ in time t. Then there exists an algorithm B that solves the CDH problem in
Z,, with probability € > €/(4p™nl) in time t ~ t.



Proof. The simulator B is given an instance (g, g%, g°) € G® of the CDH prob-
lem, and must produce ¢*°. The simulation proceeds as follows:

Setup B first selects a random identity a*. Next, B chooses a random k €
{0,...,m}, and random numbers ', x,...,x,, in the interval {0,...,2] — 1}.
It also chooses additional random exponents 2/, z1, ..., 2, € Zyp. It lets gy =
g% g2 = ¢°. It then chooses a random n degree polynomial f(x) and an n
degree polynomial u(z) such that Vo u(z) = —a™ if and only if x € a. B sets

gu( g ¢’ for i from 1 to n—l— 1. Since ¢; is chosen independently at random,

we have T'(i) = g4 Hn+1< DgtiNAin() = gi"*+u@ 7@ The simulator give
the public parameters,

PP = (g7g17927t17 tn+1,'U - gg *2klg2 ) (Uj = g;ngj)jZLA..,my A= e(gl7g2>>

The corresponding master key, MK = a, is unknown to B.

To answer a private key query on identity v that |y N a*| < d, the simulator B
proceeds as follows. We first define three sets I', I, S in the following manner:

I'=~vNa, I"beany set suchas ' CI" C yand |[IY| =d—1, and S = I"U{0}.

Then we define the private key K, for i € IV as: ({D; }ierr = {gé\iT(Z‘)”}ieru {di}ierr =
{9 }ier’), where \;, r; are chosen randomly in Z,. We define d — 1 degree poly-
nomial ¢(z) as q(i) = \;, q(0) =

Next we computes the private key K, for i € v —I" as follows:

—f(i)

NjAj s (@) TFu® (i) F(i) e i
D; = (ngr' g5’ JS())(gl D (gt ()gf()) )A0,5()

& = (g7 griydost,

Since i ¢ «, " + u(i) will be none-zero. We claim that such construetion is a
valid response to this private key query. To see this, let r; = (r;—= +u( ))AO s(1).



Then we have that,

AjAjs(4)

= (TTjer g3750) (g0 (g5 740 g0 2050
*‘lf(i) 4w i r'/ i
g7 Tul) (92 +u( )gf( )) i )AO,S( )

g8 (gh 9 gF ) i (' +O g 10y Ba s

FHosww sl . r___a _ )
di — 1 + <)gri)AO,S(7‘) — (grl 7,n+u(7,))A0,S(Z)'

It shows that D,,d; have the correct distribution. To answer the signature
query on identity v that |y N o*| < d, B uses K, to create a signature on A
exactly as in the actual scheme, and outputs the result.

To answer the signature query on identity o* for some M = (uy - - - i), we
define F' = =2kl + 2" + UL, vy and J = 2" + 300, zjp;. If F' = 0(mod p),
the simulator aborts. Otherwise, B selects a random set A such that A C o*
and |A| = d — 1 and define g9) = ¢* for i € A where X, is chosen randomly
in Z,. Then it computes g = ([]9Z] §iBaer D) gadoar(d) for § € o — A, B
picks random r;, s; for ¢ € a* and computes,

For §; = s; — ¢/(i)/F, we have that,

S = (g @) IIE gir (g7 giysi = (g8 @)~ I/E gFOri gd DI/F g O (] g B ysi=d OF
= g1 WglOri(g7gF)5 = g DT () O (0! [T, o)
SU) — (gl OVF g=si — (gt D)1/F g=dO/F g=5i — g5,

It shows that Sfi), Séi), Sgi) have the correct distribution.



Eventually, A outputs a valid forgery S* = ({5 }ica, {95 Vica, {5 Vica)
on M* where M* = (ui---puk,) € {0,1}™ for identity a. Let F* = —2kl+ 2’ +
Sty wypu; and J* = 2"+ 3Lz If o # o or if F* # 0(mod p), B aborts.
Otherwise, the forgery must be the following form, for some 7}, s € Z,,

517 = g OT ()T 0/ T ) = g Vg0
Sy =g
Sgi) - g_s:.

We select a random set A’ such that A’ C a and |[A’| = d, and computes as
follows,

St = Thiew (S17)2e) = Thien (g5 VT (1) 07 (0TI 0 e 00)

= Micwr (ngi,a(i)q*(i)gam(i)f(i)r;gAi,a(i)J*s;) = go e (gaw(i)f(i)r;gAi,a(i)J*s;)
Sy = HieA,(Séi))Ai,a(i)f(i) = [Liepr g~ D@10
S = HieA’(S?()i))Ai’a(i) = [Liepr g~ 250,

B could solve the CDH instance by outputting S5 - S5 - (S3)7 = g*.
Prlthe simulation not aborting]

= Prla = a*] - Pr[F # 0(mod p)| - Pr[F* = 0(mod p)]

_ 1 1 1 1
= (L=9) 20 < -

1

€ > ¢ - Prlthe simulation not aborting] > € - ;.
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7 Conclusion

In this paper, we first contribute the definition, formalization, and security
model of fuzzy identity based signature. We then construct a practical fuzzy
identity based signature based on Sahai-Waters construction[6] and the two
level hierarchical signature of Boyen and Waters[9]. Finally, We prove that our
scheme is existentially unforgeable against adaptively chosen message attack
as defined in section 3.2 without random oracles by reducing it to the Chosen
Diffie-Hellman assumption.
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