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ABSTRACT

This paper undertakes to explore the perceptions of academics regarding information sharing on 
social network sites (SNS) and related privacy issues. Specifically, the paper was designed targeting 
academics using SNS to disseminate information and/or for other academic purposes. The paper is 
based on a mixed method research, the exploratory stage consequential for the confirmatory stage 
of the research. The findings of the research highly the complex relationships between personal 
information collection and usage (PICU) factors, personal information control (PIC) factors, and 
awareness of the effectiveness of privacy policy (AEPP) factors. This culminates in the formulation 
of a research model based on the theory of reasoned action. Given that the research took place within 
a context where gender is significant in shaping the worldview of the individual, groups, and society, 
the paper also seeks to contribute to the existing gender-based narrative on information sharing and 
privacy issues on SNS, mainly demystifying gender-based stereotypes.
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INTRoDUCTIoN

Often referred to as the ‘new norm’, academics across disciplines have resorted to the use of SNS 
in order to disseminate information and for information sharing in recent years. This ‘new norm’ 
of information sharing has challenged traditional modes and methods of information sharing in the 
academic realm for a number of reasons, not least its methods are unorthodox (Gorska et al., 2020). 
There are also genuine ethical questions including privacy issues being raised about the use of SNS 
for the dissemination information sharing by academics(Nemati et al., 2014). Yet, this ‘new norm’ 
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also presents a lot of opportunities, including but not limited to the avoidance of bureaucracy by 
publishers, and the ability to reach wider berth instantly. Given that research interests in this area 
seems relatively subdued or in its nascent stages at best (Barnes, 2006; Gorska et al., 2020; Mousavi 
et al., 2020; Rafique, 2017), this paper explores the gender dimension of the broader subject matter 
by interrogating the views of male and female academics on the issue of privacy.

Generally, SNS platforms over time have put in place measures to protect users’ privacy and allow 
them to control the information they share through the use of privacy policies and settings features. 
However, such sites face their own challenges, including what the content users share with other 
people, intrusion on online privacy, and other ethical conduct (Gorska et al., 2020; Krishnamurthy 
& Wills, 2009; Mousavi et al., 2020; Nemati et al., 2014). Another common danger associated with 
SNS, more often than not, is that information on such sites is subject to misuse including the sharing, 
doctoring and deliberate wide misuse of data with personal identifiable information as well as non-
anonymized facts without the consent of users (Cao & Everard, 2008; Chen et al., 2013; Gorska et 
al., 2020; Mitchell & El-Gayar, 2020; Nemati et al., 2014). Users’ private information could also 
be easily collected, disclosed, and shared with other businesses and organizations with or without 
the knowledge and consent of users (Cao & Everard, 2008; Chen et al., 2013; Gorska et al., 2020). 
Further, identity theft and privacy invasion are critical problems facing SNS firms (Mitchell & El-
Gayar, 2020). There is therefore a growing genuine concern over the threat, perceived or real, about 
the use of SNS by academics for the dissemination of information.

Under the backdrop that there are several pioneering studies that have examined online privacy 
in general (e.g. Cao & Everard, 2008; Gorska et al., 2020; Khandelwal et al., 2020; Mehta & Sivadas, 
1995; Miyazaki & Fernandez, 2001; Mutimukwe et al., 2020), this paper provides an alternate 
perspective based on the gender of users. This paper also proposes a theoretical framework within the 
discourse of information dissemination on SNS and its consequential privacy challenges. Specifically, 
this paper focuses on exploring two principal questions:

RQ1: What are the gender differentials on information sharing by academics on SNS?
RQ2: Are the privacy concerns by academics who share information on SNS gendered?

The evidence from classical existing literature on the issue of information privacy suggest that 
at best, there are conflicting perspectives regarding the differences between the perceptions of males 
and females on information privacy in general (Carr & Kaynak, 2007; Rafique, 2017). For example, 
while some researchers find no gender differences in a number of privacy-related issues (e.g. Gorska 
et al., 2020; Lin & Brooks, 2013; Xiaolin Lin et al., 2013); others argue that there are demonstrable 
gender differences in a number of privacy-related issues (e.g. Dwyer et al., 2002; Mutimukwe et al., 
2020). The significance of exploring the gender dimension of privacy in the use of SNS is to promote 
education on the topic, trigger political debates, make a case for gender equality and help in shaping 
policy. Such is necessary, particularly in cultures with strict gender roles. This paper therefore seeks 
to explore the gender differentials on information sharing and privacy concerns on SNS from the 
perspectives of academic users. The ensuing section provides a review of the literature on information 
privacy concerns.

LITeRATURe ReVIew

In an era of growing use of SNS for both academic and non-academic purposes, information sharing 
is an important concept worth exploring in relation to this paper. According to Wang and Noe (2010, 
p. 117), the term information sharing is defined as “the provision of task information and know-how 
to help others and to collaborate with others to solve problems, develop new ideas, or implement 
policies and procedures”. Further, Al Saifi et al. (2016) also defined the concept of information sharing 
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as a process of exchange between people, groups, or organizations that has a source and a recipient. 
Information sharing therefore takes place when individuals convey their information to others, or 
acquires it from them. In recent years, SNS have become a major medium used as a conveyor belt 
for information sharing. Doing so through the use of SNS presents us opportunities to communicate, 
collaborate, connect, and cooperate to exchange knowledge, skills, news and maintain contact (Issa 
et al., 2019).

The merits of SNS for academics is not farfetched including; the ability to enable users to share 
information across a range of different information fields, such as shopping, culture, arts, sports, and 
business, among others (Al Saifi et al., 2016; Chen & Sharma, 2012; Majchrzak et al., 2013). SNS 
also allows users to rapidly and easily integrate their own information and ideas with those of others, 
anywhere and at any time (Majchrzak et al., 2013). Further, SNS present a hugely effective virtual 
space in which information can be shared and acquired by many individuals, groups, and communities 
(Kwahk & Park, 2016). Specific to the realm of education, SNS quickens the accomplishment of task, 
allows for easy collaboration and enhances network sustainability (Issa et al. 2019). Other benefits of 
such SNS include the propensity of being able to provide key tools that enable the connection of many 
users in one place, who can quickly and easily share their thoughts, experiences, and information with 
one another (Kaplan & Haenlein, 2010). Majchrzak et al. (2013) have also identified that SNS help 
users to easily find useful information within their organizations. This claim is supported by Al Saifi 
et al. (2016) who have demonstrated that employees are often encouraged by their employers to use 
SNS for information sharing as it is considered the most efficient way to disseminate information. 
Moreover, about 86 percent of managers are perceived to consider SNS to be beneficial for sharing 
information in their companies (Al Saifi et al., 2016; Chen & Sharma, 2012; Majchrzak et al., 2013). 
On the flipside, issues such as depression, loneliness, as well as security and privacy concerns have 
been identified as some disadvantages of SNS (Issa et al., 2019). Of interest in this paper is information 
privacy and the use of SNS for information sharing, a subject matter explored below.

Information privacy concerns are individuals’ attitudes and perceptions of how and why 
information about them is shared with others, and how fairly their personal information is treated 
(Campbell, 1997; Cao & Everard, 2008; Kruikemeier et al., 2020). Individuals often have widely 
varying attitudes and opinions regarding information privacy on SNS. For instance, the privacy 
concerns of individuals, Culnan and Bies (2003) have argued is significantly affected by external 
influences including culture, industry and the rule of law in a country. Individuals’ privacy concerns 
can also differ according to their previous experiences and personal characteristics (Kruikemeier et 
al., 2020; Libaque-Sáenz et al., 2020). Scales used by practitioners to measure people’s information 
privacy concerns are typically of the one-dimensional global privacy concern (GPIC) type (Jacobson 
et al., 2020; Jozani et al., 2020). GPIC does indeed measure privacy concerns in a general sense, but 
does not delve deeper into the specific dimensions of these concerns. Therefore, in order to obtain a 
better understanding of people’s privacy concerns, a number of studies have been carried out utilizing 
more rigorous methodologies. This shift has resulted in the development of a new multidimensional 
scale referred to as ‘Concern for Information Privacy’ (CfIP). The CfIP scale is more accurate in 
measuring individuals’ concerns regarding the privacy practices used by organizations. The CFIP 
scale comprises 15 items, compiled to reflect four dimensions of information privacy concerns, 
namely improper access; collection; unauthorized secondary use; and errors. Stewart and Segars 
(2002) have further established the psychometric properties of the CFIP scale, and confirmed these 
properties empirically.

Since the four-dimensional CFIP model was established as a valid and reliable measurement 
tool, it has been applied with considerable success in research related to offline direct marketing, 
internet and app usage as well as social media marketing (Jacobson et al., 2020; Jozani et al., 2020; 
Libaque-Sáenz et al., 2020; Stewart & Segars, 2002). Nevertheless, “the dimensionality is neither 
absolute nor static, since perceptions of advocates, consumers, and scholars could shift over time” 
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(Smith et al., 1996, p. 190). This is certainly true and is evidenced in the universal adoption of the 
internet and subsequent massive shift in how businesses conduct their operations.

On the subject of gender, research has helped to establish that data on users of SNS could be 
transformed into useful information and actionable knowledge based on their gender (Gorska et al., 
2020; Xu et al., 2017). Therefore, the question of whether gender may affect the way people share 
their information and its associated privacy issues has gained both prominence and legitimacy over 
time. For instance, it has been established that in online communication, women are more likely to 
express their opinions subjectively and express emotions than men (Gorska et al., 2020; Venkatesh 
et al., 2003; Zhang et al., 2009). Gender differences have also been long studied in the adoption and 
use of IT (e.g. Ahuja & Thatcher, 2005; Venkatesh et al., 2003). Further, and more specific to gender 
differences in the context of SNSs, more recent studies suggest that gender differences exist in both 
the effects of satisfaction and attractive alternatives among bloggers in regard to their intention to 
switch (Chen et al., 2013; Gorska et al., 2020; Xiaolin Lin et al., 2013; Zhang et al., 2009). There 
is also evidence that men and women use SNSs differently as well as with varying frequencies (e.g. 
Ong & Lai, 2006). Men and women also differ in the subject matter and/or topics they share on SNS 
(Chen et al., 2013; Gorska et al., 2020). For instance, while women are more likely to share a variety 
of topics, men are more likely to share information about sports. Men and women are also deemed to 
differ in their perceptions of risks and benefits associated with information sharing on SNS (Gorska 
et al., 2020). For example, it has suggested that men have a stronger inclination to taking risk on 
SNS; while women are considered to be relatively risk adverse.

This study is based on a mixed method approach to research – that is, a combination of both 
quantitative and qualitative research techniques, methods, approaches in a single study (Johnson 
& Onwuegbuzie, 2004, p. 17). The reason for using a mixed method approach was, principally, an 
acknowledgment that either methods are limited on their own for object and purposes of this study 
(Braun & Clarke, 2006). The use of a mixed method therefore offered us the opportunity to draw on the 
strengths of each, thereby, allowing for the provision of a rich and detailed findings. In practical terms, 
this study involved two separate stages, namely: the exploratory stage and the confirmatory stage.

eXPLoRAToRy STAGe

The exploratory stage was based on findings from the existing literature, which was relied on to 
develop the hypothesis for this study. The aim was to collect sufficient and rich data that will allow 
for a deeper interrogation of the research question. The following sub-sections provide detailed 
description of how the data gathering in the exploratory stage was achieved.

Sample and Data Collection Procedure
The research sample and data collection procedure involved interviews with 18 randomly selected 
academics who are users of SNS for the dissemination of information. The selection criteria included 
each participant having experienced sharing information on at least one SNS for at least a year. 
Participants were also selected from diverse academic backgrounds as well as gender. More details 
about the interviewees are shown in Table 1.

The sample size was determined based on the concept of saturation. Saunders et al. (2018, p. 
1894), defines data saturation as a method, which is “a criterion for discontinuing data collection 
and/or analysis”. In this instance, the number of participants for the interviews was considered to be 
enough, as the final three interviews did not seem to reveal any new themes or perceptions different 
from earlier interviewees. Each interview session lasted approximately an hour. All interviews were 
recorded for later transcription and analysis. The findings of this exploratory stage which set the basis 
for the research hypotheses and model are presented below.
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Findings of the exploratory Study and Developing the Hypotheses
The findings of the exploratory study stage were analyzed using a thematic analysis approach, which 
is “a method for identifying, analyzing and reporting patterns (themes) within data” (Braun & Clarke, 
2006, p. 97). Here, themes are drawn from textual data and are identified, examined and interpreted to 
find out how these themes can help answer the research question. In order to make sure this process was 
as rigorous as possible, the data were triangulated to identify any points of convergence (agreement/
common understanding among all participant groups), divergence (disagreement/differences in 
understanding among groups) and complementarity (to help provide a deeper understanding of 
participants’ views).

Further, while there is a dearth of literature exploring information privacy concerns in an SNS 
context, the notion of gender differences across the spectrum of disciplines including academia is 
new. In this paper, the perceptions of the research respondents on information privacy as identified 
and articulated in the exploratory study will explored and discussed based on gender. The findings 
are presented based on the following three thematic areas – that is, Personal Information Collection 
& Usage (PICU), Personal Information Control (PIC), and Awareness of the Effectiveness of Privacy 
Policy (AEPP).

Information Collection and Usage (PICU)
Defined as the concerns of users about how individual-specific information possessed by SNS 
are utilized, this dimension of the exploratory study explored the influence of PICU on SNS for 
information sharing. In the data, two common themes came through highlighting the perceptions of 
male participants. For instance, it was suggested by the male participants that, “Whether one is sharing 
information for personal reasons, doing so for academic purposes or other reasons, … there is a cost 
or price to pay...” The participants argued that this perception helps to shape their perceptions when 
sharing information on SNS. They further explained that the ‘cost or price’ comes in various forms 
and could be, “theft of user personal information” or such data “being subject to misinformation”. 
In another sense, male participants were perceptive that, “The sharing of information or transfer of 
knowledge on SNS is the new norm regardless of discipline or context”. They argued that the onus 
is on individuals who need the services of such SNS to take interest in the processes involved in 
safeguarding their information. The position demonstrates that the male participants appeared to 
understand the challenges associated with the use of SNS for information sharing and that they are 
not influenced by PICU.

These perceptions are contrasted with the perceptions expressed by female participants who 
suggested that, “… hugely concern about how much information is collected by SNS. Given that none 
of these companies are in the Arab world, what does one do when there is a misuse of one’s data?” In 
contrast to the perception of the male participants, the views expressed by their female counterparts 

Table 1. Participant characteristic distribution for the interviews

Participant Characteristic Frequency

Gender Male 10

Female 8

SNS experience > 3 year 7

3 to 5 6

< 5 5

Academic background Humanities 11

Sciences 7
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appeared to be that of uncertainty if not fear. They stressed that, “We also know or at least have heard 
how powerful these companies have become over the years. It will even be scary to think about taking 
any of them to court in case of any breach of information”. Further, the female participants suggested 
that, “The privacy of information is radically different from the traditional methods of information 
sharing or knowledge transfer which we are used to…” The position of the female participants was 
much of concern and skepticism over how privacy issues are handled on SNS. This position is similar 
to concerns of users expressed in the existing literature. Data collection concerns are one of the most 
important factors affecting online usage including SNS (Y. Chen & Zahedi, 2016; Smith et al., 2011; 
Yu et al., 2020). Gillespie and Dietz (2009) have also identified that an individual’s perception of 
the actions taken by SNS with regard to data collection has a significant impact on their decision 
to use the site or its services. It has also been demonstrated that data collection concerns are able to 
affect people’s attitudes towards SNS and the level of trust placed in them (Ayaburi & Treku, 2020). 
However, trust can be repaired provided there is response, diagnosis, intervention and evaluation, and 
each are carried out in a timely manner and can show that there is capacity to prevent future invasion 
of privacy (Ayaburi & Treku, 2020).

Based on the above findings from the exploratory study and literature review regarding SNS 
privacy concerns, we hypothesize that:

Hypothesis One: The PICU influences users’ intention to use SNS for information sharing.
Hypothesis Two: The PICU influences on users’ intention to use SNS for information sharing differ 

between male and female users.

Personal Information Control (PIC)
PIC is defined in this study as the degree to which users believe they have control over their individual-
specific information on SNS. This dimension of the exploratory study explored the influence of PIC 
for information sharing on SNS. Overall, the participants identified that PIC does have influence 
on their information sharing on SNS. Yet, there were glimpses of the gender divide on this theme. 
For instance, a strong perspective of the male participants expressed was that, “… privacy of the 
information shared on SNS is most significant but most users have no control of the data they share 
making them vulnerable …” The lack of control of what users of SNS renders them vulnerable to 
the owners of these sites and other unauthorized users of such data and/or information. In their view, 
the only control users of SNS can exercise to, “Share information on SNS when you know that such 
information is harmless and good for public consumption”. The male participants therefore had the 
perception that their lack of control and vulnerability was to be mitigated by circumspection and due 
diligence by users regarding what they put of such SNS.

Perspectives of female participants expressed the following perceptions about PIC. For instance, 
it was suggested that, “… PIC is pertinent but only to the extent of how much SNS savvy a user is. …, 
the use of filters available on SNS and having very strong passwords help…” This view sought to put 
the burden on the individual user of SNS. It means that by learning how to better manage and protect 
the information in the possession of a user, by focusing on how personal data are collected, used, stored, 
and exchanged. Further, the participants proposed that, “… users need better self-education because 
it not the responsibility of governments in this case and those companies won’t do it either”. This is 
to suggest that the issue of PIC is an individual responsibility. In the literature, it has been suggested 
that the necessity of having control (perceived or real) over the information users share on SNS has 
a significant influence on decision-making and information sharing behaviors (Gabriel et al., 2020; 
Lunardo & Saintives, 2020). Moreover, it seems natural that if a person has perceived control over a 
situation then certain positive outcomes are achieved, such as user acceptance (Donmez-Turan, 2019). 
Perceived control of information also plays an active role in internet information privacy (Krasnova et 
al., 2010; X Lin & Brooks, 2013). Further, Yu et al. (2020) found that individual’s perceived control 
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when using online services affected their attitudes towards sharing their information. Users of SNS 
such as Twitter and Facebook make decisions about sharing their information with the sites based 
on their perceived level of control over its use (Lin et al., 2013).

Based on the findings from the exploratory study and the literature reviewed in relation to this 
theme, we hypothesize that:

Hypothesis Three: The PIC influences users’ intention to use SNS for information sharing.
Hypothesis Four: The PIC influences on users’ intention to use SNS for information sharing differ 

between male and female users.

Awareness of the Effectiveness of Privacy Policy (AEPP)
This refers to the degree of awareness of users about information privacy on SNS. This dimension of 
the exploratory study explored the influence of AEPP on information privacy on SNS. Against the 
backdrop that user awareness of about information privacy on SNS influence their perception, the 
following demonstrate the position of male and female participants. First of all, the male participants 
argued that, “… Aware that all the big companies collect user’s data from SNS and that these companies 
have long advocated regulating privacy and data protection through self-regulation…” These self-
regulatory mechanisms, the male participants suggest, though provide greater flexibility for users, 
“Many users still struggle because of the technicalities and/or lengthy nature of these privacy policies 
of SNS”. Another layer highlighted is the awareness that, “these privacy policies on SNS are non-
binding on the companies”. It was also suggested that on this issue, it really does not matter which 
particular SNS they all seem to be the same and have similar interest, which is to maximize profits.

The above sentiments were shared by the female participants. They added the following: “... the 
privacy policies matter… as females who are Muslims such privacy policies are rather generic and 
often built to fit the laws of western countries”. They quizzed if it was possible to have country or 
context specific privacy policies to take care of the cultural needs. In addition, the female participants 
suggested that, “The level of awareness of users of SNS depend on their level of education and exposure 
…” In this regard, the question of how do users seek redress when something goes wrong about 
your personal information which compromises your safety was flagged. The importance of privacy 
policies is in terms of users’ perception towards sharing their information on SNS. The awareness 
and effectiveness of privacy policies focus on the potential for misuse or unauthorized disclosure 
of users’ personal information (Balapour et al., 2020; Pavlou & Gefen, 2004). This kind of privacy 
policy awareness has been shown to impact on users’ attitudes, including how willing they are to 
share personal information (Dinev & Hart, 2006; Trepte et al., 2020) and make transactions online 
(Slyke et al., 2006; Zimaitis et al., 2020).

Similarly, an individual’s lack of awareness of privacy policies or lack of effectiveness of these 
policies have a negative impact on their likelihood of providing personal information online (Balapour 
et al., 2020; Zimaitis et al., 2020). For SNS, users’ information could in principle be easily gathered, 
shared, and utilized without their consent or awareness. This knowledge may result in users perceiving 
these sites as high risk, thus reducing their willingness to share their information with them. Thus, with 
greater awareness of how their information is treated individuals will have more favorable attitudes 
towards online information sharing.

Based on the findings from the exploratory study and the reviewed literature in relation to internet 
privacy concerns, we hypothesize that:

Hypothesis Five: The AEPP influences users’ intention to use SNS for information sharing.
Hypothesis Six: The AEPP influences on users’ intention to use SNS for information sharing differ 

between male and female users.
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It has been demonstrated in the existing literature that information privacy has a stronger impact 
on women (e.g. Kwahk & Lee, 2008; Tifferet, 2019; Youn, 2009). Others have also sought to show 
that men are more strongly affected (e.g. Huang et al., 2018; Kisilevich et al., 2012). Yet, others have 
shown no differences between genders (Tufekci, 2008). Although this does not settle it, the differences 
highlighted here provide some significant glimpses that will be further explored.

Developing the Research Model
Arguably, the provision of personal information to SNS by individuals mark a long-term relationship 
between the individual and the SNS provider during which the individual shares information and the 
SNS provider is expected to hold such information in trust. Indeed, at the heart of such relationship is 
the fundamental assumption that the privacy of the information provided by individuals are protected 
and secured by the SNS providers. Thus, the research model was developed around the concept of 
information sharing privacy using the three thematic areas developed through the exploratory stage 
of this research, and theory of reasoned action (Fishbein & Ajzen, 1975).

TRA was developed by Fishbein and Ajzen in 1975 to explain, in general, why individuals 
exhibit certain behaviors. TRA is popular among researchers, familiar to many students, and accepted 
by policy makers. While TRA is drawn from the fields of psychology, it is applied in other fields 
such as information sharing and information privacy. TRA focuses on explaining behavior based 
on the individual’s intention to undertake specific behaviors, such information sharing behaviors. 
Additionally, the individual’s intention depends on, or is a function of, other person’s factors specific 
behavior that explore (Ajzen, 1985). Based on this, we hypothesize that:

Hypothesis Seven: The intention to share information influences users’ information sharing behavior.
Hypothesis Eight: The intention to share information on users’ information sharing behavior differ 

between male and female users.

Figure 1 presents below illustrates the proposed relationship among PICU, PIC and AEPP and 
how theses influence a users’ decision to use SNS.

CoNFIRMAToRy STAGe

The confirmatory factor analysis stage was based on a questionnaire developed from the outcome of 
the first stage of this research as explained above. The questionnaire was used for testing and validating 
the research model as well as seeking to establish any gender differences that have significant influence 
on SNS users in relation to their information sharing and information privacy.

Developing the Research Questionnaire
There are various ways of developing items for surveys (Greene, 2007; Straub & Gefen, 2004). In 
this study, the questionnaire was developed out of the results of the interviews and review of the 
literature. A pool of 27 items was generated to reflect SNS users’ information sharing and privacy 
concerns. Each of the items followed a seven-point Likert scale measurement, ranging from ‘strongly 
disagree’ to ‘strongly agree’. Subsequently, the items were modified, wherever possible, to mirror 
existing scales that have been proven to be reliable. For instance, items that represented AEPP were 
adapted partially from Smith et al. (2011). Most of the items, nonetheless, were created for this study 
in order that the aims and objectives of the study could be met (see Table 3).

The questionnaire was then piloted to make sure that it was accurate and would be clearly 
understood by the participants as recommended by some experts in the field (e.g. Bryman & Bell, 
2003; Van Teijlingen et al., 2001). The number of participants in the pilot was 65 SNS users (54% 
female, 46% male). This number included participants who actively used at least one SNS such as 
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Twitter, LinkedIn or Facebook for information sharing. The questionnaire was then altered slightly to 
improve the flow and easy understanding based on the feedback from the participants (see Table 3).

Content Validity Assessment
It was necessary to revalidate the questionnaire through content validity prior to data collection because 
the questionnaire was a mosaic of adapted items from earlier validated questionnaires and others 
developed solely for this study. MacKenzie et al. (2011) and Straub and Gefen (2004) recommend 
that in such instances, a content validity assessment be carried out. According to Field (2013, p. 13), 
content validity is defined as “the degree to which individual items represent the construct being 
measured, and cover the full range of the construct”. In this study, we relied on ‘expert judgement’, 
through which several experts were asked to judge the validity of the items in the questionnaire. 
We considered individuals to be experts according to their years of experience, standing in their 
field, research output, and qualifications (DeVellis, 2016). Although there is no consensus on the 
optimal number of experts to use, it seems at least three is the most common approach (Lynn, 1986). 
We invited 20 experts in the field via email but 11 returned their completed surveys. Based on the 
responses gathered from the experts, the first set of items was reduced from 27 items down to 20, 
with all items being sufficiently validated. These remaining items were then reviewed a second time 
to ensure that no further issues were raised prior to primary data collection.

Primary Data Collection
The study utilized a simple random sampling strategy by reaching out to a large number of participants 
through the mailing list of a number of University in Saudi Arabia. The web-based online survey was 
hosted by Google Forms, a widely used internet-based application, over two months for data collection. 
The mailing list comprised of students, lecturers and other staff with an interest in using SNS. We sent 
emails of reminder to non-responding participants bi-weekly to increase the response rate. Overall, 
a total of 421 questionnaires were returned; nine were disregarded due to missing information, and 
412 valid questionnaires were used. Table 2 summarizes the respondents’ demographics and diversity 
of their profiles – gender representation, cultural diversity, and variety of social network site usage.

Data Analysis Techniques
The Statistical Package for the Social Sciences (SPSS) version 21 was used to code and clean up the 
collected raw data for further analysis. For example, the maximum, minimum, and frequency scores 
of each question were determined to make sure the data scores were entered accurately. Further, the 

Figure 1. Research model (Adapted from the theory of reasoned action (Fishbein & Ajzen, 1975))
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data were assessed to identify any potentially missed data (Hair et al., 2011). Structural equation 
modelling (SEM) was then used to analyze the psychometric properties of the measurement model 
as well as for hypothesis testing. The Amos (v.26) software package was utilized for the estimations 
at this stage.

Testing Measurement Model
The strength of the measurement model was tested using construct validity, defined as, “The extent to 
which a measured variable actually measures the conceptual variable (the construct) that it is designed 
to assess” (Stangor, 2007, p. 92). Further, the internal consistency reliability was assessed based on a 
set criteria adapted from the literature (see, Field, 2013; Fornell & Larcker, 1981; Hair et al., 2011). 
In this instance, factor loadings greater than 0.6, Cronbach’s alpha (CA) and composite reliability 
(CR) of greater than 0.7, as well as an average variance extracted (AVE) of over 0.5 were used to 
measure the strength of the model. Table 4 below presents the results of each of the factor loadings 
demonstrating that they either met or exceeded 0.6. In Table 3, the CR and CA values exceeded the 
criterion of 0.7, with the AVE reaching more than 0.5 for each construct. The diagonal values shown 
in bold represent the square root value for each of the constructs’ AVE, which are seen to be higher 
than the values on the rows beneath.

Results of Structural Model evaluation
The Amos program was used for structural model analysis evaluation and for hypothesis testing – 
the results of the structural model test can be seen in Figure 2 below. It can be seen that: PIC, PICU 
and AEPP explain 44.6% of variance in intention to share information; and 56.5% of variance in 
information sharing behavior is explained by intention to share information – suggesting that a 
substantial amount of variance is explained (Chin, 1998). Further, the model fit was measured based 
on the SEM as reported in Table 5. The two indexes, normed fit index (NFI) and comparative fit index 
(CFI) are both above the 0.90 recommended and acceptable threshold, which is an indication that the 
model was a good fit. It is also recommended in the literature that for the Root Mean Square Error 
of Approximation (RMSEA) to be acceptable, it needs to be below 0.05 (Gefen & Straub, 2000). In 
this study, the RMSEA was 0.041, indicating its acceptability. Further, the chi-square value was 2.2, 
which is also less than the recommended and acceptable threshold of 3.0 by Schumacker and Lomax 
(2010). Overall, all the model-fit indices exceed the normal common acceptance levels, showing that 
the measurement model demonstrated a good fit with the data collected for this study.

Table 2. Participant characteristic distribution for the questionnaire

Participant Characteristic Frequency

Gender Male 221

Female 191

SNS experience > 3 year 112

3 to 5 203

< 5 97

Ethnicity Native 302

Non-native 110

Academic level Student 128

Lecture 224

Administration Staff 60
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Finally, the results of the research suggest that all of our hypotheses are supported. PIC, AEPP 
and PICU have all been found to have significant effects on users’ attitudes towards information 
sharing, as well as their intention to share information. This subsequently affects users’ information 

Table 3. Correlations, Cronbach’s alpha (CA), composite reliability (CR) and average variance extracted (AVE)

Constructs CA CR AVE Correlations

ISI IS PICU PIC AEPP

ISI 0.89 0.91 0.77 0.87

IS 0.91 0.89 0.74 0.52 0.86

PICU 0.88 0.91 0.68 0.68 0.76 0.82

PIC 0.91 0.88 0.59 0.48 0.65 0.75 0.77

AEPP 0.92 0.82 0.61 0.36 0.62 0.65 0.55 0.78

Note: Square root of AVE shown in bold as the diagonal. ISI: Intention to share information; IS: Information Sharing; PICU: Personal Information Collec-
tion & Usage; PIC: Personal Information Control; AEPP: Awareness of Effectiveness of Privacy Policy

Table 4. Constructs, items with factor loadings, and sources

Constructs Items Loading Source

ISI ISI1: I intend to carry on sharing information using SNS. 0.86 (Fishbein 
& Ajzen, 

1975).ISI2. I plan to carry on sharing information using SNS frequently. 0.89

ISI3. I will carry on try to share information using SNS in my daily life. 0.88

IS IS1: I often participate in information/knowledge sharing activities using 
SNS.

0.90 (Fishbein 
& Ajzen, 

1975).
IS2: I often share my experience or knowledge with others on SNS. 0.89

IS3: When participating on SNS, I usually actively share my information 
and knowledge with others.

0.78

PICU PICU1: It usually worries me when SNS ask me for personal information. 0.78 Self-develop 
based on the 
qualitative 

data & 
(Smith et al., 

1996).

PICU2: When SNS ask me for personal information, I sometimes think 
twice before providing it.

0.82

PICU3: It worries me to give personal information to so many SNS. 0.84

PICU4: I’m concerned that SNS are using my personal information for 
their business.

0.85

PIC PIC1: User control of personal information is the heart of user privacy. 0.78 Self-develop 
based on the 
qualitative 

data & 
(Krasnova et 

al., 2010).

PIC2: I feel in control over the information I provide when using SNS. 0.75

PIC3: Privacy setting give me full control over the information I provide 
when using SNS.

0.72

PIC4: I feel in control of who can view my information when using SNS. 0.81

AEPP AEPP1: I believe that SNS privacy statements are an effective way to 
demonstrate their commitments to privacy.

0.77 Self-develop 
based on the 
qualitative 

data & 
(Smith et al., 

2011).

AEPP2: With their privacy statements, I believe that my personal 
information will be kept private and confidential by SNS.

0.71

AEPP3: I feel confident that SNS privacy statements reflect their 
commitments to protect my personal information.

0.86
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sharing behaviors on SNS. The t-values and standardized path coefficients of the model are presented 
in detail in Table 6.

Table 5. Model fit

Index Results Ideal Acceptable Level

Chi-Square (χ2/d.f) 2.2 Value <= 3.0

CFI 0.91 Value >= 0.9

NFI 0.93 Value >= 0.9

RMSEA 0.041 Value <= 0.05

Figure 2. Results of structural model evaluation using the whole sample (Note: *** p < 0.01)

Table 6. Path Coefficients and t-values for the whole sample

Hypothesis Standardized path 
coefficient

t-value Support?

Hypothesis One: PICU ➔ intention to use SNS for 
information sharing

0.33 5.18*** YES

Hypothesis Three: PIC ➔ intention to use SNS for 
information sharing

0.38 5.24*** YES

Hypothesis Five: AEPP ➔ intention to use SNS for 
information sharing

0.18 4.2*** YES

Hypothesis Seven: intention to use SNS for 
information sharing ➔ information sharing behavior

0.62 7.21*** YES

Note: ***: 0.001 significance
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Gender Differentials Based on the Model
The hypotheses regarding group differences (male vs female) were tested using a multi-group partial 
least squares (PLS) analysis. This was achieved through comparison of the corresponding path 
coefficients in the structural model of both groups (Keil et al., 2000). Much of the existing literature 
also demonstrates the usefulness of multi-group PLS in identifying differences among subgroups 
(Ahuja & Thatcher, 2005). Given the sample distribution in this research, that is (221 male and 191 
female participants), the analysis showed the standardized path coefficients for the female in regard 
to the relationship between PIC and PICU on the one hand, and intention to use SNS for information 
sharing on the other hand (see Table 7). These values were higher for female compared to that of 
the male participants. The female participants also showed higher standardized path coefficients 
in regard to the relationship between intention to use SNS for information sharing and information 
sharing behavior compared to the male participants. These results supported Hypothesis One, Two, 
Four, Six and Eight.

DISCUSSIoN

In the current age of information technology, the use of individuals’ shared information in a fair and 
transparent manner is a major ethical issue. Consequently, online privacy has been a primary concern 
for many SNS users (e.g. Blakesley & Yallop, 2019; Li et al., 2019; Roman, 2007). Understandably, 
recent studies regarding online privacy tend to be concerned with the moral and ethical behaviors of 
people, firms, and organizations (Gorska et al., 2020; Michaelidou et al., 2020; Mousavi et al., 2020; 
Nemati et al., 2014). In this study, we explored the perceptions of academics regarding information 
sharing on SNS and related privacy issues. Particularly, we were interested in understanding the 
gender differentials of academics in Saudi Arabia on this subject matter. It was also identified that 
gender is significant in shaping the worldview of individuals, groups and society within the research 
context. The paper therefore sought to contribute to the existing gender-based narrative on information 
sharing and privacy issues on SNS.

Principally, the research methodology used in this study sets it apart from many previous studies 
in this field this study (e.g. Michaelidou et al., 2020; Mousavi et al., 2020; Pavlou & Gefen, 2004). 

Table 7. Standardized comparisons of paths between female and male students

Hypothesis Female 
(n = 191)

Male 
(n = 221)

Standardized 
comparisons 

of paths

Support?

Standardized 
path 

coefficient

t-value Standardized 
path 

coefficient

t-value Δ path 
(Female - 

male)

Hypothesis Two: PICU ➔ 
intention to use SNS

0.65*** 3.9 0.29** 2.72 0.36 YES

Hypothesis Four: PIC ➔ 
intention to use SNS

0.48*** 3.30 0.23*** 3.42 0.25 YES

Hypothesis Six: AEPP ➔ 
intention to use SNS

0.36*** 2.97 0.21** 2.81 0.15 NO

Hypothesis Eight: intention 
to use SNS for information 
sharing ➔ information 
sharing behavior

0.57*** 6.38 0.30** 2.76 0.27 YES
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This study is grounded on face-to-face in-depth interviews and a review of the relevant literature, 
which were used to systematically develop a model. Based on the outcomes of both the exploratory 
and confirmatory stages, this study provides a broader and more comprehensive understanding of the 
perceptions of academics regarding information sharing on SNS and related privacy issues.

The research outcomes also shed light on the importance of PICU, PIC, and AEPP influence in 
this regard. The empirical findings, for example, showed that PICU strongly influences SNS users’ 
attitude and intention, which in turn influences their perceptions on information sharing. This outcome 
is similar to findings by Jozani et al. (2020) and Malhotra et al. (2004) who have identified that the 
privacy SNS users is an ongoing primary concern to those who share information on SNS.

Further, the empirical findings showed that PIC strongly influences the perception of SNS users, 
which in turn influences their information sharing behaviors. These results highlight how important 
individuals’ perceived control of information relative to actual control of information. It has been 
demonstrated that while users of SNS do not have actual control, greater PIC meant more actual 
control to them; and lower PIC meant less actual control. Berings and Adriaenssens (2012) have 
also suggested, for example, that users’ perceived privacy risks can be reduce their use of SNS and 
recommend giving them more options for controlling their information, including strategies like the 
implementation of more effective privacy policies and settings.

Another finding was that AEPP strongly influences SNS users’ attitude and intention, which 
in turn influences their information sharing behaviors. This research outcome demonstrates that the 
more belief users have about AEPP on a SNS, the more they are likely to share information on those 
SNS. And although there are fewer studies that have explored the role played by AEPP on SNS, this 
is echoed in similar studies – for example, lower perception of privacy risk among internet users in 
general (S. E. Chang et al., 2017; Wu et al., 2012), online banking users in particular (S. E. Chang et 
al., 2017; Chang et al., 2018) as well as mobile application security (Balapour et al., 2020).

Finally, this study demonstrates that there are differences between females and males in terms 
of how important they feel PIC and PICU, attitudes and intention for their decision to use SNS for 
information sharing. Indeed, the existing literature makes the assumption that males and females 
base their knowledge and information sharing behaviors on the same factors (e.g. Chiu et al., 2006; 
Gorska et al., 2020; Oliveira et al., 2020). However, the differences found in this study highlight the 
value of spending more time examining such differences in the context of SNS online privacy risks. 
The research findings also support the suggestion that gender plays a moderating role in individuals’ 
decision to use SNS for information sharing (e.g. Berings & Adriaenssens, 2012; Kwahk & Lee, 2008; 
Nemati et al., 2014; Tifferet, 2019), and give an interesting basis for future researchers to explore the 
gender differences in users’ perceptions of SNS. Awareness of gender differences means that SNS 
designers will be able to create privacy features that are more user-friendly, and as a result, business 
will be able to capture customer information more effectively.

CoNCLUSIoN

It is to be emphasized here that we set out to explore the perceptions of academics regarding information 
sharing on SNS and related privacy issues. In particular, we were interested in understanding the 
gender differentials of academics in Saudi Arabia on this subject matter. Overall, the research findings 
acknowledge that although both male and female users of SNS have concerns regarding the sharing of 
information and related privacy issues; this seems to have particular resonance in the Saudi context. 
These findings therefore raise a cultural question regarding gender in the SNS space – something worth 
exploring in future studies. This study could also have benefitted in further examining whether other 
control variables e.g. SNS experience, ethnicity could determine the information sharing behaviour 
of users independent of gender differences – another consideration for future research work. Finally, 
although the SEM analysis could have further examined other constructs to confirm the full mediation 
role of intention to use SNS for information sharing for the relationship from PIC, AEPP and PICC 
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to information sharing behaviour as indicated in the model; this was considered a step to far for the 
object and purposes of this current study. It would be explored in future studies.
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