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Abst r act

On- boar d di agnost i c syst ems pl ay an i mpor t ant r ol e i n
t he cur r ent gener at i on of car s and wi l l pl ay an i ncr eas-
i ngl y i mpor t ant r ol e i n t he next f ut ur e . The desi gn of
on- boar d di agnost i c syst ems i s a chal l engi ng pr obl em
under sever al poi nt s of vi ew. I n t hi s paper we di s-
cuss t he exper i ence we made on such a pr obl em wi t hi n
t he VMBD pr oj ect . I n par t i cul ar , we di scuss an ap-
pr oach whi ch t r i es t o r econci l e t wo goal s : sat i sf yi ng
al l t he r equi r ement s and const r ai nt s i mposed by t he
on- boar d appl i cat i on, and expl oi t i ng t he advant ages of
t he model - based appr oach as much as possi bl e . The
appr oach i s based on qual i t at i ve devi at i on model s f or
t he aut omat i c der i vat i on of on- boar d di agnost i cs based
on deci si on t r ees . I n t he paper we use a speci f i c ap-
pl i cat i on, t he Common Rai l f uel def i ver y syst em, as a
concr et e exampl e, br i ef l y di scussi ng t he on- boar d di ag-
nost i cs we desi gned f or such a syst emand i t s pr ot ot ype
i mpl ement at i on and demonst r at i on .

I nt r oduct i on

The ai m of t hi s paper i s t o di scuss t he exper i ence we
made, wi t hi n t he VMBD pr oj ect , on t he desi gn of on-
boar d di agnost i c syst ems f or aut omot i ve appl i cat i ons .
VMBD ai ms at demonst r at i ng t he ut i l i t y of model -
based di agnosi s i n t he aut omot i ve domai n f or bot h
on- boar d and of f - boar d di agnosi s . Thi s goal has been
achi eved t hr ough t he def i ni t i on of a gener al f or mal i sm

Thi s wor k was par t i al l y suppor t ed by t he Eur o-
pean Commi ssi on, DG XI I ( pr oj ect BE 95/ 2128, " VMB-
D" ) . VMBD ( Vehi cl e Model - Based Di agnosi s) i s a Br i t e-
Eur am pr oj ect i nvol vi ng t he f ol l owi ng par t ner s : Dai ml er
Benz . Cent r o Ri cer che Fi at , Vol vo, Bosch, Magnet i Mar el l i ,
Genr ad, Dassaul t El ect r oni que, Uni ver si t y di Tor i no, Uni -
ver si t e Par i s XI I I ( Par i s Nor d) , Uni ver si t y of Wal es at
Aber yst wyt h .
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f or bui l di ng a l i br ar y of ( qual i t at i ve) model s of com-
ponent s, t he def i ni t i on of an ar chi t ect ur e f or of f - boar d
and on- boar d di agnost i c pr obl em sol vi ng, and t he ex-
per i ment at i on on t hr ee gui di ng appl i cat i ons . Wi t hi n
t he VMBD pr oj ect , our gr oup mai nl y f ocused on on-
boar d di agnost i c pr obl em sol vi ng, whi ch i s i nt er est i ng
under sever al poi nt s of vi ew. Fi r st of al l , t her e i s a
f i xed set of sensor s, and t est s can har dl y be per f or med .
Fur t her , t he on- boar d cont ext i mposes speci f i c har d-
war e r equi r ement s ( memor y and comput i ng power ) on
t he desi gn of t he di agnost i c syst em. However , t he r e-
sponse t i me shoul d be shor t , especi al l y f or saf et y cr i t i cal
syst ems, and shoul d concent r at e on t aki ng t he appr o-
pr i at e act i on, wi t hout necessar i l y i dent i f yi ng t he f aul t .
Fi nal l y, syst ems t o be di agnosed on- boar d ar e i n al -
most al l cases dynami c f eedback syst ems wi t h an ac-
t i ve cont r ol whi ch i s i n most cases per f or med by t he
ECU ( El ect r oni c Cont r ol Uni t ) sof t war e, whi ch can of -
t en compensat e f or f aul t s .

Thus, t hese syst ems ar e a. chal l engi ng appl i cat i on
f or t est i ng st at e- of - t he- ar t model - based di agnost i c t ech-
ni ques . I n t he paper we anal yse how t he r equi r ement s

sket ched above can be t aken i nt o consi der at i on i n t he

desi gn of a di agnost i c ar chi t ect ur e f or on- boar d syst ems
wi t h t he f ol l owi ng goal s :

1 . pr oduci ng a di agnost i c syst em t hat can be concei v-

abl y used on- boar d, gi ven t he t echnol ogi es t hat wi l l

be f easi bl e on car s i n t he next f ew year s ;

2 . expl oi t i ng t he advant ages of t he model - based ap-

pr oach as much as possi bl e .

As a r unni ng exampl e we use one of t he gui di ng ap-
pl i cat i ons i n t he VMBD pr oj ect : t he Common Rai l f uel
del i ver y syst em. I t has al l t he f eat ur es di scussed above
( saf et y cr i t i cal , r eal t i me r ecover y, dynami c f eedback
wi t h act i ve cont r ol ) and i s i nt er est i ng f or bot h on- boar d
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di agnosi s ( per f or mi ng r ecover y act i ons i n t he pr esence
of mal f unct i ons) and of f - boar d di agnosi s . Mor eover , t he
Common Rai l i nvol ves hydr aul i c, el ect r i c and el ect r oni c
component s, whi ch ar e, at l east i n par t , si mi l ar t o t hose
used i n ot her syst ems . Thus, gener i c model s of t hese

component s can be r eused i n di f f er ent syst ems ( as r e-
gar ds VMBD, t he Common Rai l has a number of com-

mon component s wi t h anot her appl i cat i on, t he Di st r i b-

ut or Type I nj ect i on) . I n t he paper :

1 . We f i r st i nt r oduce t he Common Rai l syst em used as
a gui di ng appl i cat i on, and t he model s based on qual -
i t at i ve devi at i ons we adopt ed f or i t , mot i vat i ng t he
sui t abi l i t y of t hi s ki nd of model s f or our goal s .

2 . We t hen di scuss t he di agnost i c appr oach we adopt ed .
I n par t i cul ar , we br i ef l y r ecal l a si r nuI at i on- based ap-

pr oach t o deal wi t h dynami c behavi or ; we t hen anal -
yse t he pr obl em of on- boar d di agnosi s, mot i vat i ng
and di scussi ng an appr oach whi ch uses t he model -
based syst em f or aut omat i cal l y synt hesi zi ng ef f i ci ent
on- boar d di agnost i cs i n t he f or m of deci si on t r ees .

3 . We f i nal l y pr ovi de an exampl e of model - based di ab

nosi s r esul t s used i n t he gener at i on of on- boar d di -
agnost i cs f or t he Common Rai l and we sket ch t he

pr ot ot ype demonst r at i on on boar d of a Lanci a car .

The Common Rai l syst em

The Common Rai l f uel i nj ect i on syst em ( St umpp &
Ri cco 1996) f or di r ect i nj ect i on di esel engi nes i s de-
si gned i n or der t o be abl e t o cont r ol t he i nj ect i on pr es-
sur e, as wel l as i nj ect i on t i mi ng, whi ch al l ows bet t er
engi ne per f or mance and l ower noi se and emi ssi ons . To
t hi s end, pr essur i sed f uel i s st or ed i n t he r ai l and i t s
pr essur e i s cont r ol l ed by t he El ect r oni c Cont r ol Uni t
( ECU) t hr ough a pr essur e r egul at or .

I n mor e det ai l , t he pur pose of t he mai n component s
( see f i gur e 1) i s as f ol l ows . The hi gh pr essur e pump
del i ver s f uel t o t he r ai l , whi ch, t oget her wi t h t he hi gh
pr essur e pi pes bet ween t he hi gh pr essur e pump and t he
i nj ect or s, behaves as an accumul at or . The pr essur e r eg-
ul at or , an over f l ow val ve cont r ol l ed by t he ECU, var i es
pr essur e i n t he r ai l . When t he dr i vi ng cur r ent i s i n-

cr eased, t he r egul at or cl oses an or i f i ce . Thi s det er mi nes
a decr ease of t he over f l owi ng f uel amount and a conse-
quent i ncr ease of t he pr essur e i n t he r ai l . The over f l ow-
i ng f uel i s r et ur ned t o t he t ank .

The ECU cont r ol s t he f uel i nj ect i on syst em. The t ar -
get pr essur e val ue f or t he f uel pr essur e i s det er mi ned
gi ven t he engi ne oper at i ng condi t i ons . I f t he r ai l pr es-
sur e, measur ed by t he pr essur e sensor , devi at es f r om
t he t ar get val ue, t he command t o t he pr essur e r egul at or
i s var i ed i n or der t o r educe t he di f f er ence bet ween t he
measur ed pr essur e and t he t ar get val ue . I nj ect or s al so
r ecei ve commands f r om t he El ect r oni c Cont r ol Uni t ,
whi ch comput es bot h t he amount of f uel t o be i nj ect ed
and i nj ect i on t i mi ng . I n case of f aul t s, possi bl e act i ons
t o be t aken by t he ECU ar e : zyxwvutsrqponmlkjihgfedcbaZYXWVUTSRQPONMLKJIHGFEDCBA

" l i mi t i ng per f or mances, i . e . l ower i ng t he maxi mum

val ue f or t he r ai l pr essur e ( whi ch al so l i mi t s t heachi evabl e accel er at i on) ;

" swi t chi ng t o a " l i mp home" mode wher e t he sy s t em
var i abl es ar e f or ced t o be i n i dl e mode . I n t hi s way
t he r ai l pr essur e i s l ow, and t he engi ne speed i s kept
const ant , whi l e st i l l al l owi ng t he dr i ver t o r each e . g .
a ser vi ce bay ;

" st oppi ng t he engi ne when some danger ous f aul t i s
suspect ed .

The f uel del i ver y subsyst em has been modi f i ed i n t he
t est car i n t he f ol l owi ng ways :

" A sensor i n t he l ow pr essur e subsyst em ( bet ween t he
f i l t er and t he hi gh pr essur e pump) has been i nt r o-
duced ; i t det ect s whet her t he pr essur e i s suf f i ci ent t o
del i ver f uel t o t he hi gh pr essur e pump .

" The ef f ect of i nt r oduci ng a " vi r t ual " ( i . e . , sof t war e)
sensor based on engi ne speed has been consi der ed .
Such a t ype of sensor has been devel oped by Cen-
t r o Ri cer che FI AT f or t or que measur ement ( t o de-
t ect anomal ous i nj ect i on amount and t i mi ng) , i . e . f or
comput i ng whet her a cyl i nder pr ovi des a si gni f i cant l y
di f f er ent t or que wi t h r espect t o ot her cyl i nder s . Thi s
i s a " vi r t ual " sensor si nce i t pr ovi des an i ndi r ect mea-
sur e based on act ual measur es . I n pr i nci pl e, t her e
woul d be no need f or such a concept of vi r t ual sen-
sor i n a model - based di agnost i c syst em; t hi s one, i n
par t i cul ar , coul d be subst i t ut ed wi t h j ust t he engi ne
speed sensor and model s of combust i on and of t he
engi ne dynami cs . But si nce such model s woul d be
much mor e compl ex t han t he r est , t he vi r t ual sensor
abst r act i on has been pr ef er r ed as a mor e vi abl e sol u-
t i on . Admi t t edl y, t hi s i s an ad- hoc abst r act i on ; gen-
er al and pr i nci pl ed ways of abst r act i ng model s have
not been t he pur pose of t hi s wor k .

" Har dwar e has been i ncl uded f or i nt r oduci ng i n t he
syst emsome of t he f aul t s consi der ed i n t he model s ; i n
par t i cul ar , f or swi t chi ng of f t he el ect r i c pump i n t he
l ow pr essur e subsyst em, f or swi t chi ng pf f t he P` VM
( pul se wi dt h modul at i on) command t o t he pr essur e
r egul at or ( so t hat i t r er nai ns open) , or f or suppl yi ng

or not suppl yi ng one i nj ect or wi t h cur r ent , so t hat i t

r emai ns al ways open, or al ways cl osed, r egar dl ess of
t he openi ng commands f r om t he ECU.

Qual i t at i ve devi at i on model s

Appl yi ng model - based di agnosi s t o dynami c cont r ol l ed

syst ems i s one of t he mai n f ocuses of r esear ch i n t he f i el d

( e . g . ( Chant l er et al . 1996 ; Loi ez & Tai l l i ber t 1996 ;

Most er man & Bi swas 1996 ; 1997 ; Mal i k & St r uss 1996 ;

St r uss 1997) ) . I n ( Mal i k k St r uss 1996) , i n par t i cu-

l ar , an appr oach based on qual i t at i ve devi at i ons has

been used . The syst emi s model ed i n t er ms of di f f er en-

t i al equat i ons t hat i ncl ude appr opr i at e par amet er s f or

component s, whose val ues cor r espond t o di f f er ent ( cor -

r ect or f aul t y) behavi or modes of t he component . Fr om

t hese equat i ons, cor r espondi ng equat i ons f or qual i t at i ve

devi at i ons ar e der i ved :



" zyxwvutsrqponmlkjihgfedcbaZYXWVUTSRQPONMLKJIHGFEDCBAf or each var i abl e x, i t s devi at i on Ax( l ) i s def i ned as

Ax( t ) = x( t ) - x, e f ( t ) , wher e x, e f ( l ) i s a r ef er ence

behavi or ;

" f r om any equat i on A = B, t he cor r espondi ng equa-

t i on AA = AB i s der i ved ;

" f i nal l y, t he cor r espondi ng qual i t at i ve equat i on [ AA]

= [ . AB] i s der i ved ; i t equat es t he si gns of t he t wo de-

vi at i ons . Ther e ar e r ul es f or expr essi ng t hi s equat i on

i n t er ms of si gns of devi at i ons of i ndi vi dual var i abl es

r at her t han expr essi ons .

Si mi l ar ways f or der i vi ng qual i t at i ve model s f r om

quant i t at i ve equat i ons have been pr oposed i n ( Gal l ant i

et al . 1989 ; Bi swas, Kapadi a, & Yu 1997) . Thi s f or m

of qual i t at i ve model i ng has been chosen f or t hi s sys-

t em, especi al l y because t he f uel pr essur e i n t he r ai l i s

r api dl y var yi ng, accor di ng t o t he posi t i on of t he accel -

er at or pedal and a number of ot her i nput s, t her ef or e

a nor mal r ange of val ues cannot be gi ven . Thi s means

t hat r easoni ng i n t er ms of absol ut e val ues woul d be ver y

di f f i cul t . A mai n pr obl em i n appl yi ng t hi s appr oach

i s however t he choi ce of t he r ef er ence behavi or . The

choi ce i n ( Mal i k & St r uss 1996) , whi ch i s shown t o be

usef ul at l east i n some cases, i s t o have a. st eady st at e

as t he r ef er ence behavi or . We r egar ded t he r ef er ence

behavi or as t he evol ut i on of t he syst em when al l com-

ponent s ar e not f aul t y . As we wi l l di scuss l at er , t hi s

choi ce has st r ong i nf l uences on t he way di agnosi s i s ac-

t i vat ed, i . e . how i t i s det ect ed t hat t her e i s a f aul t i n t he

syst em. The model used f or our exper i ment s i s shown

Fi gur e l : The Common Rai l f uel i nj ect i on syst em f or t he 5- cyl i nder car used f or demonst r at i on, wi t h an addi t i onal

pr essur e sensor i n t he l ow pr essur e par t . One of t he 5 i nj ect or s i s enl ar ged f or bet t er r eadabi l i t y .

i n t he bl ock di agr am i n f i gur e 2 ; some si mpl i f i cat i ons

have been done wi t h r espect t o a model t hat woul d be

der i ved f r om model s of i ndi vi dual component s :

" t he l ow pr essur e par t of t he syst em has been ab-

st r act ed t o a si ngl e component ; si mi l ar l y f or t he r ai l

and t he hi gh pr essur e pi pes ;

t he " t or que measur ement " vi r t ual sensor has been at -

t ached di r ect l y as an out put t o t he i nj ect or compo-

nent , r at her t han i nt r oduci ng t he engi ne component .

Var i abl e names on t he ar cs cor r espond t o pai r s of

i nt er f ace var i abl es of component s, whi ch ar e i mposed

t o be equal by t he connect i on . The meani ng of such

var i abl es i s t he f ol l owi ng :

" f l owp: f l ow f r om t he l ow pr essur e subsyst em ( i nt o

t he hi gh pr essur e pump)

" pl owp : pr essur e i n t he l ow pr essur e subsyst em

" l owp- obs : sensor r eadi ng f or t he l ow pr essur e subsys-

t em

" f - pump: out f l ow of t he hi gh pr essur e pump

" p- r ai l : pr essur e i n t he r ai l

" p- obs : r eadi ng of t he pr essur e sensor i n t he r ai l

" PI VM: act uat i on command t o t he pr essur e r egul at or

" f - pr : f l ow t hr ough t he pr essur e r egul at or

" f - i nj : f l ow t hr ough t he i nj ect or s

" l r n : t or que measur ement ( vi r t ual sensor )



As an exampl e of qual i t at i ve devi at i on model i ng,

t he f ol l owi ng qual i t at i ve devi at i on equat i on i s i ncl uded

i n t he model of t he hi gh pr essur e pi pes and r ai l :

aAp- r ai l = [ of pump] - [ of pr ] - [ Af - i n j ] - [ Af l eak]

wher e :

. f l eak i s t he f l ow t hr ough possi bl e l eaks ; i t i s a pa-

r amet er of t he component and i t s r ef er ence val ue i s 0 ;

t he " ok" mode f or t he component i mposes [ 0f - l eak]

= 0, t hat i s, t her e ar e no l eaks, whi l e t he onl y f aul t

mode consi der ed f or t he component , " l eaki ng" , i m-

poses [ A f l eak] = - 1- ;

. aAp- r ai l i s t he der i vat i ve of t he devi at i on ( or , equi v-

al ent l y, t he devi at i on of t he der i vat i ve) of t he r ai l

pr essur e . The equat i on i mpl i es t hat i f t he bal ance

of f l ows becomes di f f er ent ( e . g . smal l er ) f r om t he

expect ed one ( e . g . , due t o a smal l er - t han- expect ed

i nf l ow f r omt he pump, or a hi gher - t han- expect ed out -

f l ow t hr ough t he r egul at or , or t he i nj ect or s, or a l eak) ,

t hen t he der i vat i ve of t he r ai l pr essur e devi at es ( e . g .

becomes smal l er ) . Thi s wi l l make t he r ai l pr essur e

i t sel f devi at e ( e . g . become smal l er ) wi t h r espect t o

t he expect ed t r end .

The l i st of f aul t modes consi der ed f or t he component s

comes f r om t he syst em FMEA and i s t he f ol l owi ng .

The hi gh pr essur e pump ( hp- pump) has f aul t modes

bl ocked, wi t h obvi ous meani ng, and i nsuf f whi ch

means i t has a r educed ef f i ci ency. The hi gh pr es-

sur e pi pes and r ai l ( hp- pi pes- r ai l ) have l eak as t he

onl y f aul t mode . The pr essur e r egul at or ( p- r egul at or )

has t he f aul t modes bl ocked cl osed and bl ocked open .

The i nj ect or s have f aul t modes bl ocked open and

bl ocked cl osed, as wel l as r ecycl e l ow and r ecycl e hi gh

whi ch cor r espond t o an abnor mal amount of f uel r e-

t ur ned t o t he t ank ( par t of t he f uel f l owi ng t hr ough

ECU pr essur e

cont r ol

p

	

r ai l

PWM

Rai l & hi gh

i r essme pi pe

f - Pr

p

	

r ai l

f i r >j

p obs

Hi gh pr essur e

P' MP

Fi gur e 2 : Di agr amof t he model of t he Common Rai l .

t he i nj ect or s i s i n f act goi ng back t o t he t ank) . The

l ow pr essur e subsyst em ( l p- syst em) has t he onl y f aul t

mode i nsu f f whi ch means i t does not del i ver enough

f uel ; t hi s i ncl udes a f aul t of t he el ect r i c f uel pump . For

t he sensor i n t he l ow pr essur e syst em no f aul t modes

ar e consi der ed, f or t he sensor i n t he hi gh pr essur e par t ,

t he f aul t s l ow, hi gh and bl ocked ar e consi der ed . Usu-

al l y, sensor f aul t s can be i dent i f i ed by an i mpl ausi bl e

sensor r eadi ng, i . e . t hr ough a r ange check . Thi s coul d

be model ed i nt r oduci ng addi t i onal qual i t at i ve val ues f or

devi at i ons, but i n t he r unni ng exampl e i t has not been

done f or t he sake of si mpl i ci t y ( as a consequence, i n

t he di agnost i c r esul t s di scr i mi nat i ng sensor f aul t s f r om

some ot her f aul t s wi l l not be possi bl e) .

Di agnost i c st r at egi es

As we not i ced bef or e, we ar e i nt er est ed i n bot h of f -

boar d and on- boar d di agnosi s . Whi l e of f boar d di agno-

si s can t ake f ul l advant age of t he model - based appr oach,

on- boar d di agnosi s r equi r es some f ur t her consi der at i ons

and t aki ng i nt o account some i mpor t ant pr act i cal con-

st r ai nt s . Fi r st of al l , i n t he on- boar d case t he di ag-

nost i c syst em must r eact pr ompt l y t o anomal i es and

must r un f ast i n or der t o i nt er pr et t he anomal i es and,

whi ch i s most i mpor t ant , i n or der t o t ake an appr opr i -

at e r ecover y act i on . Thi s means al so t hat t he on- boar d

di agnost i cs shoul d be f ocused onl y on per f or mi ng r e-

cover y act i ons, r at her t han on t he act ual i sol at i on of

t he f aul t ( s) . However , keepi ng t r ack of mor e det ai l ed

i nf or mat i on about t he f aul t ( s) t hat occur r ed can be ex-

t r emel y i mpor t ant , as i t i s a val uabl e i nf or mat i on t o

be passed t o t he di agnost i c syst em t hat wi l l be used i n

t he wor kshop t o act ual l y l ocat e and i dent i f y t he f aul t .

Mor eover , onl y a f ew measur ement s can be avai l abl e on-

boar d and t he possi bi l i t y of per f or mi ng t est s/ pr obes i s

f l owp Lowpr essur e

subsyst em
l owp obs

p l owp

f - pur np
Low pr essur e

sensor



ver y l i mi t ed . Fi nal l y, even t hough i nt egr at i ng t he di ag-

nost i c syst em wi t hi n t he ECU i s not one of t he goal s of

VMBD, we must bui l d a di agnost i c syst em t hat t akes

i nt o account t he ki nd of har dwar e t hat i s avai l abl e on

boar d ( or t hat wi l l be pr esumabl y avai l abl e i n t he next

year s) . For exampl e, t he t ot al amount of memor y avai l -

abl e on t he ECU ( f or bot h cont r ol and di agnosi s) of t he

t est car i s 64K . Ther ef or e, we must , r econci l e t wo goal s

t hat ar e, at . l east par t i al l y, conf l i ct i ng :

1 . t he ai m of showi ng t hat t he model - based t echnol ogy

pr ovi des i nt er est i ng advant ages and can be expl oi t ed

and have an i mpact al so f or on- boar d appl i cat i ons ;

2 . t he const r ai nt of not r equi r i ng a maj or r evol ut i on i n

t he har dwar e ( and sof t war e) t echnol ogi es cur r ent l y

used on- boar d .

Such r equi r ement s show t hat , t he di r ect adopt i on of

model - based di agnosi s on boar d can be pr obl emat i c .

Mor eover , usi ng t he f ul l power of t he model - based ap-

pr oach on boar d coul d be unnecessar y, especi al l y as

r egar ds sel ect i ng measur ement s and t est s, si nce l i t t l e

space f or per f or mi ng addi t i onal measur ement s and t est s

i s avai l abl e .

The on- boar d di agnost i c t ask can be bet t er per -

f or med usi ng si mpl er t echnol ogi es, such as " pat t er n-

act i on" r ul es or deci si on t r ees . Such t echnol ogi es i n f act

can be easi l y i mpl ement ed on cur r ent ECUs and coul d

t hus be pr act i cal l y used i mmedi at el y . However , we be-

l i eve t hat t he model - based appr oach can never t hel ess

pl ay a f undament al r ol e i n aut omat i cal l y synt hesi zi ng

t he si mpl er knowl edge base and di agnost i c st r at egy t o

be i mpl ement ed on- boar d .

I n t he t wo f ol l owi ng sect i ons we di scuss t he def i ni -

t i on of di agnosi s f or dynami c syst ems we adopt ed and

how such a def i ni t i on can be expl oi t ed f or compi l i ng

aut omat i cal l y t he on- boar d di agnost i c syst em.

Di agnosi s of dynami c syst ems

I n ( Thesei der Dupr e & Panat i 1998) sever al al t er nat i ves

ar e consi der ed f or def i ni ng di agnosi s of dynami c sys-

t ems, i ncl udi ng st at e- based di agnosi s ( Mal i k & St r uss

1996 ; St r uss 1997) and some si mul at i on- based def i ni -

t i ons whi ch t ake i nt o account t he di scont i nui t y i n t he

behavi or associ at ed wi t h abr upt f aul t s, i . e . t he sudden

t r ansi t i on of a component f r om t he cor r ect mode of be-

havi or t o a f aul t y behavi or . I t i s shown t hat , gi ven ad-

di t i onal knowl edge on causal i t y i n t he syst em, r eason-

i ng on such t r ansi t i ons and usi ng si mul at i on can l ead

t o r educi ng t he set of st at e- based di agnoses, under i n-

cr easi ngl y r est r i ct i ve assumpt i ons on t he obser vabi l i t . y

of t he syst em, i . e . on f aul t det ect i on .

The assumpt i ons on f aul t det ect i on ar e i mpor t ant .

Di f f er ent l y f r om ( Mal i k & St r uss 1996) , we assumed as

a r ef er ence behavi or t he cor r ect behavi or of t he sys-

t em; t hat i s, a devi at i on shoul d be det ect ed ( and t hen

di agnosi s act i vat ed) when t he syst em devi at es f r om i t s

expect ed behavi or . But , gi ven noi se i n measur ement s

and i mpr eci se knowl edge about t he quant i t at i ve behav-

i or of t he syst em under cor r ect behavi or , i t cannot be
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assumed t hat . ar bi t r ar i l y smal l devi at i ons can be de-
t ect ed . Mor eover , some assumpt i ons must be done,
based on obser vat i on on t he r eal syst em, on t he r el -
at i ve speed on whi ch devi at i ons of di f f er ent var i abl es
can be det ect ed .

As we shal l br i ef l y descr i be i n t he f i nal sect i on, i n
t he Common Rai l appl i cat i on di f f er ent . appr oaches have
been appl i ed f or det ect i ng devi at i ons f or t he di f f er ent
var i abl es .

The si mul at i on- based appr oach i n ( Thesei der Dupr e

& Panat i 1998) has been used as a def i ni t i on of di agno-
si s, and i t has been assumed t hat al l devi at i ons can be
det ect ed " at . t he same t i me" , i n t he sense t hat no qual -

i t at i ve st at e i s mi ssed by f aul t det ect i on ( t hi s i s si mi l ar

t o t he " gapl ess obser vat i ons" i n ( Mal i k & St r uss 1996) ) .

Ther ef or e, di agnosi s i s act i vat ed f or t he f i r st . qual -

i t at i ve st at e wher e non- zer o devi at i ons ar e det ect ed .

Gi ven t he set of obser vat i ons OBS f or such a st at e, t he
consi st ency of a mode assi gmnent F wi t h OBS ( i . e . i t s
bei ng a st at e- based di agnosi s f or t he obser vat i ons) i s
not suf f i ci ent , t o consi der F a di agnosi s . I n f act , i t i s
al so i mposed t hat t hi s st at e ( SzyxwvutsrqponmlkjihgfedcbaZYXWVUTSRQPONMLKJIHGFEDCBA� i n f i gur e 3) must be
r eachabl e f r om an i ni t i al st at e ( So) wher e al l compo-

nent s ar e " ok" and al l devi at i ons ar e zer o, t hr ough a

sequence of st at es sat i sf yi ng t he f ol l owi ng condi t i ons :

" The f i r st . st at e ( S1 ) der i ves f r om causal knowl edge

about t he syst em t hat gi ves t he r esul t of " i nj ect -
i ng" t he f aul t F i nt o t he i ni t i al st at e . For exam-
pl e, consi der t he sampl e equat i on gi ven above f or t he

r ai l component : 8Ap- r ai l = [ Af - pump] - [ Af - pr ] -

[ A f - i n j ] - [ Af l eak] I f t he r ai l st ar t s l eaki ng, i . e . t he

val ue of [ A f l eak] changes f r om0 ( i n So) t o posi t i ve
( i n Sl ) , some ot her change must occur i n or der f or

t he equat i on t o hol d i n St ; but due t o t he causal i t y

i n t he syst em, t he onl y change t hat can occur i n t he

f i r st st at e i s 8, , p- r ai l becomi ng negat i ve, whi ch wi l l

make [ Ap- r ai l ] negat i ve ( i . e . t he r ai l pr essur e smal l er

t han expect ed) i n S2 .

Changes t o t he ot her var i abl es wi l l occur l at er due t o

f eedback i n t he syst em: i n f act , f l ows depend on pr es-

sur e, and t her ef or e t hey wi l l act ual l y change ( or , bet -

t er , devi at e f r omt hei r expect ed val ue) , but onl y af t er

t he pr essur e i t sel f devi at es . Not e t hat f l ows depend

on pr essur e bot h " nat ur al l y" and due t o t he pr essur e

cont r ol syst em: t he ECU wi l l command t he pr essur e

r egul at or t o cl ose mor e t han i t shoul d ( and t hen r e-

duce t he out f l ow) when t he pr essur e ( r ead t hr ough

t he pr essur e sensor ) devi at es negat i vel y .

" The subsequent st at es, up t o t he f i nal st at e ( Sn ) con-

si st ent wi t h t he obser vat i ons, ar e each one a succes-

sor st at e of t he pr evi ous one accor di ng t o qual i t at i ve

si mul at i on .

" The sequence Si , . . . , S, , - , cannot cont ai n qual i t at i ve

st at es wi t h devi at i ons t hat woul d have been det ect ed

bef or e t he one ( or ones) t hat act ual l y act i vat ed di -

agnosi s . What t hi s act ual l y means depends on t he

assumpt i ons on f aul t det ect i on . I n pr i nci pl e, i t coul d

mean t hat no devi at i on of obser vabl e var i abl es shoul d

269



st at e wi t h no devi at i ons

and al l component s

i n OK mode

S0

W' 00'

S 1

causal const r ai nt s

on i nj ect i ng f aul t F

occur i n S1, . . . , S, , - , , .

	

I n pr act i ce, t hi s st r ong con-

di t i on shoul d be r el axed, at l east t o al l ow i n t he se-

quence qual i t at i ve st at es wi t h obser vabl e devi at i ons

i f t hey ar e st at es t hat onl y hol d f or a t i me poi nt and

not f or an i nt er val . An exampl e of such a st at e i s

t he one ment i oned above wher e OAp- r ai l i s negat i ve

but [ Op- r ai l ] i s zer o . Mor eover , si nce det ect i ng de-

vi at i ons r equi r es el abor at i on of act ual dat a, t he t i me

necessar y f or det ect i ng devi at i ons of di f f er ent var i -

abl es may be di f f er ent .

For a f or mal descr i pt i on t he r eader i s r ef er r ed t o

( Thesei der Dupr e & Panat i 1998) .

Compi l i ng on- boar d di agnost i cs

We al r eady di scussed t he pr obl ems t hat have t o be f aced

i n t he desi gn of on- boar d di agnost i c syst ems and we

mot i vat ed t he choi ce of pr ecompi l i ng knowl edge f or t he
on- boar d syst em.

I n t hi s sect i on we di scuss i n mor e det ai l how t he

compi l at i on can be per f or med t aki ng advant age of t he

model - based di agnost i c appr oach di scussed i n t he pr e-

vi ous sect i on . Exampl es wi l l be pr ovi ded i n t he next
sect i on . As we not i ced bef or e, t he basi c : t ype of knowl -

edge needed i n t he on- boar d syst em i s a set of associ -

at i ons bet ween pat t er ns of val ues of obser vabl e par am-

et er s and r ecover y act i ons . We deci ded t o i mpl ement

such associ at i ons and t he cl assi f i cat i on pr ocess t o be

used f or sel ect i ng t he best act i on i n a gi ven si t uat i on as

deci si on t r ees . I n f act , a deci si on t r ee i nt er pr et er can be

i mpl ement ed ver y ef f i ci ent l y and easi l y on any har dwar e
suppor t , usi ng l i t t l e memor y : t her ef or e, t hese met hod-

ol ogi es coul d be easi l y used on cur r ent ECUs . Mor e-
over , t her e ar e wel l known and est abl i shed al gor i t hms
f or bui l di ng t r ees f r om exampl es ( see e . g . al gor i t hms

such as I D3 ( Qui nl an 1986) ) . I n our case an exampl e

i s an associ at i on bet ween a pat t er n of val ues of t he ob-

ser vabl e par amet er s and t he cor r espondi ng act i on ( and

di agnoses) . What i s most i nt er est i ng i s t hat t he set

of exampl es can be pr oduced aut omat i cal l y usi ng a di -
agnost i c engi ne t hat i s di r ect l y based on model s, and

coul d be t he same one used f or of boar d di agnosi s . We

Fi gur e 3 : Si mul at i on- based di agnosi s .

st at e consi st ent

wi t h f aul t F

and obser vat i ons

1

	

Sn

qual i t at i ve si mul at i on

t hus have t he f ol l owi ng scheme f or t he gener at i on of t he
on- boar d di agnost i c syst em:

1 . Det er mi ne a set of si gni f i cant cases t hat must be f aced
on- boar d . I n case t he number of par amet er s and t he
set of qual i t at i ve val ues of t he par amet er s ar e smal l ,
one may even consi der an exhaust i ve set of cases .

2 . Run t he of f boar d model - based di agnost i c syst em on
each one of t he cases, comput i ng t he set of candi -
dat e di agnoses f or each case and t he cor r espondi ng

r ecover y act i on .

3 . Use a l ear ni ng al gor i t hm t o der i ve t he deci si on t r ees

f r omt he exampl es pr oduced i n t he pr evi ous i t ems .

Let us anal yse i n mor e det ai l t he l ast st ep above . The

i nput t o t he l ear ni ng al gor i t hm i s a t abl e wi t h one r ow
f or each one of t he si gni f i cant cases sel ect ed i n st ep ( 1) .
The col umns cor r espond t o t he obser vabl e par amet er s
t hat wi l l const i t ut e t he nodes of t he deci si on t r ee ; t wo
speci al col umns st or e t he deci si on ( r ecover y act i on) and

t he set of candi dat e di agnoses f or each one of t he cases,

comput ed i n st ep ( 2) . The deci si on t r ee i s bui l t by se-

l ect i ng, at each st ep, t he obser vabl e whose val ues best
di scr i mi nat e bet ween t he possi bl e deci si ons ( a measur e

of t he di scr i mi nat i on power i s comput ed dsi ng ent r opy) .

At t he i ni t i al st ep t he sel ect i on i s made on t he whol e t a-

bl e and t hi s l eads t o sel ect i ng t he obser vabl e A whi ch i s

t he r oot of t he t r ee . Such a node has one descendant f or

each possi bl e val ue of A . The descendant cor r espond-

i ng t o t he val ue ai of A i s a deci si on i n case al l t he

exampl es i n t he t abl e f or whi ch A = ai cor r espond t o

t he same deci si on . Ot her wi se, a subt r ee i s bui l t usi ng

as exampl es t hose f or whi ch A = ai .

The deci si on t r ee r epr esent at i on has some advant ages

wi t h r espect t o ot her f or ms of associ at i onal knowl edge .

I n case al l t he val ues f or t he obser vat i ons ar e known

t o t he ECU, t he deci si on t r ee i s anyway mor e compact

t han a l ookup t abl e . Pat t er n- mat chi ng r ul es coul d al so

be used . However , t he deci si on t r ee i s bet t er gener al i zed

t o t he case ( whi ch i s concei vabl e, even i f not wi del y

used i n ECUs i n t he aut omot i ve domai n) wher e some

deci si on r equi r es an act i ve t est t o be per f or med . I n

f act , t he deci si on t r ee can pr ovi de an or der on dat a t o



Tabl e 1 : Combi nat i ons of obser vat i ons wi t h cor r espondi ng si ngl e f aul t di agnoses and r ecover y act i ons . The sel ect ed
act i on i s shown i n bol df ace f ont .

be used and, mor e i mpor t ant l y, t he t est s ar e per f or med

onl y when act ual l y necessar y, i . e . when val ues of ot her

dat a ar e not suf f i ci ent f or di scr i mi nat i ng bet ween t he

r ecover y act i ons . Cost of t est s coul d be used, t oget her

wi t h ent r opy, t o sel ect t he best obser vat i on at each st ep
i n t he t r ee gener at i on .

An exampl e

I n t hi s sect i on we pr ovi de an exampl e of t he pr ocess

f or compi l i ng deci si on t r ees accor di ng t o t he st r at egy
def i ned i n t he pr evi ous sect i on . -We consi der t he t hr ee

f ol l owi ng obser vabl es i n t he common r ai l model : t he
r ai l pr essur e, t he pr essur e i n t he l ow pr essur e subsyst em

and t he t or que measur ement . I n par t i cul ar , we consi der

t he qual i t at i ve val ues f or t he devi at i ons of t hese mea-

sur ement s, i . e . , r espect i vel y, [ Op_obs] , [ Al owp- obs] and

[ At m] .

We t hen consi der ( see t abl e 1) t he combi nat i on of
qual i t at i ve val ues f or t hese var i abl es wi t h t he cor r e-
spondi ng si ngl e f aul t di agnoses comput ed wi t h t he dy-
nami c di agnosi s appr oach descr i bed bef or e, and t he r e-

cover y act i on cor r espondi ng t o each one of t he cases .

Cases not l i st ed have no si ngl e f aul t di agnosi s . When

t her e i s mor e t han one candi dat e di agnosi s associ at ed

wi t h a set of obser vat i ons ( whi ch means t hat t he can-

di dat es cannot be di scr i mi nat ed wi t h t he avai l abl e ob-

ser vabl es) , t he r ecover y act i on associ at ed wi t h t he set of

candi dat es ( t he one i n bol df ace) i s t he most cr i t i cal one,

t hat i s t he one associ at ed wi t h t he most cr i t i cal f aul t .
The cases consi der ed i ncl ude t he 4 f aul t ' s t hat can be ar -

t i f i ci al l y i nt r oduced i n t he demonst r at or car , whi ch ar e :
l p- syst em i nsuf f ; pr essur e- r egul at or bl ocked open ;

i nj ect or s bl ocked open ; i nj ect or s bl ocked cl osed . No-
t i ce t hat i n t hr ee cases t he act ual f aul t can be i dent i f i ed
as t he onl y si ngl e f aul t di agnosi s ; i n ot her cases, t her e
ar e mul t i pl e di agnoses but al l of t hem ar e sensi bl e di -

agnoses f or t he gi ven obser vat i ons .
I t i s i mpor t ant t o not i ce t hat t he use of t he dynami c

di agnosi s appr oach out l i ned i n a pr evi ous sect i on i s es-
sent i al t o t he r esul t s i n t abl e 1 .

I n f act , appl yi ng st at e- based di agnosi s ( i n t he same
cont ext , i . e . wi t h t he same i nt er pr et at i on of devi at i ons)
pr ovi des some unexpect ed sol ut i ons : e . g . f or t he sec-
ond case i n t abl e 1, i . e . Al owp- obs = 0, Ap_obs =
[ - ] , At i n = 0 : Pr essur e- r egul at or bl ocked- cl osed,
Sensor hi gh, I nj ect or s r ecycl e- l ow, and t he empt y

di agnosi s ( al l t he component s ok) .

The pr esence of spur i ous di agnoses coul d l ead

t o sel ect i ng an unnecessar y r est r i ct i ve act i on : i n

t he exampl e, St op woul d be sel ect ed i nst ead of
Li mp home, because of t he spur i ous di agnosi s
Pr essur e- r egul at or bl ocked- cl osed .

Mor eover , t he f act t hat t he " al l ok" mode i s consi s-

t ent woul d cont r adi ct f aul t det ect i on : some " abnor mal "

obser vat i on i s det ect ed, but t he syst em can anyway and

i t woul d be assumed t o be ok by any sensi bl e pr ef er ence

cr i t er i on f or di agnoses ; e . g . we have used car di nal i t y,

pr ef er r i ng si ngl e f aul t di agnoses, and t hi s woul d make
t he " al l ok" candi dat e t he pr ef er r ed di agnosi s .

Gi ven t hi s t abl e, t he pr ocess f or compi l i ng t he deci -
si on t r ee can be st ar t ed . The r esul t i s t he deci si on t r ee
shown i n f i gur e 4, whi ch i ndeed capt ur es t he i nt ended
behavi or f or t he on- boar d di agnost i c syst em.

I t i s wor t h not i ng t hat i n t hi s case t he di agnost i c sys-

t em i s bet t er t han t he di agnost i c pr ocedur es cur r ent l y

used i n t he Common Rai l syst em, whi ch, however , can-

not use t he measur ement s of t he pr essur e i n t he l ow

pr essur e syst em and t he t or que ( but uses ot her pi eces

of i nf or mat i on and pl ausi bi l i t y checks concer ni ng t he
val ues of i nt er nal var i abl es i n t he ECU) . Thi s i s an i n-

t er est i ng r esul t of t he adopt i on of our appr oach si nce
t he exper i ment at i on wi t h t he model al l owed us t o st udy
t he ef f ect of addi ng addi t i onal sensor s . The exampl e
shows a compr omi se i n whi ch bet t er on- boar d di scr i m-
i nat i on on t he r ecover y act i on t o be per f or med can be

obt ai ned wi t h addi t i onal sensor s .

Obser vat i ons Di agnoses Act i ons

owp- o s - Ap- obs t r n

- - 0 Lp- syst em i nsuf f Per f or mance l i mi t at i on

0 - 0 Pr essur e- r egul at or bl ocked- open Per f or mance l i mi t at i on.
Hp- pi pes- and- r ai l l eak Li mp home

Hp- pump bl ocked Per f or mance i mi t at i on.
p- pur n. p i nsu, Per f or mance i mi t at i on
Sensor l ow Open l oop

Sensor bl ocked Open l oop

I nj ect or s r ecycl e- hi gh Per f or mance l i mi t at i on-
0 - + I nj ect or s bl ocked- open St op

0 0 - I nj ect or s bl ocked- cl osed Go

0 + 0 Pr essur e- r egul at or bl ocked- cl osed St op

Sensor l oi n Open To-op
Sensor bl ocked o pen l oop

I nj ect or s r ecycl e- l ow o



Pr ot ot ype i mpl ement at i on and

demonst r at i on

I n t hi s sect i on we br i ef l y di scuss t he i mpl ement at i on

of t he di agnost i c syst em descr i bed i n t he pr evi ous sec-

t i ons . I n or der t o have a f i r st pr ot ot ype at an ear l y

st age and make exper i ment s as r egar ds bot h model -

i ng and t he di agnost i c st r at egy, we i mpl ement ed a f i r st

ver si on of t he di agnost i c syst em usi ng ECLi PSe, a con-
st r ai nt l ogi c pr ogr ammi ng l anguage . These ki nds of

l anguages ar e i n f act wel l sui t ed f or r api d pr ot ot ypi ng,

and const r ai nt pr opagat i on f or si mul at i ng model s can

be i mpl ement ed ver y easi l y . One st r at egy has al so been

i mpl ement ed i n C++ . As r egar ds t he gener at i on of t he
on- boar d deci si on t r ees we used an i mpl ement at i on of

t he st andar d I D3 al gor i t hm ( Qui nl an 1986) .

For t he demonst r at i on, a pr ot ot ype Lanci a car wi t h

a pr e- ser i es 2 . 4 Li t r es Common Rai l engi ne has been

equi pped wi t h appr opr i at e har dwar e and sof t war e f or

dat a acqui si t i on ( see f i gur e 5) . ETI { i s a har dwar e i n-
t er f ace at t ached t o t he ECU, pr ovi di ng access t o t he
cont r ol l er dat a bus ; MAC i s a pr ot ocol conver si on box ;

I NCA- PC ( by ETAS) i s t he sof t war e f or acqui si t i on and

di spl ay of dat a, r unni ng on a por t abl e PC t oget her wi t h

t he on- boar d di agnost i c syst em devel oped f or VMBD.

We r egar d t hi s syst em as " on- boar d" even i f i t does
not r un on t he ECU i t sel f ; t hi s sol ut i on was out of t he
scope of t he pr oj ect , but i t i s al r eady f easi bl e, even gi ven

t he cur r ent ECU har dwar e l i mi t at i ons . Such a syst em
i ncl udes : zyxwvutsrqponmlkjihgfedcbaZYXWVUTSRQPONMLKJIHGFEDCBA

" A modul e f or t he conver si on of si gnal s ( acqui r ed by

I NCA) i nt o qual i t at i ve devi at i ons ; t hi s i s easi l y done

f or t he sensor i n t he l ow pr essur e par t of t he syst em,

wher e t he pr essur e has a nomi nal r ange of val ues .

whi l e f or t he pr essur e sensor i n t he hi gh pr essur e par t
a compar i son i s made on t he desi r ed pr essur e com-

put ed by t he ECU, r el yi ng on an appr oxi mat i on on

t he expect ed behavi or of t he act ual pr essur e .

" The deci si on t r ee i nt er pr et er .

Exper i ment s on t he demonst r at or syst em wer e suc-

cessf ul i n checki ng t hat , when one of t he f aul t s was

i nt r oduced i n t he syst em, t he appr opr i at e val ues f or

Fi gur e 4 : Compi l ed deci si on t r ee .

qual i t at i ve devi at i ons wer e acqui r ed . Ther ef or e, si nce
t abl e 1 cont ai ns sensi bl e di agnoses f or each case, t he
syst em can suggest t he most appr opr i at e act i on .

Concl usi ons

I n t hi s paper we di scussed our exper i ence i n t he desi gn
of on- boar d di agnost i c, syst ems f or aut omot i ve domai ns .
We anal ysed t he pecul i ar i t i es of on- boar d appl i cat i ons,
di scussi ng t hei r r equi r ement s and t he consequences t hat
t he r equi r ement s have on t he desi gn of t he di agnost i c
syst em. I n doi ng t hat we t ook i nt o account a f ur t her
mai n goal : t r yi ng t o expl oi t as much as possi bl e t he
advant ages of t he model - based appr oach al so f or on-
boar d appl i cat i ons . The r esul t s di scussed i n t he pa-
per i s a compi l at i on- based appr oach : t he model - based

appr oach i s used f or si mul at i ng di agnost i c si t uat i ons ;

t he r esul t s of si mul at i ons ( di agnoses and act i ons cor r e-

spondi ng t o a set of obser vat i ons) ar e used by a l ear ni ng
al gor i t hm t o der i ve t he deci si on t r ees t hat wi l l f or mt he
on- boar d di agnost i c syst em.

We cl ai m t hat t hi s appr oach has si gni f i cant advan-

t ages on ot her ones . Wi t h r espect t o t he adopt i on of

on- boar d model - based syst ems, our appr oach has t he

advant age of bei ng cl ose t o be i mpl ement ed wi t h cur -

r ent ECU t echnol ogy, even f or a dynami c, cont r ol l ed
syst em. Wi t h r espect t o a manual gener at i on of t he

deci si on t r ee ( as i t i s cur r ent l y done i n many di agnost i c

syst ems) , on t he ot her hand, we have al l t he advant ages

comi ng f r omr el yi ng on r eusabl e model s, whi ch can si g-

ni f i cant l y r educe t he ef f or t i n gener at i ng t he t r ee f or a

new syst em. Mor eover , t he exper i ment at i on wi t h t he

model - based appr oach can l ead t o st udyi ng how t o i m-

pr ove t he di agnosabi l i t y of t he syst em, e . g . by addi ng

ext r a sensor s ( as i t i s i ndeed shown by our exampl e) .

The i dea of compi l i ng di agnost i c r ul es f r omexampl es

has been used i n ot her appr oaches, even i f wi t h some

di f f er ences . I n ( Pr i ce et at . 1996) , whi ch shar es sev-

er al char act er i st i cs of our appr oach, model s ar e used

f or gener at i ng FMEA, whi ch i s i n t ur n used f or gen-

er at i ng di agnost i c t r ees f or of f boar d di agnosi s . Pr e-

vi ous appr oaches used qual i t at i ve model s f or r unni ng

a set of si mul at i ons and i nduce di agnost i c r ul es f r om
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