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ABSTRACT Group key agreement is a good way to ensure secure communication within a group. However,
the identity authentication, privacy protection, and information sharing access control (different access rights
may exist for different sensitivity of information) are key issues to be solved in group key agreement. Aiming
at these problems, this paper proposes a group key agreement protocol based on privacy protection and
attribute authentication (GKA-PPAA). The protocol proposes identity authentication for hidden attributes; it
not only preserves the advantages of traditional identity-based key agreement protocol, but also provides
hiding the identity information and privacy protection of the individual, and also proposes information
sharing access control, which different secret information is shared among a set of members who have
different levels of authority. It increases the flexibility of group key management. In addition, the group
key factors are also calculated before the group key agreement, which eliminates most of the computation
overhead due to the group key agreement. This protocol is proven secure under the discrete logarithm
problem (DLP) and decisional bilinear Diffie-Hellman (DBDH) problem assumptions. The performance
analysis shows that the proposed scheme is much more efficient than the existing ones.

INDEX TERMS Group key agreement, attribute authentication, information exchange, threshold authority.

I. INTRODUCTION

The recent security concerns are prevailing when multi-
ple devices over a wireless communication interact among
them leaking sensitive information to a non-participating
entity [1], [2]. Group key agreement is a secure and robust
approach to establish group keys for secure group oriented
applications over non-private underlying networks. There-
fore, the group key agreement protocol is a good way to
ensure secure communication within a group. However, peo-
ple are worried about privacy protection and authentication.
Implementing privacy protection ensures that communication
messages are not intercepted by eavesdroppers, and authen-
tication ensures that any unauthorized user cannot fraudu-
lently obtain the required services from the primary domain.
Authenticated key agreement protocols concern the identity
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authentication of users, which ensures only the intended
group members to establish a group session key to use encryp-
tion communication. At the same time, lightweight, small
computing and communication overhead and security are
important indicators in group key negotiation. With these
demands in mind, Group key agreement protocol based on
privacy protection and attribute authentication is proposed.

In this paper, for the sensitivity of the communication
information and the permissions of terminals are different,
information exchange may need different set member in the
same group. Therefore, based on the different attributes of
members, we propose a key agreement protocol for securely
exchanging different secret information between members
of different privilege groups. This protocol combines the
advantages of attribute encryption and identity authentica-
tion. Attribute encryption and authentication techniques are
adopted to guarantee the secure of group key agreement, and
protect the personal privacy.
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A. RELATED WORK

The first key agreement protocol based on asymmetric cryp-
tography was proposed by Diffie and Hellman in 1976 [3].
Since then, many researches have been done in this area.
Dynamic asymmetric group key agreement concerns about
the scenarios such as the terminals in mobile cloud net-
works may join or leave at any given time [4], [5]. Authen-
ticated key agreement protocols authenticate the identities
of users to ensure that only the intended group members
can establish a session in which the group members can
communicate with each other [6], [7]. The affiliation-hiding
protocol not only exhibits the affiliation-hiding property, but
also holds the properties of detectability and perfect forward
secrecy [8]-[11].

On the security of authenticated group key agreement is
proposed in [12]-[14], which contributes to identify the secu-
rity vulnerabilities in the existing protocols, and present a fix
to the ephemeral secret key leakage attack of the protocol
presented by Tan and Gupta and Biswas to make it secure.
An authenticated asymmetric group key agreement based on
attribute encryption is proposed [15], which combines the
advantages of attribute encryption and identity authentica-
tion. Attribute encryption and authentication techniques are
adopted to guarantee the secure of group key agreement, and
protect the personal privacy. Its computation and communi-
cation loads moved to powerful server to reduce the workload
on terminal. It is suitable to use in centralized network envi-
ronment. Secure group communication is of great importance
for many collaborative and distributed applications in Internet
of Things [16], [17]. A secure and efficient group key agree-
ment scheme for VANET is proposed in [18], which negoti-
ates a dynamic session secret key using a fixed roadside unit
help to provide more stable communication performance and
speed up the encryption and decryption process to ensures
that vehicles exchange information securely in VANET.

Multi-domain lightweight asymmetric group key agree-
ment is proposed in [19]-[21], which adopts the bilinear
mapping and blind key technology to achieve an asymmetric
group key agreement protocol among mobile terminals dis-
tributed in different domains and proposes a communication
and computation migration technologies to ensure that the
mobile terminal lightweight computing and communication
consumption and also can achieve anonymity and authenti-
cation. An authenticated group key agreement protocol with
user anonymity based on Chebyshev chaotic maps is pro-
posed in [22], it can resist reflection attack and achieve
contributory group key agreement with user authentication,
and it is suitable for multi-server and mobile environments.
A cross-domain lightweight asymmetric group key agree-
ment to establish a safe and efficient group communication
channel between sensor nodes is proposed in [23], [24].
In this protocol, the computation and communication over-
head are lightweight.

A dynamic and cross-domain authenticated asymmetric
group key agreement is proposed in [25]. This protocol
adopts cross-domain authentication mechanism to avoid the
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security risks of key escrow and the complexity of certificate
management. It supports the dynamic group key update of
nodes for forward secrecy and backward security of group
key, and also achieves the key self-certified, the member
participated group key agreement can self-certify whether
the calculated group keys are correct. A Certificateless One-
Way Group Key Agreement Protocol for End-to-End Email
Encryption is proposed in [26], [27], which is suitable to
implement E2E email encryption. The group key agreement
is certificateless, so there are no key escrow problem and
no public key certificate infrastructure is required, and it is
one-way group key agreement and thus no back-and-forth
message exchange is required. At the same time, it is a n-
party group key agreement (not just 2- or 3-party).

A group key agreement mechanism based on the Chinese
remainder theorem is proposed to distribute the group key
for authenticated vehicles in [28]—[31]. The group key can be
updated when the vehicle joins and leaves the group. It needs
a third-party trusted organization with strong computing and
storage capabilities to distribute group key for all vehicles,
and it has security risks. A Twofold Group Key Agreement
Protocol for NoC based MPSoCs is proposed in [32], [33],
which proposes a twofold group key agreement protocol
which addresses the need of a shared symmetric key among
insider members in a group and an asymmetric key pair
for any unrestricted sender. The proposed protocol offers a
lightweight symmetric encryption for intra zone communica-
tion and a public key encryption for inter zone communica-
tion taking most advanced security issues into account.

A password-based conditional privacy preserving authen-
tication and group-key generation protocol for VANETS is
presented in [34]. This protocol offers group-key generation,
user leaving, user joining and password change facilities.
It is lightweight in terms of computation and communication
since it can be designed without bilinear-pairing and elliptic
curve. Concurrently Deniable Group Key Agreement and
Its Application to Privacy-Preserving VANETS is proposed
in [35], [36], which present a novel transformation from an
unauthenticated group key agreement to a deniable (authenti-
cated) group key agreement without increasing communica-
tion round. It designs an authenticated and privacy-preserving
communication protocol for VANETSs by using the proposed
deniable group key agreement.

A Survey on Group Key Agreement Protocols in Cloud
Environment is proposed in [37]-[39], which are group key
agreement protocol, triple-party protocol and double-party
protocol, according to the number of users participating in
the agreement. Then we give a summary of these proposed
key agreement protocols based on the classification. After
performing analysis on security and performance of these
key agreement protocols respectively, a comment on each
category is made.

Certificateless and identity-based authenticated asymmet-
ric group key agreement is proposed in [40], which for-
malizes the security model of certificateless authenticated
asymmetric group key agreement and realizes a one-round
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certificateless authenticated asymmetric group key agree-
ment protocol to resist active attacks in the real world.
It investigates the relation between certificateless authenti-
cated Asymmetric group key agreement and identity-based
authenticated Asymmetric group key agreement, and also
proposes a concrete conversion from certificateless authen-
ticated Asymmetric group key agreement to session key
escrow-free identity-based authenticated Asymmetric group
key agreement.

A secure and efficient group key agreement protocol
is proposed in [41], [42], it is adaptive for cluster-based
communications in mobile ad hoc networks. It describes a
novel secure cluster-head selection mechanism in the pro-
posed protocol. The protocol provides security for dynamic
group operations in addition to the basic security properties.
A secure key agreement protocol for dynamic group is pro-
posed in [43]. In this work, it focuses on the confidentiality
aspect of secure group communication. If a member or group
of members wants to join a secure communication group, they
should initially be authenticated by a separate authentication
protocol. A self-authentication and deniable efficient group
key agreement protocol is proposed in [44], [45]. The scheme
establishes a group between road side units and vehicles by
using self-authentication without certification authority, and
improves certification efficiency by using group key trans-
mission method.

Authenticated Group Key Agreement Protocol without
Pairing is proposed in [46], [47], which achieved security of
the proposed scheme following the most standard and recent
security notion namely the EGBG model. It has proved the
authenticated key exchange (AKE) security and the mutual
authentication (MA) security with full forward secrecy, con-
sidering leakage of both the keys long-term and ephemeral,
adopting a comparatively efficient technique, the game hop-
ping technique. A Certificateless Group Authenticated Key
Agreement Protocol for Secure Communication in Untrusted
UAV Networks is proposed in [48], which propose to tackle
the problem of secure communication among untrusting
parties with a certificateless-group authenticated key agree-
ment (CL-GAKA) scheme to enable confidentiality, message
integrity, and authenticity in drone communications.

An efficient one round certificateless authenticated group
key agreement protocol is proposed in [49], [50], it satis-
fies the security demand of mobile Ad Hoc networks. The
protocol has achieved appropriate optimization to improve
the performance of Ad Hoc networks in terms of frequent
communication interruptions and reconnections. In addition,
it has reduced executive overheads of key agreement proto-
col to make the protocol more suitable for mobile Ad Hoc
network applications.

A flexible asymmetric group key agreement protocol that
information exchange and transmission are orientable is
proposed in [51]. The paper adopts bilinear mapping and
two-way anonymous authentication technology to hide per-
sonal identity authentication information, and uses storage
and computing migration technology to reduce the resource
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consumption of mobile terminal, and also proposes the secret
key factor oriented extraction and combinations technol-
ogy to achieve multi-level three-dimensional complex space
security information exchange requirements and meet the
lightweight computing. A secure chaotic maps-based group
key agreement scheme is proposed in [52], [53], which pro-
vides member anonymity to ensure the privacy of the com-
munication between the social networking platform and the
members. This protocol integrates the mechanisms of mes-
sage encryption and member verification into the scheme to
allow the members to anonymously interact with the services
of the online social network, thereby enhancing the credibility
of the online social network system.

B. MOTIVATION AND CONTRIBUTION

Through the analysis of the above research status, in the
current group key agreement process, exchanged information
in the group is shared among all members of this group,
this means that all members of the group have the same
information sharing permissions, and the hierarchical group
information security exchange cannot be implemented. That
is, different sensitivity information can only be shared among
group members with corresponding rights, and group mem-
bers who do not have corresponding rights cannot share
the information. The current group key negotiation study
also does not implement the personal privacy protection
function well, in the process of the group key agreement,
the group members are easy to expose personal identity infor-
mation or expose personal attribute information. To solve the
above problems, the contributions of this paper are as follows:

1) An identity authentication technology based on hidden
attributes is proposed, which not only hides identity informa-
tion but also hides attribute information. It not only preserves
the advantages of traditional identity-based key agreement
protocol, but also provides protection for personal privacy.

2) A threshold-based information exchange technology is
proposed, in which only the threshold of the attribute meet-
ing the group key agreement requirement can be used for
group key agreement, thereby implementing group informa-
tion exchange. Different secret information is shared among a
set of members who have different levels of authority. When
a person has some secret information, he can exchange infor-
mation with some people who have the appropriate level of
security permissions rather than all the members in the group.
It increases the flexibility and security of group information
exchange.

3) A group key calculation correctness self-validation algo-
rithm is proposed, in which each group key agreement partic-
ipant can verify whether the calculated group key is correct
according to the parameters in the calculation process. All the
participants can verify the group keys correctness without any
other additional communication.

C. ORGANIZATION
In section II, we describe the proposed group key agree-
ment in this paper; In section III, we analyze and prove the
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correctness and security of GKAP-PPAA protocol;
In section IV, we further analyze the efficiency and per-
formance of the protocol. Finally, we conclude the paper
in Section V.

Il. THE PROPOSED GROUP KEY AGREEMENT PROTOCOL
A. BILINEAR MAPS AND COMPLEXITY ASSUMPTIONS
This paper is based on the basic theory of bilinear mapping;
some basic knowledge related to bilinear mapping will be
described in this section.

Let G; be an additive group and G, is a multiplicative
group. Both of them have the same prime order g, where
g > 2% 4+ 1, and ¢ is a security parameter. G is generated
by g1, that means G; = (g1), and the discrete logarithm
problems of G| and G; are difficult. We call e an admis-
sible pairing, if e : G x G; — G, satisfies the follow
properties:

(1) bilinearty: For all u,v € Gi,and a,b € ZZ, there is
e(ap, bv) = e(u, v)*;

(2) Non-degeneracy: There exits u,v € Gi, such that
e(u,v) # 1

(3) Computability: For all u, v € Gj, there exists a effi-
cient way to calculate e(u, v).

Inferencel. For all u, v, g1 € Gy, there is e(u + v, g1) =

e(u, g1e(v, g1).

B. LAGRANGIAN INTERPOLATION THEOREM
Generally, if known y = f(x) has different func-
tion values yg, yi1,---,y, at the n + 1 different points
X0, X1, -+, Xp, this function passes through these n + 1
points (xo, ¥0), (x1,¥1), -+ - , (Xu, Y»), We can consider con-
structing a polynomial y = Pp(x) of degree at most n that
passes through the n 4+ 1 points to satisfy: P,(xx) = yx,
k=0,1,---,n

To estimate any point ¢ where ¢ # x;,i = 0,1,2,--- ,n
to use the value of P,(¢) as the approximation of the accu-
rate value of f(¢). This method is called interpolation. The

formula P,(xx) = vk, k =0, 1, - - - , nis interpolation condi-
tion or criterion and the minimum interval [a, b] containing
xii = 0,1,---,n) where a = min{xg, x,---,x,} and
b = max{xg, x1, - - - , Xn}.

General Form Application Method. There are n points
(x0,¥0), (x1,¥1), -+, (Xn—1, Yn—1) in the plane. Now a func-

tion f(x) is used to make the image pass through these n
points. The specific methods are as follows:

Practice. Let a set D, be a set of subscripts about point
(x,y), where D,= {0, 1, - - - , n— 1} and then make n polyno-
mials p;(x) where j € D,. For any k € D,, there are p; and
By ={ili #k,i € Dy}, sothat pp(x) = [ ==L

Xk —X;*
i€By
where the formula py(x) is a polynomial of degree n — 1
and satisfies px(x;,) = 0 and pr(xx) = 1 for all m €
1

n—
Ik,so that L,(x) = ) y;pj(x). The interpolation polynomial

=0
Ly(x) of the form labove is called Lagrange interpolation
polynomial.
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C. INITIALIZATION

In this section, we describe a group key agreement protocol
based on privacy protection. The protocol consists of AA
(Attribute Authority) and network terminals. AA is a key
entity who generates system public parameters and master
keys. The system public parameters contain some group
key parameters, which can be used by network terminals to
negotiate group session keys. Especially, it performs attribute
authentication and permission distribution of network termi-
nals. AA also manages users in other areas and it is fully
trusted by entities in the group key agreement protocol.

In this work, it is assumed that the protocol contains an AA
and n network terminals. Let U = {uy, ua, ..., u,} be the set
of network terminals. And the corresponding identity set is
ID = {idy,,id,,, ...,id,,}. AA defines an ordered network
attribute set Artr = {A1,A2,...,Aj, ..., AR}, where A; <
Aj+1(j < R) and R € N* denotes the number of the network
attribute. And attr; = {a;1,ai2,...,a;,} is the ordered
attribute set of network terminal u;, where attr; < Attr,
r € N*,r < Randa;,_1 < a;,.idenotes the ith terminal
and r denotes the rth attribute of u;.

Network terminals participated in group key agreement
for group security communication must have some common
attributes in network.

Assuming Gj is an additive group, and the G is a mul-
tiplicative group. The discrete logarithm over G and G is
difficult. Assuming g; € G is a generator of Gi. G and
G7 have the same large prime number order g. Parameter e
is a computable bilinear mapping and e : G| x G; — G».
H; : {0, 1}* — ZZ,HQ G —> Z; and H3 : G, — Zfl are
three hash functions.

KeyGen. KeyGen (ﬂ) — (PK4, SKj): The KeyGen (1’\)
algorithm is run by AA, It takes the security parameters X
as input, and outputs the system master key SK4 € ZZ and
public key PK4 = g1SKjy.

The AA (Attribute Authority) runs the KeyGen(lA) algo-
rithm to obtain a public/private key pair (SKa, PK4), where
SKy € ZZ‘I and PK4 = SKsg1. The any member u; € U(1 <
i < n) chooses a random positive integer s,, € ZZ and
calculates sk,, = Hy(id,;)s,; as its private key and the public
key is pk,, = g1sky;. The system parameters are params =
(PK4, q, G1, G2, g1, e, Hy, Hy, H3).

D. GROUP MEMBER REGISTRATION

The group member registration of proposed protocol is
depicted in Table 1, and the detailed steps are performed as
follows:

(1) AA represents the attribute set Attr = {A1, Aa, ..., Aj,
..., AR} as a Rth degree polynomial f(x) = (x — Agp)(x —
AR—1)...(x — A1) = brxR + b1 xR~V + ..+ by.

(2) Each network terminal u;(1 < i < n) with the attribute
set attr; = {a;1,ai2,...,a;r} selects a random number
A € Z;(Ai # 1,0) and calculates {(A;g1,ai1rig1, ...,
aflkigl), (Aig1, ainhigls - - ., afz)wgl), ooy (Aig1s airAigls
.. af dignyand B = (aiy+ain+. . .4ai)skyrigi. Then,
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TABLE 1. Summary of GKAP-PPAA registration phase.

Terminals
ui(1 <i<n)
Attribute set :

attr; = {a; 1,042, ..., air}

AA (Attribute authority)

Attribute set :
Attr = {Al, AQ, weey Aj, ceny AR}

Construct polynomial :

f(;c) = bRCIfR + bR_le71 + ...+ bg

Selects a random number :
i € Z3(Ni # 1,0)
Calculates :

{(Nig1, ai, 1 higts -, afy\z‘gl),

{(Aigrs aiidign, -, alfy igr),
(Aig1,ai2Xigt, ..., afg)\igl)y e
(Xig1, airAig1, - af,,,Aigl)7 Bi, vk, }

Calculates :

Vi = a;,1Aig1 + @5,20:91 + ... + a5, 0 Aig1
Verifies the equation :e(B;, g1) = e(vi, Pku;)
Clalculates :

boXigi + braiidigi + ... + brali Aigr = f(ai 1) Xig1

(Nig1,as2Xig1, ~~7a§2)\z‘91), e
(Aig1,airNigt, ~~7af,.)\i91)}
Bi = (ai,1 +ai2 + ... + ai ) sku; Xig1

boXigi + brai2Xig1 + ... + brafydigr = f(ai2)Xig1, ..oy
boAigr + bra;rAig1 + ... + bRaf‘Migl = f(ai,r)Nigt
Chooses ti,1,ti,2, ..., ti,r € Zg

Calculates :

{Ti0 =Xig1, Tiq =t:1T5,0, T2 = ti2Ti0, .- Tir = ti v Tio}
Nih = SKa(tin +ti2+ ... +tir)g1

Calculates :

Ki1= Afle =t;191,
Kia=MA1Ti2=1ti291, .-
Kip =X "Tip =tirq
Obtains :

{Ki1, K2y ooy Koy Mins Vi }

{vimi,nsTi,0:T5,1,Ti,25Ti r }

u;(1 <4 < n) register successfully

i sends {(hig1, ai1higi, .., ar hig1), (higi, aiahig, - .-
afoign), - (g1, airhigis -l high), Bis Phy;} to AA.
(3) After received the messages {(A;g1,ai11ig1,---,
af xig1), (g, ainhigi, . .., ayhign), - ., (Mgt airhigt,
Laf ig1), Bi.pky}, AA calculates y; = ai1hig1 +
aiphig1 + ... + airAig1 and verifies the identity of u; by
equation e(f;, g1) = e(¥i, pky,;). If it holds, AA calculates
borigi+biaiihigi+. . .+bral kg1 = f(ai)rig1, borigi+
biaiakigy + ... + bratyhigy = f(aikigy, ..., borig1 +
bia; Mig1 + ... + bRafr)L,-gl = f(a;r)Aig1 respectively.
If f(a;iDrigr = 0,f(ai2)rigr = 0,...f(air)rigt = 0,
that means f(a;1) = 0,f(ai2) = 0,....f(air) = 0 and
attr; € Attr. Then, AA according to the number of attributes
of u;(1 < i < n) chooses the same numbers of positive integer
L1, 62, .ty € Z:;. It calculates {T; 0 = Aig1,Ti1 =
ti1Tio, Tin = ti2Tio, ... Tiy = tirTio} (Note that for any
two attributes a; x and a;; of different members of u; and
uj(i #j),ifk = [, thent; ; = t;;) . AA divides the permission
level according to the number of their attributes and calculates
the privilege grade n;, = SKa(ti1 + tia + ... + tir)81.
Then AA sends {y;, ni.n, Ti.0, Ti1, Ti2, ..., Ti r} to the register
network terminal u;.
(4) After receiving the messages {yi, nix, Ti.0, Ti1, Ti 2,
., Tip} from AA, u;(1 < i < n) calculates & =
AT AT T AT T = (g i )8
and verifies the identity of AA by equation e(n;j, g§1) =
e(e;, PKy). If it is hold, u; computes K; 1 = )\i_lT,',l =1181,

VOLUME 7, 2019

Ki» = )»,-_lTi,z = 1;281,...,.Kir = )»i_lTi,r = t;rg1 and
obtains the attribute permission values {K; 1, K; 2, ..., K; }
and the privilege level n; j.

With above steps, all the terminals u;(1 < i < n) register
successfully. And AA can obtain the attribute information
from all the registration terminals u;(1 < i < n). AA divides
the permission levels of group members according to the
number of attributes. Then AA can construct an information
pool of registration terminals, as shown in Table 2, which
can be used in different hierarchical terminals for group key
agreement according to different attributes online phase.

E. GROUP KEY COMPUTING WITH DIFFERENT
ATTRIBUTE PERMISSION
Members in the group may have different access authority
and the information also has different security levels. Group
members with the same authorization want to exchange inter-
nal information. The group information exchange sponsor
may view the members with some specific attribute permis-
sion from information pool of registration terminals on the
AA platform, then it can select the corresponding members
with some specific attribute permission to form a group for
group key agreement, thereby implementing the information
exchange of the group. The detailed steps are performed as
follows:

Any member u;(1 < j < n) with the attribute set attr; =
{aj1, a2, ...,a;,} and the privilege value n; , = SKa(#j,1 +
tj2+...+1t,)g1 in the group wants to share the information
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TABLE 2. Information pool of registration terminals.

Terminals ul u9 Un

E f fectiveness yes yes yes

Privilege grade M,k M2,k Mn,h

Public key pkuy Pkusy pku,,

Attribute privilege value Tio0y-s Ty Tio0y-s Ty Ti0,- Tik

Group public key parameter Y1 Y2 Yn
with a subgroup member who has the same grade of author- the information {(wx, 1, y;,1), Wk,2, ¥j,2)s - - - » Wk r, yj,r)} and
ity or a higher grade of authority. It can select some members Lagrange theorem and computes the constant term M =
from the information pool on the AA platform to construct r - .
a subgroup when it wants to share secret information with fO) = XX_:I 1<w<l_r[w 4y m) Yi.x = Mj as its group

them. The computational process of subgroup keys is as
follows:

(1) The sponsor u; who wants to share secret informa-
tion with someone that have corresponding access authority.
It searches for some attribute privilege values and corre-
sponding privilege grade information from the information
pool in Table 1. According to this information, it ensures
which members can share secret information with it. For
convenience, assuming it selects the members set is U =
{I/tj, Ujt1, - .- Ml}(] < l).

(2) u; gets the information Ty 1, ..., Tk , of each u;(j <
k < I) from the information pool in Table 1 and computes

I 1 ro 1
Tpub = Z Tk,O = Z A&l and Tpri = Z Z Tk,‘f =
=i =i t=1k=j

,
> e+ .o+ ADg = U1+ i )X+ .+ A)DgL
=1

(3) uj selects m; € Z; randomly, computes Pu; = MiTpup,

M; = miTyr, wit = Ha(Kj 1), wi2 = Hao(Kj2), ..., wj, =
H>(K; ;) and constructs a (r — 1)-th degree polynomial f (x) =
miKj ,—1x"~! + ... + m;K; 1x + M; according to the attribute
permission values {Kj 1, Kj 2, ..., Kj -} that it kept before and
f(0) = M;, then it computes f(w;,1) = yj1,f(wj2) ==
YisfWj2) = yj2, - fWir) = yjr and ¢j = sky(yj1 +
Yji2 + ..+ Yjr). uj uses PKg_uj = (puj, nj,h) as group
encryption key and SKe—,; = M; as group decryption key,
where 7, can be found in Table 2 . u; broadcasts the mes-
sages {(¥j,1, Yj,2> - Yjir)s (puj, nj,h), @;} to all members U =
{uj, ujr1, ...us}(j < 1) in the group.

(4) Each member uy (j < k < I,k # j) in the group
who received the message {(j.1, ¥j.2 - - - » Yj.r)s (Puj> M) @5}
from u;, it computes ¢y = yj1 + Y2 + ... + Vir
and verifies the identity of u; by equation e(g;,g1) =
e(¢k, pky;). If it holds, ux compares its privilege value
nk,n with the privilege value n;;. If it has the same
grade of authority or higher grade of authority than »; j,
it can find the correspond attribute permission values

{Kk,1, Kk,2, - .-, Ki r} (that means {Ky 1 = Kji,Kr2 =

Kj», ..., Kk = Kj r}) and compute wy | = H(Kk, 1), wi 2 =

Hy(Kk2), ..o Wk, = Ho(Kg,,). ur constructs a polyno-
r

mial f(x) = ) 11 ——tho )y, according to
x=1 \I<o<r,mw#x kx Vo
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decryption key. u; can also obtain the group encryption key
PKe uy = Dug> Mkn) = (puj, nj,») from the broadcasted
messages {(Vj,1, j,2, - - -+ ¥jr)s (Puy» Mj,n)} BY ).

All the members u,(j < k < [) in the group can
compute the same group decryption key M and the group
encryption key (py, ., nk,n) if they have the same grade of
authority or higher grade of authority than 7, ; of the group
key agreement sponsor.

F. GROUP KEYS CORRECTNESS SELF-CERTIFIED

All the group members ui(j < k < [) calculated group
keys, they needn’t broadcast the hash values of the group
keys to other group members and compare with hash values
of the group the other members broadcast to verify whether
the correctness of the group keys it computed. They can
verify whether the equation e(py, , nx,n) = e(My, PK4) holds
to check whether the correctness of the computed group
keys.

G. GROUP SECURITY INFORMATION EXCHANGE
Instance: For any plaintext message m € M™* (M*: plaintext
space), each u; with the group encryption key PK;—,, =
(Pu;» mjn) and group decryption key M; operates as the
follows:

Encryption: u; chooses a random number ¢ € Z3,
and calculates Hz(e(py;, nj,n))°, v = ¢PKa, V =m®
H3((e(p”j, nj,n)¢), Then it broadcasts ciphertext ¢ = (v, V).

Decryption: After receiving a ciphertext ¢ = (U,V),
anyone ux(j < k < [) in the same group can calculate
m=1V @ Hs(e(v, My)) with a valid M.

IIl. CORRECTNESS AND SECURITY ANALYSIS

In this section, some performances of the proposed
GKAP-PPAA protocol are discussed. Firstly, the correctness
of our proposed protocol is shown. Secondly, the security
analysis of GKAP-PPAA protocol is given. Finally, the effi-
ciency analysis of GKAP-PPAA protocol is testified. In order
to validate performances claim of proposed protocol, the fol-
lowing theorems are proven.
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Theorem 1 (Contributiveness) : By running the proposed
GKAP-PPAA protocol, contributory group keys can be estab-
lished by all participators of GKAP-PPAA protocol . Each
participator may confirm that its contribution was included
in the group encryption key and group decryption key.

Proof: Since each participator uy (j < k < [I) in the group
computed the group encryption key is PKy .y, = (Puy» Mk,1n)
l !

and the parameter py, = m;Tpup, Tpup = Y Thk,0 = D Mk&1s
k=j k=j

I
so the PKg—u, = (Pug> M) = (mj - Ag1, mie,n) = {my(hj+
k=j
Ajr1 + ...+ X)g1, Nk}, which means each parameter Ay of

uy is included in the group encryption key PK, ;. So the
contribution of each participator u is included in the group
encryption key.
In the same way, the group decryption key is SK,_,, =
ro 1

m;Tyy; and the parameter is Ty = > > Tr: = (k1 +
t=1k=j

vt )G+ Lo+ Apgt, so My inclu(jies each partici-
pator ug’s parameter A;. Therefore, the contribution of each
participator u; also was included in the group decryption
key My.

For above, the contribution of each participator u; in
GKAP-PPAA was included in the group encryption key and
group decryption key.

A. CORRECTNESS
The proof of the correctness of the GKAP-PPAA is shown in
the following theorems.

Theorem 2: If they have the same grade of author-
ity or higher grade of authority than sponsor u; demanded,
each ug(j < k < [) can calculate an identical group decryp-
tion key SK;_,, and group encryption key PK,_,, in this
protocol.

Proof: We assume that the attribute set of u; is set attr; =
{aj1,aj2,...,a;,} and the correspond attribute permission
value set of u; is Vi, = {Kj 1, K2, ..., K }. The attribute set
of up(G < k < 1) in the group is attry = {ax, 1, ak 2, ..., Ak,0}
and the correspond attribute permission value set of u;(j <
k<DisV, ={Ki1,Ki2, ..., Kio}

If the participator ux(j < k < I) in the group has the same
grade of authority or higher grade of authority than sponsor
u;, it means uy has the same number of attribute permission
values or more attribute permission values than u;, that is
Vig S Viy.

uj computes wj | = Hy(Kj 1), wjo = Hy(Kj2), ..., wj, =
H>(K; ;) and constructs a r-th degree polynomial f(x) =
mjl(j,r_lglxr’l + ... + miK; 181x + M; according to the
attribute permission values {Kj 1, Kj 2, ..., Kj ;-}. Since Vu_/. -
Vi, and V,, = {Kk 1, Kk 2, ..., Ki »} 18 ordered, u can also
computes the wi 1 = H2(Kg 1), wi.2 = Ho(Kk 2), ooy Wk p =
Hy(Ki,r) and there is wi 1 = Wj1, w2 = W2, ...,
Wk, r = Wjr.

up received the values {f(wj1) = yj1.f(wj2) =
Yj2, .- fWjr) = yj,} from u;, it can construct number
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pairs {(yj,1, wk,1), (.2, Wk,2)s - - -, (.r» Wk,r)} and restore
r-th degree polynomial f(x) = mjl(j,rqg]x’_l + ...+
m;K;j1g1x + M; according to the Lagrangian interpolation
formula.

Similarly, all the participator ux(j < k < [) in the
group can receive an identical group encryption key (py;, 1j,1)
from u;.

Theorem 3: any group members u;(j < k < [) can decrypt
the ciphertext information that encrypted by member u, (1 <
T < n) using the group encryption key (py,, nk,») with its
group decryption key SK,_, .

M~

1
Proof: Since Tpuy = > Txo = Y rgls Tpri =
k=j

k

ro 1

Zl kZ‘Tk,r = (k1 + oA+ )G+ AL en =
t=1k=j
SKa(te,1 + tre2 + oo + 1k, r)81s Puy, = ijpub and SKg—uk =
m;Tyy;, there are p,, = mjTpy, = mj(A; + ... + A;)g1 and
SKg_y, = mj(te1 + ... + 1)+ ...+ A)gr.

For the above calculation, and the properties of the bilin-
ear pairings, any ciphertext information V.. = m @
H3((e(py, , nk.n)s) encrypted by member u, using the group
encryption key (py,,nkn), where ¢ € Z%, v = ¢PKa.
The corresponding plaintext information m can be obtained
bym =V @ Hi(e(v, SK,_y,)) using its group decryption
key SKg_, .

I

B. SECURITY ANALYSIS

Theorem 4: The proposed GKAP-PPAA protocol is secure
against passive adversary: A group key agreement pro-
tocol is secure against a passive adversary if a passive
attacker is unable to obtain information about the estab-
lished session key by eavesdropping on messages trans-
mitted over the broadcast channel. To prove that is so,
we need a well-known security assumption. Here we adopt
the DLP problem and DBDH problem assumption to prove
that the new protocol is secure against a passive adver-
sary. Several works have already demonstrated the secu-
rity and the variants of the decision bilinear Diffie-Hellman
problem.

Assumption 1 (DLP Problem and DBDH Problem): Let Gy
be an additive group and G, be a multiplicative cyclic group,
Both of the two groups have the same large prime order g,
where ¢ > 2¢ + 1, and ¢ is a security parameter, the discrete
logarithm over G and G, is difficult, G| = (g;) is generated
by g1, G1 and G, are a pair of bilinear group, e : G| x G| —
G», is a calculable bilinear mapping.

Discrete Logarithm problem (DLP). For given ¢ = agj,
¢ = bgy,and 0 = abg;, where b, a € ZZ and ¢, ¢, 0 € Gy,
a < q.If a and ¢ are given, it is easy to calculate o. Butif ¢
and o are given, it will be difficult to calculate a.

Decisional Bilinear Diffe-Hellman (DBDH) Problem:
Suppose the following two triples (g1, g2, ag1, bg1, cg1,
e(g1, 81)) and (g1, g2, agi, bgi, cg1, m), for any a, b, ¢ €
Zj‘l, g1 € G1,82 € Grand € Gy, are computationally indis-
tinguishable. In other words, there is no efficient algorithm .4
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that satisfies

Pr[A(abg1, agi, bgi, e) = 1]—Pr[A(abgi, agi, 7, e) = 1]|
-1
~o(24)
for any polynomial Q, where the probability is over the
random choice of a, b, ¢ and 7.

Lemma 1: Under the random oracle model, if computing
the DLP is hard, any malicious adversary C without the same
grade of authority or higher grade of authority than the group
key agreement sponsor demanded will be unable to obtain the
group decryption key SKg—y;.

Proof: C only has two ways to solve the group decryption
key SKg—y;.

The first method is to solve the polynomial: if C
without the same grade of authority or higher grade
of authority than that of group key agreement spon-
sor u; demanded, that means C does not have enough
attributes and the corresponding attribute permission val-
ues {K;1,Kj2,...,K;,}. Although C can get the mes-
sages {(Vj,1, Yj,2> - Yjir)s (puj, nj,n), @;j} broadcast by u; over
the open network, it does not have the corresponding
attribute permission values {Kj1,Kj>2,...,K;,} and can-
not calculate the corresponding polynomial parameters
wi1 = Ha(Kj1),wj2 = Ha(Kj2),....,wjr = HaKj;),
and it can’t construct the construct the corresponding
pairs {(wj 1, 1), Wj2,¥i2), ..., (Wj,r, ¥j,r)}. According to

Lagrange interpolation formula, C cannot recover polyno-
r

mial f(x) = )
x=1 \I<so=<r,m#x
calculate the group decryption key SK,—,, = f(0) =

-

2 M 2=
Iy —

x=1 \Isw=rm#y " 77

The second way is to compute the SK,—,,; with public infor-
mation : C can get the messages {(j1,Yj,2,---»Yj,r); (pu_/,
nj,h), @;} broadcast by u; over the open network. The parame-

Wi | Vi and cannot

yjsX = Alj'

ters of group encryption key p,; = m;jTpup = m; Z Akg1 and
k=

nj.h = SKaA(Gj 1+t 2+ 1)1 = (1 +E2+.. +tj r)PKa.

-+t r)mj Z Akg1,

if C wants to calculate the group decryption key SKg >

it must compute (¢,1 + 2 + ... + ;) from 5; , and compute

G + o + .o + lj,r).puj = (g1 + oo + (k1 + ... +
!

Since SKg—y, = miTpri = (Gj1 + .

te.r)m; Y hig to get K, We assume that C can compute
=

the Value] (1 + tj2 + ... + ) from n;, by an efficient
algorithm A. Then, C can construct an efficient algorithm
A’ touses 0 = abgy = nj, and { = bgy = SKug1 as
input, and output a = (41 + fj2 + ... + ). So it can
use A to construct an efficient algorithm A’ to solve the
DLP problem, which is a contradiction for the hard of DLP
problem.

Lemma 2: Under the decision bilinear Diffie-Hellman
assumption: for any a,b,c € Z, g1 € Gy, g2 € Gy and
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m € Ga, the two triples (g1, g2, ag1. bgi. cg1. (g1, g1)*)
and (g1, g2, ag1, bg1, cg1, ) are computationally indistin-
guishable. Even if adversary C obtains relevant information
PKg—y; (Pu;» mjp) and ¢ = (v, V) through the open
network, it cannot obtain the plaintext informationm =V @
H3(e(v, Mj)) without the group key SKg_uj = M;.

Proof: Since py; = mjTyuy = mj Z Akgl, U = ¢cPKy,

njih = @1+ 452+...+1,)PKy, w1thout loss of generality,
let R = PKy = SKA g1. Then, C constructs an algorithm A,
it randomly selects (p1, p2, - - - , pr) from ZZ and calculates
values are as follows:
1
fi = pipy; = plmjzkkg1;
k=j
l
fr = papu; = pam; Y higis
k=j

1

fr= PrPu; = prmjz)\kgb
k=j

Therefore, the algorithm A" constructs all message pair
(v,fi), for 1 <j < rand computes F =f1 +fH + ... +fr
and 7 = e(v, F).If A’ can compute m = V & H3(r) and get
the plaintext message m. It is obvious that SK,—,;, = J based
on property of bilinear map 7 = e(v, F) = e(v SKg—u;)
holds. That is, we can construct another algorithm A called A’
to efficiently distinguish (g1, 2, agi, bg1, cg1, e(g1, g1)°°)

and (g1, &2, ag1,bg1,cg1,m), where v = ¢PKy =

agi, njn = (1 + 2 + ... + 4,,)PKx = bgi,
i

py = mTpw = mpY g = cgi. e(gr. g™ =
k=j

SSKa-(tj 1+t 2+... 4t r)-SKa-m; Xl: Y
e(g1, g1) l =
SSKa-(p1+pa+.ctpr)my 3 Ak
e(v, F) k=i which is a contradiction
for the DBDH problem assumption. Thus, the proposed pro-
tocol is secure against passive attacks under the DBDH prob-
lem assumption.

Theorem 5: Under the random oracle model, the proposed
protocol is secure against an impersonator’s attack. Any
illegal member u; cannot pretend to be a key agreement
sponsor u; to initiate an invalid group key
agreement.

Proof: we know that only one legal participant u; with
secret key sk,,; can generate a valid signature ¢; = sk, (yj,1 +
¥j2 + ...+ ). Since impersonator u; does not know u;’s
secret key sky;, it cannot counterfeit the valid signature g;.
If the impersonator u; attempts to disrupt the establishment
of a group key among honest participants, he will be detected
by verifying the equation e(g;, g1) = e(¢i, pky;). There-
fore, the proposed protocol is secure against impersonator
attack.

and m = e(v, F) =
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IV. EFFICIENCY ANALYSIS

During the process of designing protocol, except security,
the computational time, the computational complexity and
communication costs are important performance measures
of the group key agreement. In this paper, we compared
and analyzed the literature that can be quantified in recent
years. We compare the proposed protocol with the related
works [26], [37], [54] in communication costs, computation
costs and time cost. Below are the few notations and data that
are going to be used in comparison [34].

o Tiy: Execution time for calculating the modular inverse
operation, Tj,, =~ 0.174ms.

o T, Execution time for the multiplication of two num-
bers, Ty ~ 0.015ms.

e T,y Execution time for Exponentiation, T, =~
3.886ms.

o Tpq—ecc: Execution time for calculating the elliptic curve
point addition, Tp,—ccc ~ 0.0018ms.

o T—ecc: Execution time for calculating the elliptic curve
point multiplication, Tgy,—ecc & 0.442ms.

o Tp: Execution time for the general hash operation,
Ty, ~ 0.0001ms.

o Tpy: Execution time for the bilinear pairing operation,
Tpp ~ 4.211ms.

e Tuyp: Execution time of the map-to-point hash operation,
Ty =~ 4.406ms.

e Tpq_pp: Execution time of the point addition related to
bilinear pairing, Tpq—pp ~ 0.071ms.

o Tyu—pp: Execution time of the multiplication of scalar
with the point based on bilinear pairing, Tyu—ppy =
1.709ms.

Table 3 lists the comparison and analysis between the
GKAP-PPAA protocol and other three group-key agree-
ment protocols in the calculation of complexity, communi-
cation load and time cost of group key agreement initiator.
We assume that there are n members to participate group
key agreement and the group key agreement initiator requires
members with at least r attributes to participate in the group
key negotiation in the GKAP-PPAA, where r is very small
relative to n.

In reference [26] scheme, the Parameter calculation phase,
there needs (n 4+ 2)T),; + nTy, the computing of group
encryption key phase, there needs (n — 1)Tp, + nTg,—pp +
nTpa—pp, the computing of group decryption key phase, there
needs nTp,—ecc, the total computation costis (n— 1)Tp,+(n+
DTt +nTs—pp+nT pa—pp+nTpe—_ecc+nTy. Communication
cost: message of sent is (n + 3) |G|, message of received is
(n+3)|Gl.

In reference [46] scheme, the Parameter calculation phase
there needs n7 .y, ~+nT,; . The computing of group encryption
key phase there needs 3nTpp+2nT s pp+nTsm—ecc. The com-
puting of group decryption key phase, there needs n7g;,—ecc,
the total computation cost is 3nTpp+nTexy + 2nTgy—pp +
2nTgn—ecc + nT . Communication cost: message of sent is
(n + 3) |G|, message of received is (n + 3) |G]|.
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FIGURE 1. Online execution time of sponsor node in GKAP-PPAA.

GKAP-PPAA scheme, the Parameter calculation phase,
there needs (2n + r)Tpa—ccc + Tsm—ece- The computing of
group encryption key phase, there needs 17;—ccc. Polyno-
mial construction phase, there needs (r — 2)Teyp + 2(r —
DTgn—ecc + (r — DTpa—ecc + rTh. The computing of group
decryption key phase, there needs 17,,—... The Signature
phase, there needs 17— ecc +7Tpa—ece- The total computation
costis (r —2)Texp +2(r + DT g—ecc +2n+3r — DTpg—ecc +
rTj. Communication cost: message of sent is (r + 3) |G|,
message of received is (r + 3) |G|.

From Table 3, GKAP-PPAA has the lowest computational
complexity, Lv et al.’s protocol [37] have the high compu-
tational complexity, Zhang et al.’s protocol [26] and Wei
et al.’protocol [46] have the highest computational complex-
ity. In communication, Wei et al.”protocol [46] has the highest
communication complexity. Zhang et al.’s protocol [26] and,
Lv et al.’s protocol [37] with the similar of communication
complexity, have lower communication complexity. GKAP-
PPAA has the lowest communication complexity.

For convenience and without loss of generality, we do time
cost analysis involves the ordinary node of group key agree-
ment. Based on the data provided by Table 3, we analyzed
the time consumption of sponsor as the size of the group key
agreement changes when r = 2, r = 6, r = 10 respectively
and compared the GKAP-PPAA with other three protocols in
time cost of ordinary node when r = 10. The results are show
as Fig. 2 and Fig. 3 respectively.

From Fig.1, when the size of the group key agreement
member changes in the GKAP-PPAA, the calculation time
of the group key initiator changes little.

From figure 2, for the ordinary nodes, GKAP-PPAA has
the lowest time cost of ordinary nodes when the number of
group key agreement members is less than 20, followed by
Lv et al.’s protocol [37] and Zhang et al.’s protocol [26]. Wei
et al.”protocol [46] has the highest time cost.

When these protocols are used in a wireless network envi-
ronment, the communication consumption of the protocol
should be taken into account. In this section, we perform
the total energy consumption cost analysis of performing
GKA using the data provided in Wei et al. [46]. As for
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TABLE 3. Complexity analysis of the four protocols.

quired by the sponsor node

Dleap + 4T +
37‘LTh

2)Tmul + nTsmfbp + 2nT5m7bp
nTpafbp + nTpafecc +

++

2nTsm—ecc + nTmul

Zhang et al.’s protocol [26] | Lv et al.’s protocol [37] Wei et al.”protocol [46] GKAP-PPAA
Computational complexity of | (2n+3)Ty, +3nTmui+ | (n—1)Thp+nTsm—pp+ | 3(n + LTpp+(2n + | 2Ty, + (r? —
each ordinary node (online) 2nTy, nTpa—pp + MTpa—ece DT sm—bp+2nTsm—cce | D)Tpa—ece + 7(r +
1)T§m—ecc + TT}L
Computational complexity re- | (2n + 3)Tpp+(n + | (n — DTyp+(n + | 3nTyp+nTesp (r — 2)Texp + 2(r +

1)Tsm—ecc + (2n+3r -

I)Tpafecc + TTh

nTy,

The number of message sent (n+2)|G| (n+3)|G| (n+3)|G| (r+3) |G|

The number of message re- | (3n — 1) |G| (n+3)|G| 5(n—1)|G| (r+3) |G|

ceived
€ 1e00 . . . ‘ length is 160b. Let the length of the information exchange be
é — & Zhang et al's protocol [26] P 160b, and the communication consumption is shown in Fig. 3.
z 1600 _;_\b\‘; et al’s protocol [37] -7 The communication consumption of the examined Proto-
=3 5i et al 'protocol [46] e . . R ,
& 1400F| = GKAP-PPAA 2 7 cols are depicted in Fig.3. Lv et al.’s protocol [37] has the
= 1200} s . worst performance, followed by Zhang et al.’s protocol [26]
£ 1000} e | and Lv et al.’s protocol [37]. GKAP-PPAA is very efficient
S sool 7 i in terms of communication When the number of group key
g e e agreement members exceeds 20.
5 600t - - 1
g - AT -
= 400 T e s 1 V. CONCLUSION
£ a0f o a7 T . Group key agreement is one of the key technologies to
I%’ Ofg../.-’ : : : : ensure the secure exchange of information among groups.

0 70 40 &0 &0 100

The Mumber of Group Key Agreement Participator

FIGURE 2. Online execution time of ordinary node in the four protocols.

This paper proposes an asymmetric group key agreement
protocol based on attribute authentication and personal pri-
vacy protection. The protocol adopts attribute-based identity
authentication technology. In the process of attribute authen-

a0 ‘ ‘ ‘ . tication, the attribute is hidden by polynomial calculation to
— 1% Zhang et al's profocol [76] achieve the purpose of attribute-based hidden identity authen-

3st| Ly etal's protocal [37] A C . . . e :
2 —&— Wl et al ‘protocol [46] 7 tication, which ensures that personally identifiable informa-
% 30p[ T OKAP-PPAA o 1 tion is not leaked, and that personal attribute information is
%25_ 7 : protected from disclosure. The protocol also uses threshold
g o o function technology to implement hierarchical group infor-
“g 207 o - i mation security exchange, that is, group information with
g 151 - A B ] different sensitivities can only be shared among group mem-
g 1ol //:B -7 ) - | bers with corresponding rights. The protocol ensures that
g /0///,-/' . the computing and communication as simple and small as
5t ///___,’_ A ] possible. The security of this protocol is based on the hardness
o ‘ ‘ . of BDLP and DBDH problems. The GKAP-PPAA is also

70 40 60 80 100

The NMumber of Group Key Agreement Participator

FIGURE 3. Communication energy cost of the four protocols.

the communication energy cost, an IEEE 802.11 Spec-
trum24 WLAN card consumes 0.00066 mJ for the transmis-
sion of 1 bit and 0.00031 mJ for the reception of 1 bit. The
abovementioned energy costs will be used for the communi-
cation energy analysis of the four GKA protocols. To compute
the communication cost, we need to know the size of the
information exchange. We assume that the secure key length
is 160b of the elliptic curve cryptography. All these four
protocols adopt the elliptic curve cryptography, so their key
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analyzed to be secure, efficient, which is suitable in multi-
level and stereoscopic space security information exchange
in complex network environment.
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