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Abstract

Password authentication is the most important and con-
venient protocol for verifying users to get the system’s
resources. Lin et al. had proposed an optimal strong-
password authentication protocol (OSPA) which is a one-
time password method. It can protect against the replay-
ing attacks, impersonation attacks, and denial of service
attacks. However, the authors shall show that the OSPA
protocol is vulnerable to the guessing attacks in this pa-
per.
Keywords: Authentication, cryptography, guessing attack,
hash function, password.

1 Introduction

Password authentication is one of the simplest and the
most convenient authentication mechanisms to prevent an
illegal user from using the system’s resources. To access
the systems’s resources, each user should have an identi-
fier (ID) and a password (PW) [3, 21, 27]. The ID and
PW are maintained by the remote system. When a user
wants to login to a remote server, he/she has to submit
his/her ID and PW to the server [5, 11, 17]. On receiving
the login message, the remote server checks if the ID and
PW is legal [1, 6, 7, 8, 12, 13, 16, 19, 20, 22, 25, 26].

Recently, a simple strong-password authentication
scheme (SAS) had been proposed by Sandirigama et al.
[15, 18, 24]. The authors claimed that it had low storage,
processing, and transmission overheads, without more ad-
vanced public-key cryptosystem and other key exchange
techniques. However, Lin et al [14] showed that SAS is
not secure against the replaying attacks and denial of
service attacks. Thus, Lin et al. proposed an optimal
strong-password authentication protocol (OSPA protocol
for short). It can protect the system against the stolen-
verifier attacks, the replaying attacks, and denial of ser-
vice attacks. Nevertheless, Chen and Ku [2] pointed out

that the OSPA is also not secure against stolen-verifier
attacks. Later, Tsuji and Shimizu [23] pointed out that
the stolen-verifier attacks would be easily solved if the
server could provide the maturity management. Then,
Tsuji and Shimizu proposed another impersonation at-
tacks on the OSPA if they can intercept the transmitted
messages from the (n − 1)th to (n + 1)th authentication
sessions. That is to say, the adversary should intercept
three times of transmitted messages. In this paper, we
shall propose another password guessing attacks to inter-
cept only one time of transmitted messages. Then, the
adversary can break password by playing off-line guessing
attacks [4, 9, 10]. He/she can easily obtain the correct
password of a user from public channel.

This paper is organized as follows: In next section,
we shall review the OSPA protocol. Then, the guessing
attacks is shown in Section 3. Finally, our brief conclusion
will be drawn in Section 4.

2 A Review of OSPA Protocol

In this section, we review the OSPA protocol. It consists
of two phases: the registration phase and the authentica-
tion phase. The registration phase is invoked and initialed
only once in a secure channel. When a user wants to get
the resources of certain system, the authentication phase
should be performed.

We fist define the notations used in this paper in the
following:

• A: an identity of a user;

• S: an authentication server;

• P : the password of a user;

• h(·): a secure one-way function, where h(message)
is hashed once, and h2(message) is hashed twice;

• n: an integer which indicates times of authentication
sessions;



LETTER International Journal of Network Security, Vol.15, No.1, PP.64-67, Jan. 2013 65

• ⊕: a bit-wise XOR operation;

• A −→ m −→ S: A sends m to S through an insecure
channel;

• A =⇒ m =⇒ S: A sends m to S through a secure
channel.

The initial registration phase is shown in the following
steps:

Step 1. A calculates h2(P ⊕ 1).
Step 2. A =⇒ A, h2(P ⊕ 1) =⇒ S, where A registers

on S.
Step 3. S stores A, h2(P ⊕ 1), and n = 1.

In the authentication phase, the user A performs the
nth login. The steps of authentication phase are in the
following:

Step 1. A −→ A, login request −→ S.
Step 2. S −→ n −→ A.
Step 3. A −→ c1, c2, c3 −→ S, where A calculates

c1 = h(P ⊕ n)⊕ h2(P ⊕ n), c2 = h2(P ⊕ (n +
1))⊕ h(P ⊕ n), and c3 = h3(P ⊕ (n + 1)).

Step 4. Upon receiving c1, c2 and c3, S checks if c1 6=
c2 holds. If it does, S calculates h(P ⊕ n) =
c1⊕h2(P +n) and h2(P⊕(n+1)) = c2⊕h(P⊕
n). Then, S checks if c3 = h(h2(P ⊕ (n+1))).
If it holds, S can authenticate A and replaces
h2(P ⊕ (n)) with h2(P ⊕ (n + 1)). S then
calculates n = n + 1 for next login.

3 Guessing Attacks on OSPA Pro-
tocol

In this section, we shall show that the OSPA protocol is
not robust enough against off-line password guessing at-
tacks from an evil E. An evil E can intercept transmitted
messages from public channel and then break password
by playing off-line guessing attacks. E can guess a pass-
word P ′ until the guessing password P ′ is equal to the
correct password P . Otherwise, E repeatedly guesses a
new P ′ off-line. Suppose that E tends to get A’s pass-
word P . E can intercept n, c1, c2, and c3 from public
channel. Then, E can choose any c1, c2, or c3 for check-
ing the correct password. We list three methods to guess
the correct password as follows.

• Select c1 for guessing attack:

Step 1. Compute c′1 = h(P ′ ⊕ n)⊕ h2(P ′ ⊕ n).
Step 2. Check if c1

?
= c′1.

Step 3. If it is correct, E obtains the correct pass-
word of A.

• Select c2 for guessing attack:

Step 1. Compute c′2 = h2(P ′⊕(n+1))⊕h(P ′⊕n).
Step 2. Check if c2

?
= c′2.

Step 3. If it is correct, E obtains the correct pass-
word of A.

• Select c3 for guessing attack:

Step 1. Compute c′3 = h3(P ′ ⊕ (n + 1)).
Step 2. Check if c3

?
= c′3.

Step 3. If it is correct, E obtains the correct pass-
word of A.

If it is correct, E believes that he/she had guessed a cor-
rect password P ; otherwise, E repeatedly guesses a new
P ′ off-line till E can guess a correct password P . As ana-
lyzed above, an adversary can choose any intercepted c1,
c2, or c3 to guess the correct password of the legal user.
Thus, the OSPA protocol is vulnerable to the guessing
attacks.

4 Conclusion

In this paper, we have shown that the OSPA protocol
is vulnerable to the guessing attacks. Any adversary can
guess a legal user’s password without computing the com-
plex algorithm.
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