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ABSTRACT 

Current methods f o r mechanical program 
v e r i f i c a t i o n r e q u i r e a complete p red i ca te 
s p e c i f i c a t i o n on each l o o p . Because t h i s i s 
ted ious and e r r o r - p r o n e , producing a program 
w i t h complete, c o r r e c t p red i ca tes i s reasonably 
d i f f i c u l t and would be f a c i l i t a t e d by machine 
ass i s t ance . This paper d iscusses h e u r i s t i c 
methods f o r mechanica l ly d e r i v i n g loop p r e d i 
cates from t h e i r boundary c o n d i t i o n s and f o r 
mechanica l ly comple t ing p a r t i a l l y s p e c i f i e d 
loop p r e d i c a t e s . 

I n t r o d u c t i o n 

Mechanical v e r i f i c a t i o n o f program 
cor rec tness i s d e s i r a b l e and p o s s i b l e . 1 Given 
a program, a f i r s t - o r d e r ax io tna t i za t i on o f i t s 
semant ics, and p red i ca tes on the i n p u t , o u t p u t , 
and each l o o p , v e r i f i c a t i o n o f the ou tpu t 
p r e d i c a t e i s a mechanical p rocess , ( c . f . [2] 
and [3] f o r recent su r veys ) . 

I npu t and ou tpu t p red i ca tes are necessary 
and n a t u r a l f o r a programmer to supp ly . 
However, comple te ly s p e c i f y i n g the p red i ca tes 
on loops i s t e d i o u s , e r r o r - p r o n e , and redundant . 
I t i s ted ious due to the l a r g e amount o f 
s te reo typed d e t a i l r e q u i r e d . I t i s e r r o r - p r o n e * 
p a r t l y because of the tedium and p a r t l y because 
the n o t a t i o n i s l ess n a t u r a l than t h a t f o r 
p rocedura l s t eps . I t i s redundant s ince the 
p red i ca tes repeat i n f o r m a t i o n which i s man i fes t 
in the program. The purpose o f t h i s paper i s 
to show t h a t loop p red i ca tes can be de r i ved 
mechan ica l l y * * and t h a t p a r t i a l l y s p e c i f i e d 
loop p red i ca tes can be completed mechan ica l l y . 

*An example may lend some weight of exper ience . 
In h i s t h e s i s 4 , K ing presents n ine programs 
submi t ted to the v e r i f i e r ; the most complex o f 
these (Example 9) has an i n c o r r e c t loop p r e d i 
c a t e , i . e . the i n d u c t i v e a s s e r t i o n i s too weak 
to be c o n s i s t e n t o r to imp ly the des i red ou tpu t 
p r e d i c a t e . (Since the theorem prover r e j e c t e d 
the loop p r e d i c a t e due to an i n a b i l i t y to 
handle m u l t i p l e q u a n t i f i c a t i o n , the p r e d i c a t e 
e r r o r was over looked . ) 

* * I n one sense, t h i s i s t r i v i a l . A l l w e l l -
formed p r e d i c a t e expressions f o r each loop can 
be enumerated and p roo fs of co r rec tness 
d o v e t a i l e d u n t i l one succeeds. I f every v a l i d 
theorem o f the sub jec t domain i s p rovab le , t h i s 
w i l l e v e n t u a l l y v e r i f y the program; o the rw i se , 
mechanical v e r i f i c a t i o n i s no t poss ib l e i n 
g e n e r a l . Such a procedure i s , however, 
compu ta t i ona l l y i n t r a c t i b l e . 

tA l so a t Harvard U n i v e r s i t y , Cambridge, Mass. 

E lspas , Green, L e v i t t , and Wald inger 5 have 
independent ly worked on t h i s problem us ing 
d i f f e r e n c e equat ions as an a i d to s p e c i f y i n g 
a s s e r t i o n s . Cooper6 has p r e v i o u s l y s t u d i e d 
the problem and observed t h a t an i n d u c t i v e 
a s s e r t i o n can be ob ta ined by hand by c o n s t r u c t 
i n g the f i r s t few terms i n the loop expansion, 
which g e n e r a l l y shows what the i n f i n i t e un ion 
must be . 

Our method uses a d i f f e r e n t approach. To 
generate loop p red i ca tes where none are 
s u p p l i e d , the ou tpu t p red i ca te i s dragged 
backward through the program and mod i f i ed when 
pass ing through program u n i t s , to produce 
t r i a l loop p r e d i c a t e s . T r i a l l oop p red i ca tes 
which are loop i n c o n s i s t e n t are mod i f i ed 
accord ing t o va r ious h e u r i s t i c s , t o generate 
b e t t e r t r i a l p r e d i c a t e s . Hence, i t i s a l so 
p o s s i b l e to accept a programmer-suppl ied 
i n d u c t i v e a s s e r t i o n which g ives the " e s s e n t i a l " 
idea o f some loop and mechanica l ly f i l l i n the 
d e t a i l s to a r r i v e a t a complete, c o r r e c t loop 
p r e d i c a t e . Many of the h e u r i s t i c s are domain 
s p e c i f i c , t h i s paper uses i n t e g e r s and i n t ege r 
a r rays as the sub jec t domain. 

The paper i s d i v i d e d i n t o f i v e s e c t i o n s . 
Sec t ion 2 i l l u s t r a t e s our approach w i t h two 
s imple examples. Sec t ion 3 d iscusses the 
genera l method, domain-independent h e u r i s t i c s , 
and h e u r i s t i c s s p e c i f i c t o the i n t e g e r s . 
Sec t ion 4 t r e a t s a number of complex examples 
to show how the h e u r i s t i c s are used and 
e x h i b i t t h e i r c o u p l i n g . Sec t ion 5 d iscusses 
implementat ion and a p p l i c a t i o n o f t h i s method. 
N o t a t i o n . Throughout, a s imple f l o w c h a r t 
language i s used. The i n p u t p red i ca te i s 
denoted by o; the ou tpu t p red i ca te by w. 
Unprimed (primed) v a r i a b l e s and p red ica tes 
denote values and p red i ca tes on these va lues 
be fo re ( a f t e r ) c o n t r o l f lows through a se t o f 
f l o w c h a r t boxes. The t r a n s f o r m a t i o n due to a 
f l o w c h a r t path A ^ i A £ 2 - ' * A i n i s denoted by 
6 { i i , i , , . . . £ ) . 

' l ' 2 
Simple Examples 

The f l o w c h a r t of F igu re 1 ( taken from [1 ] ) 
computes the q u o t i e n t Q and remainder R of 
i n t e g e r X d i v i d e d by i n t e g e r Y. $={X>0 A Y>0), 
*={X-QY+R A 0<R A R<Y>. * at the entrance 
i m p l i e s t h a t a t arc A 0 the p r e d i c a t e 
P«-{X>0 A Y>0 A Q«0 A R - X } h o l d s . To v e r i f y 
the f l o w c h a r t , i t s u f f i c e s t o f i n d a loop 
p r e d i c a t e P^ at arc A^ such t h a t 

(E l ) 
(E2) 
(E3) 

A 6 ( 1 , 2 , 3 , 1 ) - P 
P2 A 6(1,4) 

1 

The s tandard means f o r gene ra t i ng a loop 
p r e d i c a t e i s t o use E3 and s t a r t w i t h t r i a l 
cho ice o f P t » { 6 ( l , 4 ) ■* * ' } . Here, t h i s g ives 
P1-{R<Y •+ (X-QY+R A 0sR A R<Y) }. Conver t ing 
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C o n c l u s i o n 

a s s e r t i o n s m e c h a n i c a l l y a n d , t h e r e f o r e , s h o u l d 
e x p e d i t e t h e t a s k o f p r o v i n g p rog rams c o r r e c t . 

H a v i n g shown t h a t i t i s p o s s i b l e i n some 
number o f cases t o d e r i v e t h e i n d u c t i v e 
a s s e r t i o n s b y h e u r i s t i c s , w e t u r n t o t h e 
a p p l i c a t i o n o f t h i s i n a m e c h a n i c a l v e r i f i c a 
t i o n s y s t e m . 

I m p l e m e n t a t i o n 

W e have n o t y e t i m p l e m e n t e d t h i s t e c h n i q u e 
and t h e above examples a r e t h e r e s u l t o f hand 
s i m u l a t i o n s . I t a p p e a r s t h a t p rog ramming t h i s 
i s r e a s o n a b l e , a l t h o u g h b y n o means t r i v i a l . 

M o d i f y i n g t h e t r i a l l o o p p r e d i c a t e s and 
s e a r c h i n g t h e space o f p o s s i b l e m o d i f i c a t i o n s 
i s t h e h e a r t o f t h i s m e t h o d . A p r o b l e m - s o l v i n g 
l a n g u a g e ( e . g . [ 7 ] , [ 8 ] o r [ 9 ] ) w i t h f a c i l i t i e s 
f o r p a t t e r n - m a t c h i n g , b a c k t r a c k i n g , and 
m u l t i p l e e n v i r o n m e n t s i s t h e p r e f e r r e d 
i m p l e m e n t a t i o n t o o l . The need f o r p a t t e r n -
m a t c h i n g t o i n v o k e h e u r i s t i c s , and b a c k t r a c k i n g 
t o make r e t r a c t i b l e t r i a l s s h o u l d b e c l e a r . 
E x p e r i e n c e w i t h hand s i m u l a t i o n s u g g e s t s t h a t 
a d d i t i o n a l l y a b r e a d t h - f i r s t s e a r c h c a p a b i l i t y 
( i . e . m u l t i p l e e n v i r o n m e n t s ) i s r e q u i r e d , 
s i n c e a n i n c o r r e c t c h o i c e o f h e u r i s t i c o f t e n 
l e a d s n o t t o a r e c o g n i z a b l e f a i l u r e b u t r a t h e r 
t o a n o n - c o n v e r g e n t s e r i e s o f l o o p p r e d i c a t e s 
- each i n c o n s i s t e n t . 

The t h e o r e m - p r o v i n g r e q u i r e d i s w i t h i n 
t h e r a n g e o f c o n t e m p o r a r y d o m a i n - s p e c i f i c 
t h e o r e m p r o v e r s ( e . g . [ 1 0 ] ) . T h i s c a n a l s o b e 
programmed i n t h e p r o b l e m - s o l v i n g l a n g u a g e . 

The i n t e r f a c e be tween h e u r i s t i c p r e d i c a t e 
g e n e r a t i o n and t h e o r e m p r o v i n g can b e 
o r g a n i z e d i n two w a y s . A d i s j o i n t o r g a n i z a t i o n 
w o u l d s e p a r a t e t h e two and use t h e t h e o r e m 
p r o v e r a s a n o r a c l e r e t u r n i n g one o f f o u r 
r e p l i e s f o r any f o r m u l a s u b m i t t e d t o i t : 
v a l i d , u n s a t i s f i a b l e , i n v a l i d - b u t - s a t i s f i a b l e , 
o r c a n ' t - t e l l (escape c l a u s e f o r u n d e c i d a b l e 
d o m a i n s ) . A b e t t e r o r g a n i z a t i o n i s based o n 
t h e o b s e r v a t i o n t h a t t h e h e u r i s t i c s used i n 
t r i a l p r e d i c a t e g e n e r a t i o n and i n t h e o r e m 
p r o v i n g a r e o f t e n t h e same and t h a t t h i s can 
b e e x p l o i t e d b y c o m b i n i n g t h e two more 
c l o s e l y . F u r t h e r , i n s e e k i n g t o v a l i d a t e a n 
E 2 i m p l i c a t i o n w i t h some t r i a l p r e d i c a t e , t h e 
t h e o r e m p r o v e r may g e n e r a t e a number o f 
c l a u s e s w h i c h a r e i n v a l i d b u t s a t i s f i a b l e ; i t 
i s o f t e n u s e f u l t o t a k e t h e s e a s new g o a l s 
and t r y them a s a d d i t i o n a l c o n j u n c t s i n t h e 
n e x t t r i a l p r e d i c a t e ( i . e . a v a r i a t i o n o n G2) . 

A p p l i c a t i o n 

We do n o t b e l i e v e t h a t t h e p r o p o s e d 
t e c h n i q u e s w i l l b e c a p a b l e o f g e n e r a t i n g a l l 
i n d u c t i v e a s s e r t i o n s o n a l a r g e , comp lex 
p r o g r a m i n a r e a s o n a b l e t i m e s c a l e . R a t h e r , 
we assume t h a t a p r o g r a m s u b m i t t e d to a 
v e r i f i e r w i l l have i t s l o o p s t a g g e d w i t h 
a s s e r t i o n s o f v a r y i n g d e g r e e s o f c o m p l e t e n e s s : 
some c o m p l e t e , some p a r t i a l , and some u n t a g g e d . 
I n g e n e r a l , i n t e r a c t i o n w i l l b e r e q u i r e d i n 
d e v e l o p i n g c o r r e c t a s s e r t i o n s and p r o v i n g 
v e r y d i f f i c u l t lemmas. I t i s d e s i r a b l e , 
h o w e v e r , to do m e c h a n i c a l l y as much as 
p r a c t i c a l . The p r o p o s e d t e c h n i q u e a l l o w s 
c o m p l e t i n g c e r t a i n l o o p p r e d i c a t e s and 
g e n e r a t i n g c e r t a i n i n n e r p r e d i c a t e s f r o m o u t e r 
o n e s . T h i s s h o u l d s u f f i c e t o f i l l i n a 
s i g n i f i c a n t p o r t i o n o f t h e i n d u c t i v e 
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