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ABSTRACT Watermarking is an important technique for protecting sensitive e-multimedia data and

intellectual property. Watermarking techniques are used for many applications such as ownership protection,

which is a popular area of research as compared to others such as authentication and local temper

localization. There are many image watermarking schemes that have been recently published based on the

frequency domain as it can fulfill watermarking requirements such as high robustness and imperceptibility.

Singular-value decomposition (SVD) is one of them and is used in many frequency transform-based image

watermarking schemes due to its stability and mathematical simplicity. However, there are many schemes

that lack robustness against malicious cyberattacks, whereby the watermarks are easy to detect and destroy.

Consequently, the proposed watermarking schemes became more complicated and cannot resist various

geometric and non-geometric attacks. Thus, there are many existing hybrid SVD-based image watermarking

schemes found be insecure. As there is also a lack of in-depth reviews in this domain, the focus of this

paper is the analysis of the state-of-the-art in hybrid SVD-based image watermarking. We perform efficiency

comparisons to highlight various security problems, open issues, and research gaps. Based on our findings,

we additionally provide some recommendations for the development of more robust schemes in the future.

This paper provides essential information for researchers and practitioners alike to advance the field of image

watermarking.

INDEX TERMS Embedding, extraction, frequency domain, image watermarking, singular-value decompo-

sition (SVD).

I. INTRODUCTION

Digital data (such as text, video, audio, and image) are

transmitted over open channels such as the Internet which

invariably makes the protection of private data and intellec-

tual property rights (IPR) to be extremely important in this era

[1]–[6]. Digital data types can be easily converted, altered,

copied and widely distributed while preserving high quality.

It is difficult to save real ownership and copyright of digital

data because an adversary (e.g., hacker, attacker, and pirate)

may violate it. An adversary can manipulate, reproduce, alter,

modify, re-transmit digital data over the Internet, and prove

the ownership. Data ormultimedia encryption (cryptography)

The associate editor coordinating the review of this manuscript and

approving it for publication was Sedat Akleylek .

is a method to protect sensitive data and the ownership

of digital data while in storage or transmission. However,

encryption focuses on protecting data itself instead of proving

ownership [7].

In a general context, cryptography provides strong protec-

tion for digital content with limited distribution, and autho-

rized parties have the full right to handle secret data after

the decryption process [8]. However, cryptography has faced

the challenge of distributing digital data while protecting the

ownership/copyright of the content. In order to overcome the

challenge of using cryptography in proving ownership, the

data hidingmethod is used to embed themessage in the digital

content before it is distributed. Hence, data hiding using

processes such as watermarking is an intelligent technique

that saves the original owner of the digital data by protecting
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it against illegal copying or distribution or to send secret

information to other parties (Stenography) [9].

Watermarking is a technique that can preserve copyright,

maintain content authentication, copy control and protect

the digital content after the decryption process. This paper

encapsulates how the concept of image watermarking is

leveraged as an alternative technique to protect digital image

over image encryption. The image watermarking technique

can achieve a set of necessary requirements of protecting

the digital image (such as copyright, authentication, tamper

localization, recovery image, and so forth) [10], [11]. Many

imagewatermarking schemes have been proposed in different

image applications in recent years [12]–[16]. However, some

of these schemes have remained impractical due to some

challenges and limitations in their designs [17], [18].

A hybrid image watermarking scheme is based on

two ormore frequency domains [19], [20]. Frequency domain

has garnered more attention than spatial domain [21]. Spatial

domain focuses to alter the image pixel directly, where fre-

quency transform changes image pixels to frequency coeffi-

cients and then manipulated them. Frequency-only embeds a

watermark by altering frequency coefficients after applying

a frequency transform. The newly altered coefficients are

inverse to the spatial domain. Hybrid image watermarking

schemes have been largely proposed to face the limitations in

spatial-only and frequency-only image watermarking scheme

[22], [23]. SVD is used in many hybrid image watermarking

schemes due to has set of advantages such as simplicity and

stability [19], [24]–[30] and is used in video watermark-

ing schemes [31]–[35]. However, there are a lot SVD-based

image watermarking schemes found to be insecure and inef-

ficient, whereby an adversary can easily destroy and extract

a fake watermark signal from the watermarked image [18].

The limitations that can be found in existing schemes are

summarized as follows:

• Most embedding processes are performed on singular

values because of low distortions and high robustness

against different attacks. However, these methods are

susceptible to the false positive problem (FPP) attacks.

• Most watermark encryption methods use scrambling

algorithms, which rely on Arnold and logistic chaotic

maps. These maps are not enough secure.

• Most existing schemes used side information generated

during the embedding process for extraction. Side infor-

mation should be protected and should not consist of

sensitive values used for embedding watermark images.

• The singular vectors of the host and watermark images

are highly sensitive to tiny changes, and will adversely

affect the quality of the watermarked image and

extracted watermark if used in the embedding process.

• The use of colored host andwatermark imageswith SVD

transform still require more studies.

• Current solutions proposed to avoid FPP attacks need

additional authentication processes such as the use of

digital signature and hash value.

• Optimal scaling factors that were used to achieve a better

balance between watermark requirements lead to com-

putational overheads and are limited in scale. Moreover,

their values need to be stored for the extraction process.

In this paper, we review hybrid SVD-based image water-

marking schemes to display all limitations and challenges.

The novelty of this paper lies in its critical analysis of eight

comparative factors of the existing hybrid SVD-based water-

marking schemes. In addition, over 70 SVD-based schemes

are carefully studied and included in our analysis to correctly

highlight future directions for readers. Initially, we intro-

duce the data hiding types, watermark applications and its

requirements. To clarify the difference between different

domains and types of watermarks, the classification of digital

watermarks is introduced. To demonstrate the limitations and

research gaps in the existing SVD-based image watermark-

ing schemes, these existing schemes are analyzed on over-

all directions such as embedding methods, watermark size,

scale factor and others. We then highlight a set of research

gaps based on the performance comparison of the existing

schemes. Finally, a set of recommendations is provided to

facilitate the design of improved watermarking schemes. The

list of contributions of this paper are as follows:

1) Background of data hiding and watermarking applica-

tions are provided to make the paper integrated and

reader-inclusive.

2) New analysis and critical comparison of hybrid SVD-

based image watermarking schemes are included to

help researchers develop new SVD-based image water-

marking schemes.

3) Limitations, challenges and research gaps of hybrid

SVD-based image watermarking schemes are high-

lighted.

4) Research recommendations and directions are pre-

sented to assist developers and researchers in their

future work.

The remaining sections of this paper are as follows:

Section II provides related work on related survey or review

papers in the field. Then, the various data hiding types are

detailed in Section III, followed by image watermarking

requirements and applications in Section IV. Classification

of digital watermarking schemes are provided in Section V.

More details on existing hybrid SVD-based image water-

marking schemes are introduced in Section VI. Compari-

son and critical analysis of these schemes are provided in

Section VIII. Research gaps and discussion with recom-

mendations are detailed in Sections IX and X, respectively.

Section XI provides some final remarks and a summary of

findings to conclude the paper.

II. RELATED WORK

Over the years, there have been a number of surveys that study

watermarking in various data type domains but do not provide

an in-depth look at SVD schemes [7], [36]–[42]. There are

surveys that look into the security aspects of the existing SVD
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watermarking schemes but do not analyze the vital research

gaps in the area [18]. Many schemes have been proposed

based on SVD along with one or more frequency transforms

[19], [24]–[30], [43]–[46]. These schemes are referred to

as hybrid SVD watermarking schemes, and still need to be

further studied to identify existing limitations and challenges.

Kumar et al. [36] wrote a survey on multimedia and

database watermarking schemes. They reviewed different

watermarking multimedia types, and analyzed them to

aid researchers in designing new multimedia watermark-

ing schemes. The survey presents a broad background on

watermarking requirements, detailed classifications, various

attacks on watermarking, and summary of number state-

of-the-are watermarking schemes. Singh et al. [37] intro-

duced a survey on soft computing image watermarking

approaches for several applications. The survey studied the

fundamental principles of watermarking and soft computing

techniques that were applied in the embedding stages in

watermarking. This includes Neural Networks (NN), Genetic

Algorithms (GA), Support Vector Machines (SVM), Princi-

pal Component Analysis (PCA), Meta-Heuristic approaches,

Deep learning (DL) and Fuzzy Logic (FL). Some of major

issues in the state-of-the-art of soft computing-based water-

marking schemes were discussed.

Evsutin et al. [38] reviewed data hiding approaches

(steganography and watermarking) for digital images. The

survey focused on the current trends of the data hiding algo-

rithms, and the challenges in steganography and watermark-

ing areas. Performance comparison between watermarking

and steganography schemes was provided, related to the

different information embedding methods in digital images.

In addition, some of the current research trends were dis-

cussed. Kumar et al. [39] presented a summary of the

different state-of-the-art watermarking strategies, along with

a performance comparison and a discussion on open issues.

The solutions presented in the paper are useful for the

researchers who interested to secure e-governance applica-

tions.

In their survey, Khan et al. [7] covered recent state-

of-the-art in reversible watermarking schemes. Reversible

watermarking is used to restore the cover work (image,

video or text) after full extraction of the embedded water-

mark. This has many applications such as in healthcare

and law-enforcement. Their paper included a discussion on

the basic concepts of watermarking, detailed performance

analysis and experimental comparison of various schemes.

A dataset of 300 images was used in the experimental com-

parison where computational time and watermark properties

were used as comparison criteria. The paper also fore-

cast future trends in the area for researchers to pursue.

Singh et al. [40] presented a summary of different aspects of

secure digital image watermarking approaches. Their survey

studied the cryptography techniques used in designing water-

marking schemes such as chaotic maps, homomorphic cryp-

tosystem, visual cryptography, hash functions and public-key

cryptography.

Mousavi et al. [41] presented a survey on medical image

watermarking techniques. An overview of watermarking

strategies was provided, followed by a study of the security,

advantages and disadvantages of medical image watermark-

ing schemes. Schemes based on frequency transforms were

the focus of their paper. Agarwal et al. [42] reviewed robust

and imperceptible watermarking schemes in the spatial and

transform domain. The authors studied a number of factors

used for image watermarking such as robustness, security,

imperceptibility and others. They also examined different

techniques used to develop image watermarking scheme. The

authors conclude that robustness is enhanced when tech-

niques such as data mining, NN, GA, and others were used.

Analysis and comparison revealed research challenges for

image watermarking, for which the authors presented some

solutions. To date, these survey and review papers do not

focus on hybrid SVD watermarking scheme for images.

Makbol et al. [18] studied hybrid SVD-based watermark-

ing schemes under three FPP scenarios. Several watermark-

ing schemes were analyzed and classified based on the

likelihood of being susceptible to FPPs. Three FPP attacks

and their corresponding solutions were reviewed. Reliability

tests to analyze the security aspects of existing schemes

were also conducted. Their analysis demonstrated that a large

number of hybrid SVD-watermarking schemes suffer from

FPP, and some of the existing solutions have limitations.

However, this paper only focuses on FPP and does not look

into other research challenges nor crucial factors that have an

impact on the field. Ahmadi et al. [47] presented a survey

of SVD-based watermarking schemes for digital images. The

survey studies 30 existing SVD schemes and compares them

based on objectives, frequency transforms, artificial intelli-

gent approaches, type of embedding strategy, modifying SVD

components, capacity, importance, and watermark type and

size. Significant problems and their solutions were discussed.

However, the survey does not cover other SVD-based water-

marking schemes and their research challenges. In addition,

some schemes such as zero and singular vector embedding

were not covered.

We bridge the gaps of existing survey papers by analyzing

a large number of SVD-based watermarking schemes based

on various perspectives. Previous survey and review papers

only cover a limited number of watermarking schemes and

data hiding methods. This paper covers 60 existing hybrid

SVD-based watermarking schemes. An in-depth comparison

of these schemes reveal research gaps and challenges that

researchers can delve into. Finally, we introduce some recom-

mendations that should be taken into consideration for future

work in the area. Table 1 provides a comparison of existing

surveys, including ours.

III. DATA HIDING TYPES

The data hiding technique is an approach used to hide mes-

sages or data into a host or cover medium (multimedia).

The embedded data is preserved by leveraging various dis-

tortion operations on the cover medium that may result from
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TABLE 1. Comparison of survey papers.

transmission noises or attacks by adversaries. Nevertheless,

there are many constraints that drive and control the data

hiding operation [8] which are: the capacity of data to be

embedded (payload, quantity), the ability of the embedded

data to be uniform under many distortions of a cover medium

(host), and the capability of the embedded data to be immune

to interception, modification, or removal operations by a third

party.

Most of the data hiding techniques found in literature can

be categorized into two groups namely: digital watermarking

and stenography [7]. The two groups focus on concealing the

existence of a message which is differs from cryptography

which focuses on protecting the data content itself. Hence,

there are basic differences and design goals for watermarking,

stenography and cryptography as summarized in Table 2.

In watermarking schemes, the embedded watermark pro-

cess has the objective of protecting ownership of the host

object by preserving a watermark under different critical con-

ditions [8], [48]. Hence, the priority in watermarking schemes

is always given to the robustness property. On the other hand,

visual quality of the host object is also another objective,

referred to as the imperceptibility property [42]. In some

watermarking applications, there is a relationship between

watermark and host object such as it can embed a piece of

patient information in its medical images [49], [50]. Based on

these properties and various applications, the watermarking

field has attracted researchers in the last years [40].

A. GENERAL FRAMEWORK OF DIGITAL IMAGE

WATERMARKING

Digital images are mediums widely used in digital communi-

cation. The digital image format commonly used to evaluate

watermarking schemes is the gray level image, where each

8-bit pixel has a pixel intensity ranging between 0 to 255.

A gray image is commonly used in experiments because it can

be easily processed as compared to coloured images. Hence,

the use of gray images has been widely adopted in image

watermarking research.

In image watermarking, a watermark is embedded into a

digital image known as the host or cover image. This water-

mark is usually a gray image that may contain a logo or text.

There is a set of common phases which formulates the general
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TABLE 2. Comparisons between watermarking, steganography, and cryptography [9].

model of image watermarking schemes [51], [52]. These

consecutive phases are embedding, distribution, extraction,

and decision processes. Figure 1 shows these consecutive

phases.

B. WATERMARKING SCHEME EVALUATION

Peak-signal-to-noise ratio (PSNR) and normalized correla-

tion (NC) are the two main tests to assess the imperceptibility

and robustness of a watermarking scheme [53], respectively.

PSNR can be defined as [18], [47]

PSNR = 10 log10

[

max(I (i, j))2

MSE

]

(1)

where max(I (i, j)) is the largest pixel value in the host image,

while the mean square error (MSE) between the host image

I and the watermarked image IW can be calculated as [18],

[47]

MSE =
1

M × N

M
∑

i=1

N
∑

j=1

[I (i, j) − IW (i, j)]2 (2)

where M and N are the number of rows and columns of an

image. A high PSNR value indicates that there is minimal dif-

ference between the host image I andwatermarked image IW .

On the other hand, NC is a measure of the difference between

an extracted watermarkW new and the original watermarkW .

NC is calculated as [18], [47], (3), as shown at the bottom of

the next page, where µ1 and µ2 denote the mean values of

W and W new, respectively. When the original and extracted

watermark image closely resemble one another, NC ≈ 1.

In case where NC = 1, the original and extracted watermarks

are identical. There are fifteen attacks commonly used to

evaluate the robustness of a watermarking scheme. Table 3

summarizes these fifteen attacks whereas Figure 2 visually

depicts these attacks in practice.

TABLE 3. Geometrical and non-geometrical attacks and their
descriptions.

IV. IMAGE WATERMARKING REQUIREMENTS AND

APPLICATIONS

Digital image watermarking schemes share some common

requirements which have been presented alongside their
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FIGURE 1. General model of watermarking system.

applications [2]. In this section, we delve deeper into these

requirements. Figure 3 depicts some applications of digital

image watermarks and Table 4 summarizes the basic require-

ments of watermarking schemes together with their related

applications.

Any image watermarking scheme must fulfill these basic

requirements (robustness, capacity, imperceptibility, and

security) to be considered viable for practical applications.

Thus, a watermarking scheme can be evaluated based on these

requirements [54], [55]. The following subsections intro-

duces the various applications of digital image watermarking

that rely on these requirements.

A. COPYRIGHT PROTECTION

In this application, a robust watermark is embedded into

the host image, which represents the ownership or copyright

information. The copyright information that is embedded

as a watermark allows owners of a digital image or other

multimedia content to protect their rights and demonstrate

their ownership in case of a dispute [56]. A robust water-

mark implies that it should be difficult for an adversary

to remove or destroy the watermark from the watermarked

object even at exceedingly severe conditions. Furthermore,

a watermarked object should still be easily identified and the

watermark should be seamlessly extracted even after it has

been subjected to various removal attempts and brute dis-

tortion attacks. Notably, all geometrical or non-geometrical

attacks that attempt to destroy and remove the robust water-

mark should cause substantial degradation to the visual res-

olution of the watermarked image. In contrast, the extracted

watermarkmust have low distortion to facilitate identification

of the host image’s rightful owner.

B. AUTHENTICATION

Digital content can be easily tampered with while avoiding

detection. Authentication and verification of the integrity of

digital content must be performed to ensure that no unautho-

rized modifications are performed. It is imperative to ensure

that the integrity of digital content remains intact as they

are leveraged in sensitive applications such as legal cases,

police investigations and medical use. Thus, various digital

authentication techniques have been presented in the liter-

ature [8]. Cryptography-based measures have been widely

explored to solve this problem using hash functions, message

authentication code and digital signature.

In digital image authentication, cryptography hash func-

tions and digital signature encryption method are adopted

to preserve the integrity of data content. A hash value of

NC(W ,W new) =
∑M

i=1

∑N
j=1[W (i, j) − µ1][W

new(i, j) − µ2]
√

∑M
i=1

∑N
j=1[W (i, j) − µ1]2

√

∑M
i=1

∑N
j=1[W

new(i, j) − µ2]2
(3)
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FIGURE 2. Attacks for robustness analysis.

the digital image is computed and then is used to generate

a digital signature. To authenticate a received image, a new

hash value is computed using the same hash function and

compared with the one being stored. If the two hash values

match then the digital image is regarded as been authentic.

The advantage of cryptography-based image authentication

techniques is that unauthorized parties are unable to create

a new signature as long as they do not have the private key.

However, the main problem of the cryptography-based image

authentication techniques lies in the storing location that is

used to save the signature. Consequently, it becomes difficult

to verify the image authenticity if the storing location is

removed or altered [57], [58].

On the other hand, image watermarking is an alternative

technique used to achieve image authentication. To detect

image tampering, watermarking-based image authentication

techniques have been proposed based on fragile and semi-

fragile watermarks [59]–[62]. By embedding a fragile water-

mark directly into the host image, any efforts to tamper the

FIGURE 3. Application of digital watermarking [2].

watermarked image will result in distortions to the extracted

watermark. This allows quick detection of image integrity

problems. Therefore, watermarking-based authentication is

more advantageous as compared to cryptography-based

authentication for two reasons. Firstly, it is difficult to remove

the embedded watermark and tampering attempts it will
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TABLE 4. Requirements of digital image watermarking schemes and
corresponding applications [2].

FIGURE 4. Classification of digital watermarking strategies.

lead to changes to the watermark itself. Secondly, the stor-

ing location is not used to save the watermark data. Semi-

fragile watermarks that have low robustness are used to

detect tamper locations, modifications, and manipulation of

a watermarked image [63], [64]. These watermarks should

be invisible and fragile at the same time. The difference

between two types is based on the type of authentication.

Fragile watermarking schemes are better suited for full

authentication of digital images without any modification

whereas semi-fragile watermarking schemes focus on content

authentication while allowing some form of tampering to the

digital image. Semi-fragile must also be robust to protect

the content.

C. OTHER APPLICATIONS

Image watermarking has other applications such as broadcast

monitoring, digital forensic, military, network flow water-

marking, watermarking cloud computing, electronic voting

and big data watermarking [39], [55]. Moreover, many other

applications can be possibly included digital image water-

marking framework. Table 5 details some of these image

watermarking applications.

TABLE 5. Image watermarking applications.

V. CLASSIFICATIONS OF DIGITAL WATERMARKING

SCHEMES

Various digital watermarking schemes have been proposed

for different purposes [7], and can be classified based on

various criteria. We can classify them based on the extrac-

tion components, working domain, human perception and

the type of document related to the host object, as shown

in Figure 4. For types of documents, image, video, text, and

audio are common ones. However, images have gained the

most attention due to their abundance on the Internet, and the

fact that digital images may contain sensitive information.

As compared to text, the digital images are easily inter-

cepted or obtained as they are usually transmitted or displayed

openly. Therefore, image watermarking techniques are of

great interest to researchers as there is a need to provide

various protection mechanisms. In the following subsections,

the three remaining classifications are detailed.

A. CLASSIFICATION BASED ON THE EXTRACTION

COMPONENTS

A watermarking framework has two important processes

namely embedding and extraction. The extraction process

may require additional information such as the key (side

information), the original watermark, and the original host

image without a watermark. Watermarking schemes can be

classified into three types based on the type of information

required for extraction:

• Blind - A blind watermarking scheme only requires the

watermarked image and a key for watermark extraction.

The original watermark and host images are not required

for extraction. A blind watermarking scheme is suit-

able for medical applications because original images

containing patient information or diagnosis should not

be made available [65], [66]. This type of scheme is
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also referred to as an oblivious or public watermarking

scheme.

• Non-blind - A non-blind watermarking scheme

requires at least one additional component (original

host or watermark image) apart from the watermarked

image and key to recover the embedded watermark [67].

Non-blind watermarking schemes are used in a variety

of applications such as copyright and identification of

ownership [43], [68].

• Semi-blind - A semi-blind watermarking scheme is a

subcategory of blind watermarking schemes. It uses a

key and also the original watermark in the extraction

process. The original host image is not required [69].

B. CLASSIFICATION BASED ON WORKING DOMAIN

Based on the working domain, watermarking schemes can be

categorized into two main groups: spatial and transform (fre-

quency), each having its own set of pros and cons. Existing

image watermarking schemes based on the two domains are

discussed in the following subsections.

1) SPATIAL DOMAIN METHODS

Usually, watermark data is embedded directly into the pixels

of the host image. The least significant bit (LSB) is usually

selected for embedding to maximize the quality of the water-

marked image [41]. Spatial-based watermarking schemes

have the advantage of being fast, simple, and can handle a

large payload (large capacity for embedding watermarks).

Furthermore, a small watermark can be embedded many

times into the host image. In this case, the probability of

destroying and removing the embedded watermarks by using

well-known attacks is very low. If some of the watermarks are

removed, at least one watermark that fulfills the purpose will

still survive [61], [70].

However, spatial-based watermarking schemes have low

resistance against non-geometric attacks such as noise and

lossy compression. Moreover, most schemes that rely on the

spatial domain involve some generic steps to complete the

embedding process. When these steps are known, the water-

mark can be easily destroyed and modified by an adversary.

Figure 5 shows the generic steps of a spatial-based image

watermarking schemes. Firstly, the host image andwatermark

are converted into binary values (8-bit values). This is referred

to as the binary process. Secondly, the LSB of each 8-bit

value of the host image is replaced by bits taken from the

watermark. Finally, the altered values are converted back into

pixels to form the watermarked image [71], [72].

Local binary pattern (LBP) is another technique that

differs from the general method [62], [73], [74]. LBP

has been successfully applied in various domains such as

face recognition, texture analysis, and crowd estimation

[75]–[77]. In LBP, the host image and the watermark is

divided into non-overlapping blocks, then the contrast of

each block is calculated. Pixels obtained for embedding and

extracting is based on LBP, which calculates the spatial rela-

tionship between the central pixel and its adjacent pixels in

FIGURE 5. The general steps of spatial watermarking scheme.

each block, as illustrated in [61]. LBP-based watermarking

methods have some merits that make them better than LSB-

based methods such as resistance to some attacks, contrast

adjustment, and luminance change. LBP is also considered a

fragile watermark, thus a LBP-based method is considered a

semi-fragile watermarking approach [41], [61].

Another method that uses the spatial domain is referred to

as histogram modification [78]–[80]. It focuses on collecting

the common features of the host image to be used in the

embedding process. The main notion behind this method is

shifting values of histogram intensity between the minimum

and the maximum bins for hiding data. This is achieved by

modifying pixel values. It is easy to implement and min-

imal side information is needed for extraction. However,

the payload is limited because there is only a small difference

between the maximum and minimum bins [81].

2) TRANSFORM DOMAIN METHODS

To generate frequency coefficients, several transformation

methods have been developed for different applications such

as watermarking, signal processing and data compression.

For image watermarking schemes based on the transform

domain, a transformation is implemented onto the host image

to generate frequency coefficients. The next step modifies

the frequency coefficients of the host image by embedding

the watermark information. Finally, the watermarked image

is obtained after performing an inverse transform. A small

modification of the frequency coefficients is less likely to

be detected by human visual systems (HVS). Many trans-

formations are used in image watermarking designs such as

discrete Fourier transform (DFT),discrete cosine transform

(DCT), discrete wavelet transform (DWT), dual-tree complex

wavelet transform (DTCWT), contourlet transform, or SVD.

Table 6 provides a comparison between these approaches.

The transform domain in the watermarking designs has some

advantages over the spatial domain such as robustness against

geometrical and non-geometrical attacks and frequency coef-

ficients that HVS are less sensitive to.
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TABLE 6. Comparison between spatial and transform domain in watermarking methods.

1-Discrete Cosine Transform (DCT)

DCT is widely used in watermarking methods, which has

good energy compaction properties. After application of

DCT, the image energy is distributed into low, high and

middle-frequency coefficients [82], [83]. The middle fre-

quency is always selected to embed watermark information

to achieve the trade-off between robustness and impercepti-

bility.

Three parts of a matrix can be created by applying DCT.

FL denotes the lowest energy of frequency coefficients of the

block, whereby FH denotes the higher energy of frequency

coefficients. FM is used to denote the middle region that is

chosen for the embedding process because of noise and attack

resistance, and preventing major alterations. DCT can be

mathematically calculated for a one-dimensional data series

and two-dimensional data matrix. For an image I of size

M × N , DCT coefficients (D) can be obtained from the

transformed image using Eq. 4. I (x, y) is an input image and

x denotes to row, while y denotes to column. D(i, j) is DCT

coefficients where i and j denote the row and column of the

DCT matrix [84].

D(i, j) =
2

√
MN

C(i)C(j)

M−1
∑

x=0

N−1
∑

y=0

I (x, y)

cos
(2x + 1)iπ

2M
cos

(2y+ 1)jπ

2N
. (4)

where

C(i)C(j)=
1

√
2
if i and j = 0, elsewhere C(i)C(j)=1. (5)

A considerable amount of literature on watermarking

schemes based on DCT has been published. Several studies

have highlighted how DCT techniques are robust against

different attacks [51], [85]–[89]. Ali et al. proposed an algo-

rithm to achieve a trade-off between robustness and imper-

ceptibility [51]. The host image is split into non-overlapping

blocks and the DCT domain transforms each block. The

collectedDC coefficients for each block are constructed using

a new low-resolution image and SVD is applied to embed

the watermark by altering the singular values S of the SVD

coefficients.

Parah et al. proposed a new DCT watermarking scheme by

dividing the host image into blocks and the DCT is applied to

each block [86]. The difference between two adjacent blocks

of DCT coefficients is then calculated. Using watermark bits

and some predefined conditions, the middle-frequency coef-

ficients are modified for one of the two blocks to highlight

the difference in a specified range. The inverse transform

is applied to obtain the watermarked image. The difference

range is used in the extraction process. Liu et al. have devel-

oped a watermarking scheme based on fractal encoding and

DCT [87]. Fractal encoding and the DCT have been com-

bined in a dual encryption processes to develop the classical

DCT technique.

Alotaibi and Elrefaei have proposed a text-image water-

marking scheme based on hybrid integer wavelet transform

(IWT) and DCT [88]. IWT is first applied to the host

image and the LL sub-band is selected to apply the DCT

domain. The medium DCT frequency coefficients are chosen

to embed a watermark. Wu and Sun have proposed a robust

copyright scheme based on DCT and SVD [89]. A host image

is divided into overlapping blocks and DCT is applied. DC

values of each block are collected to construct a newDC-map.

SVD is then applied and a master share generated. A secret

share and master share are used to build the ownership share.

Lossless and blindness are fulfilled in this scheme and it is

resistant to different well-known attacks.

Other watermarking schemes have been proposed

based on hybrid DCT with other transforms such as

DWT+DCT+SVD [19], [25], SVD+DCT [90], quater-

nion (QDCT)+ SVD [22], DCT+DWT [91]–[93]. However,

the major drawback of DCT-based schemes is that the host

image is deformed in a non-reversible way so that it cannot

be restored accurately [41].

2-Discrete Wavelet Transform (DWT) DWT is widely

used in many signal processing applications. It is a mathe-

matical tool based on time, and has been used in transient

analysis and time-varying on the signals. Since real-life sig-

nals always change over time, wavelet transformation is more
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suitable for a number of applications such as image denoising,

data compression, and fingerprint verification [94]. Wavelet

transform is efficient for image processing because it has the

ability to highlight local and global image characteristics.

In image processing, DWT can be applied to an image and

produce a frequency coefficient and a spatial description.

DWT processes are achieved by passing an image through

a series of high-pass and low-pass filters to produce high and

low frequency. Thus, DWT decomposes the image into a set

of four sub-bands with different frequencies.

The four non-overlapping sub-bands, approximation

image (low frequency)(LL), horizontal (HL), vertical (LH)

and diagonal (HH) components have different resolutions.

LL has lower resolution approximation as compared to HL,

LH and HH. LL provides a rough illustration of an image

by passing it through a low-pass filter in both directions

to obtain the LL sub-band. Whereas to obtain the LH and

HL sub-bands, the image is passed through a low-pass and

high-pass filters. The image is passed through the low-pass

followed by high-pass filter to obtain the LH sub-band and

vice versa to obtain the HL sub-band. An image is passed

through a high-pass filter in both directions to obtain the HH

sub-band. The HH sub-band has high-frequency elements

along its diagonal values. LL sub-band holds most of the

information of the original image whereas the LH and HL

sub-bands hold the detail information of the horizontal and

vertical edges, respectively. Therefore, LL sub-band is used in

the embedding process to achieve the good balance between

watermarking requirements.

The decomposition process can then be repeated for each

sub-band to obtain multiple-scale resolutions. The size of

each sub-band is a quarter of the original image in the first

decomposition, and the size of the sub-bands can be further

reduced if need. The main advantage of DWT over DCT

transform is that an update of the sub-band frequency coef-

ficients will have an impact on the entire image unlike DCT

which has a local impact.

The LL sub-band has low pass features, and embedding a

watermark in this sub-band leads to high resistance to various

attacks such as loss of compression, distortion, and geometric

distortions. However, it is susceptible to other attacks that

can distort the embedded watermark such as histogram equal-

ization, gamma correction, and contrast adjustment [95].

Instead, embedding a watermark in the detail sub-bands (LH,

HL, andHH)will reduce the vulnerability of the watermarked

image to modifications that can be detected by HVS, thus

attaining elevated imperceptibility. This is as a result of the

detailed sub-bands having an elevated frequency, to which

human vision is less sensitive to [96].

Based on a review of various DWT-based watermarking

schemes, we found that DWT has been applied to improve

robustness. In DWT schemes, the host image is usually

decomposed either into 1-level [97], [98] or multiple levels

[99], [100]. Gao et al. applied a 2-levels DWT onto a host

color image [101] whereas the grayscale watermark image

is scramble by Arnold transform. The scrambled watermark

is embedded into the LL sub-band of the blue and green

channels.

Giri et al. used DWT to decompose the host image, where

1-level of the HL sub-band is selected to embed the water-

mark [102]. Cupta et al. decomposed the host color image

into 3-levels resolution sub-bands [103], the all 3-levels sub-

bands of all channels are selected to embed the watermark.

ABC and uncorrelated color space are used as a trade-off

between imperceptibility and robustness. Huynh et al. pro-

posed a watermarking scheme based on DWT and difference

quantization algorithm [104]. DWT is applied to the host

color image and the middle frequency (LH and HL) are

chosen to embed bit watermark.

Hybrid watermarking schemes based on DWT and other

transforms have also been proposed. Rasti et al. used

DWT, SVD, orthogonal-triangular decomposition and chirp

z-transform to embed the watermark [105]. DWT is applied

in 2-levels, and LL sub-band is selected to embed singular

values of the watermark. Roy et al. used DWT and SVD to

propose a new watermarking scheme based on YCbCr color

space [106]. Cb component is selected and decomposed into

4-levels sub-bands. The HL sub-band is selected to embed the

singular values of the watermark.

Lakrissi et al. proposed a dynamic image watermarking

scheme [107], 3-levels of DWT is applied to the lumi-

nance component of the host image, and the LL sub-band

is divided into a number of blocks. Using a pseudo-

random generator, a dynamic block is chosen randomly for

the embedding process. In addition, other hybrid schemes

based on DWT and other transforms have been proposed

such as DWT+SVD [108], [109],DCT+DWT [91], [92],

DWT+DCT+SVD [19], [25], and others [12], [110]

3-Lifting wavelet transform (LWT) LWT is a signal

processing tool used in many applications such as image pro-

cessing and compressing. One of the important properties of

LWT is that it supports either floating-point numbers or inte-

gers unlike classical transforms that deal exclusively with

floating-point values. The use of floating-point representation

in image processing may result in loss of information due

to round-off operations. As such, LWT is suitable for image

processing because 8-bit integers are used to represent pixels.

4-Integer Wavelet Transform (IWT) IWT is a lifting

transform that maps input data to integers without quanti-

zation errors and it is also reversible. It consists of three

processes which are split, predict and update. Although it

has similar processes to LWT, IWT is more computationally

efficient. Figure 6 shows 1-level IWT of the Lena image,

where four sub-bands are generated.

Fan et al. used Haar IWT with Harris corner detection to

extract image features which is then used in the construction

of a binary featuremap [111]. Arsalan et al. used IWT domain

to decompose a host image and a compression function in

the embedding process to reduce distortion [50]. Shi and Lv

proposed a watermarking scheme based on IWT, where the

watermark is embedded into the LL5 sub-band [66]. Makbol

and Khoo proposed a watermarking scheme to solve the FPP
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FIGURE 6. IWT sub-bands of Lena.

[112]. They used IWT and SVD to embed a watermark and

generate a signature from two singular vectors of the embed-

ded image. The signature is obtained before the watermark is

processed in the extraction phase.

In a separate scheme, Makbol and Khoo applied IWT to

the host image, followed by SVD on all sub-bands [113].

An Arnold transform is also included to scramble the water-

mark for increased security. Then, the scrambled watermark

is directly embedded into the singular values of the host

image. Alotaibi and Elrefaei proposed a text-image water-

marking scheme hybridizing IWT and DCT [88]. Wang

proposed a novel combination of image encryption andwater-

marking [114]. In the embedding phase, a reversible IWT and

histogrammodification is used. Lossless watermark informa-

tion is embedded in the encrypted host image by inverse IWT.

In another scheme, Makbol et al. decomposed the host

image using IWT and selected the LL sub-band for embed-

ding [24]. SVD is applied to the LL sub-band and the

watermark image. The singular vectors, U of the water-

mark image are embedded into singular values S of the

host image’s LL sub-band. The multi-objective ant colony

optimization (MOACO) is used to select a multi-scale factor

to achieve a good trade-off between imperceptibility and

robustness.

5-Singular-value decomposition (SVD) SVD is a numer-

ical tool that decomposes any matrix into three matri-

ces or vectors. An image, I can be considered matrix which

consists of 8-bit numbers with a variety of dimensions

depending on the type of image. For example, a grayscale

image has a dimension of 1×N×N whereas a color image has

a dimension of 3×N ×N , where N is the size of the matrix.

An image can also be denoted as a matrix I of real numbers

R
2. SVD can be applied to I , resulting in three matrices,

U , S, and V . Anyone can recover the original matrix with

knowledge of these three matrices. SVD of I with rank r ,

I (r 6 N ) can be defined as [18], [47], [115]

SVD(I ) = UISIVI
T =

r
∑

i=1

UI ∗ SI ∗ VI T . (6)

UI = [u1, u2, . . . , uN ] (7)

VI =
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where UI and VI are orthogonal matrices of RN×N . These
matrices, which will be henceforth referred to as the left and

right singular vectors of matrix I (eigenvector), are highly

sensitive to changes in the original matrix, I . SI is a diagonal

matrix of RN×N that consists of positive singular values in

descending order as s1 > s2 > . . . > sN . T denotes the

conjugate transpose operation. Researchers leverage upon the

following properties of SVD in designing image watermark-

ing schemes:

• The diagonal values in S are highly stable. When there

are small changes to these singular values, there will be

barely any effect on the resulting image pixels. Thus,

watermark information can be embedded without affect-

ing the visual perception of the host image.

• Due to how the singular values in S are in descending

order, the smaller values are located towards the end

of the matrix. Adding or updating these smaller values

during the recovery stage has minimal effect on image

quality. In addition, adding new small values in all posi-

tions in S also has minimal effect on image quality.

• UI and VI hold the geometry characteristics of the image

and SI represents the luminance of the image.

• SVD can be applied to different image sizes.

• SI values can resist geometric distortions such as trans-

pose, rotation, scaling, translation, and Flip. Singular

values remain non-zero after these distortions, which do

not affect the alteration.

Recently, SVD has been used alongside other frequency

transforms in image watermarking schemes [19], [24], [25],

[116]. In the following sections, the hybrid image watermark-

ing schemes based on SVD and other transforms will be

introduced in detail.

C. CLASSIFICATION BASED ON HUMAN PERCEPTION

Digital watermarks can either be visible or invisible depend-

ing on the purpose of the watermark. Visible watermarks are

embedded into the host image in a way that is visible to all

viewers. This type of watermarking technique is mostly used

in commercials to identify the owner of a product that is

being sold. A watermark may be used as a logo containing

extra information about the company or type of product.

The main aim of visible image watermarking is to prevent

illegal business use of media. It is simple to embed a visible

watermark into an image but is difficult to remove [48].

As for invisible watermarks, a watermark is embedded into

the host image in a manner that is imperceptible or hard to
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detect. Invisible watermarks need to be embedded algorith-

mically whereas visible watermarks may be embedded man-

ually. There are four types of application-specific invisible

watermarking schemes [117] which are:

• Robust watermarking - For copyright protection and

proof of ownership, a watermark should be difficult

to destroy or be detected by unauthorized parties.

Robust watermarking uses different methods to embed

watermarks to ensure high robustness. The embedded

watermark should withstand various geometric and non-

geometric attacks, preventing degradation and tamper-

ing or elimination of the watermark.

• Fragile watermarking embeds a watermark that is eas-

ily destroyed or altered by minor modifications. Fragile

watermarking schemes are suitable for authentication

and integrity applications.

• Semi-fragile watermarking allows an embedded

watermark to be modified to a certain extent but the

watermark can still be easily destroyed by malicious

attacks. This type is usually used in special cases requir-

ing authentication and tamper detection. For example,

lossy image compression is considered an acceptable

modification because it is used to reduce image storage

requirements whereas geometric attacks are considered

to be targeted or malicious attacks.

• Hybrid watermarking is a combination of fragile

and robust methods for providing copyright protection,

authentication and integrity simultaneously [118].

VI. HYBRID SVD-BASED IMAGE WATERMARKING

SCHEMES

In this section, SVD and other frequency transforms (hybrid

schemes) are reviewed. Many hybrid SVD watermarking

schemes have been designed for the purpose of copyright

protection. The popularity of SVD is due to the stability of

the singular values in the S matrix, whereby small changes do

not affect the visual perception of the host image. In addition,

SVD has a low computational complexity when applied to

a sub-band of the host image. Although most hybrid image

watermarking schemes have shown to be robust, they have not

been able to address some security issues such as FPP, false-

negative errors and message errors [47]. FPP is one of the key

issues that needs to be taken into account as false watermarks

can be generated or detected from an image that contains the

original watermark [18].

Let H andW denote the host image and watermark image

respectively. First, H and W can be converted into the fre-

quency by using one of the various transformmethods. Based

on Eq. 10 [115], [119], W can be added to one of the SVD

components, S. SVD is performed on the host image. ThenW

is embedded in S based on a scaling factor, α which controls

imperceptibility and robustness. Snew = S+α×W is a formal

equation commonly used in SVD watermarking schemes.

Next, the new singular values Snew is used instead of S in an

inverse SVD operation to obtain the watermarked imageHW .

PSNR should be high in order to achieve low distortion in the

watermarked image [115], [119].

H
SVD⇒ USV T

Snew = S + (α ×W )

HW
SVD⇐ USnewV

T (10)

During extraction, the two components of the watermark

Snew and α are kept and used as the key (side information).

To extract watermark information from a watermarked image

H∗
W , the SVD steps in Eq. 11 is performed in reverse. The

extracted watermark can be described as follows [115], [119]:

HW
SVD⇒ UW SWV

T
W

W ∗ =
1

α
(Snew − SW ) (11)

During the detection process, the effect of different geometric

and non-geometric attacks onNC values are investigated. The

NC values should be close to ideal value to indicate that a par-

ticular scheme is robust. There are seven general embedding

methods used for SVD-based watermarking image schemes

found in the literature. These embedding methods and their

descriptions are presented in Tables 7 and 8. The first method

involves embedding the singular value of watermark in the

singular value of the host image, which we refer to as singular

value matrix watermarking (SVMW). The second method

involves embedding a watermark directly in the singular

values of the host image which we refer to as direct water-

marking (DW). The fifth method involves comparing the

middle singular value of watermark with corresponded in

the host image and then embedding, which we denote as

singular value and comparison (SVC) methods. These three

are affected by FPP because they use singular values for

embedding.

on the other side, the third method, comparison and thresh-

old (CT) uses binary watermark image with threshold value

to change U of the host image. The fourth method based on

principle components (PC) uses US of the watermark image

to embed into the host image. Singular Vectors (U or V)

methods use one of the singular vectors to embed in the

host image, CT, PC, and Singular Vectors (U or V) can

overcome FPP. Furthermore, CT and SVC methods have low

embedding capacity due to having only one or two changes in

the singular value or singular vector values. Zero methods are

used in several schemes, which involve extracting the master

share that will be further XOR-ed with the watermark image.

A. SVD-BASED IMAGE WATERMARKING CLASSIFICATION

SVD-based image watermarking schemes can be divided into

several classes as shown in Figure 7. With regards to the

embedding process, there are six types of techniques that can

be used based on SVD components. These embedding meth-

ods include singular values [120], left singular vectors [24],

[27], [121], right singular vectors [122], PCs [123], [124],

left and right singular vectors [125], and zero embedding

watermarking schemes [46], [126]–[128]. All these methods
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FIGURE 7. SVD-based image watermarking classification.

except zero watermarking embed watermark information into

one or two of the SVD components.

For schemes in the frequency domain, the host image

is converted into frequency bands. Different techniques

are used to transform from spatial domain to frequency

domain such as DCT, DWT, redundant discrete wavelet

transform (RDWT), LWT, DTCWT and DCT+DWT. Here,

SVD is applied to the frequency coefficients, then watermark

information is embedded by altering the SVD component

coefficients.

SVD watermarking schemes can also be classified based

on watermark type. Gray or grayscale images are used in

many watermarking schemes, whereby small dimensions

of 32 × 32 pixels are popular [84], [129], [130]. The

techniques mentioned earlier are used to achieve a good

trade-off between robustness and imperceptibility. Having
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a smaller dimension (smaller payload or capacity require-

ments) reduces the distortion of the watermarked image and

improves resistance to different attacks. Colored watermarks

are another popular type which consists of three channels

that are each embedded in the host image, implying the need

for a scheme with higher capacity [12], [121], [131]. This

type of image watermark still needs further study because

colored images are large payloads that can lead to significant

distortion of the watermarked image [44], [132]. The CT type

of watermark are medical images that can be divided into

two types, namely patient information and logo of hospi-

tal or clinic [19], [133]. Medical images could be considered

a sub-type of gray or colored images. Host images themselves

are usually patient-related medical images.

SVD-based watermarking schemes can also be classified

based on their scale factor. Scale factor plays an important

role in image watermarking because it determines the embed-

ding trade-offs. A single scaling factor (SSF) can lead to a

stable level of embedding, but it cannot fulfill the desired

balance between robustness and imperceptibility. For exam-

ple, a small SSF value can lead to high imperceptibility

but lower robustness against common attacks. On the other

hand, a large SSF value improves robustness while sacrificing

imperceptibility. Thus, researchers have usedmultiple scaling

factors (MSF) instead of SSF to achieve the desired goals of

robustness and imperceptibility.

Optimal MSF values can be determined by using optimiza-

tion algorithms such as GA [134], particle swarm optimiza-

tion (PSO) [135], MOACO [24] and differential evolution

(DE) [45], [51], [126]. MSF-based optimization techniques

achieve all requirements of a good image watermarking

scheme. However, the use of optimization techniques are

computationally expensive, and there is a limited range of

suitable MSF values for each watermarking scheme.

Collectively, watermark security is very important and is

a key technology for copyright protection. In recent years,

various techniques have been used to encrypt watermark

information before its embedding into the host image. Thus,

we can also classify watermarking schemes based on the use

of encryption methods, which include XOR-based encryp-

tion or chaos-based encryption.Watermarks can be encrypted

via bit-wise exclusive OR (XOR) with random sequences,

similar to how stream ciphers operate [136]–[138]. On the

other hand, chaos-based watermark encryption has been used

in many schemes to improve security [17]. The use of digital

chaos in imagewatermarking can be further divided into three

classes:

1) Chaos-based scrambling - Chaotic systems such are

used to scramble positions of pixels of the watermark

image, such as Arnold map [139], [140] and logistic

map [84], [133]. Arnold transform is a two-dimensional

chaotic map used in many watermarking schemes to

permute image watermark pixels because it is a one-

to-one mapping. The logistic map is a simple one-

dimensional chaotic map that can be used in the two

ways: first is to permute image pixels by sorting them

based on a data sequence generated by the map, and

the second is to generate a key-stream for encryption

(XOR).

2) Chaos-based control of the embedding position - A

chaotic sequence is used to control the selection of

blocks from the host image for embedding purposes

[141], [142].

3) Chaos-based sequence - Chaotic sequence is used

directly in the embedding process instead of the water-

mark image [143].

B. FALSE POSITIVE PROBLEM (FPP) ATTACKS AND

SOLUTIONS

There are twomain embedding algorithms that are used in the

design of SVD-based watermarking schemes that lead to FPP.

The first embedding algorithm (SVMW) uses the singular

values of the watermark to be embedded in the singular values

of the host image. The DW embedding algorithm uses water-

mark information to be embedded directly into the singular

values of the host image. The SVMWmethod can be defined

as [115], [144]

SNew = SH + α · SW (12)

where SNew denotes the singular values of the host image after

modification, α is the scaling factor, SH and SW represent

the singular value matrices of host and watermark image

respectively.

Figure 8 depicts the SVMW embedding algorithm based

on Eq. (12) that leads to FPP [24], [29], [145], [146]. The

watermark and host image are decomposed using SVD, then

SH and SW are used with the scaling factor to generate SNew.

SNew, UW and VW are used as side information or keys in the

extraction algorithms [29], [125], [135], [147]. An adversary

can use side information for any watermark, extract the sin-

gular values, S and then claim ownership for the watermark.

This is because S does not have geometrical content for

digital images.

In the DW type, the watermark is embedded directly into

the host image, which leads to FPP vulnerability. It can be

expressed as [144]

SH + α ·W = UHNewSHNewV
T
HNew (13)

where W is the watermark information, UHNew, SHNew, and

V T
HNew are three matrices obtained by applying SVD to the

result of the embedding operation. This is a popular approach

where the watermark is more visible, and the scheme is more

robust [65]. The host image is decomposed by SVD and its

singular value, SH is modified by the scaling factor α multi-

plied by the watermark itselfW . Then, the modified singular

values are decomposed into three matrices by SVD. The new

singular value matrices are used as side information or keys

[29], [51], [65], [112], [113], [126], [145].

Both SVD-based embedding approaches are susceptible to

FPP due to the following properties:

• The singular value, S of the image does not contain

significant information about the structure of the image.
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TABLE 7. SVD embedding common methods based on the literature review.

TABLE 8. SVD embedding common methods based on the literature review.

It does not express general aspects of the image content

as it is merely the luminance of an image.

• The singular vectors,U andV contain information about

image structure and have a strong effect on image con-

tent.

• If the singular values S is modified entirely, the contents

of the image will not change.

Based on the highlighted reasons, the main challenge is

in using U and V as keys for the extracting phase. SVD

decomposes the watermark and the singular vectors, U and

V are kept to recalculate the watermark during the extraction

phase. An adversary may use his/her singular vectors (forged

UA and VA) with the valid singular values, SHW to extract

a fake watermark from the watermarked image and claim

ownership. This ultimately leads to three types of attacks

which are [144], [148]:

• Extracting Fake Watermarks

In this attack, an owner embeds two different water-

marks into the same or different host images and uses the

singular vectors as the side information or secret keys.

In the extracting phase, the malicious actor can extract

a fake watermark for each watermarked image by using
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FIGURE 8. The SVMW method of embedding algorithm.

FIGURE 9. The DW type of embedding algorithm.

different singular vectors. Figure 10 depicts this type of

attack.

We assume that the two host images are the same (H1 =
H2) while the watermark images differ (W1 6= W2). The

first watermarkW1 is embedded into the first host image

H1 while the second watermark W2 is embedded into

the second host image H2. This can be performed using

one of the SVMW or DW embedding methods. Both

watermarked images HW1
and HW2

have side informa-

tion that are generated during the embedding process.

During the watermark extraction phase, FFP occurs

when the owner can extract the watermark from the

watermarked image using different side information.

In this case, the second watermark, W 2
Extracted can

be extracted from the first watermarked image, HW1

using the side information (U2 and V2) of the second

watermarked image HW2
. At the same time, the first

watermark, W 1
Extracted can be extracted from the second

watermarked image, HW2
using the side information

(U1 and V1) of the first watermarked image HW1
. Thus,

an owner can claim ownership of the image and has

strong evidence for doing so. Due to these ambiguity

cases, SVD-based image watermarking schemes cannot

be used in actual applications that deal with owner-

ship or copyright disputes.

• Embedding Fake Watermarks

In this attack, the owner embeds watermark information

W1 into the host image H , creating the watermarked

imageHW1
. The side information of the watermark (UW1

and VW1
) will be used in the extraction process. Then,

the legitimate owner can distribute the watermarked

image HW1
and use the side information as evidence to

claim ownership of the image. An adversary can embed

fakewatermarkW2 into thewatermarked imageHW1
and

also claim ownership of the image. An adversary keeps

the side information U2 and V2 to use in the extracting

phase. Figure 11 illustrates this type of attack.

At the extraction stage, the adversary can easily prove

ownership of the watermarked image by successfully

extracting the fake watermark information with high

accuracy. Both the real owner and the opponent have

strong evidence of claiming ownership of image H .

Using this type of attack, many adversaries can effec-

tively embed their watermarks in the same image and

demand the actual owner of the image.

• Extracting Watermarks from Other Images

This type of attack extracts the watermark from an

arbitrary image that does not contain a watermark. The

owner embeds the watermark W into the host image H

using the SVD technique, the singular information (U

and V ) of the watermark are used in the side information

during the extraction process. Figure 12 depicts this type

of attack. In the extraction process, an owner can use the

side information ofW to extract the watermark from an

arbitrary image that contains another watermark, or even

one that does not contain a watermark. An owner can

extract the right watermark with a high NC value and

claim ownership of the image.

To overcome FPP and other security issues, several solutions

have been proposed such as the use of hashing [149], encryp-

tion [150], digital signature [144], PCs embedding [123] and

singular vector embedding [24].

In the hashing methodology [149], the side information,

UW , and VW are hashed using a one-way hash function

and stored during the embedding process. During extraction,

side information used for extraction is hashed and compared

against the stored hash values. If theymatch, the side informa-

tion is successfully authenticated, and the extraction process

can proceed. Otherwise, extraction is aborted.

The use of encryption involves encrypting the watermark

prior to the embedding process [150]. During extraction,

successful decryption must be performed in order to recover

the original watermark. Otherwise, an invalid, arbitrary image

will be produced. Schemes that rely on digital signatures to
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FIGURE 10. Diagram for attack one (extraction of fake watermarks).

FIGURE 11. Diagram for attack two (embedding fake watermarks).

FIGURE 12. Diagram for attack three (extracting watermarks from other
images).

prevent FPP [144] still embed watermark information into

SH . In addition, the digital signature of the side information

is also embedded into the host image. During extraction,

the digital signature can be used to authenticate the extracted

watermark.

All of these methods have demonstrated a good trade-

off between robustness and imperceptibility. However, these

methods still rely on using side information as the extraction

key, and may still be susceptible to different variants of FPP.

Also, the side information is not sensitive to small changes,

which leads to an easy estimation of the watermark. Further-

more, additional authentication processes required during the

extraction process incurs computational overhead.

Due to the drawbacks of the aforementioned schemes, new

schemes that explicitly address the FPP have been proposed.

One of these methods embeds the principal component (PC)

instead of the singular matrix, SW or the watermark itself

[123]. PC includes both U and S matrices, whereas the

remaining matrix, V is used as the extraction key. The prin-

cipal component of the watermark, PCW is generated using

SVD and embedded into SH of the host image. Without VH ,

an adversary cannot extract the embedded watermark, thus

circumventing FPP. However, this method is vulnerable to

geometrical and non-geometrical attacks because UW holds

the structure of the image and has a high sensitivity to small

change. Another approach to overcome FPP embeds UW
instead of SW [24]. The side information, VW and SW are used

as extraction keys. This method achieves high imperceptibil-

ity but is still not robust against different well-known attacks.

Najafi and Loukhaoukha proposed a novel method to solve

FPP [151]. They used sharp frequency localized contourlet

transform (SFLCT) on the host image and watermark image.

SFLCT produces two matrices (approximation sub-band A

and details matrix D). The approximation sub-bands of the

watermark image Aw is embedded into the approximation

sub-bands of the host image A as AW = A + αAAW , where

αa denotes the scale factor. At the same time, SVD is applied

to two detail matrices D and DW . The singular values of the

watermark, SW are embedded into the host image as SWD =
SD + αDSW . Two watermark matrices are embedded into the

host image simultaneously. The watermark can be the same

size as the host image. Thus, the FPP is resolved. The pro-

posed method use A, SWD,Uw,Vw as the key for extraction.

Consequently, the attacks whereby fake watermarks can be

extracted or embedded can be prevented. However, it relies

on a large key and SFLCT suffers from high computational

complexity.

VII. STATE-OF-THE-ART OF HYBRID SVD-BASED IMAGE

WATERMARKING SCHEMES

In the current state-of-the-art, various frequency transforms

have been used with SVD to develop new image watermark-

ing schemes. To organize this section, the section is divided

into sub-sections according to frequency domains used in the

proposed schemes.

A. SVD-ONLY IMAGE WATERMARKING SCHEMES

Aslantas proposed an optimal SVD image watermarking

scheme [45] where the DE optimization algorithm is used

to generate MSF values to achieve a good balance between

robustness and imperceptibility. SVD is first applied to the

host image, then watermark information is used to change
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the singular values of the host image. The modified singular

values are further decomposed by SVD. Then, the resulting

singular values are used in the extraction process. Optimal

MSF is selected automatically based on PSNR and NC val-

ues. The proposed scheme achieves a balance of impercep-

tibility, robustness and capacity. However, this method still

suffers from FPP.

Golea et al. [44] proposed an SVD watermarking scheme

for color RGB host image and the watermark is color RGB

image. The color channels of the host image and watermark

image are divided into a set of blocks and SVD is applied to

each block of the host image. Embedding is performed by

modifying the middle value of the singular values in each

host image block based on the pixel values of each watermark

image block. The proposed scheme offered good results in

terms of imperceptibility, capacity, and robustness against

various attacks. However, its easy to extract a embedded

watermark and the scheme suffers from FPP.

Lai proposed a robust image watermarking scheme based

on SVD and the Tiny-GA algorithm [134]. SVD is used

to decompose the host image and the watermark is directly

embedded into the singular values of the host image. The scal-

ing factor is selected automatically using Tiny-GA. Results

show that the proposed scheme is high imperceptibility,

robustness and capacity. However, the FPP security require-

ments are not taken into account. Jia introduced another color

image watermarking scheme based on SVD and secret keys

[121]. The RGB watermark image is converted into a binary

sequence based onArnold transformation and secret key. This

leads to improved security and robustness. On the other hand,

the RGB host image is divided into non-overlapping blocks

and each block is decomposed by SVD. The left singular

vector U is selected for embedding purposes. The binary

series is used to modify the relationship between the sec-

ond and third values of U matrix. This scheme has high

imperceptibility and robustness against different attacks and

is circumvents FPP. However, the capacity is low and no

analysis is performed to ensure maximal security.

Chung et al. [152] introduced two important observations

for SVD-based watermarking schemes in order to strengthen

imperceptibility and capacity, while altering the U and V T

vectors of the SVD to embed a watermark image. First, for

the left singular vectorU , altering values of the column vector

results in lower distortion as compared to altering values of

the row vector. This is because altering column values leads to

a small change throughout the matrix as compared to altering

the row that focuses on a small localised area of the matrix.

For the right singular vector V T , it is the inverse whereby

altering the row values of V T results in less distortion than

altering column values. In the proposed scheme, the authors

proposed to modify the column values of U and row values

of V T at the same time. Results indicate that this scheme

increased robustness and invisibility.

Fan proposed another SVD scheme without frequency

transforms to avoid FPP [130]. SVD is applied to the host

image, then vectors U and V are used in the embedding

process. The first columns of U and V are changed using

watermark information with based on threshold values. FPP

is avoided but the robustness and imperceptibility results

were not improved as compared to existing work.

B. DWT + SVD-BASED IMAGE WATERMARKING SCHEMES

In [124], a hybrid image watermarking scheme based on

DWT and SVD has been proposed. 2-levels DWT is applied

to the host image followed by SVD on all sub-bands. The

watermark is transformed using 1-level DWT followed by

SVD on each sub-band. Then, the principal components

are calculated for each sub-band in the watermark. Finally,

the principal components of each sub-band are embedded into

the singular values S of each sub-band in the transformed host

image. DE is used to obtain optimal MSF to achieve imper-

ceptibility and robustness. FPP is avoided as the principal

components are used instead of singular values.

Wang and Chen proposed a DWT-SVD image water-

marking scheme based on visual cryptography and K-means

clustering to protect ownership rights [46]. The host image

features are extracted and DWT-SVD is used. These features

are classified into two clusters using K-means. The master

share is created based on two clusters and used to construct

ownership shares. Using (2,2) virtual cryptography and the

secret image, create ownership final version. The proposed

scheme has low PSNR values which implies a low impercep-

tibility and high NC values indicating its robustness against

attacks.

Li et al. [120] proposed a robust DWT-SVD image water-

marking scheme to increase imperceptibility and capacity.

The human visual model is used to calculate the scale fac-

tor. The host image is decomposed by DWT, and SVD is

applied to all sub-bands. Singular values of the watermark are

embedded into the singular values of the host image’s sub-

band coefficients. Apart from improved imperceptibility and

robustness, the capacity is high because four sub-bands are

used in the embedding process. However, this scheme suf-

fers from FPP and has low security against several common

attacks.

Dharwadkar et al. [43] introduced a non-blind color image

watermarking scheme. RGB, DWT and SVD are used in

the watermarking scheme. The RGB host image is first

decomposed into three channels. Because the blue channel is

more robust, it is chosen to apply DWT transform. Finally,

the watermark is directly embedded in singular values of

the four DWT sub-band coefficients after applying SVD. Its

embedding capacity is high because it uses 4 sub-bands, and

it is also robust against various attacks. However, the scheme

suffers from FPP. Mishra et al. proposed another watermark-

ing image by DWT and SVD transformations [26]. DWT is

applied three times and SVD is used to decompose the LL3
matrix. This approach uses the firefly method to generate

multiple scaling factors to reach a balance between imper-

ceptibility and robustness.

A new robust image watermarking scheme has been pro-

posed for electrocardiogram (ECG) signals, specifically for
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cloud environment [30]. The proposed scheme uses both

DWT and SVD on the host image. Watermark information is

used to modified the singular values of the DWT coefficients.

Results showed that the proposed scheme has excellent PSNR

and NC values, implying that the scheme has good security

and capacity properties.

Niu et al. proposed a color image watermarking scheme

based on DWT and SVD [153]. The blue channel is decom-

posed into seven sub-bands then LL2 is selected to perform

SVD. The watermark is scrambled by Arnold transform and

then decomposed by SVD. The singular values SW are added

to the singular values SH to obtained a new watermarked

image. The scheme suffers from FPP. Ojha et al. proposed a

simple image watermarking scheme based on DWT and SVD

[154]. The color host image is transformed to CrCbY color

image and region of interest (ROI) is extracted. Both ROI

and watermark image are decomposed by DWT, and SVD

is applied to get the singular value matrices. The embedding

process is performed using SSF and achieves good results.

However, the scheme also suffers from FPP.

As human eyes are less sensitive to noise in textured areas,

a high-resolution band and image regions with high or low

background brightness can be considered when embedding

watermarks. Based on these observations, a hybrid image

watermarking scheme is proposed [155]. DWT is applied to

the host image, LH and HL sub-bands are selected to apply

SVD. HVS and logistic map are used to select the optimal

locations for embedding. Watermark information is then used

to modify the singular values of the optimal area. The pro-

posed scheme achieves high imperceptibility as it leverages

upon HVS characteristics. The logistic map is used to encrypt

watermark images to improve security and robustness. The

embedding process involves two sub-bands, thus increasing

the embedding capacity.

Araghi et al. [122] proposed a watermarking image scheme

based on DWT and 2-levels SVD. The proposed scheme

applies DWT on the host image, and the sub-band HH is

divided into 8 × 8 non-overlapping blocks. SVD is applied

to each block and S1 of each block is selected to construct

a new matrix A. The generated matrix A is also decomposed

by SVD. A hash value of the watermark image is calculated

using the SVD and DWT to generate a digital signature.

Also, SW of the watermark is used to modify S1. A digital

signature of watermark image that generated by hash value

and B test is embedded into the watermarked image. This is

performed by first applying DWT then dividing LL into 4×4

non-overlapping blocks. SVD is then applied to 8 randomly

selected blocks. Binary values of the digital signature are then

embedded into the V (2, 1) matrix. In the extraction process,

the user cannot extract the embedded watermark until it

passes the two tests (B test and digital signature). The FPP

is solved using this 2-levels authentication system. However,

as many keys are used in the extraction process, the proposed

scheme has high computational overhead.

An image watermarking scheme based on DWT and SVD

has been proposed to achieve tamper localization and self-

recovery [156]. 1-level DWT is applied to the watermark

image and SVD is used on all sub-bands. The principal com-

ponent U ×S is selected to be embedded into the host image.

3-levels DWT is applied to the host image, and then SVD

applied to all sub-bands. The singular values S is modified

by the principal component of the watermark image. Scaling

factors are obtained using the ABC optimization algorithm to

enhance robustness. The LSB of the host image is modified

based on tamper localization information to provide self-

recovery. This approach solves FPP at the expense of reduced

capacity.

Santhi and Thangavelu introduced a new robust DWT-

SVD color image watermarking scheme based on the YUV

domain [157]. Firstly, the host color image is converted to

YUV color space and DWT-SVD are implemented respec-

tively. The watermark image is decomposed by SVD and its

singular values are changed to the singular values of the host

image. The proposed scheme has good NC values and low

PNSR values indicating thewatermark can be easily extracted

from the watermarked image. However, the scheme has two

issues: FPP remains unresolved and it suffers from additional

computational overhead.

Dili and Mwangi [158] presented a non-blind DWT-SVD

image watermarking scheme. The host image is decomposed

by 1-level DWT, the HL and LH sub-bands are selected for

the embedding process. The two sub-bands are divided into

non-overlapping blocks. Moreover, using a pseudorandom

number sequence, two blocks from HL and LH are selected.

SVD is applied to these selected blocks and the watermark is

embedded into the singular values of the selected blocks. The

use of a secret key prevents unauthorised extraction of the

embedded watermark. The capacity of the proposed scheme

is improved due to the use of two sub-bands. In addition,

the proposed scheme has good imperceptibility but is suscep-

tible to many well-known attacks.

Guo et al. proposed a watermarking scheme based on

DWT and SVD to solve FPP by leveraging upon the prin-

cipal component of watermark images [159]. The proposed

scheme overcomes FPP and the watermark can be easily

extracted using side information. However, the scheme has

poor capacity, imperceptibility and robustness against well-

known attacks. Moeinaddini and Fatemeh proposed an opti-

mized hybrid watermarking scheme based on DWT and

SVD [98]. Segmentation and selection of suitable blocks are

applied to the host image. DWT and SVD are then used

for each block. Opposition and dimension modified firefly

algorithm (ODFA) is used to obtain good balance between

imperceptibility and robustness. MD5 and AES-192 are used

to increase the security of the proposed scheme.

C. DCT + SVD-BASED IMAGE WATERMARKING SCHEMES

Roy and Pal proposed a robust hybrid image watermarking

scheme based on DCT and SVD as well as Arnold scrambling

[160]. In the proposed scheme, the watermark is scrambled

to increase security, and then, the host image and scrambled

watermark are divided into a set of non-overlapping blocks.
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Every four blocks, the first block is selected for the water-

mark embedding process. All selected blocks transferred into

DCT domain and SVD is applied to these coefficients of the

host image and watermark image. The singular values are

exchanged after multiplying by a scaling factor. The proposed

scheme offered good imperceptibility and robustness results,

as well as the scheme is secure because the watermark image

is scrambled before the embedding process.

A new hybrid watermarking scheme based on SVD, DCT,

and HVS has been proposed [129]. The host image is divided

into 8 × 8 blocks and calculated HVS entropy and edge

entropy values and ordered in ascending order. DCT is

applied and the coefficients are used in SVD. SVD is applied

to each block and the U (3, 1) and U (4, 1) are changed based

on the series of watermark bits and threshold value through

an examination of these values. The FPP is solved as the

proposed scheme did not use S value. However, small size of

the watermark, which is embedded using U is more sensitive

to change and weak under different attacks.

A new hybrid scheme based on DWT, SVD, and Human

visual system (HSV) has been proposed [161]. The water-

mark image is binarized with size 32 × 32 bits and the host

image is divided into 8× 8 blocks with different coordinates

(x, y). The coordinates are encrypted using the AES. Each

block calculates the entropy and edge entropy values and it

is sorted in ascending order. 1024 blocks are selected that

have the lowest values in the embedding process. DWT is

applied to each of the selected blocks and LL is selected to

apply SVD.U (2, 1) andU (3, 1) are selected and examined to

embed the watermark based on the threshold value. The FPP

is solved by usingU during the embedding process. However,

thewatermark has limited size and changes based onU values

only.

Balasamy and Suganyadevi [162] presented a new medical

image watermarking scheme based on DWT and SVD. The

ROI was selected based on the fuzzification method. Awater-

mark is converted to frequency coefficients and the sub-band

is encrypted using the logistic map. The key component is

calculated to avoid FPP attacks. The singular values of both

images are modified based on the key. Results indicate the

proposed scheme has excellent results in terms of robustness

and imperceptibility.

A new hybrid scheme based on DWT and SVD has been

proposed in [163]. The watermark image is decomposed

using SVD, and the host image is transformed for 4-level

DWT. SVD is then applied to LL4. The singular values are

embedded into the singular values of the host image under

the optimumMSF parameters generated by a PSO algorithm.

However, the proposed scheme suffers from FPP, and is sus-

ceptible to well-known attacks.

D. DWT + DCT + SVD-BASED IMAGE WATERMARKING

SCHEMES

Singh et al. [164] proposed a robust image watermarking

scheme that embeds a watermark image and a watermark

text into a medical host image. Firstly, the host image under-

goes a 2-levels DWT. The watermark text is encrypted by

ASCII representation and embedded into HH . The rest of the

sub-bands are decomposed by DCT and SVD respectively,

and the watermark medical image is also decomposed by

DCT and SVD in the same order. Singular values of the

watermark are used to modify the singular values of the host

image. The scheme has low imperceptibility but NC values

under different attacks show high robustness. The proposed

scheme has higher capacity as it can embed two watermarks.

The proposed scheme provides excellent robustness, and the

scrambled watermark image provides high security. More-

over, based on the size of the watermark image, the capacity

can be varied.

A hybrid watermarking scheme is proposed in [28] for

medical images. Both the host image and watermark are

transformed by a 3-levels DWT followed by DCT and SVD.

The watermark’s singular values are inserted into the host

image’s singular values in the high frequency sub-band. This

proposed scheme offers a good trade-off between impercep-

tibility and robustness. However, it suffers from FPP because

only the singular values are used. The capacity of the scheme

is not introduced nor analyzed. Fazli and Moeini proposed

another watermarking scheme based onDCT,DWT, and SVD

[140] in which the host is divided into four parts equality.

DWT and DCT are applied to each part, and a new matrix

is generated by collecting the first two alternating current

(AC) coefficients. The watermark is scrambled by Arnold

transform and embedded directly into the singular values

of all four parts. This scheme is robust against watermark

attacks, and its capacity is improved as it embeds a watermark

into four parts of the host image. However, the proposed

scheme suffers from FPP.

The image watermarking scheme proposed in [19] has

three embedded watermarks, one being an image (logo) while

the other two are textual patient information. DWT is applied

to the host image, LH1 is selected, then DCT is applied. SVD

is then applied to the DCT coefficients. The singular values

of LH1 are changed using singular values of the medical

image. The medical image is scrambled using the Arnold

transform for improved security. Also, patient information is

transformed into binary data and compressed. Back propa-

gation neural network (BPNN) is used during the extraction

of the watermark image to withstand various attacks. Their

scheme does not address FPP and requires multiple keys for

the extraction process.

Kang et al. [84] also proposed a hybrid watermarking

scheme based on DWT, DCT, and SVD. DWT is applied to

a host image and then the transformed image is divided into

8× 8 non-overlapping blocks. DCT is applied to each block,

and the middle frequency is extracted to form a 2× 4 matrix.

Thematrix is further divided into 2×2 sub-matrices, to which

SVD is applied. The largest singular values of the two matri-

ces is modified using bits from the watermark image. The

watermark image is encrypted using a logistic map prior to

the embedding process. The scheme achieves a good trade-off
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between imperceptibility and robustness. However, the FPP

still persists.

The image watermarking scheme based on SVD, DCT,

and DWT proposed by [13] first converts a host image

using a 2-levels DWT. DCT and SVD are applied to the

approximation sub-band of the 1-levels. The watermark

image is converted using 1-level DWT, followed by the

application of DCT and SVD to the approximation sub-

band. The singular values of the watermark image are used

to modify the singular values of the host image. Next,

a text watermark is transformed into a binary stream and

encrypted. Text watermark information is embedded into the

diagonal sub-band of the 2-levels of DWT. The extraction

process follows the same order albeit with different cal-

culations. However, the proposed scheme does not resolve

the FPP.

Zhang et al. [139] proposed a hybrid watermarking scheme

where the host image is first transformed by a 1-level DWT,

then LL is divided into 8 × 8 blocks. DCT is executed for

each block. DCT is applied again on the 4 × 4 block located

in the upper-left coefficients. Blocks in the upper-left side

of each coefficient with equivalent size to the watermark is

selected. SVD is applied to these blocks and the resulting W

values are used to modify S of the host image as SVD(S +
a.W ) = U2S2V2. Then, S2 is used instead of the S1 in the host

image. The watermarked image is encrypted using Arnold

transform. One of the advantages of the proposed scheme is

that a watermark can be of any size. The FPP is addressed

via encryption. However, the proposed scheme requires many

additional operations, leading to unnecessary computational

overhead.

The watermarking scheme proposed by [119] embeds

two different watermarks (image and text) into a host med-

ical image. First, 2-levels DWT is applied to the host

image, followed by DCT and SVD. On The watermark

image is decomposed by DCT and SVD using the same

procedure. The text watermark is encrypted before being

embedded into the HH sub-band of the 2-levels of DWT.

The singular values of the host image are then exchanged

with the singular values of the watermark image. The pro-

posed scheme has low imperceptibility and a high level of

robustness under different attacks. Furthermore, the scheme

has high capacity as it is capable of embedding two

watermarks.

Chaitanya et al. [25] proposed a new color image water-

marking scheme based on DWT, DCT, and SVD. 2-level

DWT transform is applied on the blue color channel of

the host image. The median energy of a sub-band is

selected and DCT is applied to it for the embedding

process. The watermark image and DCT coefficients of

the host image are decomposed by SVD and the singu-

lar values of the watermark are embedded into the sin-

gular values of the host image. However, FPP was not

addressed and there is a lack of robustness against other

attacks.

E. IWT/LWT + SVD-BASED IMAGE WATERMARKING

SCHEMES

In their watermarking scheme, [113] applied IWT to the

host image and SVD to all sub-bands. Arnold transform

is used to scramble the watermark for increased security.

Then, the scrambled watermark is directly embedded into

the singular values of the host image. In a separate scheme

proposed to address FPP, [112] used IWT and SVD to embed

a watermark. A signature is generated from two singular

vectors of the embedded image. The signature is verified

before the watermark is processed in the extraction phase.

Another approach based on IWT which aims to overcome the

FPP embeds UW instead of SW [24]. The side information,

VW and SW are used as extraction keys. This method achieves

high imperceptibility but is not robust against several well-

known attacks.

Arumugham et al. [165] proposed a watermarking scheme

based on IWT and SVD, where the watermark image is

an integration of the ID number and thumb impression of

a patient. The watermark image is encrypted based on a

digital chaotic map (Lü Attractor and Tent map). Ansari

et al. proposed new method to solve FPP in SVD-based

watermarking scheme [137] where IWT is used to decom-

pose the host image into four sub-bands, and SVD is per-

formed on three sub-bands (LL,HL, and LH ). The singular

vectors are used to generate the signature values (to address

FPP) and ABC algorithm is used to select the optimal scale

factor.

F. OTHER TRANSFORMS + SVD-BASED IMAGE

WATERMARKING SCHEMES

A new watermarking scheme based on Tucker decomposi-

tion and SVD has been proposed by [131]. The color host

image is decomposed by a third-order tensor and the first

feature image is selected because it is more stable. The first

feature image is divided into non-overlapping 3 × 3 blocks,

to which SVD is applied. At the same time, the original

color watermark is scrambled using the Arnold map and

all the pixel values are transformed into a single scrambled

bit sequence. The watermark image bits are embedded by

changingU of each block. Two threshold parameters are used

for coefficient comparison to extract the watermark image.

However, the scheme has low security against geometrical

and non geometrical attacks, and can only embed a small

watermark.

A new image watermarking scheme based on non-sub-

sampled contourlet transform (NSCT), redundant discrete

wavelet transform (RDWT) and SVD is proposed in [133].

The host image is first sampled by a sub-sampling method.

The entropy of these samples are computed and NSCT

is applied to the sample with maximal entropy. RDWT is

applied to the high frequency portion of the HH sub-band

of NSCT image, and SVD is applied to the selected sub-

bands of RDWT components. Then, S is selected for the
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embedding process. Two watermark images (image water-

mark + electronic patient record (EPR) watermark) are trans-

formed by NSCT and RDWT. Then, SVD is applied to the

watermark images to produce S. The watermark images are

then encrypted using a 2D logistic map. The proposed scheme

can withstand various attacks but the FPP is not resolved.

In addition, the encryption process is subpar as it does not

fulfill diffusion and confusion properties.

A new image watermarking scheme based on DWT, scale-

invariant feature transform (SIFT) and SVD are proposed in

[128]. This scheme extracts invariant features by performing

the DWT, SVD and SIFT on the host image. In the first

phase, 3-levels of DWT is applied to the host image. The

LL3 sub-band is selected for further processing. Using PRNG,

N × N pixels of LL3 are selected. Then, SVD is performed

on windows of 7 × 7 pixels. The maximum S values are

then collected to create a new matrix, A. In the second phase,

SIFT is applied to LL3 to obtain robust key points. SVD

is then applied and the four larger S values are selected to

create 2 × 2 blocks of a new matrix B. In the third phase,

blocks of B are replaced with blocks of matrix A in a uniform

manner. In order to support multiple cover images, these

phases are repeated to create n feature shares F1,F2, . . . ,Fn
to construct a new secret share. The XOR bit-wise operation

is used between the three components feature shares, key, and

watermark. The (n+2, n+2) visual cryptographic shares are

used with XOR operation to construct a general secret share.

The general share can be registered with a centralised trust

authority for further authentication. This type is called zero

watermarks with no embedding data. However, the proposed

scheme incurs additional computational overhead.

Reference [27] proposed a hybrid robust image watermark-

ing scheme based on redistributed invariant discrete wavelet

transform (RIDWT) and SVD transforms, and the ABC opti-

mization algorithm. In this scheme, 1-level of RIDWT is

applied to the host image. The LL sub-band is then selected

and divided into non-overlapping blocks. To select optimal

blocks, HVS is used in the embedding process. Next, SVD

is used on the optimal blocks, and the U vector is used

in the embedding process. The U elements are modified

based on principal component with an optimized scale factor.

A compensating method is used on VT vectors to decrease

the visual distortion. The results showed very good robust-

ness and imperceptibility. Security and capacity are improved

compared to other schemes.

Reference [166] proposed a scheme that embeds two iden-

tical watermark images. DWT and all phase discrete cosine

biorthogonal transform (APDCBT) are applied to the host

image to generate a new matrix, DC . SVD is then used to

complete the embedding process. Ali et al. proposed a zero

watermarking scheme based on various transformations such

as RIDWT and discrete fractional Fourier transform (DFrFT)

[127]. After applying these transforms, SVD is applied to

random positions of LL, selected using the secret key as seed.

The largest singular value of each position is collected and

averaged. The average value is used to generate a binary

map. Finally, the master share and watermark images are

XORed to generate the owner’s share. Rawat and Raman

proposed a zero watermarking scheme based on visual secret

sharing, fractional Fourier transform (FrFT) and SVD [167].

Two image shares are constructed and SVD is used to extract

features of the host image.

Reference [168] proposed a new color imagewatermarking

scheme where the color host image is converted to YCBCr

form, and the Iy component is selected and scrambled using

the Arnold chaotic map. RDWT is applied, followed by SVD

on LLy. The PC of LLy is computed as Ipc = ULL ∗ SLL .

The color watermark image that has the same size as the host

image is scrambled by the Arnold chaotic map, and then con-

verted to YCBCr form. The new converted watermark image,

Wy and LLy of the host image are used to generate a strength

scale factor based on the ABC optimization algorithm. The

converted watermark with said strength scale factor is embed-

ded into the PC, Ipc of LLy as Ipc = Ipc+α×Wy. Next, SVD is

applied to the new result, Ipc, and the obtained singular values

SLL is used instead of SLL in LLy. The proposed scheme is a

new embedding scheme with excellent embedding capacity.

However, the proposed scheme still suffers from FPP and low

robustness against well-known attacks.

Reference [169] proposed a new color image watermark-

ing scheme based on translation invariant wavelet (TIW)

and SVD transforms. The color host and watermark images

are decomposed by TIW, and the LL sub-bands of the

RGB color channels are selected for the embedding process.

The MSF parameters are optimized by using the enhanced

grey wolf optimizer (E-GWO) algorithm. Embedding capac-

ity is improved and the imperceptibility is high. However,

the embedding is conducted using the SVMWmethod which

is susceptible to FPP attacks.

In [12], two robust color image watermarking schemes are

introduced based on DWT and SVD transforms. The first

scheme is based on a homomorphic transform, DWT and

SVD. A 1-level DWT is applied to the host image and the

resulting LL sub-bands are extracted to each of the RGB com-

ponents. A homomorphic transform is applied to the RGB

channels. Then, SVD is applied to each of the channels. The

watermark image is directly embedded into the singular val-

ues. The second scheme is a hybrid technique where 3-levels

of DSWT in DCT domain are applied to each component of

the host image. Four sub-bands are obtained, each having the

same size of the host image. The obtained four sub-bands

are the A, H , V , and D matrices. The watermark image is

then embedded into the matrix, A. The proposed scheme has

high NC values against various attacks. However, it suffers

from low PNSR and security because the watermark image is

directly embedded.

VIII. COMPARISON AND CRITICAL ANALYSIS

Many of SVD-based watermarking schemes have been pro-

posed based on different frequency transformations. Ini-

tially, we provide some general observations with regards to

SVD-based schemes. First, frequency transform is the major
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component used before SVD is applied to reduce distortions.

Most existing schemes utilize DWT or DCT before applying

SVD, to improve imperceptibility and robustness. Some fre-

quency transforms are also used in some of the schemes that

have some required characteristics.

The second observation that we have made is that the LL

sub-band is most commonly used sub-band for embedding

as it will an approximation of the original image. Thus,

the embedding process will have a minimal effect on the

original image but the its embedding capacity is restricted to

less than a quarter of the host image size. On the other hand,

other sub-bands have been used in other schemes tomaximize

embedding capacity. However, the embedded watermark will

be susceptible to a number of attacks. High-resolution sub-

bands have also been used for embedding purposes. They

have been used to embed text watermarks or digital signatures

for authentication purposes. Overall, LL is shown to be the

most robust to attacks and results in smaller distortions.

In order to increase the security of watermarks, the encryp-

tion of watermark data prior to embedding has been applied

in several schemes. The Arnold and Logistic maps are com-

monly used to scramble image pixels. In addition, the ASCII

code is used to encrypt the watermark text [170]. PRNGs are

used in several schemes for encryption or to select blocks

for embedding purposes. However, the use of scrambling

algorithms for encryption does not provide adequate security.

Watermarks can be of various types such as images or text.

Watermark images themselves can be of various types such

as binary, gray scale, RGB color image, X-ray image, logo

image, and others. Some schemes switch between color

schemes (RGB to YUV) to improve imperceptibility. Image

sizes affects the embedding capacity of a watermarking

scheme. For example, binary or logo images have smaller

sizes as compared to a grayscale or a color image. Some

schemes embed two watermark images in different sub-

bands, while others embed a combination of images and text

such as in medical watermarking schemes. High capacity is

required to ensure that the rightful owner is protected, while

low capacity implies that a watermark is easily destroyed.

There are various approaches for embedding watermark

information in the three SVD coefficients. Most schemes are

based on the SVMW and DW methods because the singu-

lar values are more stable as compared to singular vectors.

Nevertheless, the SVMW and DW methods suffer from FPP,

which make it easy to extract a fake watermark from the

watermarked image. The CT method is robust against well-

known attacks and has elevated imperceptibility because it

produces slight alterations in the left singular vectors. How-

ever, it has a limited capacity due to a change to one or twoU

values. The PC method has a large capacity and is effective

against FPP attacks. However, under different attacks, it is

weak and needs a larger keyspace to be secure.

The SVC method used singular values with other con-

ditions to embed watermark information. However, these

schemes still suffer from FPP. Zero watermarking strategies

make it easier to overcome FPP because no embedding is

done in the host image. In this case, the owner can pro-

tect original content of the host image from any alteration.

However, attackers may demand to have their watermarks

extracted using this method and claim ownership as there

is no embedding is performed in the host image itself.

In other methods, U , V or both are used for embedding

purposes.

Scale factors play a role in managing robustness and

imperceptibility. SSF and MSF are widely used in various

schemes. However based on our findings, SSF cannot achieve

a desirable trade-off between robustness and imperceptibility.

On the other hand, MSF has a can lead to good trade-offs

between various watermarking requirements. Intelligent opti-

mization algorithms are used to achieve optimal MSF values

by using PSNR and NC to determine fitness. Different opti-

mization algorithms are used in the watermarking schemes

such as ABC, PSO, DE, GA, K-means Algorithm and Firefly

Algorithm.Nonetheless, everywatermark has its own optimal

MSF value which needs to be maintained as the key for

extraction purposes.

Lastly, blocking strategies are commonly used in SVD-

based watermarking schemes for improved security. A non-

overlapping blocking strategy is applied to the host

image or the watermark image in the spatial or frequency

domain. A block has various sizes, but most schemes rely

on 8 × 8 blocks. A blocking strategy plays an important role

in improving flexibility in terms of the embedding process.

Tables 9, 10 and 11 provide a list of 72 SVD-based water-

marking schemes that have been proposed in the last two

decades. The eight previously mentioned criteria are used

in the table to differentiate between these schemes. In order

to visualize a professional comparison, Figure 13 displays

the percentage between these criteria to help us recognize

obstacles and weaknesses.

According to existing literature, hybrid SVD-based image

watermarking schemes are effective when used with other

frequency transforms, particularly DWT and DCT. In other

words, the hybrid SVD and other transforms have proven

superior to SVD-based spatial watermarking schemes in

terms of imperceptibility, robustness, security, and capacity.

Security in hybrid SVD-based watermarking schemes is an

essential requirement. Consequently, various SVD embed-

ding strategies are used to avoid FPP and resist numerous geo-

metric and non-geometric attacks. Furthermore, optimization

algorithms are commonly used to generate optimum MSF

for good trade-offs between imperceptibility and robustness.

It automates the search for optimal MSF values and compen-

sation thresholds after the execution of different attack tests.

Next, we will highlight how well existing schemes fulfill

the four watermarking requirements (security, robustness,

imperceptibility, capacity). Firstly, preventing FPP is vital to

ensure that a watermarking scheme is secure. Unfortunately,

many proposed schemes did not discuss or address the issue.

Some of the prevention or avoidance strategies which can

produce better results can be categorized into three classes

as shown in Figure 14 and detailed below:
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1) Embedding Methods

A watermark image is decomposed using SVD, and

the singular vectors U and V are embedded in the host

image. One of the singular vectors, both singular vec-

tors, or the principal component US can be embedded.

The remainder of the SVD components can be used as a

key. To use this FPP preventionmethod, the watermark-

ing schemes need to rely on optimization algorithms to

identify optimal MSF parameters. However, modifying

a few U or V values based on threshold values and the

compensation procedure limits the embedding capacity

[24], [98], [122].

2) Encryption Methods

A watermark images have been encrypted in one of

three ways: the first is via XOR with a key-stream

generated from a PRNG, the second is by scrambling

image pixels based on chaotic map outputs, and the

third is by using conventional encryption algorithms

such as AES. Encryption methods need to be further

investigated as scrambling and XOR-based encryption

may not be sufficient. On the other hand, small distor-

tions will lead to authentication problems if conven-

tional cryptographic algorithms are used [19], [133],

[139].

3) Authentication Methods

Digital signatures are created from SVD components

to be saved as a key or embedded into the host image.

In this method, the extraction and verification of the

signature is required before the extraction of the water-

mark algorithm. Although effective, these additional

authentication steps incur additional computational

overhead. In addition, distortions of the signature can

affect the extraction process [98], [122], [137], [164].

In terms of robustness, there are some key points in existing

schemes that can be identified. Some of them are highlighted

as follows:

• Hybrid transformswith SVD are used to improve robust-

ness to multiple well-known attacks [128], [139].

• After decomposing a watermark using SVD, one of the

SVD components is used for embedding purposes which

reduces direct distortions to the watermark image [13],

[24], [156].

• A blocking strategy is successful in enhancing robust-

ness because it decreases the distortions to the host

image as a whole [128], [139], [166].

• Optimization algorithms are used to balance robustness

and imperceptibility [84], [98], [156].

The first three points are critical in the design of new water-

marking schemes. The use of optimization algorithms leads to

reduced efficiency as uniqueMSF values need to be generated

for each watermark.

In terms of imperceptibility, there are some key points that

can be highlighted:

• HVS is used in many schemes to select the best regions

to minimize visual distortions in watermarked images

[98], [120], [126], [161].

• Modifying the singular values of the host image helps to

reduce visual distortions [133], [153], [154].

• Modifying U (1, 2) or U (1, 3) with the help of threshold

values and compensation can improve imperceptibility

[27], [129], [156].

• Optimization algorithms are used to obtain a good trade-

off between robustness and imperceptibility [84], [98],

[156].

• Using solely SVD can lead to improved imperceptibility

[121], [159].

• A blocking strategy is successful in enhancing imper-

ceptibility because it decreases the distortion of the

image as a whole [128], [139], [166].

Lastly, capacity plays a role in balancing watermarking

requirements in SVD-based watermarking schemes. Large

embedding size leads to low imperceptibility and improved

robustness. Conversely, a small embedding size leads to

high imperceptibility and decreased robustness. To obtain

a high capacity while balancing other requirements, var-

ious schemes have relied upon blocking strategies [128],

modification of singular values [28], embedding multi-

ple watermarks [133], [166], embedding into color images

[12], [121], and using several sub-bands for embedding

purposes [112], [124].

For performance comparison, existing schemes used geo-

metrical and non-geometrical attacks to evaluate the robust-

ness while NC test and PSNR values were always used to

evaluate imperceptibility. In this comparison, we select six

common attacks that most schemes use for evaluation. These

attacks include JPEG compression, median filtering, salt

and paper noise, re-scaling, histogram equalization, Gaussian

noise, and cropping. PSNR values are also collected from

these existing schemes. Tables 12 and 4 provide a perfor-

mance comparison for most of the existing schemes included

in the critical analysis. Some of these schemes lack results,

implying that more study is required for the proposed scheme

to verify security or performance claims. Table 12 covers

existing schemes that did not employ optimization search

algorithms in their designs whereas Table 4 provides a com-

parison of existing schemes that employ optimization search

algorithms in their designs to find suitable scaling factors

for achieving a trade-off between robustness and impercep-

tibility. The results for watermarking schemes that rely on

optimization are better than those that do not. Therefore,

the design of improved schemes that depend on the embed-

ding methods rather than optimization algorithms to achieve

desirable trade-offs between watermarking requirements still

remains an open problem.

The visual performance comparison in Figure 15 consists

average values of the six attacks according to three strategies,

blocking, optimization and encryption, which are commonly

used in existing schemes. The average PSNR values for
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FIGURE 13. The percentage between the criteria of the comparison of existing SVD-based watermarking schemes.
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FIGURE 14. Classification of FPP prevention.

existing schemes according to those three techniques is also

calculated. Some main points can be summarized as follows:

• Schemes that rely on the blocking technique are less

robust against attacks as compared to that schemes that

do not. This low robustness can be attributed to the

embedding process that involves small non-overlapping

blocks that are weak against attacks. In contrast, non-

blocking strategies embed data in all frequency coef-

ficients (distributed in all singular values of sub-band

coefficients) which leads to improved resistance against

attacks.

• Existing schemes that rely on optimization algorithms

have better results than existing schemes that do not.

Optimization algorithms help identify optimal scaling

factors that achieve better trade-offs in watermarking

requirements.

• Existing schemes that used encryption methods to pro-

tect the watermark image are still susceptible to some

of the attacks such as cropping, Gaussian noise, salt and

paper noise and JPEG compression because encryption

algorithms make significant changes to the watermark

image.

• Schemes that rely on all three strategies simultaneously

have large PSNR values as compared to other schemes

because these strategies play a role in maintaining image

quality after the embedding process in hybrid SVD-

based image watermarking schemes.

IX. RESEARCH GAP

Several studies addressing the FPP and trade-offs between

watermarking requirements in SVD-based image watermark-

ing schemes have been proposed. These studies used differ-

ent strategies to solve the FPP such as encryption, hashing,

signature, embedding singular vectors, and PCs. However,

these strategies have drawbacks such as the need for addi-

tional authentication operations [112], [122], [144], the lack

of security properties (diffusion and confusion in encryption

methods) [84], [131], and high sensitivity to small changes to

singular vectors [98], [122].

In terms of trade-offs, optimization algorithms are used

to achieve the desirable result [84], [98], [156] by identify-

ing optimal MSF parameters. The optimal MSF parameters

must be kept as the key for the extraction phase. However,

optimal MSF parameters are not flexible to changes in the

watermark information. This means that the scheme needs

to recalculate new MSF values if there are small changes to

the watermark. To provide higher flexibility, new strategies

need to be investigated where MSF parameters are not kept

as a key [98], [167].

Thus, further research work is still required to design SVD-

based watermarking schemes that can overcome FPP without

additional authentication operations, improving the security

of any underlying encryption operations, as well as achieve

good trade-offs without the use of optimization algorithms.

As of now, existing schemes have not been able to address

these noteworthy issues.

X. DISCUSSIONS AND RECOMMENDATIONS

The trade-off between watermark requirements is the biggest

challenge for researchers, whereby a balance needs to be

struck between robustness and imperceptibility as well as

security and capacity. Here are some recommendations that

can be taken into consideration when designing new water-

marking schemes:

1) In order to avoid FPP in SVD-based watermarking

schemes and improve embedding capacity, watermark

information should be encrypted prior to embedding.

Encryption algorithms designed specifically for images

can be used to maximize efficiency, such as chaos-

based image ciphers. These encryption algorithmsmust

fulfill both diffusion and confusion properties. Another

important property that needs to be addressed is resis-

tance against data loss or noise attacks.

2) Many chaos-based watermark encryption used classi-

cal chaotic maps such as the logistic map or the Arnold

map. These type of maps are not secure enough as they

have various security issues and periodic behaviour

[173]–[175]. Cryptanalytic attacks can be performed

to compromise encrypted watermarks. New or recently

proposed chaotic maps can be used to support water-

mark encryption methods [176].

3) To improve security in hybrid SVD watermarking

schemes, the secret key should be subjected to the cryp-

tographic requirements. In most existing schemes, side

information are used as secret keys. This can include

SVD components, scale factors, digital signatures of

the watermark image, MSF values, and the PRNG

seeds that control the embedding blocks.Watermarking

scheme can instead rely on conventional secret keys

with a keyspace larger than 2128, and the scheme should

be highly sensitivity to small changes to the key (con-

fusion property).

4) To achieve a good trade-off between robustness and

imperceptibility, the optimal MSF values are identified
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FIGURE 15. The average values of different attacks and PSNR for the existing schemes
according to three strategies (blocking, optimization, and encryption).

by optimization algorithms such as ABC, DE, etc.

Rather, PRNG and digital chaotic maps can be

used to identify MSF values. This is not just more

efficient but is highly flexible. MSF values based

on random number generators do not incur signif-

icant computational overhead and the MSF values

do not need to be preserved as a secret key for

extraction.
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TABLE 13. Imperceptibility and robustness results for the existing SVD-based watermarking schemes with used optimization search algorithms.

5) One or two frequency transforms should be used along-

side SVD for the embedding phase to improve overall

performance and imperceptibility.

6) A blocking strategy should be adopted to divide the

host and the watermark images into non-overlapping

blocks. Then, properties of these non-overlapping

blocks can be leveraged for embedding, leading to

lower distortions.

7) Another approach that can be investigated is to embed

watermarks during host image creation. Though most

image watermarking schemes use preexisting host

images to embed the watermarks, the inclusion of

watermark information during the host image creation

process can be studied to enhance the security of the

watermarking scheme [9].

8) The embedding capacity of an image watermarking

scheme could be increased by repeating the same

watermark information in all sub-bands of the host

image. One can benefit from the repeat embedding

in the host image to ensure better robustness in the

extraction process.

9) Selecting a better frequency transform domain can

also lead to improved schemes. Hybrid-based water-

marking schemes depict improved results as com-

pared to schemes that rely solely on the spatial

domain. Thus, a watermark image should be con-

verted to the frequency domain prior to the embedding

process.

10) The design of a color watermarking scheme needs to

consider different embedding sizes and strategies. Hav-

ing multiple color channels leads to challenges during

the embedding process due to the increased amount of

information involved.

11) Embedding in singular values have better results in

imperceptibility and robustness but leads to FPP.

Thus, enhancement of SVD-based imagewatermarking

schemes based on singular value embedding is still

required.

12) Key management is vital for protecting watermarked

image from future attacks and should be employed in

newly proposed schemes.

13) MSF parameters need to be studied with respect to

various attacks and different watermark sizes.

XI. CONCLUSION

Watermarking is one of the common strategies used to

secure ownership and copyright. This paper has provided a

detailed coverage of the state-of-the-art in image watermark-

ing schemes based on SVD and hybrid frequency domains.

In this paper, we have provided background information

on watermarking such as watermark concepts, requirements,

types, and frequency domain methods. Then, the paper shifts

its focus to analyze existing hybrid SVD image watermarking

schemes. The analysis includes SVD security issues (FPP

attacks), hybrid SVD scheme classification, type of SVD

embedding strategies, and comparison of SVD schemes.

Performance comparison between existing schemes have

revealed open security issues and research gaps such as FPP

avoidance sans authentication steps, achieving good trade-

offs between robustness and imperceptibility without relying

on optimal MSF parameters, and having a large embedding

capacity while retaining high imperceptibility in the extrac-

tion phase. In future work, researchers can focus on devel-

oping hybrid SVD-based watermarking schemes for various

applications that rely on medical or color images. A study on

watermarking schemes for other media such as video is also

still required. Performance comparisons and design recom-

mendations provided in the paper can aid researchers or prac-

titioners in developing or adopting watermarking schemes for

various applications.
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