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ABSTRACT The fifth-generation (5G) wireless network is commercialized. The need to integrate massive 

devices in 5G and wireless sensor networks (WSN) to provide several convenient services for network users 

becomes imperative. However, there are growing concerns that 5G-WSNs pose new security threats to 

sensitive user information. User authentication and key agreement have been provided for secure end-to-end 

communication. However, stricter security techniques are required as billions of massive devices are being 

networked to collect and process complex user data in real-time. Therefore, anonymous authentication and 

authorization are highly coveted for privacy preservation and prevention of unlawful exploitation of user 

data. However, guaranteeing data integrity, authentication, and non-repudiation require special-purpose 

identity-based signature techniques that are quite difficult to design in practice. In order to address this 

problem, this paper proposes a lightweight, provably secure identity-based online/offline signature technique 

(IBOOST) and its extension for massive devices in 5G-WSNs using fractional chaotic maps. The IBOOST 

scheme achieves multi-time use of offline storage at a lower processing time. Therefore, the signer can reuse 

the offline pre-stored information in a polynomial time. This makes our IBOOST superior to the existing 

online/offline signature techniques that allow only a single signature. Additionally, the new technique enables 

the pre-registration process with a secret key, and no secret key is required in the offline stage. Also, the 

proposed IBOOST proves to be secure in the random oracle unforgeability under the chosen message attack 

(UF-IBS-CMA). Finally, the IBOOST and its enhanced version (A-IBOOST) give the lowest computational 

costs compared to several contending techniques. Therefore, the proposed IBOOST shows superior security 

and performance with better computational overhead than the preliminary techniques.  

INDEX TERMS 5G wireless sensor network systems, Fractional chaotic maps, Identity-based signature 

scheme, Provably secure. 

I. INTRODUCTION 

The fifth-generation (5G) wireless networks that are rapidly 

deployed worldwide have ushered in great relief to the 

proliferating issues inherent in the ubiquitous 4G wireless 

networks [1]. 5G wireless networks support the application of 

blockchain technology [2], holographic communication [3], 

Industrial Internet of Things (IIoT) [4], wireless security 

networks [5], and more. Wireless sensor nodes are spatially 

distributed devices that make up a network system referred to 

as a wireless sensor network (WSN) [6]. Generally, WSNs 

find practical applications in environmental conditioning, 

surveillance systems, military equipment monitoring, 

healthcare delivery, systems modeling, smart agriculture, 

intelligent information gathering, smart metering, and more. 

Sensitive data obtained by the sensor nodes can be transmitted 

to the receiver seamlessly via WSN-supported channels. The 
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integration of these sensor nodes and several massive machine 

type communication (MTC) devices (MD) in 5G wireless 

networks has facilitated the rapid design and growth of 

sophisticated wireless technologies to connect billions of data-

hungry applications [7].  

In the Third Generation Partnership Project (3GPP) 5G 

wireless networks, up to 106 devices per km2 and over 100 

billion devices are supported [8], [9]. The user equipment 

(UE) and massive MDs are defined in the 3GPP standards. 

Currently, the scope of 5G applications extends to critical 

areas such as human-centered MTC [10], ultradense Internet 

of Things (IoT) [11], vehicular networking [12], automation 

of industrial processes [13], cybersecurity [14], and more. 

Therefore, the security and confidentiality of data transmitted 

over 5G WSN-enabled communication channels should be 

treated seriously. Furthermore, the security of sensitive user 

data transmitted across 5G-enabled communication channels 

is critical. Therefore, the need to secure sensitive user 

information against malicious attackers becomes imperative. 

Thus, the transmission of personal data over these wireless 

channels needs to be supported by lightweight and provably 

secure online/offline identity-based signature techniques 

(IBS) [15].  

Fractional chaotic maps-based lightweight digital 

signatures have been proposed to strengthen the security, 

confidentially, and integrity of sensitive information 

transmitted over insecure channels [16]. Interestingly, these 

signatures are designed to satisfy stringent security 

requirements. In current literature, chaotic maps [17], based 

on their cryptographic characteristics, have been used to 

develop provably secure online/offline IBS techniques to 

enhance the security of confidential and sensitive user 

information. Compared to the ubiquitous mobile ad hoc 

networks [18], WSNs are susceptible to several attacks due to 

their deployment and operation in open or unsecured 

communication channels. It is worth mentioning that a typical 

WSN domain could aggregate several sensor nodes and 

wireless base stations [19]. 

The concept of online/offline signature was proposed in 

1989 by Even et al. [20]. Online/offline signature schemes 

require that part of the signing is done online and the other is 

carried out offline. The offline-based signing, which is the first 

phase, is time-consuming and more computationally 

expensive. In contrast, the online signing phase, which could 

be conducted when signing the message, is much faster. In 

terms of computational complexity, the second phase is the 

lightweight aspect of the scheme. Even et al. [20] 

demonstrated a generalized construction for transforming any 

digital signature scheme to their online/offline signature 

scheme equivalents [20]. However, Even et al.’s approach has 

several practical limitations. Several literature reports show 

that the generalized construction due to Even et al. extends 

each signature quadratically. In 2001, Shamir and Tauman 

[21] reported the hash-sign-switch scheme to address the 

fundamental limitations of Even et al.’s scheme.  

The generalized hash-sign-switch scheme converts any 

signature scheme into its online/offline signature scheme more 

efficiently, irrespective of the signature type. To further 

enhance the capabilities of the Shamir and Tauman scheme, 

some special purpose schemes have been designed [22]. The 

scheme reported by Kuro- Sawa and Schmidt-Samoa [23] can 

create online/offline signature schemes without a random 

oracle. Online/offline signature schemes have been reported 

for low-power devices [24], and the use of lattice for the 

design of new online/offline signature schemes has been 

reported by [25]. The scheme in [26] appears to be efficient, 

as remarked by [27]. However, a closer look at these schemes 

shows that they capture the identity-based settings but focused 

mainly on the usual public-key-based situation. It is interesting 

to note that pairing-enabled IBS schemes have been reported 

[28]. Also, Galindo and Garcia [29] utilized Schnorr's 

signature to design a non-pairing IBS scheme for use in a 

discrete logarithm environment.  

In 2006, the idea of online/offline identity-based signatures 

and multi-purpose signatures was raised by Xu et al. [30]. Xu 

et al. presented an online/offline IBS scheme modified to an 

online/offline identity-based multi-signature scheme. It is 

worth mentioning that an appropriate pairing technique can 

apply Xu et al.’s scheme to several routing procedures. 

However, several limitations have been identified in Xu et 

al.’s scheme. For instance, Li et al. [31] have shown that Xu et 

al.’s scheme failed some less complex forgery attacks. Thus, 

it is not unlikely that the supposed secure scheme offered by 

Li et al. [31] has several security flaws.  

Currently, it is quite difficult to find a flawless 

online/offline IBS technique. It is worth noting that chaos-

based cryptographic schemes have been used to design secure 

communication channels to address this problem [32]. In 

practice, chaotic maps find useful applications in symmetric 

encryption [33], hash functions [34], and S-boxes [35]. Chaos-

based key agreement schemes [36], provably secure 

online/offline IBS techniques [37], and healthcare delivery 

systems [38], have been reported. Furthermore, Chain and 

Kuo [39] presented a chaotic map-based digital signature 

scheme. After the work of Chain and Kuo [39] in 2013, new 

chaotic map-empowered cryptographic schemes [40] and 

identity-based encryption schemes [41] have been reported.  

In recent literature, Meshram et al. [40] used the concept of 

the partial discrete logarithm to create an online/offline IBSS 

scheme. It is noteworthy that this scheme supports pre-stored 

information to enable offline signature in a polynomial time. 

This feature demonstrates the superiority of Meshram et al.’s 

IBSS scheme over the preliminaries. Additionally, an 

aggregation scheme suitable for application in WSNs has been 

proposed by Meshram et al. [42]. The choice of this scheme 

for WSNs is premised on its low computational complexity 

and fast processing time. The online stage could be executed 

in the sensor nodes (SN), whereas the offline stage can be 

executed at the base station (BS) in a typical WSN 

configuration. Interestingly, the online phase is relatively fast 
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and can be easily supported by lightweight devices- SN in a 

WSN, enabling seamless communications. In recent times, the 

concept of bilinear pairing has been adopted to develop 

online/offline several IBSSs [26]. Also, a modified 

online/offline IBS scheme suitable for WSNs has been 

presented by Gao et al. [43]. 

Additionally, Ling et al. [44] reported a one-time password 

security scheme for applications in WSNs. To enhance the 

security of the Vehicular Ad hoc Network (VANET), Kumar 

et al. [45] introduced a secure certificateless signature scheme 

(CSS) and certificateless aggregated signature scheme 

(CASS). The work shows that the CASS satisfies the 

conditional privacy requirement. It is pretty easy to map 

messages created by a vehicle to a distinguishable pseudo-

identity in this case. Furthermore, Kumar et al. [46] presented 

a secure certificateless public key cryptography (CPKC) 

scheme with low complexity. The scheme is capable of 

removing the vast certificate management issues from public-

key cryptography (PKC). The scheme is also able to resolve 

the key escrow problem inherent in identity-based 

cryptography.  

Recently, Meshram et al. [47] use chaotic maps to develop 

a subtree-centric model for cryptosystems in cloud-based 

environments. Additionally, Meshram et al. [48] leveraged 

chaotic theory to create an efficient and highly secured level 

online/offline subtree-based short signature scheme (OOS-

SSS). The proposed OOS-SSS scheme, which applies to a 

WSN environment, enables the fuzzification of user data over 

a Galois field. Additionally, the scheme was found to be 

unforgeable and secure under several sophisticated message 

attacks. Finally, the scheme is extendable and supports offline 

signatures leveraging pre-stored information and enabling an 

aggregation scheme for WSN-based applications.  

    Motivation and Contribution: We present a detailed 

literature review of the existing lightweight, provably secure 

identity-based online/offline signature techniques. 

Unfortunately, most schemes are based on hard problems 

like the elliptic curve and pairing and pose huge 

computational and communication costs. Furthermore, it is 

worth mentioning that most of the schemes are not subjected 

to a comprehensive test using Scyther, AVISPA, and other 

high-end security validation tools. Consequently, it becomes 

challenging for small devices with limited computational 

resources to handle such schemes. Therefore, a lightweight, 

provably secure identity-based online/offline signature 

technique (IBOOST) based on FCM for massive devices in 

5G wireless sensor networks is required to achieve low 

computational costs. Additionally, efficient, lightweight, 

provably secure IBOOSTs need to be exploited for enhanced 

cryptographic solutions to support the battery lifetimes of 

resource-constrained lightweight devices in 5G-WSNs. This 

idea motivates the proposed scheme, referred to IBOOST for 

massive devices in 5G-WSNs. The main contributions of this 

paper are outlined as follows. 

 We proposed a lightweight, provably secure IBOOST 

based on Fractional Chaotic Maps (FCM) for massive 

devices in 5G-WSNs. The IBOOST is protected in a 

situation of random oracle unforgeability of IBS under 

chosen message attack (UF-IBS-CMA). Thus, it helps 

address the limitations inherent in the existing 

techniques used for resource-limited and low-powered 

devices in 5G wireless sensor networks.  

 We present an extension to the IBOOST to support the 

registration of various messages and implementing them 

in the 5G-WSN environment.  

 We tested the IBOOST using standard metrics and 

compared it with the existing techniques, and we 

demonstrate that our IBOOST gives greater efficiency 

in terms of communication and computational costs. 

 We provided a suitable setting for applying the IBOOST 

to massive devices in 5G wireless sensor networks. 

Road map: The remainder of this work is organized in the 

following manner. Section II outlines the basic prerequisites. 

Then, our new provably secure, efficient IBOOST using 

FCM is detailed in Section III. Section IV contains the 

security examinations and explanations. Section V presents 

our aggregation (extended IBOOST) scheme of the IBOOST 

for massive devices in 5G wireless sensor networks. The 

performance analysis of IBOOST is discussed in Section VI. 

Following that, Section VII deals with the essential setting 

of the IBOOST for massive devices in 5G wireless sensor 

networks. Finally, Section VIII contains the conclusion to 

the paper. 

 
II. BACKGROUND INFORMATION 

       This segment briefly introduces the mathematical 

definitions and related theorems used in designing our new 

and efficient IBOOST, including some basic concepts of the 
Chebyshev polynomial, fractal Chebyshev polynomial, and 
fractional chaotic maps. 

 

A.  CHEBYSHEV CHAOTIC MAPS 

   The concepts of ambiguity and diffusion are two basic 

conditions in the development of cryptographic systems. The 

sensitivity of the primary situations, ergodicity, and pseudo-

randomness assets of chaotic frameworks make them 

acceptable for achieving uncertainty and diffusion assets in 

cryptography. Consequently, several asymmetric and 

symmetric key cryptosystems have been developed using 

chaotic maps [49]. 

Definition 1. (Chaotic map). The CSP Ʈ𝑛(ѵ) is an 𝑛-degree 

polynomial in the variant ѵ . Allow  ѵ ∈ [−1, 1]  to be the 

edition and 𝑛 to be a large integer. CSP stated the following in 

general [49]: 

Ʈ𝑛(ѵ) =  𝑐𝑜𝑠(𝑛  𝑎𝑟𝑐𝑐𝑜𝑠(ѵ)), Ʈ0(ѵ)  =  1, Ʈ1(ѵ)  =  ѵ 

The Chebyshev polynomial's recurrence relation is defined as 

Ʈ𝑛(ѵ)  =  2ѵƮ𝑛−1(ѵ) − Ʈ𝑛−2(ѵ);  𝑛 ≥ 2 

The functional 𝑎𝑟𝑐𝑐𝑜𝑠(ѵ) and  𝑐𝑜𝑠(ѵ)  represented as 

 𝑎𝑟𝑐𝑐𝑜𝑠: [−1, 1] → [0, ] and 𝑐𝑜𝑠: 𝑅 → [−1, 1] in this case. 

 

B.   PROPERTIES OF CHAOTIC MAPS  
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The following are two interesting properties of Chebyshev 

polynomials [49], [50], [51], [52]: 

Definition 2. (Chaotic properties).  The CSP transform is 

known as   Ʈ𝑛: [−1, 1] →  [−1, 1] with degree  𝑛  1 , is a 

chaotic transform associated with the functional (invariant 

density)  𝑓∗(ѵ) = 1 (𝜋√1 − ѵ2)⁄  for positive Lyapunov 

exponent 𝜆 = 𝑙𝑛 𝑛 > 0. 

Definition 3. (Semi-group properties). The semi-group 

property of the Chebyshev polynomial (CP) Ʈ𝑛(ѵ)  is 

demarcated as follows: 

 Ʈ𝜏  (Ʈ𝑙(ѵ))  =  𝑐𝑜𝑠(𝜏 𝑐𝑜𝑠−1(𝑐𝑜𝑠(𝑙 𝑐𝑜𝑠−1(ѵ))))  =
 𝑐𝑜𝑠(𝜏𝑙 𝑐𝑜𝑠−1(ѵ))  =  Ʈ𝑙𝜏(ѵ)  =  Ʈ𝑙(Ʈ𝜏  (ѵ)), 

where 𝑙 and 𝜏 are (+) integers and ѵ[−1, 1]. 
    According to Bergamo et al. [49], public-key cryptography 

using CP map semi-group property is not stable, and Zhang 

[50] proved that the semi-group property retains an interval 

(−∞, +∞), which can boost the property as tracks: 

Ʈ𝑛(ѵ) =  2ѵƮ𝑛−1(ѵ) − Ʈ𝑛−2(ѵ)(𝑚𝑜𝑑 𝑞1);  𝑛 ≥ 2 

where ѵ(−∞, +∞) and 𝑞1 is a large and safe prime. Thus, the 

property follows: 

 Ʈ𝜏(Ʈ𝑙(ѵ))(𝑚𝑜𝑑𝑞1) =  Ʈ𝑙𝜏(ѵ)(𝑚𝑜𝑑𝑞1)            
=  Ʈ𝑙(Ʈ𝜏(ѵ))(𝑚𝑜𝑑𝑞1) 

and the semi-group property is also preserved. It is noteworthy 

that the extended Chebyshev polynomials also commute under 

conformation. 

 

C.   COMPUTATIONAL PROBLEMS 

    In this segment, some computational issues based on the 

CPs are described leveraging the propositions [16], [38], [51], 

[52], [53], [54], [55].  

Definition 4. (Chaotic Map-based Discrete Logarithm 

(CMDL) problem). Given a random tuple < 𝑦, ѵ >,  any 

polynomial time-bounded algorithm that finds the integer 𝜏 

where 𝑦 = Ʈ𝜏(ѵ) (𝑚𝑜𝑑 𝑞1) is infeasible. 

Definition 5. (Chaotic Map-based Diffie-Hellman (CMDH) 

problem). For a given random tuple < ѵ, Ʈ𝜏(ѵ), Ʈ𝑙(ѵ) >, any 

polynomial time-bounded algorithm that tries to find the value 

 Ʈ𝜏𝑙(ѵ) (𝑚𝑜𝑑 𝑞1) fails. 

 

D.   FRACTAL CHAOTIC MAPS (FCM) 

   The Fractal Calculus (FC) was historically known as a local 

fractional calculus [16], [56]. However, it accepted 

possessions for fractional calculus (derivatives of non-integer 

power). Thus, FC, in essence, comes before the corresponding 

preparation:  

   Assume that the fractional difference operator 𝜉𝛿  is defined 

by the formal expression for an arbitrary fractional-order 𝛿𝜖[0, 

1].  

 

   𝜉𝛿𝜓(𝑦) =
∆𝛿 (𝜓(𝑦)−𝜓(𝑦0))

(𝑦−𝑦0)𝛿  =  𝛤(𝛿 + 1)(𝜓(𝑦) − 𝜓(𝑦0)) 

 

and it is the same as the fractal integral operator. 

 

𝐼𝛿𝜓(𝑦) =
1

𝛤(𝛿 + 1)
∫ 𝜓(𝑦)

𝑏

𝑎

(𝑑𝑦)𝛿 .  

 

The formula can be used to approximate it as in (1) 

   𝐼𝛿𝜓(𝑦) =
(𝑏−𝑎)𝛿

𝛤(𝛿+1)
 𝜓(𝑦),       𝑎 ≤ 𝑦 ≤ 𝑏.                     (1)                                

Thus, we get the following construction by using the FC 

definition to generalize the polynomial Ʈ𝑛(ѵ): 

𝐼𝛿Ʈ𝑛(ѵ) ≔ Ʈ𝑛
𝛿(ѵ)  =

(2)𝛿

𝛤(𝛿+1)
Ʈ𝑛(ѵ),                        (2)                 

which is the Fractal Chebyshev polynomial, and FCP 

represents it (see Fig.1). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 3D-FCP when 𝛿 = 0, 1/2 and ¾ correspondingly 

 

E.   PROPERTIES OF FRACTAL CHAOTIC MAPS    

The following are two relaxing features of the FCP: 

 Definition 6 (Chaotic properties of FCM). The recurrent 

relations under the chaotic property is fulfilled by the Fractal 

Chaotic Maps [16], i.e., 

Ʈ𝑛
𝛿(ѵ) =

(2)𝛿

𝛤(𝛿 + 1)
( 2ѵƮ𝑛−1(ѵ) −  Ʈ𝑛−2(ѵ)) (𝑚𝑜𝑑 𝜌1). 

   The usual prominent effect, seen in Yang et al. [56], is well 

understood when 𝛿 → 0 is used. 

Definition 7 (Semi-group properties of FCM). For FCMs on 

the interval (-∞, ∞) [16], the semi-group properties locks, i.e.,  

 

Ʈ𝑘
𝛿 (Ʈ𝑛

𝛿(ѵ)) (𝑚𝑜𝑑 𝜌1) =  Ʈ𝑛
𝛿 (Ʈ𝑘

𝛿(ѵ)) (𝑚𝑜𝑑 𝜌1)     

= Ʈ𝑘𝑛
𝛿(ѵ). (𝑚𝑜𝑑 𝜌1) 

III. THE PROPOSED IBOOST TECHNIQUE BASED ON 
FRACTIONAL CHAOTIC MAPS 

   This section describes the novel and efficient IBOOST 

technique for massive devices in 5G wireless sensor networks. 

The plan is made up of five steps as follows. 



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3114287, IEEE Access

 

VOLUME XX, 2017 9 

A.  SETUP 

i. Select a large prime 𝜌1  and a global parameter 𝜗 ∈ Ɠ, 

where Ɠ is a multiplicative group. 

ii. Select an arbitrary ȴ ∈𝑅 𝑍𝜌1
∗ . 

iii. Select an arbitrary rational number 𝛿 ∈ [0,1]. 

iv. Calculate  𝛽 =  Ʈȴ
𝛿(𝜗)(𝑚𝑜𝑑 𝜌1). 

v. Choose ℋ hash functions: ℋ: {0,1}∞ →  𝑍𝜌1
∗ . 

The master public and secret keys are specified by 

{𝜌1, 𝜗, ℋ, 𝛽} and (ȴ, 𝛿), respectively. 

B.  EXTRACTION  

     The secret key is produced using a client's identity 𝒾𝒹 by 

performing the following stages: 

i. Select at random  𝓌 ∈𝑅 𝑍𝜌1
∗ . 

ii. Computes μ = Ʈ𝓌
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) and ɓ = ℋ(𝒾𝒹, μ). 

iii. Compute  𝜋 =  𝓌 ∗ ȴɓ(𝑚𝑜𝑑 𝜌1). 

The pair (μ, 𝜋) is the client's secret key. 

C. OFFLINE SIGNING 

In the offline stage, the signer does the subsequent 

estimations: 

i. Compute 𝒲𝔧
′ =  Ʈ

2𝔧
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) , for 𝔧 ∈ [0, | 𝜌1| −

1]. 

D. ONLINE SIGNING 

   To register a message ℳ ∈ (−∞, ∞)  using (𝜇, 𝜋 ) , the 

signer conducts the subsequent steps in the online phase: 

i. Pick an arbitrarily  ℓ ∈𝑅 𝑍𝜌1
∗ , so that  ℓ𝔧 is the 𝔧th bit of 

ℓ. 

ii. Compute  𝒲 = ∏ 𝒲𝔧−1
′𝜌1

𝔧=1 (𝑚𝑜𝑑 𝜌1) and 𝜂 =

ℋ(𝒲, μ, ℳ) 

iii. Compute 𝓎 = ℓ ∗ 𝜋𝜂(𝑚𝑜𝑑 𝜌1) as well as 𝛶 =

Ʈ𝓎
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1). 

The signature ɕ of ℳ is given by ɕ = (𝒲, μ, 𝓎). 

E. VERIFICATION 

  The verifier conducts the following two stages to verify a 

signature ɕ = (𝒲, 𝜇, 𝓎) on the ℳ and 𝒾𝒹: 

i. Compute  𝛶′ =  𝒲Ʈ𝜂
𝛿(μ)Ʈ𝜂ɓ

𝛿 (𝛽)(𝑚𝑜𝑑 𝜌1). 

ii. If 𝛶 =  𝛶′, the signature is accepted, or else this is not. 

Correctness:   

      The correctly generated private key must meet the 

following criteria: 

     Ʈ𝜋
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) = 𝜇Ʈɓ

𝛿(𝛽)(𝑚𝑜𝑑 𝜌1)                              (3)                                                      

For the reliability of an algorithm, note that 𝒲 =

Ʈℓ
𝛿(𝛽)(𝑚𝑜𝑑 𝜌1). We have: 

𝒲 Ʈ𝜂
𝛿(𝜇)Ʈ𝜂ɓ

𝛿 (𝛽)(𝑚𝑜𝑑 𝜌1)   

= Ʈℓ
𝛿(𝜗)Ʈ𝜂𝓌

𝛿 (𝜗)Ʈȴ𝜂ɓ
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) 

                                       = Ʈ𝓎
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1)                            (4)              

IV.  SECURITY EXAMINATIONS AND DISCUSSIONS 

To validate the security of IBOOST based on FCM, we 

employ the security confirmations due to Bellare et al. [57]. 

Theorem 1: The projected IBOOST is (𝜖, 𝑡, ʠℋ , ʠ𝓈 , ʠ𝐸) 

secure in the knowledge of unforgeability of IBS technique 

under the chosen message attack (UF-IBS-CMA) in the 

ROM, implementing the (𝜖′, 𝓉′) – FCM hypothesis in  Ɠ , 

where: 

 

                 𝜖′ ≈ (1 −
(ʠ𝐸+ʠ𝓈)ʠℋ

𝜌1
) ( 

𝜌1–1

𝜌1ʠℋ
) 𝜖                         (5)                                                             

                 𝓉′ ≈ 𝓉 + 𝒪(ʠ𝓈 + ʠ𝐸)𝜏                                   (6)  

                                                                     

and ʠ𝓈 − signing queries, ʠ𝐸 − extraction queries are the 

amount of chaos and ʠℋ − hashing queries. Here τ is the 

time for an operation of exponentiation. Now τ is the time to 

do an exponentiation operation. 

Proof: Suppose that there is a foe named ℱ. To solve the 

FCM-based problem, we develop the algorithm 𝔅, which is 

dependent on the use of ℱ. The algorithm 𝔅 comes with a 

multiplicative group Ɠ that has a comprehensive 𝜗 

parameter and an exponent 𝜅 ∈ Ɠ that is checked to find ⱴ ∈

𝑍𝜌1
∗  in a method that 𝜅 = Ʈⱴ

𝛿(𝜗)(𝑚𝑜𝑑 𝜌1). The method of 

[57] is used. 

 

Setup: 𝔅 uses a ℋ hash function that behaves similarly to a 

random oracle and is responsible for simulating the 

reformation procedure. 𝔅 allocates an exponent 𝛽 ← 𝜅 and 

outputs the public parameter (𝓎, 𝜌1, 𝛽, ℋ) to ℱ. 

 

Extraction Oracle queries: The extraction oracle allows ℱ 

to search for  𝒾𝒹 , and 𝔅  reproduces the oracle. It needs 

random 𝘴, 𝘵 ∈ 𝑍𝜌1
∗ , and the following sets: 

 

𝜇 = Ʈ𝓉
𝛿(𝜗)/Ʈ𝓈

𝛿(𝛽)(𝑚𝑜𝑑 𝜌1) ,  𝜋 ← 𝘵,   ℋ(𝜇, 𝒾𝒹) ← 𝘴  (9) 

 

𝔄  generates (𝜇, 𝜋)  as a secret key for 𝒾𝒹  and saves the 

consistency assessment (𝜇, ℋ(𝜇, 𝒾𝒹), 𝜋, 𝒾𝒹) in a list.  

 

Signing Oracle queries: The foe ℱ inquires 𝒾𝒹 and signs a 

message. The algorithm 𝔅 examines whether ℋ  oracle or 

the extraction oracle has been queried for 𝒾𝒹 in the past. If 

this is the case, it will simply expand the list (𝜇, 𝜋, ℋ(𝜇, 𝒾𝒹)) 

as shown in the table. Then, using these estimates, algorithm 

𝔅 performs the signature processes on the message. It creates 

the message's signature (𝒲, 𝜇, 𝓎) and keeps a list of 

ℋ(𝒲, 𝜇, ℳ) for consistency in the hash table. If 𝒾𝒹 is not 

demanded to extract the oracle, 𝔅  begins the extraction 

oracle simulation method by signing the message with the 

secret key.  

Output Calculation: Finally, ℱ generates a bogus signature 

ɕ1
∗ = (𝒲∗, 𝜇∗, 𝓎1

∗ ) on ℳ∗  and 𝒾𝒹∗ . The algorithm  𝔅 

converses ℱ in the sense that it does a ℋ(𝒲∗, 𝜇∗, ℳ∗)  and 

returns a different value to the acceptable. Foe ℱ generates a 

few other signatures ɕ2
∗ = (𝒲∗, 𝜇∗, 𝓎2

∗ ) . Algorithm 𝔅  re-

hashes the data and returns ɕ3
∗ = (𝒲∗, 𝜇∗, 𝓎3

∗ ). It is worth 
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noting that 𝒲∗and 𝜇∗are invariably the same. We assume 

that the output of the random oracle queries ℋ(𝒲∗, 𝜇∗, ℳ∗),  

for three times in a row, is ŋ1, ŋ2, ŋ3. 

     We now project FCM of  𝜇, 𝛽, and 𝒲 for each ȴ, ℓ, 𝓌 ∈

𝑍𝜌1
∗ , respectively. i.e., 𝜇 = Ʈ𝓌

𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) , 𝛽 =

Ʈȴ
𝛿(𝜗)(𝑚𝑜𝑑 𝜌1)  and 𝒲 = Ʈℓ

𝛿(𝜗)(𝑚𝑜𝑑 𝜌1). From Eq. (4), 

we have: 

 𝓎𝔧
∗ = ℓ ∗ 𝓌𝚗𝔧 ∗ ȴŋ𝔧ℋ(𝜇∗, 𝒾𝒹)(𝑚𝑜𝑑 𝜌1)for 𝔧 = 1,2,3 (10) 

In these mathematical examinations, only ȴ, ℓ, and 𝓌 are 

foreign to 𝔅. The algorithm 𝔅 computes for 𝔧 = 1,2,3   and 

produces ȴ as the solution of the FCM for overhead linear 

autonomous mathematical proclamations. 

 

Reduction Cost Inspection: The random oracle's 

consignment ℋ(𝜇, 𝒾𝒹) is irregular in the simulation process 

with extraction oracle failures, implying a combined 

probability of at least 
ʠℋ

𝜌1
. As a result, the simulation 

technique is effective (ʠ𝓈 + ʠ𝐸) times (as a result of the fact 

that if 𝒾𝒹 is not demanded in the extraction oracle, ℋ(𝜇, 𝒾𝒹) 

can also be asked in the signature oracle), with the 

probability being: 

 

(1 −
(ʠ𝓈 + ʠ𝐸)ʠℋ

𝜌1

) ≤ (1 −
ʠℋ

𝜌1

)
(ʠ𝓈+ʠ𝐸)

 

 

  There exists an inquiry ℋ(𝒲∗, 𝜇∗, ℳ∗)  with a probability 

of at least (1 −
1

𝜌1
)  due to the random oracle's perfect 

unpredictability. 𝔅 suppositions it appropriately as the point 

of rewind, at least with a (
1

ʠℋ
)  probability. Overall, the 

probability of success is: 

 

(1 −
(ʠ𝐸 + ʠ𝓈)ʠℋ

𝜌1

) ( 
𝜌1– 1

𝜌1ʠℋ

) 𝜖 

 

The exponentiations done in the signing and extraction 

procedures determine the temporal complexity of algorithm 

𝔅, which is identical to: 

𝓉 + 𝒪(ʠ𝓈 + ʠ𝐸)𝜏 

𝔧  times the length of a single signature is significantly 

shorter. 

V.  AGGREGATION (EXTENSION) TECHNIQUE OF THE 
IBOOST FOR 5G WIRELESS SENSOR NETWORKS 

It would be highly advantageous if an SN could sign not 

just one but 𝔧 separate messages simultaneously. In this case, 

the aggregate signature can have the same length as a single 

message's signature or 𝔧  times the length of a single 

signature, which is significantly shorter. Such an aggregate 

signature is highly significant in massive devices in 5G 

wireless sensor networks since it can drastically reduce 

sensor node communication overheads. This section presents 

the new online/offline identity-based aggregation strategy 

for the proposed IBOOST technique using FCM. It 

comprises the five segments listed as follows. 

A. SETUP 

i. Select a large prime 𝜌1 and a global parameter 𝜗 ∈ Ɠ, 

where Ɠ is a multiplicative group. 

ii. Select an arbitrary ȴ ∈𝑅 𝑍𝜌1
∗  . 

iii. Select an arbitrary rational number 𝛿 ∈ [0,1]. 

iv. Calculate  𝛽 =  Ʈȴ
𝛿(𝜗)(𝑚𝑜𝑑 𝜌1). 

v. Choose ℋ chaotic hash functions: ℋ: {0,1}∞ →  𝑍𝜌1
∗ . 

The master public and private keys are given by {𝜌1, 𝜗, ℋ, 𝛽} 

and (ȴ, 𝛿), respectively. 

B. EXTRACT 

The private key is produced using a client's identity 𝒾𝒹 by 

implementing the subsequent steps: 

i. Pick at random  𝓌 ∈𝑅 𝑍𝜌1
∗ . 

ii. Computes μ = Ʈ𝓌
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) and ɓ = ℋ(𝒾𝒹, μ). 

iii. Compute  𝜋 =  𝓌 ∗ ȴɓ(𝑚𝑜𝑑 𝜌1). 

The client's secret key is the pair (μ, 𝜋). 

C. OFFLINE SIGNING 

The signer executes the subsequent estimation: 

i. Compute 𝒲𝔧
′ = Ʈ

2𝔧
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1), for 𝔧 ∈ [0, |𝜌1| −

1]. 

D. ONLINE SIGNING 

To register a message ℳ ∈ (−∞, ∞)  using (𝜇, 𝜋 ), the 

signer follows the procedures below: 

i. Select ℓ𝔧 ∈𝑅 𝑍𝜌1
∗  at random where ℓ𝑖[𝔧] is the 𝑖th bit of 

ℓ𝔧. 

ii. Define ℓ𝔧 ⊂ {1, … . , |𝜌1|}  as the set of indices that 

makes ℓ𝑖[𝔧] = 1.  

iii. Computes 𝒲𝔧 = ∏ 𝒲𝑖−1
′

𝔧∈ℓ𝔧
 and 𝜂𝔧 = ℋ(𝒲, 𝜇, ℳ𝔧). 

iv. Computes 𝓎𝔧 = ℓ𝔧 ∗ 𝜂𝔧𝜋(𝑚𝑜𝑑 𝜌1), 𝓎 = ∑ 𝓎𝔧
𝑛
𝔧=1  and 

𝛶 = Ʈ𝓎
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1). 

The aggregate signature is given by ɕ = (𝒲𝔧, 𝜇, 𝓎). 

E. VERIFICATION 

    The verifier executes these steps to validate a signature 

ɕ = (𝒲𝔧 , 𝜇, 𝓎)on the ℳ𝔧 and 𝒾𝒹 for 𝔧 = 1, … . , 𝑛: 

i. Computes 𝜂𝔧 = ℋ(𝒲, 𝜇, ℳ𝔧)  and 𝛶′ =

(∏ 𝒲𝔧
𝑛
𝔧=1 )Ʈ𝜍

𝛿(𝜇)Ʈ𝜍𝒹
𝛿 (𝛽)(𝑚𝑜𝑑 𝜌1), where 𝜚 = ∑ 𝜂𝔧

𝑛
𝔧=1   

ii. The signature is allowed if 𝛶 =  𝛶′ ; else, the signature 

is denied.  

Correctness:  

The correctly generated private key must meet the following 

criteria: 

𝒲𝔧 = Ʈℓ𝔧

𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1)  for 𝔧 ∈ [1, … . , 𝑛]. 

We have 

                          𝛶′ = (∏ 𝒲𝔧
𝑛
𝔧=1 )Ʈ𝜚

𝛿(𝜇)Ʈ𝜚𝒹
𝛿 (𝛽)(𝑚𝑜𝑑 𝜌1) 
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                               = (∏ 𝒲𝔧
𝑛
𝔧=1 )Ʈ𝓌𝜚

𝛿 (𝜗)Ʈ𝜚ȴ𝒹
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1)  

                               = Ʈℓ
𝛿(𝜗)Ʈ𝜚𝓌

𝛿 (𝜗)Ʈȴ𝜚𝒹
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) 

= Ʈ𝓎
𝛿 (𝜗)(𝑚𝑜𝑑 𝜌1) 

When the recommended A-IBOOST approach is utilized, the 

signature size is reduced by about half when compared to the 

non-A-IBOOST variation, as illustrated in Fig.2. 

 

Fig.2. Comparison among A-IBOOST and non-A-IBOOST 

variants. 

VI. PERFORMANCE ANALYSIS 

In this section, we compare our new IBOOST with seven 

other techniques proposed by [58], [59], [60], [61], [40], 

[48], and [62]. Additionally, we compare our extended 

IBOOST technique referred to as A-IBOOST with five other 

related techniques proposed by [58], [60], [61], [48], and 

[42], respectively, to demonstrate the efficiency of our new 

design. The notations used to present our evaluation results 

include 𝕥𝑚,  𝕥𝑖,, 𝕥𝑒 ,𝕥𝑐 , 𝕥𝑝 and 𝕥ℎ . We denote the execution 

time required for modular multiplication, modular inverse 

operation, group modular exponentiation, chaotic map 

operation, bilinear paring operation, and one-way hash 

function in the signing (online and offline) stage and 

verification phase. It is worth noting that only the signing and 

verification phases are the dominant processes that need 

more computing resources than the setup and extraction 

stages. Therefore, in our computational cost comparison, we 

concentrate only on the stages of signing and verification as 

we contrast our current IBOOST with the works of [58], [59], 

[60], [61], [40], [48], and [62], respectively. Also, we 

contrast our new A-IBOOST with the works of [58], [60], 

[61], [48], and [42], respectively, in a similar fashion. The 

length of the signature in the proposed IBOOST and A-

IBOOST is 480 (bit) each. 

 The functionality analysis of the proposed IBOOST is 

shown in Table 1 and compares computational costs in Fig. 

2 with other related protocols [58], [59], [60], [61], [40], 

[48], and [62]. Additionally, the functionality analysis of the 

proposed A-IBOOST is shown in Table 2 and compares 

computational costs in Fig. 3 with other related protocols 

[58], [60], [61], [48], and [42], respectively. Based on the 

results of the experiments in [51-53], we reach at the 

subsequent computation time figures with unit hashing time: 

𝕥𝑒 =  600𝕥ℎ , 𝕥𝑚 = 2.5𝕥ℎ , 𝕥𝑖 =  7.5𝕥ℎ, 𝕥𝑝 =  1550𝕥ℎ and 

𝕥ℎ ≈ 𝕥𝑐 . In this method, we have the following order of 

computing complexity: 𝕥ℎ ≈ 𝕥𝑐 ≈< 𝕥𝑚 < 𝕥𝑖 < 𝕥𝑒 < 𝕥𝑝 . In 

addition, in this area, we give the results of our evaluation. 

The findings were averaged across 300 randomized 

simulation runs on a four-core 3.2 GHz computer with 8 GB 

memory [64]. Our simulator, which was created in 

MATLAB, was used to conduct the experiments. A one-way 

hash function takes 0.32 milliseconds (ms) [64] [16] and 

[𝛿 = 0.75]. The computational expenses of XOR, timestamp 

and random number generation are generally overlooked 

because they are significantly less expensive than one-way 

hash computations.  The total communication costs of the 

works of [58], [59], [60], [61], [40], [48], [62] and the 

IBOOST are 579.04 ms, 772.80 ms, 2485.44 ms, 1682.56 

ms, 4.8 ms, 5.6 ms, 886.56 ms, and 4.424ms, respectively. 

The total communication costs of the works of [58], [60], 

[61], [48], [42] and the A-IBOOST are 578.44 ms, 1492.64, 

1875.84 ms, 5.92 ms, 579.04 ms, and 4.424ms, respectively.  

We arrive at the following computation time numbers with 

unit hashing time based on the experimental results in [51-

53]: 

Table 1: Computational cost assessment of IBOOST with 

other techniques 

Techniques Signing Stage 

(online and 

offline) 

Verification 

Stage 

Total 

(ms) 

[58] 𝕥𝑒 + 𝕥ℎ + 𝕥𝑚  2𝕥𝑒 + 𝕥ℎ

+ 2𝕥𝑚  
579.04 

[59] 2𝕥𝑒 + 4𝕥𝑚  2𝕥𝑒 + 2𝕥𝑚  772.80 

[60] 𝕥𝑝 + 6𝕥𝑚 + 𝕥ℎ  4𝕥𝑝 + 2𝕥ℎ 2485.44 

[61] 𝕥𝑝 + 2𝕥𝑚 + 2𝕥ℎ

+ 𝕥𝑒 

2𝕥𝑝 + 𝕥ℎ 1682.56 

[40] 2𝕥𝑐 + 𝕥ℎ + 2𝕥𝑚 2𝕥𝑐 + 2𝕥𝑚 4.8 

[48] 2𝕥𝑐 + 𝕥ℎ + 3𝕥𝑚 2𝕥𝑐 + 2𝕥𝑚 5.6 

[62] 𝕥𝑒 + 𝕥ℎ + 2𝕥𝑚

+ 𝕥𝑖 

𝕥𝑒 + 2𝕥ℎ

+ 2𝕥𝑚 + 𝕥𝑝 

886.56 

IBOOST 2𝕥𝑐 + 𝕥ℎ + 2𝕥𝑚 2𝕥𝑐 + 𝕥𝑚 4.424 

Table 2: Computational cost assessment of A-IBOOST with 

other techniques 

Techniques Signing Stage 

(online and 

offline) 

Verification 

Stage 

Total 

(ms) 

[58] 𝕥𝑒 + 𝕥ℎ + 2𝕥𝑚 2𝕥𝑒 + 𝕥ℎ

+ 𝕥𝑚 

578.44 

[60] 𝕥𝑝 + 5𝕥𝑚 + 𝕥ℎ 2𝕥𝑝 + 𝕥ℎ 1492.64 

[61] 2𝕥𝑝 + 3𝕥𝑚

+ 𝕥ℎ + 𝕥𝑒 

𝕥𝑝 + 𝕥𝑚

+ 𝕥ℎ + 𝕥𝑒 

1875.84 

[42] 𝕥𝑒 + 𝕥ℎ + 2𝕥𝑚 2𝕥𝑒 + 𝕥ℎ

+ 𝕥𝑚 

579.04 

[48] 2𝕥𝑐 + 𝕥ℎ

+ 3𝕥𝑚 

2𝕥𝑐 + 𝕥ℎ

+ 2𝕥𝑚 

5.92 

A-IBOOST 2𝕥𝑐 + 𝕥ℎ

+ 2𝕥𝑚 

2𝕥𝑐 + 𝕥ℎ

+ 𝕥𝑚 

4.744 

   The interaction value of the suggested IBOOST is by far 

the lowest, as shown by the analysis results in Fig. 3. With 

the proposed IBOOST, the tests often turn into runtime 

excels the rest of the related techniques. In the same vein, the 
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interaction value of the suggested A-IBOOST is by far the 

lowest, as shown by the analysis results in Fig. 4. With the 

proposed A-IBOOST, the tests often turn into runtime excels 

the rest of the related techniques similar to the IBOOST. 

   

 
Fig. 3. Total communication cost (ms) analysis of IBOOST 

with other techniques 

 
Fig. 4. Total communication cost (ms) analysis of A-

IBOOST with other techniques. 

 

VII. BASIC SETTING ON MASSIVE DEVICES IN 5G 
WIRELESS SENSOR NETWORKS 

     One prominent use case of 5G and beyond 5G wireless 

networks is massive access, called massive machine type 

communication (mMTC) or massive connectivity. Massive 

access finds practical applications in cellular WSNs and 

supports reliable and efficient communications for massive 

devices in 5G-WSNs. Also, wireless access is characterized 

by broad coverage and low power, requiring new concepts 

for designing emerging cellular networks. Furthermore, 

massive access enables reliable connection among 

distributed end devices and a centralized base station. 

Practically, massive wireless devices often share the same 

bandwidth resources using multiple access techniques owing 

to radio spectrum constraints. Generally, multiple access 

performance is evaluated by considering several factors 

comprising device requirements and channel conditions. 

     Generally, the 5G-WSNs have a simple architecture 

comprising of devices with limited energy storage 

capabilities. These devices cannot afford computationally 

intensive signal processing and need to be supported by 

lightweight applications for efficient operations. Therefore, 

the security architecture requires highly efficient lightweight 

techniques. For example, the proposed IBOOST uses 

fractional chaotic maps. In this technique, each sensor hub is 

equipped with the resources to sign messages using its 

private key. This procedure ensures that the messages get 

maximum security protection against adversarial attacks. As 

depicted in Fig. 5, the BS is configured to generate the 

parameters required for the scheme to be successfully 

embedded in the individual SN. In this scenario, the BS can 

inspect the signatures created by the SNs independently. In 

general, the 5G-WSN system assumes that the base station 

can perform computationally-intensive cryptographic 

operations efficiently, and its secret key is securely installed. 

However, the computational power, memory, and storage of 

the sensor nodes are vastly limited. Therefore, the proposed 

IBOOST deployed in 5G-WSN poses tough resistance to 

various security vulnerabilities.  

 
Fig.5. Overview of system implementation 

 

Typically, Figure 6 shows a potential implementation of a 

5G network architecture comprising three network domains; 

access network (AN), serving network (SN), and home 

network (HN). Mobile equipment such as user equipment 

(UEs) and massive devices (MDs), and several radio ANs are 

housed in the 5G AN domain. Whereas the radio ANs 

comprise 5G-NG radio ANs and non-3GPP ANs. These 

consist of gNBs referred to as the NR Node Bs and access 

points (APs). In our design, user equipment (UE), the newly 

defined radio access network for 5G referred to as NG-RAN, 

the non-3GPP access point and massive devices are 

interconnected in the 5G access network. The 5G serving 

network comprises the non-3GPP access interworking 

function (N3IWF), access and mobility management 

function (AMF)/security anchor function (SEAF)/session 

management function (SMF), and user plane function (UPF). 

Additionally, the 5G home network aggregates the AUSF 

and the unified data management (UDM). Thus, the key 

components of our design are the 5G access network, 5G 

serving network and 5G home network, all interconnected 

via various interfaces. 

In order to establish mutual authentication between UEs or 

MDs and SNs, the legality of the access network must be 

ascertained. The confidentiality and integrity of the data 

transmitted over the air interface should be taken into 

consideration. Thus, the distinct session key needs to agree 

between each UE or MD in the network and the SN. The 

proposed setting helps to achieve identity privacy protection 
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comprising identity anonymity and unlinkability. In this 

case, the identity of each UE/MD should not be made public 

in the ciphertext throughout the authentication process. This 

ensures that no attacker can associate a UE/MD with any 

public message harvested from the communication channel. 

 
  Figure 6. Practical 5G Network Architecture where the 

proposed IBOOST can be deployed. 

    

The serving network domain facilitates access and 

communications for the participating UEs and massive 

devices to the data networks. The SN also empowers the 

AMF to provide desired functions required by the user and 

ease the control plane session management. In the SN, 

authentication functionalities are provided by the SEAF 

through the AMF. The AMF/SEAF can initiate 

communication with the AUSF when an MD or UE connects 

to the SN over the NG-RAN. This communication helps get 

the associated authentication vectors to aid mutual 

authentication with the MD or UE [17]. When the MD or UE 

connects to the SN via the non-3GPP AN, the MD or UE and 

the N3IWF housed in the SN use the Internet Key Exchange 

Protocol version 2 to establish the desirable security [17], 

[63]. In this case, the authentication server function 

(AUSF)/SEAF establishes connections with the AUSF and 

enables the EAP-5G protocol to achieve mutual 

authentication with the MD or UE. Other functional entities 

of the SN domain comprising SMF and UPF are well 

described in Figure 6. The UDM and the AUSF are 

configured to provide the required security for MDs or UEs. 

In our design, the AUSF handles authentication requests for 

the non-3GPP and 3GPP access. The resources used for 

security association setup are being protected from all forms 

of attacks in the UDM. Finally, the proposed architecture is 

robust, efficient, cost-effective, and suitable for deployment. 

VIII. CONCLUSION 

        This article projected a lightweight, provably secure 

IBOOST based on fractional chaotic maps for massive 

devices in 5G wireless sensor networks. We introduced a 

system architecture tailored for 5G-WSNs. In our 

proposition, only the least possible operations are carried out 

in each procedure. It is worth noting that this security feature 

is highly desirable in WSN applications, enabling the hard-

coding of offline data in the configuration stage to the sensor 

hub. Also, we present an aggregated system in line with the 

proposed IBOOST in a typical 5G-WSN setting. The 

IBOOST performs independently without attaching a 

certificate to the signature for verification and validation. 

Moreover, the technique does not require pairing operation 

in the signature generation and verification phases. Thus, the 

IBOOST demonstrates robust security in the random oracle 

model with high unforgeability under chosen message 

attacks. Additionally, the IBOOST scheme achieves multi-

time use of offline storage at extremely low complexity. 

Therefore, the signer can reuse the offline pre-stored 

information in a polynomial time, depicting high superiority 

over most existing online/offline signature schemes that 

allow only a singular signature attempt. Besides, the new 

scheme enables the pre-registration process with a secret 

key, and no secret key is required in the offline stage. The 

performance analyses of the IBOOST and the enhanced 

IBOOST (A-IBOOST) techniques show impressive results. 

The proposed technique gives the lowest computational cost 

in comparison with several contending techniques. Finally, 

formal and informal security analyses of the projected 

scheme demonstrate that our technique can withstand all 

well-known attacks with remarkable security features at the 

lowest communication cost. Future work would focus on an 

efficient, provably secure, lightweight subtree-based 

online/offline signature procedure for massive devices in 5G 

WSNs using the concept of IBOOST in an experimental 

setting. 
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