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ABSTRACT Although the launch of Internet Protocol version six (IPv6) addressed the issue of IPv4’s
address depletion, but also mandated the use of Internet Control Message Protocol version six (ICMPv6)
messages in newly introduced features such as the Neighbor Discovery Protocol (NDP). This has exacerbated
existing network attacks including ICMPv6-based Denial of Service (DoS) attacks and its variant form
Distributed Denial of Service (DDoS) attack. Intrusion Detection Systems (IDS) aimed at tackling security
issues raised by ICMPv6-based DoS and DDoS attacks have been reviewed by researchers and a general
classification of existing IDSs was proposed as anomaly-based and signature-based. However, it is incredibly
hard to see the overall picture of IDSs based onMachine Learning (ML) techniques with such a classification,
as there is a lack of a more detailed view of the ML approach, classifiers, feature selection techniques,
datasets, and different evaluation metrics. Nevertheless, recent developments in this relatively new field
have not been covered such as ML-based IDSs using flow-based traffic representation. Therefore, this
article specifically reviews and classifies IDSs based on ML techniques to detect ICMPv6-based DoS
and DDoS attacks as single and hybrid classifiers. In addition, blockchain applicability in Collaborative
IDS (CIDS) architecture based on the ensemble framework has been proposed as a solution to one of
the open challenges for ICMPv6-based DoS and DDoS attacks detection problem. Moreover, this review
also provides a classification of ICMPv6 vulnerabilities to DoS and DDoS attacks which would provide a
reference resource for future researchers in this domain. To the best of the author’s knowledge, this is the first
review paper specifically focusing on IDSs based on ML techniques in this domain, as well as blockchain
applicability as a possible research direction has been proposed to attract researcher’s focus on building
ensemble learning-based IDS models.

INDEX TERMS Intrusion detection system, CIDS, ICMPv6, DoS, DDoS, machine learning, blockchain.

I. INTRODUCTION

The global permanent deployment of IPv6 has attracted the
interest of researchers to review the security issues raised by
numbers of attacks and one of them is the DoS attack using
ICMPv6 messages [1]. ICMPv6 has been given a vital role
by the designers of IPv6 as compared to its previous version
IPv4 [2]. For example, the NDP which uses ICMPv6 mes-
sages has been introduced by IPv6 as a new protocol for
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Stateless Address Auto Configuration (SLAAC), discover-
ing link-layer addresses, routers discovery, and Duplicate
Address Detection (DAD) processes [3]. However, these fea-
tures are subjected to exploitation by the attackers to perform
DoS attacks [4]. Further, many to one dimension, which is an
intrinsic characteristic of a DDoS attack, is still possible in
IPv6 using ICMPv6 Echo messages [5].

In literature, existing reviews on proposed IDSs for
ICMPv6-based DoS and DDoS attacks detection prob-
lem has either focused on general defensive mechanisms
(detection and prevention) or intrusion detection systems
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TABLE 1. List of abbreviations used in the paper.

built on signature or anomaly-based detection approaches,
as reviewed by Elejla et al. [6], [7], and Bdair et al. [8].
In general, Anomaly-based Detection (AD) builds a benign
profile of network behavior by observing normal events in
the network and any deviation produces an alert as a possible
intrusion. On the other hand, Signature-based Detection (SD)
compares patterns of known attacks with captured events by
monitoring network activities to issue an alert as an intrusion.
As in [6] and [7], the focus of the reviews was on

the classification of exploitation methods used to perform
ICMPv6-based DoS and DDoS attacks. In addition to this,
the authors proposed a taxonomy of the existing IDSs based
on SD and AD approaches. Moreover, the author in [8]
focused only on a brief discussion about IDSs in the detection
of ICMPv6-based DoS and DDoS attacks. Furthermore, IDSs
built on the flow-based representation of network traffic that
was published later are missing in these reviews.
In literature, ML techniques have been reported in num-

bers of IDSs to detect ICMPv6-based DoS and DDoS
attacks, either as single or hybrid classifiers. On the one
hand, ML techniques such as Support Vector Machine
(SVM), Artificial Neural Network (ANN), Decision Trees
(CART, C4.5, and J48), Naive Bayes (NB), and K-Nearest
Neighbors (KNN) are used in single classifier-based IDSs
[9]. On the other hand, hybrid classifier-based IDSs used

neuro-fuzzy techniques such as theDynamic EvolvingNeural
Fuzzy Inference System (DENFIS) algorithm [10].

To the best of our knowledge, there is no review paper
specifically focused on IDSs based on ML techniques
for ICMPv6-based DoS and DDoS attacks detection. The
ML-based intrusion detection for ICMPv6-based DoS and
DDoS attacks is a relatively new field, and research in this
area is gaining momentum. Therefore, the main contributions
of this article are: (i) the review and classification of existing
ML-based IDSs for the detection of ICMPv6-based DoS and
DDoS attacks, (ii) the identification of open challenges as
future research directions, (iii) proposed blockchain appli-
cability in the ensemble framework as one of the possi-
ble solutions to these challenges, and (iv) the classification
of ICMPv6 vulnerabilities that are revealed by exploitation
techniques and not addressed by previous reviews.

The abbreviations used in the paper are given in Table 1.
The remainder of this article is organized as follows:
Section II gives a background of ICMPv6, as well as presents
a classification of ICMPv6 vulnerabilities to DoS and DDoS
attacks. Section III provides a brief overview of the role of
ML in intrusion detection. Section IV presents the review
of existing ML-based IDS models as contribution and lim-
itations of each IDS model, as well as proposed a classifi-
cation of existing ML-based IDSs detecting ICMPv6-based
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FIGURE 1. Percentage of users accessing Google via IPv6 [11].

FIGURE 2. IPv6 vulnerability classes [12].

DoS and DDoS attacks. Section V lists open challenges as
future research directions and Section VI discusses several
recent advanced technologies as new research directions.
Section VII discusses blockchain applicability as one of the
possible solutions. Finally, Section VIII finishes this article
with the conclusion of this work.

II. BACKGROUND

IPv4 was originally designed to provide IP addresses up to
4.29 billion [14]. Nevertheless, IP addresses provided by
the IPv4 have already raised the issue of address depletion
where the number of active internet users in 2019 exceeds
4.53 billion [15]. IPv6 was designed to address IPv4-related
issues such as addressing depletion, security, and Qual-
ity of Service (QoS) [16]. In June 2012, the global per-
manent deployment of IPv6 became possible when the
Internet Society, in conjunction with many large compa-
nies and organizations, held World IPv6 Launch Day [17].
According to Google statistics, Google services accessed
by users over IPv6 networks reached 29.82 percent in

January 2020 and the trend is still growing as shown
in Fig. 1.

Although, Internet Protocol Security (IPSec) [18] and other
IPv6 key features have greatly increased network security
in many respects. However, Fig. 2 shows that IPv6 remains
highly vulnerable to many attacks and one of them is DoS
attack including ICMPv6-based DoS and DDoS attacks. The
main objective of a DoS attack is to make a network or
host unable to provide normal service by either attacking the
bandwidth or the resources of the host [19]. The degree of a
DoS attack is amplified when several coordinated devices are
used to launch an attack on one or more targets to perform
a DDoS attack, as shown in Fig. 3 [20]. Alternatively, DDoS
attacks can also be performed remotely, as attackers can direct
traffic to a vulnerable third party called a zombie using the
victim’s spoofed source addresses, address spoofing remains
possible in both IPv6 and IPv4 [21].

As described in [RFC 4443], ICMPv6 is an extension of
ICMPv4, as in addition to other new responsibilities, it still
supports the same functionalities such as diagnostic, testing,
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FIGURE 3. DDoS attack using coordinated devices [13].

control purposes, or to generate in response error mes-
sages for smooth communication between nodes. However,
IPv6 with its new features such as SLAAC and NDP makes
ICMPv6 a necessary protocol in an IPv6 network [22].
In addition, the Next Header field value of 58 in the new
IPv6 header is reserved for ICMPv6 messages [2].
ICMPv6 messages are broadly categorized into two types:

informational messages and error messages. The error mes-
sages (ICMPv6 message type values ranges from 1 to 127)
are generated in responses to any possible errors when an
IPv6 message is sent, as in the case of Path Maximum Trans-
fer Unit Discovery (PMTUD). Whereas informational mes-
sages (ICMPv6 message type values ranges from 128 to 255)
are used to exchange information between nodes, such as
ICMPv6 Echo Request-Reply messages (ICMPv6 message
type values 128 and 129).
However, lack of security consideration in ICMPv6

protocol functionalities makes it vulnerable to different types
of attacks, including DoS and DDoS attacks [23]. The com-
mon technique used by the administrators as a solution to
DoS or DDoS attacks was the blockage of ICMPv4 messages
in an IPv4 network. In contrast to this, IPv6 implementa-
tion mandates the use of ICMPv6 messages for different
functionalities such as PMTUD, Router Discovery (RD), and
Neighbor Discovery (ND).
Nevertheless, recent research shows that malicious adver-

saries can misuse such messages [24]. In [25], [RFC 1981]
‘‘Path MTU Discovery for IP version 6’’ describes PMTUD
that can be used to deal with fragmentation issues, such
as eliminating the need for IPv6 end systems to fragment
packets. On receiving a packet, if theMTU of the packets sent
on a path is too large to be forwarded by some node along the
path, that node will discard them and return ICMPv6 ‘‘Packet
Too Big’’ message (ICMPv6 message type value 2). The
PMTUD process ends when the node’s estimate of the PMTU
is less than or equal to the actual PMTU. This feature also
supports multicast connections in which each path may have
a different PMTU. Consequently, a single multicast packet
may result in multiple response ‘‘Packet Too Big’’ messages

from each destination and is highly vulnerable to DoS
attacks [26].

The designers of IPv6 have also replaced the limited
Options field in IPv4 header with the Next Header field that
is more flexible and extensible as it is not part of the main
header as shown in Fig. 4. Moreover, every node implement-
ing IPv6 must support six extension headers such as Hop-
by-Hop Options, Routing, Fragment, Destination Options,
Authentication Header (AH), and Encapsulating Security
Payload (ESP). This feature is vulnerable to DoS as by flood-
ing of intentionally syntactically or semantically incorrect
extensions invoke the ICMPv6 ‘‘Parameter Problem’’ mes-
sage (ICMPv6 message type value 4) and may consume the
target’s resources [27].

ICMPv6 Echo messages are also vulnerable to DoS and
DDoS attacks. A malicious node or a group of coordinated
devices can send large amounts of ICMPv6 Echo-Request
messages (ICMPv6 message type value 128) to the victim
with their source targeting at another IPv6 node or an invalid
IPv6 address. This can waste the resources of the victim by
receiving ICMPv6 Echo-Reply messages (ICMPv6 message
type value 129) and can cause it to stop responding to other
requests.

The Multicast Listener Discovery (MLD) protocol enables
MLD-capable routers to maintain node information listening
to multicast addresses [28], hence allowing the forwarding
of packets destined for these addresses. To keep track of
the multicast addresses that have listeners, a query router
that is capable of maintaining this information regularly
sends general query messages (ICMPv6 message type value
130) to the link-scope all-node address (FF02::1). Then,
the listening nodes respond to the multicast address being
reported with a report message (ICMPv6 message type value
131). However, a malicious node can abort this forwarding
of multicast-destined packets by sending a spoofed done
(ICMPv6 message type value 132) message [29]. In con-
trast to this, MLD general query messages flooding aiming
to target a specific multicast group would compromise all
multicast group listeners. For example, flooding of the MLD
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FIGURE 4. Comparison of IPv4 and IPv6 headers [12].

FIGURE 5. MLD exploitation [30].

general query message targeting the link-scope all-routers
address (FF02::2), inevitably results in all routers on the link
listening to FF02::2; thus, these routers are compromised by
the flooded traffic, as shown in Fig. 5.

NDP primarily uses ICMPv6 messages (ICMPv6 mes-
sage type values ranges from 133 to 137) for features such
as ND and SLAAC [3]. Trust vulnerability in NDP mes-
sages allows DoS attacks to be performed by exploiting the
functions of NDP protocol [31]. For example, the flooding
of Neighbor Solicitation (NS) messages (ICMPv6 message
type value 135) and Neighbor Advertisement (NA) messages
(ICMPv6message type value 136)would eventually consume
a portion of the victim’s resources or may cause a complete
stoppage of its services while it tries to respond to the

malicious messages [32]. In the same fashion, Router Solic-
itation (RS) messages (ICMPv6 message type value 133)
and Router Advertisement (RA) messages (ICMPv6message
type value 134) flooding and malformed RA prefix adver-
tisements can cause traffic interruption and routing storms.
In addition, redirect vulnerabilities can be exposed by Redi-
rect messages (ICMPv6 message type value 137) that may
redirect hosts on a link to various off-link routers which can
cause route flapping (DoS).

In [33], DoS and DDoS attacks are described separately.
First DoS attacks are classified into five categories which
include (1) network device level, (2) operating system level,
(3) application level, (4) data flood, and (5) protocol feature
attack.Whereas the classification of DDoS attacks consists of
two levels. At the first level, attacks are classified according to
their degree of automation, exploited vulnerability, attack rate
dynamics, and their impact. Specific characteristics of each
first-level category are recognized in the second level. In con-
tinuation of this, the authors [6] proposed a classification of
ICMPv6-based DoS and DDoS attacks based on exploitation
techniques such as flooding-based, amplification-based, and
NDP exploitation-based, as shown in Fig. 6. In addition,
Swami et al. [34] discussed common types of DDoS attacks
and presented a taxonomy of DDoS attacks as shown
in Fig. 7.

Traditionally, the primary reason for ICMPv6-based DoS
and DDoS threats is ICMPv6 messages-based vulnerabil-
ities that are exposed through the exploitation techniques.
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FIGURE 6. Categorization of ICMPv6-based DoS and DDoS attacks [6].

FIGURE 7. Taxonomy of DDoS attacks [34].

The intrusion detection problem needs the researcher’s focus
on ICMPv6 messages-based vulnerabilities for DoS and
DDoS attacks rather than on the exploitation techniques. As a
contribution, we, therefore, propose a new classification of
ICMPv6 messages-based vulnerabilities for DoS and DDoS
attacks which includes two levels. First, the ICMPv6 vul-
nerabilities are classified as ICMPv6 error messages-based,
ICMPv6 informational messages-based, and ICMPv6 sub-
protocol messages-based. In the second level, vulnerabilities
exposed through exploitation techniques in different proto-
col features are mentioned. Therefore, ICMPv6 vulnerability
classes for DoS and DDoS attacks can be categorized as
shown in Fig. 8.

Moreover, the importance of ICMPv6 for the smooth
functioning of an IPv6 network is of prime interest. In other

words, IPv6 key features cannot operate without the support
of the ICMPv6 protocol [35]. Therefore, the only way to
prevent ICMPv6 vulnerabilities from exposure to DoS and
DDoS attacks is to deploy a network-wide detection system
for continuousmonitoring as well as to identify anymalicious
behaviors of ICMPv6 messages that could lead to such an
attack.

III. MACHINE LEARNING ROLE IN INTRUSION DETECTION

This section gives a brief about ML as an evolutionary
field of artificial intelligence where pattern recognition in
data is achieved through efficient adaptive methods. These
methods allow a machine to adapt accordingly by build-
ing a model from example inputs to make data-driven pre-
dictions or decisions, rather than following strictly static
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FIGURE 8. Classification of ICMPv6 vulnerabilities to DoS and DDoS attacks.

program instructions. The role of ML in the intrusion detec-
tion field is to build a model for a multinomial classi-
fier problem that can classify network events as normal or
attack events, as in the case of DoS and DDoS attacks.
Recent research shows that, compared to traditional IDS solu-
tions, researchers have shifted their focus towards developing
ML-based IDS solutions [36]. In the literature, ML-based
IDS models achieved interesting results; from 86.53% [37]
to over 99% [38] in detection accuracy and a significant
decrease in false-positive from around 4% [39] to 0.01% [40].
In addition, Verma and Ranga [41] performed a thorough

performance analysis to find substantial variations between
various ML techniques using statistical analysis methods
such as Friedman and Nemenyi tests. The authors stated
that if the application requires high accuracy and low
false-positive rate, then ML techniques such as CART, Mul-
tilayer Perceptron (MLP) are useful. While Random For-
est (RF) and Extreme Gradient Boosting (XGB) have proven
their usefulness if time is more crucial.

A. CLASSIFIER TYPES

The classification approach using ML techniques can be
categorized as single, ensemble, or hybrid depending on the
number and the way in which different techniques work
together to solve a problem [42].

1) SINGLE

IDS model under this category can be designed by utilizing
only one technique such as clustering, classification, or asso-
ciation. In recent research, classifiers such as SVM, NN,
Decision Trees (CART, C 4.5, and J48), NB, and KNN have
been used to design single classifier-based IDS models.

2) HYBRID

In this category, an IDS model typically combines two or
more functional components with the intuition to improve
performance as an advantage over a single classifier
approach. Classifiers implementation in this approach works
in two stages, first one aims at optimizing the learning per-
formance (i.e. parameter tuning). The second stage, then use
intermediate results to predict the final output. The design

of a hybrid classifier can be based on cascading different
classifiers, such as the DENFIS algorithm [10].

3) ENSEMBLE

Ensemble models add another dimension to achieve
performance intuitive benefits by combining the opinions of
multiple learners. Ensemble methods, with access to multiple
processors, are the ideal choice for training and testing time
efficiency because they are inherently parallel in nature. The
ensemble model’s implementation can be accomplished in
two ways, one is training multiple classifiers on the same
dataset and the other is training a single classifier on multiple
datasets. After the training phase, the data item is assigned to
the class to which the majority of classifiers point at the time
of testing.

B. LEARNING TECHNIQUES

In the literature, ML techniques are generally classified as
supervised or unsupervised depending on the presence and
absence of the labeled data, and what we are trying to predict
from the dataset [42]. Supervised learning uses the training
data to create a function, in which each of the training data
contains a pair of the input vector and output (class label).
Classifier’s training is achieved by computing the approxi-
mate distance between the input-output examples to create
a classifier (model). Once the trained model is ready, it can
classify unknown examples into a learned class label.

In contrast to supervised learning, unsupervised learning
take on an unlabeled dataset and assign the items to cer-
tain groups. Hyper-parameter tuning in this technique refers
to the number of clusters to be labeled within the dataset.
Unsupervised learning’s main aim is to uncover the hidden
groups in the dataset, rather than predicting the label for some
data items.

C. FEATURE SELECTION TECHNIQUES

Features selection techniques help in building an effective
learning method either by choosing a subset of significant
features or evacuating the insignificant and excess features
from the dataset. The datasets with a large number of features
for the ML-based IDS model are not feasible and may result
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in reduced performance [43]. In literature, researchers have
been using many feature selection algorithms such as Infor-
mation Gain Ratio (IGR) and Particle Swarm Optimization
(PSO). In addition to this, dimensionality reduction technique
such as Principal Component Analysis (PCA) has also been
reported to resolve the issue of data dimensionality during
the feature extraction phase, which in turn minimizes the
entire volume of training data that needs to be processed;
thus, reduces the computation time to yield a more precise
classification.

D. DATASET

The intrusion dataset containing both normal and malicious
network traffic is the essential component that can be used
for benchmarking the performance of an IDS. Benchmark-
ing refers to the performance of an IDS using performance
evaluation metrics results obtained during experiments after
applying various data mining techniques [44]. The intrusion
datasets are mostly generated in the following two ways:

• A testbed laboratory or virtual environment is set up to
simulate the different network topologies. In this setup,
scripts are used to generate artificial attack traffic and
traffic samples are collected from the network. Ease
of implementation encourages to generate this type of
dataset, where all attack types can be manually injected.
The major drawback of such datasets is that they do not
represent the real-world network traffic scenarios. There
is a high probability that intrusion detection systems
evaluated on such datasets are not guaranteed to give
similar results in a real-world deployment.

• The collection of network traffic from real-world
networks is another way for intrusion detection dataset
generation as these datasets represent the actual nature
of network traffic. However, there is a possibility that
these datasets may not contain all the required types of
attacks. Although the realistic nature of these datasets
gives a true real-world representation, some obstacles
make it difficult to build. For instance, an organization’s
privacy concern limits the collection of traffic samples
from their network. In addition, legal laws also bound
them to not allow publishing of actual data in the public
domain.

E. PERFORMANCE EVALUATION METRICS

Cross-validation and supplied test set approaches have been
applied to evaluate the performance of an IDS by obtaining
the results in the form of different performance evaluation
metrics [45]. Experimental results using these metrics have
been used by researchers to compare their results with already
existing approaches.
True Positive (TP): An attack traffic instance correctly

classified as belonging to attack class.
False Positive (FP): A normal traffic instance incorrectly

classified as belonging to attack class.
True Negative (TN): A normal traffic instance correctly

classified as a normal class instance.

False Negative (FN): An attack traffic instance incorrectly
classified as a normal class instance.

Detection Accuracy (DA): Detection accuracy measures
the ratio of correct predictions over the total number of
instances evaluated.

DA =
TP+ TN

(TP+ FP+ TN + FN )
(1)

Error Rate (ER): Also referred to as misclassification
error, measures the ratio of incorrect predictions over the total
number of instances evaluated.

ER =
FP+ FN

(TP+ FP+ TN + FN )
(2)

True Positive Rate (TPR): The intrusions which are
correctly classified as an attack are also known as sensitivity.

TPR =
TP

(TP+ FN )
(3)

False Positive Rate (FPR): Often referred to as false
alarm. These are the normal patterns that were incorrectly
classified as an attack.

FPR =
FP

(FP+ TN )
(4)

TrueNegative Rate (TNR): The normal patterns that were
correctly predicted as normal are also known as specificity.

TNR =
TN

(TN + FP)
(5)

Precision (P): The positive patterns that are correctly
predicted from the total predicted patterns in a positive class.

P =
TP

(TP+ FP)
(6)

Recall (R): The fraction of positive patterns that are
correctly classified.

R =
TP

(TP+ TN )
(7)

F-Measure (FM): This metric represents the harmonic
mean between recall and precision values.

FM =
2 ∗ P ∗ R
(P+ R)

(8)

Matthews Correlation Coefficient (MCC): This metric
measures the correlation between the predicted results and
the real data.

MCC =
(TP.TN ) − (FP. FN )

√
(TP+ FP).(TP+ FN ).(TN + FP).(TN + FN )

(9)

IV. EXISTING ML-BASED IDS MODELS DETECTING

ICMPV6-BASED DOS AND DDOS ATTACKS

Traditionally, the approaches used for intrusion detection are
broadly classified as three categories: SD, AD, and Stateful
Protocol Analysis (SPA) [46]. Their conceptual descriptions
are as follows: SD uses a packet header and payload to
compare signatures (known attacks) against captured events
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TABLE 2. Comparison of intrusion detection approaches.

for the detection of potential intrusions by monitoring net-
work events. In AD, benign profiles representing normal
behavior are derived by monitoring regular activities in the
network and any deviation (anomaly) from normal behavior
is considered a possible intrusion. Profiles can be either static
or dynamic containing many attributes (features) and are
developed over time. Nevertheless, SPA focuses on complete
semantics of protocols as mentioned in the specification and
any out of range value is considered an intrusion. Each of
these categories has its pros and cons in intrusion detection
as shown in Table 2.

In [47], the authors mentioned two major detection
methodologies as Deep Packet Inspection (DPI) and SPA
to detect attacks in the network traffic. In addition, due
to the limitations mentioned in Table 2, the authors also
proposed a taxonomy for intrusion detection systems based
on the method used for attack detection as three sub-
classes: Statistics-based, ML-based, and others for intrusion
detection.
Moreover, considering the importance of DoS and DDoS

threats using ICMPv6 messages in the IPv6 network, several
other classifications have been proposed by researchers such
as [6], [7], and [8]. Based on the ML approaches, existing
ML-based IDS models can be categorized into two classes
as single or hybrid for the detection of ICMPv6-based DoS
and DDoS attacks. Furthermore, a single classifier-based
IDS models can be subdivided into two classes as IDS
models based on packet-based features and flow-based fea-
tures. Fig. 9 shows the classification of existing ML-based
IDS models that can detect ICMPv6-based DoS and DDoS
attacks. This section presents a review and limitations
of existing IDS models based on ML techniques for the
detection of ICMPv6-based DoS and DDoS attacks.

A. HYBRID CLASSIFIER-BASED IDS

ML was first applied for the detection of NDP-based DoS
attacks by Yao et al. [48]. Inspired by the artificial immune
system theory introduced by Forrest et al. [49], that detects
the self (normal) or nonself (anomaly) in an immune system
through a network security system, the authors proposed a
fuzzy logic-based anomaly detection algorithm. The genetic

algorithm is used in self-space (normal) to generate fuzzy
rules that cover anomalies in network data based on the
fitter function as a distance from the fuzzy parameter (self-
space radius). Features extracted from network data have
been defined as the input vector, and the distance calculated
through the fitter function determines the vector as normal or
anomaly.

Real network data from the CERNET2 national center,
which has an IPv6 setup at Tsinghua University in China,
was used to train the proposed model for evaluation purposes.
Detection Rate (DR) and FPR were used as the performance
metrics which shows that the proposed model achieved DR
of 85% along with FPR of 2% when the value of the fuzzy
parameter was less than 0.6. Despite the optimum results
shown in the experiments, details such as features selection
and their ranking algorithm is missing in the paper. Further,
the insertion of attack trafficwith real data for testing is highly
susceptible to produce a biased dataset [7].

Saad et al. [50] applied another hybrid classification-based
learning technique to detect DDoS attacks based on the
ICMPv6 Echo-Request flood. The proposed IDS model uses
the Evolving Clustering Method (ECM) [51] for online clus-
tering, followed by the DENFIS algorithm for normal or
attack traffic learning. The generation of new fuzzy rules
depends on the creation of a new cluster produced through
ECM otherwise one or more existing fuzzy rules are updated.
By applying the back-propagation method, fuzzy rules are
optimized for every prediction and dynamically selected to
predict network traffic as normal or malicious.

The evaluation of the model was performed at the
National Advanced IPv6 (NAv6) center in Universiti Sains
Malaysia (USM) after setting up a testbed network of 6 hosts.
In the testbed network, data sets for training and testing were
prepared using a self-developed program containing a flood
of 1000 to 1500 ICMPv6 Echo-Request packets for the attack
while normal traffic of 10 to 15 packets. Performance evalua-
tionmetrics such asDA andRootMean Square Error (RMSE)
are used to evaluate the detection performance of the model
using a testing dataset of 400 samples. The result of exper-
iments shows that with 0.26 RMSE, the model offered a
high DA of 98.3 percent. However, the key drawback of the
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FIGURE 9. Classification of existing ML-based IDS models detecting ICMPv6-based DoS and DDoS attacks.

model is the sole detection of the ICMPv6 Echo-Request
flooding attack [52]. Moreover, the size of the datasets
of 2000 ICMPv6 Echo-Request packets cannot reflect the
actual behavior of the DDoS attack [53].
Salih et al. [54] proposed another classification-based

model to predict ICMPv6-based covert channels in an
IPv6 network. The authors have mentioned a scenario where
a covert channel can be established by the malformed data
portion of an ICMPv6 Echo-Request and ICMPv6 Echo-
Reply packet. The model starts by inspecting the packet’s
header to classify pattern behavior by identifying insignifi-
cant or null values in the data portion of the ICMPv6 packet.
The proposed model follows a framework to generate a train-
ing dataset by applying Intelligent Heuristic Algorithm (IHA)
along with the C4.5 classifier. Then, the NB classifier is
used to predict the class as normal or covert after analyzing
instances that include values of type, code, and payload fields
of an ICMPv6 packet in the dataset.
Two different datasets, one real (DARPA 1999) and

another generic were prepared for experiments done in
two phases. In the first phase, the author used 10-fold
cross-validation techniques on a simulated dataset containing
11 features with the DA of 94.47%. Whereas the second
phase is used to improve the proficiency of the model on
the DARPA 1999 dataset with a DA of 96.55%. However,
the proposed model is limited to detect covert channels
using ICMPv6 packets and does not include DoS and DDoS
attacks [52].

B. SINGLE CLASSIFIER-BASED IDS

1) PACKET FEATURES-BASED IDSs

In 2009, Liu and Lai [55] used the association rule mining
approach by an improvement to the Apriori algorithm [56].

The authors have mainly targeted DDoS attacks based on
ICMPv6 Echo-Request flood and DoS attacks by malformed
router header. To recognize an attack or normal traffic,
the proposed model preprocesses network data by represent-
ing a transaction record as a series of connection attempts
using ICMPv6-Echomessages to different ports on the victim
host within a given duration threshold. Training and testing
datasets consisting of 5000 connection records were prepared
after extracting six features with an addition of class label as
normal or abnormal for association mining.

Eight association rules were derived with minimum
support and confidence of 0.1 and 1 respectively.
Experimental results show that DA of 72% was achieved
with minimum support of 0.1 for normal connection records.
Nevertheless, a small network of only four PCs used for
evaluation purpose lacks DDoS attacks behavior along with
low DA of 72% [7]. Further, nonqualified features such as
port, flag, and state are used to detect ICMPv6-based DDoS
attacks.

The SVM was first introduced by Zulkiflee et al. [57]
as a classification technique to detect ICMPv6-based DoS
attacks. PSO proposed by Moraglio et al. [58] is used as a
method for feature selection to produce optimum DA. The
authors have mainly focused on a framework consisting of
five phases to identify features that have contributed to the
enhancement of the proposed model’s detection capability.
Five features identified through the framework are TimeIntvl,
SrcIP, SrcPort, DstPort, and Protocol.

Average DA of 99.5% reflected the capability to differenti-
ate between normal and attack data using the datasets contain-
ing 250,008 records. Though the authors have claimed high
DA, the proposed technique is only limited to flooding-based
DoS attacks using RAmessages of NDP [44]. In addition, less
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detail about the experimental environment and attack tools is
given.
Another model for DoS attacks including ping-of-death,

smurf, and teardrop attacks in an IPv4 or IPv6 network was
proposed byVrat et al. [59]. The authors have used amodified
version of the KDD Cup 1999 [60] dataset using 11 features
for training and testing of the proposed model. NB, Decision
Table, J48, and PART classifiers are applied to analyze and
predict the DoS anomalies existing in the given dataset.
Performance evaluation metrics such as precision, TPR,

FPR, F-measure, and DA are used to evaluate the detec-
tion performance of the model. J48 classifier produced the
best results with 97% DA using the original KDD Cup
1999 dataset with 41 features and a modified dataset with
11 features. However, the use of an offline dataset prepared
under a small network topology lacks a real-world DDoS
attack scenario [59]. In addition, the detection is limited to
DDoS attacks using ICMPv6 Echo-Request messages [52].
In continuation of the author’s previous work, the Back

Propagation Neural Network (BPNN) algorithm was again
applied by Saad et al. [61] to classify flooding-based DDoS
attacks using ICMPv6 Echo-Request messages. Feature
selection was performed using the IGR algorithm for fea-
tures ranking, and PCA to reduce the dimensionality of
the data as required for feature set extraction. Features
such as the number of ICMPv6 packets, source IP, and
destination IP addresses are aggregated and used as input
for threshold-based activation function in BPNN to detect
ICMPv6-based flooding behavior.
The performance of the proposed model was evaluated

using a real dataset generated at NAv6 in USM. Experimental
results have recorded up to 98.3% DA at a threshold value
of 1000 packets/second using ICMPv6 Echo-Request mes-
sages. Further, the authors have claimed that the Mean
Square Error (MSE) value of 0.00030683 at epoch 8 is
achieved by increasing the volume and time of training of the
BPNN model. The model’s detection capability is limited to
flooding-based DDoS attacks using ICMPv6 Echo-Request
messages. Further, nonqualified features such as time would
lead to misclassification [52].
Najjar et al. [62] used a strict anomaly detection approach

introduced by Sasha and Beetle [63] to detect violations
in normal RS and NS packets flow. A feature set contain-
ing eight features is used to distinguish between normal or
anomaly flow against the protocol constant values defined
in [RFC 4861 and RFC 4862] for NDP messages. Dataset
used in the experiments was generated from a small vir-
tual network and attack traffic was injected by the Hacker’s
Choice (THC) IPv6 attacking tool [64].
Dataset preprocessing is accomplished by eliminating

1129 duplicate instances of the total 1639 instances in the
dataset. Six ML classifiers using Weka [65] data mining
software are used to classify 510 instances as normal or
attack flows. Research outcome shows that the C4.5 classifier
outperformed with a DA of 100% for RS and NS flooding
attacks. In spite of such a high DA, the dataset used in

the proposed model only contains two DoS attack scenarios
based on RS and NS messages [64].

The Detection of RA flooding attack using SVM [66] was
proposed by Anbar et al. [67]. Ranking of the feature set
is accomplished using the IGR algorithm whereas PCA was
applied to reduce data dimensionality in the proposed model.
Two separate real datasets, each containing 199138 instances,
are used for training purposes to predict RA flooding attack.
The first training dataset has 9 features whereas the second
training dataset with 5 features was prepared after the feature
reduction phase.

For performance evaluation, a testbed network topology
consisting of 6 nodes is used at NAv6 in USM [68]. The
validity of the features, selected after reduction, was proved
with 98.55% DA and FPR of 3.3%. Whereas the original
feature set consisting of 9 features recorded 94.93%DA along
with FPR of 4.2%. However, the scope of the detection was
limited to DoS attacks using RA messages [52].

The network traffic classification approach for ICMPv6
packets, a key technique for the mitigation of DDoS
attacks by Internet Service Providers (ISP), is employed by
Patel et al. [69]. This research extracted four traffic features
that were used during the classification phase namely source
IP, destination IP, interval, and duration. A sampling of col-
lected network data is accomplished by adding the Protocol
as a class label to achieve the aim of classifying the unknown
network data at the testing stage of the model.
To achieve optimal performance, a comparative perfor-

mance analysis is performed with four ML classifiers such
as NB, KNN, DT, and SVM. Cross-validation performance
analysis revealed that KNN obtains a minimum variance
of 0.0000084 for 98.3% class prediction accuracy over dif-
ferent runs using the Python programming language for k=11.
However, network traffic classification for ICMPv6 subpro-
tocol, as in the case of NDP-based DDoS attacks, is outside
the scope of this model.

2) FLOW FEATURES-BASED IDSs

Aflow-based approach for network traffic representation was
first introduced by Elejla et al. [70] to detect ICMPv6-based
DDoS attacks. Flow is defined as a series of ICMPv6 packets
of the same ICMPv6 type that are sent from one IPv6 source
to another IPv6 destination within a given time interval.
Eleven features are extracted to generate training and testing
datasets that are required to build the model using seven
classifiers.
Cross-validation and supplied test set approaches of

data mining are applied to build the model using seven
classifiers such as C4.5, SVM, NB, KNN, NN, RF, and
Single Conjunctive Rule (SCR). DA and FPR are used as
performance evaluation metrics to advocate a flow-based
approach for an efficient IDS over packet-based represen-
tation. Experimental results using 10-fold cross-validation
and supplied test set approaches reveal almost the same
DA and FPR as 85.67% and 17.1% respectively by
the C4.5 and SVM classifiers. High FPR is pointing to

VOLUME 8, 2020 170539



M. Tayyab et al.: ICMPv6-Based DoS and DDoS Attacks Detection

TABLE 3. Comparison of existing ML-based IDS models detecting ICMPv6-based DoS and DDoS attacks.

the biased selection of features without feature ranking
algorithms [52].
Alsadhan et al. [71] have also proposed an NDP-based

DDoS attack detection model using the flow-based approach
for network traffic representation. Flow in the proposed
model is defined as a stream of NDP messages of the same
NDP type from one IPv6 source to another IPv6 destination
address over a threshold period. PCA is used for constructing
a predictive model to ensure the contribution of extracted
features in detectingNDP-basedDDoS attacks in a five-phase
framework.

DT, NB, RF, and MLP classifiers are used to evaluate the
performance of the model in the detection of NDP-based DoS
attacks. DT performed well with 84.3% DA among other
classifiers using a dataset with 12 features without ranking
features. In addition, the implementation of PCA with DT
using a different dataset with 10 features has further improved
DA to 87.3%. However, this proposed model does not simu-
late an online scenario as it has used a virtual testbed network
to generate attack traffic.

Alsadhan et al. [72] have again utilized the flow-based
representation of network traffic to propose a model based
on Locally Weighted Learning (LWL) for the detection of
NDP-based DDoS and replayed attacks. Englert [73] intro-
duced the LWL technique where a local function can leverage
the current point of interest prediction using a subset of train-
ing data, regardless of a global function that needs complete
training data for prediction. The model has employed the
LWL technique using Bayesian Networks (BN), DT and NB
classifiers as base learners.

The dataset used has seven features to train the
model namely ICMPv6Type, PacketsNumber, Destination,
ByteNumber, SAT, BytesRatio, and MClass. Comparative
analysis of all three base learners revealed that the LWL-BN
model took the lead by producing a higher DA of 96.48%with
0.0004% FPR. Although the model has produced high DA,
attack traffic generated from a single source in a simulated
network lacks a real-time DDoS environment. In addition,
feature set selection was based on domain knowledge that
lacks a solution to the data dimensionality issue that exists in
the dataset.

C. SUMMARY

This review presents the current state of the art of ML-based
IDSs for the detection of ICMPv6-based DoS and DDoS
attacks. Based on the classifier’s design we present a clas-
sification of existing ML-based IDSs into single and hybrid
categories for the detection of ICMPv6-based DoS and
DDoS attacks. Table 3 gives an overall idea about the ML
approach, classifier used, and feature selection techniques
along with the result produced by each model. Although
existing ML-based IDS models such as [50] and [61]
have promised high DA in the detection of ICMPv6 Echo
messages-based DDoS anomalies, the growing scale of the
problem with respect to the analysis of traffic produced by
DDoS attacks can have a significant impact on the perfor-
mance of ML-based IDSs using sequential hardware. There-
fore, IDSmodels based onML techniques is still in its infancy
stage for the detection of ICMPv6-based DoS and DDoS
attacks.
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TABLE 4. Scope of detection of the existing ML-based IDS models detecting ICMPv6-based DoS and DDoS attacks.

FIGURE 10. Types of classifiers used in ML-based IDS models detecting
ICMPv6-based DoS and DDoS attacks.

In addition, the classifier’s ability to learn and build the
model mainly depends upon the feature set and the solution
to class imbalance factors existing in the dataset. The models
such as [48], [62], and [70] lack features selection schemes
needed to validate the relevance of the features in generat-
ing the datasets. Table 4 gives an insight into the scope of
detection that is covered by each ML-based IDS model for
ICMPv6-based DoS and DDoS attacks. Some researchers as
in [54] and [59] have focused only on DDoS attacks using
ICMPv6 Echo Request-Reply messages while others such as
[71] and [72] targeted only NDP-based DoS attacks.
The classifier type as single, hybrid, or ensemble plays a

significant role in ML-based IDS in enhancing the ability of
the classifiers to predict possible anomalies that exist in the
dataset. Fig. 10 shows existingML-based IDSs followed only
two approaches namely single and hybrid. The potential of an
ensemble framework using a parallel/distributed environment
can be highly effective in the detection of DDoS attacks based
on ICMPv6 messages, hence this area of research also needs
focus from researchers.

V. OPEN CHALLENGES

This review gives an overall picture of the existing ML-based
IDS models for the detection of ICMPv6-based DoS and

DDoS attacks. The contribution of this work may be used
as a source for future research directions in this area. Most
notably, IDS models based on ML techniques are essential
requirements for achieving higher accuracy in the detection
of ICMPv6-based DoS and DDoS attacks; thus, we have
identified several open challenges for research in this domain
from our comprehensive review.

A. PERFORMANCE BOTTLENECK IN REAL-TIME

In most of the existing ML-based IDS models, the offline
networking environment is used for training and testing
of these models for the detection of ICMPv6-based DDoS
attacks. ML-based IDS models trained in such an offline
environment may not achieve high accuracy when detect-
ing real ICMPv6-based DDoS attacks. Specifically, the
ICMPv6-based DDoS attack may affect the performance of
a standalone ML-based IDS by an increase in the volume of
data to be processed in real-time. Hence, existing ML-based
IDS models may not work well in real-time. Therefore,
there is an ever-increasing need to improve the accuracy in
real-time by providing an IDS model based on ensemble
learning that has access to multi-core CPUs and GPGPU
hardware in parallel or distributed environment. This should
be considered as a major open research challenge that needs
to be addressed for the complete adoption of the ML-based
IDS models in the detection of real ICMPv6-based DDoS
attacks.

B. SCALABILITY OF ML-BASED IDS IN LARGE SCALE

NETWORKS

An individual ML-based IDS usually monitors the network
traffic in a link-local IPv6 network to detect NDP-based
DoS and DDoS attacks. However, increasing subnetworks
naturally means an increase in the number of alarms gener-
ated by individual IDS in each subnet. As a consequence,
there is an ever-increasing need for solutions that do not
overwhelm human operators with unmanageable alarms.
Therefore, a collaborative intrusion detection approach based
on ensemble learning is especially useful, as it may ease the
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discovery of NDP-based DoS and DDoS attacks by corre-
lating information coming from various individual IDSs to
improve the accuracy of a weak learner, thus can produce
a lower number of false-positive alarms. This can also be
considered as a significant research challenge for the detec-
tion of NDP-based DoS and DDoS attacks in large scale
IPv6 networks.

C. EFFICIENT ANALYSIS OF FLOW-BASED NETWORK

TRAFFIC

ML-based IDS models that use flow-based network
traffic representation require preprocessing to generate net-
work flow datasets before they are analyzed to predict
ICMPv6-based DoS and DDoS attack patterns. For efficient
analysis of flow-based network traffic, it should be interesting
to try and implement a CIDS architecture consisting of
preprocessing monitoring units to collect, generate, and share
network flow dataset. Furthermore, they may also contain
one or more analysis units to carry out the actual intrusion
detection on the network flow dataset that is received from
monitoring units to predict ICMPv6-based DoS and DDoS
attack patterns.

D. LACK OF BENCHMARK DATASET

An intrusion detection dataset is a valuable tool for perfor-
mance evaluation of the ML-based IDS model. The diversity
in attack traffic is especially useful for benchmarking pur-
poses to produce a more robust intrusion detection dataset.
Although, Elejla et. al [44] prepared two publicly available
intrusion detection datasets to evaluate the performance of
ML-based IDS models using a flow-based network traffic
representation. However, existing datasets lack DDoS attacks
based on ICMPv6 error messages, which means that imme-
diate attention needs to be paid to the evaluation and com-
parison of different ML-based IDS models that have used
flow-based network traffic representation.

E. IMBALANCED DATASETS

Supervised learning-based IDS models, such as [59], [69],
and [70], predicting anomalies as an attack or normal class
needs attention to class imbalance factor, as learners would
typically over-classify network data into one class if the
majority of the training instances belongs to that class due
to its increased probability existing in the dataset. A useful
factor in terms of imbalanced datasets would be to concen-
trate on the proportion of classes in the confusion matrix. The
MCCmetric results may be more meaningful considering the
proportion of classes within the confusion matrix. Therefore,
there is a need to perform a comparative performance analysis
of the proposedML-based IDSmodels especially focusing on
imbalanced datasets in the detection of ICMPv6-based DoS
and DDoS attacks.

F. A SOLE PERFORMANCE EVALUATION METRIC WITH

BINARY CLASS DATASET

DA as the only metric for performance evaluation of the
ML-based IDS may mislead the researcher with a high per-
centage in the case of a binary class dataset, as in [62].

Classifier such as NB, that outputs negative class, may give
99%DA even though binary class dataset with a positive class
contains 1% instances only. Therefore, this is a significant
research issue that needs to be addressed by performing a
comparative performance analysis of proposed ML-based
IDS models with binary class datasets in the detection of
ICMPv6-based DoS and DDoS attacks.

VI. NEW RESEARCH DIRECTIONS

A. LEVERAGING NEW NETWORK ARCHITECTURE

A new research direction can be combined with recent
technological advancements aimed at leveraging a new net-
work architecture, namely the Software-defined Network-
ing (SDN), to propose ML-based IDS models for the
ICMPv6-based DoS and DDoS attacks detection problem.
SDN is an emerging architecture that decouples network
management and routing functions so that network control is
easily configurable [34]. The segregation of the control plane
from the data plane makes it easier to efficiently manage
the network and its protocols dynamically. Although SDN
features can be helpful in defeating DDoS attacks, they may
also be vulnerable to DDoS attacks due to the centralized
characteristics and open programmable behavior of SDN
[34]. In particular, a DDoS attack targets the SDN controller
by sending a large number of malicious packets such that the
entire network is compromised as a single point of failure.
Conventional IDS solutions may not work well with large
datasets, as in the case of DDoS attacks, so it is necessary to
implement the IDS based on ML techniques for the detection
of ICMPv6-based DoS and DDoS attacks [74].

In the literature, few IDS models have been proposed by
researchers to detect ICMPv4-based DDoS attacks using ML
techniques for SDN-based architectures, such as [75]–[77],
and [78]. However, the common technique used by admin-
istrators as a solution for ICMPv4-based DDoS attacks was
the rate limitation or complete blocking of ICMPv4 mes-
sages in an IPv4 network [31]. Additionally, unlike the
ICMPv4 messages, the IPv6 implementation mandates the
use of ICMPv6 messages for additional functions such
as SLAAC, DAD, PMTUD, RD, and ND. Hence, exist-
ing ML-based IDS models may not be effective in detect-
ing ICMPv6-based DoS and DDoS attacks due to new
ICMPv6 vulnerability classes, and thus the detection of
attacks in SDN-based architecture requires an efficient solu-
tion. Most importantly, ML-based IDS may be implemented
in SDN controllers to improve classification results with high
accuracy by extracting new features from ICMPv6-based
DoS and DDoS attack cases, thus can serve as the SDN
security solution. Therefore, the features of SDN encourages
revolutionary implementations by dictating a new networking
paradigm capable of implementing the ML-based IDS for the
ICMPv6-based DoS and DDoS attacks detection problem.

B. ENHANCING THE SECURITY OF THE INTERNET OF

THINGS (IOT) NETWORK

Recent research shows that IoT networks are facing difficulty
in securing the overall availability of the IoT network with
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rapid development in different areas [79]. In addition to
affecting the security of IoT networks, the hazard posed
by infested internet-connections threatens an overall inter-
net environment which may leverage the vulnerable objects
(smart devices) deployed as botnets to launch a DDoS
attack [36]. There are many types of vulnerabilities in IoT
networks, including DoS and DDoS vulnerabilities based
on ICMPv6 messages, that need to be addressed in future
research work. For instance, IPv6, as the network-layer pro-
tocol in the IoT architecture, provides the foundation for the
interconnection of computing devices embedded in every-
day objects. However, smart devices may be flooded with
ICMPv6 Echo packets using spoofed IP addresses to launch
a direct DDoS attack, or with a UDP-based DDoS reflection
attack having a spoofed victim address as the source address
[80].
In addition, IPv6 over Low Power Wireless Personal Area

Networks (6LoWPAN) [81] is an adaptation layer protocol
that defines optimization mechanisms such as compression,
fragmentation, and reassembly to transport IP packets over
IEEE 802.15.4 networks. In a normal scenario, the Rout-
ing Protocol for Low-Power and Lossy Networks (RPL)
[82] constructs a Destination-Oriented Directed Acyclic
Graph (DODAG) between the nodes in a 6LoWPAN network
so that the routes in the DODAG are formed. However, RPL
uses newly introduced ICMPv6 control messages fromwhich
an RPL-specific DODAG Information Solicitation (DIS)
attack may be launched. For instance, a malicious RPL node
can target other RPL nodes by sending an overwhelming
amount of DIS messages, causing the recipient nodes to
respond by sending the DODAG Information Option (DIO)
messages. This will lead to congestion in the network and
energy usage of resource-constrained nodes.
In the literature, researchers proposed ML-based IDS

solutions using a modified version of benchmark datasets that
are developed for non-IoT contexts, such as [83] and [84].
In addition, some researchers have proposed IDS solutions
that target only RPL-based attacks in IoT networks, such as
[85] and [86]. Specifically, there is an ever-increasing need
for a public benchmark dataset in the real IoT context that can
validate the selection of the new ICMPv6 features to test and
verify the performance of different ML-based IDS solutions.
Therefore, a new research direction can also be the enhance-
ment of security in IoT networks against ICMPv6-based
DoS and DDoS attacks using ML-based IDS solutions. Most
notably, by deploying ML-based IDS in IoT with a focus
on ICMPv6-based DoS and DDoS attack detection, it is
possible to improve detection accuracy as well as to overcome
the problem of traditional IoT IDS solutions suffering from
high FPR.

C. EXTRACTION OF NEW FEATURES FOR ICMPV6-BASED

DDOS ATTACK DETECTION IN FOG COMPUTING

ENVIRONMENT

Fog computing was proposed to be integrated with IoT to
extend cloud services to the edge of the network, bringing

computing, communication, and storage closer to the edge
devices and end-users, thus reducing the response time for
end-user computing. However, the vulnerabilities of such
devices remain a major concern, as availability is often
threatened by external threats such as ICMPv6-based DDoS
attacks. A new research direction may be the use of ML tech-
niques to extract new features from ICMPv6 packet attributes
in a fog computing environment to implement ML-based
IDS solutions. Therefore, the detection of an ICMPv6-based
DDoS attack may be handled at the edge of the network with
the help of the ML-based IDS.

VII. BLOCKCHAIN APPLICABILITY

Blockchain is considered to be disruptive technology across
multiple domains after the evolution of the theory intro-
duced by Haber and Stornett [87]. The major contribution to
blockchain’s popularity was the introduction of the Bitcoin
proposed by Nakamoto [88], which attracted much attention
to this technology. This section provides an overview of
blockchain technology and its application to ML-based IDS
models for the detection of ICMPv6-based DoS and DDoS
attacks.

A. BLOCKCHAIN PRIMITIVES

The blockchain consists of two main components: 1) a chain
of blocks connected by a secure hash, thus storing the data in
the blockchain at a particular moment in time; and 2) a net-
work of nodes maintaining the state of the blockchain by fol-
lowing a consensus mechanism. The key contribution of the
blockchain is the tamper-proof nature of the data stored in the
blockchain, as changes in the state of the blockchain require
the approval of the participants involved in the consensus
mechanism.

1) SECURE HASH

All participants in the blockchain network maintain the
state of the blockchain in a decentralized distributed
environment, participating nodes compute a cryptograph-
ically secure hash (referred to as block hash) to add
new blocks to the blockchain after successful consensus
approval. Cryptographically secure hash computing requires
a collision-free hash function that maps an arbitrary-length
input to a fixed-length n-bit output as discussed in [89].
Meng et al. [90] report that the computation of a secure hash
must satisfy the following requirements:

a) Each secure hash must be the result of some compu-
tational efforts to ensure pre-image resistance: Given a
hash value h, it should requireO (2n) effort to compute
an x, such that H (x) = h.

b) A different arbitrary-length input can only be mapped
to the same hash provided that some computational
efforts are made to find a secure hash to ensure another
preimage resistance requirement: Given an input x and
its hash value h = H (x), it should requireO (2n) effort
to compute an x ′ 6= x, such that H

(

x ′) = h.
c) The computational result of a secure hash is only

the same provided that some computational efforts

VOLUME 8, 2020 170543



M. Tayyab et al.: ICMPv6-Based DoS and DDoS Attacks Detection

FIGURE 11. Blockchain-based CIDS architecture [91].

are made with different arbitrary-length inputs passed
to the hash function to ensure collision resistance: It
should require O

(

2n/2
)

effort to compute any two
x 6= x ′ such that H (x) = H (x ′ ).

2) CONSENSUS MECHANISM
The strength of the blockchain lies in the consensus mech-
anism that ensures a cryptographically secure mechanism
for obtaining an open verifiable and immutable sequence of
records (referred to as blocks) chronologically ordered by
discrete timestamps. The blockchain follows a decentralized
distributed environment where the state of the blockchain is
generally shared and synchronized across all participants in a
Peer-to-Peer (P2P) network.

The participation of all entities in a blockchain network is
based on the type of blockchain and the permission granted
to the participants either as readers or as writers. The public
blockchain allows each participant on the blockchain network
to access and reject or verify records based on a consen-
sus mechanism. Whereas the types of private or consortium
blockchain limit the accessibility of records. The consensus
mechanism involves obtaining approval from the participat-
ing entities and blocks are appended to the blockchain in
chronological order of their verification.

B. BLOCKCHAIN APPLICABILITY IN ICMPV6-BASED DOS

AND DDOS ATTACKS DETECTION

The collaborative intrusion detection approach is particularly
relevant for the detection of ICMPv6-based DDoS attacks.
The collaborative architecture allows the sharing of informa-
tion with other nodes on the network, either in the form of
correlated alarms or in the form of attack detection models;

thus minimizes the rate of false-positive alarms and is capable
of detecting attacks that spread across entire subnetworks,
such as NDP-based DoS attacks.

The collaborative architecture allows several monitoring
units to collect and exchange network traffic data, and one or
more analysis units carrying out the actual intrusion detection
on the data obtained from monitoring units. Collaborative
architecture based on ensemble learning may also be consid-
ered to improve the accuracy of weak learners in real-time
as well as to minimize the rate of false-positive alarms.
The CIDS architecture consisting of several analysis units is
especially relevant due to the growing scale of the problem
in real ICMPv6-based DDoS attack detection. Analysis units
may work within a distributed framework to share the task of
an attack detection model equally that is based on ensemble
learning. In particular, each analyzing node should be capable
of collecting, analyzing, sharing the output with other ana-
lyzing nodes, and then invoking alarms to implement the IDS
model based on real-time ensemble learning.

The distributed framework uses the P2P network to share
knowledge across multiple nodes that pose issues such as data
sharing and trust computation among the nodes. On the one
hand, the privacy concerns of an organization limit the shar-
ing of their data, thus making it hard to optimize the detection
and performance of the ML-based IDS model. On the other
side, trust computation is another challenge to safeguard the
integrity of the shared information among nodes by deterring
insider attacks.

The inherent features of blockchain technology make it
a viable solution to mitigate this problem, as it ensures
data sharing and trust computation across multiple nodes by
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applying a consensus mechanism that guarantees confiden-
tiality, integrity, and availability in a distributed environment.
As shown in Fig. 11, Alexopoulos et al. [91] have introduced
the CIDS based on blockchain technology by considering
raw alerts generated by individual IDS nodes as blockchain
records. The trust computation among individual IDS nodes
was achieved by maintaining the state of alerts generated
by each IDS node, hence allowing IDS nodes to collect and
exchange required information with each other. However,
the authors focused only on the trust computation problem
in CIDS architecture.
For the ICMPv6-based DoS and DDoS attack detection

problem, blockchain applicability in CIDS architecture may
be leveraged through a CIDS based on ensemble learning
in a distributed environment. This would ease the discovery
of ICMPv6-based DDoS attacks in real-time by sharing of
knowledge across multiple analyzing nodes. Thus, the IDS
would be more intelligent in decision-making in real-time
which is required to tackle ICMPv6-based DDoS attacks.
Further, It can also be more resilient to a single point of
failure than current ML-based IDS solutions that use a cen-
tralized approach for network traffic capture, preprocessing,
and analysis.

VIII. CONCLUSION

The main objective of the DoS and DDoS attacks is to
halt the machine or the network, making it inaccessible to
its intended users either by targeting the bandwidth of the
network or by consuming the resources of the host. The
ability of ML techniques to learn from examples has been a
focal point for researchers, and the ML-based IDS is one of
them for detecting DoS and DDoS attacks based on ICMPv6
messages.
We reviewed existing IDSs based on ML techniques that

are proposed to detect ICMPv6-basedDoS andDDoS attacks.
We have learned that when traffic volumes grow by an
order of magnitude, as in the case of ICMPv6-based DDoS
attacks, existing IDSs based on single or hybrid classifiers
will no longer be effective in real-time using sequential
hardware. In addition, recent advanced technologies such
as SDN, IoT, and fog computing encourage ML-based IDS
solutions to be proposed in the context of ICMPv6-based DoS
and DDoS attacks detection. Therefore, ML-based intrusion
detection is still a significant research issue in the detection of
ICMPv6-based DoS and DDoS attacks. Thus, this article
concludes that the following issues could be useful for future
research:

(i) Ensemble learning. Due to the growing scale of the
problem by orders of magnitude in real ICMPv6-
based DDoS attack detection, an IDSmodel based on
the ensemble learning in a distributed environment is
a promising area of research.

(ii) Collaborative architecture. Collaborative architec-
ture can be useful, as correlating information from
different individual classifiers would facilitate the
discovery of ICMPv6-based DoS and DDoS attacks

and would generally present a lower number of
false-positive alarms.

(iii) Handling imbalanced datasets. Focusing on the pro-
portion of the classes inside the confusion matrix
would be a valuable consideration in the case of
imbalanced datasets. TheMCCmetric results may be
more meaningful as it considers the proportion of the
classes inside the confusion matrix.
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