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Abstract - Risk is the possibility of suffering loss. In a 
development project, the loss describes the impact to 
the project which could be in the form of diminished 
quality of the end product, increased costs, delayed 
completion, or failure. This paper discusses the 
methods and techniques for identifying and managing 
the risks involved with Automatic Test Systems 
development. 

INTRODUCTION 

“First, risk concerns future happenings. Today and 
yesterday are beyond active concern, as we are 
already reaping what was previously sowed by our past 
actions. The question is, can we, therefore, by 
changing our action today, create an opportunity for a 
different and hopefully better situation for ourselves 
tomorrow. This means, second, that risk involves 
-e, such as in changes of mind, opinion, actions, 
or places .._ rhird,] risk involves -e, and the 
uncertainty that choice itself entails. Thus 
paradoxically, risk, like death and taxes, is one of the 
few certainties of life.” [Reference: Charette, R. N., 
Software Engineering Risk Analysis and Management, 
McGraw-HWlntertext, 1989.1 

Considering these key risk factors (future, change, and 
choice), what risks might cause the Automatic Test 
System (ATS) development project to go awry? How 
will changes in requirements, development technolo- 
gies, target computers, and all other entities connected 
to the project affect timeliness and overall success? 
What methods and tools should you use? How many 
people should be involved? How much emphasis on 
quality is enough? 

Risk management is a management practice with 
processes, methods, and tools for managing risks in a 
project. It can provide a disciplined environment for 
proactive decision making to: 

Assess continually what could go wrong (risks) 
Determine which risks are important to deal with 
Implement strategies to deal with those risks 
Measure effectiveness of implemented strategies 

IDENTIFYING RISKS 

Risk identification is a process of transforming 
uncertainties and issues about the project into distinct 
(tangible) risks that can be described and measured. 
Identifying risks involves two activities: 

Capturing a statement of risk - Involves consid- 
ering and recording the conditions that are causing 
concern for a potential loss to the project, followed 
(optionally) by a brief description of the potential 
consequences of these conditions; the objective is 
to arrive at a concise description of risk, which can 
be understood and acted upon. 

Capturing the context (circumstances) of risk - 
Provides a brief, concise description of the 
condition and consequence of the risk; involves 
recording the additional information regarding the 
circumstances, events, and interrelationships 
within the project that may affect the risk; the 
objective is to provide enough additional 
information about the risk to ensure that the 
original intent of the risk can be understood by 
other personnel, particularly after time has passed. 

Various methods and tools for capturing a statement of 
risk and the context of a risk are: 

Brainstorming 
Periodic risk reporting 

Taxonomy-based questionnaire 
Voluntary risk reporting 

Project profile questions 
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[Reference the Software Engineering Institute 
Continuous Risk Management Guidebook (August 
1998) for details on these methods and tools.] 

Risk identification occurs throughout the ATS life cycle, 
identifying current and probable problem areas in the 
ATS, quantifying these risks associated with the 
problem areas, and recommending alternatives to 
reduce the risks. Problem areas may consist of: 

Project risks - Potential budgetary, schedule, 
personnel, resource, program, and requirements 
problems and their impact on the ATS 
development project. 

Technical risks - Potential design, implementa- 
tion, interfacing, verification, and maintenance 
problems; specification ambiguity; technical uncer- 
tainty; technical obsolescence; and advancing 
technology. 

Performance risks - 

~ 

Switchingllnterface 
Test Adapter (ITA) 
ITAIUUT 

Instrumentation input/output capability not 
meeting performance requirements 
Controller not communicating with all 
instruments 
Switching relays remaining closed or not 
closing at all 
Cards vibrating out of sockets 
Time-out errors in Test Executive software 
Lengthy compiling time 
Operating System speed slower than Unit 
Under Test (UUT) requirements for dynamic 
testing, causing varying hand-shake errors 
Fluctuation in functionality due to overheating 
(environmental requirements not adhered to) 

b. L&el of &ltiplexing 
a. Signal degradation 
b. Level of multiplexing 
a. Sianal dearadation 

Interface risks - 

Interface I Risks 
UUTlTest Reauirements I a. UUT has an infinite 

provide different tests 
Test Requirementsnest 1 a. Language design 
Program 1 
Test PrograrnlController 1 a. Language design 

1 b. Sottware lntelliaence 
Controllerllnstruments 1 a. Bus data speeds 

I 1 b. Simultaneous activities I 
1 c. Real-time activities 

InstrumentsISwitchino 1 a. Sianal deoradation 

I b. MGltiple CUT application 1 

MANAGING RISKS 

Risk management can be applied to the hardware, 
software, procedures, people, facilities, operating 
environment, and support equipment during the whole 
ATS life cycle. In each phase of the life cycle, risks are 
identified, analyzed, tracked, controlled, communicated 
and documented. These functions occur continuously, 
concurrently, and iteratively throughout the life cycle. 

Independent Verification and Validation (IV&V) is a 
system engineering process employing a variety of 
software engineering methods, techniques, and tools 
for evaluating the correctness and quality of the ATS 
throughout its life cycle. IV&V is a "tool" to efficiently 
and effectively manage ATS development risks, and 
an effective method for reducing costs, schedule, and 
performance risks involved with ATS development. 

IV&V is performed by an organization that is 
technically, managerially, and financially 
independent of the development organization: 

Technically - Requires the IV&V organization to 
examine those areas of a project, which the 
program deemed most critical or risky. 

Managerially - Responsibility is vested in an 
organization separate from the development and 
program management organizations. 

Financially - IV&V budget is allocated by program 
and controlled at high level such that IV&V 
effectiveness is not compromised. 

The paradigm of IV&V is to locate members of the 
IV&V organization at the ATS development and 
program management sites where physical presence 
is necessary for the exchange of information. With the 
developer, problems are worked at the lowest level 
with the aim to resolve problems at the earliest 
possible moment, thus requiring a small impact to 
correct. 

Employing IV&V during the acauisition, develop 
- ment, and maintenance processes can combat ATS 
development risks by evaluating the correctness and 
quality of the ATS throughout its life cycle. 

ACQUISITION PROCESS 

During the acquisition process the IV&V organization 
will assist program management in scoping the effort 
of IV&V required for the ATS development project. 
The IV&V scope is determined so as to maximize the 

480 



management of risks while staying within the 
program’s budget allocated to IV&V. This is performed 
by determining the objective of the IV&V effort (e.g. - 
technical complexity, safety, mission critical, security), 
the criticality and importance of the ATS, and the IV&V 
budget, including the required test facilities and tools. 

Once these steps are completed, the IV&V effort is 
tailored to fit the ATS development program’s need 
and a schedule for each IV&V activity is defined along 
with the IV&V Project Plan. The IV&V Project Plan 
documents how risks will be managed on the project: 
the processes, activities, milestones, and responsibili- 
ties associated with risk management. It provides the 
details of each major activity in the IV&V process and 
how it is to be accomplished, and documents how the 
IV&V process is to be measured and improved. 

Including the IV&V organization at the beginning of the 
acquisition process can lend itself optimum benefits. 
One large benefit would be the selection of a reliable, 
highly qualified organization to develop the ATS. The 
IV&V organization can assist the program with 
determining the criticality of the ATS to be developed, 
the end cost, and the performance history of ATS 
vendors. This can be accomplished by: 

Developing a specification for function and 
performance of the desired ATS, along with 
defined measurable characteristics whenever 
possible. 

Selecting three or four candidate ATS that best 
meet the specification. 

Developing a comparison matrix that represents a 
head-to-head comparison of key (critical) 
functions. 

Evaluating each ATS based on past product 
quality, vendor support, product direction, 
reputation, etc. 

Contacting current users of the ATS and ask for 
opinions. 

In the final analysis, the selection of the ATS 
development organization should be based on the 
outcome of this selection process. 

DEVELOPMENT PROCESS 

As pan of the IV&V effort during the ATS development 
process, a continuous review of associated 
documentation, processes, and technical reviews and 
audits is performed (Phase Independent Activities), 

and the software/system engineering processes and 
products are closely monitored for any weak areas 
(Phase Dependent Activities). Technical reviews 
and audits are assessed for the acceptability of the 
development products under review and the extent to 
which milestones and life cycle goals are met. 
Assessing the reviews and audits increases the 
program’s visibility into the development of the ATS 
and provides prioritized recommendations for 
corrective actions to maintain a focus on the problems 
posing the highest risk. 

Phase Independent Activities 

Documentation Review - Review technical 
consistency; technical adequacy (requirements are 
unambiguous); completeness; appropriate level of 
detail; traceability to and consistency with higher 
level documents. 

Process Analysis - Analyze process documenta- 
tion (Configuration Management Plan, Develop- 
ment Plan, Test Procedures) to verify the 
processes are being implemented in accordance 
with the plans. 

Technical Reviews and Audits - Attend and 
participate; present any IV&V issues/concerns; 
ensure actions are tracked and closed. 

Phase Dependent Activities 

Requirements Phase - Ensure correctness, com- 
pleteness, accuracy, testability, and consistency of 
hardware and software requirements. 

* Verify requirements have been captured cor- 
rectly from Test Requirements Document, or 
Functional Test Specification, or Engineering 
Data 

* Verify requirements form a solid base for 
design 

Design Phase - Ensure design of hardware and 
software is correct, accurate, and complete 
transformation of requirements. 

* Assess technical features and accuracy of 
design (e.g. - are all requirements included in 
the design) 

* Evaluate any safety risks 
* Verify criteria for integration testing and 

acceptance testing 
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Implementation Phase - Ensure transformation of 
design is correct in hardware and software. 

* Analyze hardware and software to verify 
correct, complete, and accurate implemen- 
tation of the requirements and design 

* Perform software simulation (Performed by 
IV&V organization or developers; if performed 
by developers, IV&V organization verifies 
results from software simulation) 

* Evaluate User/Operator interface (screen) 

Test Phase - Ensure hardware and software 
requirements are satisfied by execution of 
qualification tests. 

* 

* 

Verify valid relationship between requirements 
and test cases/procedures 
Perform integration testing in accordance with 
test procedures (Performed by developers 
and/or IV&V organization; if performed by 
developers, IV&V organization participates as 
a witness to the test execution) 
Evaluate integration test results to determine if 
hardware and software correctly implemented 
requirements and design 

* Document any discrepancies between actual 
and expected results, and any ATS limitations 

* Perform acceptance testing (sell-off) 
(Performed by developers; IV&V organization 
participates as a witness to the test execution) 
Analyze acceptance test results to determine if 
hardware and software satisfies ATS 
performance objectives 

* 

* 

MAINTENANCE PROCESS 

The maintenance IV&V activities reapply the IV&V 
activities from the development process, but do so in 
the context of the existing hardware and software. The 
maintenance IV&V activities address any 
modifications, enhancements, or additions to the 
hardware or software after the ATS has been delivered 
to the program. Enhancements may include replacing 
existing ATS computer operating system with a PC. 
Additions may include adding a VXI card and software 
drivers to the ATS. If the proper IV&V activities are 
performed during the development process, any risks 
identified during the maintenance process should be 
easily mitigated. 

success, enables more efficient use of resources, 
promotes teamwork by involving personnel at all level 
of the ATS development project, and provides 
tradeoffs based on priorities and a quantified 
assessment. When performed in parallel with the ATS 
life cycle, IV&V provides for the early detection and 
identification of risk elements. The program is then 
able to take action to mitigate these risks early in the 
life cycle, reducing development and maintenance 
costs. 
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CONCLUSION 

Risk management allows for the early identification of 
potential problems, increases the chances of project 
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