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Abstract. Road transport is a key means of transporting people and cargo on land. Its particular advantages are speed and 
operability, which are balanced, however, by dependence on road infrastructure. Road infrastructure reliability is an  im-
portant factor in its functioning. If some elements of road infrastructure are disrupted or fail, the function of dependent 
infrastructures, such as the integrated rescue system or industry, are also impaired and may fail. �ese important elements 
of road infrastructure should be identi�ed as critical and be given greater attention when identifying weaknesses and im-
plementing subsequent security measures. �is article introduces the Identifying Critical Elements of Road Infrastructure 
(ICERI) method, which was designed to make use of Cascading Impact Assessments (CIA). �e use of CIA allows critical 
elements to be identi�ed through impact escalation analysis. �ese impacts can therefore be monitored not only in road 
transport infrastructure but also across the entire critical infrastructure system. 
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Introduction

�e importance of transport in the modern world is re-
�ected by its inclusion in 2008 into the European critical 
infrastructure sectors (EC 2008), under which the Euro-
pean Council speci�ed four sub-sectors: road transport, 
rail transport, air transport and waterway transport (in-
cludes inland waterways transport and ocean and short-
sea shipping and ports). Road transport currently has an 
irreplaceable role in the European transportation network. 
�is fact is supported by a signi�cantly greater rate of mo-
torization and in the growth of motorway network density 
in 2006–2016, which took place in virtually all European 
countries (UNECE 2018). Another statistic showing the 
increasingly important role of road transport is the ongo-
ing growth of cabotage road transport across Europe in 
2013–2017 (Eurostat 2018).

�e foundation of a functioning transport system 
is high-quality and highly reliable infrastructure. �is 
transport infrastructure comprises elements (EC 2006) so 
signi�cant that their failure would cause tra�c collapse 
(Jenelius 2007). �ese elements are referred to as critical, 
and their importance in the transport infrastructure sys-
tem can be derived from their level of impact on depend-

ent elements (Rinaldi et al. 2001). Indeed, in the context 
of this article, criticality is understood as the relative im-
portance and signi�cance of a given element that also ex-
presses the vulnerability of that element and the potential 
adverse e�ects of its failure with regard to the links in that 
system. Assessment of the criticality of elements in terms 
of safety (e.g., Ambros et  al. 2019) is not the subject of 
this article.

Critical elements require greater attention, which 
means they must be identi�ed early and have their re-
silience levels analysed (e.g., Rehak et al. 2019a; Nan, 
Sansavini 2017; Bertocchi et al. 2016). In the context of 
assessing current risks (e.g., Giannopoulos et  al. 2012), 
adequate security measures can subsequently be adopted 
to enhance their protection (e.g., Štoller et al. 2018; Klein, 
Hutter 2017; Labaka et al. 2015; Hromada, Lukas 2012).

Current studies and publications dealing with identi-
fying critical elements in road transport can be catego-
rized into two groups. �e �rst group represents universal 
methods applicable to all areas of transport, namely road, 
rail, air, ship (e.g., Dvořák et al. 2017). �e second group 
comprises speci�c methods that focus exclusively on road 
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transport. �is group most o�en identi�es critical links 
or nodes in the road network. To identify these critical 
elements, a full network scan method is most o�en recom-
mended (e.g., Jenelius et al. 2006; Taylor et al. 2006). �is 
method is based on a systematic analysis of the impact on 
accessibility to network sections in the event of their clo-
sure. However, in cases of very large road networks, this 
involves a complicated and lengthy mathematical calcula-
tion (e.g., large cities or agglomerations). For this reason, 
a full network scan approach may in some cases appear 
impractical (Chen et al. 2012).

Because of these computational demands, an alterna-
tive method was developed. �is method uses a partial 
network scan algorithm based on analysing the length and 
number of replacement routes for given sections (Yang 
et al. 2016). Another view o�ers a method based on the 
link redundancy of a sub-network, namely the availability 
of replacement routes (Yu et al. 2014). �is method uses 
two indexes to assess criticality: the link redundancy index 
and link criticality index. �e authors mention that this 
method is much more e�ective in identifying the same 
critical elements than the full network scan method men-
tioned above.

Another method is to identify critical elements based 
on the macroscopic fundamental diagram theory (Dong 
et al. 2017). �e authors describe this approach as the re-
lationship between tra�c volume and the density of a road 
network and the relationship between area-weighted vol-
ume and the total tra�c amount in a network. Yet another 
method is based on the Network Robustness Index (Scott 
et al. 2006), which makes it possible to determine the val-
ue of individual segments or links in the entire motorway 
system while identifying critical links requiring improve-
ment. Another possible method is assessing the critical-
ity of elements through their vulnerability (Oliveira et al. 
2014; Taylor, D’Este 2007) or signi�cance (Rupi et al. 2015).

�is review revealed that no speci�c method for iden-
tifying the critical elements of all linear, point and areal 
topological structures is currently available (Slivkova et al. 
2018). One of the main, obvious reasons is the inability 
to evaluate the correlation between elements with di�er-
ent topologies. It is also evident that none of the speci�c 
methods allows a systemic assessment of the intensity of 
spreading impact. When the criticality of elements and 
their signi�cance and links to dependent elements are 
evaluated in the scope of evaluating the territorial unit, an 
analysis of spreading impact could help draw attention to 
their signi�cance and links to these dependent elements.

A potential solution can be found in implementing the 
results of cascade impact assessment (Rehak et al. 2018). 
Based on the above, the article introduces the Identifying 
Critical Elements of Road Infrastructure (ICERI) method, 
which is suitable for ICERI using Cascading Impact As-
sessment (CIA). �e use of CIA allows critical elements to 
be identi�ed using an impact spread analysis. �ese im-
pacts can be monitored not only in the sub-sector of road 
transport but also across the entire critical infrastructure 
system.

1. Infrastructure elements of road transport

Road infrastructure consists mainly of roads of di�erent 
class (motorways, expressways, roads, local roads). Ac-
cording to the Commission Regulation (EC 2006), other 
elements of road infrastructure are land, road bodies (fur-
rows, embankments, drainage equipment), civil engineer-
ing (bridges, underpasses, overpasses, tunnels, avalanche 
and falling rock protective structures, snow barriers), level 
crossings, tra�c signs and signalling, telecommunications 
equipment and lighting equipment (Leitner et al. 2019).

Depending on their importance, some elements are 
indicated as critical infrastructure elements and can be 
classi�ed at European or national levels. How European 
critical infrastructure elements are designated is de�ned 
by the Council Directive (EC 2008). Elements that can be 
categorized as such fall into two sub-sectors: energy and 
transport. Designating national elements of critical infra-
structure, however, is dependent on the individual coun-
try. �e established criteria that elements must meet to be 
designated as elements of national critical infrastructure 
o�en vary widely between countries, resulting in ambigu-
ous classi�cation (Slivková et  al. 2015). Some member 
states also o�en illogically assign the above-mentioned 
criteria. �e level of signi�cance of an element in a criti-
cal infrastructure system may also not be appropriately 
considered when it is de�ned. In practice, situations then 
arise under speci�c criteria where no element or only few 
elements can be identi�ed as elements of critical infra-
structure.

1.1. Links between elements of road infrastructure

When assessing the importance of individual elements, 
their signi�cance and correlation in the critical infra-
structure system must be considered. �e correlation of 
elements, meanwhile, is determined by the links between 
them. �e work of authors Rinaldi et al. (2001) is pivotal 
in evaluating the links between elements. �is research 
demonstrated the interdependence of critical infrastruc-
ture elements and de�ned four types of link:

 – physical (the type of interdependency when each of 
two infrastructures are dependent on the material 
output(s) of the other);

 – cyber (the type of interdependency when an infra-
structure is dependent on the information transmit-
ted through the information infrastructure);

 – geographic (the type of interdependency when local 
environmental events can create state changes in all 
infrastructures);

 – logical (the type of interdependency when the state 
of each of two infrastructures depends on the state of 
the other through a mechanism that is not a physical, 
cyber or geographic connection).

�ese types of links can be further classi�ed according 
to their state, which can have three forms: dependence, 
interdependence and in�uence (Rehak, Novotny 2016). 
Dependence is de�ned as a link or connection between 
two infrastructures through which the state of one infra-
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structure is a�ected by or correlates with the state of the 
other. Interdependence refers to a two-way relationship 
between two infrastructures that a�ects or correlates with 
the state of each infrastructure. Generally speaking, two 
infrastructures are interdependent if each is dependent 
on the other. By contrast, in�uence is characteristic that 
has no need to identify a relationship for it. An example 
may be a situation in which the assessed element B is not 
dependent on the function of element A, but may be posi-
tively or negatively in�uenced by element A.

Another possible method of classifying links is repre-
sented by their division according to the level of the link, 
speci�cally (Rehak et al. 2016):

 – systemic level – this is the type of link represented 
by the dependence or in�uence of sectors across the 
entire critical infrastructure system (e.g., the depend-
ency of the integrated rescue system on road infra-
structure);

 – sectoral level – this is the type of link represented by 
the dependence or in�uence of sub-sectors within a 
given critical infrastructure sector (e.g., the impact 
of disrupted road infrastructure on rail transport);

 – sub-sectoral level – this is the type of link represented 
by the dependence or in�uence of individual ele-
ments within a given sub-sector (e.g., the dependence 
of a motorway on a motorway bridge or the e�ect of 
motorway failure on surrounding roads).

1.2. Classi�cation of infrastructure elements 
according to their topological structure

An important factor in identifying critical elements of 
road transport is their topological structure. From the per-
spective of topology, these elements can be classi�ed simi-
larly to railway infrastructure into three basic groups: (1) 
linear, (2) point, (3) areal elements (Slivkova et al. 2018).

�e �rst group represents linear or line elements, 
which in the case of road infrastructure are the linear 
elements of motorways and roads of di�erent categories. 
�eir importance depends on the performance they pro-
vide, such as the capacity and intensity of tra�c in a given 
area (Patrman et al. 2019) and the levels of the links to 
dependent or in�uenced elements.

�e second group is point elements, which in the case 
of road infrastructure are represented by, for example, 
bridges, tunnels or junctions. �e performance of these el-
ements is usually de�ned by tra�c permeability (Patrman 
et  al. 2019), whereas dependent or in�uenced elements 
are road sections (i.e., linear elements) connected to these 
point elements.

�e third group comprises areal elements. In the case 
of road infrastructure, these are, for example, bus sta-
tions. �e performance of these elements is de�ned by the 
number of vehicles passing per unit of time. Identifying 
dependent or in�uenced elements in this group in road 
infrastructure is already no longer possible. �e impacts 
are already a�ecting commuters.

2. Spread and assessment of cascading impacts  
in a critical infrastructure system

�e core of impacts that spread through a critical infra-
structure system is the failures occurring from the adverse 
e�ects of safety risks (i.e., the causes of disruption to or 
failure of critical infrastructure elements). �ese risks can 
be of an external or internal nature. �e impacts can then 
directly a�ect society (direct impacts), spread across criti-
cal infrastructure and create additional disruptions that 
have additional impacts (cascading impacts). As a result, 
the cascading impacts can a�ect a single element simulta-
neously (synergistic e�ects) (Rehak et al. 2018). A graphic 
representation of how these impacts spread in a critical 
infrastructure system is shown in Figure 1.

Cascading e�ects are the e�ects caused by disruption 
to or the failure of critical infrastructure elements. �ese 
then further spread across the critical infrastructure and 
cause dependent elements to fail, which results in other 
impacts escalating (Rehak et al. 2018). An example might 
be the e�ect of a safety risk R2 (e.g., terrorist attack) in 
sector S2 (e.g., the electric power industry). As a result 
of this adverse e�ect, the functionality of S2 sector is dis-
rupted, which then cascades into the dependent S3 sector 
(e.g., transport sector). Disrupting both sectors results in a 
cascading impact on society as a whole. �is speci�c situ-
ation represents the spread of cascading e�ects of com-
mon-cause failures, i.e. when two or more infrastructure 
networks are disrupted simultaneously (Kotzanikolaou 
et al. 2013).

Figure 1. Representation of how e�ects spread in a critical 
infrastructure system (Rehak et al. 2018)
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CIA is an important tool in examining critical infra-
structure. Without predictive modelling tools, the poten-
tial impacts of disruption to or failure of critical infra-
structure elements cannot be identi�ed promptly. �e 
starting point of cascade impact assessment is a detailed 
analysis of the system in which links between elements are 
assumed (Zimmerman, Restrepo 2009). Analysing these 
links and determining their intensity is then necessary.

Methods that assess cascading impacts in a critical 
infrastructure system primarily focus on the electricity 
sector, which was designated in the Presidential Policy 
Directive PPD-21 as a uniquely critical sector (�e White 
House 2013). However, from the perspective of evaluation, 
these methods are applicable even to other technically ori-
ented critical infrastructure sectors.

�e �rst major study of the assessment of cascade ef-
fects in the context of power failure was conducted by 
Bie and Wang (2002). According to the authors, cascad-
ing failures in the power generation industry are usually 
caused by common mode failures such as connection fail-
ure, cabinet failure, etc. In their work, they published a 
�ve-part algorithm comprising failure analysis, network 
topology, network connectivity assessment, system status 
evaluation and index statistics.

Another area of importance is examining the probabil-
ity of a cascading failure developing from an unforeseeable 
event with regard to network load (Liao et al. 2004). �is 
approach is based on the phase transitions of the prob-
ability of cascading failures, veri�ed experimentally us-
ing lower and higher resolution networks. Both types of 
network demonstrate phase transitions. �e results of the 
experiment con�rmed a variant where the cascade failure 
risk assessment is based on a search near the current op-
erating point for the phase transition of the probability of 
cascading impacts.

�e method to study cascading e�ects (Hassel et  al. 
2014) deals with the nature and processes of cascading 
impacts. �e authors point out that understanding the 
processes of cascading impacts can help address and 
mitigate their e�ects. At the same time, they present a 
methodology designed to characterize and analyse these 
impacts. In the description, they draw on input data from 
the analyses of emergencies that have already happened in 
the past. �ey also examine the conditions that contrib-
ute to the deterioration of the extent of cascading impacts 
and to the conditions that reduce the e�ects of cascading 
impacts. �e presented method is based on a conceptual 
model of cascading impacts, which comprises three basic 
steps. �e �rst is identifying a disrupted (dependent) sys-
tem, speci�cally whether this system is directly a�ected by 
the initiation event or is indirectly in�uenced through a 
link to the in�uencing system. �e second step is describ-
ing the impacts on all other disrupted systems in order to 
understand how and to what extent a dependent system 
is in�uenced by an in�uencing system. �e last step ex-
amines the impact system targeting all dependent systems 
a�ected by the initiation event.

In the following years, a comprehensive methodol-
ogy based on reliability methods was introduced to au-
tomatically generate scenarios during critical infrastruc-
ture failures with subsequent cascading impacts (Gonzva 
et  al. 2016). In their study, the authors presented exist-
ing methods for assessing interdependencies in the criti-
cal infrastructure system with a focus on assessing their 
reliability. In the case study, they assessed the cascading 
impacts between electricity and rail transport. �is as-
sessment was based on the use of the fault tree analysis  
(IEC 61025:2006) and failure mode and e�ects analysis 
(IEC 60812:2006) methods.

An appropriate method of assessing cascading impacts 
is an approach based on evaluating technical systems 
(Renger et al. 2017). System evaluation theory applies both 
systemic thinking and system theory. Using three steps, an 
evaluator can (1) de�ne the system, (2) evaluate system ef-
�ciency, (3) evaluate system e�ectiveness. �e authors also 
state that the e�ectiveness of a system depends on prompt, 
su�ciently frequent, speci�c, relevant and reliable shar-
ing of information at and between sub-systems through 
feedback mechanisms, i.e., feedback in the context of the 
sub-system or between individual sub-systems.

Another possible view of the issue in question is of-
fered in the research by Chen and Milanović (2017). 
�e authors presented selected methods for modelling 
and simulations designed to analyse infrastructure inter-
dependencies on models based on a factor or so-called 
agent. �ese are most o�en used because of the detailed 
depiction of system behaviour. In this model, the under-
lying element or agent is designed to provide a particular 
service and follows a series of “what if ” rules and prede-
�ned attributes, making it possible to learn and respond 
accordingly.

Zuccaro et al. (2018) described the possibility of ex-
traordinary events occurring to assessed elements in 
which multiple events may act simultaneously on one 
element. �is phenomenon can signi�cantly a�ect the 
spread of impacts by cascading e�ects. It also has to be 
carefully assessed in terms of emergency planning and 
management. �e article discusses, from a theoretical 
point of view, the needs of modelling and the main issues 
for consideration when simulation tools are developed 
that aim to incorporate the analyses of cascading impacts 
and e�ectively support stakeholders in their preparations 
to solve and mitigate their consequences through plan-
ning at local, national and international levels. �e aim of 
this model is to describe scenarios of spreading cascading 
impacts at di�erent levels according to the availability of 
data for di�erent categories of elements and models for 
di�erent sources of risk.

�e �nal current tool is the CIA method, which was 
developed to quantify the spread of cascading impacts in 
critical infrastructure system (Rehak et al. 2018). �e basis 
of the evaluation process is formulating a static stochastic 
model of critical infrastructure elements and the depend-
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encies between them. �is model is based on predicting 
the percentage of probability and the impact intensity. 
�is method assesses all elements found in a selected 
area and evaluates their resilience (NIAC 2009) and links 
(Rinaldi et al. 2001). A structural map of the risk of the 
spread of cascading impacts can then be created. Evalu-
ation of the risk of spreading cascading impacts is based 
on three limiting factors: (1) the intensity of the initiation 
threat (i.e., the drop in the level of service delivery from 
the previous sector), (2) the level of resilience of the de-
pendent branches, (3) the intensity of the link between the 
evaluated branches.

3. Method for ICERI

Prudent identi�cation of critical elements allows their 
resilience to be accordingly evaluated (e.g., Rehak et  al. 
2019a; Nan, Sansavini 2017; Bertocchi et al. 2016). Weak-
nesses can be identi�ed and retroactively strengthened 
(e.g., Public Safety Canada 2018; Labaka et  al. 2015). 
However, no suitable method for comprehensively iden-
tifying elements of all linear, point and areal topological 
structures is currently available (Slivkova et al. 2018). For 
this reason, the authors of the article propose the ICERI 
method, which was created speci�cally to identify critical 
elements of road infrastructure.

�is method analyses the spread of impacts of poten-
tially disrupted road infrastructure elements into depend-
ent and in�uenced elements in the critical infrastructure 
system – both inside and outside the road transport 
sub-sector (e.g., impacts on electricity supply, healthcare 
facilities, integrated rescue systems, services and indus-
try). �is analysis is based on progressively evaluating the 
permeability of impacts between those elements whose 
dependence or in�uence has been identi�ed (Rehak, No-
votny 2016). �e risk of spread of cascading impacts is 
then evaluated for these elements through the intensity 
of their links and the level of resilience in individual ele-
ments. �is evaluation is performed from a macroscopic 
point of view, i.e., whole components of the system are 
examined, regardless of their detailed structure.

3.1. Framework of the ICERI method

ICERI using CIA is a relatively demanding process that 
requires a clearly de�ned framework. �is framework 
consists of four basic areas: (1) elements of road infra-
structure, (2) threats to road infrastructure elements, (3) 
dependent and in�uenced critical infrastructure elements, 
(4) methodology (Figure 2).

�e basic areas of identifying critical elements are in 
the road infrastructure elements themselves. �ese can be 
classi�ed into three basic groups according to their topo-
logical structure (Slivkova et al. 2018): (1) linear elements 
(e.g., motorways and roads), (2) point elements (e.g., 
bridges and tunnels), (3) area elements (e.g., bus stations). 
�e criticality of these elements can be assessed not only 
in the road transport sub-sector but also in other relevant 
critical infrastructure sub-sectors (e.g., rail transport, the 
integrated rescue system, electricity supply).

An assessment of cascading impacts can only be con-
ducted in relation to speci�c threats that may cause dis-
ruption to or the failure of road infrastructure elements 
(Patrman et  al. 2019). To this end, eight basic threat 
groups were de�ned (Table 1) based on the peril event 
typology (IRDR 2014), which is used in large-scale event 
databases. From these events, only those threats in which 
the focus was primarily on infrastructure were selected.

As with classifying threats that a�ect road infrastruc-
ture elements, critical infrastructure elements dependent 
on or a�ected by road infrastructure elements also have 
to be classi�ed. �e �rst group comprises dependent ele-
ments that cannot function without road infrastructure 
elements. �ese elements occur not only in the transport 
sector (e.g., motorway dependency on a motorway bridge 
or tunnel) but also in other critical infrastructure sectors 
(e.g., the integrated rescue system’s dependence on road 
infrastructure). �e second group comprises elements 
whose function may be a�ected by the disruption to or 
failure of road transport elements. Again, these elements 
not only occur in the transport sector (e.g., the e�ect of 
motorway failure on the surrounding roads) but also in 
other sectors of critical infrastructure (e.g., the impact of 
road failures on healthcare services or electricity supply).

Figure 2. Framework of ICERI method
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�e most important part of the framework of the 
ICERI method is the methodology forming the start-
ing point for proposing the procedure of applying of 
this method. �e methodology includes three important 
method groups, which are:

 – methods suitable for identifying dependent and 
influenced elements, such as event tree analysis  
(IEC 62502:2010) or fault tree analysis (IEC 61025:2006),

 – Critical Infrastructure Elements Resilience Assessment 
(CIERA) methods, such as the complex approach to 
assessing critical infrastructure elements (Rehak et al. 
2019a) or the guidelines for critical infrastructure resil-
ience evaluation (Bertocchi et al. 2016),

 – methods of identifying and assessing the intensity of 
links (e.g., Seppänen et  al. 2018; Gonzva et  al. 2016; 
Min et al. 2007).

3.2. Procedure of the ICERI method

�e above framework allows a procedure for ICERI to be 
de�ned. �e structure of this procedure is based not only 
on general methods (e.g., IEC 31010:2019) but also on 
speci�c methods that assess critical elements in similar 
�elds (e.g., Slivkova et al. 2018; Leitner et al. 2017; Pant 
et al. 2016). A procedure for applying the ICERI method 
was developed from these background materials and com-
prises eight consecutive steps (Figure 3).

�e starting point in ICERI is delimiting the territory 
under evaluation (Step 1). Selecting the territory is not 
limited by anything, however, selecting smaller territorial 
units is recommended because of time constraints. If a 
larger territorial unit is evaluated, dividing it into several 
smaller parts is recommended. In this case, the occurrence 
of links between the elements of the individual parts must 
also be checked under the evaluation procedure.

�is is followed by selecting the road infrastructure 
initiators (Step 2) located in the given territory. �ese 
are assessed against the speci�c, predicted threat (see the  
ICERI framework). Initiating elements are road infra-
structure elements that are subsequently assessed for the 
risk of spreading cascading e�ects when the element is 
disrupted or fails. �e elements with the highest level of 
risk are then designated as critical elements. �ese ele-
ments can be selected either according to documentation 
from the relevant authorities (e.g., Ministry of Transport 
of the Czech Republic) or through appropriate meth-
ods (e.g., Leitner et  al. 2018; Dvořák et  al. 2017), such 
as the Strengths, Weaknesses, Opportunities and �reats 
(SWOT) analysis method (Weihrich 1982). �is method is 
recommended and may be used to identify weaknesses in 

elements and any external threats. Mainly, the highest pri-
ority elements of the “avoid” strategy should be evaluated.

�e next step in applying the ICERI method is se-
lecting elements that depend on initiating elements and 
any elements that may be a�ected by their disruption or 
failure (Step 3). Selecting elements is conducted in two 
stages. In the �rst stage, the sectors of interest and sub-
sectors of critical infrastructure (e.g., electricity, medical 
facilities or integrated rescue system) are selected at the 
discretion of the evaluator. In the second stage, dependent 
or in�uenced critical infrastructure elements in these sec-
tors and sub-sectors are selected. Selecting these elements 
is based on identifying links between these elements and 
the initiating elements, with an emphasis on dependence 
and in�uence (Rehak, Novotny 2016). Methods suitable 
for identifying and evaluating link intensities may be used 
for this purpose (e.g., Seppänen et al. 2018; Gonzva et al. 
2016; Min et al. 2007).

A�er selecting the initiating, dependent and in�uenced 
elements, a structural map of cascading impacts can be 
created (Step 4). For this purpose, the event tree analysis 
(IEC 62502:2010) method is suitable. �is method is used 
to analyse events that may lead to a potential accident. In 
the evaluation, the evaluator hypothesizes “what if ”, and 
in this manner searches for events that could potentially 
arise a�er an initiation event. From this evaluation stage, 
a structural map of the distribution of cascading e�ects 
between elements can be compiled and then quanti�ed 
(Figure 4).

Table 1. Classi�cation of threats for assessing cascading e�ects in critical infrastructure system

Naturogenic threats Technogenic threats Anthropogenic threats

Internal threats – procedural-technological personnel

External threats
meteorological

cascading
cybernetic

geological physical

Figure 3. Procedure for applying the ICERI method

Delimiting the assessed territory

Selecting initiating elements of road infrastructure

Selecting dependent and influenced elements of critical infrastructure

Creating a structural map of cascading impacts

Determining the link intensity between the evaluated elements

Determining the level of resilience of evaluated elements

Determining the risk level of cascading impacts

Identifying Critical Elements of Road Infrastructure (ICERI)

1

2

3

4

5

6

7

8
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For those elements between which a link has been 
identi�ed, the intensity of this link is subsequently deter-
mined (Step 5). �e intensity of the link is not only deter-
mined between the initiating element and its dependent 
elements in the road transport sector but also between 
dependent elements. �e link intensity is measured ac-
cording to the following criteria: (1) type of link, (2) state 
of link, (3) level of link, (4) substitution of link, (5) tem-
poral character of the link, (6) structure of the link. �e 
point score values of each criteria (i.e., 1 – criterion with 
a low-level link, 2 – criterion with a mid-level link, 3 – 
criterion with a high-level link) were established using the 
pair comparison method (David 1988) and are presented 
in Table 2.

�e criteria determining link intensity di�er in their 
signi�cance during evaluation. For this reason, normal-
ized weights were de�ned for these criteria (Table 3). �e 

normalized weights were de�ned using the pair compari-
son method (David 1988).

�e �nal calculation of link intensity between elements 
is calculated from a weighted average according to Equa-
tion (1):

max1

100
n

i i
ii

IL C w
C

=

= ⋅ ⋅∑ ,  (1)

where: IL – intensity of the link between the evaluated ele-
ments [%]; Ci – point value of the i-th criteria; n – number 
of criteria; wi – normalized weight of the i-th criteria [%]; 

max
iC  – maximum point value of the i-th criteria.

�e next step in the procedure of ICERI is determin-
ing the level of resilience of the elements under assess-
ment (Step 6). �e CIERA method (Rehak et al. 2019a) 
is recommended for this, as it permits the technical and 
organizational resilience of elements to be comprehen-
sively assessed and their weaknesses identi�ed in order 
to strengthen their resilience. �e variables for resilience 
evaluation can be categorized into three groups accord-
ing to the resilience determining components: robustness, 
recoverability and adaptability (NIAC 2009). An overview 
of these variables is presented in Table 4.

�e point values of individual criteria and the process 
of assigning them are described in detail in the CIERA 
method (Rehak et al. 2019a). �e �nal calculation of re-
silience level of the elements is calculated according to 
Equation (2):

1 1 1

1 1
n n m

j k k

j j k

RE K V w
n n

= = =

= ⋅ = ⋅ ⋅∑ ∑∑ ,  (2)

where: RE – critical infrastructure element resilience [%]; 
Kj  – j-th critical infrastructure element resilience com-
ponent [%]; n  – total number of resilience determining 
components; Vk – the k-th critical infrastructure element 
resilience variable [%]; wk – k-th normalized weight of the 
k-th variable resilience of the critical infrastructure ele-
ment 0;1 

  ; m  – total number of variables in the j-th 
component.

From the link intensity assessment and element resil-
ience levels, the risk level of the spread of cascading im-
pacts can then be determined (Step 7). �is risk is always 
assessed separately in each pair of elements. �e assess-
ment’s starting point is the general relationship where the 

Figure 4. General depiction of a structural map of the spread of cascading impacts

Dependent element of the 
integrated rescue system

Influenced element of 
the electricity supply

Initiator element 1 
of the road infrastructure

Dependent element 1 
of the road infrastructure

Influenced element 
of the road infrastructure

Presumptive threat
Dependent element 2 
of the road infrastructure

Influenced element 
of the chemical industry

Initiator element 2 
of the road infrastructure

Table 2. Point values of the criteria determining link intensity

Criteria determining link intensity Ci Point value

Type of link  
(Rinaldi et al. 2001)

physical link 3

geospatial link 2

cybernetic link 2

logical link 1

State of link  
(Rehak and Novotny 
2016)

mutual dependence 3

dependence 2

in�uence 1

Level of link  
(Rehak et al. 2016)

system link 3

sector link 2

sub-sector link 1

Substitution of link

no substitute link exists 3

only one substitute link 
exists

2

two or more substitute 
links exist 

1

Temporal 
characteristic link

uninterrupted 3

periodic 2

stand-by 1

Structure of link

direct 3

indirect across one node 2

indirect across two or 
more nodes

1
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risk is expressed by a combination of the probability of 
occurrence of an undesirable event and its impact level  
(IEC 31010:2019). �e probability of occurrence of cas-
cading impacts, in this case, is determined by the link in-
tensity IL. �e cascading impact level is determined by the 
resilience of the evaluated elements RE. Higher resilience 
means adverse impacts are minimized because the vulner-
ability of these elements, which facilitates the spread of 
cascading impacts, is also minimized.

From the above, Equation (3) was derived to calculate 
the risk of a cascading impact spreading during disruption 
to or failure of road infrastructure elements:

3
IE DER V V IL= ⋅ ⋅ = ( ) ( )3 1 1IE DERE RE IL− ⋅ − ⋅ ,        (3)

where: R – level of risk of a spreading cascading impact [%]; 
VIE – vulnerability of the in�uencing element [%]; VDE – 
vulnerability of the dependent element [%]; REIE – level of 
resilience of the in�uencing element [%]; REDE – level of 
resilience of the dependent element [%]; IL – link inten-
sity between the in�uencing and dependent element [%].

�e �nal step in the applying the ICERI method is 
identifying the critical elements of road infrastructure 
(Step 8). �is is done using the results from the risk level 
assessment of cascading e�ects spreading between ele-
ments. �ese values are included in the structural map 
and then compared with reference values in order to cat-
egorize the level of spread of cascading impacts (Table 5).

�e categorization of cascading e�ect levels and refer-
ence values is philosophically based on the failure mode, 

e�ects and criticality analysis (IEC 60812:2006). �is 
method uses multiple variables to determine risk level 
and is based on variations in extreme values when evalu-
ating states. Individual levels of criticality that factor in 
extreme value variation in the four-stage evaluation scale 
were determined in a manner similar to the method for 
assessing the criticality of railway infrastructure elements 
(Slivková 2018):

 – 1, 1, 1, 4 => ⌀ 1.75 => 43.7%;
 – 1, 1 , 4, 4 => ⌀ 2.50 => 62.5%;
 – 1, 4, 4, 4 => ⌀ 3.25 => 81.3%; 
 – 4, 4, 4, 4 => ⌀ 4.00 => 100%.

�e �nal identi�cation of critical elements of road in-
frastructure is achieved using the reference values for cate-
gorizing the level of spread of cascading impacts (Table 5).  
Elements demonstrating a critical risk level (i.e., Catego-
ry I) between each other are subsequently designated as 
critical. Weaknesses should be identi�ed in these elements 
and adequate safety measures then introduced in order to 
reduce link intensity and increase resilience (e.g., Štoller 
et al. 2018; Klein, Hutter 2017; Labaka et al. 2015; Hro-
mada, Lukas 2012). Attention should also be given to ele-
ments demonstrating a high level of risk (i.e., Category II)  
between each other. In all other elements, signi�cant pro-
liferation of cascading impacts is not foreseen.

Table 4. Variables determining the resilience of critical 
infrastructure elements (Rehak et al. 2019a)

Resilience components 
of critical infrastructure 

elements Ki

Variables for assessing 
resilience Vj

Robustness

crisis preparedness

redundancy

detection ability

responsiveness

physical resilience

Recoverability

material resources

�nancial resources

human resources

recovery process

Adaptability

risk management

innovation processes

educational and development 
processes

Table 3. Normalized weights of criteria determining link intensity

Criteria
Type  

of link
State  

of link
Level  

of link
Substitution  

of link
Temporal character 

of link
Structure  

of link S

Weight coe�cients 29% 24% 19% 14% 10% 4% 100%

Table 5. Reference values for categorizing the level of spread of 
cascading impacts

Interval
Risk level of 

spreading
Description

 (81;100 Category I

Critical risk level of the spread  
of cascading impacts. 
�e result of such cascading 
impacts may be the failure  
of a dependent element

(62; 81 Category II

High-risk level of the spread  
of cascading impacts. 
�e result of such cascading 
impacts may be signi�cant 
disruption to the functioning  
of a dependent element

(43; 62 Category III

Acceptable risk level of the spread 
of cascading impacts. 
�e result of such cascading 
impacts may be partial disruption 
to or limited functioning  
of a dependent element

0; 43 Category IV

Low risk level of the spread  
of cascading impacts. 
�is type of cascading impact 
will not result in disruption to or 
limited functioning  
of a dependent element
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4. Case studies in applying the ICERI method

�e practical application of the ICERI method is present-
ed as a case study to demonstrate the sequential evalua-
tion of selected elements in eight consecutive steps (see 
below). �e results obtained were subsequently discussed 
with stakeholders (i.e., Ministry of Transport of the Czech 
Republic, Czech Road and Motorway Directorate, Czech 
Railway and Tra�c Route Administration, Regional Au-
thority of the Moravian–Silesian Region, Emergency Med-
ical Service of the Moravian–Silesian Region). �e authen-
ticity and predictive value of the results were con�rmed.

Step 1: Delimiting the assessed territory. �e starting 
point in ICERI is delimiting the territory under assess-
ment. In order to test the ICERI method, the south-west-
ern part of the city of Ostrava was selected. A signi�cant 
number of important elements of transport infrastructure 
are found in this city. Ostrava is located in the northeast-
ern part of the Czech Republic and is an important road 
and rail transport hub to Slovakia and Poland.

Step 2: Selecting initiating elements of road infra-

structure. �e next step involved selecting the road in-
frastructure initiators located in the given territory. �ese 
were assessed against the speci�c, predicted threat (see 
ICERI framework). Because of the case study’s scale, only 
one road infrastructure element was selected, namely the 
interchange of the D1 Motorway and Expressway 11 (Fig-
ure  5). �is initiator element was selected using the as-
sessment of critical infrastructure elements in transport 
method (Dvořák et  al. 2017). �e potential risk of this 
element collapsing due to the use of inappropriate back-
ground materials (RSD 2012) was considered. For this rea-
son, the initiator was evaluated in terms of the risk created 
by poor technical condition.

Step 3: Selecting dependent and in�uenced elements 

of critical infrastructure. �e next step in applying the 
ICERI method was selecting elements that may be ad-

versely a�ected by disruption to or failure of the initiator 
element. Selecting these elements was conducted in two 
stages. In the �rst stage, the relevant critical infrastructure 
sub-sectors were selected, speci�cally road transport, rail 
transport and the integrated rescue system. In the second 
stage, the dependent and in�uenced elements of critical 
infrastructure in these sub-sectors were selected. �ese 
elements were identi�ed from the links between these el-
ements and the initiating element, with an emphasis on 
dependence and in�uence (Rehak, Novotny 2016). From 
this, a total of four elements were selected, which are 
shown in Figure 5.

Two dependent elements and two in�uenced elements 
were identi�ed from the above map background. Express-
way 11 and the integrated rescue system (speci�cally the 
emergency medical services) are elements dependent on 
the �yover intersection. �e expressway facilitates trans-
portation of patients from the Ostrava–Jih and Zábřeh dis-
tricts to the hospital in Poruba (see top le�). If the func-
tioning of the �yover intersection fails (in the context of 
the selected threat, this would be the structure collapsing), 
tra�c on the D1 Motorway and the high-speed railway 
corridor would be a�ected.

Step 4: Creating a structural map of cascading im-

pacts. Based on the selected initiator and dependent and 
in�uenced elements, a structural map of the cascading im-
pacts was created (Figure 6). For this purpose, the event 
tree analysis method (IEC 62502:2010) was used in order 
to analyse events that may lead to a potential accident.

Step 5: Determining the link intensity between the 

evaluated elements. �e intensity of the links between 
elements sharing a link was then measured. Intensity was 
evaluated according to the determining criteria (Table 2) 
and then calculated according to Equation (1). �e result-
ing values of link intensity between individual correlated 
elements are presented in Table 6.

Figure 5. �e selected elements plotted on a map background

initiator element

dependent element of road infrastructure

influenced element of road infrastructure

influenced element of railway infrastructure

dependent element of integrated rescue system
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Step 6: Determining the level of resilience of evalu-

ated elements. �e next step in the process of ICERI was 
determining the level of resilience of the elements under 
assessment. For this purpose, the CIERA method (Rehak 
et al. 2019a) was used. �is method permits the technical 
and organizational resilience of the elements to be com-
prehensively assessed and their weaknesses identi�ed in 
order to strengthen their resilience. �e level of resilience 
was assessed according to the determining criteria (Ta-
ble 4) and then calculated according to Equation (2). �e 
resulting resilience values of the  individual elements are 
presented in Table 7.

Step 7: Determining the risk level of cascading impacts. 
From the link intensity assessment and element resilience 
levels, the risk level of the spread of cascading impacts 
can then be determined. �is risk is always assessed sepa-
rately in each pair of elements according to Equation (3).  
�e resulting values are presented in Table 8.

Step 8: ICERI. �e �nal step in the applying the ICERI  
method is identifying the critical elements of road in-

frastructure. �is is done using the results from the risk 
level assessment of cascading e�ects spreading between 
elements (Table 8). �ese values were then compared with 
reference values in order to categorize the level of spread 
of cascading impacts (Table 5).

�e results of the evaluation showed that the greatest 
risk of cascading impacts spreading was between the �yo-
ver intersection and Expressway 11. �e risk value reached 
63%, meaning the cascading impacts had a high level of 
risk of spreading (i.e., Category II). Its reason was the de-
pendence of Expressway 11 on the �yover intersection and 
the  low level of resilience in both elements. By contrast, 
the lowest risk of the cascading impacts spreading was be-
tween Expressway 11 and the Integrated Rescue System, 
where the risk value was 41% (i.e., Category IV). Its reason 
was the low dependence of the Integrated Rescue System 
on the expressway (this section of road section has sev-
eral detour options) and a high resilience in the Integrated 
Rescue System.

Figure 6. Structural map of the spread of cascading impacts  
in the event of a �yover intersection collapse

Poor technical condition – 
collapse of structure

Initiator element
“flyover intersection” Influenced element 

“D1 Motorway”

Dependent element
“Expressway 11” Dependent element

“integrated rescue 
system”

Influenced element
“high-speed railway corridor”

Table 7. Calculated level of resilience of evaluated elements

Evaluated elements Robustness [%] Recoverability [%] Adaptability [%] Resilience [%]

Flyover intersection 42 56 46 48

Expressway 11 45 47 46 46

D1 Motorway 51 54 70 58

High-speed railway corridor 60 53 70 61

Integrated Rescue System 80 79 90 83

Table 8. Calculated risk level of the spread of cascading impacts

No Evaluated Elements Resilience level [%] Link intensity [%] Risk level of the spread of cascading impacts [%]

1
Flyover intersection 48

87 63
Expressway 11 46

2
Flyover intersection 48

63 52
D1 Motorway 58

3
Flyover intersection 48

60 50
High-speed railway corridor 61

4
Expressway 11 46

73 41
Integrated rescue system 83

Table 6. Calculated link intensity between  
the evaluated elements

Link level Evaluated Links Link intensity [%]

Primary 
links

dependence of Expressway 11 
on the �yover intersection 

87

in�uence of the �yover 
intersection on the  
D1 Motorway 

63

In�uence of the �yover 
intersections on the high-
speed railway corridor 

60

Secondary 
links

e�ect of Expressway 11 on 
the integrated rescue system 

73
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From the above, it can be concluded that the �yover 
intersection is an important element of road infrastruc-
ture but not considered critical. If the functioning of the 
�yover failed, the functioning of two road infrastructure 
elements (i.e., Expressway 11, D1 Motorway) and one rail 
infrastructure element (i.e., high-speed railway corridor) 
would also fail.

5. Discussion

In the previous section, the ICERI method was intro-
duced. �is method permits critical elements of road 
infrastructure to be identi�ed through CIA. An example 
of practical application of the proposed method was pre-
sented as a case study. A case study applying the ICERI 
method was demonstrated on the real scenario of the City 
of Ostrava. �e results of the assessment showed that the 
greatest risk of cascading impacts spreading was from the 
�yover intersection and Expressway 11. �is risk value 
reached 63%. A situation in the spring of 2019 con�rms 
this assessment: functioning of this �yover intersection 
was temporarily restricted due to repairs. As a result, traf-
�c on Expressway 11 (i.e. the dependent element) was re-
duced to only a third of its usual intensity, while tra�c on 
the detour routes doubled, resulting in tra�c congestion 
at peak times.

�is section of the article discusses the bene�ts and 
added value of the proposed ICERI method compared to 
existing tools and methods. For this purpose, eight tools 
and methods were selected, all of which focus on assess-
ing criticality in road transport and whose approaches are 
nearest in character to the proposed ICERI method:

 – network robustness index (Scott et al. 2006);
 – method for diagnosis of critical locations in transport 
infrastructure systems (Taylor, D’Este 2007);

 – determining critical links in a road network: vulnera-
bility and congestion indicators (Oliveira et al. 2014);

 – method of searching for critical links in tra�c net-
work based on link redundancy (Yu et al. 2014);

 – practical method for the calculation of link impor-
tance (Rupi et al. 2015);

 – partial network scan algorithm (Yang et al. 2016);
 – methodology for identi�cation of critical infrastruc-
ture objects in transport (Dvořák et al. 2017);

 – identi�cation model of urban critical links with mac-
roscopic fundamental diagram theory (Dong et  al. 
2017).

�e tools and methods listed above were compared us-
ing a set of criteria re�ecting the de�ned evaluation condi-
tions, i.e. ICERI. For this purpose, the following criteria 
were established for comparison: (1) evaluation procedure 
methodology, (2) topological area of evaluation, (3) ty-
pological area of evaluation, (4) criterial area of evalua-
tion, (5) integrated areas of evaluation, (6) consideration 
of impact intensity, (7) required so�ware support. �e 
comparative analysis of the selected tools and methods 
according to these criteria examined the clarity, time con-
straints, feasibility and practical applicability of these tools 

and methods. �e results of the comparative analysis are 
presented in Table 9.

From the results of the comparative analysis, the cur-
rent methods clearly only make it possible to mainly as-
sess the criticality of linear elements. Furthermore, these 
assessments do not consider the systemic links of these 
elements to dependent or in�uenced elements in other 
sectors or sub-sectors. For this reason, they are not use-
ful for comprehensive assessments of critical elements. 
�e results of their application cannot be used by crisis 
managers to plan potential detour routes. Another unde-
sirable aspect of these methods is their time-consuming 
and complicated implementation, which does not facilitate 
workable resolutions to unexpected crisis situations. �e 
proposed ICERI method therefore successfully �lls the re-
search gap in the methodology for assessing the criticality 
of road infrastructure elements. �e method is compre-
hensible, easy to implement, time-saving and systemati-
cally evaluates the infrastructure elements of all topologi-
cal structures.

In the context of the above, this article is primarily 
aimed at the owners and operators of road infrastructure 
elements, namely crisis managers. �e assessment results 
can be used to identify critical elements and also to adopt 
e�ective security measures aimed at enhancing the resil-
ience of these elements. �ese results can also be used as 
input data for modelling, simulation and information sys-
tems in crisis management (Ristvej et al. 2013) in order 
to enhance the resilience of dependent elements, for ex-
ample, when planning detour routes (Rehak et al. 2019b).

Conclusions

�e article introduced the newly created ICERI method. 
�is method permits the critical elements of road infra-
structure to be identi�ed by evaluating cascading impacts 
and analysing the spread of these impacts in the event of 
disruption to or failure of these elements. �e method is 
based on assessing the level of resilience and link inten-
sity between correlative elements. �e advantages of this 
method are comprehensibility, feasibility, low demands 
on time, and importantly, systematically being able to 
evaluate the infrastructure elements of all topological 
structures. Impacts can therefore be monitored not only 
in the road transport sub-sector but across the entire criti-
cal infrastructure system. It is also worth noting that the  
ICERI method can also be used to assess critical elements 
in railway infrastructure.

Objective identi�cation of critical elements in road in-
frastructure permits weak areas to be identi�ed early and 
safety measures aimed at strengthening the resilience of 
these elements to be e�ectively adopted. Cyclic application 
of the ICERI method not only o�ers continuous assess-
ment of critical elements but also feedback on already im-
plemented safety measures and new risks. For this reason, 
the method is designed primarily for road infrastructure 
owners and operators (e.g., Czech Road and Motorway 
Directorate). Secondary user groups could comprise other 
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stakeholders, such as road transport coordinators (e.g., 
Ministry of Transport of the Czech Republic), owners or 
operators of the  infrastructures concerned (e.g., Czech 
Railway and Tra�c Route Administration) or local au-
thorities (e.g., regional or municipal authorities).
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