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ABSTRACT

Older adults are increasingly vulnerable to cybersecurity attacks
and scams. Yet we know relatively little about their understanding
of cybersecurity, their information-seeking behaviours, and their
trusted sources of information and advice in this domain. We con-
ducted 22 semi-structured interviews with community-dwelling
older adults in order to explore their cybersecurity information
seeking behaviours. Following a thematic analysis of these inter-
views, we developed a cybersecurity information access framework
that highlights shortcomings in older adults’ choice of information
resources. Speci�cally, we �nd that older users prioritise social
resources based on availability, rather than cybersecurity expertise,
and that they avoid using the Internet for cybersecurity information
searches despite using it for other domains. Finally, we discuss the
design of cybersecurity information dissemination strategies for
older users, incorporating favoured sources such as TV adverts and
radio programming.

CCS CONCEPTS

• Security and privacy → Social aspects of security and pri-

vacy.
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1 INTRODUCTION

Citizens are increasingly exposed to personal cybersecurity threats,
yet many people struggle to protect themselves online and usually
require external support. This support is typically drawn from
online sources, professionals, work colleagues, and/or friends and
family [12, 37, 43, 44]. In addition to obtaining support from the
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aforementioned sources, news reports can play an important role
in raising user awareness of cybersecurity threats and appropriate
mitigating action [12].

Sources of cybersecurity information are thus diverse, but a
digital divide also operates that can a�ect access to good quality
information and advice for certain individuals. Recent work has
started to explore these populations. For example, those with lower
standards of education will turn to less authoritative sources, typi-
cally asking friends and family for guidance rather than seeking
expert advice [44]. Older adults also comprise an interesting group,
as they are actively targeted for speci�c cyberattacks such as pen-
sion scams [1, 30] and romance scams [25] in addition to threats
also facing the general population [1, 8]. They also lose more money
from compromises when compared to their younger counterparts
[25]. Older adults are unwilling to report cyber incidents which
means that they may be even more vulnerable than o�cial �gures
show [26].

Prior work has brie�y suggested that older adults may exhibit
di�erent habits from younger adults when it comes to cybersecurity
information seeking and awareness [12, 44]. Yet research on the
trusted sources of cybersecurity information and advice in the older
population is sparse. This is despite the fact that older adults have
been found to exhibit high fear of crime [21, 24] – which is likely
to translate to online environments [47].

In this paper, we explore cybersecurity information seeking be-
haviours in older adults. Our aim is to understand what lifestyle
and digital literacy factors a�ect an older adult’s ability to obtain
and assess good quality information and advice. We explore this
through semi-structured interviews with 22 community-dwelling
older adults who regularly use the internet for communication and
information.

The contributions of this paper are threefold:

(1) Firstly, we believe this is the �rst paper to address in depth
older users’ cybersecurity information-seeking behaviours
and their decisions about which sources to trust;

(2) Secondly, we introduce a cybersecurity information access
framework focusing on older users, describing the cyberlit-
eracy and information resource factors that in�uence their
capacity to �nd relevant advice and information;

(3) Finally, we show how poor cyberliteracy can a�ect trust in
digital sources, making older adults uncomfortable using the
Internet to search for cybersecurity information, even if they
use it freely to search for material in other contexts.
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2 BACKGROUND

2.1 Cybersecurity vulnerabilities of older
adults

Older adults show a number of distinct cybersecurity vulnerabilities.
They are more vulnerable to spam and take fewer defensive actions
than younger adults [20], they have a more limited knowledge of
computer-based privacy and security threats [20], and they are
often more willing to trust those they encounter through digital
transactions [19]. If we add to this the fact that some have signi�cant
retirement savings, then it is not surprising to discover that older
adults are disproportionately targeted for internet crime and fraud
[30]. Older adults are also more likely to be more socially isolated
[3] and some experience problems with digital literacy. This is
important as those with relatively weak social ties and/or poor
digital literacy are less able to share in the peer learning that occurs
within social networks, are more likely to be more trusting and
vulnerable to fraud (e.g. [3]), and less able to assess the quality of
advice they receive [53].

2.2 Older Adults and the Cybersecurity Threat

There are two ways to think about the response citizens make to the
threats they experience in their everyday lives. The �rst is to con-
sider the knowledge and interpretation of that threat: how severe it
is, how vulnerable or susceptible they are to that particular threat.
The second is to consider the extent to which they can mitigate that
threat, by taking e�ective evasive or protective action. These two
dimensions are used to explain a wide range of health and other
behaviours and form the basis of a number of behaviour change
models, one of the most salient being Protection-Motivation Theory
(PMT – [48]). PMT is a well-established model that describes the
likelihood that people will be able to make an e�ective behavioural
response to a threat. It has been used to account for the uptake
of protective behaviours in a wide variety of contexts, including
decision to be vaccinated, adoption of a healthier lifestyle and, more
recently, cybersecurity [23].

The �rst element of PMT is the awareness and understanding of
threat. In this regard, older adults form an interesting group. It is
well known that older adults di�er from their younger counterparts
in being risk averse, in part because they are more worried about
the underlying threats (e.g. [46]). In the cybersecurity context, the
lack of expertise in older adults is associated with a higher percep-
tion of security threat [18] and the likely response to this elevated
threat perception is that older adults sometimes avoid using digital
technologies (e.g. [7]).

The literature on older adults’ understanding of cyber threats
is slight, but there is a parallel literature that shows that older
adults exhibit a particularly high fear of crime [21]. Fear of crime
is interesting, as it is likely to translate to an online environment,
especially in relation to cyber identity threats [47]. Again, we see
that a high perceived susceptibility to cyber threat is likely to lead to
a defensive response in terms of disengagement with cybersecurity
measures [9] and/or lower interactions with online services. We
should note, however, a recent study reporting that whilst older
adults are aware of cybersecurity attack vectors such as phishing,
they somewhat paradoxically report low awareness of their own

susceptibility to threats [39] which means that they often fail to
understand the ways that their own behaviours put them at risk.

The other element in PMT describes the coping response that can
be made in the face of threat. Again, there is extensive literature that
shows that the ability to respond meaningfully to threat, coupled
with a belief in one’s ability to make that response (self-e�cacy) is
critical. Indeed, recent meta-analyses in the health domain show
that the coping rather than the threat elements of the PMT model
are those that predict successful behaviour change [55]. In cyber-
security terms, this implies that cybersecurity literacy – knowing
which protective responses are e�ective and having the necessary
expertise and con�dence to make those responses – is vital. How-
ever, older adults tend to have lower levels of digital literacy than
their younger counterparts [50] and can struggle to protect them-
selves online, although some evidence suggests that well-informed
older users can distinguish between safe and unsafe websites [28].

2.3 Cybersecurity skills and the general
population

To interact e�ectively in the digital world, digital literacy skills need
to be developed. Digital literacy refers to a multiplicity of literacies
associated with the use of digital technologies and incorporates
not only having the ability to use the technology, but associated
cognitive, social, and emotional issues [33]. While younger peo-
ple are perceived as being digital natives, in fact digital literacy
is reliant on other factors including culture and university educa-
tion [2]. Older adults in general understand their limitations with
regards to digital literacy, and therefore rely on family and peers
for support [50]. It is important to note that digital literacy also
includes developing the ability to select and use the necessary tools
to complete activities online while protecting oneself from harm in
digital environments [33].

While digital literacy training may be provided for those in ed-
ucation or work [2], not much is known about where older users
obtain their cybersecurity information, or the reasons behind these
choices. However, prior work has hinted that older adults exhibit
di�erent habits to those of younger adults when it comes to cyber-
security awareness and information seeking. For example, there
appears to be a di�erence in sources of cybersecurity advice be-
tween users aged 18-39 and those 40 and over – where family and
friends are sought more by the latter [42]. Indeed, older users also
appear to hear about security news predominantly on television,
unlike younger adults who generally have various sources such as
online articles and social media [12].

The sources of cybersecurity information for the ‘general popu-
lation’ are plenty and diverse. Public media, security prompts, pro-
fessionals, colleagues, friends, and family are all important sources
information and advice [42, 44], although patterns of use across
these sources di�er. Broadcast news media are more likely to act
as key sources of information on topical threats, such as large-
scale security breaches that carry personal data implications, or
ransomware attacks that a�ect public resources [56]. Social media
and other personal networks also have a role in communicating
immediate or novel threats [12]. For day-to-day threats, personal
contacts – such as work colleagues, friends, and family – are more
likely to o�er advice about personal cybersecurity protection and



within these networks, those with IT expertise, are particularly
important [36, 37, 44].

Di�erent information sources employ di�erent tactics for infor-
mation dissemination. Experts tend to describe the speci�c attack
vectors (e.g. phishing, viruses, malware) using a more technical
language. Non-experts tend to focus on who is initiating the attack
(e.g. hackers) using everyday words to talk about computer security
concerns, while newspaper reports focus on sensational rather than
‘mundane’ attacks [41]. Yet, news articles typically drive everyday
discussions about security [11], which means that citizens are more
likely to talk about large-scale attacks rather than focus on their
own everyday problems.

Users must assess what information and advice to accept and
what to reject [44]. Yet, the sheer volume of information is in itself
problematic, with many users experiencing ‘security fatigue’ [17].
Inevitably, social processes come into play [37] and behavioural
norms perpetuate in this space. For example, simply having friends
and family adopt a particular security tool makes it much more
likely that an individual will go on to explore that tool [10].

Recently, cybersecurity advocates have been identi�ed as security
professionals who can o�er security expertise in the language of ev-
eryday use [22]. This is in contrast to Digital Champions proposed
by diдitalunite .com or Barclays bank’s Digital Eagles 1 who skill
up non-security experts to serve as points of advice for the general
population. These individuals, present across several contexts in-
cluding industry and higher education, play the role of motivating
users to be secure and making cybersecurity less boring. Very lit-
tle is known about what populations these advocates encompass
and inform, or whether these are self-selecting or based on social
characteristics or demographics.

With this in mind, we endeavour to understand where older
users obtain their cybersecurity information and, crucially, why
they prioritise those sources.

3 METHODOLOGY

The study consisted of semi-structured interviews with older in-
ternet users that focussed on the construction of a sociogram (see
Figure 1) and discussions about information gathering amongst and
outside that social group.

The primary purpose of the sociograms – a graphic representa-
tion of social links that a person has – was to place participants in
the right state of mind for critically thinking about their interactions
and information-seeking behaviours. Prior work has found that sim-
ply asking participants about experiences often leads to erroneous
and incomplete recalls [29]. Thus, by priming participants about
their support network prior to discussing their information-seeking
behaviours, we hoped to improve the accuracy of their recalled in-
teractions. Sociograms were constructed using the methodology of
McNeill et al. [31] and this process typically lasted 10-15 minutes.

All interviews took place at the University and lasted on average
90 minutes, but the overall length was guided by the participants
(range: 70 minutes to 120 minutes). As a consequence, the precise
topics discussed varied on a per-participant basis depending on
their experiences.

1https://www.barclays.co.uk/digital-con�dence/eagles/

Figure 1: Example of a sociogram created by a participant.

Pink sticky notes indicate very close people while green

ones indicate close acquaintances. People placed in the

small inner ring indicate those that the participant feels

closest to.

All participants were o�ered a £20 shopping voucher for their
time. This study was approved by the Faculty’s ethics committee.

3.1 Participants

We recruited a total of 22 participants for the interviews. Our sample
consisted of 15 females and 7males, with amean age of 72 years (S.D.
7.39 years) and was made up of community-dwelling internet users
who were both socially well connected and more socially isolated
in order to elicit information about a wide range of communicative
experiences.

Participants were recruited using emails and communications
broadcasted by organisations and charities working with older
adults. Some participants were recruited via word of mouth and
snowball sampling. Recruitment criteria included adults aged 65

or over (largely to avoid individuals who could still get sources of
information and advice from workplace training) with experience
using the internet.

The interviews were advertised as ‘interactive interviews’ to
discuss sources of information, lasting up to two hours. Potential
participants were not told initially about the focus on cybersecurity
information to prevent self-selection bias, but once participants
agreed to take part they were given more information before con-
sent to taking part was sought.

3.2 Procedure

All interviews were carried out face-to-face and on a one-to-one
basis by a postdoctoral researcher with expertise in cybersecurity.
Participants were briefed upon arrival and were encouraged to
ask questions both before commencing the study and throughout.



Participants were also told that all questions and activities were vol-
untary, therefore if they were uncomfortable answering anything
they could simply refuse.

During the initial 10 − 15 minutes, participants were asked to
create a ‘friends and family map’ (sociogram) to then be used as a
probe to help them consider the roles of others in their network.
Following the creation of the sociogram, participants were asked
about their experiences of internet security problems and further
information on how they recti�ed these problems. Where partici-
pants did not have prior experience with a security issue, they were
given concrete scenarios of breaches and asked to recount step-by-
step how they would approach the situation, leading to information
about help sources and sources of advice. Participants were also
asked how they heard about cybersecurity incidents and how they
kept themselves informed and up-to-date. Finally, participants were
asked about their online information seeking behaviours. As the
interviews were semi-structured, the order of the topics varied on
a per-participant basis depending on their experiences.

3.3 Analysis

All interviews were audio recorded and transcribed. Then, all tran-
scribed data was analysed using framework analysis [45]. Frame-
work analysis is useful for applied research of this kind as it seeks
answers to four types of question: (i) Contextual: What is the nature
of people’s experiences? What needs does the population of the
study have? (ii) Diagnostic: Why are decisions or actions taken,
or not taken? Why are services or resources not being used? (iii)
Evaluative: How e�ective are existing systems and resources in
achieving objectives? And (iv) Strategic: What new services, ac-
tions, or resources are needed to overcome the problem? As with
other types of thematic analysis, (e.g. [5]) the analysis proceeds in
�ve stages involving familiarization, the identi�cation of a thematic
framework, indexing, charting, and interpretation. The �rst pass
was conducted by the �rst author, and then the research team en-
gaged in the process of ‘researcher triangulation’ whereby themes
and subthemes were vetted by team members [35].

Two members of the research team worked on the data and
ensured agreement on the framework and subthemes before they
were �nalised.

4 RESULTS

We describe our resulting framework in terms of the interplay of
two constructs. These are captured in the framework shown in Ta-
ble 1 and are unpacked below. The �rst addresses the cybersecurity
literacy of an individual and includes both contextual (knowledge
and experience) and evaluative (assessment of competence) ele-
ments. The second describes the resources that are available to
that individual and includes contextual (their social network and
available resources), diagnostic (why and when certain sources are
used), and evaluative (trustworthiness of those resources) elements.

4.1 Cybersecurity Literacy

We identi�ed four subthemes in relation to cybersecurity literacy:
legacy knowledge, interest in I.T., language, and previous experi-
ence.

Table 1: Proposed framework capturing the cyberliteracy

and resource factors that in�uence access to cybersecurity

information and advice.

Cyberliteracy Resource

Legacy Knowledge Social
Interest in I.T. Community
Language Commercial

Past Experience Broadcast Media
Internet Media

4.1.1 Legacy Knowledge. Legacy knowledge refers to information
that has been retained from previous formal or informal employ-
ment. This might simply refer to information absorbed from col-
league discussions during the workday:

Female 002: “I suppose going back to when I was at work and people
would mention things, I mean, we used computers all the time. So then,
yes, people mentioning things and something possibly coming onto
your computer and like ‘what do you think this is?’ or just generally
just by talking to people I think.”

In such cases, we should note that that ‘shadow security’ prac-
tices operate in organisations, such that employees develop group
norms that are not always appropriate [27, 34]. In other words, this
knowledge may be unreliable.

Cybersecurity information could have also been obtained from
the I.T. support team at the organisation. This legacy information
can take several forms, including communications from the I.T.
team broadcast to the organisation as a whole, e.g. “the phishing
looks like this, it has hit our system, please don’t do it” (Female 009),
or face-to-face information and advice when the I.T. department is
local:

Female 005: “I worked in <location> which is where the I.T. depart-
ment was. So I would have been able to ask them then, but I then got
moved out of <location>. So once I moved out of <location> I couldn’t
really phone them up.”

Finally, users adopted knowledge from their organisation’s secu-
rity policies as personal ‘best practice’, including password compo-
sition strategies and templates of phishing emails:

Female 005: “Well, I used to work for the <location> government, so
I use their formal, if you will, that I used for them. Which is random
letters, so two of which form, next to each other, would form a word...
with numbers and, uhm, what are they called... symbols.”

It is not surprising that older users hold onto legacy knowledge
acquired from the workplace, given organisations’ push to ensure
employee security compliance [52]. Ultimately, this amassed legacy
knowledge in�uences older users’ mental models of cybersecurity.
However, legacy knowledge may be inaccurate, as noted above, or
simply out of date (e.g. the password composition advice change in
2015 [32]).

4.1.2 Interest in I.T.. Interest in I.T. refers to both the user’s own
interest in learning more about I.T. as well as the interest of the
user’s surrounding social group. It partially re�ects their motivation
to learn more about cybersecurity:

Male 908: “I’ve always been interested in technology – I’ve never
had any training on it but I’ve always been interested, uhm, and it’s



just reading any relevant articles or subscribing to various information
sources about technology of any sort.”

This interest in I.T. is sometimes manifested in following up
cybersecurity information to understand the threats or solutions in
more detail:

Female 903: “It would be something online that I read, perhaps
there was a virus with a name and I Googled the name and that’s
where I got it from. It was one that had a�ected big �rms or a big �rm
but it said it also had possibility to creep down the line to ordinary
people’s computers so I was a little worried about that...”

It is important to note here that there is likely to be a knowledge-
action gap. In other words, just because a user has an interest in I.T.,
and therefore is engaged, it does not necessarily mean that they
will act more securely [16]. That said, when a user is surrounded
by people who understand and discuss I.T. – both physically and
digitally – they are more likely to follow the behaviours of the
group and absorb cybersecurity information casually, rather than
having to speci�cally seek this information when needed:

Female 003: “...about a month ago my son came ’round and he
was looking up something like a hotel and he said mum you haven’t
downloaded the latest download or update or whatever. He said do
you ever update? I said occasionally, and he said you need to update –
so he updated it...”

In the quote above, our participant explains how she learned
about the value of keeping her devices up to date despite not actively
seeking that information. This valuable unsolicited cybersecurity
information could be key to preventing future breaches, yet she
only learned about it because her son volunteered that information.

Previous work has identi�ed that older users are less likely to
hear about security and privacy information through conversa-
tion [12], and throughout our interviews it became clear that this
statement was true. We learned that most of our older users had
a very limited I.T. literate social network where friends “aren’t
bothered with computers and that” (Male 006), thus cybersecurity
information was unlikely to be discussed with peers under normal
circumstances.

4.1.3 Language. Language is a vital concept in user literacy given
that if a user is unable to communicate using the correct vocabulary,
then this will a�ect their ability to obtain new cybersecurity infor-
mation. Understanding information plays a key role in knowledge-
acquisition, given that the use of jargon or unfamiliar language
will mean that users will not be able to process new cybersecurity
information:

Female 909: “It’s just... I don’t have the language to understand
what they’re saying. I think that’s a good idea but if I have tried it in
the past and they start giving words out I do not know and then end
up giving up. I know one should just look them up in the dictionary,
but it gets more confusing.”

If a user is unable to formulate a recognisable query, they may
not receive the appropriate help. Similarly, if a user is unable to com-
prehend and use the correct cyber language when communicating
with others, this might inhibit useful conversations:

Male 902: “So that is a great help to me, but the only downside is
that I ring them up and try to explain it but I don’t feel that I am
explaining myself properly and I’m not sure if they will understand
over the telephone.”

There is also a relationship between a user’s language level and
their con�dence in communicating about cybersecurity and poor
con�dence can undermine their ability to act e�ectively:

Female 911: “Yes. I would feel completely out of my depth looking
into that. And I wouldn’t have the con�dence to go into my iPad
and... uhm... I mean I was going to the security settings and things on
Facebook – I’m always checking the security settings. But I wouldn’t,
like, go in and alter anything. I would like to have that con�dence to
know what I was doing.”

The language situation for cybersecurity is not dissimilar to
that in the health domain where specialised language alienates the
general population and confuses their understanding of key terms,
resulting in calls for simplifying the language used by professionals
and the media [51].

4.1.4 Past Experience. Finally, past experience refers to how both
positive and negative experiences shape an older user’s perceptions
of cybersecurity and a�ects their motivation to seek additional
information. Bad experiences can a�ect cybersecurity hygiene (e.g.
updates) and thus open them up to vulnerabilities and poor mental
models:

Male P901: “...the latest update really slowed it down and I was
really not happy. Because before the latest update I was still doing
the job which I needed to do faster and with some e�ciency and
if something would upset that why on earth would you need to do
that when you don’t need it, you know? And that is why I am really
cautious ever since then.”

In e�ect, this bad experience changed his updating habits for
the worse – opening him up to new cybersecurity vulnerabilities.
Indeed, it has previously been reported that changes to the soft-
ware’s user interface can render previous experience useless [54],
thus dissuading older users to update software on a regular basis.

When users hear about the experiences of others, it can also
create mistrust:

Female 906: “I don’t do online banking and I won’t do online bank-
ing because I don’t think, no matter how safe they say it is, I don’t
believe them. Because things keep happening, the NHS happened, the
TSB �asco happened, and my bank is TSB. Uhm, so I don’t do anything
like – there’s no �nancial anything on my computer except for doing
– for buying things and I do that because it’s cheaper...”

As Female 906 articulates above, this lack of trust arising from
bad experiences can be problematic by disengaging users rather
than encouraging them to seek solutions. However, conversely,
good experiences can work as gateways to more experimentation:

Female 007: “For a long time, I wouldn’t buy anything online be-
cause I didn’t trust any payment method. Even when people would
say if it had a little lock on it, it should be alright. I just didn’t like
buying anything over the internet at all. But, since I’ve got the Kindle
and I’m fanatical on reading books, I buy a lot of books. And, so I’ve
started, uhm, very occasionally, I’ll buy something other than a book”

Finally, taking up new roles can introduce older users to new
technology, and, with it, new cybersecurity threats:

Female 903: “Well I’m a completely self-taught computer user, I’ve
never been to any classes. At the point I joined I had just taken on
editing a magazine, I’m only the editor I don’t actually write it but I
have to put it all together and in order to do this, I bought the latest



Word and I had to learn how to use it and until then I had really only
used the internet, I suppose, for emails.”

The role of past experience is thus vital and well recognised
in the learning community. Good early experiences can facilitate
the adoption of technology for older users but poor experience
can alienate users for good, particularly older users who have es-
tablished non-technical patterns of interaction in their daily lives
[4].

4.2 Information Resources

Under normal circumstances, cybersecurity information was not
actively sought by older users – this occurred almost exclusively
when the need arose to �x problems. It was more common for
this information to be obtained passively throughout normal daily
activities.

We identi�ed �ve themes describing the information resources
an individual might draw upon in the cybersecurity context: Social,
Community, Commercial, Broadcast Media, and Internet Media.

4.2.1 Social Resources. Social resources consist predominantly of
family and friends close to the user. In many cases, social resources
tend to be the �rst point of call for cybersecurity information and
advice. While users may not expect their social resources to pro-
vide the required information or to �x the issue, they serve as a
sense-making and sanity check �rst stop before continuing on their
information-seeking journey:

Female 903: “Uhm, again, I would probably ask <son 1> �rst – if
he said – he might say ‘ignore it’, you know, it’s just not true... but he
might say ‘oh dear, you know, someone has got into your computer
why don’t you ask <son 2>’ and if <son 2> didn’t know I would take it
round to my computer repair people to see if they knew what to do.”

Older users turn to family and friends for cybersecurity knowl-
edge, and in theory will prioritise people who have some experience
using I.T. This includes people who are currently working in I.T.,
those that have previously worked in I.T., those who use computers,
and young people:

Male 001: “<name> speci�cally, he knows so much about computers,
he has set them up for his �rm and what have you. So he is computer
literate I would say...”

While older users generally prioritise the skills of their social
resources in that order, ultimately it comes down to availability and
what social resources are at hand to deal with queries. This means
that in practice, an older user may end up approaching someone
with less expertise within their social circles simply due to the fact
that they are able to obtain an answer more promptly:

Female 903: “I would probably �rst of all ring <son 2> and say ‘the
tablet is doing so and so’ âĂŞ and he would nearly always say ‘well,
switch it o� and switch it on’ and I would do that and if it didn’t work,
he would say either ‘you can ring <son 1>’ or ‘I’ll look at it when
I come around some time’. So I might then send a message to <son
1> saying ‘my tablet is doing this and that’, and he might know the
answer or he might not.”

This is an important consideration, as even older users with ac-
cess to I.T. experts may default to the least appropriate person sim-
ply due to being local or contactable. While the intent of older users
re�ects that of the general population [37] – in that competence
of source is valued over other factors including trust, availability,

cost, and closeness – in practice they prioritise the availability of
source given their limited relevant social options and given their
limited literacy. Again, we see a parallel with the development of a
local, non-expert ‘shadow security’ culture within an organisation,
where colleagues that work in the immediate vicinity develop their
own norms and beliefs [27].

In addition to providing direct knowledge, social resources also
play the role of brokers. That is, an older user may approach a friend
or family member with the aim of obtaining a recommendation for
someone else to provide the desired information or help:

Male 006: “He’s a social friend, really. I might, uhm, mention in
passing, I’ve got a problem I would ask him... but no, I wouldn’t discuss
computers with him, really... But if I’ve got a problem, because he’s
got his own business and he’s got to be up to date, he knows people
who, uhm, to sort things out for him, so I ask his advice on people,
that’s what I do.”

Social resources can also serve as an encouragement for older
users to engage with new technology, either actively or passively
(e.g. [40]):

Female 905: “So I had an Australian friend come, and she had an
iPad and she said how fantastic it was and it was driving her poor
husband barmy because she was on it all the time. But I got interested
and she persuaded me that it was a good idea so I went and bought
one. We went together and bought it.”

While it is a positive outcome that older users are encouraged to
take up new technology, it is important that they are appropriately
briefed about new cyber threats and countermeasures. A particular
problem occurs when well-meaning friends introduce individuals
to new threats, for example, by gifting second-hand devices:

Female 005: “Well, it was my brother’s cast o�, he gives me so much
of his cast o�s. So, he was there, but he’s one of these, he says ‘it is very
intuitive, you work it out’. So, every now and then I’ll be, ‘I cannot
get’ or ‘what do I do?’ ”

This highlights an important issue associated with hand-me-
down devices: the lack of ongoing support and the assumption
that the recipient is able to make sense of the device. This issue is
explored further in Commercial Resources (see subsection 4.2.3).

4.2.2 Community Resources. Communities can be considered an
extension of the social resource or they might be formal organisa-
tions and informal interest groups. In both cases, older users can
be exposed to cybersecurity information, and provide an oppor-
tunity for information dissemination and advice seeking. These
communities can also serve as brokers for older users to �nd peers
or professionals to remedy problems:

Male 902: “...I was a member of an organisation at the time and
she said that this was someone – the �rm that she used, and it was
geographically close to me...”

Special interest groups can happen both formally within organi-
sations and also informally outside, with both o�ering an outlet for
those interested in I.T. to discuss and learn more about the subject,
including cybersecurity:

Female 903: “Yes I used to belong to their I.T. group and this was one
of the things we were told about, that passwords, that crooks relied on
people being lazy about their passwords and would be easy prey at
the slightest opportunity.”



Being part of a community means older users have ‘colleagues’
who may be able to help with issues that arise:

Female 904: “She gave it to me and said ‘here, it may need charging
up’. I didn’t have a clue so luckily there was a fella in the charity shop
who was a wiz with computers and things like this, so <name> set it
up for me and he set it up so it would be easy for me.”

Again, here we see the opportunistic nature of information seek-
ing in older users and how having a community available supports
their information needs.

Community-organised courses also contribute to older users’
I.T. and cybersecurity information. Despite their value, however,
older users explained their di�culties in �nding relevant courses,
and speci�cally how �nding courses that were pitched at the right
literacy level – and at their age group in particular – were very
di�cult to �nd:

Female 905: “Well, I have looked but, see, the thing is, I haven’t
found anywhere that I can get lessons for my age group – you know,
because it’s not as easy as you think it is, just go and do a class when
you reach a certain age.”

While the content of courses is important, the mode of delivery
is equally important. Older users reported having attended face-to-
face courses, and while acknowledged that online courses may be
more convenient due to time constraints, they would most likely
not complete online courses, supporting previous work on factors
for disengagement with formal learning online [14].

Female 911: “A course probably. If it was online and I was doing
it myself, I wouldn’t do it... I think it would be too complicated and I
think it would be too dry. I think I would start it, but, whether I would
�nish it would be a di�erent proposition.”

Ultimately, communities and events facilitated by communities
give older users an outlet for improving their cybersecurity knowl-
edge. In fact, these can be seen as replacements for the workplace
information exchange with the caveat that experts providing the
advice are likely to be less trained than those in the workplace.

4.2.3 Commercial Resources. Commercial resources consist of en-
tities with expert knowledge on cybersecurity. These resources
consist of large national stores, local shops, and professional free-
lancers, while covering both setup support and aftersales support:

Female 008: “I wanted the personal touch. Somebody who knows
a little, knows enough about whatever you’re doing, doesn’t have to
be a computer expert, but knows enough about your bid to be able to
sort you out and if there’s a problem I can go to the local shop, I like
to support local businesses anyway, and I just wanted to spend £250
because I don’t intend to be working for a lot longer.”

The quote above emphasise the expectations that older users
put on commercial resources, explicitly the requirement for local
after-sales support. The quote also emphasises older users’ need
for availability, once again prioritising availability over expertise
as with social resources.

That said, it is also important to highlight the o�cial structures
that are put in place by these commercial resources. The best ex-
ample is Apple, who provide a range of user-friendly structures for
users and are heavily utilised by older users when required. These
structures include telephone, web, and face-to-face professional
support, as well as a clear focus point for troubleshooting:

Female 911: “Because, I �nd them really good. I found them very
helpful. You can ring them up, they give you an appointment straight
away. Um, and if there’s any problems going on, generally, we tend to
know about them �rst. Obviously, with people going in so they will be
able to say I’ll look it’s this or it’s that or maybe do something over
the phone, as well, that I could put it right.”

Perhaps it is not surprising that older users rely heavily on
commercial resources when available, given their predisposition to
seek – and trust – advice from professionals [13] in other contexts.
However, we should bear in mind that older adults have limited
�nancial resources and, as we have seen, do not always buy their
devices new. This means access to good quality information and
advice can be restricted. Financial limitations play out in other
cybersecurity decisions, such as the way older adult users may
choose to install free antivirus software:

Male 006: “So, I try not to pay – I’m on my pension, that type of
thing. And I don’t believe in spending money unnecessarily. But, I’m
quite happy with Avast. It’s very intrusive and it’s always got pop-ups,
but you can limit them.”

Sometimes these money-saving measures directly led to secu-
rity issues, with one prominent example detailing her experiences
of being compromised due to not paying to renew her antivirus
software:

Female 960: “Because I hadn’t paid anything. It was well past the
�rst three months or whatever it had free, so I had at that point yes...
being a tight wad...”

Financial constraints are not exclusive to older users, but we
should perhaps start to consider that some older users share com-
monalities with low socioeconomic status groups and recognise
that �nances can limit their access to commercial and professional
resources.

4.2.4 Broadcast Media Resources. Broadcast Media resources con-
sist of television, radio, magazines, newspapers, and, to a lesser
extent, the internet. Cybersecurity information is usually absorbed
passively via the news (speci�cally via headlines), general interest
programming, and television adverts:

Male 001: “Well I get a daily paper and if something was in the
paper you know I would be aware of it, assuming that the headline was
big enough to catch your attention - I don’t read every paragraph.”

Radio is a particularly interesting medium in this age group, and
one that has been neglected in other studies describing the role
of broadcast media [12, 42, 44]. Older users report relying heavily
on radio information as they can listen over long periods whilst
carrying out other tasks:

Female 002: “I mean, I do have Radio Four on quite a lot during the
day when I’m indoors or even possibly out in the garden – I’ll have my
earphones plugged in and not particularly discriminating what I’m
listening to. So, I don’t put myself out to listen to those programmes,
but frequently I don’t turn them o�.”

Television advertisements are another interesting resource, given
that few older consumers – especially those 65 and over – watch
content ‘on demand’ [38]:

Female 009: “When you look on a TV we are all told about looking
for the symbol for safe websites, aren’t we – you look for the safe
address... Well, it’s the TV adverts, isn’t it – it’s regularly in the
advertising slot between the programmes...”



The segmentation of the media is interesting. We already know
that older adults are heavily reliant on the media for cybersecurity
awareness [12], but we see here the di�erent qualities of print,
radio, and broadcast media. Returning to our discussion of threats
earlier, newsmedia can be sensationalist, focussing onmajor threats
rather than everyday events (e.g. [41]) thus it is not surprising that
exposure to television news has been shown to increase fear of
crime [49]. On the other hand, TV ads are more likely to take a
campaign focus, describing the kinds of coping strategies that might
keep people safe online. We would also suggest here, that older
adults’ reliance on radio – and in fact a self-reported preference
for radio – could be better exploited in order to supply older users
with relevant and important cybersecurity information.

4.2.5 Internet Media Resources. The Internet is a particularly in-
teresting resource when it comes to older users. Whilst younger
users turn primarily to the internet for security information, and
information more generally, (e.g. [12, 15, 42, 44]), older users appear
to be more reserved when it comes to seeking security information
using this resource and tend to avoid using the internet for this
purpose:

Female 002: “I’ve got an induction hob where I live now and its not
got a manual – what am I supposed to do with this! And the under�oor
heating has a Honeywell control that there are no instructions for, so
I’ve had to go online and look up things like that. So I will use it – but
if it’s something about something that’s on the internet then usually I
will ask questions �rst and that would be de�nitely a second resort.”

This aversion is also true for social media, a resource that many
of our participants avoided altogether. Those that did engage with
social media used it predominantly for keeping in touch with family
and did not report seeking cybersecurity information on these
platforms, although may have come across this information while
browsing.

There appear to be twomain reasons why older users avoid using
the internet for security information seeking. The �rst re�ects the
language barriers reported earlier (see subsection 4.1.3). This is
similar to eHealth literacy, where older users report not feeling
very con�dent when evaluating online advice [53]. The second
is simply a lack of trust about the quality of cybersecurity advice
available online. Older users seemed sceptical of anything they read
that may in fact compromise their devices and services:

Female 009: “I Google quite a lot, uhm, I probably haven’t Googled
I.T. security and I think I would be sceptical about what I was seeing
because I’m presuming that people who are anti-I.T. security who want
to breach it will also be on the same search. ‘Join me, I will protect
your computer’ – but who are you? So I have a scepticism about it...”.

This scepticism re�ects recent observations that users are be-
coming increasingly anxious about cybersecurity noti�cations. In
a recent study, users were reluctant to report a cybersecurity inci-
dent, for fear that the noti�cation itself was a form of attack [6]. For
older users, particularly those who are more socially isolated and
less digitally literate, this level of uncertainty makes it particularly
di�cult to access good quality advice.

5 DISCUSSION

This paper set out to explore what resources were favoured by older
users for obtaining cybersecurity information, and crucially to un-
derstand the reasoning behind these choices. Below we present
a summary of our main �ndings, followed by re�ections on our
cybersecurity information access framework, and �nally recom-
mendations for disseminating cybersecurity information to older
users.

5.1 Summary of Findings

Our study �nds that older adults who are regular internet users do
not feel con�dent using the internet for �nding security information
or for troubleshooting security/technical situations. This is despite
using the internet for a variety of other purposes, including seeking
help in other domains. This paradox can be partially explained
by a language disparity, where some older users are unable to
articulate their problems or understand the information on o�er.
As a consequence, older users turn to family members or friends for
advice and help, using a more opportunistic rather than strategic
approach.

Unsurprisingly, older users did not seek cybersecurity informa-
tion unless there was a proactive need, yet we show how informa-
tion can be absorbed under the right circumstances to help mitigate
future issues. Speci�cally, cybersecurity information can be ab-
sorbed from communities and from courses (e.g. [28]), but older
users need to have a general interest in I.T. to be exposed to these
in the �rst place. An interest in I.T. is also important for a user’s
social resources in order to facilitate information sharing. However,
generally more older users are able to absorb cybersecurity infor-
mation from listening to the radio, a less well documented resource
in the literature.

Finally, we found that older users were introduced to new cy-
bersecurity risks by friends and family. This happens when they
received hand-me-down internet-connected devices without ac-
companying appropriate support, re�ecting a pattern described in
previous work [40]. In these cases, older users lacked any source of
commercial support – an important resource for older users who
owned new devices – and instead relied much more heavily on
social and community resources. This was the case both for the
initial setup of the device (e.g. making sure the factory reset was
done properly) as well as for follow up queries. This is potentially
a very important and underexplored cybersecurity issue.

5.2 Di�erences between Older and Younger
Users

Younger adults typically rely on online news sources for informa-
tion on topical cybersecurity threats [12], while we found that older
users rely on broadcast media – more speci�cally radio.

For day-to-day threats, younger adults rely predominantly on
work colleagues or contacts with IT expertise [42, 44] or perceived
to be competent [37] with the subject matter. Meanwhile our older
users prefer to rely on family members or commercial resources.
Unlike younger users, older users are highly opportunistic when
information seeking from social and commercial resources and they
prioritise sources who are available immediately – even if they are
less quali�ed to address the issue.



Younger users have been shown to bene�t from cybersecurity
champions and advocates [22] for motivation and translation and
this approach may be fruitful for older adults. While friends and
family would appear to act as cybersecurity advocates for older
users, it is yet to be determined whether those social ties have the
expertise to e�ectively take on those roles.

5.3 Identifying Vulnerable Older Users

In this paper, we presented a cybersecurity information access
framework which details the cyberliteracy and information re-
sources necessary for information seeking and consumption amongst
older users. This framework presents four themes for Cyberliter-
acy (Legacy Knowledge, Interest in I.T., Language, and Personal
Competence) and �ve themes for Resources (Social, Community,
Commercial, Broadcast Media, and Internet Media).

In Figure 2 we illustrate the example information resources avail-
able to older users, plotting message content in terms of the preva-
lence of threat information vs. coping advice on the Y axis, thereby
taking account of the importance of the threat vs. coping distinc-
tion that is found in PMT and other behaviour models. We plot
the likely authoritativeness of the information source on the X
axis (authoritative vs. unauthoritative). Here we can imagine quad-
rants representing four di�erent information types: unauthoritative
threat, unauthoritative coping, authoritative threat, and authorita-
tive coping information.

While all types of information are important, we know from
PMT that an individual’s ability to respond to threats is crucial and
is critically dependent on their self-e�cacy beliefs and knowledge
of appropriate coping strategies [23] and thus we identify this
quadrant as particularly valuable.

We see that older users who are unable to access authoritative
coping information are particularly vulnerable, given they rely on
less trustworthy information to prevent or address threats. While
having access to this information is an issue, older users must also
possess good cyberliteracy skills to make use of these resources,
e.g. to judge the trustworthiness of the information and advice,
but also to understand the technical language and communicate
their needs appropriately. As discussed earlier, there are various
reasons why older users may not have access to authoritative com-
mercial resources (e.g. �nances, second-hand hardware, lack of
awareness) and we should consider ways of shifting information
sources towards that quadrant.

5.4 Towards Dissemination of Cybersecurity
Coping Information

Older adults prefer face-to-face courses when it comes to learning
about I.T. and cybersecurity. However, �nding an adequate course
– aimed at the right people and at the right knowledge level – is
a challenging ordeal. Older users tend to reject online materials
despite their convenience, supporting previous work on formal
online learning [14]. Our advice would be to support communities
(e.g. public libraries as well as private organisations) in organising
and advertising courses and events that focus on adequate coping
strategies (e.g. aimed at speci�c user groups, not one-size-�ts-all
[34]) given older adults’ preferences for these type of resources [28].
The branding of these courses is of great importance, as simply

Figure 2: Cybersecurity information resources available to

older users, plotted against message strategy (y) and author-

itativeness of the information (x).

focusing on cybersecurity training is likely to limit the general
appeal.

Our sample learned a great deal about cybersecurity from lis-
tening to radio. This was especially true of older users who lived
alone. Thus, radio can be a vehicle for dissemination of both cy-
bersecurity threat awareness as well as coping mechanisms. Radio
can also serve as a publication vehicle for courses or other sources
of information. Once again, it is important to remember that this
content should appeal to a general audience who are not necessarily
interested in I.T. and may lack digital literacy skills.

Finally, encouraging commercial providers to assist users with
approachable and �exible information and support may be an in-
direct way of in�uencing older users’ cybersecurity hygiene and
facilitate their information seeking. As characterised by Apple users,
older users are keen to use reliable commercial resources when
available, which also creates new opportunities to freelance experts.
Another approach could entail reaching out into the social network
to �nd those with appropriate cybersecurity information, using
these as cybersecurity advocates [22], although identifying who
the key individuals are will require further exploration.

6 CONCLUSION

A series of interviews with internet users aged 65 and over revealed
how good quality cybersecurity information is not easily available
to all and has shown that a number of avenues for dissemination
of good quality information exist. These include taught courses
(for those interested in I.T.), radio programmes, television adverts,
professional services, and expert friends.

We have also highlighted how older users are sceptical about
using the internet for �nding cybersecurity information and advice,
despite this being an excellent resource for certain sorts of infor-
mation. Their reluctance is partly explained by low con�dence and
a sometimes-poor grasp of the language of cybersecurity. Hence,
di�erent mechanisms are needed to help older users with cyberse-
curity protection and advice, perhaps taking advantage of media
that they favour.



Finally, we have shown that older users prioritise their infor-
mation resources based on the immediate availability of those re-
sources, rather than on cybersecurity expertise. This can lead to
the dissemination of poor-quality cybersecurity information and
result in a heightened vulnerability to cyberattacks. Those unable to
access authoritative sources of coping information are particularly
vulnerable.
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