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Abstract—This paper studies secrecy rate optimization in a eavesdroppers. Given that these approaches are sensitive t
wireless network with a single-antenna source, a multi-ardnna  the wireless transmission and management of the secret keys
destination and a multi-antenna eavesdropper. This is an un recently there has been growing interest to ensure secrety a

favorable scenario for secrecy performance as the system is . L . .
interference-limited. In the literature, assuming that the receiver confidentiality at the physical (PHY) layer. PHY layer satur

operates in half duplex (HD) mode, the aforementioned prom IS an information-theoretic approach and achieves sedrgcy
has been addressed via use of cooperating nodes who act asising channel codes and signal processing techniques. The
jammers to confound the eavesdropper. This paper investigas seminal work of Wyner[[l1] introduced the degraded wiretap
an alternative solution, which assumes the availability ofa full channel and the fundamental notion of secrecy capacitgeSin

duplex (FD) receiver. In particular, while receiving data, the . . .
receiver transmits jamming noise to degrade the eavesdromp then, several studies have been proposed in the literatome f

channel. The proposed self-protection scheme eliminateké need the viewpoints of both information theory![2]4{5] and signa
for external helpers and provides system robustness. For thcase processing[[6]-H[15].

in which global channel state information is available, we an to An efficient way to increase the secrecy rate in wireless
design the optimal jamming covariance matrix that maximizes systems is to degrade the decoding capability of the eavpsdr
the secrecy rate and mitigates loop interference associatevith . - . A

the FD operation. We consider both fixed and optimal linear pers by introducing Cor?trolled mterfgrence, or art'f'G@'Se
receiver design at the destination, and show that the optinla (AN). When the transmitter has multiple antennas, this @an b
jamming covariance matrix is rank-1, and can be found via achieved by having the transmitter embed in its transnmissio
an efficient 1-D search. For the case in which only statistida gartificial noise, [6][7][8], which can be designed to avoid
information on the eavesdropper channel is available, themimal the legitimate receiver and only affect the eavesdroppers

power allocation is studied in terms of ergodic and outage seecy - .
rates. Simulation results verify the analysis and demonsate [6](7]. Under imperfect eavesdroppers channel state méor

substantial performance gain over conventional HD operatn tion (CSI), an AN-aided outage secrecy-rate maximization

at the destination. problem was tackled iri [8].
When the transmitter is restricted to the use of one antenna,
Keywords a bank of external relays can be employed to collaboratively
Full-duplex, physical-layer security, jamming, beamfargy send jamming signals to degrade the eavesdropper channel.
MIMO, convex optimization. This approach is referred to as cooperative jamming (GJ) [9]
[15]. The optimal CJ relay weights design for maximizing
I. INTRODUCTION the secrecy rate is investigated (A [9][10]. An opportunist

Wireless communication technology has been integratedsalection of two relays, where one relay re-forwards the
almost all the aspects of social life. Cellular mobile netep transmitted signal, while the other uses the CJ strategy is
sensor/body networks, smart grid, smart home and smaescitfiscussed in[[11] in the context of a multi-relay network.
are just some examples of wireless systems that people Hyel12], the authors study the secrecy outage probability
using or will use in the near future. Under this uncontrolledsing CJ for different levels of CSI. The optimal transmit
growth of wireless personal information transfer, confidefeamforming together with AN design for minimizing the
tiality and secret transmission is introduced as an emérg&RCrecy outage probability is addressed.inl [13][14]. Thekwo
research topic. Traditionally, security is addressedatgpper N [15] combines CJ with interference alignment. The idea of
layers of the protocol stack by using cryptographic tool$ising destination and source as jammers in the first phase of

which basically rely on the computational limitations ofth & two-phase relay network, is proposed(in/[16]. A destimatio
assisted jamming scheme is used’in [17] to prevent the system
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time; since the eavesdropper does not know which sample we derive the closed form solution for the power alloca-

is “clean”, it cannot decode the transmitted signal. Howeve  tion at the receiver. It is shown that due to the LI, the

this self-protection procedure requires a retransmissfahe destination usually does not use all the available power.

source signal which lowers throughput. In the majority af th « When the destination has multiple transmit antennas, the
literature, the terminals operate in half-duplex (HD) mode  system is no longer interference-limited. We show that in

thus are not able to receive and transmit data simultangousl that case the optimal jamming covariance matrix is rank-
However, recent advances on electronics, antenna teapnolo  1; and propose efficient algorithms to find the optimal

and signal processing allow the implementation of full @éuwpl covariance matrix. Both fixed and optimal linear receivers

(FD) terminals that can receive and transmit data in the same are considered.

time and on the same frequency band. When it comes to relays When only eavesdropper CDI is available, we optimize

ing, the FD operation can utilize the channel more effebtive the power allocation with respect to ergodic secrecy rate
by achieving end-to-end transmission in one channel use, as and outage secrecy rate.

long as the loop interference (LI) that leaks from the relay The organization of the paper is as follows. In Section II,
output to the relay input can be addressed [19], [20]. Ardenve present the general system model and introduce the FD
isolation, time cancelation and spatial precoding havenbegeceiver and the self-jamming operation. Section Ill nago
proposed in the literature for the mitigation of LL[21]. 22 down to a single-antenna case and derives the optimal power
[23], [24]. Comparison of the HD and the FD systems wit@location for the destination and the source. Section I¥lsle
transmit power adaptation is given in_[25]. with optimal jamming covariance design. In Section V, we
In the context of PHY layer secrecy, the potential benefitgidress the jamming design and power allocation to maximize
of the FD relaying technology have not yet fully exploredhe ergodic secrecy rate and the outage secrecy rate. liosect
In [26] the authors employ FD technology in a PHY layey) we study the optimal jamming covariance design when the
secrecy context but from the adversary point of view; thespapeavesdropper knows the FD operation of the destination and
investigates an FD eavesdropper with LI that optimizes it§so adopts the optimal linear receiver. Simulation resate

beamforming weights in order to minimize the secrecy rate gfesented in Section VII and Section VIl concludes thisgrap
the system. An FD receiver generating AN is propose(in [27]

to impair the eavesdropper’s channel. The secrecy perfturenaA Notati
of that method is evaluated based on the outage secrecyregio otation ) ) ) )
from a geometrical perspective. However,[inl[27] it is assdm  1hroughout this paper, the following notation will be
that the LI can be perfectly canceled at the receiver, whi@§lopted. Vectors and matrices are represented by boldface
might be too optimistic. To the best of our knowledge, the ud@wercase and uppercase letters, respectiyiely.denotes the
of FD with spatial LI mitigation in order to enlarge the sexye Frobenius norr_n.(-)T denotes the Hermitian operation of a
rate of the system has not been reported in the literature, Vector or matrix.E[] denotes the expectation of a random
Inspired by the works in[17]/T18]126] and [27], in thisVariable. The notationA & _(CMXN indicates thatA is
paper we study the potential benefits of an FD destinatioe nogPmplex matrix with dimensions/ x N. A = 0 means
simultaneously acting as a jammer and a receiver, with tae g§1at A is positive semi-definitel denotes an identity matrix
of improving the secrecy rate. We consider an unfavorafié appropriate dimension. Finally, ~ CN(m; ©) denotes a
situation of a single-antenna source, thus source gemeraf8Ctorx of complex Gaussian elements with a mean vector
will not improve the secrecy rate &l[B][27] as there are n&f m and a covariance matrix @.
enough degrees of freedom to design the jamming signal. The
proposed approach provides a self-protection mechanism at Il. SYSTEM MODEL
the receiver side without requiring external assistanaéo6 Consider a wireless communication system with one source
band channel or data retransmission, and is mainly of isterg with a single antenna, one destinatibnand one passive
in applications in which assisting nodes are not availabéamvesdroppek, with M and M, antennas, respectively, as
and/or are not trusted. Remarkably, for the case in whiclepicted in Fig[lLD’s total A/ antennas are divided ta/,
the destination has multiple transmit or receive antenwas, receive antennas ant/; transmit antennas witl/ = M, +
show that the system is no longer interference-limited #ed t)7,.
secrecy rate does not suffer from saturation at high sigmal- Let h,; € CMr>! h,, € CMex! and H,y; € CMexM:
noise-ratio (SNR) as in the HD case. In order to tackle tlienote thes—D, S—E and betweed—E channels, respectively.
problem of LI and maximize the secrecy rate, joint transmif, ~ CA(0,I) and ng ~ CN(0,I) represent noise &
and receive beamforming design is studied at the destmatiand E, respectively. The transmit signalis assumed to be
Our contributions are summarized as follows: a zero-mean complex Gaussian random variable with power
« In contrast to previous works employing FD nodes [27LonstraintE[|s|?] < Ps.
we do not assume complete self-interference cancelation|n the considered network configuration, there is no externa
but we rather employ a LI model whose parameteelay or helper to assigt againstt. Instead, as shown in Fig.
describes the effect of the passive self-interference slih-D helps itself by operating in FD mode and transmitting
pression. jamming signals to degrade the quality of the eavesdropper’
o For the scenario of a destination with one transmit arithk to S. The receiver transmits a jamming signal while
one receive antenna, and a single antenna eavesdropipesimultaneously receives the source signal. This creates



feedback loop channel from the relay output to the relaytinpu Ill. PERFECTCSIWITH SINGLE-ANTENNA TERMINALS

through the effective chann#l,; = \/pH € C*"*M, where |y this section, we assume that global CSI is available,
H is a fading loop channel [19]L [20]. [21]. [22]. In order tog has a single receive antenna amchas one transmit and
make our study more general, we parameterize the LI changgk receive antenna. In this case, the LI cannot be mitigated
by introducing the variabley with 0 < p < 1 [26]; this i, the spatial domain but is controlled by the power control
parameter models the effect of passive LI suppression sysfycess. Although substantial isolation between the trétter
as antenna isolation [21]. Therefore= 0 refers to the ideal 3ng receiver channels has been recently repofted [28], the
case of no LI (perfect antenna isolation) while< p < 1 gsingle-antenna case is mainly used as a baseline scheme for
corresponds to different LI levels. comparison reasons and as a guideline for the multipleaaate
We assume thaD transmits the jamming signah ~ case. The main focus of the work is the multiple-antenna case
CN(0,Q). The covariance matriXQ will be designed to \yhich allows LI mitigation in the spatial domain.
a maximize the secrecy rate with power constraint = Following the conventional notation, we use lower-case
tracgQ) < P;. We assume thak is not aware of the FD |etters to denote scalar channels. Because the jamminglsign
operation ofd, and simply uses a maximum ratio combiningrom p degrades the performance of barandD via the LI

(MRC) receiver,h!fl. The received signal & is yz = channel, the destination needs to carefully choose thertran
hses + Heqn + ne. After applying MRC receiver, the datapower p, to achieve a good balance. Usirg (3), the secrecy
estimate at Is: rate maximization via power control &t can be formulated
. hf as
Se = —hse (hses + Hedn + ne)- (1) 1+ 7P5|h5d‘2
|| seH s 1+de|h‘2 4
. . . . . max fP(pd) = Pohec? ( )
D employs a linear receiver, on its received signalyp = 0=pa<Pq Trpalho?
hs4s + /pHn + ng, to obtain the data estimate One may observe that (4) looks as if there was an external
3q =1l (hys + VPHN + nyg), with x| = 1. (2) helper who transmits jamming signals to improve the secrecy
. _ rate.
The achievable secrecy rate is expressed ds [12] Before we derive its solution, we first study the conditions
Py|rthyyl? under which when positive secrecy rate is possible.
Rs = max{0,logy |1+ 1+ prHQH'r Lemma 1: The conditions under which the positive secrecy

is achieved are

2 o hedl?  |heal?(14-Palheal? .
—1lo 1+ Ps|/hg. || ) o« p< mln(‘lhTJ ’ | dI\D Th|2|fj.| ‘zd‘ ) _ - Ith)’ or
g2 hl.H.,QH! h,. lheal? 2d se . D
I+ = o p= Gt and|hgal® > [hae|?.

We should note that the above secrecy rate also corresponds Proof: The positive secrecy is achieved if and only if the
to the case of an external jammer helper with antennas, optimal objective value of the following problem is strictl
whose channels t andE are pH andH., respectively. The dreater than 1:
difference in the considered case is thateeds to perform a |hsal®> 1+ palheal? (5)

LI ca_n.cela}tion.to achieve _that rate._ In '_[his paper, we carsid Og%gpd 1+ ppalh? |hee|?>
Ll mmggtlon in the spatial domalln, n o_rder to keep th(?t is not difficult to see that the optimal value is achieved at
complexity low. For FD systems with multiple antennas, the. . .

. . . . therp; = 0 or pj; = Py.
suppression of LI in the spatial domain has been addressed in heal? " )
the literature i.e.[[21][124], where the low rank of the sga ~ * Whenp < i, p; = Fu. Positive secrecy rate is

LI channel is exploited to avoid the transmit signal noise, 2achieved if and only if

which is the main source of the residual LI. Alternatively, |hsal? |hse|? 6
the LI can be mitigated in the time domain using analogue 1+ pPahE ~ 1+ Palhea® (6)
or/and digital LI cancelation. However, this approach iezgi Ihsa|2(1 + Palheq|?) 1

expensive cancelation circuits and is sensitive to transaise TAREIME e ()

due to non-idealities at the relay nodel[22]. It is worth ngti
that the time cancelation requires two rounds of pilots fert « When p > "f;;ff, ps = 0. Positive secrecy rate is
case of successive analogue/digital cancelation, whichédu achieved if and only if
increases the complexity of the suppression process [23]. 9 9
Throughout this paper, we assume that positive secrecy rate [Psal™ > [Posel " ®)
is achievable. In the following, we will study the transmifThis completes the proof. ]
beamforming optimization a to maximize the secrecy ratelt is clearly seen that when the LI can be sufficiently sup-
Rg, with the power constrainf®’; at D, or the jointS — D pressed, the positive secrecy region can be extended bybthe F
power constraintPr. We will begin with perfect CSI, and destination; when the LI is above a certain threshold, FDsdoe
later consider the case in which the CSIbfs not known.  not provide any performance gain therefore is not necessary
1 _ _ . Given that a positive secrecy rate is achievable, the optima
OnceE knows the FD mode db, it may adapt its strategy as well, e.g., it

can use the linear minimum mean square error (MMSE) recéivenitigate SOlu'[_ion t(_) E) is gi\(en in the PrOpOSitiﬂ' 1 and the proof is
the jamming fromD. This will be analyzed in Section VI. provided in Appendix A.
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Proposition 1: Suppose the roots off,(ps) = 0 are and this means (ps,pq) is increasing inps. So if there is
x1(p), x2(p). If they are both real, we assume(p) > z1(p). any unused powefp, we can always add it tp, to obtain
If both are complex or non-positive, we defing(p) = 0. Let  f(ps + Ap,pa) > f(ps, pa)- |
2 2 .
5 :% Then the optimap;;(p) to maximize f,(p;) Consequently, the power allocation problem can be forredlat
is given below: as
i) If p<min(d,1), pi(p) = min(Py, z2(p)); 14 _aPriheal _
i) If 1 > p > min(6,1), p5(p) = 0 or pi(p) = Fu, max 1+p(11;0;3PT2|h‘ )
whichever gives a higher objective value. Osasl] 4 %

As a special case, when tlse- D andS — E channels have
the same strength &— E andS — D have the same distances
we have the following result.

where we have assumed that= aPr and Py = (1 — ) Pr
Wwith 0 < a < 1.
. , , , For simplicity, we assume thét,,|> = |hs|?> = 1, i.e., the
Corollary 1: is a monotonically non-increasing func- ' y ¢ T

y L palp) y 9 channels td andE have the same normalized strength, then

tion when|hsg|? = |hse|?. have the followi lution:
Proof: When |hsd|2 _ |hse|2, the equation[{31) reduceswe ave the Tollowing solution:

to (b —d)z% — (1/d — 1/b)(1 + a) = 0 and we have the root 0 if p > lhed.
lt+a 14+ P, . . . ) = TThp2
xz(ﬂ):_‘/zf—d: ,/Wﬁw,wherea,b,c,dare defined in  ,* — 1P _ o< p< “f,ij%'z-
Appendix A. . 1+\/(PTmed‘uT)(PT\hpp“)
) When p < L, fi(pa) > 0 for 0 < pa < wa(p), S0 9)

T
pi(x) = min(

Pd‘vsz(p));

- / |he |2 . .

iy When p > ‘7;72 , f,,(pd) < 0 for 0 < pg < 2a(p), It can be seen that wheth < p < |hc\l_2 , e, po_smve
so p;(z) = 0. In this case, positive secrecy rate is not€crecy rate is possible, the source poweis monotonically
achievable. increasing inp. This is because the larger is, the less

Clearly z2(p) is a monotonically decreasing function and thi£he receiver powep, is, and the conclusion follows due to

completes the proof constant sum power & andD.
Typical curves ofpy are shown in Fig[l2, where we plot We have shqwn that for the smgle—ant_enna caseay not
the normalizedpy(p) for two sets of randomly generateduse full transmit poweP,. To conclude this section, we study

channel parameters. For each subfigure, we also plot thieresti® Performance at high signal-to-noise (SNR). Supggse

by setting |hwal? = |hse|> = 1, while keeping the other ” remains constant, then
parameters fixed. We can see that in general the receiver Blhsal? Blhse|?
may not always use full power ang;(p) is not necessarily pil_r}loo Rs = max (0,10g (1 + ol 2 ) — log (1 + )) ’

2

monotonically changing witkp. |he(”i'o)

This can be explained by the fact that whens small, which indicates the secrecy rate will saturate whpgn— oco.
the self-interference is also small, so the receiver carfulse This is because the self-interference cannot be fully dedce
or high power to confuse the eavesdropper;pagcreases, [22] and becomes a limiting factor at high SNR.
the receiver needs to reduce its transmit power in order not
to generate too much self-interference; wheris very close
to 1, the receiver causes high interference to both itself an
the eavesdropper, but if the eavesdropper suffers more, thén this section, we study the transmitter design when both
receiver can still increase its transmit power, otherwise, the destination and the eavesdropper has multiple antennas
should decrease its power. The results in Eig. 2 verify o®ased on[(3), we first formulate the secrecy rate maximinatio

IV. MULTIPLE-ANTENNA RECEIVER

analysis given in Corollary 1. problem with power constraint & i.w.,
Next we consider the case whegeand D have a total _
power con_straintPT and we deno?e their power gs and 1+ % 1
P4, respectively. We aim to maximize the secrecy rate below in[llraH)il 1+ P, |h.. | (11)
’ nl H_,QHT hoe
1+ o veti <
d
fo(ps,pa) = T ol T S.t. Q = 0, tracdQ) < Py.
L+ 1+palheal?

Different from the single-antenna case, the secrecy rate ca
eep increasing with transmit power, as stated in Lerfina 2
elow.

by using optimal power allocation betwesrandD.
Proposition 2: If the source and the receiver has a tot

power constraintPr and strictly positive secrecy rate is Lemma 2: Given M, > 1 or M, > 1, the system is not
achievable, then full power should be used, ipg+pys = Pr. . o
interference-limited.

existzrgo;'olfttir(;(r:{tx zg)sttlf:hs;(iartecy rate implies that there _Proof: It suffices to show that there existst_’;\sche_me whose
’ achievable secrecy rate does not saturate. It is easilyteaén

ps|hsal? ps|hsel? as long a®d has either multiple transmit or receive antennas,

1+ ppalh|2 = 14 palhea|?’ r and Q can be chosen according to the zero-forcing (ZF)




criterion such that"THQH'r = 0 buthf H.,QH! h,. > 0. By introducingQ = P;qq’ and||q| = 1, problem [I1)

As a result, the secrecy rate becomes becomes
2 .
Rszr = max (0,1og (1—|—PS||hsd|| ) 1+ Pulrihogl?
1+pPyritHqq Hir
5 max AT . (14)
Py |[hye]] lal=tliel=1 1+ albcl?
—log | 1+ T T . (12) 14 PghlcH, gaatHI hoe
1+ hseHlTﬁQT;dhse Ihsell?

It is noted that the jamming signal sent bydoes not affect ~ Next we will study problem[(14). We begin with a fixed
itself but degrades the received signal-to-noise plusrfite receiver and then move to the optimal linear receiver; the
ence (SINR) akE. Therefore Rs 7 is a strictly monotonically analysis is also extended for the case of joint power aliogat
increasing function of tra¢€)). The system is no longeratS andD.
interference-limited, and the secrecy rdtg »» can increase
with P; without saturation. This completes the proof. =
In the following, we assume that/, > 1 and derive A. Optimal Solution with a Fixed Receiver
Fhe optlmal so.lut|ons to _proble_nﬂlll). WheM? = 1 the Let us assume that the receivers fixed and independent
jamming covariance matrix design reduces to jamming power . . . -
o2 . . of Q. Possible choices include the MRC and the minimum
optimization, and has been addressed in the previous sectio

Before we address the optimal jamming covariance designr}ean square error (MMSE) receivers.

we will present two useful lemmas about the properties of theThe problem of[(IK) is complicate_d and difficult tq solve it
optimal Q. directly. Instead, we solve the following problem by intued

Lemma 3: The optimalQ* to solve [I1) should be rank-1./"9 an auxiliary variable:
Proof: Let Q*,r* be any solution to the problerb(11).

T =
If Q* is rank one, the desired result is obtainedQf is mc?x h; Heaqq H, hse (15)
not rank-1, ler"HQ*H'r = z, hi H.,Q*H! h,. = y and st.  r'Hqq'Hir =t ||q| = 1.

consider the following problem

in r'HQH'r, st. Tr(QH' h,hi H,) =y, T < By denoting its optimal objective value agt), the original
e Q HQH huchi Hea) =y, T(Q) < problem of [T#) becomes

(13)
Obviously, Q* is feasible for the above problem. We want 14 P [rTh,q
to prove thatQ* is also the optimal solution t¢_(113). L&)’ max f(t) £ %_ (16)
be any solution to the above problem](13). Then it holds that 20 1+ 1“197&‘)
Ihsell?

rfHQ'Hfr = z. This is because itTHQ'Hr < z, then

Q' is feasible for the problem of (11) but achieves a stricthje gevelop the following intermediate results to efficigntl
larger objective value tha@* in (IT)). But this contradicts the ggyve the problem of{(15).

fact thatQ* is the optimal solution td{11), s@* is also the ) H' h.. Hir "
optimal solution to[(IB). Lemma 5: Letey = e ™ €1 = andr = [cca|.

Problem [IB) is a homogeneous quadratically constraingteng(t) =1 — (rv/1—t — /(1 —r2)t)? and is a concave
guadratic program (QCQP) with two constraints. Accordinfyinction int.

to the results in[[29], it has a rank-1 solution. Thus it fal Proof: With the defined notation[ (15) becomes
that the problem of (11) has a rank-1 soluti@. [ |
The next lemma is about the power consumption of jamming max chchq,
signals. 4
Lemma 4: Given thatH'r does not align witiH jh,., i.e., st dlecla=t, | =1. (17)
there exists no scalarsuch thaf'r = gHZdhse, the optimal .
Q~ satisfies trad)*) = P. _The closed-form so_lutlorg(t) then follows fror_n Lemma 2
Proof: We prove it by contradiction. Suppose the optimdl! [30]. The concavity can be proven by confirming that the

solution isQ; and tracéQ,) < P,. We then choosa such Se€cond order derivative af(t) is negative. o=

thath! H.ox = 0, r'Hx # 0 and tracéQ;) + ||x||2 = Py. Note that a similar problem a67{17) has been studied ih [10,

This is possible due to the assumption tHEltr does not align (14)] where individual constraints on each elemeniqoére

with H' h,.. Construct a new solutio®, = Q; + xx. It assumed, hence, a closed-form solution is not possible. The

is easy to verify thaQ, is a strictly better solution tha®; closed-form solution in Lemmi@ 5 speeds up the algorithm to

with trac€Q,) = P, which contradicts the optimality a@,. Solve [16).

This completes the proof. m Given Lemmdb, we have the following theorem that can
In the special case in which the conditibfir = ngdhse be used to develop efficient algorithms to soliel (16).

holds, the equivalent channels for the two limksD andD —E Theorem 1: f(¢) is quasi-concave irt and its maximum

align with each other. This is not desired and can normally ls&an be found via bisection search.

avoided byD via proper design of. Because this condition Proof: Given thatg(t) is a concave function, the result

is easy to detect, in the sequel we assume it does not holdollows from Theorem 3 in[[10]. [ |
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B. Optimal Solution with The Optimal Linear Receiver C. Joint S-D Power Allocation

In this section, we aim to jointly optimizq as well as the 1) Optimal Solution: If D and's can share a total power
receiver design ab. From [3), the optimal linear receiver toPr, then the problem is revised to
maximize the received SINR atis given by

max Rg, (23)
1 Q>=0,p:>0, p.+irac&Q)<pr
(PHQH' +1) " hy
r= —1 : (18) where we have use s to denote the source power as a
| (PHQH! + 1)~ hy| ¥
p sd variable. Since we have derived the solution when there is
Then the achievable secrecy rate is expressed as only power constraint’; on D with a parametet, we can
perform a 2-D search ovex, andt to find the optimalQ and
Rs = max (O log, (1 + P (PHQH' + I)*l hsd) power allocatiorp,. This is because all power should be used
’ o up at the optimum, i.ep, + trac§Q) = Pr
P,||hg||? For the fixed linear receiver, we can reduce 2-D search to
—logy | 1+ hl.H.,QH h.. a 1-D search. To achieve that, we first define a new objective
T+ = function based or{{16):
T 2
pPSPd|h qu| Irth.q?
= max | 0,log, <1 + Py||hyg||? — =Sl — 1 4 pelr'haal?
< 1+ pP;qtHIHq f(ps,t) = - psﬁfj‘z ) (24)

1+(PT ps)g(t)

PSHhse”2 Ihsell?
—logy ([ 14+ ——F"57— | |, 9) _ o N .
1+ % For fixedt, setting its derivative regarding to be zero leads
to the following quadratic equation
where we have used the rank-1 propertyQand the notation )
Q = Pyqq' and ||q|| = 1, together with matrix inversion Aps + Bps +C =0, (25)
lemma. g(t) A ®)
where A £ — s (||| — i), B £ (1 +

The secrecy rate expressidy in (19) is still complicated. () o) o)
To tackle it, we study the following problem with the paramPT T, ||2) c £ (1+ Pr ||hse||2)((1 + PT [h, II2) N

etert: W) The optimalp? should either bePr or one
root of the equation[(25) and denote it &(¢). Then the
max lh! H.qq|’ (20)  total power constrained secrecy optimization problEm (28)
t 5 a fixed receiver becomes
s.t |hsqu| —¢ H H2 _ s 5
L —1 I deqTHTHq ) q 1 + %
ich i ic optimizat o P [hee P (26)
which is a nonconvex quadratic optimization problem and =0 1+ T4 Pr—Ps0)a
difficult to solve, instead, we first study a modified problem Ihaell®
below by introducingQ = qq': Its optimal solution can be obtained via 1-D optimizatioriov
~ t only.
max  tracgh! H.,QH] h,.) (21)  For the optimal linear receiver, it is not possible to appig t
Q . procedure becausegt), obtained from[{21), is also a complex
st tracéQ(H'hh! H - tpP,HH)) = ¢, function of py. Due to this non-separability, we have to use
Q >0, tracdQ) = 1. 2-D search to find the optimal power allocation.

2) ZF Solution: In this section, we study a simple closed-

(27) is a semidefinite programming problem and the methodfteem solution based on the ZF criterion. For conciseness,
solve [21) is provided in Appendix B. Note that in Appendixve only consider the case of the optimal receiver. This
B, we have shown that the optim@) should be rank-1, so corresponds té = 0 in the problem of [(2R).
(20) and[(21) are equivalent in the sense that given the aptim In (I9), we can see thah! Hq is a self-interference
solution Q* to (Z1), the opt|malq* to solve [2D) can be term that may limit the system performance, so we impose
extracted viaQ* = q*q*' . Denote its optimal objective an additional constraint that self-interference is zere,, i
value ash(t), the secrecy rate maximization problem can bﬁlqu = 0. Using this condition together with the matrix
formulated as inversion lemma, we can derive that the optimal linear remei

in (I8) reduces ta = ‘B Sd”, which is essentially the MRC

1+ Py|hga|l? — pPs Pyt 22) receiver. Thereford (19) is simplified to

max R(t) £ log AT - (
>0 1+ SHTT(ILQ Rs = max (0,log (14 ps||hal?) —
Mhsell
2
Thus the maximum ofR(¢) can be found via a one- log [ 1+ M lall = 1. (27)

H.q.q|?

. . hl.
dimensional search. L 2l hsell?



To maximize [[2V), we first study a simple problem belowThe expectation is still difficult to evaluate, so we optimiz
its approximation below by taking expectation operations o
max  |[hl H.gq? (28) pproxi y taxing exp P
q se each individual random terms:
s.t. hi Hq =0, ||q|? =1.
_ _ d _ o max  log, (14 ps|/hsql?) (33)
The optimal solution and the optimal objective value [of] (28)¢

are given by, respectively, poEn.. ([hee]|?)

—log, | 1+
Ik, H h 2 hl H.,WWH h
hy redDse lH. [ hoc
dzr = s — and [y, Hiho|?, (29) R [ o
My, Flegbsel st ps >0, ps+pa< Pr.

wherelly £ I-X(XX)~ !X denotes orthogonal projection , o _ _
onto the orthogonal complement of the column spack aid Notice that this approxmfamon provides neither an upper no
has the propertyI&Il& = ITL. The resulting secrecy rate is® lower bound of the original probler (32). Its effect will be

then written as evaluated in FiglJ6.
) We find the following lemma is useful to solvie{33).
- A o
Rs max (0, log (1 + ps||hsql|?) Lemma 6 X — hschdﬁ’valfle;dhse is a central chi-square
sl hel|? random variable witt2(M; — 1) degrees of freedom.
—log | 1+ o . (30) Proof:
palli, HL P . - o Ud
TheeT? uppose a matrix ecomp05|t|o1|‘ats—eH = , Where

. . . . is a unitary matrix andd is a zero vector except its
The optimal power allocation with a total power constrai . . : "
+ pg = Py can then be optimized similar ta{24) irst element being 1. Define eigenvalue decomposition of
Ps T Pd T ' W = U,D,U!, whereU, is a unitary matrix andD,,

w?

V. TRANSMISSION DESIGN WITHCDI is a diagonal mgtnx with all diagonal entries being 1 except
one element being 0.

In the previous sections, we assumed that the eavesdroppe[rhen X B hi H,,WW'H! h,. B
CSl is perfectly known. This information can be availableT i I
whenE is also an active user in the network (unauthorized U'HcqU,, D, Ul H], Ud. Statistically X is identical

user) but in general it is difficult to obtain. In this sectiome O

study the case in which bothandD have perfect CSh,,, but ) M—1 )
only CDI onE. For simplicity, we assume that the elements d'HeaDyHead = Y [Hea(1,n)|, (34)
of h,, and H.; are zero-mean independent and identically n=1

di2$tribute2d (i.i.d.) (_Saussian random variables with vacies whereH.,4(1,n) denotesH. ’s (1,n)-th element. This com-
oz ando, respectively. pletes the proof.

[ |
A. Expected Secrecy Rate Using Lemmaﬂs,% = 1, so we have the following
With CDI only, we first aim to maximize the ergodic secrecyormulation:
rate , e,
[31] 2 PsMeUE
S|rThagl? max log, (1 + ps|hsall ) —log, | 14— [35)
P . 1+
max En,. H., (log, l—i-ﬁ DdPs Pao>
Q.. =1 1+ pr’HQH'r st ps>0, ps+pa < Pr.
S hse 2 . . . .
—logy [ 1+ 11 I T (31) Its solution can be found using similar procedures to solve
seltled se
1o e e 9.

s.t. Q> 0,ps >0, ps +tracdQ) < Pr.

Due to the lack of instantaneous knowledge about the channg! Outage Secrecy Rate

to E, we consider a suboptimal MRC receiver based only on lo-
cal information:r = _”Esd” andQ is chosen a€) = PaWW! Now we take a different design criterion regarding the
sd

where W is an orthogonal basis of the null spacﬂgtlzill*r: available CDI for a slow fading channel, and we aim to

e, rTHW = 0, W € CM:x(Mi—1) WiWw = I(p,_1). Then maximize thec-outage secrecy rate defined by
(21) becomes

Proh,.. m., (log, (1 + ps|r'hsg|?)

E 1 1 hg|?
g%f he,Heq (0g2 ( +ps[had] ) logs | 1+ pSHhSEH2 <r|==e¢ (36)
- 2 T | paxr = — &
[ k=
—1Og2 1+ ps se (32)
1JrpUlhi,_,Hede*Hidhse paWWH ;
(M, —1)Ths |2 where we have used the assumpti@Qn= =1 andz is a

st ps >0, ps+pa < Pr. random variable defined in Lemrhh 6. The outage secrecy rate
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maximization problem can be formulated as This results in the following secrecy rate maximizationkgro
lem:
max r 37 _
PssPd 37) m(%x F(Q) £log (14 Pshid (pHQHT +1) 1hsd) (42)
1 s |[hsall? 1
st Pro, L pslhoal® o) o —log (1 + P.hi, (pH.4QH', + 1) 'hy)

ses cd 1 + Ds ”hse:l‘
R st.  Q=0, tracdQ) < Py.

Ps 20, ps+pa < Pr. For simplicity, we assume that perfect CSI is available. The

problem of [42) is in general not convex and the optimal desig
of Q to maX|m|zeRS is a cumbersome optimization problem,
so we propose to use the DC (difference of convex functions)
programmingl[[3B] to find a stationary point. First, we exgres
F(Q) as a difference of two concave functiorf$Q) and

We can use bisection method to find the optimal The
remaining problem is how to calculate the outage probabilit
which is rewritten below:

1+p|heal® :
o (L2 o8 Q)
AT F(Q) = logdet(I+ Pshyh!, + pHQHT)
R <1 +ps||hsd|\2 s ps|h;ed|:> ~logdet(I + P.hychl, + pH.,QH] )
I+ 30 —logdet(I + pHQHT) + log det(I + pH ,QH! )
s hse 2 1 s hs 2 £ -
_ o x <p || pd'l > Ltpdhal?® a) F(Q) - 9(Q) (43)
where
= Proh, P n Pt A t t
= weHoy sel =12 f(Q) 2 logdet(I+ Pshyh!, + pHQHT)
T
= Proh,,, mu,, ( 27Dz > 1) , andz ~ CN(0,1), ) +log det(I + pH.4aQH,), (44)
9(Q) £ logdet(I+ pHQHT)
+logdet(I + Pshy hi, + pH.,QH! ). (45)
whereD £ diag &, e 7&, —pd,---,—pal| | . Itcan be The linearization ofy around the poinQ is
(6% (0%
s Me—1 90(Q; Qi) = log det (I + pHQ,HT) (46)

seen thaty is an indefinite quadratic form in complex normal +logdet(I + P,hyhf, + pHekoHT )
variables and the outage probability can be derived as [32] t -1 ed
+Tr(pH'(I+ pHQH") ""H(Q — Q1))
1

e ag)  TT(PHL I+ Phuhl 4 pH.aQHL,) ™ Hea(Q - Qu)).
ambm(m —1)!(n —1)! - DC programming is used to sequentially solve the following
mz:l mil -Dl(n+i—1)! (“ - b) o _n—i—jconvex problemk = 0,1, --
a ;

il(m —i— 1)!k! b Q1 = arg max f(Q) —9.(Q; Qk) (47)

ab

wherea £ 2= b £ pg,m & Me,n = M, — 1. st. Q=0, Tr(Q) <1
To conclude this section, problefn{42) can be solved by i)
VI. DESIGN OFQ WITH THE OPTIMAL LINEAR MMSE choosing an initial poinQy; and ii) fork = 0,1, -- -, solving

RECEIVER AT BOTHD AND E (432) until the termination condition is met.

In previous sections, we have assumed thigtnot aware of VII. NUMERICAL RESULTS

the FD operation ob and simply uses an MRC receivh, Computer simulations are conducted to evaluate the perfor-
However, once& learns that there is additional interference, '|tnance of the proposed FD scheme. All channel entries are

can adopt more advanced linear MMSE receiver: i.i.d. drawn from the Gaussian distributigh\/(0,1). Unless
t . otherwise specified, it is assumed tHatis equipped with

r. = (HedQHfﬂ'I) b, , (40) the same number of receive antennasase., M. = M,,

[(HeaQH[,; + 1)~ Thy,|| M, = M, = 2 andp = 0.5. The total transmit SNRP in

dB, is used as power metric.

We will compare the secrecy rate performance of the
proposed FD scheme with the baseline HD system, in which
the achievable secrecy capacity is expressed as:

which, assuming thab also uses the optimal linear MMSE
receiver, leads to the secrecy rate

/

Ry = max (0,log (1+ Phl,(sHQH' +1) "

hsd)
Cs,np = max (0,10g2(1 + PSHhsd-,HD||2) —logy(1 + PS||hseH2)) )
se)) (41) (48)

—log (1 + Phl, (pH.eQH!, +1) 'h



whereh,q yp denotes the channel betwegand all antennas  In Fig.[d, we plot the results of outage secrecy rate, where
atD in the HD mode. We maintain the same total power fdhe target outage probability i€)%. It is seen that for the HD

the HD and the FD systems. case, the achievable secrecy rate is very close to zerolfor al
For the optimization with fixed receiver, we consider th&€NR regions. Using the FD operation Iat the secrecy rate
following (non-optimized) MMSE receiver can be increased with SNR, even with fixed power allocation
-1 at s andD.
= (pHHT +I) Bsd (49) Finally in Fig.[8, we investigate the impact of different
| (PHELE + 1)~ hyg| combinations of transmit and receive antennab assuming
which takes into account the self-interference channelels withere areM, + M, = 4 antennas in totalE has M. = 4
as noise power. receive antennas. We can see thfaf, = 2,M; = 2)

In Fig.[3, we evaluate the achievable secrecy rate agaipsovides the best performance, and this is because the joint
total transmit SNR for the single-antenna case. We simuldtansmit and receive beamforming design can handle the self
both cases with fixed equal power allocation betwg@mdD, interference efficiently. Another interesting observatie that
and optimal power allocation. It is seen that both FD schemé® case of(M, = 3,M, = 1) greatly outperforms the
outperform the HD operation for transmit SNR greater than case of (M, = 1,M,; = 3). This is due the fact that at
dB, and substantial secrecy rate gain is achieved in the highthe receiver design takes care of both useful signal and
SNR region. The performance of the HD scheme saturatlf-interference, while the transmitter design mainlynsi
when the transmit SNR is higher th@3d dB while ceiling to suppress self-interference and effectively jamin this
effects for both FD schemes start to appear when the transggitise, receiver design is more important than the traresmitt
SNR is50 dB. design, therefore more receive antennas can provide adaliti

In Fig.[4, we show the same results as those in Hig. 3 fperformance gain.
the default multi-antenna setting. Firstly, it is obsertieat for
the HD mode, the secrecy rate saturates from very low SNR, VIIl. CONCLUSIONS
because& has the same number of antenna® awhile S has . .

. . In this paper, we have proposed a new self-protection
a single antenna and there is no external helper. On the otheﬁ ; . . .

. scheme against passive eavesdropping achieved by the FD
hand, for all FD schemes, the secrecy rate can keep incgeasin .. s . . .
. . . o - operation at the destination. This is of particular intevesen

as the transmit SNR increases without hitting a ceilings th{ . _
. ) . he secrecy performance of the system is interferenceddni
is due to the fact that multiple transmit antennaatelp . .
suppress self-interference and generate iamming siargallto and trusted external helpers are not available. To deal with

i 9 J 919 LI and maximize the achievable secrecy rate, we have studied

can be also seen that the joiwD power allocation only gives . . . . : o
: - ) . -~ the optimal jamming covariance matrix at the destinatiod an
marginal performance gain in this case. The optimal linear

receiver atb can improve the secrecy rate by approximate§OSSible power allocation between the source and the destin
10% compared to a fixed MMSE receiver. When an MMS on with both perfect CSI and CDI. We have shown that the

optimal jamming covariance matrix is rank-1 and can be found

receiver is used aE, the achievable secrecy rate starts t\?ia an efficient 1-D search. In addition, a low-complexity

outperform the FD case only when the SNR is greater th%’!} solution and the associated achievable secrecy rate have

10 dB, and the perfprmance gain |s_reduced compared to Sen derived in closed-form. Using the proposed FD scheme,
case wheré& uses simple MRC receiver.

: . . . the system is shown to be no longer interference-limited, in
In Fig. 5, we examine the impact of residual Se”_contrast to the HD case. Substantial performance gains are
interference,p, when the total transmit SNR i85 dB. The . P g

HD mode does not suffer from self-interference, therefoee tobse_rve_d compared with the conventional HD operation at the
d{estlnatmn.

secrecy rate remains constant. .As expected, the secrexy ra An interesting future direction is to study more sophigt
of all FD schemes decrease asncreases. All FD schemes .
scenarios, where the eavesdropper knows the FD strategy em-

outperform the HD scheme, even wheiis as high a$.9. It S - .
can also be seen that the performance gap between the optipl%)(e.d a.t the destmatmn,-and performs a similar FD openzt
N is likely to be studied within the framework of non-

linear receiver and the MMSE receiver becomes larger fo(r)0 erative game theor
higher p. This is because the optimal linear receiver is much P 9 Y-
more effective in compensating the higher self-interfeeen

When an MMSE receiver is usedBtmuch lower secrecy rate APPENDICES

is achieved as compared to the case in wtichses simple A. PROOF OFPROPOSITIONT]

MRC receiver, but the FD approach still outperforms the HD  proor For simplicity, we definea 2 P,|hyql2,b 2

one. _ , |h|?,c 2 Plhg|?, andd £ |heq|?. Then f,(z) can be re-

In Fig. [@, we provide the results of ergodic secrecy ra pressed as

against the total transmit SNR. The approximation of the 14 o

ergodic secrecy rate, which is used for power allocation, is folz) = ﬁ (50)
1+dx

also shown for comparison. Similar to the perfect CSI case,
the ergodic secrecy rate of the HD scheme saturates from vergetting its first-order derivative of,(x) to be zero leads to
low SNR, while using the FD scheme, the ergodic secrecy rate a ¢

can increase without ceiling effect. (¢b — ad)a® + 2(c — a)x — 1+ +5(1+a)=0. (51)
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We first consider a trivial case thab — ad = 0. In this We first consider a special case thafl + \; R is positive
case, positive secrecy rate is possible only when> c¢. semi-definite and its smallest eigenvalue is 0. Then we have
Consequently, the first-order derivative is negative, Whidhe following inequality:
indicates thatp’(p) = 0 is the optimal solution. In the

. . _ anf

following, we assume thath — ad # 0. Amin(A2l + MR — aal) (57)
We show thatz;(p) and z2(p) cannot be both positive, = ”I;hi{ll x (I + MR —aal)x (58)

which requires B
=  min (x'(\I+ M R)x — xTaa’x) (59)

a—c [Ix[l=1
nl) ) =g=g >0 62 < min (< (Al + MR)X + Aux(~aa'))  (60)

cd(14+a) —ab(l+c =
z1(p)za(p) = ( 5 d(c)b_ M(l) ). (53) = Hrgliille(/\zI—i-/hR)x (61)
B — 0. 62)

We assume the first equality is true, i.e4(p) + z2(p)
Zi—az > 0, in the following, we show that the second one syppose
cannot be satisfied.
1) a>c
In this casecb — ad > 0 andb > d. We have

one eigenvector that achiengs | —; x (Aol +
MR)x is qi, ie., q]; (AI+ M R)q; = 0, then the equality
sign is attained iffq{a =0, which is a trivial case.

In the following, we assumasI + AR > 0. It is easy to
verify that at the optimuma®(\; R + \2I)~'a = 1. Suppose
the eigenvalue decomposition & is R = UDUT, UUT =
I,D =diagds,- - ,du, ), thenq can be expressed as

q=UMND+XI)'b,b2 Ula=[b,---,bx,]7, (63)

cd(14+a)—ab(1+c) < eb(14a)—ab(1+c) = (c—a)b < 0.

Thus, 21 (p)z2(p) = cdltal—abl+c)

bd(cb—ad) <0.
2) a<c

In this casecb — ad < 0 andb < d. We have

where 5\1 = S/\l, ;\2 = S/\27 S
remaining task is to identify the optimal and \s.

Substitute[(63) into the two equality constraintsfin] (SHgrt
we get the following two equations:

cd(1+a)—ab(14c) > cb(1+a)—ab(1+c) = (c—a)b > 0.
Thus,z1(p)z2(p) = % < 0.

As a result, we know thats(p) is the only possible positive
root of f,(z) = 0 if there exists one.

When2d = 2 > 1 or p < 4, f,(pa) > 0 for 0 < pg <
x2(p), SO pi(p) = min(Py, z2(p)); whenp > 4, it can be
verified thatf,(ps) < 0 for 0 < pg < z2(p) and f,(pa) > 0
for pg > x2(p). So if za(p) > Pa, pji(p) = 0; otherwise
p5(p) =0 or p’(p) = Py. The proof is completed. [ |

APPENDIXB "
In this appendix, we derive the solution to the problem
below: 2

a a'Qa (54) Bl
Qo
s.t. tracéQR) = t, tracdQ) = 1, [4]
whereQ is an M; x M, matrix variable R = HThsthdH ~

tpP;H'H is a Hermitian matrix which is not positive semidef-
inite anda = Hldhse is anM,; x 1 vector.t is a positive scalar.

The dual problem is (6]
. (7]

/{1111/{12 At 4+ A2 (55)
S.t. I+ MR — aaT > 0. [8]

It can be checked that, > 0, otherwise, the secondary matrix

inequality cannot be satisfied. It is also known that therat is [g]

least one rank-1 optimal solutiaq that satisfiesQ = qq'.
Due to the complementary slackness, we know that

(AI+ MR —aal)q=0. (56)

1
BT DD 5 1he

Myp2___di
{ 2 1l g = (64)

My
it il e = b

from which we can solve all solutior(s?\l, 5\2) and choose the
one which satisfiea, > 0 and returns the maximum objective
value At + Ao,
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