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Abstract—In proof-of-stake based consortium blockchain net-
works, pre-selected miners compete to solve a crypto-puzzivith
a successfully mining probability proportional to the amount of
their stakes. When the puzzle is solved, the miners are encaged
to take part in mined block propagation for verification to win
a transaction fee from the blockchain user. The mined block
should be propagated over wired or wireless networks, and be
verified as quickly as possible to decrease consensus propag
tion delay. In this work, we study incentivizing the consengs
propagation considering the tradeoff between the network dlay
of block propagation process and offered transaction fee fim
the blockchain user. A Stackelberg game is then formulateda
jointly maximize utility of the blockchain user and individ ual
profit of the miners. The blockchain user acting as the leader
sets the transaction fee for block verification. The miners eting
as the followers decide on the number of recruited verifiers wer
wired or wireless networks. We apply the backward induction

Dong In KimSenior Member, IEEE

accessed by a specific, limited organization and cannot be
widely adopted in diverse trading activities [1].

Compared with the above blockchain networks, recently,
consortium blockchain networks have attracted enormous at
tention due to the advantages of modest cost, good scala-
bility and short delay [2]. The widely adopted consortium
blockchains denote the certain blockchains that apply the
proof-based consensus algorithms (e.g., proof-of-stkeng
a set of pre-selected miners to maintain the distributedded
in which the efficient consensus management is achieved [1],
[3]. In particular, Proof-of-Stake (PoS) is a popular corses
algorithm requiring only mild cost and computing power on
mining competition. The probability of winning a mining cem
petition is determined by a miner’s stake, since the difficul

to analyze the existence and uniqueness of the Stackelberglevel of the crypto-puzzle for each miner is adjusted acegrd

equilibrium. Performance evaluation validates the feasibity and
efficiency of the proposed game model in consensus propagaii

Index Terms—Consensus propagation, proof-of-stake, consor-

tium blockchain, game theory, network delay

I. INTRODUCTION

to the amount of their stakes [3].

There are two major steps in consensus management for
PoS-based consortium blockchain networks: (i) mining step
and (ii) mined block propagation for verification step. The-p
selected miners in PoS-based consortium blockchain nkswor
record new transactions from the blockchian user into akhloc

Recently, blockchain has been emerging as a promisiagd compete to solve a crypto-puzzle with a probability

paradigm that enables trustless nodes/users to secutelgdh proportional to the amount of their stakes in the mining step
with each other without relying on a trusted third partyin the blockchain networks, the fastest miner finding a valid
Blockchain provides immutable ledgers and decentralizad p nonce that meets the difficulty of the crypto-puzzle propega
forms for various practical scenarios [1]. Based on diversis mined block to other miners for verification over a wired
characteristics, blockchain networks can be categorinéml i or wireless channel. If this mined block is finally added into
three main types: public, private and consortium blockehaihe blockchain, the miner will receive a mining reward far it
networks. A public blockchain network has better inforroati effort in the consensus management [3], [4].
transparency and auditability due to no access limitation.However, due to the limited number of pre-selected miners
However, block mining and blocks synchronization amonig consortium blockchain, the miners are encouraged to-prop
all nodes incur high cost and long delay, and thus makagate the mined block to more verifiers [2]. Recruiting more
public blockchain networks unsuitable for energy-limitmtl  verifiers can avoid centralized block verification and dasee
time-sensitive scenarios. Private blockchain networksomty impacts of compromised verifiers leading to more reliablg an
secure blockchain network [1], [5]. Additionally, someHig
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clients [6], reachable quickly through wireless networan
also be the verifiers in consortium blockchain. These vesifie
can form different verifier sets to finish verification. Each
miner needs to recruit its own verifiers to verify the mined
blocks. The block verification tasks are divided into sub-
tasks and assigned to pre-selected miners over the network
according to their individual number of recruited verifiéos
verification [7], [8]. When the mined block is verified to be
valid, the miners share the transaction fee according tw the
verification contributions.

For the blockchain user, if its offered transaction fee ghhi
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B. Problem Formulation

| |
miner 7 ﬁ%\><| %, | : %/{ & : We consider a consortium blockchain network with a group
H Ced S -~ (& .
Pre-selected = i \% .ef-/‘ T of pre-selected miners (denoted Wy = {1,...,y}) and
Verifier 1 | RGNS 4 VAT large verifier sets cooperating with different miners (dedo
(rinersmobie devies ! ! %}4 / | | by V.= {Vy,...,V;},7 € J). Each miner decides on the
Verifiern Transaction|Mining |Propagationlverification| Confirm! Store | ratio of recruited verifiers in its cooperative verifier ser f
roadcas 1 ry . .
_ b verification. LetR = {r1,...,r;} denote the strategy profiles
Fig. 1. A system model of consensus management. consisting of all miners’ strategies. The strategy represe

enough, the transaction records in mined blocks can beegrifthe ratio of recruited verifiers in cooperative verifier s&s

by more verifiers [6], [7]. However, the more verifiers leadito the number of recruited verifiers for each minerc J is

costly and time-consuming consensus process due to ther larg | Vi|, wherein|V;| is cardinality of setV;. The probability

block transmission cost and block verification processing aof winning a mining competition for miner depends on the

network delay [5]. The blockchain user should strategjcalMmining contribution, which is expressed By, = ge=**" [4],

set transaction fee to incentivize the miners and save the cvhereg is the proportional value between individual stake and
In this letter, we study the consensus propagation probldaial stakes in the consortium blockchain. We use a random

and balance the tradeoff between the delay of propagatisriable following a Poisson process with the mean value of

process and the offered transaction fee from the blockchain= 1/600 to model the occurrence of solving the crypto-

user in PoS-based consortium blockchain networks. We fig##zzle [4].z > 0 is a given delay factor, andf is the number

model the interaction among the blockchain user and mindtransactions in the mined block. The profit function of ein

as a Stackelberg game, in order to jointly maximize thetytiliz consists of 1) expected revenue obtained from mining and

of the blockchain user and the individual profit of miners. Wanined block verification, 2) incurred communication cosedu

obtain the Stackelberg equilibrium and prove its existearu to overhead of verification, and 3) a pre-defined electriaity

uniqueness. Lastly, we present the numerical results to shether costs of mining;, which is formulated as follows:

the efficiency of the game model. ri [V

Il. SYSTEM MODEL AND PROBLEM FORMULATION ZJEJ i [Vl
A. System Model 1 andl; represent the weight factors of expected revenue ob-
. - e ined from mining and verification, respectively, dnd-l> =
As llustrated in Fig. 1, there are three entities in the Po . R denotes the fixed token reward issued by the blockchain

based consortium blockchain network under our considerati ; : ;
) ) . . system andR P, is the obtained token reward according to the
1) blockchain users, 2) miners, and 3) verifiers. In this papé N L . .
ng contribution of minek in the consortium blockchain.

both miners in the blockchain network and mobile devicebwi{mmmwi\ he obtained ion f f mi
blockchain clients can be the verifiers [6]. A blockchainmseg_: 2jerrilVil repl_‘esents_ _t e. obtaine i tra_nsac;tmn ee ot miner
generates transaction records and periodically broasithst ¢ ccording to its verification contribution, i.e., the numbe
transaction records to pre-selected miners in the netiore, ©f recruited verifiers,r; [V;], for mined block verification.
miners put the issued transaction into a data block, and Nate that communication between the miner and its recruited

their own computing power to solve a crypto-puzzle acccgdiﬁ’eriﬁers can pe through gwi.red or wireless conngction, whic
to given parameters of the blockchain [3Compared with Incurs a certain communication cost (e.g., bandwidth nesju

traditional proof-of-work, the difficulty level of cryptpuzzle during mined block propagation [11]. Thus, we usér; [V;|)
of PoS for each miner depends on the amount of their o 'éPresent the communication cost, whete> 0 is a given
stakes. The more stake leads to a lower difficulty level [3{YEr@9€ communication cost coefficient. _
Once a miner successfully solves the puzzle, the minersThe ut|I|ty_ of thg bIockchaln user mcludgs expected satis-
propagate the puzzle result and the block data to their geriffaction and incentive cost, i.e., the transaction fee, devs:
sets for verification. Each miner has its cooperative verifie U, = f]
set consisted of a certain number of nearby verifiers [9]. The
fastest miner to finish the propagation can earn the minitgierer;(r;) is the mined block propagation time for minee
reward R in the consortium blockchain. J. flrisra, oo rismi(re), 72(r2), . . ., 7i(ri)] is the satisfaction
Similar to [8], [10], each pre-selected miner in the corfunction with respect to the ratio of recruited verifiers grii-
sortium blockchain is assigned a particular verificatioskta €r set. Similar to that in [12], we consider a general andseal

Ul =11RPy + lox

T

—a;r [Vi| —¢;. (D)

T, 72y 1 T(r1), T2(r2), - oy Ti(r)] — 2z, (2)

according to their own recruited verifiers. Thus, every mindic assumption thaff(ry,rz, ..., 7;71(r1), 72(r2), .., 7i(ri)]
can share the given transaction fee, denoted:,asom the Is a strictly concave function in variables, 5, . . ., ;. More-
blockchain user based on their verification contributidres, over, f[0,0,...,0;71(0), 72(0),...,7(0)] = 0. This satisfac-

the number of recruited verifiers. Moreover, there exists tfion function is also monotonically increasing in eaghi € J.
communication cost between the miner and verifiers due toThe miners may have different block propagation time
the block verification overhead. owing to the different number of recruited verifiers for ¥ieri
1 . . - . cation. In the mined block propagation step, the time needed
If there are multiple blockchain users submitting transast at the same f block h is d ined by both th
time, the mining task for these transactions will be arrange a queue 107 @ Dlock to reach a consensus Is determined by both the
according to transaction fee, in which the conflict will natpipen. transmission delayr;), and the block verification timer;,



among the recruited verifiers. For a mined block of shize transaction fee: decided by the blockchain user, the miners
the average time for reaching a consensus, i.e., the blamkmpete to maximize their individual utilities by choosing
propagation time, is denoted as{(r;) = Tl’ﬁ + 78 = %ﬁ” + their ratios of recruited verifiers in verifier sets, whichrfts
kar; |V;]b [7]. k1 > 0 and ks > 0 are coefficients given by a noncooperative Miners’ Verification Game (MV&™ =
the systems is the average effective channel link capacityJ, R, {U. }ic3}, where] is the set of minersR is the strategy
of communication connection between miners and verifieset of miners, and/!, is the profit function of mine.

Similar to that in [7],7; |V;| /k1 represents the network scale Definition 1: A set of strategy profile"® = {rpe, ... rP®
parameter and.r; |V;| represents the parameter determingd the Nash equilibrium of the MVG™ = {J, R, {U} }ics},

by both the network scale and the average verification speedfofor Vi € I, U, (r°, R, z) > Uy, (r;, R™, x) for r; > 0,

—7? m
the verifiers. The utility of the blockchain user is affectd whereRR™; represents thé Nash equilibrium set excluding
both the satisfaction level in terms of block propagatiolage  Theorem 1: A Nash Equilibrium exists in MVGG™ =
and the offered transaction fee. The more verifiers lead to{& R, {U: }ic1} [4].

more secure blockchain network [5]. However, this alsoltssu  Proof: By differentiating U’ defined in Eqn. (1) with
in the larger block propagation time since the miners Ma¥spect ta-;, we have?li — Tiliazyye, ralVsl ,— |V,
need to communication with some verifiers that are not close = ori — (nilVil+ e, m3lVil)

through multi-hop relays. Thus, in the following, we define and % < 0. Where J_; represents a group of miners
security-delay metrig; to balance the network scale (i.e., thexcluding;. Noted thatl/?, is a strictly concave function with

number of recruited verifiers) and the block propagatioretinrespect tor;. Therefore, given any: > 0 and any strategy

for miner i, which is expressed by profile R of the other miners, the best response strategy
o Vi)t mak 0 Tmax e () etlibrum oxist i the moncooperatve MGt
‘ mo T:“ me(l + k1k25) ’ ¢ ’ q p )

Furthermore, we obtain the optimal strategy denoted;as
wherem; > 0 and my, > 0 are coefficients given by the
system.T,.x denotes the maximum value of tolerant bloc
propagation time of the blockchain user> 2 is a given factor e Vsl o, D ri V|
Lo ; Vil J I, Zujel_; "i Vil
indicating the network scale. In what follows, we consider Whenz < 23" r; [V;], we setr? = 0, since miner

_ : ; Jel_s;
?olﬂ)vasfor ease of presentation [5]. We rewrite Eqn. (2) a5 does not participate in block verification to avoid a deficit

in this case [12]. Thus, the minimum value of transaction fee
Us = f(s1,82,..,51) — . ) for the blockchain user i = max($ Y5 Vi),
The interaction between the blockchain user and miners cghere max(-) is the maximum element in the set of
be formulated as a Stackelberg game, where the blockch@in 3=, r;[V;[}. By summing upa(,)UT = 0, we can obtain

lax Zja\,i 7|Vl

ai\Vi\Z

l@y solving %ﬂ =0, then we have} =

user is the leader and the miners are the followers [13]. 4+ . V,| = 22dI=) “and thus

Stage |, the blockchain user determines transaction fee <’ Lier i

pay to miner_s_, an(_j the miners resppnd with the best _ratio of . L(J-1) (1- (I = 1)0”)1 ©)
recruited verifiers in Stage Il according to the transacfemn VY Siegn

Note that a rational miner will not take part in the mining _ o

process with a negative profit. Therefore, the transactien fvhere|J| is cardinality of seff. _

offered by the blockchain user is assumed to be bigger tharf‘ccording to the above analysis, the blockchain user knows
a minimum value denoted as.;,. Specifically, the objective that the miners can achieve a unique Nash equilibrium for any

functions for the leader and followers are expressed asisll © > “min [12]. Therefore, the blockchain user can maximize
its utility given in Eqn. (4) by choosing the optimal trangan

Leader : max Us(x), feez*, which is characterized by Theorem 2. In particular, by
S.t. X > Xpmin. substituting Eqn. (6) into Eqn. (3), we have

; 5
Followers : mz_LXU;n(ri), ®) U, = f] kiom Tnax  (I1=1) (1 _ (J=Do
- 5 57 I mab(1+k1k20) 32,5 v ( iey % )l‘, 7
st. 121 20. o Ty LI (g =te),y o (0)
T bm2(1+k1k25) ZiEJ (73 ZiEJ (73 z L.

. GAmE EQUILI.BR'UM_ ANALYSIS Theorem 2: There exists a unique Stackelberg Equilibri-
We employ the backward induction method to analyze thgn (;+ yne) in the noncooperative Stackelberg game, i.e.,
Stackelberg equilibrium of the proposed game?&iven the gqn. (5), where:* is the unique maximizer of the blockchain

) HR : . ne I
2We can utilize a Bayesian game to analyze the game behaviongim US€rS utlllty in Egn. (7) whenr > x,,, andr® is given by
miners with incomplete information. According to the Bag@sgame theory, Egn. (6) withz*.
an incomplete game can be divided into different completaggacorrespond-  Proof: Note thatf[ri,ra, ..., ri;71(r1), 72(r2), . .., 75 (14)]

ing to various miner type combinations, which are subjededhe joint . . . . . ]
probability distribution. Each miner maximizes its exgettprofit function is a strictly Co_ncave func“_on in variables, T_Q’ oo T
by scheduling ratio of recruited verifiers with the consafiem of other f(s1,$2,...,8;) IS also a strictly concave function. Hence,

miners’ recruited strategies. An iterative algorithm candesigned to obtain the utility U, in Egn. (7) is a strictly concave function of

the equilibrium according to Ref. [4], when the miners do kbw others : :
strategies. Due to the limited space, we only discuss theptseninformation for 2 € (zmin,00). The value ofU; given in Eqn. (7)
2 73|V;]) < 0 whenz = z,;,, and ap-

case and provide the closed-form expression of Nash equitibin this paper. is — max(l—; Ejej,l



TABLE I: Parameter Setting in the Simulation

Parameter Setting % §

Fixed rewardR 1000 [4] -

Electricity cost of mininge; 0.1 g 2

A mined block of sizeb 100 KB [5] = £ ows

Tolerant block propagation timel¥,qz) 500 seconds &0 2 1om

Pre-defined parametér 100000 5. 5 s

Average channel link capacity 100 bps 2 . = o

l1, l2, m1, ma, k1, ko 0.5,0.5, 0.5, 05, 0.5, 0.5 tos w5 am  ® @ R s w s m

The variation range of communication cost The variation range of communication cost
proaches-co whenz goes toco. There exists a unique max- (@) (b)
imum value ofU, whenx = z* in Egn. (7), which can be cal- Fig. 2: Impact of variation of communication cost on (d) and
culated through bisection method [12]. Therefore, the uiq (b) the utilitv of the blockchain user.
o . . . 0.025

Stackelberg Equilibriungz*, 1) in the noncooperative Stack- o s artr]
elberg game can be achieved. |

IV. PERFORMANCE EVALUATION

For utility function of the blockchain user, we set tliat =

_ k16my Tinax  l2(1J]—1)
Olog(1+> ;.5 5:) —x = Olog[1+ mzb(1n+k1k26) 221_@ -~ x]—x
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[12]. It is easy to show thai’% < 0, so itis a concave func- " et aer ot vrts The ot number of verfers

tion that satisfies the assumptions in Section Il and arzallyti @) (b)

result in Section IIl. We evaluate performance of the pregos Fig. 3: Impact of the total number of participating verifiers on (a)
game with varied number of verifiers and different variation the profit of a miner and (b) calculation time.

ranges of communication cost. We consider a blockchain
network with verifiers in the range of [100, 800] [4]. Thehave addressed this problem considering the tradeoff leetwe
communication cost between miners and verifiers varies frd#glay of block propagation process and offered transaction
300 to 335 [5], and follows a uniform distribution. Morefee from a blockchain user. A Stackelberg game has been
parameter settings are shown in Table | mostly adopted frdifiveloped to jointly maximize the profit of the miners and
[4], [7]. the utility of the blockchain user. Thereafter, the existeand

As shown in Fig. 2(a), we compare the total number of paghiqueness of the Stackelberg equilibrium have been \efida
ticipating verifiers, i.e.|J|. The total number of participating Performance evaluation demonstrates that the proposed gam
verifiers is decreasing when the communication cost hasbigés feasible and efficient for consensus propagation. Inréutu
variation range. Here, the variation range is the diffeeengvork, we will investigate the wireless communication cdst a
between the maximum and minimum of communication cof&cted by channel quality and fading, and network congestio
for miners. Fig. 2(b) shows that bigger variation range of

communication cost brings lower utility of the blockchaiseu REFERENCES
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