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Abstract—Due to the high deployment of devices such as
smartphones and tablets and their increasing popularity in our
society, the use of biometric traits in commercial and banking
applications through these novel devices as an easy, quick and
reliable way to perform payments is rapidly increasing. The
handwritten signature is one of the most socially accepted
biometric traits in these sectors due to the fact that it has been
used in financial and legal transitions for centuries. In this paper
we focus on dynamic signature verification systems. Nowadays,
most of the state-of-the-art systems are based on extracting
information contained in the X and Y spatial position coordinates
of the signing process, which is stored in the biometric templates.
However, it is critical to protect this sensible information of
the users signatures against possible external attacks that would
allow criminals to perform direct attacks to a biometric system
or carry out high quality forgeries of the users signatures.
Following this problem, the goal of this work is to study
the performance of the system in two cases: first, an optimal
time functions-based system taking into account the information
related to X and Y coordinates and pressure, which is the common
practice (i.e. Standard System). Second, we study an extreme
case not considering information related to X, Y coordinates and
their derivatives on the biometric system (i.e. Secure System),
which would be a much more robust system against attacks,
as this critical information would not be stored anywhere. The
experimental work is carried out using e-BioSign database which
makes use of 5 devices in total. The systems considered in this
work are based on Dynamic Time Warping (DTW), an elastic
measure over the selected time functions. Sequential Forward
Features Selection (SFFS) is applied as a reliable way to obtain
an optimal time functions vector over a development subset of
users of the database. The results obtained over the evaluation
subset of users of the database show a similar performance for
both Standard and Secure Systems. Therefore, the use of a Secure
System can be useful in some applications such as banking in
order to avoid the lost of important user information against
possible external attacks.

Keywords—Biometrics, dynamic signature, banking security,
feature selection, time functions-based system, e-BioSign

I. INTRODUCTION

User authentication in different services and systems is a
critical need in many scenarios nowadays. Biometric recog-
nition systems have many advantages compared to traditional
schemes, which are based on what the user knows (passwords,
keys, etc.) or what the user has (card, token). In this sense,
biometric traits cannot be lost, it is not necessary to memorize
them as they are part of ourselves. Handwritten signatures are
one of the most socially accepted biometric traits. They have
been employed in financial and legal agreements scenarios
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for over a century [1]. Nowadays, signatures can be easily
captured by means of multiple electronic devices (e.g. Pen
tablets, PDAs, Grip Pens, Smartphones). For this reason the
popularity of this biometric trait has rapidly increased in the
last years. However, it is important to take into account the
signature variability problem. While signatures from a genuine
user differ significantly (high intra-class variability), skilled
forgeries could be similar to genuine signatures (low inter-
class variability). Together with this intrinsic variability of
signatures, there are sources of extrinsic variability such as the
device interoperability scenario which affect significantly the
performance of the system as it can be seen in recent works
[2]. Therefore, it is important to take into account this new
device interoperability scenario due to the high deployment of
devices such as smartphones and tablets and their increasing
popularity in our society.

Regarding on-line signature verification, there are two main
approaches for feature and time functions extraction: feature-
based systems, which extract global information from the
signature (e.g. signature duration, number of pen ups, etc.)
in order to obtain a holistic feature vector [3], [4]. On the
other hand, time functions-based systems use the signature
time-functions (e.g. X and Y pen coordinates, pressure, etc.)
for verification [5]. Traditionally, time functions-based systems
have achieved better recognition performance than feature-
based systems [6], [7], [3].

In this work we focus on a time functions-based system.
The most common algorithms employed in time functions-
based systems are DTW (Dynamic Time Warping) [8], HMM
(Hidden Markov Models) [9] [5], NN (Neural Networks) [10]
and SVM (Support Vector Machines) [11]. DTW has the
advantage that it does not need a previous training of the user
models.

The main contribution of the present work is to study
the performance of a dynamic signature verification system
applied for security applications in the banking and commer-
cial sectors. Once the dynamic information of a signature
(i.e. X and Y coordinates, pressure, etc.) has been acquired
by means of devices such as pen tablets or smartphones,
all this information is stored in a biometric template which
is later used as a representation of the subject identity and
deployed for authentication purposes. The problem is this
biometric template can contain sufficient information to allow
the reconstruction of the original biometric trait, which can be
used to perform direct attacks to the biometric system [12],
[13], [14].



In order to solve this problem, many efforts have been done
trying to protect the biometric template information [15], [16].
However, the performance of the system using this biometric
template protection gets worse in some biometric traits. For
this reason, the main goal of this work is to study the case
of dynamic signature verification system; in this sense we
propose a system which does not store any sensible informa-
tion in the biometric template, thus not allowing criminals to
reconstruct the original signature (i.e. X, Y coordinates and
their derivatives). Therefore, two different systems have been
considered in this work: i) Standard System which considers
information related to X, Y coordinates and their derivatives
in order to know what is the best performance of the system
we can achieve; and ii) a Secure System which does not take
into account information related to X, Y coordinates and their
derivatives in order to avoid possible reconstruction of the
original signature.

A time functions-based system with 23 time functions is
considered in the Standard System whereas 17 time functions
are considered in the Secure System. DTW algorithm is used
to compare the similarity between signatures. Experiments are
carried out using e-BioSign database with a total of 70 users.
In addition, Sequential Forward Feature Selection (SFFS) has
been used as a reliable way to obtain an optimal time-functions
subset on a development stage of the system.

The remainder of the paper is organized as follows. Section
I describes the database used in the experimental work carried
out. Section III describes the time functions-based signature
verification system proposed. Section IV reports the experi-
mental work. Finally, Section V draws the final conclusions
and future work.

II. SIGNATURE DATABASE

The database used to carry out the experimental work of
this paper is e-BioSign [17], a new database with information
related to dynamic signature and handwriting. e-BioSign is
comprised of 5 devices in total, three Wacom devices (DTU-
500, DTU-530 and STU 1031) specifically designed to capture
dynamic signatures and handwriting, and two Samsung general
purpose tablets (Samsung Galaxy Note 10.1 and Samsung
ATIV7). For these two Samsung tablets, data is collected
using a pen stylus but also the finger in order to take into
account a usual mobile scenario where users do not have a
pen stylus to sign. In this work, dynamic signatures from all
five devices using pen stylus are considered in order to study
the performance of the system related to the device quality.

The available information of Wacom tablets using the pen
stylus is the following: X and Y pen coordinates, pressure,
pen angular orientation (azimuth and altitude angles) and
timestamp information. However, in Samsung tablets using
the pen stylus just X and Y pen coordinates, pressure and
timestamp are available.

Fig. 1 shows an image of the setup used to capture the
database, with all five capturing devices. The same capturing
protocol was used for all five devices, they were placed on
a table and subjects were told to feel comfortable when
writing on them, so small rotation of the devices were allowed.
Data was collected in two sessions (i.e. multi-session) for 70
subjects with a time gap between session of at least three

weeks. For each user, there are a total of 8 genuine signatures
and 6 skilled forgeries per device. Two different types of
skilled forgeries are considered in the e-BioSign database. In
the first session users were allowed to visualize a recording
of the dynamic realization of the signature to forge for a few
times. In the second session, a paper with the image of the
signatures to forge is placed over the devices and they can
trace the lines to perform the forgery. For more information
about the e-BioSign database see [17].

III. DYNAMIC SIGNATURE VERIFICATION SYSTEM
A. Data Preprocessing Stage

Due to the e-BioSign database is comprised of five different
devices and signatures from all five devices are used in
the development of the system stage, the first step before
comparing the similarity between signatures is to make a
data preprocessing stage in order to make signatures from
the same user coming from different devices as similar as
possible. This stage is similar than the proposed in previous
works [2]. Several statistical data normalization techniques
have been studied in order to compensate for geometric
differences between devices. Finally, the mean and standard
deviation normalization has been applied since it achieved the
best results. Other normalization techniques were also studied
such as max-min or mean normalizations. An additional pre-
processing step using interpolation based on splines [18] is
necessary due to the difference sampling frequency between
devices being 200 Hz the final sampling frequency chosen for
all devices.

B. Feature Extraction and Selection

A time functions-based system based on previous works
[5], [19] is considered. Only time functions related to X, Y
coordinates and pressure are considered in this work. Time
functions related to pen angular orientation (azimuth and
altitude angles) have been discarded due to this information is
not available in Samsung tablets. The number of time functions
considered by SFFS algorithm depends on the case to study.
On the one hand, analyzing the Standard System (i.e. using X,
Y coordinates and first- and second-order derivatives of them),
signals captured by the tablets are used to extract a set of
23 time functions (see Table I) for each signature. On the
other hand, analyzing the Secure System a total of 17 time
functions are considered (i.e. not using X, Y coordinates and
first- and second-order derivatives of them). These correspond
to the following time functions reported in Table I: 1, 2, 8, 9,
15 and 16.

Due to the the low amount of available training data in
a signature real case, Sequential Forward Feature Selection
(SFFS) algorithm [20] is performed in order to obtain a
subset of time functions for each system considered in this
work improving the performance in terms of EER (%). This
technique offers a suboptimal solution since it does not take
into account all the possible feature combinations, although it
considers correlations between features. This is the main goal
of this algorithm. The EER has been chosen as the optimization
criterion.

In the proposed development of the system stage, signa-
tures from all five devices have been taken into account using
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Fig. 1. Acquisition setup for e-BioSign database.

TABLE L Set of local features considered in this work.

Feature

x-coordinate: @,

y-coordinate: iy,

Pen-pressure; =,

Path-tangent angle: 8,

Path velocity magnitude: v,

Log curvature radius: p,,

Total acceleration magnitude: e,

First-order derivate of features 1-7: ¥, Yn, Zn, On, Un, frn, 0n

15-16 Second-order derivate of features 1-2: @, , ¥,

17 Ratio of the minimum over the maximum speed over a 3-samples
window: v,

18-19 Angle of consecutive samples and first order difference; oy, o,

20 Sine: s,

21 Cosine: cp

22 Stroke length to width ratio over a S-samples window: ri

23 Stroke length to width ratio over a 7-samples window: ),
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SFFS algorithm in order to obtain an optimal time functions-
based system per case (i.e. Standard and Secure Systems)
which works properly for all devices (see Sec. IV-A).

C. Time Functions-Based Signature Verification System

DTW algorithm [8] is used to compare the similarity
between time functions from signatures. Scores are obtained
as:

score — ¢ D/K (1)

where D and K represent respectively the minimal accu-
mulated distance and the number of points aligned between
two signatures using DTW algorithm.

WACOM DTU-1031

SAMSUNG ATIV 7 (WIN8) SAMSUNG GALAXY NOTE

10.1 (ANDROID)

IV. EXPERIMENTAL WORK
A. Experimental Protocol

The first 35 users of the e-BioSign database are used for
development and training of the system, while the remaining
35 users are employed for evaluating the system. Two different
experimental protocols have been applied depending on the
stage to analyze.

On the one hand, in the development and training of the
system stage, signatures from all five devices are considered
in order to obtain an optimal time functions-based system
which works properly for all devices and therefore, it takes
into account the problem of device interoperability [2]. A
total of 5 genuine signatures (i.e. one genuine signature per
device) of the first session are used as a training signatures,
whereas the remaining 4 genuine signatures of the second
session from all 5 devices (i.e. a total of 20 genuine signatures)
are left for testing. Skilled forgery scores are obtained by
comparing training signatures against a total of 30 available
skilled forgeries signatures (i.e. 6 skilled forgeries signatures
x5 devices) for the same user whereas random or zero-
effort forgery scores are obtained by comparing the training
signatures to one genuine signature of the remaining users of
all five devices (i.e. 34 users x 5 devices x 1 genuine signature
= 170 random signatures).

On the other hand, in the validation of the system stage, the
same device has been used for training and testing the system
in order to analyze the performance of the system applied
to security applications in banking and commercial sectors.
Therefore, the first 4 genuine signatures of the first session are
used as training signatures, whereas the remaining 4 genuine
signatures of the second session are left for testing. Skilled
forgery scores are obtained by comparing training signatures
against the 6 available skilled forgeries signatures for the same
user whereas random or zero-effort forgery scores are obtained



by comparing the training signatures to one genuine signature
of the remaining users.

Two different scenarios have been considered, as in [21]:
i) an office scenario with a high quality pen tablet specifically
designed to acquire signatures (i.e. Wacom device), and ii)
a mobile scenario where users sign on their general purpose
smartphones or tablets (i.e. Samsung device). In the validation
stage of the proposed systems (see Sec. IV-C), one device from
the office scenario (i.e. Wacom STU-530) and another one
from the mobile scenario (i.e. Samsung ATIV7) are considered
in order to analyze the differences between both scenarios.

B. Development Experimental Results

Time functions selection is performed on the development
set of 35 users. SFFS algorithm has been implemented in order
to improve the EER of the system for skilled forgeries case as
it is the most challenging case. As the goal of this work is to
study the performance of both Standard and Secure Systems,
SFFS algorithm has been individually applied per system in
order to obtain the best optimal subset of time functions for
each case. Fig. 2 shows the verification performance in terms
of the size of the optimal time-functions vector selected by the
SFFS algorithm for each case. As it can be seen, analyzing
the Standard System, a subset of 10 time functions has been
obtained as the best optimal time-functions subset whereas for
the Secure System the best optimal subset is comprised of 8
time functions.

The performance of the systems in the development stage is
slightly better for the Standard System compared to the Secure
System (15% and 17% of EER respectively). This is due to the
fact that X, Y and their second-order derivative time-functions
have been chosen in the optimal time-functions subset in the
Standard System.

C. Validation Experimental Results

In order to validate the implemented systems, we compute
the verification performance system on the remaining 35 users
of e-BioSign database using the optimal time-functions vectors
obtained on the development stage of the system for both
Standard and Secure cases. Two devices (Wacom STU-530 and
Samsung ATIV7) have been considered in order to analyze the
performance of the system over the office and mobile scenarios
quoted in Sec. IV-A. The performance of both Standard and
Secure Systems is represented using DET plots as shown in
Fig. 3. In addition, the EER values for both Standard and
Secure Systems and for skilled and random forgeries are also
depicted in Table II.

Two important conclusions can be extracted from the
results: First, the performance of the system for both office and
mobile scenarios (i.e. Wacom STU-530 and Samsung ATIV7)
is very similar for the skilled forgeries cases. The Standard
System for Wacom STU-530 achieves better results in absolute
numbers of 0.7% EER compared to the Standard System for
Samsung ATIV7. However, analyzing the Secure System for
skilled forgeries cases, the Samsung ATIV7 device achieves
better results in absolute numbers of 0.5% EER compared
to the Wacom STU-530 device. Furthermore, analyzing the
random forgeries cases for both devices we can see that
Samsung ATIV7 device achieves a better performance in all
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Fig. 2. Verification performance in terms of the size of the optimal time-

functions vector selected by the SFFS algorithm.

cases. Second, the performance of both Standard and Secure
Systems are very similar for both devices. Analyzing the
skilled forgeries cases, the Standard System for Wacom STU-
530 is only 1.2% better in terms of EER compared to the
Secure System and the performance of the Samsung ATIV7 is
even the same for both Standard and Secure Systems. Finally,
analyzing the random forgeries cases, the performance of both
systems (i.e. Standard and Secure Systems) for each device
are very similar, even achieving better results for the Samsung
device. Therefore, in this work we can conclude that the use
of a Secure System applying a good time-function extraction
and selection algorithm can provide a performance similar to
a Standard System. These results open the door to the use of
Secure Systems in some applications such as banking in order
to avoid the lost of important user information against possible
external attacks.

V. CONCLUSION

In this paper, two different approaches of time functions-
based systems have been studied for dynamic signature ver-
ification: Standard System, an optimal time functions-based
system taking into account the information related to X and Y
coordinates and pressure, which is the common practice and
a Secure System, following an extreme case not considering



TABLE II.

System performance in terms of EER (%) on the evaluation set of 35 users using time functions-based systems. Comparison of the results

obtained by Standard and Secure Systems.

| Skilled forgeries Random forgeries |
Device Standard System  Secure System Standard System  Secure System
Wacom STU-530 5.7 6.9 0.7 0.7
Samsung ATIV7 6.4 6.4 0.3 0.1

or —— Skilled-WacomSTU530-Standard||
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Fig. 3. DET curves for the proposed time functions-based signature
recognition systems on the evaluation set of e-BiosSign for both Standard
and Secure Systems.

information related to X, Y coordinates and their derivatives
on the biometric system which would be a much more robust
system against attacks, as this critical information would not
be stored anywhere. An optimal time-functions vector has been
chosen per system (i.e. Standard and Secure Systems) using
the SFFS algorithm in the development stage of the system
and taking into account the device interoperability problem
as signatures from all five devices of e-BioSign database have
been considered. The results reported in Sec. IV-C have shown
two important conclusions. First, the use of newer general
purpose devices (mobile scenario) such as Samsung ATIV7
has shown very robust recognition performance, so they could
be reliably used in banking and commercial applications.
Second, the use of a Secure System in some applications
such as banking applying a good time-functions extraction
and selection algorithm can provide a performance similar to
a Standard System. In this case sensible information is not
stored in the biometric template information, the opposite to a
standard case which could allow criminals to reconstruct the
original signatures of the users. For future work, it would be
interesting to analyze the performance of the Secure System
also for mobile scenarios using the finger instead of the pen
stylus.
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