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Pr e f ac e

This study was com m issioned by the Research and Docum entation  Cen tre of

the Min istry of Justice on  the advice of the Advisory Com m ittee for Research

on  Organ ized Crim e.

With  increasing regulation  of the conven tional banking sector in  the

Netherlands and elsewhere, a strong concern  has been  voiced about the

actual or poten tial use of so-called “underground banking system s” by

crim inal organ izations. Calls have been  m ade for new m easures to deal with

th is problem , som e of them  drastic. So, the chief objectives of th is

prelim inary study were to find out whether 1) publicly available evidence

supports th is concern  and 2) how are governm ents around the world

responding to the issue. This would lead to policy recom m endations to be

considered by the Dutch governm ent.

Before investing in  a longer research  project designed to collect original

em pirical data, it was decided to proceed first with  a carefu l review of the

existing literature, in  order to establish  what is known and what is not. This

cautious first step  was deem ed necessary given  the dearth  of previous

research on  th is relatively m isunderstood topic. The sources we explored

included press reports, governm ent agency docum ents, public hearings,

academ ic articles, and legal cases, court docum en ts, and articles posted on

the in ternet. The critical review of th is m aterial was com plem en ted

num erous unstructured in terviews with  law enforcem ent and other experts

from  all con tinen ts. All research  and analysis took p lace with in  a period of

three and a half m on ths. In  the light of the tim e and budget constrain ts, th is

study m ust be considered as prelim inary, particularly because it was found

that additional data can  be m ade available for further and m ore in -depth

research on  the subject. These m aterials (cases, court docum ents, in ternal

m em oranda, in telligence reports, etc.) are held prim arily by law enforcem ent

and regulatory organ izations around the world, especially in  the USA, France

(collected by In terpol), Great Britain , Australia, Hong Kong, India, and

elsewhere. What was found from  th is study was, nevertheless, sufficien t to

establish  the basic facts and to dispel a num ber of m yths surrounding these

in form al banking networks.

The ultim ate aim  of producing policy-relevan t in form ation  has been  pursued

in  th ree steps. Firstly, we sought to develop a good understanding of

“underground banking” operations, their origins, con tem porary form s, and

the factors con tributing to their con tinued popularity. Secondly, we

attem pted to syn thesize the available evidence on  the in terface between  such

operations and crim inal actors. Thirdly, because the problem  is for the m ost
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part transnational, we tried to find out how several coun tries are curren tly

dealing with  th is problem . The concluding part of the report sum m arizes the

research  and policy im plications of our findings.

All of the in terviewees, who are listed in  the appendix, have been  extrem ely

helpful. Som e of them , however, were particularly obliging. Ezra C. Levine, a

lawyer with  the Howrey and Sim on  firm  in  the USA, provided us a written



detailed response of the industry to proposed regulations for non-bank

m oney businesses in  the USA. Peter Djin is (FinCEN) was kind enough to

send us transcrip ts of public hearings on  the sam e issue. Bonnie Klapper

(Assistan t US Attorney, N. District of NY) spen t a m orn ing with  us and

supplied court docum ents on  black m arket peso cases. The Hong Kong Police

Force sen t in  a report answering a set of questions on  the situation  there.

Lisa Carroll (In terpol and Sam  Houston  University) shared som e of her

m aterials and spen t tim e on  telephone in terviews. Willard Myers, the director

of the Cen ter of Asian  Studies, m ade h im self available a whole even ing for a

discussion  of Chinese “underground banking” in  the USA and provided a

report sum m arizing h is database and knowledge on  the issue at hand. Matt

Miller (writer for the Institu tional Investor) m ade tim e for in terviews and

shared h is findings from  a trip  to Pakistan , as he prepared an  article on

“underground banking” for h is m agazine.

Most grateful I am  to three exceptionally helpful persons. Patrick Jost

(FinCEN) devoted m any hours to th is project, including several in terviews in

person  and on  the telephone, a day-long sem inar based on  m aterial he has

been  collecting for years on  the subject, and coun tless e-m ail

com m unications. Rick McDonell (FATF Asia, Australia) responded graciously

to a very long telephone in terview, suggested con tacts persons in  Hong Kong,

participated in  several e-m ail exchanges and faxed a lengthy report

furn ishing the Australian  experience and response. Detective Superin tenden t

Nick Jackson  (West Yorkshire Police, England), with  whom  I spoke

extensively and repeatedly on  the telephone. He not on ly sen t in  a paper of

his outlin ing the problem  from  the British  perspective, but also wrote another

paper answering specific questions related to th is project.

Finally, I am  m ost grateful to m y research assistan ts, Rob Dovidio, Kelly

Lawlor and Hildrun  Passas, for their wonderful collaboration  and hard work.
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Exec u t i ve  su m m ar y

This report presen ts the findings of a prelim inary study in to what is

com m only called “underground banking system s”. The study was funded by

the Research and Docum entation Centre of the Dutch Ministry of Justice,

which acted on  the advice of the Advisory Com m ittee for Research on

Organized Crim e. As the conventional banking industry is increasingly being

regulated, m any fear that crim inal organizations m ay turn  to alternatives, such

as “underground banking system s”, in  order to avoid detection . The m ain  goals

of the study were to provide a policy-useful analysis of the way in  which  such

system s operate, the exten t to which crim inals m ay resort to their services,

and the policies adopted by differen t governm ents.

This relatively short study did not start with  m any am bitions of generating

new and original data. Rather, the objective was to take stock of what is

known about the issue, to separate m yths from  reality about the problem ,

and to offer a first assessm en t of the risks posed by “underground banking

system s”. This should give a good indication  as to whether urgen t m easures

need to be taken  or m ore research  is necessary before considering any policy

or legislative adjustm en ts.

The m ethods for th is project consisted in  a com bination  of archival, legal and

historical analysis with  unstructured in terviews with  regulators, law

enforcem en t agen ts and academ ic or other experts from  the USA, Canada,

Britain , France, Australia, Hong Kong, Germ any, South  Africa, India and

Russia.

First of all, an  attem pt is m ade at conceptual clarification . There are m any

term s to describe the practices in  question  — e.g., hawala, hundi, fei ch’ien , —

depending on  the ethn ic group involved. These practices do not involve

traditional banking transactions or services, like deposit taking or lending.

Instead, these are essen tially m echan ism s serving the transfer of value from

place to p lace. Moreover, they are not at all “underground” in  m any parts of

the world. In  m any cases, it is, therefore, suggested that the term  “in form al

value transfer system s” (IVTS) is m ore appropriate for our purposes than

“underground banking”. IVTS is defined as any system  or network of people

facilitating, on  a fu ll-tim e or part-tim e basis, the transfer of value

dom estically or in ternationally outside the conven tional, regulated financial

in stitu tional system s.

Most con tem porary form s of IVTS have evolved out of two m ain  variations,

the South  Asian  and Chinese m ethods of value transfer, both  of which

originated cen turies ago. Following a presen tation  of the h istorical roots and

evolution  of these two prototypes, a m ore con tem porary Colom bian  m odus

operandi is outlined, which em erged in  the con text of the black m arket for

pesos. The m echan ics of each  of these IVTS are briefly sketched, while six

con tem porary variations are both  described and graphically represen ted. The

m ost basic m ethod is when  a clien t wishes to send m oney to a relative in

another coun try. He gives it to a local IVTS agen t, who calls or faxes

instructions for paym ent to h is coun terpart in  the relative’s city. His
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coun terpart m akes the paym ent in  a m atter of hours and balances h is

accoun t with  a transfer in  the opposite direction . When  the transfers are of

unequal value, from  tim e to tim e the IVTS agen ts m ay wire transfer the

difference. More com plicated ways of balancing the books involve invoice

m anipulation  and trade in  consum er item s, gold or other com m odities.

Unfortunately, a lot of the conven tional wisdom  was found to be m isleading

or false. Con trary to widespread beliefs that IVTS sprung from  political

turm oil or that they began  as ways of violating currency con trols and other

laws, their origin  was found to be rather ben ign . They served people well

before the developm ent of m odern  banking institu tions, they facilitated

legitim ate trade or other transactions, while protecting against robbery and

theft in  h ighways. They were so widely accepted that they becam e in tegral

elem en ts of the culture in  Asian  coun tries and com m unities of im m igran ts.

Other errors in  conven tional wisdom  include the assum ption  that IVTS are

usually surrounded by violence and corruption , and that h igh technology

m ay be used in  the near fu ture for m ore secrecy and confiden tiality. The

evidence suggests that typical IVTS operations are sm ooth , consensual and

require on ly low technology, such  as a telephone or fax m achine.

Such inaccuracies in  conven tional wisdom  com e about by a process

described as “facts by repetition”. That is, erroneous statem en ts were

included in  widely circulated articles, which  were later reproduced in  other

m edia articles, governm ent reports, academ ic publications, and even  United

Nations docum ents. This problem , which  is regrettably com m on in  analyses

of transnational and other serious form s of crim e, poin ts to the need for

critical reading of in ternet and other publications, as well as the im portance

of triangulation .

As Asian  ethn ic groups im m igrated to the four corners of the earth , the

necessary in frastructure for IVTS expanded. Many factors con tribute to their

popularity as rem ittance m ethods am ong certain  ethn ic groups to th is day.

They range from  the absence of conven tional banking facilities in  m any parts

of the world to the distrust in  ordinary banks or governm ent policies,

discrim ination , currency con trols, and the confiden tiality of IVTS. Many

people resort to IVTS because they sim ply follow cultural traditions or sim ply

because their services are faster, cheaper, less bureaucratic and m ore

conven ien t than  any other alternative.

Although IVTS originated in  Asia, they are now found to operate in  every

con tinen t. The exten t of IVTS operations is h ighlighted in  the report by

reference to m edia and governm ent publications regarding several coun tries.

Given  the wide availability and conven ience of IVTS together with  the

anonym ity they offer, it is no wonder that in telligence agen ts and crim inals

also en joy their services. Indeed, evidence is cited in  th is report of use of

IVTS for the facilitation  of capital flight, tax evasion , covert operations,

corruption , in tellectual property violations, ransom  collection , financial

fraud, terrorism , sm uggling of illegal im m igran ts, m oney laundering, as well

as illegal trade in  drugs, body parts, arm s or com m odities. Case exam ples for

each  type of such  illegal transactions are given  from  various coun tries — with

a word of caution  about the reliability of m any journalistic or other sources

that were not triangulated in  the short period of th is study.
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It is by no m eans suggested that IVTS are in fested or con trolled by crim inals.

All that can  be proven  is that IVTS is no m ore than  one of num erous

alternatives available to individual offenders and crim inal organ izations. As a

m atter of fact, it appears that other options m oney laundering or transfers

are preferred by crim inal organ izations, as IVTS cannot handle easily or at all

the substan tial am ounts of m oney generated by illegal en terprises. These

alternatives include conven tional banks, in surance com pan ies, non-bank

financial in stitu tions (e.g., bureaux de change and m oney rem itters), real

estate and gold transactions, and currency sm uggling.

An  area of substan tial con troversy is the exten t and growth of IVTS business.

There are no reliable estim ates and no hard evidence for proper assessm en t.

Consequen tly, m any of the figures that have been  put in to circulation  by

reporters or governm en t agencies either com e out of th in  air or are based on

anecdotal evidence. The best we can  do is probably clearly establish  all the

conditions con tributing to the use/ growth of IVTS and then  conduct studies

inquiring in to the existence and strength  of such factors. In terviewees of

equal standing and in tegrity have argued in  opposite directions. There is

wide agreem en t that what is known  constitu tes on ly the tip  of an  iceberg. For

som e observers, though, th is iceberg is m uch bigger than  for others.

Nevertheless, it has been  persuasively argued that IVTS are unable in  m ost

cases to transfer very h igh am ounts of m oney, while m any crim inals find that

m oney laundering is not necessary, as it can  be easily in tegrated in  local

econom ies. These facts, together with  the availability to crim inals of m any

other alternatives, suggest that the IVTS-related crim e and other risks m ay

have been  exaggerated.

Authorities in  Third World coun tries have been  concerned about negative

effects of IVTS to their econom y and governm ent policies. Capital flight and

tax evasion , in  particular, have worried officials in  the South  for a long tim e

— although it m ust be added that IVTS also perform  useful functions in  tim es

of crises, as they provide safety valves and added liquidity. The m ore recen t

official concerns in  Western  coun tries stem  from  the perception  that IVTS are

increasingly becom ing a vehicle for m oney laundering and other offenses. So,

as IVTS generally do not break any laws in  the West, they had been  left m ore

or less alone in  the past. The war on  drugs and the an ti-m oney laundering

m ovem ent have changed th is. Yet, the newly found agreem ent that IVTS is an

issue is neither founded on  solid evidence nor has it led to harm onized policy

approaches.

Many IVTS practices are m isunderstood and treated with  suspicion  even

when  nothing illegal or unethical is involved. The lack of un ified approach is

due to the diverse in terests of the West and the South . The best illustration  of

the problem  is when  South  Asian  coun tries tried to discourage the use of

IVTS by advertizing bearer bond certificates with  no questions asked about

the origin  of the m oney. This de facto facilitated the laundering of dirty

m oney, exactly the problem  for which  IVTS are now targeted in  the West.

Such m isunderstandings and lack of policy co-ordination  m ay be rem edied

through carefu l studies in to IVTS and their effects on  society and wide

dissem ination  of the results. Better awareness of the respective concerns,

national in terests and policy priorities can  pave the way for im proved

collaboration  am ong national and in ternational con trol bodies.
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In  order to further th is aim , the report also provides a brief overview of laws

and practical m easures taken  by a num ber of coun tries. In  general term s,

Western  governm ents have attem pted to render IVTS m ore transparen t and

required them  to get a license and report or record unusual transactions of

certain  m agn itude. In  the West, IVTS-related policies are closely linked to the

issue of m oney laundering, and governm ents have not taken  any specific

action  against IVTS. Som e of these m easures m ay actually affect certain

form al and regulated business, which would be faced with  additional

operating costs. For th is reason , proposals for further regulation  of non-bank

financial in stitu tions in  the USA have been  m et with  strong opposition  by

m oney rem itters, such as Western  Union  and Am erican  Express (the dialogue

between  the authorities and m oney rem itters on  the proposed rules

con tinues). In  the South , on  the other hand, governm en ts have tried to take

m oney out of the in form al econom y and bring business to their (often

inefficien t) conven tional financial sector by encouraging non-residen t

citizens to invest in  bearer bonds with  tax and other privileges. They have

also liberalized (at least partly) the gold trade, which  is in tim ately linked with

m any Indian  and Pakistan i IVTS operations. Yet other coun tries, such  as

China, have attacked the whole unofficial banking sector, but not specifically

the IVTS businesses (which essen tially bring value in to the coun try).

The exten t and consequences of IVTS seem  to vary sign ifican tly from  coun try

to coun try. Therefore, it m akes sense for each  coun try to review carefu lly the

facts, risk and in terests involved before m aking policy decisions and

im plem enting m easures that m ight backfire or prove to be overkill. Coun try

studies could em ploy archival/ h istorical analysis along with  participan t

observation  m ethods and in -depth  in terviews with  knowledgeable con trollers

and citizens. In  addition , im port and exports statistics can  be analysed for the

detection  of invoice m an ipulation  indicative of IVTS activity. Finally, where

available, rem ittance patterns can  be analysed in  order to ferret out any

transfer of value out of a given  coun try that corresponds to am oun ts larger

than  the legitim ate incom e of the senders.

There is no doubt that IVTS are used by crim inals. However, an  im portan t,

albeit prelim inary, conclusion  is that IVTS do not seem  to represen t a cause

for grave concern  in  the Netherlands and m ost coun tries. Spectacular and

publicized cases involving crim inal abuses of IVTS appear to be atypical and,

thus, should not lead to hasty decisions and dracon ian  m easures. Som e

m easures m ay be coun terproductive or involve unnecessary invasion  of

innocen t people’s privacy. They m ay also give the im pression  that the

cultural traditions underpinn ing IVTS are unfairly attacked. So, before

im plem enting drastic m easures, m ore solid evidence of negative

consequences is required. The legislative arsenal in  the West can  adequately

deal with  those who have com m itted crim es. After all, crim inals are the m ain

problem , not the way they m ove their m oney.

Crim inal laws appear to be the least effective way of dealing with  IVTS. Som e

have recom m ended the extension  of m oney laundering legislation  (e.g., know

your custom er ru les) to cover IVTS. Critics poin t out that the operation  of

IVTS will be unaffected, while m ore people (clien ts) would be needlessly

crim inalized. It is also essen tial to bear in  m ind that IVTS are often  the on ly
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channel through which  im m igran ts can  send funds to assist their fam ilies in

the hom eland.

The report concludes with  a host of regulatory, public policy and train ing

issues that m ay be considered. The m ost effective policies would be those

going to the heart of the problem : governm ent over-regulation ,

discrim ination , political and econom ic crises, in flexible bureaucracies, h igh

taxes, un friendly, inefficien t, expensive or lacking banking services, lack of

confidence in  a given  coun try’s econom ic system  and banks. In  the South ,

the m ost effective m easures seem  to be im provem ents of the form al banking

sector, consistency in  econom ic and other public policies, a h igher degree of

econom ic liberalization  (especially with  respect to precious m etals, in terest

and currency exchange rates) and fewer currency and other regulation .

To be sure, these are long-term  objectives. In  the m ean tim e, regulations m ay

be extended to cover IVTS activity, but care ought to be taken  to avoid the

application  of ethnocen tric ru les that m ay alienate ethn ic groups. Licensing

or record-keeping requirem ents can  be con tem plated and discussed open ly

with  represen tatives of the com m unities concerned. Banking institu tions m ay

also be approached to assist with  the detection  of IVTS suspicious or unusual

transactions (m any IVTS hold bank accoun ts).

Police need also to be trained to be m ore sensitive to other cu ltures as well as

to be able to iden tify IVTS patterns and irregular (possibly crim inal)

transactions.

Finally, given  that the issues are m ostly in ternational in  nature, better

collaboration  and exchange of in form ation  am ong con trol agencies is

needed. This can  be achieved by paying atten tion  and respecting in  practice

the in terests, priorities and policies of all coun tries concerned.

The report ends with  the recom m endation  that, regardless of what m easures

and policies a governm en t opts for, evaluation  tools should be provided, in

order to m onitor the progress, successes and failures as objectively as

possible.





1 In t r o d u c t io n

Since the late 1980s, officials in  m any coun tries have been  expressing a

concern  that, with  the increasing regulation  of banks and financial

institu tions, crim inal en trepreneurs are turn ing to alternative m eans of

m oney transfers and the laundering of crim inal proceeds, especially in

Western  coun tries where an ti-m oney laundering m easures cam e in to force

(Blackhurst, 1988; Bosworth-Davis and Saltm arsh, 1995; Carroll, 1995; Elliott,

1991; Evans, 1997; Nove, 1991; Savona and Defeo, 1994). Am ong the non-

bank alternatives , the so-called underground banks or alternative banks are

repeatedly cited as a m ost likely candidate (alongside m oney exchange

houses, check cashing services, in surance brokers, m ortgage brokers,

im porters, exporters, precious m etal dealers, casinos and express delivery

services; Bureau for In ternational Narcotics and Law Enforcem ent Affairs,

1996). By the term  “underground banks” reference is m ost frequen tly m ade

to unregulated and opaque m ethods of transferring m oney or value from

place to p lace. Such m ethods have been  used for a very long tim e by various

ethn ic groups, prim arily for quite legitim ate purposes and transactions. The

confiden tiality and anonym ity of underground banking appears to be a

sign ifican t incen tive for drug traffickers and other serious offenders to use

these channels, as the conven tional banking avenues becom e m ore

supervised and m onitored. Therefore, the fear is that, to the exten t that

crim inals turn  to such alternatives, the effectiveness of an ti-crim e and an ti-

m oney laundering m easures m ay be underm ined.

Structure of the report

This report aim s at sum m arizing and analyzing the available in form ation

about “underground banking system s” and their use by crim inal

en trepreneurs. After briefly discussing the m ethods em ployed for th is

research , an  attem pt is m ade at conceptual clarification . It is suggested that

the term  “in form al value transfer system s” (IVTS) m ay be m ore appropriate

for our purposes than  “underground banking”. The next section  outlines the

historical origin  of such system s, concen trating on  the South  Asian , Chinese

and Colom bian  networks. The m echan ics of each of these IVTS are briefly

sketched before turn ing to the m ain  reasons these m odi operandi are popular

am ong certain  ethn ic groups to th is day. The report then  h ighlights the

exten t of IVTS use by citing evidence from  several coun tries. The next section

exam ines the evidence of the use of IVTS by crim inal en terpreneurs and

provides case exam ples for each  type of illegal transactions. The report then

proceeds to a presen tation  of the alternative m ethods em ployed by crim inals

and a discussion  of the exten t and growth  of IVTS business, as well as the

public concern  it causes around the world. The following section  outlines

legislative and policy responses to IVTS by a num ber of governm ents. Finally,

the report concludes with  research  and policy im plications.
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Methods

This study has com bined h istorical and archival research  with  in -depth  and

short in terviews with  practitioners and researchers from  around the world.

Most of the data on  which  the presen t report is based com e from  a review of

the literature in  social sciences, legal periodicals and journals, docum en ted

cases, m edia articles and governm ent reports. In  the light of m any

exaggerations and con tradictions found even  with in  single docum ents, a

critical analysis becam e necessary, in  order to establish  the in ternal

consistency and credibility of various sources. In  the course of th is analysis, it

em erged that inaccurate or de-con textualized in form ation  found its way in to

academ ic and policy writings, con tributing thus to the creation  of false

conven tional wisdom .

In  the task of separating “in form ation” from  facts and knowledge, the

in terviews as well as the review of som e legal cases in  the USA and Britain

were of vital im portance. A num ber of in  depth  in terviews have been

conducted with  officials from  the USA, Canada, Great Britain , Australia, Hong

Kong, South  Africa, and France. Short in terviews have also taken  p lace with

practitioners and academ ics in  other coun tries (e.g., China, Germ any,

Russia).

Nevertheless, in  the short period of th is prelim inary study (three m on ths), it

has not been  possible to triangulate every single detail or descrip tion  of

particular cases and even ts. This is especially the case with  reports on  the

incidence and prevalence of “underground banking” in  differen t coun tries.

The reader is thus invited to treat the corresponding parts of th is report with

caution .

From  the evidence we collected, it becam e quickly apparen t that som e

crim inal organ izations do use “underground” or alternative banking

channels. However, a lot of m aterial and valid data are scattered in  agencies

around the world. In  m ost cases, it is found in  police files considered

sensitive and not shared with  the academ ic com m unity1.

The m ain  issue, thus, is whether the available em pirical evidence and

experience justify the official concerns. If so, what are the m ost effective

m easures to be adopted? If the concerns are out of proportion , one would

have to assess the risks posed by the in troduction  of additional ru les and

regulations aim ed at curbing or con trolling these traditional m ethods of value

transfer.

1
 Fin CEN an d In terpol, for exam ple, have very substan tial m aterial, wh ich  can  be m ade

availab le for the purpose of review an d an alysis on  behalf of the Min istry of Justice.
However, before th is takes p lace, both  agen cies have requested  con tacts with  con crete

in dividuals workin g for the MoJ, with  whom  they have a workin g relation sh ip . With in  the

lim ited  period  of tim e availab le for the p resen t study, desp ite our best efforts, th is
bureaucratic p rocedure was n ot com pleted  successfu lly.
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1.1 Definitions: “underground” banking or Informal Value Transfer

Systems?

“Underground banking” is also described as in form al banking, unregulated

banking, quasi-banking, alternative banking, alternative rem ittance system s,

and parallel banking. In  m any instances, the literature refers to the term s

em ployed by differen t ethn ic groups, such as hawala, hundi, fei ch’ien , chi[t]i

banking, etc. Som etim es, the jargon  includes term s used by Westerners to

describe Asian  practices, such  as “chop shop banking”. All these term s are

used m ost of the tim e in terchangeably. Although the expression

“underground banking system ” is by far the m ost prevalen t, it appears to

obscure m ore than  it illum inates. Essen tially, all three words are inaccurate.

It is not always underground; banking is rarely involved, if ever; and it is not

a single system .

Firstly, it is im portan t to recogn ize that certain  alternative banking system s

operate quite open ly. In  coun tries where there are restrictions or the practice

is banned, th is is certain ly not the case. Yet, in  m any coun tries and regions,

there is little or nothing “underground” about them . For instance, in  India or

Pakistan , it is very easy to find hawala bankers in  the street m arket. The sam e

applies to som e US-based operators, particularly those who do not get

involved in  illegal m oney. In  m any instances, hawala operators advertise their

services in  the ethn ic press. As one in terviewee put it, “give m e a couple of

days and I will tell you  exactly where you can  find them ” in  Europe or in  the

USA.

Secondly, the practices law enforcem ent agen ts have in  m ind when  they talk

about “underground banking” do not involve any proper banking activity. A

review of com m on  defin itions reveals that the focus of atten tion  is on  the

transfer of value, which  is far from  the defin ing characteristic of the

conven tional banking industry. According to the Australian  National Crim e

Authority, for instance, “underground banking is an  unofficial (or parallel)

banking system …, which enables funds to m ove from  one coun try to another

without production  of a paper trail” (NCA, 1991: 35). These in form al

“bankers” do not take deposits nor do they extend loans and credit to their

custom ers2.

Carrolls’ defin ition  of “alternative banking” is a “system  which  is subject to

no external auditing, con trol or supervision , whereby m oney or value can  be

transferred from  one coun try to another” (1995: 3). Schaap and Mul (1995)

2
 There are “p roper” un dergroun d ban ks in  m an y parts of the world , which  en gage in

exactly th is type of in form al ban kin g an d fin an ce. These ban ks ran ge from  the tradition al
n eighborhood loan  shark to soph isticated , albeit un regu lated , fin an cial in stitu tion s. In

Taiwan , for exam ple, where even  the govern m en t adm its that the un dergroun d econ om y

is abou t 40% of its official GNP, such  un dergroun d/ un regu lated  ban ks are n um erous, well
established, an d offer len din g facilities at very com petitive term s (Econ om ist, 1993;

Asiam oney, 1993). Desp ite govern m en t efforts, un dergroun d fin an ce is still th rivin g in

Sou th  Korea, where con sum er credit is in  short supp ly or expen sive (Yu , 1995). Th is,
however, is d ifferen t from  the m on ey tran sfer busin ess that has officials aroun d the world

con cern ed (th is does n ot m ean , of course, that un dergroun d ban ks are n ot con n ected  to

crim in al en terp rises, corrup tion  or other p roblem s; see Asiam on ey, 1993 abou t Taiwan ;
see also Kaplan  and Dubro, 1986 about Japan ).
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define the term  as “a com m ercial activity involving the transfer of m oney

across national borders through a non-bank institu tion  or organ ization”. This

defin ition  has been  largely adopted by the Akse (1996) report, with  the

im portan t addition  that underground banking did not em erge in  order to

transfer crim inal m oney. Yet, even  th is defin ition  is not without lim itations.

— There m ay be no com m ercial activity underlying the transaction  (i.e.

m oney sen t to a relative who is studying or touring abroad).

— Som etim es it is not m oney, but com m odities or other item s that are

transferred, such as gold, electric appliances or com puter equipm en t.

Som e in terviewees in  the USA suspect that diam onds m ay p lay an

im portan t part in  the Netherlands.

— The transactions are not always in ternational; they can  also be dom estic.

— Som etim es, the transfer takes p lace through no organ ization  or

institu tion . It can  be as sim ple as two individuals, a fam ily or a sm all

network of people.

Thirdly, we can  hardly speak of a single underground “system ”. Each

geographic area and ethn ic group engages in  differen t non-bank transactions

and value transfers. Most accoun ts of unconven tional (legal and illegal) value

transfers focus on  India, Pakistan , Dubai, Southeast Asia and China. Yet,

there are rem ittance system s connecting various Western  coun tries with

Colom bia, Surinam , the Dom in ican  Republic, Belize, Jam aica, several African

countries, etc.

The “in form al bankers” range from  corner shop owners to operators of giro

houses, bureaux de change, brokers, wire services, other conven tional m oney

transm itters, and m oney changers to the m ore stereotyped hawala banker.

Occasionally, the existence of m ultip le system s and networks is

acknowledged, but then  the authors of reports go on  to use one term , hawala,

as a generic descrip tive term  (Com m onwealth  Secretariat, 1998). This usage

m ay be conven ien t, especially in  the light of m any sim ilarities in  m ethods.

However, it is im portan t not to lose sight of substan tial differences in  the

various practices (see below; also, Carroll, 1999).

Moreover, each of these system s operates for the m ost part independen tly

and relies on  its own  trust-bonded networks. Although it is conceivable that

various networks could poten tially in terface, there is neither evidence nor

speculation  about it3. Som e networks in terface a great deal with  conven tional

business, organ izations and people, while others are capable of operating

en tirely on  their own .

So, the cen tral issue here is essen tially with  m ethods of m oney m ovem ents

outside the institu tional channels, which are supervised and m onitored by

governm en t authorities. In  a general sense, th is report could focus on  non-

bank and non-financial in stitu tion  m ethods of transferring m oney or value

from  place to p lace. Som e of these channels are regulated, while others are

not (som e people argue that the m ain  feature of “underground banks” is that

3
 In  Hon g Kon g, however, there are cases where a tran saction  in  a coun try in  which  a given

rem ittan ce p rovider does n ot have a n etwork can  be com pleted  th rough  an other

rem ittan ce cen ter; “The secon d busin ess will offer their service at a d iscoun t to the trader,
who absorbs all of the addition al costs” (Carroll, 1995: 41).
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they are unregulated; yet, som e of them  are). Som e of them  are com pletely

legitim ate and legal, while others are not. A good deal of the confusion  and

inconsisten t use of various term s originates from  the objective of those

writing about alternative banks. Overwhelm ingly, th is objective is to find out

how crim inals launder dirty m oney. Once som e vehicles for m oney

laundering are iden tified, they are all p laced in  the sam e basket of

“underground banks” (for exam ple, see som e con tributions in  Savona, 1997).

I th ink th is is a path  fu ll of p itfalls and does not lead to conceptual clarity and

good understanding of the problem s. Not every in form al financial system  is

conducive to crim inal activity or exploited for illicit purposes (e.g., there are

m any instances of perfectly legitim ate in form al banking system s in  Africa; see

Nwanna, 1998).

The reasons why I am  reluctan t to use even  the word “alternative” are that

som e of these system s predate the conven tional banking system s and

because in  m any parts of the world these “alternatives” are actually the ru le —

the form al banking system  is the exception , the “alternative” system

(Choucri, 1986). FATF has provided a descrip tion  quite faithful to the

practices of in terest here, when  it stated that: “Several m em bers reported

sign ifican t use of hawala, hundi or so called "underground banking", as well

as other system s. This system  is alm ost always associated with  ethn ic groups

from  Africa or Asia, and com m only involves the transfer of value between

coun tries, but outside the legitim ate banking system .” (FATF, 1997: par. 28).

Consequen tly, the term  “in form al value transfer system s” (IVTS) has been

adopted for th is report. This will refer to any system  or network of people

facilitating, on  a fu ll-tim e or part-tim e basis, the transfer of value

dom estically or in ternationally outside the conven tional, regulated financial

institu tional system s. IVTS originated and are still found m ost prom inen tly

am ong Asian  ethn ic groups. They have spread to the other con tinen ts as a

result of im m igration  and social m obility. They are characterized by trust, a

relative absence of written  records, and a reliance on  con tacts around the

world. In  m ost instances, value/ m oney is transferred without the m ovem ent

of m oney.

The nam es of IVTS vary, depending on  geographic location  and ethn ic group.

Following is a sam ple of the m ost com m on  term s:

— Hawala (trust, reference, exchange; The Arabic root h-w-l m eans “to

change” or “to transform ”) — India

— Hundi (com m only translated as trust; it m eans bill of exchange or

prom issory note; it com es from  a Sanskrit root m ean ing “to collect”) —

Pakistan

— Fei ch’ien  (flying m oney) — Chinese

— Phoe kuan  — Thailand

— Hui k’uan  (to rem it sum s of m oney) — Mandarin  Chinese

— Ch’iao hui (overseas rem ittance) — Mandarin  Chinese

— Nging sing kek (m oney letter shop) — Tae Chew and Can tonese speaking

groups

— Chop shop — foreigners use th is term  for one of the Chinese m ethods

— Chiti banking — refers to the “chit” used as receip t or proof of claim  in

transactions in troduced by the British  in  China (short for "chitty", a word

borrowed from  the Hindi “chitth i”, sign ifying a m ark).
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— Hui or hui kuan  (association ) — Vietnam ese living in  Australia

— Stash  house (for casa de cam bio) — South  Am erican  system s

(in terview with  Jost; Carroll, 1999; Cassidy, 1994; US DEA, 1994; Jain , 1929).



2 Th e  o r i g i n s  o f  IVTS

Although m any groups practice IVTS during the last two decades, two are the

m ain  original sources and m odels. According to one in terviewee, “true

underground banking is practiced in  on ly two cultures, the Indian  (including

Pakistan  and Bangladesh) and the Chinese. It is on ly with in  these two

cultures that social ru les have evolved sufficien tly to in sure the trust essen tial

to com pletion  of a banking transaction” (personal com m unication  with  W.

Myers). These two ethn ic groups have a long history of transferring m oney

from  place to p lace. They also have long im m igration  traditions, as workers

from  these coun tries m et needs of European  econom ies. From  the new

coun tries of residence, they sen t back hom e m oney to support their fam ilies.

After im m igran t workers becam e m ore established and wealth ier in  the

foreign  lands, they also had substan tial incom e (earn ings and investm en t

returns) to repatriate or invest in  their hom eland. IVTS was a low-tech, quick,

reliable, and cheap m ethod of transferring m oney or other value. As noted

earlier, it is not correct to call such system s “alternative” banking, because

there was no other banking at the tim e som e of them  were developed.

So, IVTS are variations of the South  Asian  m odel (hawala/ hundi) and the

Chinese m odel. We shall exam ine the h istorical roots and evolution  of these

two prototypes, while attem pting to poin t out som e of the m yths,

inaccuracies and errors that have becom e part of the conven tional wisdom

about “underground banking”. Then , we will take a brief look at the black

m arket for pesos in  the Am ericas.

2.1 Hawala/hundi

Contrary to several reports, what is widely referred to as “underground

banking” has not developed in  order to bypass ru les, laws, or currency

restrictions (Bosworth-Davis and Saltm arsh , 1995). It is incorrect to assum e

that it was “…designed originally to circum ven t currency con trols…” (NCA,

1991: 35). Another erroneous statem en t is that hawala was “[b]orn  out of

political turm oil and a distrust of banks...” (O’Hara and The Wild Palm s

Foun dation, 1997: 1)4.

According to som e observers, hawala or hundi developed m ore than  a

cen tury ago when  Indian  im m igran t com m unities in  Africa and South  East

Asia devised it as a m eans of settling accoun ts (Miller, 1999). Others p lace the

origins of it to cen turies ago , when  people sought a secure system  through

which traders could transfer m oney (Alert Global Media, 1996) and travellers

could protect them selves from  th ieves (Brown, 1991).

4
 Note the self-con trad iction  of th is au thor who goes on  to state that: “The system  dates to

Arabic traders who established hawala as a m ean s of avoidin g the en dem ic robbery of

caravans. It predates the establishm en t of western  banking by several cen turies .” (O’Hara

and The Wild  Palm s Foundation , 1997: 1; em phasis added). How can  som eth in g be
caused by m istrust of som eth in g that does n ot yet exist?
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The m ost authoritative and original study on  the beginn ings and m echan ics

of indigenous banking in  India appears to be a doctoral dissertation

published early th is cen tury (Jain , 1929). Jain  devotes a chapter to the

descrip tion  of the hundi m ethods. He argues that, while one function  of

“hundis” was “to enable one to get advances” (72), they “m ay be either pure

finance bills or trade bills, the latter being against som e produce or goods”

(176). The hundi was payable either on  sight (in  which  case it was a “darshan i

hundi”) or at a later date (called a deferred or usance or “m uddati hundi”).

In  m odern  tim es, the partition  of India in  1947, the huge m ovem ent of

people and the prohibition  of m oney transfers between  India and Pakistan

have fuelled hawala. Mem oni traders5 have m anaged to dom inate hawala in

both  coun tries. More recen tly, Indian  and Pakistan i im m igran ts have found

in  hawala the m ost reliable and conven ien t way of sending m oney back

hom e for their own  use or for their fam ilies.

The basic m odus operandi is as follows. The clien t approaches a hawaladar

(hawala operator or broker) to request the transfer of a certain  value to

coun try X. The banker will call or fax the details to h is coun terpart in  that

coun try and paym en t will be m ade with in  hours to the requested party (see

Figure 1). In  som e cases, the clien t m ay wish  to p ick up  the m oney herself in

the other coun try. If that is so, a code will be given  to the clien t for reference

to the “banker” in  the coun try where the p ick-up is to take p lace. This code

will be com m unicated in  the m ean tim e by fax or telephone to the hawaladar

responsible for the paym ent. In  th is basic exam ple, no m oney will actually

cross borders. The clien t will hand over to the local broker the am oun t she

wishes to transfer either in  advance or, in  som e cases, when  assurance is

given  that the m oney has been  received on  the other end.

The hawaladar’s profit usually com es from  currency exchange rates

m an ipulation  (Jost in terviews; Miller, 1999). In  other cases, a com m ission  is

charged ranging from  0.25-1.25% of the am ount involved. When  the

hawaladar understands that the transaction  involves crim inal proceeds or

transactions by the clien t, the charged com m ission  m ay go up  to 15-20

percen t (Carroll, 1999). The hawaladar at the p ick-up poin t will m ake the

paym ent out of h is cash  reserves or accoun t. The balance will be settled with

transfers in  the opposite direction . When  m ore value is transferred from  or to

a given  coun try or operator, the accoun ts are balanced from  tim e to tim e

through transfers via conven tional bank routes, postal m oney orders, the

sm uggling of currency or other com m odities, or through invoice

m an ipulation  (in terviews with  Jost).

Mis-invoicing, which en tails the occasional or system atic participation  of

traders in  legal goods, appears to be very com m on. The legitim ate trades m ay

be conducted either by hawaladars or associates, who m ay or m ay not be

part of an  extended fam ily. To illustrate the system , let us assum e that m ore

m oney has been  transferred out of India than  cam e in to the coun try, causing

an  im balance of USD 80,000 between  the hawaladars concerned. In  such

even tuality, the hawaladar based in  the West (or an  associate) purchases USD

150,000 worth  of goods, such  as com puter equipm en t, and sends them

5
 Mem on i com e from  what is n ow In dia’s Gujarat state (Miller, 1999).
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through ordinary channels to India with  an  official invoice for on ly USD

70,000. The Indian  operator can  then  sell the m erchandise and m ake a

legitim ate profit, retrieving at the sam e tim e the USD 80,000 owed to h im

from  overseas. The sam e m ethod is em ployed when  the funds m ust m ove in

the opposite direction . Instead of under-invoicing by $80,000, the overseas

operator will over-invoice by that am ount. Hawala and m is-invoicing have

been  used extensively for the purpose of tax evasion  and/ or capital flight (on

Turkey see Bhagwati, 1964; on  India, see Zdanovicz et al., 1995).

If hawaladars m ake their profit out of the exchange rate, how can  they be so

attractive com pared to conven tional value transfer m ethods? The answer is

that they take advan tage of the difference between  the street (black m arket)

rate and the official rate of the currencies involved. Quite often , such

differences are very substan tial6. So, while they give their clien ts in  the West a

com petitive rate, they can  get an  even  better rate by selling the hard currency

in  the black m arket. In  addition , when  hawala transfers are com bined with

gold deals and sm uggling operations, the m ain  profit is m ade from  the sale of

the sm uggled com m odities rather than  from  the m oney transfer service. For

exam ple, hawala dealers com m only transfer the local currency to the United

Arab Em irates (especially Dubai), where they use it to buy gold. The gold is

then  sm uggled in to India and sold for a profit (see Figure 2). Part of the

proceeds from  th is sale can  be used to pay the recip ien ts of the hawala

transaction . Som etim es, the clien ts m ay wish  to be paid in  gold rather than

rupees7. For th is reason , the profit m argins for hawaladars depend greatly

upon  the price of gold in  India (Cassandra, 1998; Vadayar, 1997). Finally, the

other advan tages of hawala (speed, conven ience, no tracing, discretion  etc.)

keep  it very attractive anyway.

Although it is said that “Money never en ters the form al banking system …”

(UN General Assem bly, Special Session  on  the World Drug Problem , 8-10

June 1998), hawala operators often  do have their own  conven tional bank

accoun ts, in  which  they deposit their clien ts’ m oney and which  they use to

set off balances with  their coun terparts in  other parts of the world (Jackson

in terview and personal com m unications). They also hold other accoun ts,

since they occasionally deal with  securities, currency and other conven tional

business. Finally, they m ay m ix their clien ts’ m oney with  m oney they have

from  their other (legitim ate) business. It is then  that investigators m ay be

able to find som e traces of illicit or irregular transactions and evidence of

wrongdoing. Carroll poin ts out that Chinese and hawala system s “use the

conven tional banking sector at som e poin t in  the transaction , to receive

custom er paym en t or to settle debts with  other brokers” (Carroll, 1999).

 As som e in terviewees have noted, it is when  IVTS in terface with  the

conven tional banking sector that they are at their m ost vulnerable.

6
 Particu larly when  govern m en t in terven tion s im pose artificial exchan ge rates, when  there

are cu rren cy con trols, in  cases of h igh  in flation , durin g periods of political in stab ility, etc.
7
 The im portan ce an d  value of gold  can n ot be overstated  when  it com es to Sou th  Asia.

Gold  is used  in  trad ition al rituals, it is a m ost valued  gift or dowry, an d  a hedge again st

in flation . The p rice of gold  in  In dia an d Pakistan  has been  m uch  h igher than  world

prices, som etim es at a p rem ium  of 40 percen t or h igher (in terviews with  Jost an d
Cassandra; FATF, 1999).
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2.2 Chinese IVTS — fei ch’ien

Once again , inaccurate rum ors have it that the Chinese IVTS em erged as a

result of distrust of banks, political turm oil, com m unist takeovers, and

discrim ination  against the Chinese  (South , no date). Nevertheless, it has

existed for cen turies, well before the developm en t of the postal and banking

services. In  fact, som e con tem porary reputable banks have em erged from

such in form al system s (Akse, 1996). According to Akse (1996), the origins of

the system  are located in  the North-South  rice trade, when  traders sought to

avoid the physical transportation  of m oney. Fei ch’ien  was an  ingen ious and

conven ien t system  of settling accoun ts, while providing protection  against

the com m on highway robberies at the tim e (in terview with  W.Myers). To the

exten t that transactions and paym ents were going in  both  directions in

sim ilar am ounts, the accoun ts could be settled without any m ovem ent of

m oney at all.

With  respect to Chinese early banking facilities, Cassidy (1994) has furn ished

the m ost reliable accoun t. In  the second half of the T'ang dynasty, a growing

tea com m erce between  the south  and the im perial capital created the need

for a conven ien t m eans of exchange. As a result, "flying m oney" (fei-ch ' ien )

evolved. As Cassidy (1994: 2-3) notes, “Provincial governors m ain tained

"m em orial offering courts" at the capital. Southern  m erchan ts paid the

m oney they m ade from  the sale of goods at the capital to these courts, which

then  used it to pay the tax quotas due from  the Southern  provinces to the

cen tral governm ent. In  return , the courts issued the m erchan ts with  a

certificate. When  the m erchan t returned hom e, he presen ted th is certificate

to the provincial governm ent and was paid an  equivalen t sum  of m oney.

Thus … both  the m erchan t and the local governm ent avoid[ed] the risk and

inconven ience of carrying quan tities of copper or silk”.

In  the Shansi province, “old style” banks and first rem ittance services began  a

courier system  as a secure m oney transfer m ethod during the Ch’ing dynasty.

They were fam ily based and soon  grew beyond Shansi province to the whole

coun try. They opened branches in  cities where they had business in terests

and issued drafts, m uch like the con tem porary travellers’ checks. Other “old-

style banks”, such as local retail banks, m oney exchangers, clearinghouses,

custom s banks and silver shops, em erged to com pete with  Shansi banks

(Cassidy, 1994). Modern  banks were colon ial institu tions, which thrived

thanks to the m onopoly of the opium  trade.

As Chinese started to em igrate around the world, a dual fam ily system

em erged. The im m igran ts had one fam ily back hom e and one wherever they

resided. Consequen tly, the Chinese laborers overseas sen t regularly

rem ittances to support the hom eland fam ily as well. The con tinuing strong

bond with  the fam ily in  China served as a safety net, for one could always

return  hom e in  the even t of unem ploym ent in  the foreign  land (Purcell,

1951). Dual fam ilies with  stores (gold shops, etc.) overseas soon  dom inated

the rem ittance business. In  th is way, transactions were sh ielded from  the

inquisitive eyes of the authorities in  host coun tries, som e of which  im posed

excessive taxes on  the ethn ic Chinese (Cassidy, 1994).
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2.3 Chits and chops

Contrary to m any reports, the chit system  is anything but Chinese indigenous

banking. In  fact, it was in troduced by British  colon ialists, who borrowed the

term  (dim inutive of “chitty”) from  Hindi (chitth i). Chit cam e to m ean  a “note,

a pass or a certificate given  to a servan t”. In  order to m ake transactions with

foreign  residen ts in  China m ore conven ien t, a system  was inven ted whereby

“The salary of foreign  em ployees was paid by check drawn  on  the Chinese

com pradore, who then  held the funds against which  the em ployee wrote

‘chits’...m em oranda acknowledging debts for retail transactions. These were

accepted by the shopkeeper and passed for collection  to the firm 's

com pradore” (King, 1965; cited in  Cassidy, 1994).

As Cassidy (1994) notes, “certain ly, represen tative paper, i.e. ch its, are being

em ployed to m ove m oney in  Asia”, but th is reality is at odds with  Western

law enforcem ent and in telligence reports suggesting that “chit banking” is a

Chinese indigenous m oney m ovem ent m ethod beyond the easy

com prehension  of Westerners, and which is curren tly used for m oney

laundering.

Finally, banks and coun ting houses often  use “chops" (to cheung) to th is day.

A chop  is a seal of stone (also found in  wood, ivory and various other

m aterials) “dipped in to verm illion  ink-paste and im pressed by way of a

verification  stam p. Types of chops include the general purpose chop (shu kan

to cheung) for acknowledging letters or indicating ownership ; the goods

delivery chop (fat for to cheung), usually a square seal sen t on  invoices

accom panying goods; the cash  delivery chop (kau ngan  to cheung), used on  a

blank receip t delivered with  cash; the goods acknowledgem ent chop (ying

him  fo to cheung), stam ped by the receiver on  the invoice when  goods are

delivered; the acknowledgem en t chop (shau ngan  to cheung), stam ped on

the cash  receip t when  cash  is taken  in , and the indebtedness chop (kit hong

to cheung), stam ped in  acknowledgem ent of a loan” (Cassidy, 1994: 5-6).

Chops can  also be used on  currency to prove ownership  or “to iden tify ‘off

the books’ currency destined for certain  accoun ts (ibid.).

The system , at its sim plest, works like th is: A clien t who wan ts to send funds

overseas con tacts som eone at a store or other business who will take the

cash, m ake an  en try in  a ledger book, and then  telephone another business in

the city of the recip ien t. The clien t will at the sam e tim e con tact the

recip ien ts to let them  know where to go and collect the m oney in  local

currency. The recip ien ts m ay have to show a chit or token  to claim  the

m oney. The chit m ay be anything from  a p laying card to a train  ticket torn  in

two — one sen t to the paying broker, the other to the recip ien t of the m oney

(DeStefano, 1995; South , no date).

The Chinese system  generally functions on  the basis of “guanxi”, which  is “an

overarching social system  of ru les that govern  all social behavior. It is guanxi,

which  is the guaran tor of both  secrecy and the in tegrity of the parties to the
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transaction . Violate its prescrip tions and find yourself a social outcast,

essen tially shunned in  all circles” (personal com m unication  from  W. Myers)8.

An  exception  to trust-based transactions is offered by Hong Kong operators,

who are reported to be m ore cautious and get involved on ly with  “cleared

funds”, even  though they deal with  known clien ts or referrals from  their

custom ers. That is, they will im m ediately rem it cash , but otherwise “the

custom er m ust provide evidence that they have deposited funds in to the

bank accoun t of the trader. Once the funds have been  cleared, the trader will

proceed with  the transaction” (Carroll, 1995: 41).

According to the Hong Kong Police, the m ain  features of IVTS operating there

are as follows. “Underground banks are com m only known as Unregulated (or

Unlicensed) Rem ittance Cen tres (URCs) in  Hong Kong. They are businesses,

which  provide custom ers with  a service for sending m oney to, or receiving

m oney from , other coun tries. They do not provide other form s of financial

services norm ally provided by banks.

URCs take various form s. In  m any instances the URC will be situated in  a

shop or office type prem ises offering rem ittance services either alone, or

m ore com m only, along with  a variety of other services, such as m oney

exchange, and in ternational fax facilities. Num erous URCs are also operated

in  trading com pan ies and guest houses in  addition  to the m ain  business

being carried on . As the operation  of an  URC requires little m ore than  a fax

m achine, URCs are often  located in  residen tial prem ises, operated by a

m em ber of the occupan t fam ily as a part-tim e job.

If a custom er wishes to send m oney overseas from  Hong Kong, he m ust first

find an  URC with  the ability to rem it m oney to the overseas coun try in

question . Norm ally, an  URC will operate in  parallel with  a sister com pany, or

com pan ies, overseas and will specialize in  providing rem ittance services to

the coun try or coun tries in  which  their sister com pan ies are located. To rem it

m oney from  HK, the custom er m ust deposit m oney in to the HK bank

accoun t of the URC and provide the details of the overseas person  or bank

accoun t to which  the m oney is to be sen t. The URC then  con tacts its sister

com pany in  the overseas coun try concerned and instructs it to pay the

m oney to the nom inated person  or accoun t. If m oney is rem itted to HK, the

sam e process is used in  reverse” (written  com m unication  from  the Hong

Kong Police).

According to W. Myers, the Chinese IVTS “has two com ponen ts and serves

two purposes. The first com ponen t is the "custom er" who desires to transfer

and convert an  am oun t of foreign  currency to a recip ien t in  the Peoples'

Republic of China (PRC). The second com ponen t is the local "banker", or

agen t of a PRC residen t banker, who desires to acquire foreign  exchange

without com pliance with  the con trols on  foreign  exchange acquisition

im posed by the PRC. In  a com pleted transaction , the custom er has efficien tly

transferred and converted h is funds to the recip ien t free of delay, fees and

con trols on  the exchange of foreign  currency and the banker has acquired

foreign  currency outside the PRC free of exchange and acquisition  con trols.

8
 On  the sign ifican ce of “guan xi”, wh ich  also refers to a social strategy by which  ethn ic

Chin ese gain  access to resources, see Myers (1995).
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Inheren t in  the function ing of th is system  is the fact that currency never

m oves through any in ternational financial system , it rem ains in  the coun try

where the transaction  originated. In  order for the system  to function , it

requires that the “banker” have access to large am oun ts of liquid capital to

pay out the am oun t of the rem ittance in  the PRC. It would of course be self-

defeating for the banker to transfer the currency to the PRC, since the

objective of the transaction  on  h is part is to acquire and export foreign

exchange. (It should be noted however, that th is capital, in  m any instances,

does find its way back to China in  the form  of investm en t capital and receives

extrem ely favorable tax and exchange treatm en t)” (written  com m unication

from  W. Myers).

According to a brief report issued for the purposes of the presen t project by

the Cen ter of Asian  Studies, the evidence from  a closed source database

(CSDB) on  the situation  in  the USA shows that:

— 2,105 of 4,113 records reflect the use of a Chinese underground banker

for the rem ittance of funds to a relative or friend in  the PRC.

— The average rem ittance was $2,000 and the low rem ittance was $400 and

the h igh  was $23,000.

— The transactions occurred between  1989 and 1996.

— Three "bankers" were used with  the m ost transactions in  occurring with

a single banker located in  New York's Chinatown  (99%) and the

rem ain ing one percen t were with  bankers in  Los Angeles and

Washington , DC.

— In  no instance do the records reflect that the funds were acquired as a

result of un lawful activity.

— In  som e instances (±18%) the records reflect the funds were transm itted

in  furtherance of a crim e, i.e. as a partial paym en t to a hum an  sm uggler

for the recip ien t to be sm uggled to the Un ited States.

— Other en tries in  the CSDB reflect that for the period between  1993-1995,

one particular banker was estim ated to be transacting $1-2 m illion  per

m on th  in  business.

— An analysis of th is in form ation  supports the following conclusions.

— The funds transacted by custom ers were acquired in  a lawful m anner

and were not the proceeds of crim e being laundered.

— The laws broken  by these transactions were prim arily those of the PRC.

Even  these in  m any instances were vague and on ly recen tly am ended

(regulations issued on  8 Sept. 98) to cover these types of transactions. A

case could and would be m ade on  violation  of regulations of the Treasury

Departm en t concern ing reporting violations of cash  transactions and

possible state laws on  illegal banking transactions.

— Som e funds were transm itted in  furtherance of a crim e in  the PRC and

the United States — hum an  sm uggling. (It should be noted that th is

m ethod of transferring funds did frustrate an  analysis [of] currency

exchange transactions conducted by the Treasury Departm en t to attem pt

to p inpoin t the locus of sm uggling activity). Other funds were used in

various illegal activities with in  the PRC, principally com m odity

sm uggling.
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— The acquisition  of foreign  exchange by one particular banker perm itted

her to acquire large am oun ts of real estate and engage in  business

activities of a nature which  have illegal and legal com ponen ts.

— The econom ic, social and legal im pact of th is activity can  not accurately

be assessed based on  the available evidence at th is tim e.

— The activity is not regarded by the Chinese com m unity as un lawful. It is

rather seen  as an  efficien t and safe m anner to rem it funds to the

recip ien ts in  the PRC.

— Evidence strongly suggests that Chinese underground banking activity is

global in  scope (written  com m unication  with  W. Myers).

2.4 “Facts by repetition” and other inaccuracies regarding IVTS modi

operandi

IVTS m ay operate either en tirely open ly (e.g., in  the street m arkets of Asian

cities) or out of legitim ate businesses, such as travel agencies, im port/ export

or sh ipping com pan ies, grocery stores, gold and jewelry shops, textile or

apparel shops etc. In  m any cases, the transfer of m oney is a tangen tial

activity and is done to provide fu ller services to the custom ers who need it, as

a way or attracting clien ts, or as a service to the ethn ic com m unity. In  other

cases, the legitim ate business m ay be a sheer fron t. In  England, for exam ple,

there are travel agencies that provide no travel services and are equipped

on ly with  a telephone and fax m achine. Yet, they have security devices at the

door for protection  against robbers (in terview with  Jackson). The in form al

value rem itters range from  quite sim ple, sm all, one-tim e operators to

sophisticated, long-term  businessm en  with  fam ily tradition  and extensive

networks (Miller, 1999). They m ay also be m em bers of well-known banking

fam ilies with  an  established reputation  (Carroll, 1999).

People who wish  to rem it m oney overseas m ostly know about IVTS by word

of m outh . However, the m oney transfer services are very often  advertised in

the ethn ic press in  m any coun tries. The advertisem ents m ay be som etim es

cryptic, sim ply referring to “great” or “beautifu l” rupee deals (or the “best

rate for guilders”) am ong other th ings they offer. There are also very

straightforward advertisem ents for “sam e day delivery. Rupees, New York to

Bom bay”.

One im portan t difference between  the two chief IVTS is that the im port-

export and invoice m an ipulation  practices are m ost prevalen t in  the hawala

networks than  the Chinese (in terviews with  L. Carroll and W. Myers).

Also, con trary to m any press reports, the evidence and in terviews suggest

that the “proof of claim ” (such  as the ch it) is used prim arily in  Chinese rather

than  in  hawala/ hundi transactions (esp . in terview with  Jost, who has never

seen  th is practice in  India or Pakistan )9. Som e South  Asian  cases involving

proof of claim  are reported by law en forcers in  Britain , but all such  cases are

related to drug proceeds (Jackson  in terviews and com m unications). It m ight

9
 Th is poin t is m ade here also because Akse (1996) cites an  article by Lam bert on  the u se of

“p roof of claim ”. See the followin g footn ote raisin g doubts on  the cred ib ility of Lam bert
as “expert” on  the m atter of IVTS.
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be, then , hypothesized that such proofs are used and perhaps are necessary,

when  the elem en t of trust is either weak or lacking, and when  it com es to

dirty m oney, transactions am ong people who do not know each other well or

at all and large am ounts. With  the lim ited em pirical evidence publicly

available at the m om ent, however, these are m ere hypotheses.

Another difference is that the Chinese IVTS is m ostly a one-way traffic.

Money goes essen tially to China, whereas hawala/ hundi is bi-directional. The

question  one m ay raise is: how is the m oney transferred to China, and how

are the balances set off? This, to m y in terviewees, is a m ystery. Every tim e

they pose that question  to their in form an ts, the response is that transfers are

handled by people with  access to large am oun ts of m oney. No specifics are

provided. Anecdotal evidence suggests that corporations and state agencies

m ay be involved in  th is. In  one case, cheap goods were purchased in  the US

and then  dum ped in  China. Despite the loss, it was worth  it, given  that the

m oney was laundered and becam e “usable”. In  other cases, Chinese use fron t

com pan ies to m ove m oney to China. In  yet other cases, they use

conven tional banks and wire transfers. However, the evidence is th in  and

inconclusive. So, th is rem ains an  im portan t gap  in  our knowledge.

Several features or m odi operandi of IVTS are rem arkably sim ilar to the early

banking practices in  Europe, when  Italian  in stitu tions issued drafts to

facilitate business transactions in  differen t coun tries. The services they offer

today are no differen t from  Thom as Cook, Am erican  Express, Western  Union ,

etc. (Akse, 1996).

Violence is generally not associated with  these alternative/ in form al system s.

As one in terviewee has suggested, there is evidence of violence used for

exam ple in  connection  with  drug m oney m oved around through hawala. Yet

it is unclear whether such violence has to do with  hawala (the transfer

m ethod and the related network) or with  the drug traffickers. Even  in  those

rare cases, it is im possible to say with  certain ty that the hawala brokers were

involved in  violen t acts (in terview with  Jackson). There is evidence that IVTS

operators m ay becom e victim s of violen t crim e, given  that they handle a

good deal of cash  on  a daily basis. For in stance, two Bangladeshi hawaladars

who catered to the needs of London’s Bangladeshi com m unity were stabbed

to death  by robbers in  their London  hom e (Elliott, 1991).

Most im portan tly, all in terviewees who have had direct experience with

hawala networks em phasized in  no uncertain  term s the param ount

im portance of trust. It is trust, rather than  fear and violence, that m akes th is

system  work efficien tly and reliably. Violation  of th is trust brings about

sham e, ostracism  and dishonor within  the fam ily and the wider com m unity

(it also brings about econom ic ru in  as a secondary effect). This does not

m ean  that fraud never occurs. For exam ple, m any Filip ino im m igran t workers

in  Dubai lost their m oney in  1993, when  they trusted door-to-door m inor

m oney rem itters, who later disappeared (Khaleej Tim es, 1993). This exam ple

of dysfunction  in  IVTS highlights the im portance of ties and tradition , which

is lacking with  the Filip ino ethn ic group (the best and m ost reliable IVTS in

South  East Asia are operated by ethn ic Chinese [in terview with  W. Myers]).

Finally, the hawala/ hundi or fei ch’ien  networks hardly fit the Western

descrip tion  of “gangs”. In  m any instances, IVTS operators are providing a

desperately needed service to im m igran t groups who wish  to send funds back
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hom e, but the absence of adequate in frastructure and banking facilities

m akes that im possible. An  African  residen t of Australia has been  furn ishing

th is service to h is com m unity for no profit. He received in  an  Australian

accoun t the funds h is “clien ts” wished to rem it, regularly m oved these funds

to a dollar-denom inated accoun t (in  order to reduce currency fluctuations)

and then  on  to accoun ts of African  businessm en  in  the Middle East or

differen t parts of Africa. The businessm en  then  provided the funds in  local

currency to the designated recip ien ts (Carroll, 1995; see Figure 3).

Nevertheless, sensational accoun ts, which appeared in  the literature were

subsequen tly p icked up by press reporters, academ ics, governm ent officials

and people working in  in ternational organ izations. Given  a few repetitions

(som etim es sim ple cut-and-paste “reporting”), erroneous or out-of-con text

statem ents becam e “facts” worthy of inclusion  in  United Nations docum ents.

The following is an  illustration  of how false conven tional wisdom  is

generated with  everyone referring to the sam e m isleading statem en t (often

without even  referring to the original source).

— “…these parallel banking system s are based on  fam ily or gang alliances

and rein forced with  an  unspoken  covenan t of retributive violence.”

(Malhotra, 1995: 1).

— “…these parallel banking system s are based on  fam ily or gang alliances

and rein forced with  an  unspoken  covenan t of retributive violence.”

(O’Hara and The Wild Palm s Foundation1997: 1) [no quotation  m arks].

— “parallel banking system s are based on  fam ily or gang alliances and

rein forced with  an  unspoken  covenan t of retributive violence.” (William s,

1997: 6; in  quotation  m arks, but without reference to source in  the web

version  of the publication ).

— “Money never en ters the form al banking system  but is instead

transm itted through alternative banking system s such as the "hawala" in

India and Pakistan . These parallel banking system s are based on  fam ily

or gang alliances and rein forced with  an  unspoken  covenan t of

retributive violence.” (UN General Assem bly, Special Session  on  the

World Drug Problem  8-10 June 1998; no quotation  m arks and no

reference to original source).

Sim ilar “facts by repetition” were created through the above publications

with  respect to the Chinese system , the role of bribery and corruption , or the

m echan ics of hawala. William s (1997), for exam ple writes: “One of the

reasons that these schem es work so effectively is that they are protected

through bribery and corruption”. These are hardly necessary elem en ts of

efficien t hawala operations. When  they com bine with  sm uggling or other

activities, of course official blind eyes are purchased. Bribery and corruption

are not vital at all, however, for the day-to-day activities, which  typify

in form al value transfer system s.

Malhotra (1995), whose article con tains several factual errors, has been  cited

as au thority for other m odi operandi too: “For such  services the dealer can

charge up  to 15 percen t of the sum  exchanged” (William s, 1997: 6). Yet,

hawala dealers m ake their profit out of exchange rate m an ipulation , not on

the basis of com m ission . Indeed, 15% is extrem ely high and m ight on ly apply

in  cases where the dealer knows that the m oney he transfers is crim inal. But,

as noted earlier, th is is not the typ ical way hawala operates.
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Another statem en t I have found to be unsupported by the available em pirical

evidence regards the use of new technologies by IVTS. Som e have speculated

that the arrival of the in ternet and cyber-paym en ts will usher in  a new era of

high-tech “underground banking”, even  m ore difficult to investigate because

of the technology involved (cryptography, etc). As has been  noted, the

an ticipated sophisticated m ethods “have not yet been  adopted by the Indian

or Pakistan i Underground bankers for the m ost part, but they are expected to

m ake the transition  to newer technology early in  the 21st Cen tury as a result

of available technology and a rising generation  which  is m ore "tech  friendly."

As a practical m atter, investigation  of underground cyber banking is

extrem ely difficult and requires expertise not on ly in  the culture creating the

system , but sophisticated techn iques in  com puter investigation  and

cryptography. In  order to secure its borders, all nations need to be aware of

underground banking practices, not on ly as they existed in  the past, and as

they exist today, but where th ings are headed” (Lam bert, 1996). This

statem en t is sheer speculation  and based on  no known cases of such a

transition . The lack of the necessary in frastructure in  rural regions of

developing coun tries, basic cultural understanding, and m ost in terviewees

suggest that there is no need for IVTS to evolve in  th is particular way. The

system s are so efficien t, in  part, p recisely because they are so low-tech  and

cheap  to operate 10.

It is often  thought that IVTS are used prim arily in  transactions taking p lace in

the underground econom y, which econom ists divide in to the in form al

econom y, the gray econom y, the black econom y and the crim inal econom y

(Feige, 1989; Tanzi, 1982; Thom as, 1998). However, in terviews and other

m aterial strongly indicate that ordinary transactions, fam ily business and

even  legitim ate corporate deals also go through IVTS. There are so m any

advan tages com pared to the conven tional banking channels and so m uch

cultural baggage (a preference for cash , following the tradition , the tendency

to con tract with  those ones knows well, etc.) that the assum ption  linking

IVTS on ly or principally with  the underground econom y is not faithful to the

facts in  m any coun tries.

2.5 The Colombian black market for pesos
11

The Colom bian  black m arket for pesos is m uch m ore recen t than  the

previously exam ined IVTS. This m arket em ploys m ethods sim ilar to hawala,

in  order to bypass currency restrictions in  Colom bia and to launder drug

m oney in  the USA. As with  the other IVTS, the rum ors are that it was

10
 Lam bert’s article is a good illustration  of cu t-an d-paste “au thorin g”. In  th is case, parts of

a Bureau  for In tern ation al Narcotics an d  Law En forcem en t Affairs (1993) report an d

Cassidy’s (1994) article were taken  in  their en tirety an d  rep roduced  with  n o quotation
m arks or ackn owledgem en t of the origin al source. In  fact, th is article also d istorts what

Cassidy was tryin g to show. That is, he cau tion s that som e govern m en t reports on  IVTS

are erron eous. Lam bert m isses th is poin t an d reproduces statem en ts that Cassidy
criticizes as in accurate.

11
 The section  on  the Black Market for Colom bian  Pesos is based  on  in terviews with  US

officials, several docum en ted  cases in  New York, sworn  statem en ts by US Custom s an d
IRS agen ts as well as Con gression al testim on y (Jam es et al.,1997).
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originally established in  order to facilitate drug m oney laundering. US federal

agen ts with  direct knowledge of th is m arket have em phasized before

Congress that, “Con trary to som e reports, the Colom bian  Black Market Peso

Exchange is not an  outgrowth  of the narcotics industry. The system

developed to serve the needs of Colom bian  im porters” (Jam es et al., 1997).

The Colom bian  Black Market Peso Exchange em erged because the currency

con trols, which were in troduced by the Colom bian  governm ent to ensure

that taxes and duties are paid, reduced the profitability of im porters. The

latter needed US dollars and other hard currency overseas for the settlem en t

of accoun ts and were prepared to pay a prem ium  over the official rate. Given

the taxes and duties they could evade, their m argin  of profit was wider, even

if they bought foreign  currency in  the black m arket — the brokers bought the

dollars in  the US at official or reasonable rates, but charged the im porters for

their service.

Subsequen tly, as the illegal drug trade in tensified, the im porters’ currency

needs were sym m etrical with  those of their drug exporting com patriots. The

traffickers needed to repatriate at least som e of the drug proceeds as pesos,

while the traders needed dollars in  the USA. The m atch-m aking is done by

m oney exchangers in  Colom bia and their US associates, who m ake a profit

out of the spread between  the official and the black m arket exchange rates.

The m oney changers assum e the risk of m oney laundering in  the US, which

they carry out in  four m ain  ways.

The sim plest m odus operandi is that the proceeds of drug sales are collected

in to “stash  houses” and then  “sm urfed”12 in to accoun ts con trolled by the

Colom bian  m oney-changer or an  associate in  the USA. From  there, the

m oney is wired to the trading partners of Colom bians, who buy the

legitim ate goods they wish  to bring to Colom bia. Alternatively, the drug

m oney is m ixed with  the legal m oney of m oney rem itters in  the US (who

receive a com m ission  from  the Colom bian  m oney exchanger) and then

transferred to the USA (or other Western ) exporters to Colom bia. Thirdly, the

m oney can  be given  in  cash  to exporters directly from  the stash  house. A

fourth  way is to purchase sm all denom ination  m oney orders, which  are then

passed on  to the exporters. Finally, another alternative is to sm uggle the cash

in to Mexico, deposit it in to conven tional banks there and get bank drafts

with  which to pay the exporters for their goods (all five m ethods are depicted

in  Figure 4: “La Vuelta”). All th is “vuelta” (cycle) is arranged by the m oney

changers, who assum e the risk of m oney laundering for a com m ission  up  to

20 percen t of the am ounts involved (a num ber of low-level em ployees carry

out the dirty work). So, in  the end, the drug proceeds en ter the conven tional

and legitim ate US econom y as paym ent for exported goods, while the drug

traffickers receive their profits in  pesos back hom e. On  the basis of

in form ants and law enforcem ent in telligence, officials have estim ated that up

to 30-40 percen t of the drug proceeds in  the US are laundered through th is

system .

12
 That is, structu red  in to deposits of less than  USD 10,000 or even  less than  USD 3,000, in

order to avoid  curren cy tran saction  reports to the au thorities.
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In  other in stances, m oney brokers bid for the drug proceeds in  the USA,

sm uggle them  to Panam a and then  sell them  to Colom bian  im porters. This

m arket is also exploited by exporters of legal goods, who purchase drug

dollars in  the USA, declare in flated sales in  the West, and claim  export

subsidies from  the Colom bian  governm ent.

The Colom bian  peso black m arket is far from  un ique or terribly recen t. It is

m erely one of num erous parallel or black m arkets for currency that can  be

found around the globe, from  Brazil and China to Israel and from  Turkey to

India, Iran  or Jam aica. In  m any cases, they are tolerated by national

governm en ts, which  have occasionally used their services. The black m arket

exchange rates are widely known and publicized through the m ass m edia on

a daily basis (Naylor, 1995/ 96).





3 Cau ses f o r  c o n t in u ed  u se  o f

IVTS

The available evidence confirm s a statem en t m ade in  a recen t report on

m oney laundering that “…like so m uch “in form al finance”, techn iques of

underground banking really have ben ign  origins. They were evolved for

perfectly legitim ate purposes, reflect institu tional underdevelopm ent and/ or

unfam iliarity with  or lack of confidence in  the form al banking system s, and

have been , in  som e cases, un fairly targeted by law en forcem en t officials for

criticism . It is im possible to avoid the conclusion  that ethn ic and cultural

m isunderstandings, even  on  occasion  prejudice, have played a role in  som e

of the adverse atten tion  focused on  these so-called underground banking

system s” (Blum  et al, 1998).

Hawala and Chinese IVTS have not been  replaced by conven tional (or

Western -style) banking. They are con tinuing to be used as rem ittance

system s throughout the world. This raises the question  of why they are so

popular at a tim e of globalization , unpreceden ted ease of travel, the

in troduction  of new technologies, econom ic liberalization  and the growth of

a m ultinational banking industry. So, regardless of the origins of IVTS, an

im portan t question  is why people still use them  today.

Diasporas from  Asia have facilitated the form ation  of word-wide networks,

which  are essen tial for the operation  of IVTS. Close ties with  the fam ily left

behind and a culturally prom oted practice of sending m oney back hom e to

help  out enhance the business of alternative bankers. As m any coun tries

in troduced currency con trols and restrictions, for a variety of reasons, the

in frastructure of IVTS cam e in  quite handy. The h igher cost, inefficiency and

slowness of the form al banking sector have also con tributed (Akse, 1996). An

added advan tage is the lack of records and confiden tiality. Further growth

was due to a general distrust of banks, political turm oil, and the desire to

evade h igh taxes (Cassidy, 1994).

As noted by the Hong Kong police, “Legitim ate custom ers norm ally use URC

because of their quick and cheap  in ternational rem ittance service. Persons

wishing to deliberately conceal the source, or destination , of in ternational

rem ittances, or break the audit trail, use URC because of their generally

in ferior custom er background checks, custom er iden tification  records,

transaction  records and lack of adherence to suspicious transaction  reporting

requirem ents, com pared to banks. Persons using URC for these reasons

include in ternational crim inals, notably narcotics traffickers, and those

wishing to avoid overseas tax and currency regulations” (written

com m unication  from  the Hong Kong Police).

Real or perceived discrim ination  against the Chinese, South  Indians and

Arabs has fuelled the con tinuing popularity of IVTS in  the West (Fielding,

1993; South , no date). For exam ple, in  the afterm ath  of the Bank of Credit

and Com m erce In ternational (BCCI) affair, British  regulators closed down

another two Asian-owned banks. With  on ly one Asian  bank left in  the United
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Kingdom , it was expected that m any would turn  to hawala for their needs. It

was believed that “we will p robably see the growth  of the in form al hawala

banking system , which  m any people used before the Asian  banks were well

established” (Fielding, 1993). Indeed, it was real discrim ination  against

m inorities in  Britain  and elsewhere that helped im m igran t-friendly BCCI gain

a m ean ingful share of business in  the 1970s (Passas, 1995).

In  m any parts of the world, especially in  rural areas of the Third World,

conven tional banking facilities are sim ply non-existen t or terribly inefficien t,

slow and expensive. The absence of banking channels between  Kuwait and

Pakistan , for in stance, have forced non-residen t Pakistan is to rely on  the

Hundi to rem it m oney back in to their hom eland (Asia Pulse Staff Writer,

1998; see also Carroll, 1995 on  Vietnam  and som e African  coun tries). A

sim ilar lack of conven tional facilities between  Australia and several African

coun tries was the reason  for establishing the non-profit IVTS m entioned

earlier for African  expatriates and their fam ilies (see Figure 3).

Where it does exist, the form al banking system  often  fails to deliver,

particularly during financial and other crises. In  Russia, barter trading has

increased, although IVTS transactions are also taking p lace (in terview with

Maksim of). In  Pakistan , in  recen t tim es, “the form al banking system  fails to

grease the wheels of com m erce”. In  such cases, legitim ate traders are left

with  no other option . Even  when  they go to conven tional banks, officers

there refer them  to hawala operators. For a letter of credit, banks require a

30% of the am oun t in  cash . At best, the transaction  will be concluded with

substan tial delays. In  som e cases, am oun ts over $50,000 are rejected anyway”

(Miller, 1999). In  China, the IVTS are used because the “official currency

exchange m arket does not have the capacity to m eet the needs of the

econom y” (Jianping, 1998: 28)

The m ore regulations restrict trade, currency exchange, or the m ovem ent of

m oney and people, the wider the use of in form al value transfer system s. It is

im portan t to note that, notwithstanding several adverse consequences, the

econom y of m any coun tries relies extensively on  alternative value transfer

system s and the networks which operate them .

The reasons why people turn  to non-banking institu tions are very sim ilar to

the factors con tributing to the em ergence and growth of the underground or

unrecorded econom y, in  general (Naylor, 1995/ 96; Thom as, 1998). A

resurgence of hawala, for exam ple, was noted in  Southeast Asia during the

Vietnam  War, when  a huge black m arket developed in  South  Vietnam

(O’Hara and The Wild Palm s Foundation  1997). More recen tly, in  Jam aica,

the underground econom y, tourism  and IVTS go hand in  hand in  a con text of

governm ent restrictions, a slow licensing process, prohibitions, h igh tariffs,

and lack of access to currency (Grosse, 1994).

It is worth  underlin ing also the econom ic functions of trust, the m ost critical

elem en t of IVTS. IVTS are not m erely m ore conven ien t than  other m ethods.

The presence of trust m akes them  cheaper and m ore p leasan t to participate

in  because, in  econom ic term s, it reduces transaction  costs. As has been

poin ted out, transactions are “m ade easier if the parties believe in  each

other’s basic honesty: there is less need to spell th ings out in  lengthy

con tracts; less need to hedge against unexpected con tingencies; fewer

disputes and less need to litigate if disputes arise. Indeed, in  som e high-trust



29

relationships, parties do not even  have to worry about m axim izing profits in

the short run , because they know that a deficit in  one period will be m ade

good by the other party later” (Fukuyam a, 1995: 151). This is precisely what

happens between  hawaladars, who m ay take a year or longer som etim es to

balance their accoun ts. Another factor con tributing to trust is the fact that

m any IVTS are m anaged by m em bers of the sam e ethn ic group or even

fam ily (th is applies to both  hundi/ hawala and Chinese operations).

In  som e cases, the use of IVTS becom es so ingrained and part of a tradition

or culture, that even  when  the reasons for their em ergence and developm ent

eclipse or totally disappear, people still shun  conven tional financial

institu tions. This is h ighlighted by the exam ple of baseball p layers from  the

Dom in ican  Republic, who rem it part of their legitim ate incom e back hom e

through alternative channels (US Em bassy at the Dom in ican  Republic, 1996).

In  short, the m ain  reasons for using IVTS today are the following:

— Lack of confidence in  the conven tional banks

— Lack of access to the conven tional banking system

— Local bank does not have the m eans to send the m oney overseas

— Inefficien t, costly, bureaucratic, un friendly banking system

— Lack of legitim acy of the tax system

— Real or perceived need to bypass governm ent regulations (perception  of

over-regulation  or costly com pliance)

— Cultural reasons — following tradition .

— Lower costs

— Faster service

— In  order to avoid reporting and ensure secrecy

— In  order to protect assets from  nationalization

— In  order to m ake paym ents to in telligence operatives overseas (as in  the

case of Vietnam ; Cassidy, 1994).

— In  order to by pass currency con trols

— Crim inal purposes





4 W h e r e  IVTS c an  b e  f o u n d 1 3

IVTS operate in  m any parts of the world, especially (but not on ly) in  those

coun tries rich  in  ethn ic groups from  Asia and Africa. The brief reference to

particular coun tries in  th is section  is by no m eans exhaustive, but aim s at

h ighlighting the existence and function ing of IVTS well beyond the coun tries

in  which  they originated.

4.1 Paraguay

The US State Departm en t has reported that ethn ic Chinese groups and

m em bers of the 14K group, in  particular, have sought to pave the ground for

illegal drug and m oney laundering operations in  th is coun try, years before

the return  of Hong Kong to China. It has been  suggested that the aim  was to

in filtrate Latin  Am erican  banking system s. At the sam e tim e, the report

speculates that, since these groups run  IVTS elsewhere, such m ethods m ay be

used in  Paraguay too (Bureau for In ternational Narcotics and Law

Enforcem ent Affairs , 1993).

4.2 Surinam

According to a confiden tial report en titled "Financial Flows Below

Am sterdam  Ordnance Datum  — Underground Banking in  the Netherlands"

authored by the CRI [Cen tral Detective In form ation  Service] in  the

Netherlands, a growing num ber of Surinam ese residen ts send m oney back

hom e to assist their fam ilies, because of the econom ic problem s in  Surinam .

They often  use currency exchange offices in  food shops, jewelry stores, and

other sm all businesses, which efficien tly deliver local currency to their

relatives. The CRI report suggests that “crim e organ izations m ake "grateful

use" of th is banking system ” and also that som e of the businesses are

con trolled by crim inal organ izations (Boom , 1996).

4.3 Jamaica

Jam aica’s tourism -based econom y helps both  a black m arket and a parallel

m arket for foreign  exchange14. IVTS are used by tourists, expatriates rem itting

funds, exporters and im porters of legal goods, m arijuana exporters and

cocaine re-exporters, and “higglers” (i.e., those who use the underground

13
 It m ust be stressed  that th is section  of the report is based  p rim arily on  govern m en t an d

m edia reports, which  I have n ot been  able to corroborate in depen den tly. Given  the large

n um ber of errors detected  by Cassidy (1994) an d the p resen t p roject, th is part of the
report shou ld  be read  in  a critical sp irit.

14 Accordin g to Grosse (1994), the b lack m arket for foreign  exchan ge operates ou tside the

law, whereas the parallel m arket is an y other than  the coun try’s com m ercial ban kin g
system . The latter in clude casas de cam bio or cam bistas.
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econom y to deal in  otherwise legal products). Capital flight and tax evasion

are also facilitated by IVTS. The clien ts of IVTS are able to buy local currency

at a m ark-up  over official rates, while the governm en t turns a blind eye

(Grosse, 1994).

4.4 Trinidad and Tobago

The “whe whe” in form al banking system  in  Trin idad and Tobago operates

under the protection  of the local police. A report to the Min istry of National

Security indicates that underground banking brokers bribe Trin idad and

Tobago police officials with  m oney in  return  for protection  against police

in terference. This protection  includes refusals to: 1) execute warran ts, 2)

charge underground banking em ployees with  crim inal offenses, and 3) testify

at court. According to the report, the bribe m oney is a regular source of

incom e for police officials (Seabry Report, 1993; cited in  Griffith , 1997).

4.5 Turkey

According to the US State Departm en t, Turkey has becom e a m ajor m oney

laundering concern . Turkish  heroin  trafficking organ izations, which have

dom inated the European  m arket, are using in ter alia IVTS to bring their

proceeds to Turkey. It appears that a large part of th is m oney is channeled

in to legitim ate investm ents. Another sort of legal-illegal en terprise in terface

observed here is the use of legitim ate business transactions for m oney

laundering. The type of businesses involved include travel and tourism

agencies, real estate deals, and currency exchanges (Bureau for In ternational

Narcotics and Law Enforcem ent Affairs, 1993).

4.6 Nepal

Sm uggling networks operating in  India and Nepal have been  using hundi as a

clearing system  for gold, silver and illicit drugs transactions. A num ber of

cases show that Nepalese, Indian , Pakistan i, Dan ish , Germ an , Dutch  and

Polish  traffickers operate out of Nepal. Gold and silver, purchased in  Dubai,

Hong Kong and Singapore, are sm uggled in to India to satisfy the h igh

dem and for the m etals. When  hundi is used by the traffickers, US dollars are

wired to Hong Kong bank accoun ts against deposits of Nepalese rupees in

Nepal. In  these cases, a com m ission  of five percen t is charged for the service

(OGD Corresponden t, 1999: 8).

4.7 Hong Kong

Rem ittance services have been  a thriving industry, and m any traders have

been  offering such services as a way of gain ing a com petitive advan tage.

Business associates would use such facilities because of conven ience, their

preference to deal with  people they know and their preference to do business

with  those to whom  they are related through “guanxi” (social connections). A

strong link, which has been  observed between  Australian  rem ittance services

and gold bullion , is absen t in  cases involving Hong Kong, which  is explained
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by the lack of currency con trols (the conversion  in to gold is the m echan ism

through which reporting regulations are bypassed in  other coun tries; see

Carroll, 1995: 45).

Hong Kong is particularly attractive to m oney laundering because of its

physical proxim ity to the Golden  Triangle, the secrecy legislation , the culture

of cash  deals and the presence of IVTS (Carroll, 1995: 44). This explains how

the flow of funds through IVTS is considered to be “phenom enal” (FinCEN,

1994), despite the existence of a well-developed conven tional financial

services industry in  Hong Kong. It is roughly estim ated that there are about

300 rem ittance agen ts and m ore than  150 m oney changers (Oldfield, 1998).

The Hong Kong police, however, stressed that there are no reliable data on

the total num ber of “Unregulated Rem ittance Cen ters” or the am oun t of

m oney they handle. An  indication  of how substan tial their turnover m ay be

was provided by a survey of seven ty-eight URCs conducted by the authorities

recen tly. The 78 URCs they visited had an  estim ated annual turnover of over

$23,000 HK m illion  (1 USD = 7.76 HK Dollar)15. They wen t on  to note that,

“Although, th is is not an  accurate estim ate of the total turnover of all HK’s

URCs, the enorm ity of the figures allows for the conclusion  to be drawn  that

URCs are involved in  a sign ifican t proportion  of financial transactions

conducted in  HK” (written  com m unication  from  the HK police).

4.8 Japan

IVTS have been  active linking Japanese clien ts with  others in  m any Asian

coun tries, such as China, South  Korea, Myanm ar, Thailand, and the

Philippines. In  1998, crim inal organ izations allegedly used IVTS to send at

least 32 billion  yen  (USD 265.5 m illion ) to coun tries in  Asia and the Middle

East. The Tokyo police uncovered 14 illegal m oney transfer system s. Of the 14

IVTS, four involved the transfer of about 16 billion  yen  (USD 132.8 m illion ) to

China and two had sen t 10.4 billion  yen  (USD 86.3 m illion ) to South  Korea

(Agence France Press, 1999).

 In  another instance, Japanese crim inal justice officials uncovered an  IVTS in

Tokyo that served Myanm ar im m igran ts living in  the Kan to region . The

broker, Sulem an  Soe Min , was arrested for violating the Banking Law. The

IVTS had handled 2.5 billion  yen  (USD 20.7 m illion). Min  used the m oney to

purchase used cars in  Japan , then  exported them  to Yangon , where they were

sold by h is brother for double the purchase price (see Figure 5). Min  offered

an  exchange rate about 50 tim es h igher than  the official rate, while h is IVTS

operated since June 1993 (The Daily Yom iuri, 1998).

The Japanese press has published reports that m ore than  forty IVTS operate

in  Tokyo, Kanagawa, Chiba, Saitam a, Ibaraki, Gunm a, Nagano, Shizuoka,

Aichi, Mie and Niigata prefectures, rem itting approxim ately 10 billion  yen

(USD 83 m illion ) per annum  to the Philippines. One article has alleged that a

single operator is handling 100 m illion  yen  (USD 830,000) every m onth

drawing clien ts from  the estim ated 40,000 illegal Filip ino residen ts there.

15 All US dollar exchan ge rates quoted  in  th is report are as of Jun e 15, 1999. These rates m ay
have been  substan tially d ifferen t at the tim e the tran saction s m en tion ed here took p lace.
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Som e IVTS are so well organ ized that they offer conven ien t door-to-door

delivery service in  the Philippines (Kyodo News In ternational, 1997a).

Two Chinese m en , He Jie and Wu Tikeng, were convicted in  January 1997 for

breaking the banking law by operating without license an  IVTS that rem itted

5.2 m illion  yen  (USD 43,000) to China from  Japan . The m oney was deposited

by n ine Chinese (who resided in  Japan) under false nam es in to bank

accoun ts set up  by the IVTS operators at m ajor financial in stitu tions. The

details were then  faxed to brokers in  the Fujian  province for paym en t in  cash

to local recip ien ts (Kyodo News In ternational, 1997b).

4.9 Thailand

The US State Departm en t has reported that a whole underground financial

system  has been  set up  there, in  order to cater for the needs of crim inal

organ izations. The m ain  service IVTS are said to provide is m oney laundering

of proceeds from  drug trafficking, oil and arm s sm uggling, gam bling,

prostitu tion  and coun terfeiting (Bureau for In ternational Narcotics and Law

Enforcem en t Affairs, 1996: 78-79).

4.10 Sri Lanka

The sam e report suggests that proceeds from  the illegal heroin  trade are

channeled out of Sri Lanka through hawala networks to India and, to a lesser

exten t, to other coun tries. It adds that these IVTS m ay be used solely for

un lawful transactions and purposes: “The hawala network is prim arily used

by crim inals in  Sri Lanka that are looking to launder illicit earn ings. The

governm ent's liberal foreign  exchange and investm ent policies would give no

incen tive to legitim ate business to use these underground channels” (Bureau

for In ternational Narcotics and Law Enforcem ent Affairs, 1996: 141).

4.11 Canada

In  Canada IVTS have always been  active, but they used to be confined to

ethn ic groups. According to one in terviewee, new regulations on

conven tional banks and the capability to freeze assets, has turned IVTS in to a

problem . The practice has spread well beyond the traditional ethn ic groups.

Prom inen t in  th is business have now becom e groups from  South  Am erica.

The Caruana-Cuntrera investigation  of drug trafficking, which culm inated in

the arrest of the head of the clan  (Pron , 1998) shed light on  the operation  of

IVTS in  Canada too. The Caruana network evolved since the 1980s and

becam e involved in  the investm en t business. The network covered

Vancouver, Toron to, Montreal. In  Canada, there are both  new

groups/ networks and increasing use by existing ones by other ethn ic groups.

Illicit in form al bankers disguise them selves as currency exchange or

investm en t businesses (in terview with  Stam m ler).

A difference from  the US situation  is that Canadian  dollars are not in  h igh

dem and in  in ternational m arkets. Therefore, bulk m ovem ents of cash  do not

take p lace. In stead, the cash  is converted in to US dollars. So, there is a h igh
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dem and for US dollars in  Canada and, not surprisingly, there are close links

between  Canadian  and US groups.

4.12 USA

The IVTS that have com e to the atten tion  of the US authorities in  connection

with  networks involved in  drug trafficking, the sm uggling of illegal

im m igran ts and m oney laundering. Given  the curren t US law enforcem ent

priorities, th is should not be surprising. The black m arket for Colom bian

pesos, for in stance, has been  in  existence for som e tim e, for the benefit of

Colom bian  traders who wan ted to do business with  North  Am ericans and

Europeans but were constrained by currency exchange con trols. These

operations were illegal from  the Colom bian  perspective, but constitu ted no

serious problem  to the US. This m arket cam e under fire by US law

enforcem ent on ly when  drug traffickers and m oney launderers started

m atching their needs with  legitim ate traders. This suggests that a m uch wider

range of IVTS m ay be operating in  the US, a coun try rich  in  ethn ic groups

from  all over the world. We have not studied or know m uch about them ,

probably because they have not m ade any headline news for breaking US

laws.





5 U se  o f  IVTS b y  c r im in a l s

In  both  theory and practice, there is nothing to restrict the use of IVTS for

any purpose, legal or illegal. It is a m ethod that lends itself to anyth ing, just

like the conven tional banking or other industries. The anonym ity, efficiency

and conven ience of IVTS are also appreciated by crim inal offenders of all

sorts. Sm uggling networks dealing in  heroin , hum ans, gem s, com m odities

(cars — Mercedes in  particular, electric equipm en t, etc.) are deem ed to be

am ong the m ost prom inen t crim inal custom ers of IVTS. The other m ain  type

of crim inal activity is in tellectual property violations. Otherwise, as far as

several in terviewees are concerned, the on ly illegality involved in  the

alternative rem ittance system  is about tax evasion  (in terviews with  Carroll

and W. Myers). On  the basis of docum en ted cases, illegal purposes served by

IVTS include the following:

— Evasion  of currency con trols (capital flight, etc.)

— Tax evasion

— The purchase of illegal arm s, drugs, or other illegal/ con trolled

com m odities

— To m ake corrupt paym ents

— In tellectual property violations

— To receive ransom

— To m ake paym ents for the sm uggling of illegal aliens

— To m ake paym ents for illegal trade in  body parts

— To further the com m ission  of financial fraud

— To finance illegal activities, such as terrorist attacks

— To launder the proceeds of crim inal activities

According to Carroll, three are the m ain  reasons why Asian  crim inals are

using IVTS. Firstly, the Asian / Pacific crim inal en trepreneurial activity

generates substan tial am oun ts of m oney and IVTS are sim ply a conven ien t

vehicle. Secondly, given  that crim e proceeds are in  cash  and that m any

coun tries increasingly regulate cash  transactions, crim inals turn  to

unregulated IVTS, which do not record or report such transactions. Thirdly,

IVTS are cheaper, faster and m ore secure than  banking channels or

sm uggling operations (Carroll, 1999).

The following are concrete cases, which  illustrate the wide range of crim inal

activities, which  have been  supported knowingly or unwittingly by IVTS.

5.1 Intellectual property/piracy

In  1997, Japanese authorities arrested three Thai businessm en  in  Tokyo on

charges of p irating US-m ade videos and using an  IVTS to send the proceeds

(which  am oun ted to billions of yen ) to Thailand. One of the three m en

arrested, Apisit Chalisarapong, was in  fact the operator of the IVTS. Apisit

rem itted m oney in to Thailand from  Japan  by con tacting a broker in  Thailand

who m ade the paym ents out of a local cash  pool. The IVTS was set up  in



38

Japan  prim arily to serve illegal Thai residen ts in  Japan . The system

transferred several billion  yen  (1 USD = 120.5 yen) in  1996 alone — th is takes

in to accoun t both  crim e proceeds and rem ittances from  legal wages earned

by illegal Thai im m igran ts). Police witnesses indicated that, between  August

12, 1997 and October 2, 1997, Apisit's IVTS was also given  4.13 m illion  yen

(USD 32,000) by 3 persons to transfer in to Japan  (Kyodo News In ternational,

1997c).

5.2 Arms

The Jam m u and Kashm ir police discovered an  in ternational network, which

financed m ilitancy in  Kashm ir. They told the press that a group had

em ployed philan thropic organ izations and NGOs as fron ts from  1995 to the

end of 1997 to collect “zakat”, the 2.5% of annual profits given  by Muslim s to

charity, and other con tributions that found their way in to the hands of Herb-

ul-Mujahedin . Allegedly involved were the Kashm ir Medicare Trust, the

Muslim  Welfare Society, the Kashm ir Am erican  Council, am ong other

organ izations and m any individuals. A series of transactions took p lace

before the funds reached their final destination , including the sm uggling of

gold, the purchase and sale of legal goods sold to wholesale dealers in

Srinagar, who would then  turn  over the proceeds to a carpet dealer. The

m oney was then  going in to the hands of several other m iddle-m en  before

even tually reaching Gulam  Muham m ad Khan , divisional com m ander of the

Herb-ul-Mujahedin  (The Asian  Age, 1997).

Other cases involving param ilitary or guerilla groups have been  outlined by

Sebastian  (1995) and Miller (1999; on  the funding of Afghan i m ujahedin ).

5.3 Drugs

In  the USA, two Indian  citizens have been  convicted for structuring

transactions am ounting to about US$ 5 m illion  between  1991 and 1996

through corporate accoun ts and hawala deals. One of them  adm itted that

$100,000 of th is m oney was illegal drug proceeds. The investigation  was

in itiated by a bank report of suspicious deposits m ade in to two corporate

accoun ts. The brokers received m oney from  their clien ts and deposited it in to

their accoun ts in  am oun ts sm aller than  $10,000. After the bank questioned

these transactions, they switched to corporate accoun ts. The m oney was

transferred from  the USA to India. They faxed the nam es and addresses of

recip ien ts in  India to their coun terparts there, who arranged for the delivery

of the m oney in  rupees. From  tim e to tim e, the US-based brokers wire-

transferred m oney to bank accoun ts they held in  Hong Kong and Singapore.

Associates from  India would travel there to withdraw the funds, use them  to

buy gold and sm uggle it to India, where it was sold for a substan tial profit.

So, their profit would com e from  both  the m oney transfer and the gold

sm uggling business (, 1995); Bureau for In ternational Narcotics and Law

Enforcem ent Affairs , 1997; Alert Global Media, 1996). The in terface between

hawala and the conven tional banking sector was critical in  detecting and

prosecuting th is case.
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US governm ent reports have also drawn  atten tion  to drug trafficking

en terprises’ use of IVTS in  India and Pakistan  — along with  tax evaders,

sm ugglers, terrorists and corrupt politicians (Bureau for In ternational

Narcotics and Law Enforcem ent Affairs, 1996: 94-95). Pakistan i IVTS are said

to be particularly accom m odating to heroin  traders in  Britain , the USA and

Germ any (Bureau for In ternational Narcotics and Law Enforcem ent Affairs,

1996: 100-101).

On  the other hand, it is noteworthy that ethn ic Chinese (and Chinese IVTS)

are apparen tly less involved in  the drug trade in  the West than  m any suspect.

Chinese certain ly p lay a role in  the heroin  trade; however, they can  gain

m uch m ore by engaging in  the sm uggling of hum ans or com m odities (gold,

gem s, agricultural goods in  the US, m anufactured goods, such as cars and

electron ics) and in  in tellectual property violations. In  th is light, it is surm ised

that they would not wish  to take m ore risks for less return  (in terview with  W.

Myers).

5.4 Smuggling of illegal immigrants

Three overlapping sm uggling networks have been  illegally bringing in to the

USA im m igran ts m ostly from  India, but also from  Pakistan , Syria, and

Afghan istan . A one-year long undercover investigation  (Operation  Seek and

Keep) revealed that about 12,000 people were brought to the USA through

these networks in  the course of three years. According to US federal

prosecutors, requests were solicited from  fam ilies or prospective em ployers

looking for cheap  labor in  the USA. The im m igran ts were then  taken  through

Moscow to Cuba, then  on to the Baham as, Ecuador or Mexico and in to the

USA. The sm uggling fees, USD 20,000 or m ore per person , were paid in  the

USA and then  sen t to India via Canada and the United Arab Em irates (Dubai,

in  particular) through standard hawala channels. The estim ated total over

three years, thus is about $220 m illion . The alien  sm uggling/ hawala broker in

the US con tacted h is coun terpart in  India who m ade the sm uggling

arrangem ents. In  the end, the US person  even tually used a variety of hawala

techn iques to balance the books with  the Indian  (Rosenbaum , 1998; in terview

with  Jost). Noteworthy is that th is is the first tim e th is sort of crim inal

organ izations are successfully dism an tled with  the help  of m oney laundering

statutes.

In  another case, two m em bers of a Chinese im m igran t-sm uggling ring were

arrested for runn ing an  IVTS. The suspects, Chen  Xinrong and Jiang Huam ei,

were charged with  sending over 2 billion  yen  (USD 16.5 m illion ) to the Fujian

Province of China from  Japan  for 5000 illegal Chinese im m igran ts in  Japan

during a three-and-a-half year period. Chen  and Jiang allegedly charged

com m issions of up  to one percen t of the m oney they rem itted. The IVTS

clien ts deposited the m oney to be transferred in  Chen’s bank accoun ts. Chen

withdrew the m oney using an  ATM card and arranged for a broker in  China

to dispense the m oney to the local recip ien ts. Sim ilar IVTS have been  used by

Chinese gangs to receive paym ents for im m igran t sm uggling activities and to

launder m oney related to theft rings (Yom iuri Staff Writer, 1997).
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5.5 Kidnapping

US federal investigators have uncovered an  IVTS in  New York, which  they

believe is responsible for rem itting m illions of dollars a year to China. The

system  was discovered during an  investigation  of a Fujianese kidnapping

gang. This gang kidnapped Chinese im m igran ts in  Washington , DC and used

the fei ch’ien  system  to transfer ransom  from  the victim 's fam ilies residing in

China — in  one particular kidnapping case the ransom  was set at $10,000. The

ransom  would be p icked up  at a cloth ing store, which  served as a fron t for

th is IVTS in  New York's Chinatown  (De Stefano, 1995).

5.6 Tax evasion/currency control law violations

Indian  citizens are often  paid through secret dollar accoun ts held abroad for

the ren tal of prem ises h ired out by dip lom ats and represen tatives of

m ultinational com panies there. While nom inal figures are shown on  paper,

landlords ask that ren ts be paid in to overseas accoun ts for residences and

business prem ises in  cities like Bom bay and Delhi. As m ore Indians travel

abroad and m ore foreign  com pan ies open  offices in  India, th is practice has

been  increasing in  frequency and volum e. In  th is way, dom estic taxes are

evaded, while the m oney is in  m ore stable currency offshore. “Som etim es

assets acquired in  India through black m oney are swapped for property or

cash abroad in  deals involving non-residen t Indians wishing to return  hom e

or invest in  India...” (Rediff on  the Net, 1997).

5.7 Illegal trade in body parts

According to law enforcem en t authorities and the Indian  Society of Organ

Transplan tation , patien ts from  Turkey, Canada, Germ any, Japan , and

Southeast Asia in  need of kidney transplan ts were purchasing kidneys by

transferring m oney to Indian  doctors through the hawala network. The

transplan ts were conducted in  India and were usually perform ed in  a nursing

hom e. In  1995 law enforcem ent authorities in  Bom bay apprehended a p lane-

load of Turkish  transplan t recip ien ts at the airport. The patien ts had

apparen tly paid Istanbul-based hawaladars 2 m illion  rupees for each  kidney.

In  general, prospective body part recip ien ts paid the m oney in to dollar

accoun ts held abroad by Indian  doctors and nursing hom e owners and then

flew to India for the operation , which  took p lace in  nursing hom es

throughout the coun try (Rediff on  the Net, 1996).

5.8 Money laundering

The Lebanese com m unity also em ploys IVTS for transactions from  Africa to

the Lebanon , the Arab pen insula, Cyprus, Europe as well as Latin  Am erica,

esp . Argen tina and Brazil (Koutouzis, 1999: 11). Koutouzis notes that even

unsophisticated crim inals use the sam e m ethods. He cites the exam ple of a

sm all African  trafficker, who purchases about ½ kgr. of heroine and ½ kgr. of

cocaine per m on th  in  Am sterdam , sells it in  Paris and uses the proceeds to

finance legitim ate trade in  raw m aterials and other investm en ts in  a num ber
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of cities and several coun tries (see Figure 6). In  th is exam ple, the IVTS is

nothing m ore than  a fam ily network involved in  both  legal and illegal

transactions, which has dealings with  African  or Lebanese IVTS and

legitim ate traders in  com m odities. This case illustrates the frequen t in terface

between  conven tional banks and alternative value rem itters. Koutouzis

argues that th is system  would not be so effective, if African  coun tries did not

need so m uch foreign  investm en t and if licensing procedures were less

opaque. The m ethod outlined above is on ly possible in  a con text of relative

disorder and a certain  level of corruption . Adequate custom s con trols would

be sufficien t to preven t such  operations.

5.9 Intelligence operations

It does not take radical observers or conspiracy theorists to notice that

“governm ents ignore the fact that people in  their own  organ izations use the

sam e techn iques as crim inals to m ove m oney around the world” (Bassioun i

and Gualtieri, 1997: 156).

The British  not on ly turned a blind eye to hawala/ hundi agen ts and

sm ugglers, but also encouraged them  and offered institu tional support (in

Madagascar) during the second World War. In  return , they used their services

to send m oney to their agen ts in  Germ an  and Japanese occupied areas. In

addition , they used them  as in form an ts on  “both  Axis sp ies and Indian  pro-

independence m ilitan ts. When  the British  left India, they took the records

with  them , bequeathing to the struggling new adm in istration  a sophisticated

apparatus for sm uggling m oney and goods just at a tim e when  India was

attem pting to create a new, m ore autarchic econom ic structure with  tight

exchange con trols” (Naylor, 1995/ 96: 149, fn . 155).

In  another in stance, a form er CIA agen t who participated in  the covert

operation  funding the Afghan i guerillas has explained how he relied on  the

hawala system  for funds to be transferred to various m ujahedeen

com m anders. He was based in  Pakistan  and sen t “large sum s” deep in to

Afghan i territory. With in  two days, he had radio confirm ations that the exact

am ounts of m oney had been  received (Miller, 1999).

Moreover, in  order to finance their war efforts, Afghans have been  laundering

drug m oney from  Pakistan , Europe, and the United States through the

hawala network. Cash in tensive business, such as restauran ts and grocery

stores, have been  used in  Afghan istan  as the connection  poin t for hawala

networks (Bureau for In ternational Narcotics and Law Enforcem ent Affairs,

1996: 130).

5.10 “Trading with the enemy”

The USA governm ent has been  crim inalizing for m any years transactions of

Am ericans (or, indeed, others) with  coun tries it considers as “enem ies”, such

as Cuba or Vietnam . One way of getting around such  regulation  is the use of

IVTS. For exam ple, Joseph Tran , a Long Beach Californ ia businessm an , was

found guilty on  seven  felony accoun ts related to an  in form al banking system

he operated. According to the evidence presen ted in  court, Tran  illegally

acted as a financial agen t and used h is IVTS (using cash , m oney orders, and
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cashiers checks) to transfer over US$ 60 m illion  dollars to Hong Kong,

Singapore, Bangkok, and Vietnam . By operating through th is system , he

effectively evaded taxes and circum vented the US Trading with  the Enem y

Act, which  prohibited m onetary transfers to Vietnam  (Business Wire Staff,

1997). This is another exam ple of how regulation  perceived as excessive or

unwarran ted bring business to IVTS.

5.11 Corruption

In  one celebrated case in  Hong Kong, a governm ent official received bribes

am oun ting to 3 m illion  HK Dollars (USD 386,600). This m oney was laundered

through IVTS. The official received one half of a $10 note; the other half was

sen t to Singapore. He wen t to Singapore carrying h is half of the note, had it

m atched to the other half, and the m oney was paid out (Carroll, 1995: 44).

In  Pakistan , serious allegations of corruption  and hawala involvem ent have

been  m ade against the Prim e Min ister Nawaz Sharif and h is fam ily.

According to a report, the 140 m illion  rupees (USD 2.7 m illion ) were taken

out with  the assistance of a Peshawar hawala group by using the Bank of

Om an . The m oney was brought back in  the form  of foreign  exchange bond

certificates in  the nam es of forty-three fam ily m em bers. Substan tial am ounts

of m oney rem ained overseas (in  offshore com pan ies owned by the fam ily);

the fam ily also purchased luxury suits in  London  (Karachi Dawn, 1998).

5.12 Corruption/terrorism

“Hawala Bribery” case is the nam e of an  affair involving 650 m illion  Indian

Rupees (USD 15 m illion ) allegedly paid through hawala by Surindra Kum ar

Jain  to top  Indian  politicians and bureaucrats for fixing governm ent

con tracts, between  February 1988, and April 1991 (Chopri, 1996; Haque,

1996). Forty-two leading politicians cutting across party lines and a large

num ber of sen ior officials occupying sensitive posts figure in  the Jain  diaries

as recip ien ts of crim inal foreign  m oney through the sam e conduits that

served Kashm iri secession ists. Surendra Kum ar Jain , an  am bitious m an , and

his brothers used to bribe m in isters and top  bureaucrats in  exchange for

bringing in  large am ounts of foreign  exchange illegally through hawala. The

prim e m in ister has been  accused of having accepted three m illion  rupees

(USD 69,000) in  brief cases hom e-delivered at n ight by the Jains them selves

or by trusted em ployees. Occasionally, the m oney was delivered overseas. In

all cases, a cousin  of the Jain  brothers listed such paym ents with  the in itials

of the recip ien ts in  two diaries and two note books. It has also been  alleged

that an  Indian  nam ed Am ir Bhai, who illegally ran  h is currency exchange

business from  Dubai, London  and Hong Kong, and was not very discrim inate

about h is custom ers used to accept m oney for Indian  politicians and

bureaucrats. He is said to have served Kashm iri activists and those who had

plan ted bom bs in  Bom bay in  1991. The Vohra Com m ittee report has

highlighted a variety of ways in  which  hawala was used for un lawful purposes

and poin ted to a nexus between  politicians, and elem ents of the Indian

underworld dealing in  narcotics, weapon-sm uggling and political violence

(see also Kapoor, 1998; Rediff on  the Net, 1996).
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5.13 Fraud

Invoice m anipulations, which involve defrauding the tax or custom s

authorities in  one or m ore coun tries are often  an  in tegral part of hawala

transactions. IVTS operators or their partners em ploy th is m ethod as they

regularly balance their books or as another profit-m aking activity. Not

surprisingly, in  India and Pakistan , invoice m an ipulation  is anything but rare

(in terviews with  Jost; Zdanovicz et al. 1995). In  China, o ver-invoicing and

under-invoicing take p lace when  traders wish  to park large am ounts of

currency abroad un til the rates becom e m ore favorable (Jianping, 1998: 29).

Jam aican  traders have also been  reported to resort to invoice m anipulations

and IVTS (Grosse, 1994).

5.14 Effects of IVTS

The in form al transfer of substan tial am oun ts of m oney has several

consequences for the econom ies involved. The coun try from  which the

m oney flows is deprived of revenue. To the exten t that com m odities are

exchanged, the sm uggling practices violate custom s laws and result in to

additional loss of revenue. Tax evasion  depletes the resources of

governm ents, especially those in  the South .

When  m oney leaves developing coun tries with  currency con trols, it is not

on ly that the corresponding regulations and laws are broken . The econom ic

effect of capital flight can  be devastating to coun tries in  political and

econom ic transition  or where the political and econom ic system s are

com paratively unstable, leaving them  unable to stabilize the econom y,

im prove services and in frastructure, and bring about the conditions for

growth  and prosperity.

If m oney en ters through IVTS in to a developing coun try, the coun try m isses

the opportun ity to acquire valuable foreign  currency. At the sam e tim e,

in flation  goes up  when  substan tial in flows of m oney enhance consum er

spending.

Trade gets distorted and policies fail or are seriously underm ined as a result

of invoice m anipulation  and custom s-related m isconduct, which are a m eans

towards the balancing of books when  the value in flows-outflows are not

perfectly balanced.

The conven tional banking system  is also affected negatively, because

sign ifican t am oun ts of m oney never en ter in to it. Finally, the official

norm ative order is weakened by the, frequen tly blatan t, disregard of laws and

governm en t regulations.

On  the other hand, the im pact of IVTS should not be overstated. IVTS are

neither necessary for, nor always linked to, invoice m an ipulation , capital

flight, or other legal and illegal value transfers. The next section  dem onstrates

that IVTS are m erely one of num erous other options open  to both  legitim ate

and crim inal actors. Moreover, it should not be forgotten  that IVTS m ay

occasionally have stabilizing effects on  certain  econom ies, given  that they

operate as a safety valve and provide liquidity in  tim es of crisis (Grosse, 1994;

Miller, 1999).
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5.15 Criminals’ alternatives

While m any officials are concerned about the use of non-bank institu tions

and IVTS for m oney laundering, it m ust be em phasized that the banking

sector con tinues to serve well the sophisticated crim inal en terprises.

Som etim es bank personnel, particularly at represen tative offices of foreign

banks, m ay accept funds and deposit them  with  their own  accoun ts at local

banks without disclosing the iden tity of beneficiaries. Accoun ts under false

nam es, nom inee accoun ts (e.g., “benam i” accoun ts in  India), accoun ts held

by lawyers and accoun tan ts are am ong the preferred vehicles for m oney

laundering16. The layering is also facilitated by the use of shell or fron t

com pan ies. A neglected source of concern  is the private banking departm en ts

of regulated banks, which  are used to transfer crim inal proceeds. Getting

access to these secret bank accoun ts constitu tes a problem  for US law

enforcem en t (in terview with  Klapper). Finally, “sm urfing” — the structuring of

transactions, m aking deposits under the reporting thresholds and then  wire

transferring the funds overseas — rem ains a popular m ethod.

A new challenge for con trollers m ay be the m ove towards “cyber-paym ents”,

“sm art cards”, and “electron ic banking”, although there is little evidence so

far to suggest that crim inals are using such technologies for m oney

laundering (Grabosky and Sm ith , 1998; FATF, 1999).

At the sam e tim e, m any observers have noted a sh ift in  laundering activity

towards the non-bank sector, such as bureaux de change, especially in  those

areas that are lightly supervised or com pletely unregulated. Substan tial

am ounts of illegal proceeds are invested in  real estate. This is increasingly

linked to in terests in  the form er Soviet Un ion  and Eastern  Europe. The gold

and jewelry business, as well as the in ternational trade in  other goods,

rem ain  popular m oney laundering vehicles. Sim ple m is-invoicing of all kinds

of trade is deem ed to be increasing (Wankel, 1996).

A m ethod not often  m en tioned in  law en forcem en t reports is the abuse of

derivatives trading (FATF, 1999). This econom ic sector, which  is com pletely

unregulated, lends itself for fraud, m an ipulation  and m oney laundering (e.g.,

m irror trades between  real or shell com pan ies con trolled by the sam e

organ ization  or network will produce apparen tly legal gains and tax-reducing

losses). Officials are also concerned about m oney laundering through the

insurance (including re-insurance and life in surance) sector, while the worst

fears about the casino industry and the securities sector have not

m aterialized so far.

According to US prosecutors, the non-bank institu tions used to support the

transfer of crim inal proceeds are:

— Money rem itters (sm urfing)

— Money order dealers — m oney orders are purchased by am ounts below

the reporting levels and used to m ake paym ents to com pan ies for

legitim ate goods and services or deposited directly in to bank accoun ts.

16 Un less otherwise n oted , the in form ation  for th is section  com es from  Fin CEN (1996) an d
FATF (1997, 1998).
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— Check cashing stores — m ay accept crim inal proceeds and issue a

business check. The business checks are then  deposited in to a bank

accoun t of the crim inal without raising suspicions, since it is a legitim ate

business check (in terview with  Klapper).

Finally, com m on sm uggling of currency, appears to be on  the rise. In

Colom bia, for exam ple, “Bulk sh ipm en ts of cash , whether in  cargo p lanes or

com m ercial sh ipm ents, con tinue to be the prim ary m ethod of sm uggling

cash” (Wankel, 1996). Crim inals have shown growing sophistication , often

purchasing businesses engaged in  the shipm ent of goods and hiding dirty

m oney inside the product. Indeed, the m ain  alternative to the use of IVTS is

the sm uggling of currency in  con tainers. This is m ade very easy by the

dom inance of the global transport system  — both  con tainer sh ipping lines and

air freight — by ethn ic Chinese (W. Myers in terview; see also Carroll, 1995; US

DEA, 1994).





6 Ext en t , g r o w t h  an d  c o n c er n

6.1 Extent and growth

Few areas in  th is project have been  m ore con troversial than  the question  of

the exten t of IVTS business. Various estim ates appearing in  the press and

other reports are derived from  anecdotal evidence, in form ants, or confessions

and testim ony of arrested alternative “bankers”. Other estim ates are based on

calculations of the overall volum e of hot and crim inal m oney laundered

around the world (which are them selves notoriously elusive and unreliable).

Som e estim ates appear to com e out of th in  air: “Estim ates on  the am oun t of

m oney coursing through the hawala system  of the 1990’s vary from  US$ 100

billion  to US$ 300 billion  in  illegal transfers each year.” (O’Hara and The Wild

Palm s Foundation1997: 1)17. Som e argue that IVTS are becom ing the vehicle

of choice for m any crim inal organ izations (Bureau for In ternational Narcotics

and Law Enforcem ent Affairs, 1993; US DEA, 1994). The IMF has estim ated

that the whole crim inal econom y is about US$ 500 billion  per annum , but

there is no estim ate of the proportion  of such an  am ount going through IVTS

(Carroll, 1999). Another recen t estim ate on  the total m oney laundered

annually puts it at about USD 300 billion  (Bassioun i and Gualtieri, 1997). If

these [gu-]estim ates are anywhere close to the target, it would be clearly

absurd to suggest that half or all these proceeds are funneled through IVTS

(see earlier section  on  alternative m ethods).

The clear im pression  one gets by talking to line investigators and law

enforcers with  practical experience in  the m atter is that the problem  is

generally under-estim ated. They all suggest that we have on ly seen  a tiny tip

of a huge iceberg. Their opin ion  is based on  m ore than  a gut feeling. They

have indeed encoun tered cases of individual IVTS dealing in  tens of m illions

of dollars with in  a year or even  a week. Som e have witnessed single

transactions involving USD 10 m illion . Given  the existence of additional and

num erous operators (som etim es across the street from  the one agen ts

observed or arrested), they argue that the volum e of m oney m oving through

non-bank networks is a m ultip le of what has so far been  established. In  an

in teresting British  case, the hawaladar was rem itting m illions of British

pounds (1 USD = 0.628 Pounds) daily — he was not charged with  anyth ing,

because h is business and transactions were legitim ate (Belle, 1992).

Stam m ler’s estim ate on  the volum e is 10-15 billion  Canadian  dollars annually

(USD 6.8-10.3 m illion ). He has no doubt about the capacity of in form al

bankers to m ove very substan tial am oun ts of m oney. According to Indian

officials’ estim ates, the Indian  Hawala was processing between  USD 10

billion  to USD 20 billion  annually in  1991 (Elliott, 1991). A crackdown  on  the

foreign  exchange black m arket and unregistered banks in  China has

17
 Th is article is echoin g Malhotra (1995); the p rocess of con vertin g un substan tiated  rum ors

to con ven tion al wisdom  con tin ues.
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dem onstrated that their activities are extensive, although it is unclear

whether th is crackdown targeted IVTS too or on ly illegal banks (see Liang,

1998). Estim ates that took in to accoun t black m arket dealers’ responses in

Jam aica suggested am oun ts of m ore than  $1 billion  per year (Grosse, 1994)18.

The DEA has suggested that IVTS have becom e the preferred m ethod of drug

m oney m ovem ent in  certain  regions. They specifically note that Chinese IVTS

handle m ost of heroin  proceeds with in  Asia (US DEA, 1994). However,

in terviewees fam iliar with  classified versions of the DEA report and with  their

authors are critical. One of them  has stressed that there is little credible and

reliable evidence to back up these estim ates. The m ost knowledgeable US

experts on  Chinese crim inal organ izations suggest that a great deal of dirty

m oney does not get laundered at all, m ost does not go to China and the

overwhelm ing m ajority of transactions handled by IVTS are legitim ate

(in terview with  W. Myers). Elsewhere, m edia reports have reflected official

estim ates that drug “m oney-launderers in  New York have been  sending up to

$1.3 billion  a year back to Colom bia through storefron t shops… that

im m igran ts use to wire cash  hom e” (McFadden , 1997).

On  the other hand, a num ber of equally knowledgeable observers and

practitioners suggest that there is a lim it beyond which IVTS cannot go. In

other words, there are certain  constrain ts keeping IVTS from  handling the

substan tial am oun ts of cash  generated by the illegal drug trade or other

illegal en terprises. Even  though there m ay be specific cases of operators who

facilitate the transfer of m illions of legal and illegal proceeds on  a regular

basis, the bulk of the hundreds of billions of USD in  crim inal proceeds every

year m ove through other channels (see above). For exam ple, ethn ic Chinese

do not need to launder dirty m oney — it can  be in tegrated in  the coun try of

residence in  other in form al ways. When  they do have a need to transfer big

am oun ts of m oney, they sim ply sm uggle it. The anecdotal evidence from

Pakistan  and India regarding 160 m illion  dollars per annum  is “sm all fries”

com pared to what crim inal en terprises are supposed to generate. So, som e

in terviewees underlined that IVTS do not have the capacity to handle the

gigan tic am oun ts drugs and other crim inal trades presum ably generate

(in terviews with  W. Myers and Jost).

Other in terviewees poin t out that IVTS have grown in  recen t years, but that

the problem  is neither terribly sign ifican t nor out of con trol (in terview with

Koutouzis). Koutouzis (1999) argues that the practice of hundi has becom e

exceptionally sophisticated. Especially in  the East Coast of Africa, where there

are sign ifican t Asian  diasporas, hundi is a m ethod channeling funds from

Africa to India, Pakistan , Malaysia and the Arab pen insula. Once the funds

are laundered through th is system , they offer drug traffickers tax advan tages

and investm en t opportun ities, particularly in  the con text of privatization

program s in  Mauritius, Mozam bique, South  Africa, Tanzan ia and elsewhere.

At the sam e tim e, he notes that a substan tial part of drug proceeds does not

go through the m oney laundering phase, because it is im m ediately in tegrated

18
 Grosse (1994) also warn s, however, that there m ay be a double-en try p roblem  with

rem ittan ces; firstly as part of retail tran saction s an d  secon dly when  they go th rough  b lack
m arket
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in to the in form al or form al econom y. He adds that probably m ore than  two

thirds of the proceeds from  the drug trade get in tegrated in to the econom y

without going through the m oney laundering processes targeted by the

in ternational com m unity (Koutouzis, 1999: 6). Moreover, m ost of the m oney

rem ains in  coun tries of the South  — for m any of these coun tries, such

substan tial am oun ts are vital for their survival.

No one has found a good way of m easuring or estim ating the volum e of IVTS

transactions. Attem pts to calculate it by taking in to accoun t trade figures and

statistics from  the conven tional sector assum e (erroneously) that the latter

figures are reliable and accurate. Making m atters worse, it appears that the

private banking departm en ts of m any banks allow certain  activities or

transactions to take p lace rather discreetly.

Not knowing what the volum es are m akes it im possible to estim ate with  any

precision  whether the use of IVTS is actually increasing or declin ing. What we

can  do is find out the reasons and circum stances leading people to m ake use

of IVTS, and then  try to establish  whether these factors are m ultip lying or

their effect is in tensifying.

Hin ts as to the m agn itude can  be provided by sudden  and otherwise

unexplainable growth of activity through form al and conven tional channels,

once factors and laws or policies creating business for alternative bankers

cease to exist or are m in im ized. According to Miller, for exam ple, “official

rem ittances to the Philippines in  1989 totaled $600 m illion . This year, they're

supposed to eclipse $6 billion . In  1995, the governm ent elim inated exchange

con trols; that year, rem ittances alm ost quadrupled. Even  allowing for a m ore

generous and econom ically secure overseas populace, it's doubtful total

rem ittances m ore than  trip led in  the past 10 years. The difference m ust be

attributed to the underground” (written  com m unication)19.

To gauge whether the transferred m oney is related to crim inal proceeds, law

enforcers have exam ined whether the m oney sen t to a specific coun try is

above the financial m eans of m em bers of a particular ethn ic group. If the

m oney transferred is m ore than  what is deem ed possible by the average

incom e levels of those em ployed in  legitim ate posts, then  they assum e that

dirty m oney is sen t by the rem itter (in terview with  Klapper).

A cautionary note is in  order here, however, because Western  standards and

understandings are often  used to m ake such calculations. My in terviews and

the academ ic literature suggest that m any people who generate legal incom e

actually rem it m uch m ore than  com m only assum ed. The needs and

consum ption  patterns of im m igran ts in  North  Am erica and Europe are m uch

lower than  one m ight guess. Many of them  work hard and spend extrem ely

19
 On e m igh t th in k that the bu lk of the n ew rem ittan ces are due to the  open n ess of the

system  an d  the ab ility to take the m on ey ou t as well. That is, there is m ore con fiden ce in

the econ om ic con dition s of the coun try. So, those who used  to be reluctan t to sen d  back
hom e m ost of their savin gs, feel freer to do so in  the n ew regu latory an d  econ om ic

clim ate. The respon se to th is argum en t is that “…overseas Filip in os (m ostly laborers,

Hon g Kon g m aids, bu t also a fair n um ber of p rofession als) alm ost always are supportin g
fam ily m em bers back hom e. So, it was n ever a case of whether that group  would  keep  its

m on ey offshore un til there was greater con fiden ce in  the govern m en t” (person al

com m un ication  from  Miller, who added that even  the rich  - m ostly ethn ic Ch in ese - have
probably been  usin g IVTS).
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little. Their culturally en forced duty to aid financially their extended fam ily

back hom e m akes them  rem it the bulk of their incom e. This certain ly applies

to ethn ic Chinese. It often  escapes analysts’ atten tion  that m any foreign

workers m ay send up to 90-95% of their incom e back hom e to support their

fam ilies. This is feasible especially when  they work at a p lace, which  provides

food and board (in terview with  W. Myers). Indonesians have been  estim ated

to rem it 21-44% of their incom e (Hugo, 1979: 207). In  Pakistan , it is estim ated

that around 57% of workers’ earn ings are rem itted from  abroad and that

approxim ately 25% of rem ittances com e through the hundi in form al channels

(Rashid, 1986: 770). In  the North  West Fron tier Province, 48% of m igran ts

reported using in form al channels to m ove m oney. In  Pakistan  and Sam oa, it

is estim ated that 27% of rem ittances are hand-carried by m igran ts. It has

been  the principal m echan ism  for transfer of funds in  the Yem en  Arab

Republic, although one study showed that Yem enis began  using official

channels m ore when  ordinary banks im proved the quality of their services

(Russell, 1986: 680, 682, 684). So, m igran ts use hundi extensively for

rem ittances, as it is m ore efficien t than  form al banking channels and offers a

prem ium  exchange rate, but it is difficult to gauge the am oun t of m oney that

flows through it (Om ar, 1991: 77).

One way of assessing the trends in  IVTS is to m on itor the conditions that

favor them  (i.e., the con tributing factors exam ined above). For exam ple, the

price of gold, cen tral to the hundi and hawala system s, has been  in fluencing

the volum e of rem ittances sen t through these networks. When  the price of

gold p lum m eted in  1997, the profit m argin  for th is business narrowed to the

poin t that it lost a good deal of its popularity am ong non-residen t Indians.

Hawala brokers could not m ake m ore than  10% when  they bought gold in

Dubai, sm uggled it in to India and sold it for rupees there (Vadayar, 1997).

Hawala business and gold sm uggling clearly declined also due to the gold

liberalization  policy in  India in  October 199720. This, however, also led to a

huge outflow of foreign  exchange, which weakened the rupee. Gold im ports

through the non-residen t Indian  window decreased, while official gold

im ports under the newly in troduced restricted open  general license surged

(Business Line, 1999).

Indian  authorities track the prevalence of IVTS by watching the black-m arket

dollar price. They believe that, the lower the dollar price, the m ore prevalen t

m ust be hawala. Other factors m ay also p lay a role. For exam ple, “The

reduction  in  the black-m arket dollar value around election -tim e is an

indication  of Indian  political corruption  and the politician 's involvem ent with

Hawala. Around election -tim e, political parties usually close their foreign

accoun ts and funnel the m oney back in to India to pay for cam paign

expenses” (Elliott, 1991).

20
 The 1992-93 Budget freed  bu llion  im ports, by allowin g In dian s resid in g abroad  to brin g in

up  to 5 kg of gold  every six m on ths, for wh ich  a n om in al du ty of rough ly 6 per cen t had  to

be paid  (the lim it was raised  to 10 kg from  Jan uary 1, 1997). In  addition , “The 1993-94
Budget en ded  the d ichotom y between  official an d  un official exchan ge rates, by m akin g

the value of the rupee vis-a-vis other cu rren cies com pletely m arket- determ in ed. In  short,

both  the ‘cause'  an d  ' sou rce'  of gold  sm ugglin g were elim in ated  at on e go” (Busin ess
Line, 1998).
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6.2 Concern

Although hawala is an  age-old practice, which has facilitated not on ly

legitim ate trade transactions but also capital flight out of South  Asia, it has

recen tly becom e a m ore serious concern  prim arily because of its connection

with  drug m oney. Blackhurst (1988) echoes the concern  over hawala practices

in  the West, particularly in  Britain  and the USA:

“In  India, the black m arket is no longer a dom estic problem . Both  the US

Drug Enforcem ent Agency and UK Custom s and Excise recen tly have

stationed liaisons in  Bom bay between  Indian , US, and UK authorities

concern ing drug m ovem ents. Gold — India's obsession  — m ay not be legally

im ported, but gold sm uggling is a growth  industry, with  prices 60% above the

world m arket. The thread between  gold and drugs produces m oney

laundering, or hawala, on  an  in ternational scale. Increasingly, police

worldwide are finding Pakistan i or Indian  elem en ts in  m ajor fraud or robbery

cases. …Crim inal use of the system  is widespread, and its ram ifications affect

the growth of crim e and the stability of national governm ents and

econom ics. Hawala is so old that it probably predates orthodox banking and

so secret that anonym ity is assured. Surveillance and con trol by authorities is

nearly im possible. On ly one Western  police officer has been  known to

penetrate a hawala network.”

In  Canada, there is a lot of concern  in  the law enforcem ent com m unity

dealing with  organ ized crim e. There has been  a great deal of publicity in  th is

regard and with  respect to m oney laundering (in terview with  Stam m ler).

Yet, fiscal considerations notwithstanding, the operation  of IVTS per se

breaks no laws and brings little or no harm  to Western  societies. The m ain

problem  has been  the m assive revenue losses and capital flight from

developing econom ies. This has always been  a problem , but not m any

officials in  the West saw th is as an  urgen t issue in  the past. At a two-day

In terpol conference on  “underground banking” in  1991, Indian  officials

criticized the lax approach taken  by law enforcem ent efforts against IVTS in

Western  nations (Elliott, 1991). The official concern  has recen tly grown not

necessarily because of som e newly-found sym pathy for the p light of

struggling econom ies and unstable political regim es in  the Third World, but

because of the speculation  that it is becom ing an  im portan t vehicle for drug

m oney laundering.

So, the concern  is quite differen t in  the Western  coun tries than  it is in  the

South . “Western  nations see underground banking as com plicating law

enforcem en t investigations against crim inal organ izations. ... Since the

m oney m oves outside the regulated industry, governm en t officials are unable

to trace where the m oney is being sen t and are unable to assess the am oun t

of crim inal m oney earned in  connection  to the crim inal activity. Third World

nations are less concerned with  the law enforcem ent challenges presen ted by

underground banking and m ore concerned with  the tax revenue that is lost

on  m oney transferred underground”(Elliott, 1991).

In  any even t, all in terviewees (see list in  Appendix) have stressed how

im portan t they th ink is the problem . They are all concerned about the lack of

reliable in form ation  about the problem  (m any line agen ts do not even  have a

nam e for hawala practices they encoun ter in  their investigations). On  the
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basis of anecdotal evidence and m aterial not reviewed given  the lim ited

scope of th is study, those m ost knowledgeable about alternative banking are

virtually convinced that the problem  is m uch bigger than  we th ink.

They all welcom ed th is project and were happy to collaborate. They

invariably regard th is research  of u tm ost im portance and look forward to

seeing som e results in  the near fu ture.

Most concerned were in terviewees in  Australia, England, USA and South

Africa. They all stressed their need to see their in form ation  com plem ented by

the experience and knowledge form  other coun tries, see the in ternational

aspects of the problem  and how exactly it operates, and system atic analysis

of existing reports, articles etc. It was found that law enforcem ent officials

around the world do have experience with  alternative banking and crim e

cases, but their writing, m em oranda and reports rem ain  sensitive or

confiden tial. As a result, m ost of th is knowledge rem ains fragm ented and

essen tially h idden . Many in terviewees would like to see their governm ents

assist by funding or conducting m ore research  in to the nature and exten t of

the problem , in troduce specific m easures dealing with  it, and train  people

who can  recogn ize IVTS, decipher com m unications or ledgers and act

effectively against crim inal uses of the various networks. For th is purpose,

they also recom m end that, at least part of the findings of th is research ,

becom e widely available to governm ent agencies and distributed or shared

for educational functions as well as a way of raising the profile of the

problem .



7 M easu r es  t ak en

It m ust be noted at the outset that using in form al value transfer m ethods has

been  legal in  m any parts of the world for long periods of tim e, even  to th is

day (Choucri, 1986). When  IVTS have been  targeted, the reasons and

objectives have varied from  coun try to coun try. In  broad term s, IVTS per se

have been  directly attacked on ly by coun tries concerned about currency

con trols, capital flight and the loss of business to their underdeveloped or

inefficien t banking system . The general trend am ong Third World coun tries

affected by capital flight and IVTS has been  to liberalize their econom ies,

allow the im port of gold, reduce taxes on  gold, float their currencies, and

elim inate or reduce currency con trols. Many coun tries have also sought to

bring gray and black m oney in to the m ainstream  banking sector by inviting

non-residen t citizens to purchase bearer bonds with  tax priviledges and no

questions asked about the origin  of the m oney21. Other coun tries, such  as

China, have taken  m easures against “underground banks”, which  handle

loans, stock deals, etc., but not specifically against IVTS.

Western  coun tries, on  the other hand, have not attem pted to take IVTS out of

business, but on ly to m ake them  m ore transparen t for the purposes of an ti-

m oney laundering con trols. As part of an ti-m oney laundering m easures,

m any coun tries have in troduced recording and reporting obligations

applying to non-bank institu tions. For instance, reporting cash transactions

above a certain  threshold is required not on ly by banks and financial

institu tions but also by “casinos, securities dealers, autom obile dealerships,

currency exchange houses and other cash  in tensive businesses” (Bassioun i

and Gualtieri, 1997: 140).

Iron ically, the responses to IVTS have been  som ewhat inconsisten t and

function  at cross-purposes. Third World coun tries have taken  m easures that

m ight have facilitated m oney laundering, whereas industrialized coun tries

took or con tem plate m easures on ly to coun ter m oney laundering. The fact

that the laws and practices of differen t coun tries are at odds and occasionally

bring about the opposite effects with  respect to crim e con trol suggests that

there is a lot of room  for im provem en t in  the policy area.

7.1 The Netherlands

The m ost relevan t legislation  is the Law on  Reporting Unusual Transactions

(MOT 1994), the Law on  the Iden tification  of Financial Services (WIF, 1993),

the Exchange Rate Act (WWK, 1995), the Credit System  Supervision  Act

(WTK), and the Foreign Financial Relations Act (WfBB, 1994). According to Akse

21
 Although  th is m ay soun d like a rad ical or irrespon sib le way of lu rin g even  d irty m on ey

an d  clean sin g it in to the con ven tion al econ om y, we n eed  to rem em ber that it is an  oft-

em ployed m ethod in troduced  in  the past by Western  n ation s like the USA an d Fran ce
(Naylor, 1995/ 96).



54

(1996), the current provisions do not apply to IVTS, which m ay be breaking no

Dutch law when they operate as m oney transfer services.

The MOT (1994, Article 9, para 1) in troduced an  unusual transaction

reporting duty for all financial services. However, under the curren t

in terpretation , the term  “financial in stitu tions” does not include IVTS (Akse,

1996). A m ore recent report, however, states that “The Netherlands has

in troduced legislation  which requires m oney transfer businesses to report

unusual transactions” (FATF, 1999: par. 56), in  a way sim ilar to m easures

adopted recen tly in  Belgium .

Under the WIF, financial in stitu tions m ust know their custom ers (require ID),

but the defin ition  of “financial institu tions” does not cover IVTS (ibid.). WWK

refers to currency exchange services, which  m ust be registered. Again  under

the curren t law IVTS are not deem ed to perform  such services. Akse (1966)

argues that IVTS m ust com ply with  article 82 of WTK, which  regards deposit

taking activities, and deposit a bank guaran tee with  the Nederlandse Bank, in

order to cover their clien ts’ deposits22. Finally, the WfBB deals with  cross-

border m oney transfers between  residen ts and non-residen ts and establishes

a duty to in form  the Nederlandse Bank on  the iden tities of the transacting

parties, the reason  for the transfer for am oun ts over NLG 25,000 (USD

11,850), etc. Yet, th is in form ation  is collected on ly for statistical purposes and

the law does not carry the weight of crim inal law. Non-reporting such

transactions carries a fine (Articles 7, 11). The liability disappears, however, if

the party concerned reports the transaction  ex post facto.

7.2 United Kingdom

Shortly after the Drug Trafficking Offences Act was in troduced in  1986, British

police expressed the concern  that hawala m ethods would h inder the effective

application  of an ti-m oney laundering m easures (Carroll, 1995: 2). This was

prim arily because of the power to access bank records by investigators. A

successful join t investigation  by British  and Dutch investigators leading to the

exposure of a hawala network further fuelled that fear (Darbyshire, 1988).

In  the early 1990’s, law enforcem en t agencies determ ined that the best way of

con trolling in form al value transfer system s was through the In ternal Revenue

Service. That is, transfer agen ts were classified as “com m ission  agen ts

transm itting m oney” and were therefore subject to taxation  on  their

com m ission . In  addition , if the source of the m oney was unaccoun table, the

transfer agen ts were taxed on  the fu ll am ount involved (In terpol, 1991: 24).

 Under the m oney laundering regulation  (Crim inal Justice Act 1993), which

cam e in to force in  1994, the law requires financial in stitu tions to m ain tain

records of their custom ers and their transactions. Because of the experience

with  hawala networks in  the past, m oney transm itters are clearly included in

the defin ition  of financial in stitu tions. Hawaladars m ust com ply under a

penalty of up  to two years im prisonm en t. As Jackson  has noted, however,

22
 However, on e m igh t won der whether d ifficu lties seen  in  the past in  the UK m ay arise, in

that IVTS were n ot con sidered  as deposit-takin g in stitu tion s. Rather they are m erely
m oney transm itters.
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there are m any difficulties that rem ain . The law is neither strictly en forced

nor does it p rovide the power of arrest or the power to in spect the prem ises

of a store. Police will have to get a search  warran t under a differen t statu te

dealing with  an  arrestable offense (as an  inciden tal offense). At the sam e

tim e, there is no concrete body responsible for en forcing the law (in terviews

and written  com m unications with  Jackson).

7.3 Germany

Germ any requires m oney transfer businesses to obtain  a license from  the

Federal Banking Supervisory Office. Moreover, the FBSO m andates custom er

iden tification  for transactions in  foreign  currency valued at DEM 5,000 (USD

9,390) (FATF, 1999). Other than  anecdotal evidence and scan t m en tion  in

press reports, the issue of IVTS has not been  studied in  depth  in  Germ any.

There is no legislation  in  force or con tem plated to deal specifically with  IVTS

(in terview with  Sieber).

7.4 USA

The Currency and Foreign  Transactions Reporting Act 1970, Public Law No.

91-508, Title II (known as the Bank Secrecy Act), in  con junction  with  financial

institu tion  record-keeping requirem ents, m andated the reporting of currency

transactions conducted with  financial institu tions, foreign  bank accoun ts,

and the transportation  of currency across US borders. These reports were

deem ed to be useful for crim inal, tax, and regulatory investigations and

proceedings. Further, under Treasury Departm en t regulations, a Currency

Transaction  Report (CTR) m ust be filed by financial in stitu tions that engage

in  a currency transaction  above $10,000 with  a custom er (e.g., a deposit,

withdrawal, or check cashed or purchased).

A Report of In ternational Transportation  of Currency or Monetary

Instrum ents (CMIR) is required for anyone transporting currency of $10,000

or over in to or out of the USA. Individuals or businesses that hold foreign

bank accoun ts of $10,000 or over m ust file a Report of Foreign  Bank and

Financial Accoun t (FBAR).

In  1984, Section  6050(I) of the In ternal Revenue Code was enacted to require

businesses not subject to the BSA to report to the IRS the receip t of currency

worth  any am ount over $10,000.

The Money Laundering Control Act 1986 created crim inal offenses for m oney

laundering and for knowingly engaging in  m onetary transactions involving

property derived from  certain  un lawful activities (18 USC 1956 and 1957).

Under the Money Laundering Con trol Act 1995, m oney transm itters are not

considered “depository institu tions” and are defined as “any business that

provides check cashing, currency exchanges, or m oney transm itting or

rem ittance services or issues or redeem s m oney orders, travelers checks and

sim ilar in strum ents”. Money transm itters are required to file CTRs under the

Banking Act. In  addition , there is a requirem ent to register as a m oney

transm itting business and to provide in form ation  on  authorized agen ts and

the estim ated annual volum e of transactions.
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Charges against traditional Chinese IVTS that have been  used by crim inals

can  be brought under Title 31 cases and possibly 18 U.S.C. Sec. 1956 or Sec.

1957 cases. 31 U.S.C. Sec. 5312 is particularly onerous in  that it specifically

defines as a "financial in stitu tion ," a private banker, a currency exchange, a

dealer in  precious m etals, stones or jewels, and a pawnbroker, am ong others,

all of which strike at the heart of traditional Chinese practice. “This, in

concert with  31 U.S.C. Sec. 5324, the prohibition  against structuring

transactions to evade reporting requirem en ts, certain ly provides the tools to

do the job” (Cassidy, 1994).

In  1997, a proposal was m ade to am end the Bank Secrecy Act ru les, so that all

m oney transm itters in  the USA would be required to report certain  currency

transactions (FinCEN, 1997). This proposal followed the Geographic

Targeting Order (GTO) in  New York. Under Section  5326 Title 31 USC, the

Secretary of the Treasury can  order financial in stitu tions operating in  a

designated area to keep m ore records and m ake additional reports to the

authorities for the purpose of m ore effective m oney laundering con trols. A

great deal of credit for the creation  of th is GTO m ust go to Ms Bonn ie

Klapper, Assistan t US Attorney in  the Eastern  District of New York — who was

one of the in terviewees for th is report23.

The New York GTO selected twelve m oney-rem itters and required reports of

all wire transfers to New York above $750. The num ber was later expanded to

cover twen ty-two licensed rem itters. The volum e of targeted m oney from  the

transm itters'  business with  Colom bia dropped approxim ately 30 percen t after

the GTO wen t in to effect. US Custom s Service officials believe that m ost of

th is m oney has been  physically rem oved from  the New York m etropolitan

area, which  produced a dram atic increase in  US Custom s seizures at the

borders — over $36 m illion  since the GTO wen t in to effect.

The El Dorado Task Force was established in  1992 to target financial services

that facilitate m oney laundering and focuses on  non-bank financial

institu tions, banks, brokerage houses, private banking, and bulk

transportation  and sm uggling of cash . This Task Force brought together

federal, state, and local agencies. It began  to investigate cases relating to the

use of m oney rem itters by crim inal organ izations, when  in form an ts told

agen ts about the willingness of certain  m oney rem itters to handle drug

proceeds. Prosecutions focus prim arily on  m oney laundering cases in  relation

to drug proceeds, which  were found to be typically transferred to Colom bia,

the Dom in ican  Republic, Mexico, and Haiti. According to the Director of the

White House Office of National Drug Con trol Policy, the record of th is task

force was rem arkable. Since 1992, the Task Force seized m ore than  $170

m illion  in  currency, m ade 750 arrests, and in terdicted over two tons of

cocaine and 120 pounds of heroin . In  fiscal year 1997, ONDCP invested $1.8

m illion  in  the El Dorado Task Force (McCaffrey, forthcom ing).

As m andated by the Money Laundering Suppression  Act of 1994, the

Departm en t of the Treasury proposed in  1997 to register all m oney services

businesses in  one database. This registry would be available to law

23
 For m ore details on  the GTO, see US House  Com m ittee on  Ban kin g an d  Fin an cial

Services (1997).
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enforcem ent, federal and state regulatory agencies. The proposed regulation

defines “m oney services business” in  a way to include issuers, sellers, and

redeem ers of stored value — the so-called electron ic m oney.

The Departm ent of the Treasury has also proposed to extend the suspicious

activity reporting (SAR) requirem en t, which  applies to banks so far, to m oney

transm itters and issuers and sellers of m oney orders and traveler’s checks.

Because custom ers of these businesses do not m ain tain  accoun t relationships

com parable to banks, it is often  difficult for them  to know their custom ers

and iden tify suspicious transactions. For th is reason , the proposed regulation

offers som e guidelines as to what are suspicious activities.

Finally, the Treasury proposed to lower from  $10,000 to $750 the threshold

for m oney transm itters to report rem ittances purchased in  cash  and going

abroad. This change is based on  the experience of the New York GTO, which

has confirm ed how vulnerable the m oney transm itting industry is to m oney

launderers.

The industry’s response has been  swift and rather negative. In  a nutshell, the

argum ents opposing the rules under consideration  are as follows. The

industry has questioned the em pirical basis on  which  FinCEN rests the

rationale for new rules, it regards the reporting requirem en t as a

coun terproductive burden  both  on  the businesses and the governm ent,

which  m ay not m ake effective use of the additional in form ation , and it argues

that the threshold is far too low. Critics propose the lim it to be increased

from  $750 to $1,000 (written  com m unication  from  Howrey and Sim on , the

law firm  represen ting the industry). Money rem itters do not wan t a reporting

requirem en t for all transactions over a specified am ount. Instead they

propose a record keeping requirem en t (in terview with  Klapper).

Prosecutors com m unicated additional problem s with  com bating the transfer

of drug proceeds using m oney rem itters, m oney order sellers, and check

cashing business:

— Som e states do not have system s to regulate these non-banking

institu tions.

— States that do regulate non-banking institu tions do not regulate them

consisten tly.

— The federal agency charged with  regulating non-bank institu tions

(FINCEN) has to p lay a law enforcem en t regulatory role and has to

m ain tain  a working relationship  with  these organ izations. This results in

a conflict of in terest (in terviews with  US prosecutors).

7.5 Canada

Canadian  conspiracy laws are quite broad, as they cover cases of offenses

com m itted anywhere in  the world. For jurisdictional purposes, the conspiracy

is often  deem ed to have been  com m itted in  Canada.

In  1989 Canada enacted the Canadian  Proceeds of Crim e Legislation , which

m ade it an  offense to possess the proceeds of crim e directly or indirectly. The

elem ents of th is offense include the knowledge of the possessor and

possession  in  Canada.

With  respect to both  of the above offenses, the crim e (predicate offense)

m ust also be qualified as crim e in  Canada. For exam ple, som eone sending
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the proceeds of a crim e from  the UK to the Netherlands is also com m itting a

crim e in  Canada, as long as the act is also a crim e under Canadian  law. If it is

not, there is no rem edy in  Canada. This m eans that nothing could be done

with  respect to transactions violating currency con trol regulations (th is is not

an  offense in  Canada).

If crim e proceeds are invested in  Canada and a foreign  authority is

investigating the crim e or m aking allegations, good co-operation  from  the

Canadian  authorities can  be an ticipated. However, th is m ust be in itiated by

the overseas agency.

Things are not so easy when  it com es to tax in fractions. Un less there is a

clear-cut case of tax fraud or false pretenses in  Canada or elsewhere,

Canadian  law does not outlaw the transfer of m oney. Especially when

techn ical violations of specific tax regulations are involved, no assistance can

be afforded.

No license is required for m oney transfer businesses. There is not m uch

regulation  regarding the m ovem ent of m oney. For instance, there are

curren tly no restrictions or perm its required for the operation  of a m oney

rem ission  business. Non-bank m oney rem itters use securities as well as

precious m etals transactions.

The curren t regulations require certain  record keeping practices (ID, form s to

be filled out, m ain tain  files). New regulations m ay in troduce not on ly

recording but also reporting duties on  financial institu tions. There is also

reporting regulation  of suspicious transactions (when  a clien t refuses to

provide a nam e). There is liability on  the part of the financial in stitu tions, if

such  reports are not m ade (in terviews with  Stam m ler).

7.6 Jamaica

In  Septem ber 1991, the Jam aican  governm ent in troduced a policy to allow

non-bank in term ediaries to participate and to allow buy or sell transactions

going both  in  and out of the coun try (Grosse, 1994: 19).

7.7 Colombia

Two authors with  hands-on  experience have argued that “In  recen t years

Colom bia has relaxed its banking regulation . Source disclosure on  large

transactions is no longer necessary, and dollar denom inated accoun ts are

now legal. The relaxing of bank regulations was a result of the burgeon ing

underground banking system s that developed to serve both  drug dealers and

legitim ate business in terests” (Bosworth-Davis and Saltm arsh, 1995).

7.8 Australia

The m ain  regulatory instrum en t is the Banking Act 1959, which  requires that

banking business be conducted by properly authorized corporate bodies but

does not define “banking business”; the courts have applied case law and th is

does not seem  to cover the m ere transfer of m oney, esp . when  it is done as

ancillary or inciden tal service. Rem ittance services are not considered by the

Reserve Bank of Australia to be banking business. Consequen tly, they are not
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subject to banking regulation  nor do they need to register. There is the

Financial Transaction  Reports Act 1988, which  created a “regim e of reporting

and iden tity verification  requirem en ts that ‘cash  dealers’ m ust com ply with”

(Carroll, 1995: 2). Rem ittance service providers m ay have to report under the

FTR Act to the Australian  Transaction  Reports and Analysis Cen tre

(AUSTRAC), which decides on  a case-by-case basis on  whether they are

defined as “cash  dealers”.

So, there is uncertain ty as to what is a rem ittance corporation , what is the

business of their agen ts and whether they are subject to the Banking Act.

If in form al value rem itters facilitate m oney laundering, they fall under the

Proceeds of Crim e Act 1987 (which  in troduced the offense of m oney

laundering), if they “know, or ought reasonably to know, that the m oney or

other property is derived or realised, directly or indirectly, from  som e form  of

un lawful activity” (Section  81[3]).

The im port and export of gold is un restricted in  Australia. However, given

that it is not on ly a com m odity but also de facto currency in  m any parts of

the world, it can  be and is used as a way to convert the m oney one wishes to

send overseas in to a value m easure that is easily convertible in to the

currency of the recip ien t (or rem ain  as gold).

7.9 Singapore

Because exchange houses are used to launder crim inal proceeds, the

governm ent has am ended the Money Changers and Rem itters Act in  1996.

Under the 1996 am endm ent, exchange houses m ust keep records on  clien ts.

At the sam e tim e, the crim inal penalties for non-com pliance and for

assistance in  laundering crim inal proceeds were m ade m ore severe (Bureau

for In ternational Narcotics and Law Enforcem ent Affairs, 1996: 75).

7.10 Taiwan

Taiwan  has in troduced m oney laundering legislation , which applies to both

financial in stitu tions and non-bank institu tions, such as jewelry stores and

insurance com pan ies. The law requires the recording and reporting of

suspicious activities by clien ts and establishes provisions for crim inal

negligence for in stitu tions that do not com ply with  these provisions (Bureau

for In ternational Narcotics and Law Enforcem ent Affairs, 1996: 107). As the

coun try attem pts to regulate the alternative rem ittance system s, there are

techn ical problem s, for it is not a recogn ized coun try (in terview with  L.

Carroll).

7.11 South Africa

Apart from  IVTS, which are used for rem ittances, there are also in form al

banks operating as saving schem es, m ain ly with in  the African  com m unity.

These schem es — referred to as "stokvels" or "m ashon isas" — are basically

friendly societies. Mem bers con tribute a fixed sum  on  a m onthly or weekly

basis and the total will devolve to one of the m em bers on  a rotation  basis.

These schem es are actually sm all banks but are operating in  term s of a
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special exem ption  in  the Banks Act. The exem ption  was given  because they

are difficult to regulate. There are probably a few hundred thousand of these

schem es operating and they involve m illions of rand (1 USD = 6.07 Rand).

There do not seem  to be IVTS in  the South  African  culture; those known to

operate are in  the Indian  and Taiwanese com m unities and will therefore fit

that cultural pattern . The Indian  com m unity dom inates the Mandrax trade in

South  Africa and there is anecdotal in form ation  about the use of IVTS to pay

for im ports of Mandrax to South  Africa. Anecdotal in form ation  also poin ts to

the wide-spread use of these system s by m em bers in  those com m unities to

evade the rigid exchange con trol regulations that South  Africa had in  p lace in

the past. Although exchange con trol has been  relaxed, it is still in  effect

(com m unication  with  Koker).

As professor Koker has argued, it is hard to assess the risks posed by IVTS in

the coun try: “There is too little in form ation  available to quan tify or define a

threat. The threat is posed by the lack of in form ation . We are developing

extensive system s to deal with  m oney laundering in  the form al econom y.

Where coun tries have extensive in form al econom ies and [underground

banking system s], they m ay be forcing organ ised crim e out of the form al

econom y in to the in form al econom y, thereby m aking it nearly im possible to

address it with  the norm al crim inal justice m ethods. The sh ift of m oney from

the form al to the in form al econom y could also affect the econom y of the

coun try, depending on  the size of the pool of hot m oney in  the econom y”

(com m unication  with  de Koker; see also de Koker, 1997).

7.12 Hong Kong

Hong Kong authorities have targeted IVTS through tax laws, because the

com m ission  the IVTS operators charge is often  not declared as required by

incom e tax laws. At presen t, IVTS are not regulate and do not require licence

to operate in  Hong Kong. As a consequence, there are no hard figures on  the

exten t of any problem  posed by IVTS or Unregulated Rem m itance Cen ters

(URC), as they are called locally.

Money laundering was crim inalized in  1989 (Section  25 of the Drug

Trafficking Discovery of Proceeds) Ordinance 1989). The Police note that no

URC has been  charged so far for m oney laundering. Efforts are curren tly

underway to clarify the ru les applicable to them  with  respect to record

keeping and reports of suspicious activities to the authorities. According to

the Hong Kong Police, “In  m any investigations however it has been  proved

that URC have handled the in ternational transfer of the proceeds of drug

trafficking and other serious offences. The fact that no URC has ever been

charged with  m oney laundering is due to the need to prove that the agen t

“knew or believed” that the m oney concerned was the proceeds of drug

trafficking or an  indictable offence. In  the vast m ajority of cases, no such

evidence exists as the URC has m erely carried out the rem ittance of the

funds, without knowing of their source. It is generally true to say therefore

that URC are not knowingly involved in  m oney laundering, they are m erely

used by crim inals for the purpose of m oney laundering.

…Police and the Custom s and Excise Departm en t have recen tly conducted a

survey on  78 URCs previously iden tified during Police financial
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investigations. The URCs were first issued with  adm in istrative guidelines to

advise them  to com ply with  an ti-m oney laundering requirem en ts, such as

custom er iden tification , record-keeping and reporting of suspicious

transactions. In  subsequen t visits to these institu tions, it was found that the

m ajority of them  did not com ply with  these adm in istrative requirem ents.

…Only 3 of the URCs in  the survey have crim inal records, all for m inor

offences. It can  be concluded therefore that URCs are not generally operated

by crim inal elem en ts involved in  organ ized or serious crim e. This tends to

support the general conclusion  that URCs are used by m oney launderers,

rather than  being m oney launderers them selves.

Taking the survey in to accoun t, legislation  am endm ents have been  proposed

to im pose a duty on  all persons carrying on  rem ittance and m oney changing

businesses to iden tify custom ers before engaging in  transactions with  them

and to keep proper records about the transactions to m in im ize their risk of

being used by m oney launders. Non-com pliance will attract a fine. The law

enforcem ent agencies will be em powered to carry out on -site in spections and

exam ine the records kept by rem ittance agen ts and m oney changers” (Hong

Kong police written  com m unication ; see also Oldfield, 1998).

It has also been  reported that suggestions for am endm ents include lowering

the standard of proof needed to convict people dealing with  illegal funds. “It

is understood the Departm en t of Justice is considering am ending the

legislation 's wording, possibly using term s other than  “know” or “believe”

(Lee, 1999).

7.13 China

The black and gray m arkets for finance in  China have been  rather extensive

(Xiaohu, 1996). Consequen tly, the authorities take the black m arket exchange

rate in to accoun t when  setting the official rate, because they fear that if rates

differ drastically, then  people will take m oney out of banks and send it

through the black m arket (Jianping, 1998: 31).

In  1998, the Chinese authorities tightened their oversight of financial

institu tions and in tensified their investigation  and prosecution  of violations

of laws and regulations. When  the People's Bank of China issued discip linary

sanction  provisions for financial in stitu tion  officers responsible for violating

laws and regulations in  early June, 1998, the State Council prom ulgated at the

end of Ju ly the “Regulations Outlawing Illegal Financial Institu tions and

Illegal Financial Services” (Liang, 1998). So, steps have been  taken  to reduce

the operation  of “underground banks” in  China, but not specifically against

IVTS. One m ay speculate that th is is so because IVTS bring value in to China,

rather than  the other way round. It m ay also be that the authorities do not

believe that the am ounts of (crim inal) m oney com ing to China through IVTS

are substan tial enough to raise serious concerns.

7.14 Japan

By con trast, Japan  has been  enforcing crim inal laws against IVTS rem itting

m oney from  Japan  to China and other destinations in  Asia. Two persons, for

exam ple, He Jie and Wu Tikeng, were recen tly found guilty for operating an
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IVTS that rem itted 5.2 m illion  yen  (USD 43,150) in to China from  Japan  in

January 1997. Jie was sen tenced to 18 m on ths in  prison  and the paym en t of a

700,000 yen  (USD 5,800) fine, while Tikeng was sen tenced to two years in

prisons. The 5.2 m illion  yen  had been  given  to the brokers by n ine Chinese

m en  living in  Japan . These m en  deposited the m oney in  bank accoun ts set

up  by Jie and Tikeng under false nam es. The transaction  details were faxed to

brokers in  China who distributed the m oney to the in tended recip ien ts

(Kyodo News In ternational, 1997b).

7.15 Philippines

The Philippines governm ent liberalized foreign  exchange rules in  1992 in

order to render conven tional banks com petitive with  IVTS. A sh ift to

conven tional banking channels in  the past has been  effectively aided by the

activities of sm all-tim e IVTS in  the Un ited Arab Em irates, who defrauded

their clien t and never rem itted the am ounts they received from  Filip ino

expatriates (Khaleej Tim es, 1993). In  1995, the governm ent abolished

currency exchange con trols. Consequen tly, the official rem ittances

quadrupled in  the sam e year (in terview with  Miller).

7.16 Vietnam

The Vietnam ese governm ent has encouraged its non-residen t citizens to send

funds hom e, either as rem ittances to their fam ilies or as a con tribution  “to

the construction  of the coun try”. It has allowed overseas Vietnam ese to open

accoun ts in  foreign  currency, deal in  and receive principal and in terest in

foreign  currency as well. In  addition , Vietnam ese recip ien ts of such funds are

also en titled to open  and hold accoun ts in  foreign  currency. When  they m ake

withdrawals, they have the option  to take the m oney out either in  foreign

currency or convert it in to Vietnam ese Dong (Decision  of the Governor of the

State Bank of Vietnam  on  Foreign  Currency Rem ittance to Vietnam  by

Overseas Vietnam ese People, Hanoi, February 23rd, 1995).

Unfortunately, the conven tional banking system  has been  so inefficien t and

ineffective in  th is coun try that IVTS seem ed the best way to do business.

7.17 India

The governm ent set up  a special federal police un it under the direction  of

Prim e Min ister P.V. Narasim ha Rao with  the sole function  to fight against

econom ic crim e in  India. The un it will tackle serious econom ic crim e such as

bank fraud and the m ovem ent of m oney from  foreign  coun tries through

IVTS. A m ajor target of the un it is the big hawala brokers. It is hoped that

strict en forcem ent of banking laws and m ore investigations of hawala

operations will reduce the am ount of m oney sen t through the IVTS and

divert the funds in to the regulated banking industry.

On  the other hand, Indian  officials believe that such m easures m ay backfire.

That is, stricter legislation  m ay force m oney in to the hawala system . Stricter

regulation  of the com m ercial banking system  could also divert funds earned

through legitim ate m eans in to hawala networks. In  addition , the abolition  of
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bank secrecy could reduce the public’s confidence in  the banking system  and

cause a feeling of privacy invasion . In  th is con text, the public would react by

resorting to hawala, which  provides m ore confiden tiality (Natarajan , 1998).

Som e recen t econom ic reform s by the Indian  governm ent appear to have

reduced the am oun t of m oney flowing through the hawala. More specifically,

lifting the ban  on  the im portation  of gold and silver has sign ifican tly reduced

the sm uggling of precious m etals and the subsequen t use of the proceeds

from  the sale of these m etals to deliver m oney transferred through IVTS

(Naqvi, 1994).

Official policy facilitates the legitim ation  of m oney brought in to India

through two schem es in troduced by the governm ent in  1991: the India

developm ent bond schem e and the foreign  rem ittances (Im m unity) schem e.

The schem es were aim ed at “whiten ing”, the conversion  of black incom e in to

white even  though the m oney, including proceeds from  tax evasion , bribes or

other crim inal activity, m ay have left India through hawala. The list of

persons who took advan tage of such program s is poten tially m ore explosive

than  the Jain  hawala diaries (see above in  section  on  corruption  and

terrorism ). “The list of those who brought in  $ 2,300 m illion  in  the first year

alone reads like a who is who and includes not on ly politicians and

businessm en  but also professionals,” said a Reserve Bank of India official

(Rediff on  the Net, 1997).

The 1992-93 Budget partially liberalized bullion  im ports by allowing Indians

residing abroad to bring in  up  to five kilogram s of gold every six m on ths, for

which  a duty of about 6 per cen t had to be paid. This lim it was subsequen tly

(since January 1, 1997) raised to ten  kilogram s. The 1993-94 Budget sought to

put an  end to the dichotom y between  official and unofficial exchange rates,

by allowing the value of the rupee vis-a-vis other currencies to be determ ined

by m arket forces. In  a sense, these m easures aim ed at both  the “cause” and

the “source” of gold sm uggling (Business Line, 1998).

The slum p in  hawala business did not last for m ore than  two years. Although

the price of gold rem ained generally depressed, in  early 1999 hawala

benefited from  another change in  governm ent policy. The custom s duty

payable by non-residen t Indians for gold they im ported to the coun try wen t

up  by 60%. Moreover, the price of gold with in  India rose well above the world

m arket rates. “According to the World Gold Council's Regional Chief

Executive, Mr. Rolf Schneebli, gold prem ium  is expected to increase from  the

curren t 6.5 per cen t to 9.5 per cen t. This greater prem ium  is likely to induce

illegal arrival of gold in to Indian  shores and m ake hawala transactions m ore

attractive” (cited in  Kochi, 1999).

While the liberalization  of the econom y was supposed to help  fight the

prevalence of hawala, in  India the problem  con tinues alm ost unabated, as

indicated by one successful investigation  after another. Som e in terviewees

wen t as far as to suggest that “hawala runs the coun try” in  India, and agreed

that hawala system s do facilitate substan tial crim inal activities in  South  Asia.

7.18 Pakistan

The governm ent has repeatedly tried to encourage capital to stay in  Pakistan

or flow back in  through tax-exem pt bearer bonds. It launched the Foreign
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Exchange Bearer Certificates (FEBCs) schem e in  1985 and the Foreign

Currency Bearer Certificates (FCBCs) in  1992. This second issue was tim ed

rather badly, as it coincided with  the close-down of BCCI, a bank m anaged

by Pakistan is which  was in  the headlines everywhere in  the world at the tim e

am id accusations of unpreceden ted fraud, corruption  and m oney laundering

(see Passas, 1993, 1995, 1996). The FCBCs were supposed to attract capital by

offering reasonable rates of return  for funds from  all sources, the origin  of

which was not to be questioned. The success of th is schem e, advertised in  a

full page of the Wall Street Journal touting the “no questions asked” policy of

the governm en t, was therefore underm ined by the BCCI scandal.

In  1998, the governm en t issued new “m oney whitener” FCBCs to replace the

1992 certificates, although the existing stock of bonds would con tinue. These

FCBCs were to be traded in  the coun try’s stock exchanges and en joy freedom

from  tax, duties and zakat24. Certificates were issued also in  the Middle and

Far East. There was no lim it on  the am ount invested, and the certificates

could be encashed at any tim e with  no deductions. Again , the Finance

Min ister announced that “both  the princip[al] am ount and profit is

guaran teed by the governm ent of Pakistan , and no question  would be asked

about source of incom e” (cited in  Malik, 1998b). The aim  was clearly to

attract funds from  Pakistan is abroad and to reduce the attraction  of hundi

and hawala networks in  the coun try. Along the way, FCBCs would effectively

turn  som e black m oney in to “white”25.

On ly a few m onths later, the credibility of the governm ent and the public

confidence in  the bond program s suffered greatly. One of the m ost im portan t

incen tives to invest in  such bonds was the assurance that the FCBCs did not

have to be encashed in  rupees, given  that m any local and overseas investors

would like to hold their accoun ts in  foreign  currency (Malik, 1998b). In  the

afterm ath  of Pakistan ’s nuclear bom b test and the negative in ternational

response to it, foreign  currency accoun ts were frozen  and withdrawals could

be m ade on ly in  rupees at a governm ent-set rate of exchange. The public

showed its distrust to both  conven tional banks and the governm ent by going

back to the tim e-honored hawala and hundi networks. Overseas rem ittances

through banks dropped from  US$ 150 m illion  per m onth  down to US$ 50

m illion  (Miller, 1999).

24
 As n oted  earlier, zakat is a percen tage of the in com e of Muslim s deducted  for charity.

25
 Turkey has also been  criticized  for a sim ilar “m on ey whiten in g” policy recen tly. The

objectives of that policy were also the repatriation  of fun ds, rep len ish in g the foreign
curren cy reserves, un derm in in g in form al ban kin g system s, etc.



8 Resear c h  im p l i c at i o n s

The m ost challenging part of th is project was the fact that equally

distinguished and good-faith  people would offer diam etrically opposite

assessm en ts of the IVTS issue. Judging the reliability of official sources was

anything but easy, as som e in terviewees questioned directly the validity of

governm ent or agency reports. In telligence reports and m em oranda turned

out to be of debatable quality. They are m ostly based on  arrests and

particular cases. The authors usually extrapolate from  such cases without any

precision . The sam ple is very sm all and case studies are not done for

analytical purposes. The DEA report (1994), in  particular, about the Asian

m oney m ovem ent system s is regarded in  som e respects unsubstan tiated

(in terview with  W. Myers). W. Myers’ m any years long investigations and

research in to the ethn ic Chinese com m unities in  the USA have never

produced any corroborating evidence. So, the in form ation  we have about

these m oney transfer system s is scan t, unreliable and unsystem atic 26. It is in

th is con text that “facts by repetition” are alm ost inevitable. Inciden tally, th is

problem  is not uncom m on in  the field of transnational crim e. Lack of

adequate funding sources has forced m any observers to rely on  journalistic

and unchecked sources of in form ation .

The patterns appear to vary from  one coun try to another. So, it m ay m ake

sense to throw away the conven tional wisdom  and look in  depth  in to the

Dutch  reality to see what the nature of the problem  is. The first task would be

to establish  whether it represen ts a problem  for the Netherlands at all. The

publicly available indicators lead to the conclusion  that it p robably is not a

priority problem . However, given  how topical the issue is and how various

bodies actively con tem plate m easures and policies to deal with  the perceived

threat, a brief em pirical study m ay be helpful in  allaying the fears that IVTS

m ay be THE m oney laundering instrum ent, once banks are properly

supervised and m onitored. Another reason  for som e lim ited em pirical

research  in  th is area is to try and find out where the illegal m oney is going

and about crim inal activities in  a very broad sense, including parts of the

in form al econom y.

Investigating IVTS requires knowledge about both  financial crim es and the

cultures of ethn ic groups who use their services (Cassidy, 1994). The m ethod

to follow for the field research  would be based on  participan t observation

26
 In  h is own  words, Myers has stated: “Un dergroun d ban kin g is referred  to in  m an y reports

an d action  statem en ts, particu larly those dealin g with  m on ey laun derin g or n arcotics

con trol, bu t there is virtually n o developm en t of the top ic other than  un supported
con clusion s that it is m ethodology for the laun derin g of fun ds for crim in al activity. Other

than  scan t m en tion  of the top ic in  law en forcem en t sem in ars, un dergroun d ban kin g is a

top ic that is essen tially absen t from  written  literatu re. Its m ethods of operation  rem ain
clouded in  m ystery as does the exten t an d volum e of curren cy passin g th rough

un dergroun d ban kin g operation s. Equally un docum en ted  are the econ om ic effects in  the

affected  econ om ies - the coun try of origin  of the tran saction  an d  the coun try of
com pletion  of the tran saction ” (written  com m un ication ).
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and unstructured in terviews conducted by people well-in tegrated in  the

ethn ic com m unities concerned. After they engage in  one or two transactions

and gain  the confidence of alternative bankers, as they seek reassuring

in form ation  regarding the transfer, they can  gain  insight in to the volum e,

nature and m odus operandi of the system . It is im portan t not to convey any

false im pression  that the aim  of the research  is to close down  or dam age the

system . It is essen tially a curiosity-inspired exercise to understand their

experience and life-style. The categories of the various sources of in form ation

to be used for building a useful database for analysis and policy construction

would include existing law enforcem ent docum ents (cases). These m ust

include the case files in  the hands of FinCEN, In terpol, British  and Dutch

authorities (e.g., CRI). These are the m ost valuable and reliable data. All

agencies con tacted so far have offered to m ake th is evidence available for

analysis, once proper requests are m ade through authorized personnel.

— English  language press item s.

— Minority language press item s.

— Law enforcem ent reports and personnel.

— Hum an  sources with in  each  ethn ic com m unity.

— Sources in  the social service sector (see Cassidy, 1990).

A parallel approach would be to attem pt to com pare im ports and exports

with  the coun tries from  which  each  ethn ic group stem s from . See what

asym m etries exist and in  which direction . (Illegal) m oney flows toward the

coun tries of origin  m ay be indicated by substan tial under-invoicing of their

exports and over-invoicing of im ports (there are studies analyzing gross

discrepancies in  the im port-export statistics of the US with  the rest of the

world, which  offer a m ethod of calculating the approxim ate value of irregular

and illegal trade-related transactions; Zdanowicz et al., 1995).

At the sam e tim e, it m ay be useful to study the dem ographics of particular

ethn ic groups in  the Netherlands and look in to their num bers, occupation ,

average incom e and expenses. If m oney flows at levels well above the

reasonable abilities of each ethn ic group, the excess is likely to be illegal or

crim inal volum e (bearing in  m ind the caution  noted above about calculating

the ‘reasonable’ living expenses for im m igran ts).



9 Co n c lu s io n s an d  p o l i c y

r ec o m m en d at i o n s

The m aterial reviewed for th is study suggests that IVTS do not represen t a

m oney laundering or crim e threat in  ways differen t from  conven tional

banking or other legitim ate institu tions. While crim inal en trepreneurs do

m ake use of IVTS, it appears that the am oun ts involved represen t a rather

sm all part of the dirty m oney in  circulation . The growth of IVTS for hard core

crim inal purposes is lim ited by the wide availability of num erous other

alternatives and by the incapacity of in form al networks to handle very large

sum s of m oney on  a regular basis. This does not m ean  that sophisticated

crim inals cannot adopt IVTS m ethods to transfers funds am ong legitim ate or

shell com pan ies around the world27. However, the traditional IVTS seem  to

be used prim arily by ethn ic groups either for perfectly legitim ate purposes or

for the com m ission  of relatively m inor offenses, such as evasion  of taxes and

currency con trols. Occasionally, crim inal proceeds travel through IVTS

without the knowledge of the operators/ brokers. The particular cases that

m ake the news and draw sensational headlines do not support the

con ten tion  that increasing regulation  of conven tional banks m eans m ore

crim inal business for IVTS. There is little evidence that the m ost

sophisticated and organ ized crim inals m ake use of IVTS; quite the con trary.

The press and law enforcem ent stories m ay reflect m ore atten tion  paid by the

police to IVTS or increased awareness of their existence and operation .

Such offenses m ay be serious and consequen tial particularly to societies in

transition  or econom ic and political crisis, when  the am ounts involved

becom e very substan tial. As policies in  several Asian  coun tries have shown,

m easures other than  crim inal law can  be m uch m ore effective and beneficial.

So, un less credible evidence of abuse or con trol of IVTS by crim inal

en terprises can  be produced, no drastic responses are necessary. This does

not m ean  com plete inaction , inatten tion  or com placency about possible

future risks. The m ain  conclusion  of th is study is that harder evidence of th is

threat m ust be established before radical actions are con tem plated. Given

that the transfer of m oney or value is not crim inal per se and that IVTS offer

a good, speedy, cheap  and reliable service to several com m unities, there is no

clear a priori reason  to ban  them  or lim it their accessibility.

So, the first step  would have to be an  in  depth  study in to the curren t

situation  and problem s in  the Netherlands (see above research  im plications)

27
 It has been  reported  in  the Netherlan ds that som e en terp rises fun ction in g as IVTS are

con trolled  by “m afia” type crim in al organ ization s in volved  in  the drug trade. However, I

have n ot seen  the con fiden tial report referred  to in  the article. The other source cited  in

that article is a Surin am ese m on ey chan ger, who was sour abou t losin g busin ess to those
allegedly con trolled  by drug traffickers (Boom , 1996). Th is is a m atter requ irin g follow up .
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and/ or other coun tries28 (see Carroll, 1995; Com m onwealth  Secretariat, 1998).

Given  the concern  about IVTS in  m any official circles, it m ay be helpful to

conduct such  a study also in  order to assure those worried about the problem

that the situation  is not as bad as it m ay appear. If it is, then  a num ber of

policies can  be considered at differen t levels and in  concert with  the other

coun tries concerned. The policy options can  be regulatory, legislative,

educational, organ izational or long-term  public policy m easures.

9.1 Regulatory measures

Any regulatory or other reform  ought to proceed with  som e caution  in  order

to avoid the in troduction  of ethnocen tric ru les and approaches that m ay

alienate ethn ic groups or m inorities, which  are involved in  no crim inal or

harm ful activity. As noted earlier, IVTS is the on ly available m eans for

sending funds to the fam ily or relatives to the hom eland. These m ethods m ay

also be used by illegal im m igran ts who have perfectly legitim ate jobs. They

m ay prefer to use these channels to preven t their detection  by im m igration

authorities. Aggressive actions against IVTS m ay be coun ter-productive, as it

m ay drive a lot of generally law-abiding people to m ore radical solu tions or

crim inal networks. Before enacting particular m easures, it m ay be possible to

“test the waters” and find out what is the response to attem pts at regulating

IVTS business by those concerned.

It m ay be desirable, in  the first in stance, to exam ine existing ru les to see

whether they m ay be am ended to cover the activities of IVTS under the

rubric of “un licensed bankers” or “unregistered m oney transm ission  service”

(see also In terpol, 1991). Record keeping duties and reports of suspicious

transactions m ay be extended to apply to m oney rem itters. Mere record

keeping, while less onerous on  the businesses involved, m ay facilitate the

investigative work of the police, especially in  cases of crim inal abuses without

the knowledge of the m oney rem itters. Given  the im portance of in form ality

of IVTS m ethods, the an ticipated resistance and non-com pliance can  be

addressed through a sincere dialogue with  sm all businesses and com m unity

leaders in  the affected populations and regions (m uch like the consultation

process involving other legitim ate businesses before the im plem entation  of

regulatory reform s).

An  indirect approach to m on itoring IVTS activities is to turn  to financial

in stitu tions where hawala accoun ts m ay be held (as is the case very often  in

the UK). A m ost vulnerable poin t to m oney rem itters who transfer crim inal

proceeds is where the m oney in terfaces with  the regulated banking industry

(see US drugs-related case cited above). Therefore, we need to pay m ore

atten tion  to the role and functions p layed by conven tional banks, so that

appropriate steps m ay be taken  (Jackson  in terview). Banking institu tions

need to investigate the legitim ate business capacity of m oney rem itters who

28
 De Koker u rges a basic study in to m on ey laun derin g in  S. Africa focusin g on  IVTS in

particu lar. “Such  a study shou ld  especially attem pt to ascertain  the exten t of m on ey

laun derin g th rough  the un dergroun d ban kin g system  an d other system s in  the sm all
busin ess sector” (de Koker, 1997: 39).
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want to establish  bank accoun ts. By doing a background investigation  on

these com pan ies, banks can  estim ate the transaction  volum e generated

through legitim ate business. If the m oney rem itters exceed these estim ates,

banks need to alert the authorities to the possibilities of crim inals using the

services of the specific m oney rem itter (Klapper in terview). Som e British

banks are able to detect “hawala” patterns in  accoun ts held at their branches

and are prepared to report th is to the National Crim inal In telligence Service

for closer m onitoring. However, a “hawala pattern” does not autom atically

m ean  crim inality, as shown by previous cases in  England. Nevertheless,

changes in  patterns could be m onitored for possible investigations in  the

case of p rim a facie crim inal abuses.

9.2 Criminal law

The US governm ent has urged the establishm ent of in ternational standards

with  respect to reporting requirem ents and laws that crim inalize non-

com pliance with  reporting regulations (Bureau for In ternational Narcotics

and Law Enforcem ent Affairs, 1996). The Com m onwealth  Secretariat (1998)

has also recom m ended the extension  of m oney laundering laws to cover

IVTS. For in stance, they should have to adopt “know your custom er” ru les,

keep  records on  the iden tity of their clien ts and the am oun ts transferred,

report transactions above a certain  threshold to the authorities as well as any

suspicious deals, etc. This would provide the audit trail and leads necessary

for investigations. On  the other hand, a DEA report (1994) has warned that

ru les aim ed at the regulation  of ordinary financial in stitu tions cannot be

expected to be effective against the use of IVTS by crim inals. In terviewees are

also of the opin ion  that IVTS will not be affected by any such ru les

(in terviews with  L. Carroll and Jost)29.

The DEA wen t on  to argue that the on ly way to con tain  such  activity is to

change “attitudes towards com partm en talizing crim inal activity” (US DEA,

1994). This seem s to im ply that facilitating the laundering of proceeds from  a

serious crim inal offense, such as illegal arm s or drug trafficking, is just as

serious as the original crim e itself. Treating IVTS in  the sam e and way and

with  the sam e tools available for arm s and drug traffickers m ay prove to be

overkill. If IVTS operators do act together with  crim inals, however, then

conspiracy and sim ilar laws m ay be adequate to deal with  the problem . Of

course, when  IVTS obstruct investigations or knowingly participate in  m oney

laundering, the relevan t crim inal laws could also apply to them , as they do to

other en terprises (see the European  Money Laundering Directive).

29
 Because IVTS flourish  in  cash  econ om ies, it has been  p roposed to ou tlaw the use of cash

for tran saction s above a certain  th reshold  in  order to en courage the wider use of the
con ven tion al ban kin g sector an d  electron ic paym en ts –  especially for tran saction s in

cap ital an d  luxury goods or real estate (Com m on wealth  Secretariat, 1998: 19). Th is type of

approach  requ ires cu ltu ral chan ges an d tradition s, which  have deep  rou tes in  m an y parts
of the world.
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9.3 Public policy measures

A Canadian  in terviewee (Stam m ler) observed that the general trend has been

towards a US-like approach relying increasingly on  crim inal law m easures

and policies. Yet, in ternational crim inal groups have overwhelm ed the police

and strained their resources. Even  if the cost of crim inal business is thereby

increased, he em phasized, the profits rem ain  h igh: “As a result, not m uch

changes in  practice. The root cause lies with  organ ized crim inal activities

involving consensual business. This is what needs to be dealt with . Often , it is

governm ents that create the problem s by in troducing or m ain tain ing high

taxes, regulations and other constrain ts”. This com m ent poin ts to the core of

the m atter, the long-term , structural policies required to reduce or elim inate

the needs m et today by IVTS.

This shifts em phasis to governm ent over-regulation  and con trols,

discrim ination , political and econom ic crises, burdensom e bureaucracies,

un friendly, inefficien t, expensive or lacking banking services, lack of

confidence (by ordinary citizens and foreign  investors) in  a given  coun try’s

econom ic system  and banks, etc. As long as such  serious problem s persist,

IVTS will con tinue to thrive and fill im portan t gaps left by conven tional

society at the regional and in ternational levels 30.

In terestingly, both  econom ic liberalization  and state in terven tion  in  the

m arket have also been  proposed as ways of dealing with  IVTS in  developing

coun tries. To the exten t that invoice m an ipulation  takes p lace for the

purpose of obtain ing foreign  currency and exchanging it in  the black m arket,

an  Indian  econom ist has urged the governm ent to add to the export subsidies

and to increase tariffs on  im ports (Thiruvenkatachi, 1984). He noted that in

the case of India in  the past, invoice m an ipulation  provided so m uch benefit

through the currency black m arket that even  heavy subsidies were ineffective:

people m ade even  m ore m oney in  the black m arket.

On  the other hand, m any have argued m ore recen tly that the best way of

taking the business out of IVTS is the liberalization  of the econom y. This

would involve adjustm en ts of the currency exchange rate to reflect dem and

and supply or floating the currency. Relaxing or abolish ing currency

restrictions and con trols could also take m uch business out of the hands of

IVTS. Further, one could envisage the liberalization  of in terest rates, the

rem oval of incom e taxes of rem ittances from  overseas and the lifting of

restrictions and duties on  the gold bullion  trade (Com m onwealth  Secretariat,

1998; In terpol, 1991). It m ust be stressed, however, that such rules and non-

m arket based in terest rates are im portan t tools of fiscal policy in  the hands of

various governm ents that seek to stabilize their econom y, avoid adverse

consequences by speculative transactions, and protect the national in terests

in  m ore traditional ways. In  other words, there are serious reasons for the

30
 The faith  of Pakistan is, for in stan ce, in  ban ks an d the govern m en t was un derm in ed, when

their foreign  curren cy deposits were recen tly frozen  an d they were on ly allowed to

withdraw local curren cy. In  m an y parts of the world , both  govern m en ts an d fin an cial

in stitu tion s have a good  deal of work to do to restore their citizen s’ con fiden ce an d  trust
(Miller, 1999).
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existence of certain  ru les, which nonetheless have the effect of encouraging

IVTS.

9.4 Training issues

The above policies can  on ly be pursued and achieved in  the long term . In  the

m ean tim e, it is essen tial to sensitize con trollers to the various ethn ic

com m unities; explain  how they can  iden tify IVTS patterns and how to spot

irregular and poten tially crim inal abuses. In  the short-term , investigators

m ust be trained to understand the culture of ethn ic groups they look in to.

Prosecutors, law en forcers and regulators stress the im portance of culture

and argue that researchers could assist by conducting studies in to

dem ographics, estim ates of the volum e of transactions, IVTS and the

traditions around them .

9.5 Organizational measures

In  the light of basic lack of knowledge about IVTS and the m isleading nature

of m any public reports, it is vital to develop in ternational agreem ents that

allow for the exchange of in form ation  am ong law enforcem ent agencies. It is

also critical to prom ote in ternational cooperation  in  investigations of

m isconduct concern ing m ore than  one coun tries (Bureau for In ternational

Narcotics and Law Enforcem ent Affairs, 1996).

It is also im portan t to be sensitive to the varying needs and priorities of

differen t coun tries. More in itiatives are proposed and im plem ented, for

exam ple, when  drug m oney is involved than  against capital flight. The

optim um  degree of cooperation  and m utual assistance can  be achieved when

the needs, objectives and policies of all coun tries are respected in  practice.

With  respect to developing coun tries, often  victim ized by capital flight

through both  conven tional and unconven tional bank channels, it has been

recom m ended that they co-ordinate the action  and policies they wish  to

im plem ent am ong the various governm ent departm en ts. Specifically, an

Indian  agen t seconded to In terpol has suggested that a coordinating body be

in troduced to ensure that the differen t agencies act in  harm ony (Harjit

Sandhu, quoted in  Com m onwealth  Secretariat, 1998: 18).

9.6 Evaluation methods

Finally, m easures and policies are often  im plem ented without specific targets

or objectives, especially in  the “war on  drugs” in  several coun tries. Policy

m akers, con trollers and the public can  on ly benefit from  the in troduction  of

evaluation  tools, so that we can  all have a sense of whether these responses

to given  problem s are working or not. The use of evaluation  in strum en ts to

m easure success and failure will reduce the chance of having sterile

argum ents between  supporters and critics of each policy (e.g., when  they can

use the sam e in form ation  to reach differen t conclusions).
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