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Abstract
Purpose – This paper aims to provide an overview of theories used in the field of employees’
information systems (IS) security behavior over the past decade. Research gaps and implications for
future research are worked out by analyzing and synthesizing existing literature.
Design/methodology/approach – This paper presents the results of a literature review comprising
113 publications. The literature review was designed to identify applied theories and to understand the
cognitive determinants in the research field. A meta-model that explains employees’ IS security
behavior is introduced by assembling the core constructs of the used theories.
Findings – The paper identified 54 used theories, but four behavioral theories were primarily used:
Theory of Planned Behavior (TPB), General Deterrence Theory (GDT), Protection Motivation Theory
(PMT) and Technology Acceptance Model (TAM). By synthesizing results of empirically tested
research models, a survey of factors proven to have a significant influence on employees’ security
behavior is presented.
Research limitations/implications – Some relevant publications might be missing within this
literature review due to the selection of search terms and/or databases. However, by conduction a
forward and a backward search, this paper has limited this error source to a minimum.
Practical implications – This study presents an overview of determinants that have been proven to
influence employees’ behavioral intention. Based thereon, concrete training and awareness measures
can be developed. This is valuable for practitioners in the process of designing Security Education,
Training and Awareness (SETA) programs.
Originality/value – This paper presents a comprehensive up-to-date overview of existing academic
literature in the field of employees’ security awareness and behavior research. Based on a developed
meta-model, research gaps are identified and implications for future research are worked out.

Keywords TAM, Behavioral theories, Security awareness, Security behavior, TPB, GDT, PMT

Paper type Literature review

1. Introduction
Today’s organizations are highly dependent on information systems (IS). Consequently,
they implement technical measures to mitigate threats to information security (Aurigemma
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and Panko, 2007). To achieve IS security, the literature proposes information security
policies (ISPs) (Bulgurcu et al., 2010; Pahnila, 2007a, 2007b) and Security Education,
Training and Awareness (SETA) programs (Abraham, 2011; D’Arcy and Hovav, 2009) as
non-technical measures for preventing security breaches by employees. Because literature
refers to employees as the weakest link in IS security (Spears and Barki, 2010; Siponen et al.,
2006), employees’ information security awareness (ISA) and behavior has garnered
increasing academic attention over the past decade. In this interdisciplinary research
domain, theories from social psychology and criminology were adopted to IS literature
(Mishra and Dhillon, 2005) to explain and predict employees’ security-related behavior and
awareness. Despite the huge amount of studies conducted within this context, there is still no
up-to-date overview of used theories and main results.

Therefore, in this paper, we present the results of a comprehensive literature review that
was designed to identify applied theories and understand the cognitive determinants in the
research field of employees’ ISA and behavior within the past decade. A prior literature
analysis was conducted by Siponen (2000a, 2000b). The authors analyzed different
approaches to minimizing user-related faults in information security. Although the
underlying theories were identified, the focus of the study was approach-related. An
up-to-date overview of applied theories is necessary to guide further research, as the
previous study was published 12 years ago. Another literature analysis by Abraham (2011)
focused on factors that influence security behavior (i.e. policies, communication practices,
peer influences, etc.) and not on theories. In addition, several target-oriented literature
reviews were conducted. “Target oriented” means that the literature review was conducted
to provide the theoretical basis for further research within the same article (e.g. model
construction) and is not the essential part of the article. For instance, Mishra and Dhillon
(2005) gave a short overview of behavioral theories in IS security literature to introduce the
theory of anomie to the research field. Another paper by Aurigemma and Panko (2007)
surveyed behavioral theories to present an ISP behavioral compliance framework.

The aim of this paper is to provide an up-to-date overview of applied theories by
discussing the following research question:

RQ1. Which theories have recently been used in IS literature to explain employees’
security related awareness and behavior?

To answer this question, in the following sections, we present findings from a
systematic literature review of a total of 144 publications that deal with employees’
security awareness and behavior theories. Relevant literature from 2000 until today was
sought in academic databases and analyzed with a focus on both applied theory and
research methodology. We introduce a meta-model that explains employees’
information security behavior by assembling the core constructs of four primary
applied theories. By synthesizing results of prior empirically tested research models
based on adopted theories, a discussion of factors that were proven to have a significant
influence on employees’ security behavior or intentions is presented. Additional factors
used in the research domain are also identified. Gaps in existing research are presented
in the discussion of the results of the literature analysis. Recommendations for future
studies that refer to research studies and the subject of investigation are also given. The
results provided by our work can be used by practitioners to increase employees’
security-related behavior, and also by researchers to extend and improve ISA and
behavior models.
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2. Research methodology
To synthesize and extend the current body of knowledge, the underlying research
design consists of two phases: first, relevant literature is identified by conducting a
structured literature search, as the quality of a literature review strongly depends on the
search process (vom Brocke et al., 2009). Second, the identified literature is analyzed with
the purpose of identifying applied theories and methodologies in the contemplated
research field.

2.1 Literature search process
To present a widespread overview of applied theories, we chose the structured approach
presented by Webster and Watson (2002) as the underlying methodology. Guidelines
from vom Brocke et al. (2009) indicate that a rigorous literature search must be valid and
reliable. In our case, validity is based on the selected databases, publications, covered
period, keywords used and the application of a forward and backward search. The term
reliability refers to the replicability of the literature search process (vom Brocke et al.,
2009). To fulfill this requirement, the search process was documented comprehensively.

To fulfill the requirement for validity, we searched through ten databases: AISeL,
ScienceDirect, IEEEXplore, JSTOR, SpringerLink, ACM, Wiley, Emerald, InformsOnline
and Palgrave Macmillan. The search terms were defined in a common preparatory
session with four experts in this research field. These include security awareness,
awareness training, awareness program, awareness campaign, security education,
security motivation, security behavior and personnel security. The databases were
searched to determine whether a publication contained at least one of the search terms in
the title, abstract or keywords. If the field of search (i.e. title, abstract or keywords) could
not be specified in the search query, a full-text search was conducted. In total, 4,168
potentially relevant publications were identified.

To select relevant publications in the considered research field, inclusion and
exclusion criteria were defined. We chose to focus not only on high-quality literature, as
recommended by Webster and Watson (2002) and vom Brocke et al. (2009), but also to
include conferences or journals that are not highly rated in international conference or
journal rankings. This is necessary because some of these conferences or journals
specialize in the field of IS security (e.g. “computers & security” and “Information
Management & Computer Security”) contain numerous publications dealing with topics
that are relevant for this literature review. However, non-academic publications (such as
white papers) were excluded. Furthermore, only publications from after the year 2000
and only publications written in English were taken into account.

Publications that do not primarily deal with the topic of employees’ ISA and behavior
were also filtered out. This was done by manually screening articles based on title,
abstract and, if necessary, by skimming through the full text. Following this process, 95
articles were determined to be relevant. Subsequently, a backward and forward search
was carried out (Webster and Watson, 2002). The backward search was performed
manually, whereas the forward search was conducted by using Web of Science
(www.webofscience.com). As a result, 18 additional relevant articles were identified. In
total, 144 articles were identified to be relevant for this literature review (they are
marked with a “*” in the references). Table I shows the number of publications for each
journal or conference that were identified as relevant.
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2.2 Literature analysis
To limit mistakes and subjective biases, a two-step analysis process was chosen and
performed by two researchers. First, each researcher independently determined the
applied theory and research methodology for each paper. Second, results were
categorized with regard to theory and methodology and the results were compared to
those of the other researcher. Divergences were discussed until conformity was reached.
The list of theories was developed inductively while reviewing the articles.

Following the broad definition of the term “theory” used in recent IS literature
(Karjalainen and Siponen, 2011), we identified 54 theories that are applied in the
considered research field. The majority of the identified theories were used in two or
fewer publications. Considering the frequency of use, seven primary theories were
identified, as stated in Table II.

Table II.
Most frequently used
theories

Theory Frequency of use

TRA/TPB 27
GDT 17
PMT 10
TAM 7
SCT 3
Constructivism 3
SLT 3

Table I.
Number of publications
for each journal or
conference

Count

Journal
Computers & Security 12
Information Management & Computer Security 10
European Journal of Information Systems 5
MIS Quarterly 5
Journal of the Association for Information Systems 4
Decision Support Systems 2
Information & Management 2
Information Security South Africa 2
Information Security Technical Report 2
Information Systems Journal 2
Journal of Information Privacy and Security 2
Others* 14

Conference
Americas Conference on Information Systems 19
Hawaii International Conference on System Sciences 6
International Conference on Information Systems 3
Pacific Asia Conference on Information Systems 3
European Conference on Information Systems 2
International Conference on Information Security and Assurance 2
Others* 16

Note: * Only one relevant publication per journal/conference
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These theories can be divided into behavioral theories [Theory of Reasoned
Action/Theory of Planned Behavior (TRA/TPB), General Deterrence Theory (GDT),
Protection Motivation Theory (PMT) and Technology Acceptance Model (TAM)] and
learning theories [Constructivism, social cognitive theory (SCT) and social learning theory
(SLT)]. Our main focus in the reviewed research domain is on behavioral theories. Due to the
complexity of the subject matter and the limited length of this paper, we chose to present an
in-depth analysis of the four dominantly applied behavioral theories.

In addition to the approach to analyzing the applied theories, a list of research
methodologies was defined prior to reading the publications in detail. We distinguish
between eight different research methodologies: deductive analysis, modeling,
experiment, action research, case study, grounded theory, literature review and
empirical research (qualitative/quantitative).

Figure 1 illustrates that quantitative empirical research is dominant in the examined
research field. In contrast, little qualitative empirical research is done. Even less work has
been done in literature reviews and grounded theory. The remaining four methodologies (i.e.
deductive analysis, modeling, experiment and action research/case study) have been applied
relatively evenly, but considerably infrequently in contrast to empirical research.

3. Behavioral science in information security research
Researchers have incorporated multidisciplinary theories, including theories from
psychology, sociology and criminology, into behavioral information security success
outcome models. The most frequently applied theories in the examined research field are
the TRA/TPB, GDT, PMT and TAM.

Figure 1.
Frequency of applied

research methodologies
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Theory of reasoned action/theory of planned behavior: In the context of information
security behavioral compliance, the employee’s intention to comply with ISPs depends
on his/her overall evaluation of and normative beliefs toward compliance-related
behavior. The greater the feeling of reflected actual control over those actions, the greater the
intention to comply with ISP (Aurigemma and Panko, 2007; Bulgurcu et al., 2010).

General deterrence theory: Adapted from criminal justice research, GDT is based on
rational decision-making. GDT states that perceived severity of sanctions (PSOS) and
perceived certainty of sanctions (PCOS) or punishment influence employees’ decision
regarding ISP compliance by balancing the cost and benefits (Bulgurcu et al., 2010; D’Arcy
et al., 2009).

Protection motivation theory: Researchers argue that an employee’s attitude toward
information security (ATT) is shaped by the evaluation of two cognitive-mediated
appraisals: threat appraisal (TA) and coping appraisal (CA) (Bulgurcu et al., 2010). An
employee who is aware of potential security risks forms attitudes towards perceptions
of these threats and the coping response (Anderson and Agarwal, 2010; Herath and Rao,
2009a, 2009b).

Technology acceptance model: In the security awareness context, the TAM
determines the employees’ intention to comply with ISP, which is influenced by
perceived usefulness (PU) and perceived ease-of-use (PEOU) of information security
measures (Al-Omari et al., 2012a, 2012b).

All four theories explain employees’ behavioral intention (BI) or actual behavior (AB)
by adapting different factors. The aforementioned behavioral theories were combined,
resulting in a meta-model, as presented in Figure 2. It provides an overview of factors
used to explain employees’ ISA and behavior. Each behavioral factor has been tested
and evaluated in multiple studies.

4. Results
In general, the contextual analysis showed that several researchers discussed numerous
factors that could affect employees’ ISA and behavior. The descriptive analysis of
consolidated publications showed partly divergent results. Therefore, a qualitative content
analysis is worthwhile to determine the relations between the specific constructs within the
behavioral theories. These relations will be briefly synthesized in the following section. A
detailed compilation of constructs, their relationships and the statistical significance can be
found in Table III. A list of the items that were used in the various studies can be found in the
Appendix which can be requested via e-mail from the authors.

Due to certain difficulties with observing actual security-compliant behavior (Vroom
and von Solms, 2004), numerous authors emphasize the use of employees’ BI as the
dependent variable that predicts employees’ AB (Ifinedo, 2012; Pahnila et al., 2007,
2007b; Zhang et al., 2009). Assessing BI rather than AB is grounded theoretically and
technically. Several researchers demonstrated a strong and consistent relationship
between the two constructs (Venkatesh et al., 2003; Webb and Sheeran, 2006) in
non-information security context. From a technical point of view, measurement of AB is
argued to be difficult due to the sensitive context of information security (Anderson and
Agarwal, 2010; Vroom and von Solms, 2004), the large and diverse sample sizes
(Bulgurcu et al., 2010; Bulgurcu et al., 2009a, 2009b) and the theoretical background of
the applied theory (Siponen and Vance, 2010). In a theoretical context, some authors
(Anderson and Agarwal, 2010; Siponen and Vance, 2010) argue that the relationship
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between BI and AB is grounded in the TPB and TRA by Abraham (2011) and has been
shown to be proven empirically by (Anderson and Agarwal, 2010). A number of studies
emphasized the relationship between employees’ AB and BI (Limayem and Hirt, 2003;
Siponen et al., 2010; 2007).

Further results demonstrate that the main constructs of the TPB are strong predictors of
BI. More specifically, 92 per cent of the evaluated relationships between perceived
behavioral control (PBC) and BI are significant, with at least p � 0.05. In general, the
determination of the PBC construct is twofold, which allows a detailed examination of
internal and external factors. The main influence on the PBC construct comes from
Bandura’s work on self-efficacy (Bandura 1982). Self-efficacy is applied in ten research
studies. It reflects the individual’s personal beliefs about his or her ability to comply with the
ISP (Bulgurcu et al., 2010; Dinev et al., 2009; Herath and Rao, 2009a, 2009b; Ifinedo, 2012;
Johnston et al., 2010; Johnston and Warkentin, 2010; Pahnila et al., 2007a, 2007b; Siponen
et al., 2007; 2010; Warkentin et al., 2011). In contrast, controllability represents an individual’s
perception about available resources and opportunities to actually comply with ISP
(Al-Omari et al., 2012a, 2012b; Hu and Dinev, 2007). Some authors used a combination of the
two constructs to conceptualize PBC (Hu and Dinev, 2007; Zhanf et al., 2009). A statistical
significant influence of subjective norm (SN) on BI was shown in six of eight studies. To
explore the social influence in the context of security awareness, researchers used different
labeled constructs, including normative beliefs (Bulgurcu et al., 2010; Pahnila et al., 2007a,
2007b; 2007; Siponen et al., 2010) or general social determinants (Limayem and Hirt, 2003),
which represent the SN construct (Albrechtsen and Hovden, 2010). Further, eight out of ten
relationships between employees’ ATT and their BI are significant, with six strong
relationships at p � 0.01 level. The attitude construct is a broad term that has been
investigated from different perspectives (Dinev et al., 2009). In the context of TPB,
employees’ attitude (ATT) reflects the users’ positive or negative feelings with regard to

Figure 2.
Meta-model of primary

used theories

1055

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

http://www.emeraldinsight.com/action/showImage?doi=10.1108/MRR-04-2013-0085&iName=master.img-002.jpg&w=343&h=220


Table III.
Construct relationships
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complying with the ISP (Ifinedo, 2012; Pahnila et al., 2007a, 2007b; Zhang et al., 2009; Hu and
Dinev, 2007). In two cases, employee attitudes were not significant with BI. Herath and Rao
(2009, 2009b) stated that the insignificant effect may be due to context, sample or other
extraneous reasons. The authors combined the PMT and GDT based on the core constructs
of TPB and used a sample of 312 employees from 78 organizations.

Seven studies aggregated the core constructs of TPB as a whole (Bulgurcu et al., 2010;
Dinev et al., 2009; Hu and Dinev, 2007; Herath and Rao, 2009, 2009b; Ifinedo, 2012;
Siponen et al., 2010; Zhang et al., 2009). Numerous studies combined other theories with
the core constructs of TPB (Bulgurcu et al., 2010; Herath and Rao, 2009, 2009b; Hu and
Dinev, 2007). Based on TRA, the TAM predicts the attitude toward the acceptance of
objects as factors of adoption and use. Therefore, some authors empirically studied
employees’ PEOU and PU of information security mechanisms as predictors of their
attitudes and emphasized the relationship between attitude and BI (Dinev et al., 2009; Hu
and Dinev, 2007; Xue et al., 2011). Other authors eliminated the attitude construct and
emphasized a direct relationship between PEOU and PU (Hu and Dinev, 2007; Xue et al.,
2011). These studies imply that both constructs form the TAM are less related to
employees’ ATT. It is argued that even if a user does not prefer a specific object, he or
she might still use it if it increases job performance (Dinev et al., 2009). Interestingly, no
study suggested a significant relationship between PU and BI (Hu and Dinev, 2007; Xue
et al., 2011) but together with Dinev et al. (2009), the authors showed a positive
significant relationship between the two constructs.

Turning to GDT, the constructs of PSOS and PCOS were related to BI (D’Arcy et al., 2009;
Herath and Rao, 2009b; Hovav and D’Arcy, 2012; Xue et al., 2011). In the security awareness
context and due to the theoretical base of GDT, the theory focuses on a different perspective
of the intention construct. Employees’ BIs are measured as users’ perception as to whether a
violation of specific portions of ISP may increase his or her general utility. Some studies
incorporated additional constructs to the core constructs of GDT (Pahnila etal., 2007a, 2007b;
Siponen and Vance, 2010; Siponen et al., 2007). For example, the general construct of
sanctions (S) is divided into formal sanctions, informal sanctions, and shame (Siponen and
Vance, 2010). Of the six studies that investigated PCOS as a predictor of the BI, three were
significant, at a minimum p � 0.01. PSOS has been shown to be significant in four cases
(D’Arcy et al., 2009; Herath and Rao, 2009a; 2009b; Hovav and D’Arcy, 2012).

Studies using the PMT are characterized by the application of a plethora of different
constructs (Herath and Rao, 2009b). The core constructs were shown to be related to BI. The
TA construct was shown to be a predictor of BI by four research studies (Ifinedo, 2012;
Pahnila et al., 2007, 2007b, 2007; Siponen et al., 2010). While Ifinedo (2012) investigated a
significant relationship by separation of perceived severity (PSOT) and perceived
vulnerability (PV) as TA constructs Pahnila et al. (2007, 2007, 2007) and Siponen et al. (2010)
considered the whole construct. Response efficacy (RE) and self-efficacy refer to CA (Pahnila
etal., 2007). In contrast to the TPB, the two constructs are viewed from a different perspective
from constructs of CA mechanisms (Aurigemma and Panko, 2007). The relationship
between RE and BI was shown to be significant in three cases (Ifinedo, 2012; Johnston and
Warkentin, 2010; Siponen et al., 2007).

To extend and improve the standard behavioral theories, several other constructs were
introduced by academic literature to explain employees’ IS-security-related behavior. With
the purpose of explaining employees’ BI, 15 factors beyond the standard theories (i.e. TRA/
TPB, TAM, GDT and PMT) were examined. Twelve of them were found to have a

MRR
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significant effect on BI. For example, the strength of an employee’s identification with and
involvement in an organization (organizational commitment) shows a highly significant
effect on BI (Herath and Rao, 2009b). Herath et al. (2009a) discovered that an employee’s
perceived effectiveness of behaving securely influences BI. Moreover, the employee’s
awareness of the ISP (Johnston et al., 2010), as well as his or her technology awareness (Hu
and Dinev, 2007), determine the security-related BI. Johnston et al. (2010) show that
employees’ awareness of ISP depends on the degree an employee perceives his environment
to be favorable toward fulfilling a given task (situational support), the degree to which a
company provides instructions to fulfill a task (verbal persuasion) and an employee’s
indirect experience with a task through observation (vicarious experience). With the
introduction of the neutralization theory, Siponen and Vance (2010) showed that the use of
neutralization techniques reduces the perceived harm of violating the ISP and therefore
influences an employee’s BI.

Eight further constructs were used in literature to explain employees’ ATT. General ISA
was found in Bulgurcu et al. (2009a), Bulgurcu et al. (2009b), Bulgurcu et al. (2010) to have a
significant influence on ATT at the minimum p � 0.01 level. The perceived fairness of a
company’s ISP is significant at the p � 0.001 level (Bulgurcu et al., 2009b). Whereas the
perceived costs of non-compliance with an organization’s ISP affect employees’ attitudes
(Bulgurcu et al., 2009a; Bulgurcu et al., 2010), the impact of perceived benefits of compliance
and perceived costs of compliance are ambiguous. Both factors are significant according to
(Bulgurcu et al., 2010), but not significant according to (Bulgurcu et al., 2009a). Pahnila et al.
(2007b) show that PBC has a strong significant effect not only on employees’ BIs but also on
attitudes towards information security.

5. Discussion and implications
The four identified dominant behavioral theories explain employees’ BI by using a variety of
factors. Therefore, the development of a meta-model, as proposed in Figure 2, was
applicable. The core construct relationships from each theory were adopted by most
publications that apply the respective theory. A solid confirmation of existing construct
relationships in the context employees’ security behavior is provided by existing literature,
so future studies can focus more on additional constructs than on examining already
confirmed core construct relationships.

Because factors like employees’ intentions, attitudes, motivations or satisfaction are not
verifiable by means other than self-reporting (Podsakoff and Organ, 1986), it is not
unexpected that the majority of reviewed literature applying TRA/TPB, TAM, GDT or
PMT uses quantitative methods to test the hypotheses. However, the use of self-reports to
measure security-related behavior might lack validity because self-reports are prone to the
problems of common method variance, consistency motif and social desirability (Podsakoff
and Organ, 1986), and results may be biased. According to Workmann et al. (2008),
self-reports are not sufficient predictors of employees’ AB because employees’ self-reported
perceptions of security behavior are not necessarily in line with their AB. At first glance,
observation seems to be an instrument for gathering more objective data. Due to the
sensitive nature of security-related data, organizations are unwilling to reveal information
that provides insights into a company’s current information security status (Kotulic and
Clark, 2004). In addition, it is impossible to observe all aspects of security behavior (e.g.
password strength and encrypting sensitive e-mails) for a large amount of employees, which
means that observations alone are also insufficient. If researchers are able to develop a
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trustful environment (Kotulic and Clark, 2004), a combination of self-reporting and
observational sampling in triangulation, as proposed by Workman et al. (2008), is an
appropriate means of reducing the lack of qualitative and interpretive studies in this
research field. As already stated by Bulgurcu et al. (2009b), case studies including employees
from one or more companies would be useful for further research. As an alternative to case
studies, experimental studies, as used by Johnston and Warkentin (2010), for example, are
also a method of observing employees’ AB. However, observations under laboratory
conditions change the nature of the subject matter (Podsakoff and Organ, 1986), as
employees’ behavior is not observed in their actual working environment. Evidence must be
gathered from real work situations, including a variety of real tasks over a longer period. One
method of observing long-time data in actual working environments is proposed by
Venkatesh et al. (2003) and Workman et al. (2008) with the analysis of log-files.

Due to the difficulties in observing useful empirical data (Kotulic and Clark, 2004), low
response rates and the survey of students and IS professionals can be seen in nearly every
empirical study. For instance, within the reviewed literature, only five studies included more
than 500 respondents (Hovav and D’Arcy, 2012; Pahnlia et al., 2007a; Siponen and Vance,
2010; Siponen et al., 2007; Siponen et al., 2010). An empirical sample is relevant as long as it
is representative and generalizable. Samples consisting of students and/or IS professionals
do not reflect the population of interest. With reference to internal, external and construct
validities, surveying students and IS professionals is seen more critically than having a
smaller sample size, as long as it represents reality (Sivo et al., 2004). With regard to globally
acting organizations, more studies are required that focus on the differences in awareness in
an international context, such as that of Dinev et al. (2009).

Regarding the relationships between constructs, only five studies examined the
relationship between employees’ BI and AB (Table II). Although a significant relationship
was found between the two constructs, all five studies used self-reporting to assess
employees’ AB. The problems with self-reported data are already mentioned. Many other
studies postulate a strong and consistent relationship between BI and AB by referring to
Venkatesh et al. (2003). Because the authors also used self-reported data and did not deal
with security-related behavior, the assignability of the results has to be challenged. The
question arises as to whether an employee’s BI is a truly reliable predictor for AB, or if there
are any external or environmental factors mitigating the influence of BI on AB. For example,
an employee might intend to behave in compliance with the organization’s ISP because of his
strong self-efficacy and normative beliefs (TRA/TPB), but is not able to transform his or her
intentions into AB. One reason for this could be heavy workload in combination with
complex security measures. The BI–AB gap implicates that individuals hold positive BI, but
subsequently fail to enact those BI. In addition, changes in BI do not consequently lead to
changes in AB (Fishbein and Ajzen, 1975; Webb and Sheeran, 2006). Meta-analytic evidence
demonstrates that changes in BI lead to AB in a lower degree (Webb and Sheeran, 2006). One
option to alleviate the BI – AB gap is the application of scenario techniques (Bulgurcu et al.,
2010; Uffen and Breitner, 2013). If detailed information is provided about potential
information security situations and indirectly attitudes towards information security are
questioned indirectly, it might lead to a better impression of an individual’s true intention.

According to Rosemann and Vessey (2008), academic literature should provide relevance
for practitioners to prevent research from becoming an end unto itself. The research topic
covered by our work is highly relevant for practice because dependency on information
technology (IT) systems has increased rapidly over the past years, and there is a high
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demand in security measures that go beyond technical solutions. The key question for
practitioners is how to influence employees’ behavior to reduce information security risks.
Previous research shows a gap between theoretically grounded explanations of employees’
security behavior and the need of practitioners to know which interventions to apply
(Workman et al., 2008). Our results contribute toward closing this gap by providing an
overview of factors that were shown to have a significant influence on employees’ BIs and
their ABs. Practitioners are, therefore, able to focus on these factors to define effective
security measures and ISA programs. Security practitioners should keep in mind the variety
of influence factors, resulting in a behavior-specified ISA program. Our findings suggest
that effective security awareness programs are dependent on several behavioral influence
factors. Based on our results, additional research can support practitioners by developing
and validating measures that are able to significantly influence key factors.

6. Limitations
Although a rigorous approach was used to search relevant literature, there are limitations
concerning the search terms used and the identified literature. We only used search terms in
English. Moreover, the list of search terms was predefined and not developed inductively. A
second search process with terms gathered during the literature analysis process should be
conducted to find further literature that is relevant in the context of this literature review. By
excluding non-peer-reviewed publications (e.g. books and whitepapers), only publications of
controlled quality were included in the analysis process. Even though we expect that books
might also include valuable contributions that were introduced at conferences or published
in journals, some contributions might be missing in this literature review.

One major challenge of IT research is the proliferation of terms to describe similar
concepts. As mentioned in Section 2.2, we chose a manual approach to identifying applied
theories and research methodologies. Nevertheless, the application of latent semantic
analysis to our dataset could be a useful addition by discovering more coherent concepts.

Further, due to the complexity of the subject matter and the diversity of identified
theories, we chose to present an in-depth analysis of the four primarily applied theories.

7. Conclusion and outlook
This paper presents a theory-based literature review of the extant security awareness in
behavioral research. In total, 113 publications were identified and analyzed. The four
primarily applied theories are TPB, GDT, PMT and TAM. A meta-model that explains
employees’ IS security behavior is introduced by assembling the core constructs of those
theories. By synthesizing results of empirically tested research models, a discussion of
factors with a proven significant influence on employees’ security behavior is presented.

Because solid evidence of relationships between the main constructs of TPB, GDT, PMT
and TAM is provided by academic literature, future empirical studies have to focus on
additional factors that influence employees’ ISA and behavior instead of on measuring core
construct relationships. Due to the dominance of quantitative work, qualitative studies like
action research and interview studies could add value to the research field. Furthermore, the
reliability of BI as a predictor of actual security behavior needs further attention. Regarding
the weaknesses of self-reporting as a measure of employees’ AB, a stronger consideration of
additional research methodologies such as experiments or case studies is required. To
prevent an emerging gap between theory and practice, the development of measures and
process models to influence employees’ security awareness and behavior based on already
existing theoretical knowledge is necessary.
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*Eminağaoğlu, M., Uçar, E. and Eren, S. (2009), “The positive outcomes of information security
awareness training in companies – a case study”, Information Security Technical Report, Vol. 14
No. 4, pp. 223-229.

*Fan, J. and Zhang, P. (2011), “Study on e-government information misuse based on general
deterrence”, Proceedings of the International Conference on Service Systems and Service
Management, Tianjin, pp. 1-6.

*Flores, W. and Ekstedt, M. (2012), “A model for investigating organizational impact on information
security behavior”, Proceedings of the Pre-ICIS Workshop on Information Security and Privacy,
Orlando, Paper 12.

*Flores, W. and Korman, M. (2012), “Conceptualization of constructs for shaping information security
behavior: towards a measurement instrument”, Proceedings of the Pre-ICIS Workshop on
Information Security and Privacy, Orlando, Paper 11.

*Furnell, S.M., Gennatou, M. and Dowland, P.S. (2002), “A prototype tool for information security
awareness and training”, Logistics Information Management, Vol. 15 No. 5, pp. 352-357.

*Galvez, S.M. and Guzman, I.R. (2009), “Identifying factors that influence corporate information
security behavior”, Proceedings of the American Conference on Information Systems (AMCIS),
San Francisco, Paper 765.

*Gonzalez, J.J. (2012), “Exploring collaborative modeling as teaching method”, Proceedings of the 45th
Hawaii International Conference on System Sciences (HICSS), Maui, pp. 190-196.

*Guimaraes, M., Said, H. and Austin, R. (2012), “Experience with videogames for security”, The Journal
of Computing Sciences in Colleges, Vol. 27 No. 3, pp. 95-104.

*Gundu, T. and Flowerday, S.V. (2012), “The enemy within: a behavioural intention model and an
information security awareness process”, Proceedings of the Annual Conference on Information
Security South Africa, Johannesburg, pp. 1-8.

MRR
37,12

1068

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2006.10.006&citationId=p_76
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2006.10.005&citationId=p_69
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.istr.2010.05.002&citationId=p_78
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FISSA.2012.6320437&citationId=p_86
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FISSA.2012.6320437&citationId=p_86
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1057%2Fejis.2011.23&citationId=p_71
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1057%2Fejis.2011.23&citationId=p_71
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FICSSSM.2011.5959454&citationId=p_79
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FICSSSM.2011.5959454&citationId=p_79
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1287%2Fmnsc.35.8.982&citationId=p_73
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09576050210447037&citationId=p_82
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2006.10.009&citationId=p_74
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2006.10.009&citationId=p_74


*Guo, K.H., Yuan, Y., Archer, N.P. and Connelly, C.E. (2011), “Understanding nonmalicious security
violations in the workplace: a composite behavior model”, Journal of Management Information
Systems, Vol. 28 No. 2, pp. 203-236.

*Hadasch, F., Mueller, B. and Maedche, A. (2012), “Exploring antecedent environmental and
organizational factors to user caused information leaks: a qualitative study”, Proceedings of the
European Conference on Information Systems, Barcelona, Paper 127.

*Hagen, J.M., Albrechtsen, E. and Hovden, J. (2008), “Implementation and effectiveness of
organizational information security measures”, Information Management & Computer
Security, Vol. 16 No. 4, pp. 377-397.

*Hagen, J.M. and Albrechtsen, E. (2009), “Effects on employees’ information security abilities
by e-learning”, Information Management & Computer Security, Vol. 17 No. 5,
pp. 338-407.

*Harnesk, D. and Lindström, J. (2011), “Shaping security behaviour through discipline and agility:
Implications for information security management”, Information Management & Computer
Security, Vol. 19 No. 4, pp. 262-276.

*Herath, T., Chen, R., Wang, J., Banjara, K., Wilbur, J. and Rao, H.R. (2012), “Security services as coping
mechanisms: an investigation into user intention to adopt an email authentication service”,
Information Systems Journal, Vol. 21 No. 1, pp. 61-84.

*Heikka, J. (2008), “A constructive approach to information systems security training: an action
research experience”, Proceedings of the American Conference on Information Systems,
Toronto, Paper 319.

*Hu, Q. and Dinev, T. (2007), “The centrality of awareness in the formation of user behavioral intention
toward protective information technologies”, Journal of the Association for Information
Systems, Vol. 8 No. 7 pp. 386-408.

*Hu, Q., Dinev, T., Hart, P. and Cooke, D. (2012), “Managing employee compliance with information
security policies: the critical role of top management and organizational culture”, Decision
Sciences Journal, Vol. 43 No. 4.

*Ifinedo, P. (2008), “IT security and privacy issues in global financial services institutions: do
socio-economic and cultural factors matter?”, Proceedings of the Conference on Privacy,
Fredericton, Security and Trust, Fredericton, pp. 75-84.

*Jahner, S. and Krcmar, H. (2005), “Beyond technical aspects of information security: risk culture as a
success factor for IT risk management”, Proceedings of the American Conference on
Information Systems, Omaha, Paper 462.

*Jenkins, J., Durcikova, A. and Burns, M. (2011), “Get a cue on is security training: explaining the
difference between how security cues and security arguments improve secure behavior”,
Proceedings of the International Conference on Information Systems, Shanghai.

*Jenkins, J.L., Durcikova, A., Ross, G. and Nunamaker, J.F. (2001), “Encouraging users to behave
securely: examining the influence of technical, managerial, and educational controls on users’
secure behavior”, Proceedings of the International Conference on Information Systems, New
Orleans, Paper 150.

*Jenkins, J.L., Durcikova, A. and Burns, M.B. (2012), “Forget the fluff: examining how media
richness influences the impact of information security training on secure behavior”,
Proceedings of the 45th Hawaii International Conference on System Sciences, Maui,
pp. 3288-3296.

*Kawakami, Yasuda, H. and Sasaki, R. (2010), “Development of an e-learning content-making system
for information security (ELSEC) and its application to anti-phishing education”, Proceedings of
the International Conference on e-Education, Sanya, pp. 7-11.

1069

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1111%2Fj.1540-5915.2012.00361.x&citationId=p_95
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.2753%2FMIS0742-1222280208&citationId=p_87
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1111%2Fj.1540-5915.2012.00361.x&citationId=p_95
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.2753%2FMIS0742-1222280208&citationId=p_87
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FHICSS.2012.285&citationId=p_100
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685220810908796&citationId=p_89
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685220810908796&citationId=p_89
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FIC4E.2010.63&citationId=p_101
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685220911006687&citationId=p_90
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FIC4E.2010.63&citationId=p_101
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685221111173076&citationId=p_91
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685221111173076&citationId=p_91


*Kirsch, L. and Boss, S. (2007), “The last line of defense: motivating employees to follow corporate
security guidelines”, Proceedings of the International Conference on Information Systems,
Montreal, Paper 103.

*Komatsu, A., Takagi, D. and Takemura, T. (2013), “Human aspects of information security: an
empirical study of intentional versus actual behavior”, Information Management & Computer
Security, Vol. 21 No. 1, pp. 5-15.

*Kritzinger, E. and Smith, E. (2008), “Information security management: an information security
retrieval and awareness model for industry”, Computers & Security, Vol. 27 Nos 5/6, pp. 224-231.

*Kruger, H.A., Drevin, L. and Steyn, T. (2010), “A vocabulary test to assess information security
awareness”, Information Management & Computer Security, Vol. 18 No. 5, pp. 316-327.

*Kruger, H.A., Flowerday, S., Drevin, L. and Steyn, T. (2011), “An assessment of the role of cultural
factors in information security awareness”, Proceedings of the Annual Conference on
Information Security South Africa, Johannesburg, pp. 1-7.

*Kruger, H.A. and Kearney, W.D. (2006), “A prototype for assessing information security awareness”,
Computers & Security, Vol. 25 No. 4, pp. 289-296.

*Kruger, H.A. and Kearney, W.D. (2008), “Consensus ranking – an ICT security awareness case study”,
Computers & Security, Vol. 27 Nos 7/8, pp. 254-259.

*Lee, J. and Lee, Y. (2002), “A holistic model of computer abuse within organizations”, Information
Management & Computer Security, Vol. 10 No. 2, pp. 57-63.

*Lee, S.M., Lee, S.G. and Yoo, S. (2004), “An integrative model of computer abuse based on social
control and general deterrence theories”, Information & Management, Vol. 41 No. 6, pp. 707-718.

Levy, Y. and Ellis, T.J. (2006), “Towards a framework of literature review process in support of
information systems research”, Proceedings of the Informing Science and IT Education Joint
Conference, Manchester, pp. 171-181.

*Liang, H. and Xue, Y. (2010), “Understanding security behaviors in personal computer usage: a threat
avoidance perspective”, Journal of the Association for Information Systems, Vol. 11 No. 7,
pp. 394-413.

*Liao, G.-Y. and Wang, C.-M. (2011), “Exploring the influences of implementation intention on
information security behaviors”, Proceedings of the American Conference on Information
Systems, Detroit, Paper 473.

*Lim, J.S., Ahmad, A., Chang, S. and Maynard, S. (2010), “Embedding information security culture
emerging concerns and challenges”, Proceedings of the Pacific Asia Conference on Information
Systems, Taipei, Paper 43.

Madden, T.J., Scholder, P.S. and Ajzen, I. (1992), “A comparison of the theory of planned behavior and
the theory of reasoned action”, Personality and Social Psychology Bulletin, Vol. 18 No. 1, pp. 3-9.

*Mahbubur Rahim, M., Cheo, A. and Cheong, K. (2008), “IT security expert’s presentation and attitude
changes of end-users towards IT security aware behaviour: a pilot study”, Proceedings of the
Australasian Conference on Information Systems, Christchurch, pp. 780-790.

*Marett, K. and Ratnamalala, N. (2012), “Examining the coping appraisal process in end user security”,.
Proceedings of the Pre-ICIS Workshop on Information Security and Privacy, Orlando, Paper 2.

*Marks, A. and Rezgui, Y. (2009), “A comparative study of information security awareness in higher
education based on the concept of design theorizing”, Proceedings of the International
Conference on Management and Service Science, Beijing, pp. 1-7.

Mehrens, W.A. and Lehman, I.J. (1987), Using Standardized Tests in Education, Longman Group
United Kingdom.

MRR
37,12

1070

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685221311314383&citationId=p_103
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685221311314383&citationId=p_103
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2008.05.006&citationId=p_104
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685221011095236&citationId=p_105
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FISSA.2011.6027505&citationId=p_106
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FISSA.2011.6027505&citationId=p_106
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1177%2F0146167292181001&citationId=p_115
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2006.02.008&citationId=p_107
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2008.07.001&citationId=p_108
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685220210424104&citationId=p_109
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685220210424104&citationId=p_109
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.im.2003.08.008&citationId=p_110
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FICMSS.2009.5302667&citationId=p_118
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FICMSS.2009.5302667&citationId=p_118


*Meister, E. and Biermann, E. (2008), “Implementation of a socially engineered worm to increase
information security awareness”, Proceedings of the International Conference on Broadband
Communications, Information Technology & Biomedical Applications, pp. 343-350.

*Mejias, R.J. (2012), “An integrative model of information security awareness for assessing information
systems”, Proceedings of the 45th Hawaii International Conference on System Sciences, Maui,
pp. 3259-3267.

*Merhi, M. and Midha, V. (2012), “The impact of training and social norms on information security
compliance: a pilot study”, Proceedings of the 33rd International Conference on Information
Systems, Orlando, Paper 73.

*Mishra, S., Leone, G., Caputo, D., Galabrisi, R. and Draus, P. (2012), “The role of demographic
characteristics in health care strategic security planning”, Proceedings of the 18th Americas
Conference on Information Systems, New York, Paper 16.

*Myyry, L., Siponen, M.T., Pahnila, S., Vartiainen, T. and Vance, A. (2011), “What levels of moral
reasoning and values explain adherence to information security rules? An empirical study”,
European Journal on Information Systems, Vol. 18 No. 2, pp. 126-139.

*Ng, B.-Y., Kankanhalli, A. and Xu, Y. (2009), “Studying users’ computer security behavior: a health
belief perspective”, Decision Support Systems, Vol. 46 No. 4, pp. 815-825.

*Padayachee, K. (2012), “Taxonomy of compliant information security behavior”. Computers &
Security, Vol. 31 No. 5, pp. 673-680.

*Pattinson, M.R. and Anderson, G. (2007), “How well are information risks being communicated to
your computer end-users?”, Information Management & Computer Security, Vol. 15 No. 5,
pp. 362-371.

*Phelps, D. and Gathegi, J. (2006), “Information system security: self-efficacy and implementation
effectiveness”, Proceedings of the American Conference on Information Systems, Acapulco,
pp. 3353-3361.

*Puhakainen, P. and Siponen, M.T. (2010), “Improving employees’compliance through information
system security training”, MIS Quarterly, Vol. 24 No 4, pp. 757-778.

*Qing, H., Zhengchuan, X., Dinev, T. and Hong, L. (2011), “Does deterrence work in reducing
information security policy abuse by employees?”, Communications of the ACM, Vol. 54 No. 6.

*Ramachandran, S. (2006), “Influences on espoused and enacted security cultures in organizations”,
Proceedings of the American Conference on Information Systems, Acapulco, Paper 128.

*Ramachandran, S. and Rao, S. (2006), “Security cultures in organizations: a theoretical model”,
Proceedings of the American Conference on Information Systems, Acapulco, Paper 417.

*Reid, R., van Niekerk, J. and von Solms, R. (2011), “Guidelines for the Creation of brain-compatible
cyber security educational material in Moodle 2.0”, Proceedings of the Annual Conference on
Information Security South Africa, Johannesburg.

*Rezgui, Y. and Marks, A. (2008), “Information security awareness in higher education: an exploratory
study”, Computers & Security, Vol. 27 Nos 7/8, pp. 241-253.

*Rhee, H., Kim, C. and Ryu, Y. (2009), “Self-efficacy in information security: it’s influence on end users’
information security practice behavior”, Computers & Security, Vol. 28 No. 8, pp. 816-826.

Rogers, R.W. (1983), “Cognitive and physiological processes in fear appeals and attitude change: a
revised theory of protection motivation theory”, in Cacioppo, J. and Petty, R. (Eds), Social
Psychophysiology, Guilford, New York, NY.

Rosemann, M. and Vessey, I. (2008), “Toward improving the relevance of information systems research
to practice: the role of applicability checks”, MIS Quarterly, Vol. 32 No. 1.

1071

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2009.05.008&citationId=p_135
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685220710831107&citationId=p_127
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FBROADCOM.2008.68&citationId=p_120
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FBROADCOM.2008.68&citationId=p_120
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.2307%2F25750704&citationId=p_129
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1057%2Fejis.2009.10&citationId=p_124
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.dss.2008.11.010&citationId=p_125
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2008.07.008&citationId=p_134
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2012.04.004&citationId=p_126
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2012.04.004&citationId=p_126


*Ryan, J. (2007), “Information security awareness: an evaluation among business students with regard
to computer self-efficacy and personal innovation”, Proceedings of the American Conference on
Information Systems (AMCIS), Keystone, Paper 251.

*Shaw, R.S., Chen, C.C., Harris, A.L. and Huang, H.J. (2009), “The impact of information richness on
information security awareness training effectiveness”, Computers & Security, Vol. 52 No. 1,
pp. 92-100.

*Shropshire, J., Warkentin, M., Johnston, A. and Schmidt, M. (2006), “Personality and IT security: an
application of the five-factor model”, Proceedings of the American Conference on Information
Systems (AMCIS), Acapulco, pp. 3443-3449.

*Silva, I., Menezes, S. and Costa, A. (2012), “A model for evaluating information security with a focus on
the user”, Proceedings of the Mediterranean Conference on Information Systems, Guimaraes,
Paper 25.

*Silvius, G. and Dols, T. (2012), “Factors influencing non-compliance behavior towards information
security policies”, CONF-IRM Proceedings, Vienna, Paper 39.

*Siponen, M.T. (2001), “Five dimensions of information security awareness”, Computers and Society,
Vol. 31 No. 2, pp. 24-29.

*Siponen, M.T., Pahnila, S. and Mahmood, A. (2007), “Employees’ adherence to information security
policies: an empirical study”, Proceedings of the IFIP SEC, Brisbane, pp. 133-144.

*Siponen, M.T., Phanila, S. and Mahmood, A.M. (2006), “A new model for understanding users’ IS
security compliance”, Proceedings of the Pacific Asia Conference on Information systems, Kuala
Lumpur, Paper 48.

*Son, J.-Y. (2011), “Out of fear or desire? Toward a better understanding of employees’ motivation to
follow IS security policies”, Information & Management, Vol. 48 No. 7, pp. 296-302.

*Son, J.-Y. and Rhee, H.-S. (2007), “Out of fear or desire: why do employees follow information systems
security policies?”, Proceedings of the American Conference on Information Systems, Keystone,
Paper 268.

*Stanton, J., Mastrangelo, P., Stam, K. and Jolton, J. (2004), “Behavioral information security: two end
user survey studies of motivation and security practices”, Proceedings of the American
Conference on Information Systems (AMCIS), New York, pp. 1388-1394.

*Stanton, J.M., Stam, K.R., Guzman, I. and Caledra, C. (2003), “Examining the linkage between
organizational commitment and information security”, Proceedings of the IEEE International
Conference on Systems, Man and Cybernetics, Washington, pp. 2501-2506.

*Stanton, J.M., Stam, K.R., Mastrangelo, P. and Jolton, J. (2005), “An analysis of end user security
behaviors”, Computers & Security, Vol. 24 No. 2, pp. 124-133.

Straub, D.W. (1990), “Effective IS security: an empirical study”, Information Systems Research, Vol. 1
No. 3, pp. 255-276.

*Talib, S., Clarke, N. and Furnell, S.M. (2010), “An analysis of information security awareness within
home and work environments”, Proceedings of the International Conference on Availability,
Reliability, and Security, Krakow, pp. 196-203.

*Thomson, K. and Niekerk, J. (2012), “Combating information security apathy by encouraging
prosocial organizational behavior”, Information Management & Computer Security, Vol. 20
No. 1, pp. 39-46.

*Tsohou, A. Karyda, M., Kokolakis, S. and Kiountouzis, E. (2012), “Analyzing trajectories on
information security awareness”, Information Technology & People, Vol. 25 No. 3, pp. 327-352.

*Tsohou, A. and Kokolakis, S. (2009), “Aligning security awareness with information systems security
management”, Proceedings of the Mediterranean Conference on Information Systems, Athens,
Paper 73.

MRR
37,12

1072

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1287%2Fisre.1.3.255&citationId=p_151
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1145%2F503345.503348&citationId=p_143
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FARES.2010.27&citationId=p_152
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1007%2F978-0-387-72367-9_12&citationId=p_144
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FARES.2010.27&citationId=p_152
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09685221211219191&citationId=p_153
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&system=10.1108%2F09593841211254358&citationId=p_154
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.im.2011.07.002&citationId=p_146
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FICSMC.2003.1244259&citationId=p_149
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1109%2FICSMC.2003.1244259&citationId=p_149
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.cose.2004.07.001&citationId=p_150


*Tsohou, A., Kokolakis, S., Karyda, M. and Kiountouzis, E. (2008), “Investigating information security
awareness: research and practice gaps”, Information Security Journal: A Global Perspective,
Vol. 17 Nos 5/6, pp. 207-227.

Uffen, J. and Breitner, M.H. (2013), “Management of technical security measures: an empirical
examination of personality traits and behavioral intentions”, Proceedings of the 46th Hawaii
International Conference on System Science, Maui, pp. 4551-4560.

*Vance, A., Siponen, M.T. and Pahnila, S. (2012), “Motivating IS security compliance: insights from
habit and protection motivation theory”, Information & Management, Vol. 49 Nos 3/4,
pp. 190-198.

*vom Brocke, J. and Buddendick, C. (2007), “Security awareness management - Konzeption, Methoden
und Anwendung”, Proceedings of the Wirtschaftsinformatik Tagung, Karlsruhe, pp. 1227-1246.

*Waly, N., Tassabehji, R. and Kamala, M. (2012a), “Measures for improving information security
management in organisations: the impact of training and awareness programs”, Proceedings of
the UK Academy for Information Systems Conference, Oxford, Paper 8.

*Waly, N., Tassabehji, R. and Kamala, M. (2012b), “Improving organizational information security
management: the impact of training and awareness”, Proceedings of the 14th International
Conference on High Performance Computing and Communications, Liverpool, pp. 1270-1275.

*Warkentin, M., Mc Bride, M., Carter, I. and Johnston, A. (2012), “The role of individual characteristics
on insider abuse intentions”, Proceedings of the 18th Americas Conference on Information
Systems, Detroit, Paper 28.

*Warkentin, M., Malimage, N. and Malimage, K. (2012), “Impact of Protection motivation and
deterrence on IS security policy compliance: a multi-cultural view”, Proceedings of the Pre-ICIS
Workshop on Information Security and Privacy, Orlando, Paper 20.

*Warner, J. (2006), “Towards understanding user behavioral intentions to use it security: examining
the impact of IT security psychological climate and individual beliefs”, Proceedings of the
American Conference on Information Systems, Acapulco, pp. 4536-4540.

*Williams, P.A.H. (2008), “In a ‘trusting’ environment, everyone is responsible for information
security”, Information Security Technical Report, Vol. 13 No. 4, pp. 207-215.

*Willison, R. (2006), “Understanding the perpetration of employee computer crime in the
organizational context”, Information and Organization, Vol. 16 No. 4, pp. 304-324.

*Woodhouse, S. (2007), “Information security: end user behavior and corporate culture”, Proceedingsof
the IEEE International Conference on Computer and Information Technology, Fukushima,
pp. 767-774.

*Workman, M.T. and Gathegi, J. (2007), “Punishment and ethics deterrents: a study of insider security
contravention”, Journal of the American Society for Information Science and Technology, Vol. 58
No. 2, pp. 212-222.

Worthen, B.R., Borg, W.R. and White, K.R. (1993), Measurement and Evaluation in the School,
Longman Group, White Plains, NY.

Corresponding author
Benedikt Lebek can be contacted at: lebek@iwi.uni-hannover.de

1073

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

mailto:lebek@iwi.uni-hannover.de
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.infoandorg.2006.08.001&citationId=p_166
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.im.2012.04.002&citationId=p_158
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1002%2Fasi.20474&citationId=p_168
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1080%2F19393550802492487&citationId=p_156
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.1016%2Fj.istr.2008.10.009&citationId=p_165
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.4018%2Fijsodit.2013010102&citationId=p_157
http://www.emeraldinsight.com/action/showLinks?doi=10.1108%2FMRR-04-2013-0085&crossref=10.4018%2Fijsodit.2013010102&citationId=p_157


Appendix

Table AI.
List of items

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

A
T

T
A

l-O
m

ar
ie

ta
l.

(2
01

2b
)

A
tt

itu
de

:T
o

m
e,

co
m

pl
yi

ng
w

ith
th

e
re

qu
ir

em
en

ts
of

m
y

or
ga

ni
za

tio
n’

s
IS

P
is

:
N

ot
N

ec
es

sa
ry

..
.N

ec
es

sa
ry

A
tt

itu
de

:T
o

m
e,

co
m

pl
yi

ng
w

ith
th

e
re

qu
ir

em
en

ts
of

m
y

or
ga

ni
za

tio
n’

s
IS

P
is

:
N

ot
B

en
efi

ci
al

..
.B

en
efi

ci
al

A
tt

itu
de

:T
o

m
e,

co
m

pl
yi

ng
w

ith
th

e
re

qu
ir

em
en

ts
of

m
y

or
ga

ni
za

tio
n’

s
IS

P
is

:
N

ot
Im

po
rt

an
t.

..
Im

po
rt

an
t

A
tt

itu
de

:T
o

m
e,

co
m

pl
yi

ng
w

ith
th

e
re

qu
ir

em
en

ts
of

m
y

or
ga

ni
za

tio
n’

s
IS

P
is

:
N

ot
U

se
fu

l.
..

U
se

fu
l

A
tt

itu
de

:T
o

m
e,

co
m

pl
yi

ng
w

ith
th

e
re

qu
ir

em
en

ts
of

m
y

or
ga

ni
za

tio
n’

s
IS

P
is

:
N

ot
E

xc
iti

ng
..

.E
xc

iti
ng

B
ul

gu
rc

u
et

al
.(

20
09

a)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
B

ul
gu

rc
u

et
al

.(
20

09
b)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

B
ul

gu
rc

u
et

al
.(

20
10

)
T

o
m

e,
co

m
pl

yi
ng

w
ith

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
is

:
U

nn
ec

es
sa

ry
..

.N
ec

es
sa

ry
T

o
m

e,
co

m
pl

yi
ng

w
ith

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
is

:
U

nb
en

efi
ci

al
..

.B
en

efi
ci

al
T

o
m

e,
co

m
pl

yi
ng

w
ith

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
is

:
U

ni
m

po
rt

an
t.

..
Im

po
rt

an
t

T
o

m
e,

co
m

pl
yi

ng
w

ith
th

e
re

qu
ir

em
en

ts
of

th
e

IS
P

is
:

U
se

le
ss

..
.U

se
fu

l
D

in
ev

et
al

.(
20

09
)

A
da

pt
ed

fr
om

H
u

an
d

D
in

ev
(2

00
7)

no
ta

va
ila

bl
e

H
er

at
h

an
d

R
ao

(2
00

9b
)

A
do

pt
in

g
se

cu
ri

ty
te

ch
no

lo
gi

es
an

d
pr

ac
tic

es
is

im
po

rt
an

t
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
A

do
pt

in
g

se
cu

ri
ty

te
ch

no
lo

gi
es

an
d

pr
ac

tic
es

is
be

ne
fic

ia
l

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

A
do

pt
in

g
se

cu
ri

ty
te

ch
no

lo
gi

es
an

d
pr

ac
tic

es
is

he
lp

fu
l

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
er

at
h

et
al

.(
20

12
)

Ia
m

lik
el

y
to

co
nt

in
ue

us
in

g
eA

ut
h

fo
r

e-
m

ai
ls

cr
ee

ni
ng

no
ta

va
ila

bl
e

Ip
la

n
to

us
e

eA
ut

h
fo

r
e-

m
ai

ls
cr

ee
ni

ng
no

ta
va

ila
bl

e
It

is
po

ss
ib

le
th

at
Iw

ill
co

nt
in

ue
us

in
g

eA
ut

h
fo

r
e-

m
ai

ls
cr

ee
ni

ng
no

ta
va

ila
bl

e
Ip

re
di

ct
th

at
Iw

ou
ld

us
e

eA
ut

h
fo

r
e-

m
ai

ls
cr

ee
ni

ng
no

ta
va

ila
bl

e
(c

on
tin

ue
d)

MRR
37,12

1074

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

H
u

an
d

D
in

ev
(2

00
7)

Fo
r

m
e,

cl
ea

ni
ng

sp
yw

ar
e

fr
om

m
y

co
m

pu
te

r
w

ou
ld

be
:

V
er

y
B

ad
Id

ea
..

.
V

er
y

G
oo

d
Id

ea
Fo

r
m

e,
pr

ev
en

tin
g

sp
yw

ar
e

fr
om

se
lf-

in
st

al
lin

g
on

m
y

co
m

pu
te

r
w

ou
ld

be
:

V
er

y
B

ad
Id

ea
..

.
V

er
y

G
oo

d
Id

ea
Fo

r
m

e,
pr

ot
ec

tin
g

m
y

co
m

pu
te

r
fr

om
sp

yw
ar

e
w

ou
ld

be
:

V
er

y
ba

d
id

ea
..

.
V

er
y

go
od

id
ea

H
u

et
al

.(
20

12
)

Ib
el

ie
ve

th
at

it
is

be
ne

fic
ia

lf
or

an
or

ga
ni

za
tio

n
to

es
ta

bl
is

h
cl

ea
r

IS
Ps

,p
ra

ct
ic

es
an

d
te

ch
no

lo
gi

es
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ib

el
ie

ve
th

at
it

is
us

ef
ul

to
fo

r
an

or
ga

ni
za

tio
n

to
en

fo
rc

e
its

IS
Ps

,
pr

ac
tic

es
an

d
te

ch
no

lo
gi

es
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ib

el
ie

ve
th

at
it

is
a

go
od

id
ea

fo
r

an
or

ga
ni

za
tio

n
to

es
ta

bl
is

h
cl

ea
r

IS
Ps

,p
ra

ct
ic

es
an

d
te

ch
no

lo
gi

es
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ifi

ne
do

(2
01

2)
Fo

llo
w

in
g

th
e

or
ga

ni
za

tio
n’

s
IS

SP
is

a
go

od
id

ea
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Fo

llo
w

in
g

th
e

or
ga

ni
za

tio
n’

s
IS

SP
is

a
ne

ce
ss

ity
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Fo

llo
w

in
g

th
e

or
ga

ni
za

tio
n’

s
IS

SP
is

be
ne

fic
ia

l
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Fo

llo
w

in
g

th
e

or
ga

ni
za

tio
n’

s
IS

SP
is

pl
ea

sa
nt

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Li
m

ay
em

an
d

H
ir

t
(2

00
3)

T
he

us
e

of
W

eb
B

oa
rd

is
sm

ar
t

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

T
he

us
e

of
W

eb
B

oa
rd

is
en

jo
ya

bl
e

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

T
he

us
e

of
W

eb
B

oa
rd

is
bo

ri
ng

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

T
he

us
e

of
W

eb
B

oa
rd

is
pl

ea
sa

nt
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
(c

on
tin

ue
d)

1075

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

Pa
hn

ila
et

al
.(

20
07

a)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Zh

an
g

et
al

.(
20

09
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

X
ue

et
al

.(
20

11
)

Ia
m

__
__

_
w

ith
m

y
us

e
of

E
R

P
E

xt
re

m
el

y
D

is
pl

ea
se

d
..

.
E

xt
re

m
el

y
Pl

ea
se

d
Ia

m
__

__
_

w
ith

m
y

us
e

of
E

R
P

E
xt

re
m

el
y

Fr
us

tr
at

ed
..

.
E

xt
re

m
el

y
Co

nt
en

te
d

Ia
m

__
__

_
w

ith
m

y
us

e
of

E
R

P
E

xt
re

m
el

y
T

er
ri

bl
e

..
.

E
xt

re
m

el
y

D
el

ig
ht

ed
Ia

m
__

__
_

w
ith

m
y

us
e

of
E

R
P

E
xt

re
m

el
y

D
is

sa
tis

fie
d

..
.

E
xt

re
m

el
y

Sa
tis

fie
d

B
I

A
l-O

m
ar

ie
ta

l.
(2

01
2b

)
Ii

nt
en

d
to

co
m

pl
y

w
ith

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
of

m
y

or
ga

ni
za

tio
n

no
ta

va
ila

bl
e

Ii
nt

en
d

to
pr

ot
ec

ti
nf

or
m

at
io

n
re

so
ur

ce
s

ac
co

rd
in

g
to

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
of

m
y

or
ga

ni
za

tio
n

no
ta

va
ila

bl
e

Ii
nt

en
d

to
pr

ot
ec

tt
ec

hn
ol

og
y

re
so

ur
ce

s
ac

co
rd

in
g

to
th

e
re

qu
ir

em
en

ts
of

th
e

IS
P

of
m

y
or

ga
ni

za
tio

n
no

ta
va

ila
bl

e

Ii
nt

en
d

to
ca

rr
y

ou
tm

y
re

sp
on

si
bi

lit
ie

s
pr

es
cr

ib
ed

in
th

e
IS

P
of

m
y

or
ga

ni
za

tio
n

w
he

n
Iu

se
in

fo
rm

at
io

n
re

so
ur

ce
s

no
ta

va
ila

bl
e

Ii
nt

en
d

to
ca

rr
y

ou
tm

y
re

sp
on

si
bi

lit
ie

s
pr

es
cr

ib
ed

in
th

e
IS

P
of

m
y

or
ga

ni
za

tio
n

w
he

n
Iu

se
te

ch
no

lo
gy

re
so

ur
ce

s
no

ta
va

ila
bl

e

Ii
nt

en
d

to
re

co
m

m
en

d
th

at
ot

he
rs

co
m

pl
y

w
ith

IS
P

no
ta

va
ila

bl
e

Ii
nt

en
d

to
as

si
st

ot
he

rs
in

co
m

pl
yi

ng
w

ith
IS

P
no

ta
va

ila
bl

e
B

ul
gu

rc
u

et
al

.(
20

09
a)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

B
ul

gu
rc

u
et

al
.(

20
09

b)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
(c

on
tin

ue
d)MRR

37,12

1076

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

B
ul

gu
rc

u
et

al
.(

20
10

)
Ii

nt
en

d
to

co
m

pl
y

w
ith

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
of

m
y

or
ga

ni
za

tio
n

in
th

e
fu

tu
re

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ii
nt

en
d

to
pr

ot
ec

ti
nf

or
m

at
io

n
an

d
te

ch
no

lo
gy

re
so

ur
ce

s
ac

co
rd

in
g

to
th

e
re

qu
ir

em
en

ts
of

th
e

IS
P

of
m

y
or

ga
ni

za
tio

n
in

th
e

fu
tu

re

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ii
nt

en
d

to
ca

rr
y

ou
tm

y
re

sp
on

si
bi

lit
ie

s
pr

es
cr

ib
ed

in
th

e
IS

P
of

m
y

or
ga

ni
za

tio
n

w
he

n
Iu

se
in

fo
rm

at
io

n
an

d
te

ch
no

lo
gy

in
th

e
fu

tu
re

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

D
’A

rc
y

et
al

.(
20

09
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

A
da

pt
ed

fr
om

Le
on

ar
d

an
d

Cr
on

an
(2

00
1)

no
ta

va
ila

bl
e

D
in

ev
et

al
.(

20
09

)
A

da
pt

ed
fr

om
H

u
an

d
D

in
ev

(2
00

7)
no

ta
va

ila
bl

e
H

er
at

h
an

d
R

ao
(2

00
9a

)
Ia

m
lik

el
y

to
fo

llo
w

or
ga

ni
za

tio
na

ls
ec

ur
ity

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

It
is

po
ss

ib
le

th
at

Iw
ill

co
m

pl
y

w
ith

or
ga

ni
za

tio
na

lI
SP

s
to

pr
ot

ec
tt

he
or

ga
ni

za
tio

n’
s

IS
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ia

m
ce

rt
ai

n
th

at
Iw

ill
fo

llo
w

or
ga

ni
za

tio
na

ls
ec

ur
ity

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
er

at
h

an
d

R
ao

(2
00

9b
)

Ia
m

lik
el

y
to

fo
llo

w
or

ga
ni

za
tio

na
ls

ec
ur

ity
po

lic
ie

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
It

is
po

ss
ib

le
th

at
Iw

ill
co

m
pl

y
w

ith
or

ga
ni

za
tio

na
lI

SP
s

to
pr

ot
ec

tt
he

or
ga

ni
za

tio
n’

s
IS

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ia
m

ce
rt

ai
n

th
at

Iw
ill

fo
llo

w
or

ga
ni

za
tio

na
ls

ec
ur

ity
po

lic
ie

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
H

ov
av

an
d

D
’A

rc
y

(2
01

2)
If

yo
u

w
er

e
T

ay
lo

r,
w

ha
ti

s
th

e
lik

el
ih

oo
d

th
at

yo
u

w
ou

ld
ha

ve
se

nt
th

e
e-

m
ai

l?
V

er
y

U
nl

ik
el

y
..

.V
er

y
Li

ke
ly

Ic
ou

ld
se

e
m

ys
el

fs
en

di
ng

th
e

e-
m

ai
li

fI
w

er
e

in
T

ay
lo

r’s
si

tu
at

io
n:

St
ro

ng
ly

D
is

ag
re

e
..

.S
tr

on
gl

y
A

gr
ee

(c
on

tin
ue

d)

1077

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

H
u

an
d

D
in

ev
(2

00
7)

Ii
nt

en
d

to
pe

ri
od

ic
al

ly
us

e
an

ti-
sp

yw
ar

e
ap

pl
ic

at
io

ns
to

pr
ot

ec
t

m
y

co
m

pu
te

r
fr

om
sp

yw
ar

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
In

th
e

im
m

ed
ia

te
fu

tu
re

,I
in

te
nd

to
cu

st
om

iz
e

m
y

br
ow

se
r

an
d

co
m

pu
te

r
se

tt
in

gs
to

pr
ev

en
tt

he
in

tr
us

io
n

of
sp

yw
ar

e
to

m
y

co
m

pu
te

r

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ii
nt

en
d

to
pe

ri
od

ic
al

ly
ch

ec
k

m
y

br
ow

se
r

an
d

co
m

pu
te

r
se

tt
in

gs
to

pr
ev

en
tt

he
in

tr
us

io
n

of
sp

yw
ar

e
to

m
y

co
m

pu
te

r
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
H

u
et

al
.(

20
12

)
Ii

nt
en

d
to

fo
llo

w
th

e
IS

Ps
an

d
pr

ac
tic

es
at

w
or

k
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ii

nt
en

d
to

us
e

th
e

in
fo

rm
at

io
n

se
cu

ri
ty

te
ch

no
lo

gi
es

at
w

or
k

St
ro

ng
ly

D
is

ag
re

e
..

.S
tr

on
gl

y
A

gr
ee

Ii
nt

en
d

to
us

e
co

m
m

on
se

ns
e

on
go

od
in

fo
rm

at
io

n
se

cu
ri

ty
pr

ac
tic

es
at

w
or

k
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ifi

ne
do

(2
01

2)
It

is
m

y
in

te
nt

io
n

to
co

nt
in

ue
to

co
m

pl
y

w
ith

th
e

or
ga

ni
za

tio
n’

s
IS

SP
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ia

m
ce

rt
ai

n
Iw

ill
ad

he
re

to
m

y
or

ga
ni

za
tio

n’
s

IS
SP

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

It
is

po
ss

ib
le

th
at

Iw
ill

co
m

pl
y

w
ith

th
e

or
ga

ni
za

tio
n’

s
IS

SP
to

pr
ot

ec
tt

he
or

ga
ni

za
tio

n’
s

IS
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ia

m
lik

el
y

to
fo

llo
w

th
e

or
ga

ni
za

tio
n’

s
IS

SP
in

th
e

fu
tu

re
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Iw

ou
ld

fo
llo

w
th

e
or

ga
ni

za
tio

n’
s

se
cu

ri
ty

po
lic

y
w

he
ne

ve
r

po
ss

ib
le

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Jo
hn

st
on

et
al

.(
20

10
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

(c
on

tin
ue

d)MRR
37,12

1078

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

Li
m

ay
em

an
d

H
ir

t
(2

00
3)

H
ow

m
an

y
tim

es
do

yo
u

in
te

nd
to

ac
ce

ss
W

eb
B

oa
rd

du
ri

ng
a

w
ee

k
fo

r
th

e
ne

xt
m

on
th

?
N

ot
at

A
ll

..
.

Se
ve

ra
l

T
im

es
E

ac
h

D
ay

H
ow

m
an

y
m

es
sa

ge
s

do
yo

u
in

te
nd

to
po

st
on

W
eb

B
oa

rd
du

ri
ng

a
w

ee
k

fo
r

th
e

ne
xt

m
on

th
?

N
ot

at
A

ll
..

.
Se

ve
ra

l
T

im
es

E
ac

h
D

ay
Pa

hn
ila

et
al

.(
20

07
a)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

Pa
hn

ila
et

al
.(

20
07

b)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
07

)
A

da
pt

ed
fr

om
Pr

as
ad

an
d

A
ga

rw
al

(1
99

8)
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
10

)
Ii

nt
en

d
to

co
m

pl
y

w
ith

IS
Ps

no
ta

va
ila

bl
e

Ii
nt

en
d

to
re

co
m

m
en

d
th

at
ot

he
rs

co
m

pl
y

w
ith

IS
Ps

no
ta

va
ila

bl
e

Ii
nt

en
d

to
as

si
st

ot
he

rs
in

co
m

pl
yi

ng
w

ith
IS

Ps
no

ta
va

ila
bl

e
W

ha
ti

s
th

e
ch

an
ce

th
at

yo
u

w
ou

ld
do

w
ha

t[
th

e
sc

en
ar

io
ch

ar
ac

te
r]

di
d

in
th

e
de

sc
ri

be
d

sc
en

ar
io

?
no

ta
va

ila
bl

e

X
ue

et
al

.(
20

11
)

Ii
nt

en
d

to
co

m
pl

y
w

ith
th

e
E

R
P

op
er

at
in

g
st

an
da

rd
of

m
y

co
m

pa
ny

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

M
y

in
te

nt
io

ns
ar

e
to

co
m

pl
y

w
ith

th
e

E
R

P
op

er
at

in
g

st
an

da
rd

of
m

y
co

m
pa

ny
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
If

Ic
ou

ld
,I

w
ou

ld
no

tl
ik

e
to

co
m

pl
y

w
ith

th
e

E
R

P
op

er
at

in
g

st
an

da
rd

of
m

y
co

m
pa

ny
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
A

B
Li

m
ay

em
an

d
H

ir
t

(2
00

3)
H

ow
m

an
y

tim
es

ha
ve

yo
u

ac
ce

ss
ed

W
eb

B
oa

rd
du

ri
ng

a
w

ee
k

fo
r

th
e

la
st

m
on

th
?

N
ot

at
A

ll
..

.
Se

ve
ra

l
T

im
es

E
ac

h
D

ay
H

ow
m

an
y

m
es

sa
ge

s
ha

ve
yo

u
po

st
ed

on
W

eb
B

oa
rd

du
ri

ng
a

w
ee

k
fo

r
th

e
la

st
m

on
th

?
N

ot
at

A
ll

..
.

Se
ve

ra
l

T
im

es
E

ac
h

D
ay

Pa
hn

ila
et

al
.(

20
07

a)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Pa

hn
ila

et
al

.(
20

07
b)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

Si
po

ne
n

et
al

.(
20

07
)

A
da

pt
ed

fr
om

Li
m

ay
em

an
d

H
ir

t(
20

03
)

no
ta

va
ila

bl
e

(c
on

tin
ue

d)

1079

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

Si
po

ne
n

et
al

.(
20

10
)

Ic
om

pl
y

w
ith

IS
Ps

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ir
ec

om
m

en
d

ot
he

rs
to

co
m

pl
y

w
ith

IS
Ps

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ia
ss

is
to

th
er

s
in

co
m

pl
yi

ng
w

ith
IS

Ps
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
PB

C
A

l-O
m

ar
ie

ta
l.

(2
01

2b
)

Ih
av

e
th

e
ne

ce
ss

ar
y

sk
ill

s
to

fu
lfi

ll
th

e
re

qu
ir

em
en

ts
of

th
e

IS
P

no
ta

va
ila

bl
e

Ih
av

et
he

ne
ce

ss
ar

y
kn

ow
le

dg
et

o
fu

lfi
ll

th
er

eq
ui

re
m

en
ts

of
th

eI
SP

no
ta

va
ila

bl
e

Ih
av

e
th

e
ne

ce
ss

ar
y

co
m

pe
te

nc
ie

s
to

fu
lfi

ll
th

e
re

qu
ir

em
en

ts
of

th
e

IS
P

no
ta

va
ila

bl
e

Iw
ou

ld
fe

el
co

m
fo

rt
ab

le
fo

llo
w

in
g

m
y

or
ga

ni
za

tio
n’

sI
SP

on
m

y
ow

n
no

ta
va

ila
bl

e
If

Iw
an

te
d

to
,I

co
ul

d
ea

si
ly

co
m

pl
y

w
ith

m
y

or
ga

ni
za

tio
n’

s
IS

P
on

m
y

ow
n

no
ta

va
ila

bl
e

Iw
ou

ld
be

ab
le

to
fo

llo
w

m
os

to
fI

SP
ev

en
if

th
er

e
w

as
no

on
e

ar
ou

nd
to

he
lp

m
e

no
ta

va
ila

bl
e

B
ul

gu
rc

u
et

al
.(

20
10

)
Ih

av
et

he
ne

ce
ss

ar
y

sk
ill

st
o

fu
lfi

ll
th

er
eq

ui
re

m
en

ts
of

th
eI

SP
A

lm
os

t
N

ev
er

..
.

A
lm

os
t

A
lw

ay
s

Ih
av

e
th

e
ne

ce
ss

ar
y

kn
ow

le
dg

e
to

fu
lfi

ll
th

e
re

qu
ir

em
en

ts
of

th
e

IS
P

A
lm

os
t

N
ev

er
..

.
A

lm
os

t
A

lw
ay

s
Ih

av
e

th
e

ne
ce

ss
ar

y
co

m
pe

te
nc

ie
s

to
fu

lfi
ll

th
e

re
qu

ir
em

en
ts

of
th

e
IS

P
A

lm
os

t
N

ev
er

..
.

A
lm

os
t

A
lw

ay
s

D
in

ev
et

al
.(

20
09

)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
H

er
at

h
an

d
R

ao
(2

00
9b

)
Iw

ou
ld

fe
el

co
m

fo
rt

ab
le

fo
llo

w
in

g
m

os
to

ft
he

IS
Ps

on
m

y
ow

n
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
If

Iw
an

te
d

to
,I

co
ul

d
ea

si
ly

fo
llo

w
IS

Ps
on

m
y

ow
n

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Iw
ou

ld
be

ab
le

to
fo

llo
w

m
os

to
ft

he
IS

Ps
ev

en
if

th
er

e
w

as
no

on
e

ar
ou

nd
to

he
lp

m
e

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

(c
on

tin
ue

d)MRR
37,12

1080

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

H
er

at
h

et
al

.(
20

12
)

It
is

ea
sy

fo
r

m
e

to
ve

ri
fy

an
e-

m
ai

la
s

co
m

in
g

fr
om

au
th

en
tic

se
nd

er
ba

se
d

on
“f

ro
m

lin
e”

an
d

“s
ub

je
ct

lin
e”

no
ta

va
ila

bl
e

If
ee

lc
om

fo
rt

ab
le

in
m

y
ab

ili
tie

s
to

id
en

tif
y

e-
m

ai
ls

th
at

m
ay

be
fo

rg
ed

ba
se

d
on

“f
ro

m
lin

e”
an

d
“s

ub
je

ct
lin

e”
no

ta
va

ila
bl

e

If
ee

lc
on

fid
en

ti
n

m
y

ab
ili

tie
s

to
id

en
tif

y
e-

m
ai

ls
th

at
ar

e
au

th
en

tic
ba

se
d

on
“f

ro
m

lin
e”

an
d

“s
ub

je
ct

lin
e”

no
ta

va
ila

bl
e

If
ee

lc
on

fid
en

ti
n

m
y

ab
ili

tie
s

to
de

te
rm

in
e

w
he

th
er

th
e

id
en

tit
ie

s
of

e-
m

ai
ls

ar
e

re
al

ba
se

d
on

“f
ro

m
lin

e”
an

d
“s

ub
je

ct
lin

e”
no

ta
va

ila
bl

e

If
ee

lc
om

fo
rt

ab
le

in
m

y
ab

ili
tie

s
to

id
en

tif
y

e-
m

ai
ls

th
at

m
ay

be
us

ef
ul

to
m

e
ba

se
d

on
“f

ro
m

lin
e”

an
d

“s
ub

je
ct

lin
e”

no
ta

va
ila

bl
e

If
ee

lc
on

fid
en

ti
n

m
y

ab
ili

tie
s

to
id

en
tif

y
e-

m
ai

ls
th

at
ar

e
re

le
va

nt
to

m
e

ba
se

d
on

“f
ro

m
lin

e”
an

d
“s

ub
je

ct
lin

e”
no

ta
va

ila
bl

e

If
ee

lc
on

fid
en

ti
n

m
y

ab
ili

tie
s

to
id

en
tif

y
m

al
ic

io
us

e-
m

ai
ls

,s
uc

h
as

ph
is

hi
ng

e-
m

ai
ls

,b
as

ed
on

“f
ro

m
lin

e”
an

d
“s

ub
je

ct
lin

e”
no

ta
va

ila
bl

e

If
ee

lc
on

fid
en

ti
n

m
y

ab
ili

tie
s

to
id

en
tif

y
e-

m
ai

ls
th

at
ar

e
de

tr
im

en
ta

lb
as

ed
on

“f
ro

m
lin

e”
an

d
“s

ub
je

ct
lin

e”
no

ta
va

ila
bl

e

H
u

an
d

D
in

ev
(2

00
7)

Pl
ea

se
ra

te
th

e
di

ffi
cu

lty
fo

r
yo

u
to

cl
ea

n
sp

yw
ar

e
fr

om
yo

ur
co

m
pu

te
r

us
in

g
an

ti-
sp

yw
ar

e
ap

pl
ic

at
io

ns
E

xt
re

m
el

y
D

iffi
cu

lt
..

.
E

xt
re

m
el

y
ea

sy
Pl

ea
se

ra
te

th
e

di
ffi

cu
lty

fo
r

yo
u

to
pr

ot
ec

ty
ou

r
co

m
pu

te
r

fr
om

sp
yw

ar
e

E
xt

re
m

el
y

D
iffi

cu
lt

..
.

E
xt

re
m

el
y

ea
sy

H
u

et
al

.(
20

12
)

Ia
m

ab
le

to
fo

llo
w

th
e

po
lic

ie
s

an
d

pr
oc

ed
ur

es
an

d
us

e
th

e
se

cu
ri

ty
te

ch
no

lo
gi

es
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ih

av
e

th
e

re
so

ur
ce

s
an

d
kn

ow
le

dg
e

to
fo

llo
w

th
e

po
lic

ie
s

an
d

pr
oc

ed
ur

es
an

d
us

e
th

e
se

cu
ri

ty
te

ch
no

lo
gi

es
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Ih

av
e

ad
eq

ua
te

tr
ai

ni
ng

an
d

sk
ill

s
to

fo
llo

w
th

e
po

lic
ie

s
an

d
pr

oc
ed

ur
es

an
d

us
e

th
e

se
cu

ri
ty

te
ch

no
lo

gi
es

St
ro

ng
ly

D
is

ag
re

e
..

.S
tr

on
gl

y
A

gr
ee

(c
on

tin
ue

d)

1081

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

Ifi
ne

do
(2

01
2)

Ih
av

e
th

e
ne

ce
ss

ar
y

sk
ill

s
to

pr
ot

ec
tm

ys
el

ff
ro

m
in

fo
rm

at
io

n
se

cu
ri

ty
vi

ol
at

io
ns

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ih
av

e
th

e
ex

pe
rt

is
e

to
im

pl
em

en
tp

re
ve

nt
at

iv
e

m
ea

su
re

s
to

st
op

pe
op

le
fr

om
ge

tt
in

g
m

y
co

nfi
de

nt
ia

li
nf

or
m

at
io

n
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ih

av
e

th
e

sk
ill

s
to

im
pl

em
en

tp
re

ve
nt

at
iv

e
m

ea
su

re
s

to
st

op
pe

op
le

fr
om

da
m

ag
in

g
m

y
w

or
k

co
m

pu
te

r
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ib

el
ie

ve
th

at
it

is
w

ith
in

m
y

co
nt

ro
lt

o
pr

ot
ec

tm
ys

el
ff

ro
m

in
fo

rm
at

io
n

se
cu

ri
ty

vi
ol

at
io

ns
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ic

an
en

ab
le

se
cu

ri
ty

m
ea

su
re

s
on

m
y

w
or

k
co

m
pu

te
r

bu
to

nl
y

w
he

n
Ih

av
e

m
an

ua
ls

fo
r

re
fe

re
nc

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Fo

r
m

e,
ta

ki
ng

in
fo

rm
at

io
n

se
cu

ri
ty

pr
ec

au
tio

ns
is

:
H

ar
d

..
.E

as
y

M
y

ab
ili

ty
to

pr
ev

en
ti

nf
or

m
at

io
n

se
cu

ri
ty

vi
ol

at
io

ns
at

m
y

w
or

kp
la

ce
is

:
In

ad
eq

ua
te

..
.A

de
qu

at
e

Jo
hn

st
on

et
al

.(
20

10
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

Li
m

ay
em

an
d

H
ir

t
(2

00
3)

Ih
av

e
a

go
od

un
de

rs
ta

nd
in

g
of

ho
w

to
us

e
W

eb
B

oa
rd

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ih
av

e
ea

sy
ac

ce
ss

to
th

e
In

te
rn

et
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ih

av
e

in
ex

pe
ns

iv
e

ac
ce

ss
to

th
e

In
te

rn
et

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ih
av

e
a

fa
st

In
te

rn
et

co
nn

ec
tio

n
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
A

ss
is

ta
nc

e
pr

ov
id

ed
by

W
eb

B
oa

rd
ex

pe
rt

s
is

ad
eq

ua
te

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ia
m

to
o

bu
sy

to
us

e
W

eb
B

oa
rd

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

(c
on

tin
ue

d)MRR
37,12

1082

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

Pa
hn

ila
et

al
.(

20
07

a)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
07

)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
10

)
Ic

an
co

m
pl

y
w

ith
IS

Ps
by

m
ys

el
f

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ic
an

us
e

in
fo

rm
at

io
n

se
cu

ri
ty

m
ea

su
re

s
if

Ic
an

ca
ll

fo
r

he
lp

if
I

ge
ts

tu
ck

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ic
an

us
e

in
fo

rm
at

io
n

se
cu

ri
ty

m
ea

su
re

s
if

so
m

eo
ne

te
lls

m
e

w
ha

t
to

do
as

Ig
o

al
on

g
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Zh

an
g

et
al

.(
20

09
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

SN
A

l-O
m

ar
ie

ta
l.

(2
01

2b
)

U
pp

er
le

ve
lm

an
ag

em
en

tt
hi

nk
s

Is
ho

ul
d

co
m

pl
y

w
ith

th
e

re
qu

ir
em

en
ts

of
m

y
or

ga
ni

za
tio

n’
s

IS
Ps

no
ta

va
ila

bl
e

M
y

bo
ss

th
in

ks
th

at
Is

ho
ul

d
co

m
pl

y
w

ith
th

e
re

qu
ir

em
en

ts
of

m
y

or
ga

ni
za

tio
n’

s
IS

Ps
no

ta
va

ila
bl

e

M
y

co
lle

ag
ue

s
th

in
k

th
at

Is
ho

ul
d

co
m

pl
y

w
ith

th
e

re
qu

ir
em

en
ts

of
m

y
or

ga
ni

za
tio

n’
s

IS
Ps

no
ta

va
ila

bl
e

T
he

in
fo

rm
at

io
n

se
cu

ri
ty

/t
ec

hn
ol

og
y

de
pa

rt
m

en
ti

n
m

y
or

ga
ni

za
tio

n
th

in
ks

th
at

Is
ho

ul
d

co
m

pl
y

w
ith

th
e

re
qu

ir
em

en
ts

of
m

y
or

ga
ni

za
tio

n’
s

IS
Ps

no
ta

va
ila

bl
e

O
th

er
co

m
pu

te
r

te
ch

ni
ca

ls
pe

ci
al

is
ts

in
th

e
or

ga
ni

za
tio

n
th

in
k

th
at

Is
ho

ul
d

co
m

pl
y

w
ith

th
e

re
qu

ir
em

en
ts

of
m

y
or

ga
ni

za
tio

n’
s

IS
Ps

no
ta

va
ila

bl
e

D
in

ev
et

al
.(

20
09

)
A

da
pt

ed
fr

om
H

u
an

d
D

in
ev

no
ta

va
ila

bl
e

H
er

at
h

an
d

R
ao

(2
00

9a
)

T
op

m
an

ag
em

en
tt

hi
nk

s
Is

ho
ul

d
fo

llo
w

or
ga

ni
za

tio
na

lI
SP

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

y
bo

ss
th

in
ks

th
at

Is
ho

ul
d

fo
llo

w
or

ga
ni

za
tio

na
lI

S
se

cu
ri

ty
po

lic
ie

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
(c

on
tin

ue
d)

1083

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

H
er

at
h

an
d

R
ao

(2
00

9a
)

M
y

co
lle

ag
ue

s
th

in
k

th
at

Is
ho

ul
d

fo
llo

w
or

ga
ni

za
tio

na
lI

S
se

cu
ri

ty
po

lic
ie

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
T

he
in

fo
rm

at
io

n
se

cu
ri

ty
de

pa
rt

m
en

ti
n

m
y

or
ga

ni
za

tio
n

th
in

ks
th

at
Is

ho
ul

d
fo

llo
w

or
ga

ni
za

tio
na

lI
S

se
cu

ri
ty

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Co
m

pu
te

r
te

ch
ni

ca
ls

pe
ci

al
is

ts
in

th
e

or
ga

ni
za

tio
n

th
in

k
th

at
I

sh
ou

ld
fo

llo
w

or
ga

ni
za

tio
na

ls
ec

ur
ity

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
er

at
h

an
d

R
ao

(2
00

9b
)

T
op

m
an

ag
em

en
tt

hi
nk

s
Is

ho
ul

d
fo

llo
w

or
ga

ni
za

tio
na

lI
S

se
cu

ri
ty

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

M
y

bo
ss

th
in

ks
th

at
Is

ho
ul

d
fo

llo
w

or
ga

ni
za

tio
na

lI
S

se
cu

ri
ty

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

M
y

co
lle

ag
ue

s
th

in
k

th
at

Is
ho

ul
d

fo
llo

w
or

ga
ni

za
tio

na
lI

S
se

cu
ri

ty
po

lic
ie

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
T

he
in

fo
rm

at
io

n
se

cu
ri

ty
de

pa
rt

m
en

ti
n

m
y

or
ga

ni
za

tio
n

th
in

ks
th

at
Is

ho
ul

d
fo

llo
w

or
ga

ni
za

tio
na

lI
S

se
cu

ri
ty

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Co
m

pu
te

r
te

ch
ni

ca
ls

pe
ci

al
is

ts
in

th
e

or
ga

ni
za

tio
n

th
in

k
th

at
I

sh
ou

ld
fo

llo
w

or
ga

ni
za

tio
na

ls
ec

ur
ity

po
lic

ie
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
u

an
d

D
in

ev
(2

00
7)

M
os

tp
eo

pl
e

w
ho

ar
e

im
po

rt
an

tt
o

m
e

th
in

k
it

is
a

go
od

id
ea

to
cl

ea
n

sp
yw

ar
e

fr
om

m
y

co
m

pu
te

rs
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

os
tp

eo
pl

e
w

ho
ar

e
im

po
rt

an
tt

o
m

e
th

in
k

it
is

a
go

od
id

ea
to

pr
ev

en
ts

py
w

ar
e

fr
om

ru
nn

in
g

on
m

y
co

m
pu

te
r

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
u

et
al

.(
20

12
)

Pe
op

le
w

ho
ar

e
in

flu
en

tia
lt

o
m

e
w

ou
ld

th
in

k
th

at
Is

ho
ul

d
fo

llo
w

th
e

po
lic

ie
s

an
d

pr
oc

ed
ur

es
an

d
us

e
th

e
se

cu
ri

ty
te

ch
no

lo
gi

es
St

ro
ng

ly
D

is
ag

re
e

..
.S

tr
on

gl
y

A
gr

ee
Pe

op
le

w
ho

ar
e

im
po

rt
an

tt
o

m
e

w
ou

ld
th

in
k

th
at

Is
ho

ul
d

fo
llo

w
th

e
po

lic
ie

s
an

d
pr

oc
ed

ur
es

an
d

us
e

th
e

se
cu

ri
ty

te
ch

no
lo

gi
es

St
ro

ng
ly

D
is

ag
re

e
..

.S
tr

on
gl

y
A

gr
ee

Pe
op

le
w

ho
m

Ir
es

pe
ct

w
ou

ld
th

in
k

th
at

Is
ho

ul
d

fo
llo

w
th

e
po

lic
ie

s
an

d
pr

oc
ed

ur
es

an
d

us
e

th
e

se
cu

ri
ty

te
ch

no
lo

gi
es

St
ro

ng
ly

D
is

ag
re

e
..

.S
tr

on
gl

y
A

gr
ee

(c
on

tin
ue

d)MRR
37,12

1084

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

Ifi
ne

do
(2

01
2)

M
y

bo
ss

th
in

ks
th

at
Is

ho
ul

d
fo

llo
w

th
e

or
ga

ni
za

tio
n’

s
IS

SP
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

y
co

lle
ag

ue
s

th
in

k
th

at
Is

ho
ul

d
fo

llo
w

th
e

or
ga

ni
za

tio
n’

s
IS

SP
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

y
or

ga
ni

za
tio

n’
s

IT
de

pa
rt

m
en

tp
re

ss
ur

es
m

e
to

fo
llo

w
th

e
or

ga
ni

za
tio

n’
s

IS
SP

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

M
y

su
bo

rd
in

at
es

th
in

k
Is

ho
ul

d
fo

llo
w

th
em

or
ga

ni
za

tio
n’

s
IS

SP
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Jo

hn
st

on
et

al
.(

20
10

)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Li

m
ay

em
an

d
H

ir
t

(2
00

3)
T

he
us

e
of

W
eb

B
oa

rd
ha

s
be

co
m

e
a

ha
bi

tf
or

m
e

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ia
m

ad
di

ct
ed

to
us

in
g

W
eb

B
oa

rd
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Im

us
tu

se
W

eb
B

oa
rd

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Id
on

’t
ev

en
th

in
k

tw
ic

e
be

fo
re

us
in

g
W

eb
B

oa
rd

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

U
si

ng
W

eb
B

oa
rd

ha
s

be
co

m
e

na
tu

ra
lt

o
m

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Pa

hn
ila

et
al

.(
20

07
a)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

Pa
hn

ila
et

al
.(

20
07

b)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
10

)
T

op
m

an
ag

em
en

tt
hi

nk
s

Is
ho

ul
d

co
m

pl
y

w
ith

IS
Ps

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

M
y

im
m

ed
ia

te
su

pe
rv

is
or

th
in

ks
Is

ho
ul

d
co

m
pl

y
w

ith
IS

Ps
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
(c

on
tin

ue
d)

1085

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

M
y

pe
er

s
th

in
k

Is
ho

ul
d

co
m

pl
y

w
ith

IS
Ps

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

In
fo

rm
at

io
n

se
cu

ri
ty

pe
rs

on
ne

li
n

th
e

or
ga

ni
za

tio
n

th
in

k
Is

ho
ul

d
co

m
pl

y
w

ith
IS

Ps
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Zh

an
g

et
al

.(
20

09
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

PE
O

U
H

er
at

h
et

al
.(

20
12

)
M

y
in

te
ra

ct
io

n
w

ith
eA

ut
h

to
ol

is
cl

ea
r

an
d

un
de

rs
ta

nd
ab

le
no

ta
va

ila
bl

e
In

te
ra

ct
in

g
w

ith
eA

ut
h

to
ol

do
es

no
tr

eq
ui

re
a

lo
to

fm
y

m
en

ta
l

ef
fo

rt
no

ta
va

ila
bl

e

Ifi
nd

eA
ut

h
to

ol
ea

sy
to

us
e

no
ta

va
ila

bl
e

H
u

an
d

D
in

ev
(2

00
7)

T
he

pr
oc

es
s

of
co

nfi
gu

ri
ng

m
y

co
m

pu
te

r
to

pr
ot

ec
tf

ro
m

sp
yw

ar
e

is
cl

ea
r

an
d

un
de

rs
ta

nd
ab

le
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
It

w
ou

ld
be

ea
sy

fo
r

m
e

to
pr

ev
en

ts
py

w
ar

e
fr

om
ru

nn
in

g
on

m
y

co
m

pu
te

r
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
H

u
an

d
D

in
ev

(2
00

7)
It

w
ou

ld
be

ea
sy

fo
r

m
e

to
cl

ea
n

m
y

co
m

pu
te

r
fr

om
sp

yw
ar

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
X

ue
et

al
.(

20
11

)
M

y
in

te
ra

ct
io

n
w

ith
E

R
P

is
cl

ea
r

an
d

un
de

rs
ta

nd
ab

le
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
In

te
ra

ct
in

g
w

ith
E

R
P

do
es

no
tr

eq
ui

re
a

lo
to

fm
y

m
en

ta
le

ff
or

t
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ifi

nd
E

R
P

to
be

ea
sy

to
us

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ifi

nd
it

ea
sy

to
ge

tE
R

P
to

do
w

ha
tI

w
an

ti
tt

o
do

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

D
in

ev
et

al
.(

20
09

)
A

da
pt

ed
fr

om
H

u
an

d
D

in
ev

(2
00

7)
no

ta
va

ila
bl

e
PU

D
in

ev
et

al
.(

20
09

)
A

da
pt

ed
fr

om
H

u
an

d
D

in
ev

(2
00

7)
no

ta
va

ila
bl

e
H

er
at

h
et

al
.(

20
12

)
U

si
ng

eA
ut

h
se

rv
ic

e
en

ab
le

s
m

e
to

ac
co

m
pl

is
h

th
e

ta
sk

of
e-

m
ai

l
au

th
en

tic
ity

ch
ec

k
m

or
e

qu
ic

kl
y

no
ta

va
ila

bl
e

(c
on

tin
ue

d)MRR
37,12

1086

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

U
si

ng
eA

ut
h

se
rv

ic
e

he
lp

ed
im

pr
ov

e
id

en
tif

yi
ng

au
th

en
tic

e-
m

ai
ls

no
ta

va
ila

bl
e

U
si

ng
eA

ut
h

se
rv

ic
e

en
ha

nc
es

m
y

ef
fe

ct
iv

en
es

s
of

de
te

ct
in

g
au

th
en

tic
e-

m
ai

ls
no

ta
va

ila
bl

e

U
si

ng
eA

ut
h

se
rv

ic
e

gi
ve

s
m

e
gr

ea
te

r
co

nt
ro

lo
ve

r
e-

m
ai

l
au

th
en

tic
ity

ch
ec

k
no

ta
va

ila
bl

e

X
ue

et
al

.(
20

11
)

U
si

ng
E

R
P

im
pr

ov
es

m
y

pe
rf

or
m

an
ce

in
m

y
jo

b
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
U

si
ng

E
R

P
in

m
y

jo
b

in
cr

ea
se

s
m

y
pr

od
uc

tiv
ity

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

U
si

ng
E

R
P

en
ha

nc
es

m
y

ef
fe

ct
iv

en
es

s
in

m
y

jo
b

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Ifi
nd

E
R

P
to

be
us

ef
ul

in
m

y
jo

b
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
PC

O
S

D
’A

rc
y

et
al

.(
20

09
)

T
ay

lo
r

w
ou

ld
pr

ob
ab

ly
be

ca
ug

ht
,e

ve
nt

ua
lly

,a
ft

er
se

nd
in

g
th

e
e-

m
ai

l:
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
T

he
lik

el
ih

oo
d

th
e

or
ga

ni
za

tio
n

w
ou

ld
di

sc
ov

er
th

at
T

ay
lo

r
se

nt
th

e
e-

m
ai

li
s:

V
er

y
Lo

w
..

.V
er

y
H

ig
h

H
er

at
h

an
d

R
ao

(2
00

9a
)

E
m

pl
oy

ee
co

m
pu

te
r

pr
ac

tic
es

ar
e

pr
op

er
ly

m
on

ito
re

d
fo

r
po

lic
y

vi
ol

at
io

ns
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
If

Iv
io

la
te

or
ga

ni
za

tio
n

se
cu

ri
ty

po
lic

ie
s,

Iw
ou

ld
pr

ob
ab

ly
be

ca
ug

ht
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
H

er
at

h
an

d
R

ao
(2

00
9b

)
E

m
pl

oy
ee

co
m

pu
te

r
pr

ac
tic

es
ar

e
pr

op
er

ly
m

on
ito

re
d

fo
r

po
lic

y
vi

ol
at

io
ns

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

If
Iv

io
la

te
or

ga
ni

za
tio

n
se

cu
ri

ty
po

lic
ie

s,
Iw

ou
ld

pr
ob

ab
ly

be
ca

ug
ht

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
ov

av
an

d
D

’A
rc

y
(2

01
2)

Jo
rd

an
w

ou
ld

pr
ob

ab
ly

be
ca

ug
ht

,e
ve

nt
ua

lly
,a

ft
er

in
st

al
lin

g
th

e
so

ft
w

ar
e

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

T
he

lik
el

ih
oo

d
th

e
or

ga
ni

za
tio

n
w

ou
ld

di
sc

ov
er

th
at

Jo
rd

an
in

st
al

le
d

th
e

so
ft

w
ar

e
is

:
V

er
y

Lo
w

..
.V

er
y

H
ig

h

(c
on

tin
ue

d)

1087

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

X
ue

et
al

.(
20

11
)

E
m

pl
oy

ee
s

vi
ol

at
in

g
ex

pe
ct

at
io

ns
of

E
R

P
op

er
at

io
ns

w
ou

ld
be

di
sc

ip
lin

ed
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
E

m
pl

oy
ee

s
fa

ili
ng

to
ab

id
e

by
E

R
P

po
lic

ie
s

w
ou

ld
be

di
sc

ip
lin

ed
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Pe

op
le

no
tc

on
fo

rm
in

g
to

th
e

E
R

P
op

er
at

in
g

st
an

da
rd

w
ou

ld
be

di
sc

ip
lin

ed
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
E

ve
n

m
in

or
vi

ol
at

io
ns

of
E

R
P

op
er

at
in

g
st

an
da

rd
w

ou
ld

ge
ta

n
em

pl
oy

ee
di

sc
ip

lin
ed

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

PS
O

S
D

’A
rc

y
et

al
.(

20
09

)
If

ca
ug

ht
se

nd
in

g
th

e
e-

m
ai

l,
T

ay
lo

r
w

ou
ld

be
se

ve
re

ly
re

pr
im

an
de

d:
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
If

ca
ug

ht
se

nd
in

g
th

e
e-

m
ai

l,
T

ay
lo

r’s
pu

ni
sh

m
en

tw
ou

ld
be

:
N

ot
Se

ve
re

at
A

ll
..

.
V

er
y

Se
ve

re
H

er
at

h
an

d
R

ao
(2

00
9a

)
T

he
or

ga
ni

za
tio

n
di

sc
ip

lin
es

em
pl

oy
ee

s
w

ho
br

ea
k

in
fo

rm
at

io
n

se
cu

ri
ty

ru
le

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

y
or

ga
ni

za
tio

n
te

rm
in

at
es

em
pl

oy
ee

s
w

ho
re

pe
at

ed
ly

br
ea

k
se

cu
ri

ty
ru

le
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

If
Iw

er
e

ca
ug

ht
vi

ol
at

in
g

or
ga

ni
za

tio
n

IS
Ps

,I
w

ou
ld

be
se

ve
re

ly
pu

ni
sh

ed
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
H

er
at

h
an

d
R

ao
(2

00
9b

)
T

he
or

ga
ni

za
tio

n
di

sc
ip

lin
es

em
pl

oy
ee

s
w

ho
br

ea
k

in
fo

rm
at

io
n

se
cu

ri
ty

ru
le

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

y
or

ga
ni

za
tio

n
te

rm
in

at
es

em
pl

oy
ee

s
w

ho
re

pe
at

ed
ly

br
ea

k
se

cu
ri

ty
ru

le
s

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

If
Iw

er
e

ca
ug

ht
vi

ol
at

in
g

or
ga

ni
za

tio
n

IS
Ps

,I
w

ou
ld

be
se

ve
re

ly
pu

ni
sh

ed
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
(c

on
tin

ue
d)MRR

37,12

1088

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

H
ov

av
an

d
D

’A
rc

y
(2

01
2)

If
ca

ug
ht

se
nd

in
g

th
e

e-
m

ai
l,

T
ay

lo
r

w
ou

ld
be

se
ve

re
ly

re
pr

im
an

de
d:

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

If
ca

ug
ht

se
nd

in
g

th
e

e-
m

ai
l,

T
ay

lo
r’s

pu
ni

sh
m

en
tw

ou
ld

be
:

N
ot

Se
ve

re
at

A
ll

..
.

V
er

y
Se

ve
re

S
Si

po
ne

n
et

al
.(

20
07

)
A

da
pt

ed
fr

om
H

ai
r

et
al

.(
20

06
)

no
ta

va
ila

bl
e

Pa
hn

ila
et

al
.(

20
07

a)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
10

)
W

ha
ti

s
th

e
ch

an
ce

yo
u

w
ou

ld
re

ce
iv

e
sa

nc
tio

ns
if

yo
u

vi
ol

at
ed

th
e

co
m

pa
ny

IS
P?

no
ta

va
ila

bl
e

W
ha

ti
s

th
e

ch
an

ce
th

at
yo

u
w

ou
ld

be
fo

rm
al

ly
sa

nc
tio

ne
d

if
m

an
ag

em
en

tl
ea

rn
ed

th
at

yo
u

ha
d

vi
ol

at
ed

co
m

pa
ny

IS
P?

no
ta

va
ila

bl
e

W
ha

ti
s

th
e

ch
an

ce
th

at
yo

u
w

ou
ld

be
fo

rm
al

ly
re

pr
im

an
de

d
if

m
an

ag
em

en
tl

ea
rn

ed
yo

u
ha

d
vi

ol
at

ed
co

m
pa

ny
IS

P?
no

ta
va

ila
bl

e

H
ow

lik
el

y
is

it
th

at
yo

u
w

ou
ld

lo
se

th
e

re
sp

ec
ta

nd
go

od
op

in
io

n
of

yo
ur

co
-w

or
ke

rs
fo

r
vi

ol
at

in
g

th
e

co
m

pa
ny

IS
P?

no
ta

va
ila

bl
e

H
ow

lik
el

y
is

it
th

at
yo

u
w

ou
ld

je
op

ar
di

ze
yo

ur
pr

om
ot

io
n

pr
os

pe
ct

s
if

m
an

ag
em

en
tl

ea
rn

ed
th

at
yo

u
ha

d
vi

ol
at

ed
co

m
pa

ny
IS

P?

no
ta

va
ila

bl
e

H
ow

lik
el

y
is

it
th

at
yo

u
w

ou
ld

lo
se

th
e

re
sp

ec
ta

nd
go

od
op

in
io

n
of

yo
ur

m
an

ag
er

,i
fm

an
ag

em
en

tl
ea

rn
ed

th
at

yo
u

ha
d

vi
ol

at
ed

co
m

pa
ny

IT
se

cu
ri

ty
po

lic
ie

s?

no
ta

va
ila

bl
e

CA
Pa

hn
ila

et
al

.(
20

07
a)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

R
C

Ifi
ne

do
(2

01
2)

T
he

re
ar

e
to

o
m

an
y

ov
er

he
ad

co
st

s
as

so
ci

at
ed

w
ith

im
pl

em
en

tin
g

IS
se

cu
ri

ty
m

ea
su

re
s

in
m

y
or

ga
ni

za
tio

n
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
E

na
bl

in
g

IS
se

cu
ri

ty
m

ea
su

re
s

in
m

y
or

ga
ni

za
tio

n
is

/w
ou

ld
be

tim
e

co
ns

um
in

g
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
(c

on
tin

ue
d)

1089

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

T
he

in
co

nv
en

ie
nc

e
of

im
pl

em
en

tin
g

re
co

m
m

en
de

d
IS

P
m

ea
su

re
s

is
:

Lo
w

er
th

an
th

e
B

en
efi

ts
..

.
E

xc
ee

ds
th

e
B

en
efi

ts
T

he
co

st
of

im
pl

em
en

tin
g

re
co

m
m

en
de

d
se

cu
ri

ty
po

lic
y

m
ea

su
re

s
is

:
Lo

w
er

th
an

th
e

B
en

efi
ts

..
.

E
xc

ee
ds

th
e

B
en

efi
ts

T
he

im
pa

ct
of

th
e

or
ga

ni
za

tio
n’

s
IS

se
cu

ri
ty

m
ea

su
re

s
on

m
y

w
or

k
is

:
Lo

w
er

th
an

th
e

B
en

efi
ts

..
.

E
xc

ee
ds

th
e

B
en

efi
ts

R
E

Ifi
ne

do
(2

01
2)

E
na

bl
in

g
th

e
se

cu
ri

ty
m

ea
su

re
s

on
m

y
w

or
k

co
m

pu
te

r
is

an
ef

fe
ct

iv
e

w
ay

to
de

te
r

ha
ck

er
at

ta
ck

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
E

na
bl

in
g

se
cu

ri
ty

m
ea

su
re

s
at

m
y

w
or

kp
la

ce
w

ill
pr

ev
en

th
ac

ke
rs

fr
om

ga
in

in
g

ac
ce

ss
to

im
po

rt
an

tp
er

so
na

lo
r

fin
an

ci
al

in
fo

rm
at

io
n

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

A
tm

y
w

or
k,

ef
fo

rt
s

to
en

su
re

th
e

sa
fe

ty
of

m
y

co
nfi

de
nt

ia
l

in
fo

rm
at

io
n

ar
e:

In
ef

fe
ct

iv
e

..
.E

ff
ec

tiv
e

T
he

ef
fe

ct
iv

en
es

s
of

av
ai

la
bl

e
m

ea
su

re
s

to
pr

ot
ec

tm
y

or
ga

ni
za

tio
n’

s
in

fo
rm

at
io

n
fr

om
se

cu
ri

ty
vi

ol
at

io
ns

ar
e:

In
ef

fe
ct

iv
e

..
.E

ff
ec

tiv
e

T
he

pr
ev

en
ta

tiv
e

m
ea

su
re

s
av

ai
la

bl
e

to
m

e
to

st
op

pe
op

le
fr

om
ga

in
in

g
ac

ce
ss

to
m

y
or

ga
ni

za
tio

n’
s

in
fo

rm
at

io
n

ar
e:

In
ad

eq
ua

te
..

.A
de

qu
at

e

T
he

pr
ev

en
ta

tiv
e

m
ea

su
re

s
av

ai
la

bl
e

to
m

e
to

pr
ev

en
tp

eo
pl

e
fr

om
da

m
ag

in
g

m
y

IS
at

w
or

k
ar

e:
In

ad
eq

ua
te

..
.A

de
qu

at
e

Jo
hn

st
on

et
al

.(
20

10
)

no
ta

va
ila

bl
e

no
ta

va
ila

bl
e

Pa
hn

ila
et

al
.(

20
07

a)
no

ta
va

ila
bl

e
no

ta
va

ila
bl

e
Si

po
ne

n
et

al
.(

20
10

)
T

he
in

fo
rm

at
io

n
se

cu
ri

ty
pe

rs
on

ne
li

n
ou

r
or

ga
ni

za
tio

n
ke

ep
in

fo
rm

at
io

n
se

cu
ri

ty
br

ea
ch

es
do

w
n

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

Co
m

pl
yi

ng
w

ith
IS

Ps
in

ou
r

or
ga

ni
za

tio
n

ke
ep

s
in

fo
rm

at
io

n
se

cu
ri

ty
br

ea
ch

es
do

w
n

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

H
av

in
g

IS
Ps

in
ou

r
or

ga
ni

za
tio

n
ke

ep
s

in
fo

rm
at

io
n

se
cu

ri
ty

br
ea

ch
es

do
w

n
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
(c

on
tin

ue
d)MRR

37,12

1090

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

PS
O

T
Ifi

ne
do

(2
01

2)
Ib

el
ie

ve
th

at
pr

ot
ec

tin
g

m
y

or
ga

ni
za

tio
n’

s
in

fo
rm

at
io

n
is

:
U

ni
m

po
rt

an
t.

..
Im

po
rt

an
t

H
av

in
g

so
m

eo
ne

su
cc

es
sf

ul
ly

at
ta

ck
an

d
da

m
ag

e
m

y
co

m
pu

te
r

at
w

or
k

is
:

H
ar

m
le

ss
..

.H
ar

m
fu

l

T
hr

ea
ts

to
th

e
se

cu
ri

ty
of

m
y

or
ga

ni
za

tio
n’

s
in

fo
rm

at
io

n
ar

e:
H

ar
m

le
ss

..
.H

ar
m

fu
l

Iv
ie

w
in

fo
rm

at
io

n
se

cu
ri

ty
at

ta
ck

s
on

m
y

or
ga

ni
za

tio
n

as
:

H
ar

m
le

ss
..

.H
ar

m
fu

l
In

te
rm

s
of

se
cu

ri
ty

ri
sk

s
at

w
or

k,
th

e
vu

ln
er

ab
ili

ty
of

m
y

co
m

pu
te

r
an

d
da

ta
is

:
V

er
y

lo
w

..
.V

er
y

hi
gh

A
tw

or
k,

ha
vi

ng
m

y
co

nfi
de

nt
ia

li
nf

or
m

at
io

n
ac

ce
ss

ed
by

so
m

eo
ne

w
ith

ou
tm

y
co

ns
en

to
rk

no
w

le
dg

e
is

a
se

rio
us

pr
ob

le
m

fo
rm

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Lo

ss
of

da
ta

re
su

lti
ng

fr
om

ha
ck

in
g

is
a

se
ri

ou
s

pr
ob

le
m

fo
r

m
e

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

PV
Ifi

ne
do

(2
01

2)
Ik

no
w

m
y

or
ga

ni
za

tio
n

co
ul

d
be

vu
ln

er
ab

le
to

se
cu

ri
ty

br
ea

ch
es

if
Id

on
’t

ad
he

re
to

its
IS

P
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ic

ou
ld

fa
ll

vi
ct

im
to

a
m

al
ic

io
us

at
ta

ck
if

If
ai

lt
o

co
m

pl
y

w
ith

m
y

or
ga

ni
za

tio
n’

s
IS

P
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ib

el
ie

ve
th

at
tr

yi
ng

to
pr

ot
ec

tm
y

co
m

pa
ny

’s
in

fo
rm

at
io

n
w

ill
re

du
ce

ill
eg

al
ac

ce
ss

to
it

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

M
y

or
ga

ni
za

tio
n’

s
da

ta
an

d
re

so
ur

ce
s

m
ay

be
co

m
pr

om
is

ed
if

I
do

n’
tp

ay
ad

eq
ua

te
at

te
nt

io
n

to
gu

id
el

in
es

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

T
he

lik
el

ih
oo

d
of

an
in

fo
rm

at
io

n
se

cu
ri

ty
vi

ol
at

io
n

oc
cu

rr
in

g
at

m
y

w
or

kp
la

ce
is

:
Li

ke
ly

..
.U

nl
ik

el
y

T
he

lik
el

ih
oo

d
of

so
m

eo
ne

da
m

ag
in

g
m

y
or

ga
ni

za
tio

n’
s

co
m

pu
te

r
sy

st
em

s
is

:
Li

ke
ly

..
.U

nl
ik

el
y

M
y

or
ga

ni
za

tio
n’

si
nf

or
m

at
io

n
an

d
da

ta
is

vu
ln

er
ab

le
to

se
cu

rit
y

br
ea

ch
es

:
Li

ke
ly

..
.U

nl
ik

el
y

(c
on

tin
ue

d)

1091

Information
security

awareness

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



Table AI.

V
ar

ia
bl

e
A

ut
ho

r(
s)

It
em

Sc
al

e

T
A

H
er

at
h

et
al

.(
20

12
)

M
y

de
ci

si
on

to
op

en
e-

m
ai

ls
is

ri
sk

y
no

ta
va

ila
bl

e
O

pe
ni

ng
e-

m
ai

lw
ill

le
ad

to
hi

gh
po

te
nt

ia
lf

or
lo

ss
no

ta
va

ila
bl

e
T

he
re

is
co

ns
id

er
ab

le
ri

sk
in

vo
lv

ed
in

po
te

nt
ia

lc
on

se
qu

en
ce

of
op

en
in

g
e-

m
ai

ls
no

ta
va

ila
bl

e

O
pe

ni
ng

e-
m

ai
ls

w
ill

le
ad

to
co

ns
id

er
ab

le
ri

sk
s

no
ta

va
ila

bl
e

Pa
hn

ila
et

al
.(

20
07

a)
A

da
pt

ed
fr

om
R

og
er

s
an

d
Pr

en
tic

e-
D

un
n

(1
99

7)
no

ta
va

ila
bl

e
Pa

hn
ila

et
al

.(
20

07
b)

A
da

pt
ed

fr
om

R
og

er
s

an
d

Pr
en

tic
e-

D
un

n
(1

99
7)

no
ta

va
ila

bl
e

Si
po

ne
n

et
al

.(
20

07
)

A
da

pt
ed

fr
om

R
og

er
s

an
d

Pr
en

tic
e-

D
un

n
(1

99
7)

no
ta

va
ila

bl
e

Si
po

ne
n

et
al

.(
20

10
)

A
n

in
fo

rm
at

io
n

se
cu

ri
ty

br
ea

ch
in

m
y

or
ga

ni
za

tio
n

w
ou

ld
be

a
se

ri
ou

s
pr

ob
le

m
fo

r
m

e
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
A

n
in

fo
rm

at
io

n
se

cu
ri

ty
br

ea
ch

in
m

y
or

ga
ni

za
tio

n
w

ou
ld

be
a

se
ri

ou
s

pr
ob

le
m

fo
r

m
y

or
ga

ni
za

tio
n

St
ro

ng
ly

A
gr

ee
..

.
St

ro
ng

ly
D

is
ag

re
e

In
fo

rm
at

io
n

se
cu

ri
ty

br
ea

ch
es

ar
e

be
co

m
in

g
m

or
e

an
d

m
or

e
se

ri
ou

s
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
Ic

ou
ld

be
su

bj
ec

te
d

to
a

se
ri

ou
s

in
fo

rm
at

io
n

se
cu

ri
ty

th
re

at
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e
M

y
or

ga
ni

za
tio

n
co

ul
d

be
su

bj
ec

te
d

to
a

se
ri

ou
s

in
fo

rm
at

io
n

se
cu

ri
ty

th
re

at
St

ro
ng

ly
A

gr
ee

..
.

St
ro

ng
ly

D
is

ag
re

e

MRR
37,12

1092

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)



This article has been cited by:

1. Henry W. Glaspie, Waldemar Karwowski. Human Factors in Information Security Culture: A Literature
Review 269-280. [Crossref]

2. Princely Ifinedo. 2018. Roles of Organizational Climate, Social Bonds, and Perceptions of Security Threats
on IS Security Policy Compliance Intentions. Information Resources Management Journal 31:1, 53-82.
[Crossref]

3. John D'Arcy, Paul Benjamin Lowry. 2017. Cognitive-affective drivers of employees' daily compliance with
information security policies: A multilevel, longitudinal study. Information Systems Journal 97. . [Crossref]

4. W. Alec Cram, Jeffrey G. Proudfoot, John D’Arcy. 2017. Organizational information security policies: a
review and research framework. European Journal of Information Systems 26:6, 605-641. [Crossref]

5. Stefan Bauer, Edward W.N. Bernroider. 2017. From Information Security Awareness to Reasoned
Compliant Action. ACM SIGMIS Database: the DATABASE for Advances in Information Systems 48:3,
44-68. [Crossref]

6. Stefan Bauer, Edward W.N. Bernroider, Katharina Chudzikowski. 2017. Prevention is better than cure!
Designing information security awareness programs to overcome users' non-compliance with information
security policies in banks. Computers & Security 68, 145-159. [Crossref]

7. Yuri Bobbert. 2017. On Exploring Research Methods for Business Information Security Alignment and
Artefact Engineering. International Journal of IT/Business Alignment and Governance 8:2, 28-41. [Crossref]

8. Duy Dang Pham Thien, Karlheinz Kautz, Siddhi Pittayachawan, Vince Bruno. 2017. A Canonical Action
Research Approach to the Effective Diffusion of Information Security with Social Network Analysis.
International Journal of Systems and Society 4:2, 22-43. [Crossref]

9. JinYoung Han, Yoo Jung Kim, Hyungjin Kim. 2017. An integrative model of information security policy
compliance with psychological contract: Examining a bilateral perspective. Computers & Security 66, 52-65.
[Crossref]

D
ow

nl
oa

de
d 

by
 T

ec
hn

is
ch

e 
In

fo
rm

at
io

ns
bi

bl
io

th
ek

 (
T

IB
) 

A
t 0

2:
16

 0
2 

Fe
br

ua
ry

 2
01

8 
(P

T
)

https://doi.org/10.1007/978-3-319-60585-2_25
https://doi.org/10.4018/IRMJ.2018010103
https://doi.org/10.1111/isj.12173
https://doi.org/10.1057/s41303-017-0059-9
https://doi.org/10.1145/3130515.3130519
https://doi.org/10.1016/j.cose.2017.04.009
https://doi.org/10.4018/IJITBAG.2017070102
https://doi.org/10.4018/IJSS.2017070103
https://doi.org/10.1016/j.cose.2016.12.016

	Information security awareness and behavior: a theory-based literature review
	1. Introduction
	2. Research methodology
	2.1 Literature search process
	2.2 Literature analysis

	3. Behavioral science in information security research
	4. Results
	5. Discussion and implications
	6. Limitations
	7. Conclusion and outlook
	References


