Information Sharing in Supply Chains: a review of risks and opportunities using the Systematic Literature
Network Analysis (SLNA)

Abstract

Purpose — The purpose of this paper is to identify and discuss the most important research areas

information sharing in supply chains and related risks, taking into account their evolution over time. Th
paper sheds light on what is happening today and what the trajectories for the future are, with particu
respect to the implications for supply chain management.

Design/Methodology/Approach — The dynamic literature review method called Systematic Literature
Network Analysis (SLNA) was adopted. It combines the Systematic Literature Review approach ar
bibliographic network analyses, and it relies on objective measures and algorithms to perform quantitat
literature-based detection of emerging topics.

Findings - The focus of the literature seems to be on threats internal to the extended supply chain rather tl
external attacks, such as viruses, traditionally related to information technology (IT). The main arising ri
appears to be the intentional or non-intentional leakage of information. Also, papers analyse the implicatic
for information sharing coming from “soft” factors such as trust and collaboration among supply chai
partners. Opportunities are also highlighted and include how information sharing can be leveraged
confront disruptions and increase resilience.

Research limitations/implications —The adopted methodology allows providing an original perspective on

the investigated topic, i.e. how information sharing in supply chains and related risks are evolving over tir
due to the turbulent advances in technology.

Practical implications - Emergent and highly critical risks related to information sharing are highlighted to
support the design of supply chain risks strategies. Also, critical areas to the development of “beyond-tl
dyad” initiatives to manage information sharing risks emerge. Opportunities coming from informatiol
sharing that are less known and exploited by companies are provided.

Originality/value — This study focuses on the supply chain perspective rather than the traditional IT-base
view of information sharing. According to this perspective, this study provides a dynamic representation

the literature on the investigated topic. This is an important contribution to the topic of information sharin

in supply chains, which is continuously evolving and shaping new supply chain models.

Keywords — information sharing, information risk, supply chain risk, supply chain management, Systemati

Literature Network Analysis (SLNA), literature review, citation network, co-word network, burst detection.
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1. Introduction

Supply chains are nowadays increasingly reliantidormation sharing, enabled by automation and
technologies that have recently emerged and arpirghaompanies’ supply chain models (Kache and
Seuring, 2017). In fact, these technologies makectilection and sharing of detailed data and médion
simpler and faster, and supply chains are incrghsfimding themselves operating in a massivelyrauted
global environment. Sharing information leads taddi#s for companies such as inventory and cost
reduction, better tracing and tracking, and optedizapacity utilization (Lofti et al., 2013). Atdlsame
time, information sharing implies a more considéxadxposure of supply chains to various types sKsri
called “information risks” (Rajagopal et al., 201Which have become according to BCI (2016) thetmos
significant business risk. Examples include losanfitrol of information and malicious attacks swah
viruses, worms and other attacks by hackers (Sh&ti®).

Given this background, where the emergence of reshnblogies and applications has paralleled the
exponential increase of information sharing andtesl risks, the academic and industrial communitsase
witnessed a considerable growth of contributiongsh&se topics (Kembro et al., 2014). Therefore|ysea

of the existing literature on these critical busmeareas could be of paramount importance to the
advancement of both theory and practice. Previdasature reviews have focused on different aspects
related to information sharing in supply chainsgtsas: Vendor Managed Inventory (VMI) (Govindan,
2013; Ryu, 2016), and Collaborative Planning, Faséng and Replenishment (CPFR) (Eksoz et al., 2014
Hollmann et al., 2015; Panahifar et al., 2015; Shed Chan, 2017); problems and solutions related to
secure collaboration in global supply chains basethformation sharing (Zeng et al., 2012); apphascto
coordination of operations planning decisions tigflominimum exchange of information (Taghipour and
Frayret, 2013); benefits of information sharingftLet al., 2013; Kembro and Naslund, 2014); cabladtive

risk management, where risk information sharingne of the relevant key capabilities (Friday et 2018).
Yet, it appears that an overview of informationksisand their evolution is missing. Providing such a
overview is important to inform what researcherd practitioners can focus on to effectively mantyge
risks related to information sharing in supply cisai This gap becomes even more evident when the
evolutionary aspect of this field is concernedfdat, previous literature reviews do not providegictions
regarding where this field is directed, which isgoéat importance for those areas experiencingulemnb
changes, such as the one investigated in the pretaty. Consequently, we aim at complementing the
existing studies with our research.

This paper aims to answer the following researadstian:What are the most important research areas on
information sharing in supply chains and relatesks, taking into account their evolution over time?

Hence, we seek to shed light on what the statheohit is, by highlighting also breakthrough recgntlies
showing the latest developments of the field anditeeil what the trajectories for the future arathw

particular respect to the implications for supghain management.



To this aim, we adopt the dynamic literature revieethod called “Systematic Literature Network Arsady
(SLNA)” (Colicchia and Strozzi, 2012), which allowsr taking into account the evolutionary aspect
missing in the previous contributions. This metlomnbines the Systematic Literature Review approach
and bibliographic network analyses. Differently nfrodescriptive reviews, SLNA relies on objective
measures and algorithms to perform quantitatierdture-based detection of emerging topics (Kimalet
2016), based on the analysis of bibliometric nekwaf the data retrieved, such as citations anavkeys
networks.

The remainder of this paper is as follows. SecBontroduces materials and methods; the resultiseofirst
phase of the adopted method are presented in 8eBtip.e. Systematic Literature Review). Section 4
describes the results of the second phase of ttdAShethod (citation network analysis, citation seor
analysis and keyword analysis). Results are diecuasd research directions are identified in Sechip

while Section 6 contains final remarks.

2. Material and methods
The adopted Systematic Literature Network AnalySENA) method combines the Systematic Literature

Review (SLR) approach with bibliographic networlabysis. It consists of two phases (see Figure 1).

A Systematic Literature Review (SLR) represents filg phase. SLR can be defined as “a specific
methodology that locates existing studies, selacid evaluates contributions, analyses and syn#gesiz
data” (Denyer and Tranfield, 2009, p. 671). Suehiew approaches are aimed at avoiding bias anadrens
rigour, replicability and significant findings (Kdaro et al., 2014).

The main steps of this methodology are the follgni@olicchia and Strozzi, 2012):

1. Scope of the analysis. To formulate the researdstiqpn and to frame a correct literature review
Denyer and Tranfield (2009) proposed the answehdoquestions related to Context, Intervention,
Mechanism and Outcome (CIMO).

2. Locating studies (“keywords, time, type of docunsednguage”) through appropriate tools (e.qg.
databases; Ali et al., 2017)

3. Study selection and evaluation with the identifimatof inclusion criteria (Kembro et al., 2014; Al
et al., 2017).

A set of selected papers will be obtained as altteBhe data used in this work were collected frtima
Scopus database, which is the largest abstractitaittbn database of peer-reviewed literature: rdtie
journals, books and conference proceedings, for &ve million records (https://www.elsevier.com/en-
gb/solutions/scopus). The use of ISI Web of Knogkedatabase was also explored for retrieving papers
However, in our case we found that the number tfeneed works was smaller and these articles were

already included in the sample retrieved from Seoplence, we decided to rely on Scopus only.



The second phase of the adopteethodologyimplies a bibliographic etwork @alysis and visualization,
which in this work will produce aitatior network and a keywords network.

The Citation Network Analysis (CNA) relies on thst lof referenceof journal articles or other publicatio
outputs. References point to previous works thae hafluenceca researclievelopment. It is assumed tl
citations represent how the cited 'k has influenced an author’'s new study (Zhao amadti@ann 2015, It
is widely acknowledged that citations can be a measf the relevance of publications, despite dut that
papers receiving a considerable amount of cits are not necessarily representative of impactful
world-classresearch (Dawson et al., 2014). However, it is faisay that citations alone are not able
represent a field in a flawless way. Papers magxXaotuded from the analysis because no oworks cite
them, regardless dhe relevance of their content, or they might haaeeived a limited amount of citatio
because they have been recently published. Theredtiner tools such as the keyws analysis and the

citation score analysis can cplament and mitigate the mentioned shortcom

SYSTEMATIC LITERATURE NETWORK ANALYSIS (SLNA)

:
SYSTEMATIC LITERATURE REVIEW (SLR) ‘ ‘ BIBLIOGRAPHIC NETWORK ANALYSIS ‘
1. SCOPE OF THE ANALYSIS ‘ Citation network, co-occurrence networks ‘

CIMO approach

A4

2. LOCATING STUDIES

Keywords

A

3. STUDY SELECTION AND EVALUATION

Criteria to include/exclude papers ‘ Network analysis, main path, clustering, etc.

v

‘ Evolution of the main themes and
emerging topics

v

Papers selected for the analysis

DIRECTIONS FOR FUTURE RESEARCH

Figure 1. Systematic Literature Network Analysi& &) (Strozzi et al. 201

To build bibliographimetworks different softwarpackages were adoptesici2 Tool Sci2 Team, 2009) is a

modular toolset specifically designed for the studyscience and it supports the temporal, geodp
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topical and network analysis and visualization atadets. Sci2 was used to monitor the temporaliguoal

of keywords selected by the authors applying therstbudetection algorithms. VoS viewer
(http://www.vosviewer.com/) is a software packagiedo analyse bibliometric networks and it wasduse
produce a keywords network applying the VoS clus¢emethodology (Van Eck and Waltman 2009) and to
build citation networks that can be analysed theingiPajek software. Pajek (De Nooy et al. 20113 is

software package that performs Social Network Asedyand it was used to plot the citation networks.

3. First phase of SLNA methodology: SLR

This section presents the application of the fitsise of the adopted methodology to the field ustiety.
The steps represented on the left-hand side of &g SLR) are performed and a description of tloegss
is provided.

3.1.  Scopeof theanalysis

This step is essential for avoiding ambiguity ie tieview through the definition and formulation tbé
review questions (Ali et al., 2017). Denyer andnfigld (2009) proposed CIMO-logic to determine the
scope of the literature review and formulating guestions. The application of this logic to thddiander
study is the starting point of our literature ravie

» Context: information sharingThe emergence of new technologies, applications anddogms are
pushing companies and supply chains to exploitb#meefits of information sharing with the aim of
reducing operating costs, and improving performamzcustomer satisfaction.

» Intervention: information risksAt the same time, there is an increasing awarethesshe massively
connected business environment in which companpesate entails a higher exposure to highly
critical risks related to the sharing of informatithroughout the end-to-end supply chain. These
risks are called “information risks” and they aegrgng increasing importance in today’s context.

* Mechanism: supply chain risk managemesihice information risks can have an effect on ladl t
players of the same supply chain or supply netwefkective supply chain risk management
strategies and practices need to be devised aneldsshmong supply chain partners.

» Outcome: increased resiliencéhe ability to manage information risks at a supgain level will
allow companies and supply chains to achieve areased level of resilience, leading to better

security and protection from threats and disrugtimated to the sharing of information.

3.2. Locating studies
A number of keywords related to the areas idemtiftrough the CIMO-logic and to the objective oisth
study were identified. These were further discussedl refined with a panel of experts from the anade
and industrial communities. Keywords selectionntical since it might affect results if differessets of

keywords are used. A way to offset this problensides the adoption of focus groups to identify kesads
5



leveraging the interaction of different individudiem the academic and industrial communities ttuce
personal bias) is the applications of tools toamttmformation from a set of papers and to discugsomes
in the light of contextual factors (e.g. governnamtctions, published policies). Keywords allow ceypts,
issues and trends to emerge by applying the vahinli®graphic analysis tools.

Similarly to other systematic reviews (e.g. Aliat, 2017; Pereira et al., 2014), the identificatmf the
keywords was performed considering synonymous fafrmmation sharing, supply chain, risks related to
information sharing in the supply chain and resde The concept of “information sharing” is expexs
also as “data sharing” and the concept of “suppigirt’ in the literature sometimes appears as “suppl
networks”. Regarding the risks related to the stgpof information and resilience the selected kayiso
were “security”, “risk”, “protection”, “threat”, “dsruption”, “resilience”. We obtained the follovgn
research string: (“information sharing” OR “dataashg”) AND (“supply chain” OR “supply network”)
AND (security OR risk OR protection OR threat ORrdption OR resilience).

3.3. Study selection and evaluation
A number of inclusion criteria were identified toseire transparency of the process and to evalbate t

relevance of the papers to be selected (Table 1).

Table 1. Inclusion criteria for study selection @aw@luation (adapted from Ali et al., 2017)

Inclusion criteria Rationale

Published in peer-reviewed journals Peer-reviewmdnals are considered to be of higher

guality than non-peer-reviewed articles

Selection of papers without restriction pwidest possible time window to comply with the posp
publication year of the study, i.e. focus on the evolutionary viefvtioe
field

Selection of papers with restriction on th8elected articles present high relevance since &eis

Search Field, i.e. "Title-Abstract-Keywords" | must be present in the articles’ title, abstradteywords

Published in English English is the dominant largguan the field of supply

chain management research

First, the search was performed looking for papeidished in peer-reviewed scientific journals orlifais
choice is based on the assumption that by limithrey search to peer-reviewed journals, it is possibl
enhance the quality control of search outcomeskth#&m the rigorous review process that articlesevgol
prior to publication in such journals, as argued\@yvbert (2007), Pereira et al. (2014) and Alile{2017).
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The retrieval of papers from Scopus database ewhghed this criterion is met. Additionally, papevere
selected without restriction on publication yeae.(setting ‘All years’ in the Data range fieldhi3 allowed
taking into account the widest possible time windovaccordance with the purpose of this study,foeus

on the evolutionary view of the field, without iattucing a subjective starting date of the analybise
identified keywords were used as a search strirffcopus at the beginning of June 2017, resulting502
articles retrieved. The selection of papers wan tieéined by restricting the search field to “Tifddstract-
Keywords”. This inclusion criterion ensured thag $elected articles presented a high relevandeetfidld
under study (Ali et al., 2017), by requiring theeggnce of at least three keywords in the artidids)
keywords or abstract, i.e. one keyword from eadaaromposing our search string (information sharing
supply chain, risk and resilience). This alignmappraisal criterion is effective in making surettttze
selected papers are focused on the topic undestigagion (Pereira et al., 2014). The refined deded to
exclude 4,274 papers, with 318 articles remainmghe sample. Finally, only papers published inliEhg
were selected, since English is the dominant laggua the field of supply chain management research

This led to obtaining 309 works as a final seargttome, dated from 1998 to 2017.

Table 2 presents the list of top journals rankembeding to the number of retrieved papers publishezhch

of them. The top ten journals account for 54 pgpegeal to 17.5% of the total retrieved contribangoThis
shows that the field under study is not dominatgalsingle category of journals/discipline. Its cpem
spans across a number of different disciplinesjudiocg Computer Science, Engineering, Business
Management, Decision Science and Social Science.

Table 2. Number of papers by source (top 10)

Journal No. of articles

International Journal of Production Economics
International Journal of Production Research

European Journal of Operational Research

Lecture Notes in Computer Science

International Journal of Logistics Systems and Mgemaent
Applied Mechanics and Materials

Computers in Industry

Decision Support Systems

Supply Chain Management: an International Journal
Advanced Materials Research

Other 255

w-b-b-b-bmmo‘)@@

TOTAL 309

Figure 2 shows the distribution over time of theiesed papers by publication year. It appears tthafield
under study experienced a growth in popularityhi last decade, corresponding to the advent ofivedgs
connected systems and changes in paradigms, suictiustry 4.0 (Zuehlke, 2010).



A A
. N/ V \
. / \
. [ ‘

) A |

Figure 2. Distribution of articles over time by yed publication (Note: part of 2017 only)

4. Second phase of SLNA methodology: bibliographic netork analysis
In this section, we present the application ofdbeond phase of the adopted methodology. In p&tijone
refer to the right-hand side of Figure 1 and wesen¢ the performed bibliometric network analyses.

4.1. Citation Network Analysis (CNA)

A citation network is a network where nodes areeps@and links are citations. Arrows link the nodes
representing the flow of knowledge from cited papter citing ones. Figure 3 reports the citationvoek
related to this work. In this network of 309 nod251 nodes are isolated and the remainder is irdlua
connected components, where a connected companelgfined as a set of nodes connected by citation

links.
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Figure 3. Citation network of 309 papers

Connected components might be composed of a feesnaaly or of a large number of nodes, depending on
the citation links. As mentioned, CNA is a methaamséd on citations, and as a consequence, it can be
applied to connected components only. Therefoee;idolated” nodes are excluded from this firstlgsia.

The amount of information that can be extractethiger when connected components are composed of
many nodes, hence CNA returns the best results \elnge connected components are studied (Strozdi et
2014). Given these considerations, we focused onlythe three biggest connected components of the

citation network.

4.1.1. The biggest Connected Component

The biggest component includes 19 nodes. The lagbahe nodes represented in Figure 4 is obtained
through the Kamada-Kawai algorithm (Kamada and Kah@98) available in the Pajek software package.
This algorithm is force-directed and it aims toueel the edge crossing in a graph taking into adcthen
weights of the various links. This algorithm canused to visualise the nodes that are connectetrtyger
links near to each other to detect correlated wakd consequently the main emerging themes.

It is also possible to provide a chronological vieisthe network by showing progressively the apaece

of nodes and links among them, which emerge owee.tiFigure 4-a contains the papers belonging to the
biggest connected component published up to 2080 elated citations. Figure 4-b shows the evolutbn
the component up to 2015, while Figure 4-c showescitmplete biggest connected component with all the

retrieved papers up to 2017.



In Figure 4-a it is possible to notice that papsest to focus on themes relevant to informatioarisiy but

in a disconnected fashion, i.e. architectures fdormation sharing, effects of information shariog
performance, and enabling factors.

The first theme has been addressed by focusingauriag the architectures for information sharifgis
happens through the development of appropriategddsameworks, scalable and interoperable depending
on different data sharing needs and security lefdduru and Meredith, 2001) or through the anedysf
possible threats and attacks in a supply chainingatb the identification of technologies for sdogr
information sharing (Zhang and Li, 2006). As men#d, other papers study the positive relationship
between information sharing and financial and oppamnal performance (Klein and Rai, 2009). The ficiah
and operational performance is affected by the sasfrinternet information sharing, which drive iheer-
organizational internet communication practices] are in turn significantly impacted by the pereeiv
internet security risks (Cai and Jun, 2008). Fipalivestigations on the enabling factors that fzanilitate
information sharing start to appear. Institutioftates, including legal protection, government saupand
interpersonal relationships, are investigated byefal. (2010) within the Chinese context. In madar,
while legal protection seems not to have any sicgnit effect, interpersonal relationships (guambigctly
affect information sharing and government suppdiects both information sharing and collaborative
planning.

In Figure 4-b, papers and themes start to conecbnsiderable number of studies appearing up ib20
start to investigate the risks related to the siggof information in the supply chain and connecelditions.

In particular, the main risk seems to be informatieakage, which can be defined as the uninteritiona
disclosure of confidential information to unauthked parties that may cause the loss of competitive
advantage (Zhang et al., 2011). Information leal@agéection is traditionally based on two assunja.e.
what information is confidential is well known, andnfidential information will not be revealed. Aeding

to Zhang et al. (2011), these assumptions becomealistic when inferences are present in supplynsha
This means that confidential information can be&éeanot only through the so-called “direct leakages.
when confidential information is mistakenly sharkdt also in the form of inferences, i.e. when ataritial
information can be inferred from other shared infation, apparently non-confidential. Mitigation
approaches are explored to avoid the risk causeskbsitive knowledge leakage through inferencesawhe
sharing data in a collaborative relationship (Zhab@l., 2012; Le et al., 2013). The issue of imfation
leakage has been tackled also in the context dbayjlsupply chain design. In the context of secure
collaboration in a global environment, informatieakage risk in a supply chain is related to irtfrature,
information, agreement, and confidence (Zeng eR@ll2). In the considered time window, solutiosiated

to information technology, network communicatioeegity systems and software applications have been
investigated (Wang, 2012; Manzouri et al., 2013heSe include cryptography to ensure secure
collaboration (Pibernik et al., 2011), applied etieontrolled encryption principles in the cloud/gonment

(Kerschbaum, 2014), and secure computation teckritm reduce the risk of information leakage withou
10



compromising supply chain normal options (Damiani et al., 2011)n addition, alternativ managerial
approaches to protectidrom information leakag start to emergelhese can be based on different level
trust (strong, weak, none) affecting the desigbusinessprocesses that enable secure information sh
in a supply chairfBarkataki and Zeineddine, 20.. The consguent “secrecy level”, i.e. the ability to avc
the unwantedexchange of information from suppliers to purchases measured through metrisuch as
confidentiality, anonymity, privacyerifiability, nor-repudiation.

In Figure 4-c the whole biggesbnnected compone is reported. The additional papers continue theatd
on the issue of information leakage and related solutions. It emerges tias first important to identify
sensitive knowledge, to be isolated and remcto avoid risk of imentional or unintentional informatic
leakage; then to evaluate residuaksin terms of impacts of information sharing on comga revenue:
and performance; to analyse their causes (natural amdah factors); and finally to create manage
mitigation approaches (contain, control, contract andvaik) (Sharma and Routroy, 2016; Tan et
2016). In addition, paperrther develo the investigation othe importance of trust and interpersc
relationships in the management of risks relateidfarmation sharinginterpersonal relationships and tr
play a vital role infacilitating cooperation and information sharingsapply chain (Tran et al., 2016).
Affective trust (honesty, mutual understanding, itidity, respect and compliance) and trust in
competence (knowledge/technique, commitment inré¢fetionship) are both necessary to maintain &
going relationship with partnergrust leads ¢ a reduction of the bullwhijeffect when supply chain
management practices involving information shariage applied (e.g. Vendor Managed Invent
Collaborative Planning Forecasting and Replenistijrfgmles and Operations Planning). Howethe lack

of affectivetrust prevents the relationship from developing fdmeida et al., 201"
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Figure 4 First biggest connected component of the citatietworl: a) papers up to 2010; b) papers u

2015;c) complete connected component.

4.1.2. Secondand third connected compone

In Figure 5-athe second connected compot is presented. All the papers of this component deéth
information sharing and supply chain disruptionseyf consider information sharing as a leveragdloove
supply chains t@ecover and improve their level of resilience. BEuwghors of the papers address this it
from the perspective of simulation studies on oaedhand from the perspective of contractual povaer
risk-sharing contracts on the other. Wakolbinger andz(2011) capture the effect of strategic informat
sharing on supply chain disruption risk and coBigs.developing a model and using numerical exam
they conclude that there is no strong relationg@pveen information sharing alone and risk on cific
level of a supply chain. A stronger relationshigléected when information sharing is combined wttrer
factors, such as contractual power or shi-risks contracts.

Building on the results of this paper, two mainrotaes stem in this compcnt, as mentione. One branch
contains papers that show how information sharit@va the recovering of a supply chain experienc
disruptions, through the development of simulatimodels. In particular, Samvedi and Jain (2012) &aie
the effect of shiang the forecasting information on supply chainfpenance during disruptions, givir
insights on how to make supply chains more regili€ostantino et al. (2013) prove the positive &fiaf
information sharing on reducing the Bullwhip Effdot a supply chain. Subsequently, Costantino et
(2014) propose and test a new replenishment pblised on information sharing and compare it witl
Order-Up-To Policy in a fouechelon supply chain. Their results show that mftion sharing can lead
a dable supply chain performance by reducing thecedfef a disruption on inventory and ordering paite
Tao et al. (2016) quantify the benefits of inforraatsharing on the resilience of a supply chaintdsfing
three different levels of informatiosharing in the supply chain (ranging from-sharing to complete-
sharing). The second branch of this componentiase to information sharing and risk contractgitotect
the supply chain against disruptions and preveoidants. Jeong (2012) consis the design of a risk-
sharing contract in a manufacturetailer relationship, and Egri (2013) further istigates how both partit

in the relationship should not attempt to achieighér profits on their own, but they should looktla¢
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common interest of the supply chain. Han et al1@0nvestigate the relationship between infornmatio
sharing and perceived risks in a two-echelon sugplgin. They propose a model to study trust issues
between a retailer and a supplier, in an infornmattaring process that involves the transmission of
forecasted demand to the supplier and the set-apcohtract to mitigate the perceived risks.

The papers of the third component in Figure 5-bfaceised on the value of information sharing arsét ri
propagation mechanisms in complex supply chaies,where manifold layers, suppliers, customers, and
products are concerned. In this context, the vafuaformation sharing might depend on the stagéhef
supply chain where the focal company operates. g;imspecially those that are upstream in the supply
chain, may face a significant risk of over-estimgtthe value of information sharing if they ign@m@duct
substitution, demand correlation, and partial infation sharing effects (Ganesh et al., 2008; Gaetsh,
2014). In order to achieve supply chain-wide bdsgefit is important to analyse incentives to share
information in supply chains because different frmay have different levels of willingness to share
information. Among these incentives, the literatanalyses the mechanisms of risk propagation inpbexn
supply chains, which encourage companies to shéwemation as a way to better prepare organizations
devise effective risk mitigation strategies. Louaét (2016) analyse an incentive mechanism forispar
information based on principal-agent theory for @altrretailer supply chain. Xu et al (2016) evakiaisk

propagation because of information sharing in atirsolurcing supply chain network.
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Figure 5. Second and third connected components

4.2.  Citation score analysis

The performed citation network analysis on the emted components does not take into account isblate
papers because they are not connected througioogab other works. Hence, in order to includeha
analysis also these papers, additional bibliometnalyses were performed, i.e. Citation Score Asisly
presented in this section, and the Author Keywd@walysis that will be described in Section 4.3.
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Given the relevance of recent evolutions of thecteymder investigation, we decided to identify ampahe

set of 309 retrieved papers potential breakthrorggent studies, which represent promising scientifi
contributions on the subject, showing the latesetigpments of the field. In order to do this, wefpened

a ranking of the papers according to the numbecitations received in the Scopus database in 2016,
divided by their lifespan (i.e. the number of yeansce publication). This allows identifying thopapers
that are gaining considerable attention from thergific community in recent times. Table 3 repatte
results of the performed ranking. Some of the ifiedt papers were already discussed above, sireg th
belong to the connected components (i.e. Cai et2800; Ganesh et al.,, 2014; Klein and Rai, 2009;
Wakolbinger and Cruz, 2011).

Four additional papers were identified through #nalysis. Brandon-Jones et al. (2014) quantiiypugh a
survey study, the impact of information sharing angply chain connectivity on visibility, and inrtuthe
impact of visibility on supply chain robustness amgilience. Increased visibility positively affedn a
significant way both supply chain resilience anbustness, especially when complexity in the supjalg is
high, i.e. a large number of suppliers, changingle of reliability of suppliers, and geographidapersion

of suppliers. The paper of Chae (2015) analysetsv@e hashtag #supplychain. The authors discowr th
supply chain tweets are also used for informatiwariag with supply chain partners, or for commutica
with stakeholders. This paper investigates a neshar@sm for sharing information across the suppbir,
through the use of social media. As a result, $ocedia and big data analytics may increase sugimdyn
visibility. Another important finding is that, siacthe advent of social media, companies are ndulin
control of the quantity and type of information sdth through this mechanism. Nowadays information
sharing is not anymore a choice but it is an irasdlé consequence of the emergence of Social Neswork
Consequently, Big Data Analytics play an increalsingritical role in the analysis of complex
communication structures and in sharing informati®peier et al. (2011) examine the threats of piaten
disruptions on supply chains and propose informmasioaring among effective mitigation strategiesthie
paper of Ha et al. (2011) the effect of trust ogistics efficiency and supply chain collaboratian i
measured. They analyse the impact on three typeslt#boration: joint decision making, information

sharing, and benefit/risk sharing.

The papers identified through the Citation Scoral$sis and included in Table 3 suggest that litegabn
information sharing is progressively taking intocagnt the context of modern supply chains and their
features, such as complexity (Brandon-Jones et28ll4), global reach in multi-layer configurations
(Ganesh et al., 2014) and interconnectedness aogwnganies and with the institutional environmendai(C
et al., 2010). In this context, the literature seglg that a positive relationship exists betweéorimation
sharing along the supply chain and performanceifkdéed Rai, 2009). This relationship is mediated by
visibility (Brandon-Jones et al., 2014), enhancgdrbst and collaboration mechanisms (Ha et al1,120
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and new technologies such as social media andabégahalytics (Chae, 2015). The effect on perfonaas
not related only to financial and operational measubut the literature also discusses the oppibyttm
leverage information sharing as a mechanism to gemhisruptions in complex modern supply chains
(Wakolbinger and Cruz, 2011), and in turn to inseeaupply chain resilience and robustness (Spegr e
2011; Brandon-Jones et al., 2014).

Table 3 - Ranking of the top papers in accordante the citations received in 2016 divided by thener

of years since publication.

Part of
Publication connected

2011 Haetal. International Journal of Operations and Production Management 7 9 17 22 12 2
2011 Wakolbinger and Cruz International Journal of Production Research 4 10 9 13 12 2 X

rank Year Authors Journal Title <2013 2013 2014 2015 2016 Cit 2016/pubb Years components

1 2014 Brandon-Jones etal.  Journal of Supply Chain Management 0 0 3 11 18 9

2 2015 Chae International Journal of Production Economics 0 0 0 1 16 8

3 2010 Caiet al. Journal of Operations Management 19 27 26 26 32 53 X

4 2014 Ganesh et al. Decision Support Systems 0 0 3 5 10 5) X

5 2011 Speier et al. Journal of Operations Management 1 9 16 16 16 3,2

6 2009 Klein and Rai MIS Quarterly: Management Information Systems 45 34 35 26 21 3 X

7

8

4.3.  Author Keywords analysis
The analysis on the author keywords can help iadlieig main research areas and research trendsedr
from all papers included in a citation network. iBgson Ding et al. (2001), we studied the keywastithe

whole set of works retrieved.

4.3.1. Co-occurrence analysis of Authors’ keywords

To perform an analysis of the authors’ keywordsgitessary to build a co-occurrence (or co-wortyouk
(Callon, 1991). In the present paper, the co-oetue network nodes are the authors’ keywords o8@%e
papers and the weight of the links correspond @ontlimber of times that words appear together irsdimee
papers. This analysis is based on the assumptatrirté authors’ keywords of a paper adequatelyessmt
the content or the connection of a paper to thenéhander investigation. Many co-occurrences ardbed
same word (or pairs of words) may symbolise a mebelheme, and this can also reveal patterns amdlgr
in a certain field of research (Ding et al., 2001).

We first extracted the authors’ keywords of the P@Pers; second, we normalized the keywords,hee. t
text was separated into token words, normalizeldwercase, the “s” at the end of words was deldtesl,
dots from acronyms removed, the stop words deldtetthis way, we built a “co-word” network, compase
of all keywords appearing together for at least fivnes (i.e. the default value).

The VOSviewer software package (Van Eck and Walir2@10) was used to perform the analysis of the
co-occurrence keywords network. This package implas the VOS \isualization Of Similarities)

15



clustering technique. VOSviewer identifies the toma of items in a map by minimizing a function

depending on a similarity measufes[j) between items defined as:

1)
wherecij is the measure of the @zcurrence of keywordsandj in the same document andandcj are the
expected number of eoccurrences of andj, with the assumption that the-oocurrences of andj are

independent from a statistical viewpoint.

Research trajectories using author keywords

Four clusters of keywords were built and analygeédure 6). The results are obtained analysing thiecat
keywords of the 309 papers. In Table 4 the numbercourrences of each keyword in the four clusiers
reported. Since this represents the number of gatiins in the sample of selected papers using the
keywords, this table provides an additional viewhs contribution of the papers to the developnodithe
field.

@
e-commerce

Figure 6. Co-occurrence network of author keywords.
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Table 4. Number of occurrences of each keyworduged in the Clusters

Cluster Keyword Number of Occurrences
1 supply chain management 54
Rfid 18
collaboration 9
Security 9
scm 6
secure multi-party computation 5
2 information sharing 75
Trust 7
coordination 7
asymmetric information 7
supply chain coordination 5
3 supply chain 54
Risk 10
information technology 8
data sharing 5
e-commerce 5
4 bullwhip effect 14
risk management 13
simulation 9
resilience 6
information 5

Cluster 1: Protection of Supply Chains from intdrtfaeats

Cluster 1 deals with the issue of protection ofpyghains from risks coming mainly from threatteimal

to the supply chain. The focus on internal threatates to the appearance of keywords such as f&ecu
Multi-Party Computation (MPC)” and “security”, whichighlight the importance of techniques to ensure
secure information sharing in the supply chain. MB@ subfield of cryptography, which has the aom t
create methods for parties to ensure a secureboodiion and process information while keeping tdies
private (Kerschbaum et al., 2010). In contrast vatiptography, MPC focuses on threats internalht® t
supply chain, in other words within the system aftgipants, and not on the wider external envirenin
The main goal is to define a protocol to ensurepifivacy and correctness of the shared informa(ixeitos
and Kerschbaum, 2009). Interestingly, MPC is clp$ieked to the issue of security, which tradititipas
focused on external threats (viruses, hackers) &t@void information leakage and enhance pratactf
the internal side of the supply chain as well. MR@ht reconcile data sharing with the privacy caonse
but it requires the collaboration of all partiesaived (Pibernik et al., 2011; Kerschbaum, 2014)fdct,
organizations are required not only to update thestection mechanisms to the most recent standards
also to collaborate with their supply chain pargnt&r integrate protection mechanisms and ensutehba
same security standards and protection policiesadopted (Bhargava et al., 2013). In fact, the l@gs

“collaboration” and “Supply Chain Management” confi the importance of information sharing and
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collaborative approaches in the supply chain. Tais happen also through the use of technologyh@srs
by the keyword “RFID”, i.e. Radio Frequency Ideigition, which is a technology that enables coitect
and sharing of information (Lin, 2009; Kapoor et aD09). Although the RFID technology has beenelyid
accepted by the manufacturing sectors, there diensiny issues regarding its security and privacy,
connected to the potential risk that sensitive rimi@tion can be disclosed when sharing RFID data wit
other companies. MPC represents a solution to addtieis concern in a collaborative supply chain

management environment, as discussed by Kerschbaaim(2010).

Cluster 2: Asymmetric Information in the supplyicha

The second cluster is focused on the concept ofjmagetric information”, as shown by the related
emerging keyword, which means that one of the @aiiti a relationship has a larger amount and/dembet
quality information than the other(s) (Agrell et,&004). Some works acknowledge that this imbaaran
jeopardize the success of the relationship anthatgly sub-optimal supply chain performance, arsdudis
ways for overcoming this problem. Among these asi@blishment of “trust” in the supply chain isrses a
vital factor. In fact, increased trust can leachdisantaged parties to accept to a certain levedxistence of
information asymmetry; trust can also enhance sugphin coordination and consequently reduce thel le
of information asymmetry (Kim et al., 2011). Thésdonfirmed by the presence of the keywords “trasi
“supply chain coordination”. Another solution to espte in the presence of asymmetric information is
represented by the set up of appropriate conteamtsng parties. For example, Ozer and Wei (200dys@a
how different contracts between a supplier and aufaeturer, who owns private forecast informatiomay
enhance supply chain coordination by affecting €lens on production capacity reservation and
management. Other contributions discuss the rotevanue/profit sharing contracts in improving lieel

of truthful information shared across the supplpioh(Wang and Wang, 2014; Heese and Kemahlioglu-
Ziya, 2016). Interestingly, Heese and KemahlioglypZ(2016) debate also how voluntary information
asymmetry can be leveraged in a supplier-reta@iationship for increasing the performance of thére
supply chain when a retailer withholding privatéonmation exerts sales efforts. Similarly, Zhouakt
(2012) simulate through a model the benefits oframgtric information between a supplier and a retddr
improving supply chain profits, when marketing effo are exerted to influence customers’ buying

behaviour and increase demand.

Cluster 3: Technology for data sharing and e-conueer

This cluster is focused on the development of mfmron technology supporting, enabling and fadihig

the development and diffusion of e-commerce prasticas shown by the keywords “information
technology” and “e-commerce”. This has implied avgng intensity of data sharing, and the consequent
emergence of risks in the supply chain, relatedhflarmation sharing (as highlighted by the presevicéhe

related keywords “data sharing” and “risk”). Theetature discusses these risks and opportunities. F
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example, Gupta and Narain (2012) investigate thmoeurement processes in India and they address
internet security concerns, loss of informationrsitg and legal legitimacy as factors to be addrédsr
building trust in an e-commerce environment. Whilgganisations seem to have the necessary IT
infrastructure for e-commerce, the technologicalribes mainly related to security concerns and
incompatibility still need to be overcome. Arnold &. (2010) examine the connection between the
perception of risk in an e-commerce environment #rel commitment and information sharing, where
global supply chain partners are involved in a bess-to-business relationship. These authors pedpas

the stronger the risk perception, the smaller ¢vellof commitment and information sharing.

Studies focus also on specific sectors, such aptlthemaceutical, where information technology aigital
solutions (such as mobile, RFID, online verificatiand blockchain) represent an opportunity to fitet
global trade of counterfeit medicines and ensueeititegrity and security of the global drug supghgain
(Mackey and Nayyar, 2017). Stefansson (2002) hgbkdi the opportunities that the advent of the freer
and the concepts of electronic business open upsrmll and medium enterprises, to effectively and
efficiently integrate their logistics operationstire supply chain.

In addition, literature also suggests that a ome-fts-all approach to the deployment of inforroati
technology for e-commerce is not suitable. In fabgre is a need for diversification of IT systetos
leverage the benefits of e-commerce and to coyeadldress the level of environmental and demand
uncertainty (Yigitbasioglu, 2010). Four differeritadegies to develop appropriate data sharing sysia

the supply chain are proposed by Wang et al. (2C#) besides information technology, these incthée
role of the partners, incentives and security syste

Cluster 4: Information sharing for improved supplyain resilience

This cluster of keywords appears to be focusederuse of tools and techniques such as simulatiomaip
and understand the dynamics of risks related tormmétion sharing and to enhance risk management
practices, as shown by the presence of the keywwidsulation” and “risk management”. Simulation
approaches include Markov models to integrate gadnventory and contract instruments (Gao, 2015)
control theory modelling to investigate the disraptmitigation effects of different managerial stigies
such as CPFR (Yang and Fan, 2014), and discretg-suaulation models to include risk measures and
analysis of profit/losses in a four-stage supplgici{Thierry et al., 2011; Mahmoudi et al., 2006).
Advantages and benefits are also identified, sscthe reduction of the bullwhip effect in the sypphain
and improved supply chain resilience, as highlighty the keywords “bullwhip effect” and “resilierice
Literature analyses how information sharing andneativity may increase the resilience and robustioés
complex supply chains (different scale, geographdigspersion, different delivery policies) whereeth
probability of experiencing disruptions is high&rgndon-Jones et al., 2014), taking into accouatofa
such as trust and behavioural uncertainty (Papadopcet al., 2017). While traditionally studies bav

discussed the benefits of sharing information i downstream stages of the supply chain, recentsvor
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show how sharing information also in the upstreamges proves to be beneficial for disruption
management and better resilience (Sarkar and Ku2@d5). Other contributions have more specifically
focused on the value of information sharing for thduction of the bullwhip effect. Papers discuss t
impact of collaborative practices and strategidrgaships in dampening the bullwhip effect and ease
the competitiveness of the supply chain (Chao, 2ah8 stability of inventory levels (Cannella &t 2008)
and of demand (Shi and Shen, 2013). The bullwHgcehas been traditionally studied with referetwéhe
manufacturing sector. However, some authors hawently focused on specific sectors: Li et al. (2016
present a work on the container shipping marketerehthey show the benefits of simultaneously
incorporating information sharing and risk pooliteghandle the bullwhip effect; Somashekhar et2018)
investigate the reduction of the bullwhip effectoilgh strategic approaches to inclusive growthhia t

agricultural sector.

4.3.2. Kleinberg’s Burst detection algorithm

The body of knowledge in a certain discipline candeen as a sequence of topics that appear, grow in
importance for a particular period, and then dig@ppThe emergence of a theme in a stream of dadsme
is flagged by a “burst of activity”, with certaineenents rising sharply in frequency as the topieyes.
Kleinberg (2003) developed a formal approach to eliod) these “bursts”, to be identified in an eikiot
and robust way.

We applied Kleinberg’'s algorithm to the author keyds of the papers we retrieved. We extracted aed p
processed normalized author keywords adopting the sbftware to eliminate the stop-words, uppeesas
etc., with a text analysis algorithm. Figure 7 sbhdie results of the described process in a haakdar
graph visualisation. In this figure, the x-axis negents time, while the horizontal bars corresptmd
normalized words. The thickness of each bar is gntagnal to the “burst” weight. The weight depittse
intensity of the “burst”, i.e. how great the changehe word frequency that triggered it. The ldngft the

bars represents the intervals of time in whichehésirsts” occurred.

20



. digsemjn
- .

I cieng
I protocol

st P'I"i‘c'ﬂ ei

. . =

- industri

T ———— frequenc

enterpriz

e— virelea
. OV e

B i

_ rerrilr

O | !‘3diﬂ.
idemntii

rod
matheniat
zatisfact

I

I ot

B coutol

* A33zess
L Bkl

develop

databas

custom
product

1mEErnet

interchapg
- electérom

1998 2000 2002 2004 2006 2008 2010 2012 2014 2018 2018

Figure 7.Burst detection Algorithm applied to normalizecthor keywords

Around 2009a considerable number bursts on security, protocols, logistiédsecuency appear, and these
seem to be related to an increasefiorts to investigatsecurity problemsogether wittthe development of
new protocols to ensure privadgterestingly, n these year&ermany started to be the promoter of the
paradigm of Industry 4.0 (Zueldk z2010), underlining the necessity of information sharingincrease
productivity, together witlthe development ccybersecurity measurel seems thathe adoption of new
information technologies such B$ID to collect data broughtew risks due to the possibility to share v
detailed information about product, and potentially lose control on ith& advanta¢s of information
sharing beaame more and more evideover time especially when search engines started to allesvsutc
collect more and more data. In fact, in 2012 a tbafghe keywordengineappeared. This kind of tool
together with social media, allowgbaring also information on customers’ prefererazesdemand (demat
sensing or demand shaping), which is widely ackedgéd as a benefit for supply chain visibility. T
burst of the keywordlemandn 2013could possibly mean that demand bwaeaone of the most interesti
types of data to be sharebh 2014 the burst of the keywordeesilience disruptior and performance
appeared, with paperdealing with the impact of sharing information on resiliencesrdption and
performance of a supply chaiWery recent trends reflect the rise nterestin big data for information
sharing, as showhy the burst of the keyworbig in 2015.In fact, the diffusion obig data analytics and
social networks allow theollection and analysis of a large amount of informatithrough different

mechanisms of data sharing.
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5. Discussion of the findings and research agenda

By combining the outcomes of the performed analygas possible to provide insights on the maieaar
investigated by the literature and the researgbdtaries of the knowledge on information sharingupply
chains, related risks and opportunities. This alkows identifying the main directions for futuresearch to

respond to the emerging needs for theory and peattee Table 5).

1. From an overarching perspective, our analyses stdhag the literature on information sharing in a
supply chain context has not primarily dealt whibge risks associated to the general process nhgha
information from an IT/security perspective, suchexternal threats coming from viruses, hackers,
hacktivists, etc. On the other hand, the focus setenibe on threats internal to the supply chaint{se
and Kerschbaum, 2009; Zhang et al., 2011) but dmstualso stakeholders (Barkataki and Zeineddine,
2015). The main arising risk appears to be thentiaeal or non-intentional leakage of informatieng
Tan et al., 2016).

a. A first factor, as emerging from the work of Ch2815), is that information sharing in extended
supply chains is not even a choice anymore by aecimakers and this creates a considerable
risk of leakage of information. Companies are edayychallenged by the continuous exchange
of information that happens through social mediechsas Twitter. If this is, on one hand, an
opportunity to access a large amount of data tanaysed through Big Data Analytics (Chae,
2015), on the other hand, it is necessary to egdloe “side effects” related to these new ways
of sharing information. Further research is neeethvestigate the risks and sources of risks
connected to information sharing through social imedlong with ways to manage them and
mechanisms to leverage the opportunities coming ftbe exchange of information through
these platforms.

b. Another factor that makes information leakage &cali risk is represented by the increasing
complexity of modern supply chains, which are mlalyier, multi-supplier, multi-commodity,
and multi-channel by nature. As pointed out by likerature, the involvement of manifold
players and stakeholders linked by communicatianobkls makes these complex supply chains
more vulnerable to leakage of information (e.g.rBi@n-Jones et al., 2014; Speier et al., 2011).
This is a crucial point since this complexity idleetive of the operating mechanisms and
structure of today’s real life supply chains. Therhature has investigated the dynamics of risk
propagation and resilience in these contexts (Rapados et al., 2017; Xu et al., 2015), mainly
through simulation studies (e.g. Costantino et28l14; Samvedi and Jain, 2012). However, our
analyses showed that besides simulation studies, literature is wanting of real-life
applications, identification of best practices aguaidelines to manage this type of risk in

complex scenarios.
22



c. Another factor affecting the level of criticality mformation leakage along the supply chain is
represented by the emergence of the paradigm afstnd 4.0. According to this paradigm,
which is built on the concept of integration of eyiphysical systems, production systems and
supply chains become more connected, smarter angl efficient, thanks to the combination of
Information and Communication systems, technologigta and services in network
infrastructures (Zuehlke, 2010). All of this reagsran increasing need for sharing a large
amount of data and information and consequentlg, tarries along an increasing level of
riskiness in the control of information. This irrig requires an adequate approach to managing
cyber and information security and it opens furtheenues for future research specifically
focused on cyber and information risk managemetmheninformation sharing processes within
the paradigm of Industry 4.0.

2. As it emerges from our analyses, the literaturetaioa some contributions on potential ways for
securing information sharing in supply chains amdcbnfronting the related risks arising. On oruesi
works have concentrated on the design, developar@htmplementation of IT solutions to increase the
level of security in the information sharing proges. These include for example security architestur
(Kolluru and Meredith, 2001), existing technologiessecuring the transmission of information (Wang
et al., 2012; Zhang and Li, 2006) and cryptogra@®ipernik et al., 2011). These initiatives are rhain
concentrated on managing risks coming from the alm@ntioned sources external to the supply chain.
However, IT solutions are not the major focus a gapers that address the management of the risks
related to information sharing in a supply chainteat. In fact, most of the previous research taalty
focusing on the “soft” side of the problem. Papanalyse the implications for information sharing
among supply chain partners coming from factorshsas trust, interpersonal relationships,
collaboration and cooperation mechanisms, the neanagt of asymmetric information, governmental
support, institutional and contractual environmdjetg. Egri, 2013; Ha, 2011; Han et al., 2014, ldees
and Kemahlioglu-Ziya, 2016; Kim et al., 2011). Altigh these concepts have been already widely
discussed in the general supply chain managenterdtlire, there is need to deepen the study dfell
mentioned issues with reference to the specifidecdrunder investigation to provide frameworks of
solutions and initiatives that can be applied tklathe challenges deriving from information shgrin
supply chains. Also, as advocated by Trombley (20th® analysis should focus on the effect of human
behaviours on information sharing, e.g. how trustoag supply chain partners could lead to
underestimation of potential consequences of spanformation in a non-security-compliant way for
the entire supply chain. In particular, all thesgiatives should imply actions that are not sugubt
start and accomplish their mission within the bames of the focal company, but rather should ekten
and embrace the supply chain partners upstreard@mdstream beyond the dyad.

3. Interestingly, several contributions highlight atb@ opportunities coming from information sharing

supply chains. It is worthwhile to underline thhese opportunities are not only connected to those
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traditional benefits of information sharing suchaasincreased efficiency and effectiveness of suppl
chain processes, but also to how information shaitself can be potentially leveraged to reduce the
level of risk in the supply chain and to confromrdptions. Information sharing is seen as a tool f
supporting decision making during disruption resgas) through sharing of experiences among supply
chain partners, so that companies can accessrbwl&dge and quickly react to disruptions and ereat
post-incident reports accessible to all supply chartners (e.g. Samvedi and Jain, 2012; Sarkar and
Kumar, 2015). An example of how information sharicgn make supply chains more resilient to
disruptions is represented by the initiative uraleh in the US by President Barak Obama in 2015. An
Executive Order was issued on “Promoting Privatet@eCybersecurity Information Sharing”, through
the creation of Information Sharing and Analysig&rizations (ISAOs). These are organizations aimed
at helping businesses to share information on cfveats among each other and with the public secto
to raise awareness and build a shared knowledgamfmwer companies to counteract these threats
(PwC, 2016). Further to this, also an increasecllef visibility thanks to information sharing
contributes to enhancing the level of robustneskrasilience of supply chains, especially in theecaf
complex supply chain structures (Brandon-Jonesl.et2@14; Speier et al., 2011). Future research
should study, develop and test mechanisms for alpwrganizations to exploit the benefits coming
from information sharing. Contributions are neetledlevise and implement initiatives that should be
coupled with risk management actions leading t@bsughain strategies and models based on a “wise”
use of information sharing, i.e. maximising oppaities and minimizing risks. This could also be
extended to policymaking, with particular referertoethe impact of governmental actions on the

diffusion of information sharing practices, for exale through protection measures.
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Table 5. Research directions (including examplesp#cific contributions from the analyses of the

SLNA)
Investigated area Relationship Relationship Relationship Relationship | Future research
with Citation with Citation with Author with Burst directions
Network Score Keywords Detection
Analysis Analysis Analysis
Main arising . New information Twitter and Cluster 3: data | Big datafrom | More analysis of
risk: sharing mechanismg social network | sharing; 2015 risks and
information and information analysis (Chae, information opportunities of
leakage in the technologies 2015) technologies social media and
extended other tools for
supply chain information
sharing

. Information sharing | Component 2: | Information Cluster 4: Resilience, More analysis of
in Complex Supply | impact on risk | sharing in resilience, disruption real-life complex
Chains: impact on | and resilience | complex simulation from 2014 supply chains,
risk and resilience | Component 3: | supply chains identification of

simulation of (Brandon- best practices and
complex supply| Jones et al., guidelines
chains 2014; Cai et

al., 2010;

Ganesh et al.,

2014)

. Information Sharing| Component 1: Cluster 1: Rfid from More analysis of
and “Industry 4.0" | Secure protocol internal threats| 2007 information
paradigm encryption RFID, secure | Wirelessfrom | sharing in Cyber-

multi-party 2008 physical systems
computation Industrifrom
2009
Ways for securing Information sharing: | Component 1: | Trust and Cluster 1: Securityand More analysis on
“soft” issues risk of collaboration | collaborative protocolfrom | the impact of the
information issues in the approaches 2009 “soft” issues,
leakage and supply chain Cluster 2: (collaboration)| including human
trust (Haetal., trust, behaviour, on
2011) coordination, information
asymmetric sharing
information
Information sharing and related Component 2: | Enhanced Cluster 4: Demandfrom | Study and
opportunities information resilience enhanced 2013, development of
sharing and through resilience, risk | Resilience, mechanisms
recovery from | visibility management | disruption (including
disruptions (Brandon- practices from 2014 governmental
Jones et al., actions) to exploit
2014; Speier et the benefits of
al., 2011; information
Wakolbinger sharing
and Cruz,
2011)

6. Conclusions

This paper presents a Systematic Literature Netwoidysis (SLNA), which allows providing an answer
the research question of the study (i.e. Whatlegartost important research areas on informationrgha
supply chains and related risks, taking into actdbeir evolution over time?). We have identifiddee
main areas investigated by the literature and dseth how they developed over time to unveil regearc
trajectories, insightful for both theory and praeti

From the theoretical viewpoint, our work offersth@ research community an investigation on inforomat
sharing in supply chains and related risks fromogginal perspective, i.e. how these are changing a
evolving over time due to the turbulent advanceteahnology and in a business environment incrgsin

relying on data and information. This is a par@ly important contribution since the topic of infaation
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sharing in supply chains is continuously evolvimgl @hanging shape - gaining increasing relevarmite to

the advent of disruptive technologies that alter\ray supply chains operate and interact, in a ortwf
massively connected partners. Our review has lggtdd the most important research areas in tHib died

at the same time has identified research trendsaalditionary directions in the generation of kneade,
which constitute the most recent areas where relséapointing at, but still in need of further ééspment.

An additional contribution is represented by thelmation of the SLNA methodology to the field of
information sharing in supply chains and relate#tgj which can be of benefit to the scientific caunity to
perform systematic literature reviews on differegics based on quantitative bibliometric analyses.

From a practical perspective, the industrial comityus informed on the emergent and highly critioaks
related to information sharing in supply chaing theed to be carefully encapsulated in companigsply
chain risk management strategies. Alongside, #sgarch provides guidance on critical areas thed e

be prioritized in the development of actions andytnd-the-dyad” initiatives to manage risks whearsig
information along the chain of supply. Our studgoabrings to the fore those opportunities comiragmfr
information sharing that are less known and exgtblly companies. While it is widely acknowledgedt th
information sharing can contribute to better effrmy and effectiveness of supply chain processes|dss
known that, if properly exploited, information simy can also support risk management and disruption
mitigation for creating robust and resilient supphains. This could further improve the positivegeption

of supply chain managers towards information slgarmn their supply chains, and it could facilitateet
emergence of new supply chain strategies and mdaetkiding risk management) based on data and
information in massively connected networks, endibletechnology.

The approach adopted in this work presents sonteisms. The principal limitation is related to the
working principle of citations, which as discussa@ not able alone to completely embrace the actual
contribution of a research to the literature (She@@13). Furthermore, citations are gathered from
databases. In our case, we relied on Scopus, whiehvast and comprehensive collection of scientifi
publications. However, it does not include the whaf the publications ever produced. A final
consideration regards the so-called “Matthew effeceé. the rich get richer. Well-known researchers
already receiving a considerable amount of citagtidend to receive more and more citations becthese
works are highly regarded due to their reputatiot popularity.

Notwithstanding the mentioned concerns, the vafudie work lies not only in the possibility to wialize
and examine citation networks and bibliometric d&taact, the value lies also in the demonstratdthe
flexibility of the adopted SLNA methodology, whiatan be applied to several fields of study to draw
insights on the evolution of a discipline to dir&diure research efforts.
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