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INNOVATION TECHNOLOGY AND CYBER FRAUDS RISKS OF NEOBANKS: GRAVITY MODEL
ANALYSIS

Abstract. In the system of global information space, it is important to adequately calculate and assess the factors
of successful functioning of the banking system, which are directly the engines of the country's development, economic
stability, especially from the standpoint of qualitative measurement of innovative technology and human capital in
rapid cyber fraud. The work is devoted to studying factors that describe the components of efficiency and potential
use of innovative technologies in neo-banking in 90 countries to determine the level of risk of their use for money
laundering based on gravitational modeling methodology. The authors substantiated that using four factors consisting
of 13 components of digital evolution is expedient. Three indicators (access infrastructure, transaction infrastructure,
and fulfillment infrastructure) allowed forming the supply condition factor. It provides a score on developing digital and
physical infrastructure to ensure the digital economic system's quality. The «demand conditions» factor consists of 4
indicators (human quality level, device absorption level and digital broadband level, digital payment absorption), which
show how much consumers are willing and able to participate in the digital economic system and whether they have
the tools and skills needed to connect to the digital economy. Three indicators (institutional effectiveness and trust,
institutions and the business environment, institutions and the digital ecosystem) shaped the «institutional
environmenty factor. It relates to research on countries' support for digital legislation, governments' investment in
digitalization, and regulations. Regulate the quality of storage and access to digital data. The fourth factor of
«innovation and change» consists of three features that characterize the state of key innovative economic system
inputs (talents and capital), processes (i.e., cooperation between universities and industry), and outputs (i.e., new
scalable digital products and services). The generalized indicator was formed based on these indicators. It
characterizes the degree of risk of using the services of neobanks of the studied countries by economic agents or
individuals to legalize criminal proceeds. At the first stage of the proposed method, the authors substantiated the
statistical significance and possibility of using the studied indicators. The procedure of logarithmic normalization was
carried out. The toolkit of descriptive statistics of the Statgaphics Centurion package provided the normalization
parameters. In the second stage, the indicators were collapsed using a geometric weighted average, which provides
meaningful information about the average dynamics rate. The third stage provided calculating the value of the
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integrated rating assessment of the degree of risk of using innovative technologies, services, and neobanking services
for money laundering based on gravity modeling methods. The findings showed that 12.22% of the studied countries
had a high degree of risk, 25.56% — a medium level of risk, 25.56% — a risk below the average level, for 36.66% of
countries — the risk was almost absent.

Keywords: neobanks, innovation financial technologies, cyber frauds risks, digital evolution components, gravity
model analysis.

Introduction. The term neobank (virtual, digital, Internet banking) has been actively used since 2017.
Neobanks are fintech companies that offer both standard banking services entirely online and non-
traditional ones (peer-to-peer payments, financial advisory robots, cryptocurrency transactions, and
crowdfunding platforms to raise funds for certain financial projects or their intangible equivalents that are
directly related to the project). The innovative use of fintech neobanks challenges traditional banks'
existence, on the one hand, and increases the risk of money laundering and the use of various fraud
schemes. As of the end of December 2020, the number of neobanks in the world was 256, and many
banks are still being prepared for launch (Stagmeier and Friedental, 2020). Simultaneously, neobanks
could operate without a full banking license, have a license for individual financial services, and conduct
all other activities through a partnership with ordinary banks (Naser, 2019). For example, in Europe, the
Electronic Money Institution (EMI) neobank, under such a license, could issue cards, transfer funds, and
issue digital money (Electronic Money Institution, 2021). Another example of the organization of neobank
activity is the model of cooperation with another bank. In this model, all regulatory compliance obligations,
together with credit risks, apply to partner banks, and the neobank provides only technological solutions.
Most neo-banks in the world work according to this scheme of the organization of their activities. It only
complicates financial monitoring procedures by the state and relevant monitoring services, law
enforcement agencies for legalizing criminal proceeds. First, the complexity of quality monitoring is
explained by the number of companies-investors of the studied neobank, their physical location, and their
compliance with all legal norms and relevant licensing requirements (Savchenko et al., 2020). Second,
the peculiarities of using innovative financial and economical automated technologies, the level of
organization of a secure connection of stakeholders in financial transactions (Lopez et al., 2019). Both
examples of neobanks organization have a high degree of risk associated with the intervention of
fraudsters, impostors, obtaining and misappropriating identification and authentication information on the
data of economic agents and individuals (clients) for criminal money laundering (Levchenko et al., 2019).
Also, there may be a risk appetite or risk appetite of the financial institution or bank itself. Cooperation is
organized with the neobank, which allows fraud to internal employees or companies-investors. According
to the report of leading global professional services company Accenture (Accenture's Digital Banking
Tracker, 2020), fintech apps showed the highest rate of growth in terms of download numbers compared
to other financial products, such as traditional banking apps, budgeting assistants, or payment utilities.
Also, the trend of increasing neobank users is associated with high-interest rates on deposits, as they
work without branches, have fewer employees, and this explains the higher interest rates on deposits;
simplified method of obtaining loans, as modern automated technologies for verifying customer information
are used; low service tariffs and large modern tools offered for financial analytics.

One cannot fail to note the global pandemic's impact on economic agents' behavior and changes in
business processes around the world (Nur-Al-Ahad and Nusrat, 2019). Traditional banks have to compete
with each other and fintech companies, which are rapidly increasing their market share, as they are not
burdened with capital costs and a large staff. On the one hand, the development of digital banking
challenges fraditional banks. On the other, it is a lure for criminals. They could use many fraudulent
schemes and misappropriate funds of individuals, economic agents and use neobank as an intermediate
link in money laundering.
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Therefore, for a thorough study of risk assessment of the use of neobank to legalize criminal proceeds,
it is proposed to use the influence of factors that comprehensively describe digital evolution components
in terms of supply conditions, demand conditions, institutional effectiveness and trust, innovation, and
change.

Literature Review. The sphere of neobanking is relatively young and is just beginning to develop.
Accenture's Digital Banking Tracker found that neobanks have nearly tripled their customer base in the
last years, from 7.7 million customers in 2018 to almost 20 million in 2019. This current growth rate of
150% outpaces the 2% growth for traditional challenger banks and 1% for incumbents. However, many
publications are devoted to the issue of research on money laundering using digital banks. Thus, for the
query «Money laundering in digital bank» in the Scopus database, were found 27 studies for the period
from 2017 to 2020, conducted by scientists from 47 universities around the world (Fig. 1).
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Figure 1. Bibliometric analysis of scientific publications on the subject of research on the use of
innovative technologies of neobanks for money laundering

Sources: developed by the authors using VOSviewer 1.6.15 software tools.

Following CB Insights report (Private Market Data CB Insights, 2020), a vast army of neobanks targets
all sorts of consumer and small-business niches — from Millennial investors to dentists and franchise
owners. There are 5,000 startups worldwide offering new and traditional financial services, up from 2,000
just three years ago. In the first nine months of 2019, venture capitalists poured $2.9 billion into neobanks,
compared with $2.3 billion in all of 2018. Maksimova et al. (2020) proposed determining the risk typology
for peer-to-peer lending in a financial architecture transformed by digitalization and the epidemiological
situation. The study highlights key features that allow investigating the risk of peer-to-peer lending and
determine fraudulent schemes' scenario behavior. Key traffic channels for neobanks are direct use of
mobile applications on 10S, Android platforms and own websites, call centers — 52.29%; e-mail — 1.45%;
referrals — 4.43% (a member of the affiliate program, who registered on the recommendation of another
participant, such a marketing scheme is widespread on the Internet and provides registration on sites that
offer relevant services); social — 2.9%; organic search — 32.34%; paid search — 5.7%; display ads — 0.88%
(Accenture's Digital Banking Tracker, 2020). For example, 98% of China's consumer population consider
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mobile payments to be the most commonly used payment method in 2020. It is 5% more than in 2019.
85% made a payment by scanning a QR code, which is 6% higher than in the same period in 2019. As for
the state of the Ukrainian banking sector, according to a study within the USAID Project «Financial Sector
Transformation» (Ukrainian Financial Sector Transformation, 2019), Ukrainian banks are accepting digital
transformation not as an opportunity but as like a «parallel world». And as a result, Ukrainian banks
currently have a low level of participation in fintech companies' capital, members of the bank's board have
limited experience in the fintech industry (Levchenko et al., 2018; Vasylieva et al., 2017). Moreover, only
50% of banks have a digital strategy. According to the Ministry of Finance of Ukraine, currently, mobile
applications are presented only in 39 banks out of 75. Simultaneously, all neobanks work through
cooperation with existing banks. It would be complicated for neobanks to comply with all the requirements
for real banks' traditional reporting forms. The most active and popular among economic agents and
individuals are two virtual banks. The first one is Monobank (using a banking license No 92 from 10
October 2011), JSC «Universal Bank» with «Specialized Savings Bank» status since November 2018, as
more than 50% of the bank's assets are deposits of individuals. Since July 2019, it is a systemically
important bank defined by the NBU (Buriak et al., 2015). The second bank mentioned above is SportBank
(used by the NBU license No 84 from 25.10.2011 JSC «TASKOMBANK» and NBU license No 247 dated
15.11.2011 of JSC «OXY BANKb»). These banks provide their services without the traditional branch
infrastructure, using Internet platforms and mobile applications. Today, there are many different
problematic aspects of quality assessment of the risk of economic agents and individuals using
neobanking opportunities to legalize criminal proceeds.

Methodology and research methods. The study is based on factors that describe the efficiency and
evolution of financial technologies in four complex features. The supply conditions factor consists of
indicators of access infrastructure, transaction infrastructure, and fuffillment infrastructure. These
indicators characterize how developed the infrastructure is, both digital and physical, necessary for the
digital economic system's organization (capacity level, quality of technical components required for e-
commerce). The second factor used in the study is the demand conditions factor. Here it is proposed to
use indicators of the human condition, device and broadband uptake, digital inclusion, and digital payment
uptake. This factor allows determining how willing and able consumers are to participate in the digital
ecosystem (Zolkover and Terziev, 2020; Vasylieva et al., 2018b; Kyrylov et al., 2020; Lyulyov et al., 2020;
2021; Miskiewicz 2020b; 2021; Pajak et al., 2017), and whether they have the tools and skills needed to
connect to the digital economy (Bilan et al., 2019b; Bogachov et al., 2020; Dzwigol, 2020; Dzwigol &
Dzwigol-Barosz, 2018; Dzwigol et al., 2020; Kuzior et al., 2019; Kwilinski & Kuzior, 2020; Kwilinski et al.,
2020; Melnychenko, 2019; 2020; 2021; Miskiewicz 2019; 2020a). The third factor of the institutional
environment consists of institutional efficiency and trust indicators, institutions and the business
environment, institutions, and the digital ecosystem. It is essential to study the impact of this factor on
neobanking, as it provides an opportunity to investigate: whether countries support the current legislation,
the government in terms of digitalization of all areas of activity, or hinder the development of digital
technologies; whether governments are investing in digitalization; whether regulations allow the use and
storage of digital data to increase them, or, conversely, create barriers (Milon et al., 2018; Aleksander et
al., 2020). The fourth factor of innovation and change concerns the state of key innovation ecosystem
inputs (e.g., talent and capital, Zwerenz, 2020), processes (cooperation between universities and
industry), and outputs (i.e., new scalable digital products and services).

This study involved the indicators from 90 countries, using 45 different databases (Digital Evolution
Index, 2019), as well as an analytical report by Chakravorti et al. (2020) and Access Private Market Data
Database SB Insights (2020). Thus, 14 indicators were used to assess the risk level of using neobanks as
potential objects for money laundering: K1 — access infrastructure; K2 — transaction infrastructure, K3 -
fulfillment infrastructure; K4 — state of the human condition; K5 — device and broadband uptake; K6 —
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digital inclusion, K7 - digital payment uptake; K8 — institutional effectiveness and trust; K9 - institutions
and the business environment; K10 — institutions and the digital ecosystem; K11 - inputs; K12 -
processes, K13 — outputs, K14 — total funds of neobanks ($, M). The values of K1 — K13 indicators are
given in points measured on a scale from 0 to 100. The larger the indicator value, the better this indicator
characterizes its content load. In describing these indicators' impact on forming the risk of using
neobanking for money laundering, formal and logical conclusions, these indicators are indicators-
stimulants. For example, the indicator K7 (digital payment uptake) characterizes the absorption of digital
payments. Accordingly, the greater its value, the more such transactions are made, the more opportunities
a country has for the use of neobanking, given the available fintech innovations and human potential.
Table 1 shows the numerical data fragment of this study.

Table 1. Initial statistical characteristics of the innovation technology risk and cyber frauds of
neobanks

No Country K1 K2 K3 K& K5 K6 K7 K8 K9 K10 K11 K12 K13 K14

Unted A8h 65,83 49.73 79,37 69,52 100 55,86 60,36 55,33 88,25 85,06 65,74 7649 2997 161
Argentina 53,40 35,93 67,49 41,56 65,87 64,31 27,08 36,82 29,24 75,14 27,54 41,03 19,18 194
Australia 79,93 59,90 83,73 83,01 81,87 75,67 76,38 83,53 69,07 80,98 56,29 75,73 41,43 93,49
Austria 73,34 49,69 88,61 80,90 77,54 79,71 54,00 74,46 69,88 82,16 48,62 82,02 43,47 0,00

Azerbaijan 50,44 41,07 81,59 66,43 55,63 30,63 17,48 26,61 81,29 64,35 59,94 51,63 15,34 0,00
Belgium 74,45 46,77 85,78 73,62 74,65 82,00 64,08 69,85 62,69 83,32 47,39 79,49 42,22 1251,59

Bangladesh 40,79 8,42 63,98 18,99 27,89 42,22 19,11 13,42 44,69 56,14 28,54 32,93 9,73 0,00
Bulgaria 71,75 33,71 74,98 54,02 62,80 52,55 27,38 31,73 63,70 79,90 38,74 47,42 30,30 0,00
Bahrain 56,48 46,71 75,44 69,79 79,80 67,70 46,76 35,04 80,59 80,79 51,76 50,34 25,58 0,00

O©oo~NO O WN

80 Sweden 84,05 40,63 89,29 65,95 87,19 79,58 76,96 85,54 70,59 92,93 59,54 94,69 53,30 114,7
81 Thailand 53,72 47,93 75,35 45,78 58,65 63,62 33,95 20,87 70,92 66,48 44,22 33,22 32,02 4,00
82  Tunisia 48,42 18,84 65,82 59,32 51,67 16,67 13,46 28,66 44,65 58,42 39,75 35,85 23,39 0,00
83  Turkey 58,09 39,21 79,69 49,74 62,10 47,98 51,08 23,86 63,31 66,75 34,31 47,70 21,31 1,06
84  Tawan 76,88 51,68 88,20 79,79 76,31 66,93 56,12 70,24 76,34 80,84 61,43 71,60 86,58 0,00
85 Tanzania 20,29 22,99 50,36 9,57 19,97 53,23 47,46 21,13 64,27 57,54 26,57 37,51 10,14 0,00
86  Uganda 20,50 24,46 42,63 17,91 20,17 51,16 50,47 15,19 60,62 60,27 31,34 38,55 9,25 0,00
87  Ukraine 46,86 20,68 71,29 59,73 54,11 58,51 28,98 19,29 53,18 51,72 47,10 41,86 23,50 16,93
88  Uruguay 63,78 39,93 68,65 63,08 71,41 55,92 32,31 61,02 52,06 56,44 33,49 43,54 21,38 0,00
g{]a:i:(sj 78,95 63,97 90,48 100 79,74 71,6570,11 68,42 77,84 100 94,31 95,16 52,05 3232,86
90  Vietnam 50,72 23,14 72,79 44,12 52,02 47,36 14,38 21,39 59,49 54,62 39,28 36,00 53,25 0,00
Sources: developed by the authors on the basis of (Digital Evolution Index, 2019; Private Market Data
CB Insights, 2020; Chakravorti et al., 2020).

The assessment of the level of risk of money laundering with the use of neobanks' financial
technologies is based on the methodology of gravitational modeling (Ferwerda et al., 2011). Its essence
is to use the law of gravitational force and gravitational gravity in social phenomena:

pbipj
vy =k (1)

where Vij— assessment of the interaction between two objects i and j; the value of the integrated index;
k — the coefficient of conformity; p— estimated importance of the object (weight); d2;j—the distance between
objects.
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The risk of legalization of countries' criminal income when using neobanking services by any economic
agents or individuals is interpreted as follows. An individual country attracts risky transactions with force
directly proportional to the rating of the risk of legalization of the country and regulatory country that is
laundered criminal funds and inversely proportional to the square of the value of distance. Distance is a
quantitative assessment of the difference between the country under study and the regulations in the
process of risk operations (2):

Il

L = (2)

]_dizj

where Lj - assessment of the strength of interaction between economic agents using neobanking, the
country under study and the j-th country in terms of legalization of criminal proceeds; | and |; — integrated
rating assessments of the level of risk of use of financial institutions of the studied country and the j-th
country for legalization of criminal proceeds; d% — the distance between countries, which characterizes
the estimated difference between the study country and the j-th country (Juarez-Garcia, 2020). The
distance d2; between the studied country and the j-th country is determined based on the values of K14 —
total funds of neobanks.

The procedure for calculating integrated rating indicators of the level of risk of using neobanking
services by economic agents or individuals is carried out within two stages. At the first stage, itis necessary
to bring the research indicators (K1 — K13) to a single scale of measurement from 0 to 1, i.e., carrying out
their normalization. There is a large variety of methods that allow standardization. Still, for further
qualitative convolution of the studied indicators, it is necessary to carry out such a transformation
considering the distribution laws and development patterns' numerical characteristics. Therefore, it is
proposed to carry out the normalization procedure using a modified logistic transformation function, taking
into account its apparent advantages (3):

1
Yij =~ mpre ©)

1+e 4i7Pi

where yij— the normalized value of the i-country of j-index, qi— the value of the indicator x;, at which
the conversion function takes a value not less than 0,95; pi— the value of the indicator x;, at which the
conversion function becomes 0,5 (Us et al., 2018). It should be noted here that the level of the criterion's
converted values depends on the establishment of gi and p:.

In terms of the countries studied, not all countries directly use neobanking. However, they use online
services in terms of traditional banking or do not use them at all. Thus, for the country, the value of K14 is
0. For other countries, total funds of neobanks are given in $ million ( describes the distance between the
studied countries, formula (2)). Therefore, for qualitative normalization of the distance indicator, it is
advisable to use formula (4).

m-my;

m,=1+e ° )7} (4)

where 1, — normalized value of the i-country of j-index; m, — the average value of j-indicator; m;; -
the value of i-country of j-index; ; — standard deviation of the j-indicator.
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In the second stage, the input indicators are convoluted using the geometric weighted average. It is
this convolution procedure that allows calculating the average rate of dynamics (Bilan et al., 2019a):

L=3" 2 K" (5)

p =11

where I, - integrated rating evaluations of the financial institution risk in the studied country for money
laundering; Ki — the studied indicator i = 1,13; n; — frequency of the grouping feature.

At the third stage, the studied countries' overall integrated rating neobanking to legalize criminal
proceeds is calculated based on formula 6. It shows the normalized values of indicators on a scale from 0
to 1. The value close to one shows the highest level of risk, and a value close to zero has the lowest level
of money laundering risk of financial institutions or economic agents (Lyeonov et al., 2020):

~ L;

: (6)

7 ™ min L+a(Lj)
J

where L~] — assessment of the risk to involve the studied country by j-state in the money laundering
scheme [0;1]; L; — assessment of the risk to involve the studied country by the j-country into money
laundering; L — maximum value of the risk to involve the observed country by j-state in money laundering;
a(L;) - standard deviation to assess the risk in the surveyed country by the j-th country in the money
laundering.

Results. Using the proposed methodology, the procedure of normalization of indicators K1-K13,
describing the impact of 4 factors in terms of risk of using economic agents of financial institutions or
individuals of neobanking technologies for money laundering in terms of components supply conditions,
demand conditions, institutional environment, and innovation and change based on a formula (3). The
logarithmic normalization procedure's characteristics are determined based on the respective indicators'
statistical factors and their distribution laws (Table 2).

Table 2. Numerical characteristics of digital evolution components K1 — K13 for studied countries
Numerical Values of numerical characteristics

characteristic K1 K2 K3 K4 KS K6 K7 K8 K9 K10 K11 K12 K13
Count 90 90 90 90 90 90 90 90 90 90 90 90 90
Average 58,83 38,80 72,60 53,00 61,20 59,54 42,62 43,86 63,08 69,59 44,96 55,10 32,87
Median 58,27 3929 7539 5812 6557 61,78 42,69 37,44 62,94 74,16 42,60 50,31 27,71
Variance 338,67 196,28 287,92 520,12 381,45 334,02 467,70 623,99229,61 259,77 193,31371,01432,57

ﬁéﬁl’l‘;’t";‘gﬁ 1840 14,01 1697 22,81 19,53 1828 21,63 24,98 15,15 16,12 13,90 19,26 20,80

Coeficenof 031 036 023 043 032 031 051 057 024 023 031 035 063
Standarderor 194 148 179 240 206 193 228 263 160 170 147 203 219
Minmum 2029 6.66 1170 000 17.23 352 10,04 548 1554 2105 2347 27.08 676
Maximum 100,00 100,00 9670 100,00 100,00 94.96 100,00 9543 98,47 100,00 9431 95.38 97,89
Range 7971 9334 8500 10000 8277 9144 8906 89,95 8293 78,95 70.84 68.30 9113

Standard
skewness 004 264 -48 -139 -193 -310 145 163 -181 -333 358 218 5,04

Standard
Kurtosis 1,09 6,18 349 -155 -103 0,75 -1,14 -1,9 136 1,08 257 -168 3,20

Sources: developed by the authors.
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To determine the characteristics of normalization and p; qualitatively and, firstly, it is necessary to
start from the relevant indicator's content, namely, whether it is a stimulus for assessing the risk of neobank
in fraudulent schemes or a disincentive. Then, the coefficient variations should be considered. For the
statistical significance of the indicator, it should exceed 5%. Finally, it is necessary to use especially careful
indicators in which the values of the coefficients Standard skewness and Standard kurtosis go beyond the
interval (-2; 2). That is because these statistics' values outside the range of -2 to +2 indicate significant
departures from normality, which would tend to invalidate any statistical test regarding the standard
deviation. Table 3 presents the normalization parameters' values by the formula (3).

Table 3. The values of parameters gi and p; for standardization of initial indicators

Indicator
P
aameter i 0 K3 K4 K5 K6 KT KB K9 K10 Ki1 Ki2 K13
7 100 100 9670 100 100 9496 100 9543 9847 100 9431 95,38 97,89
D 58.27 3929 7539 58.12 6557 6178 42,60 3744 6294 7416 4260 5031 2771

Sources: developed by the authors.

Transformed values comparable with each other are presented on a scale from 0 to 1. They could be
used in further mathematical calculations.

Table 4 shows the fragment of normalized values of K1-K14 for nonlinear transformation functions (3)
and (4).

Table 4. Standardized values of the indicators for the assessment of neobanks cyber frauds risks
No Country K1 K2 K3 K4 K5 K6 K7 K8 K9 K10 K11 K12 K13 K14

1 Unted 4180 633 0,626 0,637 0,693 0,953 0,369 0,716 0,716 0,894 0,780 0,793 0,851 0,524 0,439

2 Argentina 0,413 0,459 0,248 0,234 0,507 0,557 0,306 0,492 0,055 0,528 0,295 0,350 0,410 0,527
3 Australia 0,826 0,735 0,764 0,856 0,805 0,778 0,854 0,916 0,626 0,688 0,689 0,844 0,643 0,481
4 Austia 0,747 0,626 0,865 0,836 0,739 0,835 0,644 0,872 0,642 0,717 0,586 0,892 0,662 0,438
5 Azerbaijan 0,363 0,522 0,706 0,645 0,296 0,056 0,211 0,363 0,825 0,242 0,732 0,522 0,371 0,438
6 Belgium 0,762 0,591 0,812 0,752 0,688 0,862 0,754 0,842 0,495 0,743 0,569 0,875 0,650 0,386
7 Bangladesh 0,222 0,179 0,167 0,057 0,036 0,146 0,226 0,224 0,176 0,110 0,307 0,239 0,317 0,438
8 Bulgaria 0,725 0,432 0,486 0,427 0,440 0,303 0,310 0,427 0,516 0,661 0,444 0,452 0,528 0,438
9 Bahrain 0,468 0,591 0,502 0,698 0,776 0,631 0,553 0,469 0,816 0,684 0,630 0,500 0,477 0,438

80 Sweden 0,865 0,517 0,876 0,637 0,868 0,833 0,857 0,923 0,656 0,898 0,728 0,950 0,749 0,490
81 Thailand 0,419 0,605 0,499 0,292 0,354 0,542 0,388 0,298 0,662 0,291 0,524 0,243 0,546 0,440
82 Tunisia 0,330 0,267 0,206 0,521 0,230 0,017 0,178 0,388 0,176 0,139 0,459 0,276 0,454 0,438
83 Turkey 0,497 0,499 0,647 0,354 0,425 0,223 0,608 0,331 0,508 0,297 0,382 0,457 0,432 0,439
84 Taiwan 0,792 0,648 0,859 0,825 0,718 0,614 0,669 0,845 0,756 0,685 0,749 0,805 0,925 0,438
85 Tanzania 0,061 0,309 0,029 0,030 0,018 0,316 0,562 0,301 0,528 0,127 0,283 0,299 0,321 0,438
86 Uganda 0,062 0,325 0,010 0,053 0,019 0,277 0,601 0,240 0,451 0,166 0,342 0,314 0,312 0,438
87 Ukraine 0,306 0,285 0,360 0,529 0,269 0,427 0,328 0,281 0,305 0,069 0,565 0,363 0,455 0,446

88 Uruguay 0,598 0,508 0,279 0,588 0,625 0,371 0,367 0,772 0,285 0,113 0,371 0,389 0,433 0,438

80 med 0816 0,772 0,893 0,953 0,775 0,709 0,808 0,832 0,779 0,953 0,053 0,952 0,739 0,997

90 Vietnam 0,368 0,310 0,410 0,268 0,235 0,213 0,185 0,304 0,428 0,094 0,452 0,278 0,749 0,438
Sources: developed by the authors.

Table 5 shows the convolution of the input indicators using the geometric weighted average (5) and
the calculation of the integrated indicator based on the gravity model (6) for all countries of the study.

260 Marketing and Management of Innovations, 2021, Issue 1
http://mmi.fem.sumdu.edu.ua/en



V., Koibichuk, N., Ostrovska, F., Kashiyeva, A., Kwilinski. Innovation Technology and Cyber Frauds Risks of Neobanks:
Gravity Model Analysis

Table 5. Integrated rating index (Ip) of the money laundering risk of economic agents, and
neobanks cyber frauds risks assessment based on the gravity model L,

Country I L, Country I, L,
United Arab Emirates 0,6883 0,6436 Jordan 0,3190 0,2993
Argentina 0,3310 0,2146 Japan 0,7432 0,5323
Australia 0,7661 0,5968 Kazakhstan 0,3715 0,3485
Austria 0,7364 0,6908 Kenya 0,2519 0,2363
Azerbaijan 0,3772 0,3539 Cambodia 0,1171 0,1099
Belgium 0,7131 0,1635 South Korea 0,7673 0,7171
Bangladesh 0,1601 0,1502 Laos 0,1278 0,1199
Bulgaria 0,4600 0,4316 Lebanon 0,2316 0,2173
Bahrain 0,5892 0,5527 Sri Lanka 0,2670 0,2505
Bosnia & Herzegovina 0,2546 0,2388 Lithuania 0,6511 0,6108
Bolivia 0,1057 0,0992 Latvia 0,5922 0,5556
Brazil 0,2893 0,1031 Morocco 0,2129 0,1997
Canada 0,7783 0,7294 Mexico 0,3100 0,1200
Switzerland 0,8124 0,7619 Malaysia 0,6317 0,5926
Chile 0,5573 0,5228 Namibia 0,2361 0,2215
China 0,3935 0,3265 Nigeria 0,1129 0,1059
Coéte d'lvoire 0,0971 0,0911 Netherlands 0,7917 0,6491
Cameroon 0,0955 0,0896 Norway 0,8096 0,7596
Colombia 0,2764 0,2361 New Zealand 0,7707 0,7230
Costa Rica 0,3909 0,3668 Pakistan 0,1687 0,1583
Czechia 0,6291 0,5902 Peru 0,1937 0,1817
Germany 0,7641 0,6928 Philippines 0,2421 0,2271
Denmark 0,7986 0,7492 Poland 0,5781 0,5423
Algeria 0,1974 0,1852 Portugal 0,6290 0,5901
Ecuador 0,2404 0,2255 Qatar 0,5670 0,5319
Egypt 0,2298 0,2156 Romania 0,4046 0,3796
Spain 0,6342 0,5069 Russia 0,3885 0,0702
Estonia 0,7229 0,6782 Rwanda 0,2114 0,1983
Ethiopia 0,0743 0,0697 Saudi Arabia 0,5675 0,5324
Finland 0,8328 0,7813 Singapore 0,8747 0,7382
France 0,6982 0,4651 Serbia 0,3991 0,3744
United Kingdom 0,7939 0,1578 Slovakia 0,5518 0,5176
Georgia 0,3972 0,3726 Slovenia 0,6192 0,5809
Ghana 0,1917 0,1799 Sweden 0,7858 0,5880
Greece 0,4701 0,3605 Thailand 0,4153 0,3864
Hong Kong 0,7996 0,7501 Tunisia 0,2237 0,2099
Croatia 0,4817 0,4519 Turkey 0,4192 0,3924
Hungary 0,4903 0,4600 Taiwan 0,7557 0,7090
Indonesia 0,3270 0,3067 Tanzania 0,1547 0,1451
India 0,2870 0,2115 Uganda 0,1503 0,1410
Ireland 0,7245 0,6797 Ukraine 0,3183 0,2884
Iran 0,2785 0,2612 Uruguay 0,3996 0,3748
Iceland 0,7925 0,7435 United States 0,8366 0,1516
Israel 0,6702 0,6287 Vietnam 0,2960 0,2777
Italy 0,5426 0,4974 South Africa 0,3313 0,3108

Sources: developed by the authors.

Thus, the risk analysis of using fraudulent schemes to launder illegal income through neobanking
services by economic agents and individuals showed that the highest risk is in those countries where the
integrated rating based on the model of gravity analysis is more than 70%. Eleven leaders are the following
countries: Canada, Switzerland, Finland, Hong Kong, China, Iceland, South Korea, Norway, New Zealand,
Singapore, Taiwan, Denmark.

It could be logically interpreted as a higher degree of innovative financial technologies development
and public awareness of their use, and the financial and economic ability of these countries to use a
modern and flexible neobank interface (Giebe et al., 2019). There are 23 countries with an average degree
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of risk: United Arab Emirates, Australia, Austria, Bahrain, Chile, Czechia, Germany, Spain, Estonia,
Ireland, Israel, Japan, Lithuania, Latvia, Malaysia, Netherlands, Poland, Portugal, Qatar, Saudi Arabia,
Slovakia, Slovenia, Sweden. For countries where the value of the integrated rating (L)) falls in the range
of 25% to 50%, there is a lower risk of money laundering through the services of neobanks. Such countries
are 37% of the studied countries. Ukraine is in this range, i.e., the risk of using fraudulent schemes in
using neobanking services is low (below average) (Mursalov et al., 2020, Bagmet and Haponova, 2018).
On the one hand, it is a positive characteristic, and on the other — due to the low quality of development
of the neobanking sector, the ability to use relevant services by economic agents, lack of developed
infrastructure, and low level of knowledge of financial and economic aspects and digital innovation
components (Buriak and Artemenko, 2018; Caporale et al., 2019; Vasylieva et al., 2018a; Aleksander et
al., 2020; Dalevska et al., 2019; Kharazishvili et al., 2020). The fourth and last category is formed by
countries where the integrated rating value is less than 25%. These countries have a low risk of money
laundering involving neobank services. These are Tunisia, Morocco, Rwanda, Algeria, Peru, Ghana,
Belgium, Pakistan, United Kingdom, United States, Bangladesh, Tanzania, Uganda, Mexico, Laos,
Cambodia, Nigeria, Brazil, Bolivia, Ivory Coast, Cameroon, Russia, Ethiopia. Interpretation of the results
of this countries category is formally logical in terms of the development of their economies, the
development of digital banking, potential (financial and social) opportunities to use such services (Dove et
al., 2020; Rubanov et al., 2019), and the degree security organizations (Yarovenko et al., 2020) from the
intervention of third-party attackers to misappropriate funds.

Conclusions. The study results allowed concluding the division of countries into groups according to
the degree of risk of using the funds of both individuals and economic agents by fraudsters using
neobanking opportunities to launder criminal proceeds. The sphere of existence of neobank services is
relatively young. It has been actively developing since 2017, but it is already evident that there are several
problems related to the degree of protection of financial and economic information used in digital
ecosystems. The problems above are caused by a new range of developing cyber-fraudulent money
laundering schemes (both at the state level and in neobanks operating under appropriate licensing
conditions) and the level of public awareness of the peculiarities of the use of neobank technologies.

The relevant services of state financial monitoring, law enforcement agencies, and economic agents
within each country could use the study results to detail all aspects of money laundering risk considering
a specific gradation.
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IHHOBaU|iHi TexHOMOTii Ta pU3KKK KiGepiuaxpalicTBa HeoGaHKiB: rpaBiTaLiiHe MofeNoBaHHA

Y cTaTTi NpeAcTaBneHo pesynbTaTt [OCHIMKEHHS (haKTopiB, AKi ONUCYIOTb e(eKTUBHICTL Ta MOTeHLian iHHOBALinHUX
TexHonorin ccepu HeobaHkiHry Ha npuknadi 90 kpaiH cBiTy. MeTol AOCTIAKEHHS € BU3HAYEHHS PiBHS PU3NKY BUKOPUCTAHHS
iHHOBAL|iiHWX TeXHOMOri cdepn HeobaHKIHry ANs BiAMMBAHHSA KpUMiHanbHWUX A0XoAiB. Y poboTi npoaHamidoBaHo AOLMbHICTb
BMKOPUCTaHHS 4OTUPLOX (hakTopiB, Aki cknapatTtbes 3 13 iHAvkaTopiB LmdpoBoi esomiovii. Meplwmm hakTopom € «ymMOoBM
NocTayaHHs», SKWIA CKNaJaeTbCs i3 TPbOX HAMKATOpIB, a caMme: iHdpacTpykTypa [OCTyny, iHPpacTpykTypa TpaH3akuin Ta
iHcbpacTpykTypa peanisauii. 3asHauyeHi iHOMkaTOpU [O3BONSIOTH OUiHUTM B Ganax piBeHb PO3BUTKY LUdpoBoi Ta isnyHoOi
iHcbpacTpykTypy Ans 3abe3neyeHHs SKICHOrO (yHKLIOHyBaHHS LiMdpoBOi eKOHOMIKM. [ipyruil hakTop «yMOBM MOMMUTY» CKNaAaeTbes
34OTUPLOX iHAMKATOPIB: PiBEHb AAKOCTI NIOACLKOrO NOTEHLiany, piseHb NOTNUHAHHS NPUCTPOIB, PIBEHb LLMPOKOCMYTOBOrO LiMcpOBOro
3B'13Ky, MOTMNHaHHs LmdpoBux nnatexis. Lli iHankaTopy cBigyaTh Npo BaxaHHs Ta 3[aTHICTb CNoXmMBaYiB A0NYYNTUCh 0 LindpoBoi
€KOHOMIKW, @ TaKoX iX BONMOIHHS IHCTPYMEHTaMu Ta HaBUuKkamm, HeoOXigHUMM ANs MIAKMOYeHHs A0 LudpoBoi cuctemm. TpeTii
(akTop «HCTUTYLiiHE CepenoBuLLe» CHOPMOBAHUIA i3 TPLOX IHANKATOPIB: IHCTUTYLHA e(eKTUBHICTL Ta AOBIpa, YCTaHOBM Ta
6isHec-cepeqoBuLLe, YCTaHOBY Ta Liudposa ekocuctema. Lii nokasHuku [03BONSI0TL NpoaHanisysaTi NifTPUMKY KpaiHamn HopM
3aKOHO/AABCTBA B PO3PI3i LIMPOBUX TEXHOMOiI, & Came: IHBECTYBaHHS B LIMdPOBI3aLyito eKOHOMIKM; perymnioBaHHs SKOCTi Ta oCTyny
10 LdpoBIMX AaHMX 33 JOMOMOTOK HOPMATUBHUX aKTiB. YeTBepTuil hakTop «iHHOBALLii Ta 3MiHU» CKNAfaeTbCs 3 TPLOX iHAMKATOPIB,
SKi XapaKTepuaytoTb CTaH KIOYOBUX iHHOBAL|IHWX EKOHOMIYHWX CUCTEMHIX BXOLIB (TanaHTiB Ta kanitany), npoLecis (cnisnpavyi Mix
yHiBEpCUTETaMW Ta NPOMUCIIOBICTIO) Ta pe3ynbTaTiB (HOBUX MacluTabHUX LMdpoBIUX NPOAYKTIB Ta nocnyr). Y xoai AOCTimKeHHs
aBTopami 3rpynoBaHO 3asHadeHi Bulle iHOMKATOPU B y3aranbHIOBANbHUI MOKA3HUK, SKWA XapakTepusye CTYMiHb PUINKY
BMKOPUCTaHHS NOCNyr HeobaHKIB EKOHOMIYHUMY areHTamu Yn QisndHUMM ocobamu 3 METOI Neranisaii KpuMiHanbHUX Aoxogis. Ans
POCATHEHHS MOCTaBNeHoi MeT, AOCMIMKEHH NPOBEEHO Y Aekinbka eTanis. Ha nepwomy etani obrpyHTOBaHO CTaTUCTUHHY
3HaYYLLiCTb Ta MOXNUBICTb BUKOPUCTAHHS AOCMIZXYBaHWX MOKA3HWKIB; 3AIMCHEHO Npoueaypy norapudMiyHoi Hopmanisalii.
ABTOpamK 3aCTOCOBaHO iHCTPYMEHTapIl ONMUCOBOI CTaTUCTMKN NakeTy Statgaphics Centurion ans ouiHK1 napameTpis HopManiaaLii.
Ha ppyromy eTani [OCTifKeHHS 3AINCHEHO 3ropTky iHAWKATOPIB 3@ AOMOMOrOK CEpefHbOi FeOMETPUYHOI 3BaXeHOi, ska
XapaKkTepusye cepegHi Temnu AuHamikn. Ha TpeTbomy eTani 3a JOMOMOrOK METOAIB rpaBiTauiiiHoro MogentoBaHHs Oyno
pO3paxoBaHO 3HAYEHHS! iHTEerpanbHOi PEMTUHIOBOI OLIHKM LOAO CTYNEHs PU3NKY BUKOPUCTaHHS iHHOBALMHWX TEXHOMOiN, nocnyr
Ta CepBiciB HeobaHKiHTy NS BiOMWBAHHS KPUMIHANMbHUX KOWTIB. 3a OTpMMaHWMM pesynbTaTamu BCTaHOBMeEHo, Wo 12,22%
[OCTiZKyBaHUX KpaiH MatTb BUCOKMIA CTYNiHb puanky; 25,56% — cepepHiit; ans 25,56% kpaiH pusmk € Hink4e cepeaHboro piBHS;
ans 36,66% kpaiH piBeHb puanky Maiike BiACyTHIN.

KrtouoBi crioBa: HeobaHkw, iHHOBaL|iiHI hiHAHCOBI TexXHoMorii, puankK kibepliaxpaiicTea, KOMNOHEHTH LMcPOBOI eBontoLji,
rpasiTaLiiHe MOAENIOBaHHS.
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