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Abstract: Blockchains are gaining traction as secure and reliable platforms for data sharing in fields
such as banking, supply chain management, food production, energy, the Internet, and medical
services. Furthermore, when decentralized, a blockchain can be regarded as an immutable ledger
storing data entries. Moreover, this modern technology was designed to disrupt various data-driven
industries, including the healthcare industry. While electronic healthcare services have enabled more
straightforward and accessible treatment, patient privacy has become vulnerable to external and
internal attacks by healthcare personnel. Therefore, we aimed to design a framework to control
patient health records that ensures the patient can provide the necessary permissions to those who
access his/her health records. This framework will record all activities via blockchain and usage
control. Through this framework, we aim to create a user-centric and privacy-aware experience.
A literature review and experiments have been performed to select an optimized and placable
blockchain operating system. In addition, performance analysis showed that the OS and smart
contracts work at an acceptable speed.
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1. Introduction

A blockchain is distributed ledger technology (DLT) that allows data to be securely
recorded across a network of peer nodes in geographically different locations. The integrity
of data is an important factor in a health record. Similarly, the privacy of data is a great
concern. One can store it with a third-party system without having control or monitoring [1].
Blockchain provides integrity and trust out-of-the box by using consensus algorithms.
However, privacy and monitoring of data are out of the scope of blockchain technology.
In this research, we have provided a complete integrated solution that helps patients with
the integrity, privacy and monitoring of data with smart contracts and usage control.

Though the blockchain emerged with the creation of Bitcoin, the scope of blockchain
research has expanded to many areas, including healthcare. The third generation of
blockchain technology (BT) is now concerned with non-financial applications [2]. BT is a
novel decentralized infrastructure and distributed computing model that receives the data
and stores them securely in a database. The data stored in the system are integrity-aware.
That means if any tempering happens to the data, it will be detected. This capability of
blockchain motivated us to use it for patient health record systems. However, sometimes it
is necessary to retrieve and update the data.

This features means we have to provide control of the health record to the patient.
Thus, if anyone would like to retrieve a health record, it will be with the permission of the
owner (patient). If any unauthorized tempering with the health record happens, it will
be detected and reported to the patient. Now providing access to the health record in the
existing system is static. Once you provide access to the data, it is usually provided for
an unlimited time. You cannot monitor the access for a specific time and then revoke it.
To avoid this, we provide a usage control model in this research which provides access to

Appl. Sci. 2023, 13, 1028. https://doi.org/10.3390/app13021028 https://www.mdpi.com/journal/applsci

https://doi.org/10.3390/app13021028
https://doi.org/10.3390/app13021028
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://doi.org/10.3390/app13021028
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app13021028?type=check_update&version=1


Appl. Sci. 2023, 13, 1028 2 of 40

the owner (patient) so he/she can grant permission to the specific health personnel for a
specific period of time.

The blockchain provides a trusted mechanism with the help of a consensus algo-
rithm [3,4]. Some consensus algorithms work on truly anonymous data, such as proof-of-
work (PoW). However, the problem with PoW is that it is an order-executing architecture.
That means the transaction is generated and then waits for the specific hash to be generated
by minors. This process takes plenty of time. On average, it takes five to ten minutes.
Due to this problem, we searched for permissioned blockchain systems which efficiently
execute the transactions compared to public blockchains. We selected the Hyperledger
Fabric blockchain operating system after the analysis phase of our research. Further details
of the blockchain terminology, such as decentralization, immutability, and transparency,
are explained in Section 3.

Therefore, we aimed to design a framework for controlling patient health records
that enables patients to provide the necessary permission to those who will access their
health records. This framework will record all activities via blockchain and usage control
(UCON). Through this framework, we aim to create an experience that is user-centric,
private, and secure.

The significant contribution of this new healthcare record framework is to provide
a user-centric, privacy-preserving health record system with a blockchain, which also
includes efficient solution selection and its criteria, and the complete process discussed in
this paper. Any health record access is continuously monitored by the usage control model,
which is the novelty in this work. Patients can establish parameters around the time frame
in which healthcare records are available to concerned health personnel.

2. Research Objectives

The current research seeks to enhance the security and privacy of patients’ data in
hospitals using BT. Furthermore, the following goals will be achieved:

• To investigate the existing blockchain frameworks and select the optimized system in
terms of performance and security.

• To design a framework that preserves the privacy and security of patients’ records in
a healthcare-record system.

• To implement and test user-centric privacy preserved by a secure HRS system on top
of the blockchain framework.

3. Background

Our research’s first objective was to find an optimized blockchain operating system.
We have two types of blockchain: public and permissionless. Public blockchains include
Bitcoin, Ethereum, ConsenSys Codifi, and EOS. Permissionless blockchains include Hyper-
ledger Fabric, Ripple, and Corda. Initially, for our solution to this problem, we did some
analysis, and we found different types of blockchain operating systems and evaluated
them. Based on that, we have explained the different types of blockchains, and then we
explain the components of blockchains.

Blockchain is a decentralized and distributed database of data protected by crypto-
graphic techniques. Stakeholders (e.g., patients, payers, and other third parties) should
upload data to the chain in a secure and verified manner. The result is a complete medical
health record that can only be accessed by individuals with patient authorization, which
smart contracts enforce. Once trust is established, participants merely need to communi-
cate with the blockchain, which utilizes accepted interoperability standards (for example,
FHIR). Smart contracts are independent transactions executed when specified terms of an
agreement are met. The creation of contracts originated for the sake of establishing trust
between two parties. Thus, all the data are safely shared. Rather than relying upon multiple
points of connection, file templates, and exchange protocols (all of which pose a security
risk and can be costly to address), a universally accessible blockchain reduces the total risk
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to the participating entity while simultaneously enriching information sharing and patient
involvement [5].

3.1. Blockchain

In a study by Nakamoto [6], BT was initially described in the form of Bitcoin. Blockchain
is a distributed digital storage platform that captures transaction details in a ledger and
stores them across several nodes in a transparent manner [7,8]. Blockchain is also known
as a public ledger of transactions because all participants in the transaction disseminate
and disclose the data in a bundle rather than retaining the record of transactions only on
the central server, as is the current technique in data transactions [9].

A blockchain is a chronological series of blocks that includes a list of complete and valid
transaction data. A reference (hash value) links each block to the one before it, producing a
blockchain. The parent block is the block that comes before a specific block, and the genesis
block is the first block [10]. A blockchain functions as an immutable timestamp ledger of
blocks that can be shared between all participants in the network, so there is no need for a
central authority [11]. Peer-to-peer networks employ this technology to distribute and store
data in a distributed manner [12]. A blockchain is helpful for financial transactions and in
various other situations. Decentralized IoT includes identity-based PKI, a decentralized
supply chain, decentralized evidence of document existence, decentralized storage, and so
on [13]. BT can be applied to various non-financial industries, including IoT, healthcare,
education, and a variety of other non-financial start-ups [14].

All data are stored in blocks in the blockchain [15]. However, when a large amount of
data is saved in blocks, the entire network’s pace is reduced, personal information cannot
be recorded, entered data cannot be removed, and all data are visible to all participants—
a privacy infringement that violates the Personal Information Protection Act [16].

Using on-chain and off-chain concepts, blockchain overcomes this problem [17]. All
network actions recorded on the blockchain are referred to as on-chain [18], and all actions
that occur outside of the blockchain are referred to as off-chain [19]. This method can
alleviate the decreased pace and the challenge of protecting sensitive information, such as
personal data, because it does not entail writing directly to the blockchain [20]. Furthermore,
data saved off-chain are validated on-chain to assure data forgery is prevented [21].

Blockchain’s unique design is based on three key components: cryptography, peer-
to-peer networks, and consensus mechanisms. These three characteristics provide the
blockchain a high level of power, allowing it to be used in various applications (not just for
digital cash). The following is a list of blockchain technology’s features [22]:

• Decentralization: The blockchain’s information is copied and dispersed by the net-
work’s nodes, which can independently validate the blockchain without needing a
central authority.

• Immutability (tamper-proof): The neighbors keep a permanent record of transactions
(ledger). As a block is cryptographically locked in the ledger once it is upended, it
cannot be updated. This instills confidence in the transaction record.

• Transparency: The ledger contains a complete record of all transactions, and anyone
can examine and audit transactions on the blockchain because it is an open file. This
provides provenance, allowing asset lifetimes to be traced.

• Time-stamped: Blockchain’s cryptographic technique connects blocks in a chrono-
logical chain, allowing for a trial of the underlying transactions. Cryptography in
blockchain ensures the network’s security [23]. All blocks of the blockchain are linked
to each other so that each block is linked to the one before it and the next one, making
it difficult for an attacker to edit any record. Doing so would also require changing
the records or blocks related to manipulated records. This is nearly impossible in an
extensive network with many blocks in a blockchain [24].



Appl. Sci. 2023, 13, 1028 4 of 40

3.1.1. Types of Blockchain

The access control method used in a blockchain determines the type of blockchain.
Anyone can join and participate in a public or permissionless blockchain, whereas private
or permissioned blockchains restrict access [25]. Semi-permissioned blockchains allow
everyone accesses to the network but confine certain activities (e.g., writing) to a group
of individuals [26]. A separate category of both was defined by researchers who argued
that both networks would be feasible. Blockchain network information was also collected
in the assessment to provide a more granular view. The term "blockchain network" refers
to a specific use of the BT (e.g., Bitcoin, Ethereum, and Hyperledger). Several authors
have presented a novel blockchain network based on existing networks or using BT rather
than using current blockchain networks. BTs can be categorized into three primary types
based on how they are employed in different application situations [27,28]. These types are
compared and characterized in Table 1.

• A public blockchain provides an open platform for individuals from various organiza-
tions and backgrounds to join, transact, and mine, in addition to reading and writing
on the blockchain. All these characteristics are unrestricted, and anybody can send
transactions, keep a copy of the distributed ledger, and participate in verifying and
adding new blocks to the chain where permissionless blockchains are nominated [28].

• Private blockchains: This type of blockchain is primarily designed to enable private
sharing and data exchange amongst a small number of known people inside a single
company. Permissioned blockchains are similar to private blockchains in that external
users cannot access or participate unless they have been granted permission [29].
Unlike public blockchains, write access is limited.

• Consortium blockchains: This type of blockchain can be considered a partially private
and permissioned blockchain in which the consensus process and block validation
are handled by a group of pre-selected nodes rather than a single entity. Due to
the control of some selected validator nodes, a consortium blockchain comprises an
extensive, centralized system. This type of blockchain is similar to private blockchains
in that there are no processing fees and publishing new blocks is not computationally
expensive [27]. Table 1 compares these blockchains.

Table 1. Types of blockchains [29].

Public Blockchain Consortium Blockchain Private Blockchain

Registration authorities Anyone Multiple entities
(organization)

Single entity defined
before initialising the
network

Access Public
read/write Can be restricted Can be restricted

Identity Pseudo
-anonymous Approved participant Approved participant

Immutability Nearly impossible
to tamper Could be tampered Could be tampered

Participation in consensus All node Selected node in multiple
organisation Single organisation

Transaction speed Slow Lighter and faster Lighter and faster

Due to the nature and objective of their research or implementation, most of the
original articles (see Table 2 below) chose a public permissionless blockchain. In the
research, Ethereum (a public, permissionless blockchain network) provided a decentralized
method of establishing an oracle [30–34] and a data feed service for smart contracts [35,36].
Nonetheless, certain decentralized oracle network protocols [37,38] and prediction market
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platforms [39] have chosen to build their blockchain networks with logic tailored to their
needs and objectives. For example, custom-built blockchain networks are used by the
developers of self-verifying RFID chips [40] and cloud-based drone systems [41] to meet
the needs of their particular solutions. Early researchers used WaltonChain, and consequent
blockchain developers used DroneChain. WaltonChain and DroneChain were created to
showcase a supply chain monitoring system and a resilient IoT architecture. Researchers at
the University of Constanza [42] used OriginStamp, a web-based, trusted timestamping
service that uses a decentralized blockchain to store anonymous, tamper-proof timestamps
of any digital content. OriginStamp captures product meta-information (e.g., location,
temperature, noise, or acceleration) collected by a smartphone. Users can select the type of
blockchain on which the hashed timestamp will be stored using this web API.

Permissioned blockchains are also mentioned in publications. EdgeChain [43], a
blockchain-based edge IoT framework, and EdenChain [44], a programmable economy
platform, created solutions on top of a private Ethereum blockchain; the project owners
built their access method and environment utilising Ethereum’s technological stack. Data-
pace [45], a blockchain-based decentralized data marketplace, used Hyperledger Fabric to
secure digital asset management, a vital component of their business. In another study [46],
a novel network dubbed SpeedyChain was established to support the sophisticated process
underpinning vehicle blockchain networks. Other researchers [47–49] have suggested
employing a proprietary blockchain solution without providing network information.
The creators of blockchain-based identity management [50] and cloud-based device com-
missioning [26] projects recommended employing both or semi-permission blockchains,
naming their bespoke blockchain networks BlockID and ChainAnchor, respectively.

Table 2. Blockchain permissions.

Blockchain Type Blockchain Network Papers

Public permissionless

Ethereum [30,31,34–36,43,44]

Witnet [37]

Aeternity [38]

Truthcoin [39]

Waltonchain [40]

Dronechain [41]

OriginStamp [42]

Permissioned

Hyperledger Fabric [45]

SpeedyChain [46]

Not Available [47–49]

BlockID [50]

Both ChainAnchor [26]

3.1.2. Blockchain and Network

Mobile edge computing (MEC) integrates mobile access networks and Internet services
by sinks computing to the edge of networks [51]. Therefore, privacy protection here is
essential, which prompted the authors to use the blockchain with heterogeneous MEC.
They proposed a (BlockTC) to solve routing trust and privacy problems. The BlockTC
will provide a solution of trusted routing for cross-domain routing by using backup dual
links and an accommodative bloom filter (ABF). The authors note that the combination of
blockchain and distributed multi-domain networks can protect privacy for MEC systems.

Industrial manufacturing is developing through the integration of the Internet of
Things (IoT) and industry, which led the industry of the Internet of Things (IIoT) to provide
a general interconnection system [52]. Thus, it is difficult to protect privacy due to the
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large number and types of terminals. In addition, the digital identity and data of access
devices are semi-transparent to devices in the network, and this is an issue that must be
taken care of in the IoT. The Authors proposed novel, private, blockchain-enabled trusted
anonymous access (BlockTrust); a blockchain-enabled, tripartite, anonymous-identification
trusted-service provision scheme (TriTrustServ) has been proposed to guarantee a balanced
tradeoff among credibility, confidentiality, and efficiency. Their results show that using
blockchain in their proposal can address anonymous trusted access.

Software-defined optical networking (SDON) control plane security is essential, es-
pecially in the network. The authors have proposed a distributed control architecture for
SDON using the blockchain technique (BlockCtrl) to address the security [53]. Their results
show that BlockCtrl can detect attacks such as DoS attacks and fault-tolerant control and
provides high performance.

3.2. Blocks

A block’s contents can be divided into the header and the payload, which contains a
set of transactions. A Merkle tree is often built from the payload’s transaction chain, and a
Merkle root can be calculated using this Merkle tree. The Merkle root is used to create
the block’s hash, which is included in the header. The header also includes a hash pointer
to the previous block and the date when the block was produced [6]. As the Merkle root
becomes the block’s hash, changing one transaction within a block is enough to modify the
block’s hash [54].

3.3. Nodes

A blockchain network comprises multiple nodes that are ideally connected peer-to-
peer. Without a centralized authority, transactions between nodes occur directly amongst
the nodes concerned. Each node in the network typically keeps a local copy of the whole
blockchain, and as a result, determining the state of the blockchain in all nodes requires
evaluating a single node inside the network. Moreover, since hierarchy does not exist, all
nodes are treated equally [55]. However, distinct roles may exist among the nodes that
make up the network; nodes can perform the tasks of a complete blockchain node or a
miner node. A lightweight node is used in some blockchain implementations, including
Bitcoin [29].

3.4. Creation of New Transactions and Blocks

When a transaction on a node in the network is finished, the node tells other nodes in
the network about the transaction. A list of temporary transactions, called a transaction
or memory pool, is also kept and maintained by nearly every node in the network. When
the contents of a node’s transaction pool are updated, they are transmitted to its nearby
nodes [56]. However, a network’s nodes do not need to form a complete network; all nodes
do not have to be connected directly. Therefore, transmitting a given node’s transaction
list to all nodes in the network may require many steps. If a node receives transaction
information that contradicts a transaction already stored in the specified node’s transaction
pool, the additional information is deleted [56].

A disagreement may occur if two contradictory transactions occur simultaneously
at different nodes in the network. Both nodes will make every effort to inform as many
other nodes as possible about their transaction, and the other nodes will regard the first
valid transaction they receive as the correct one. However, network nodes must agree on a
single blockchain state. Therefore, miner nodes must choose which transactions should
be included in the next block. Miner nodes, like full nodes, keep track of all incoming
transactions in their transaction pool [55].

3.5. Cryptographic Hash Functions

A hash function can take an amount of data as input and outputs a string with a
specified number of bits. The input data are a message, and the output text is called a
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hash [57]. Hash functions are used in various information security mechanisms, including
digital signatures and password protection [58]. A hash function can have a variety of
characteristics, including the following:

1. Deterministic: Given an input M, the hash function H returns a unique output
H(M) = x [57].

2. One-way: Given an input M, computing H(M) = x is simple. However, other than
brute force, it is impossible to extract M from H(M) = x given x [56].

3. Collision-free: It is infeasible to find two values for M and M’ such that M6 = M0 and
H(M) = H(M0) [56].

A hash function must satisfy all three properties listed above to be considered usable
in cryptography [59].

3.6. Merkle Tree

A Merkle tree [60] is a tree-like data structure known as a hash tree. Every leaf node in
a Merkle tree has a hash value. The hashes of the non-leaf nodes in the tree are computed
by adding the hashes of the node’s two children. When traveling one layer above the tree,
the number of hashes will be reduced by half. Moreover, because the hash value of the root
node depends on every other node in the tree, the hash value can be used to describe the
complete tree [61].

3.7. Digital Signatures

Besides hash functions, digital signatures are an unavoidable cryptographic primitive
in blockchains. These primitives generally provide source authentication, non-repudiation,
and integrity. Typically, a digital signature system consists of two algorithms: the first one
for signature generation and the second for verification. The produced signature largely
relies upon a secret signature key possessed by the signer. The verification step uses a
public key to validate the received signature. ECDSA and EdDSA are two digital signature
methods commonly used in blockchains [62], and both are based on the elliptic curve
variant of the discrete logarithm problem’s hardness [29].

3.8. Consensus Procedures

A consensus protocol is a method for disseminating requests among nodes so that each
node executes an identical set of requests on its instance of the service [63]. A blockchain
uses a consensus method to determine the truthfulness and timeliness of blocks under
consideration; blocks are accepted or refused depending on whether a consensus has been
reached. Several consensus algorithms exist, including PoW [6], proof of stake [64], proof
of elapsed time, and Kafka. A description of each is beyond the scope of this paper, so we
refer the reader to the references provided for additional exploration [5].

Permissionless and permissioned blockchain solutions can be distinguished depending
on the membership mechanism (i.e., how the identification of the user and their right
to participate in the consensus are determined inside a network, such as a PoW or an
endorsement policy) [65].

3.9. Smart Contract

Smart contracts are short programs on the blockchain that run business logic in reaction
to changes in the blockchain or network architecture [25]. Smart contracts are available
on almost every blockchain platform. The original goal of a smart contract was to reflect
traditional written contracts, eliminating the need for trusted third parties, such as lawyers,
by ensuring that contract parameters were met [25]. A smart contract can be any program
that executes business logic and is suitable for deployment on a blockchain.

A smart contract often provides a set of conditions that must be met for the program
to run. A smart contract takes a set of inputs and produces an output as a transaction,
as shown in Figure 1. These limits cannot be altered when the software is placed on the
immutable blockchain [25].
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Figure 1. A program executing by smart contract (takes input and produces matching) [66].

3.10. Hyperledger Fabric–Chainlink
3.10.1. Fabric Network Architecture

Hyperledger Fabric [67,68], an open-source blockchain endeavour sponsored by the
Linux Foundation, is an implementation of a permissioned blockchain. A security architec-
ture for authentication and permission is built into Hyperledger Fabric (membership service
(MS), employing a certificate authority (CA), which is an entity that can generate certificates
for key pairs for signing and encryption for the peer nodes and solution users (SUs)).
An MS’s objective is to enable peer and user enrolment and transaction authorization using
public-key certificates. This is one of the fundamental distinctions between permissionless
blockchain architecture and the permissioned blockchain framework. Hyperledger Fab-
ric also supports anonymous credentials with multiple CAs and the usage of threshold
signatures. Besides the MS, peers and an ordering-service node, or orderer, are the other
primary architectural components of Hyperledger Fabric. The orderer is a node (or a group
of nodes) that runs the communication service that ensures delivery, such as atomic or
complete order broadcast. Transaction verification and order are used to accomplish this.
The digital signature of the transaction issuer and the so-called endorsement policy are
validated during the authentication process. The endorsement policy is a specification for a
chain code that tells a peer how to determine whether a transaction is valid. For example,
all network peers must validate (and so sign) a transaction. The orderer must verify that all
peers have signed the transaction and that the signatures are legitimate [18].

3.10.2. Types of Peers

Peers can play a variety of functions in Hyperledger Fabric [69]:

• A committing peer is in charge of committing validated transaction blocks in blocks.
Every peer in a channel who has a copy of the ledger is a committing peer.

• An endorsing peer is specified by policy as a specialized node that simulates smart
contract operations and responds to the client application with a proposal answer
(endorsement).

• Defining a smart contract’s endorsement policy entails identifying the organizations
whose peers have to digitally sign a transaction before committing to the ledger.

3.10.3. Identity and Scalability

Blockchain networks can be found in orders, peers, administrators, client applications,
and other nodes. Every actor must have a digital identity such as an X.509 certificate. Every
actor in the blockchain network has permissions for resources defined by their identities.

3.11. Usage Control (UCON)
3.11.1. UCON Model

UCON is a conceptual structure that systematically covers these topics to create a
general-purpose, unified framework for securing digital resources. UCON does not replace
traditional access control, trust management, and digital rights management. However,
UCON incorporates all three of these domains and extends beyond them in terms of
definition and scope. Furthermore, even after the entities have been spread, UCON main-
tains fine-grained control over digital resources [70]. UCON encompasses obligations,
conditions, continuity (ongoing controls), and mutability in the context of access control.
Traditionally, access control has been limited to authorising a subject’s access to specific
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resources. Obligations are the conditions the subject must meet for access to be granted.
Conditions are environmental criteria that must be met for access, regardless of the subject
or object. Obligations and conditions are essential decision elements for more affluent
and more nuanced restrictions on the use of digital resources in today’s highly dynamic,
distributed world [71].

Park and Sandhu proposed UCON that accommodates diverse and dynamic envi-
ronment conditions [72]. Their attribute-based access control considers three variables
when making an access decision: authorization, obligations, and conditions. Furthermore,
attribute mutability (updates) and access decision continuity are two significant aspects that
distinguish their UCON model from other traditional access control methods. The UCON
model maintains a user session in three phases: pre-, ongoing, and post-access.

As UCON is an attribute-based access-control model, it can fulfil security requirements
by incorporating several decision criteria, which makes it more reliable and versatile [73].
This approach primarily restricts the use of digital items while allowing classic access-
control models to be included. Previous access-control models solely considered permission
rules, and the UCON model also considers commitments and environmental conditions.

Consumers, providers, and identifiers are the three subjects identified by the UCON
paradigm. Consumers are the people who ask for an object to execute a specific action.
Individuals who own services and grant rights to the requesting party are referred to as
providers. The identifier is the person or entity whose personal information is stored in
a digital object. It is an optional collection of subjects that may or may not be present,
depending on system requirements. However, it is always present if the system contains
sensitive user information. Three categories of rights (actions) are given based on the
employment activities of subjects: consumers, providers, and identifiers. Their rights
indicate the set of actions or privileges on digital objects [72]. Other actions that fall under
the category of performing adjustments in attribute values during the stages of a usage
session are referred to as UCON actions [74].

3.11.2. Authorization Models of UCON

UCON pre-authorization models follow the same procedures as traditional autho-
rization models. Before providing authorization for the requested resource, these models
confirm user credentials and resource properties. Pre-authorization models can have im-
mutable and changeable attributes (pre, ongoing, and post updates); thus, the values of
the attributes change before, during, and after the access phase. Continuous verification is
performed through ongoing authorization models, which analyze attribute values while
the user is using the resource. As with pre-authorization models, ongoing authorization
models can have both immutable and modifiable properties. As of the continual autho-
rization evaluation in the access-control model, access permissions may be withdrawn
throughout a session if a given attribute value changes [75].

3.11.3. Obligation Models of UCON

Obligation models cover the pre–post-obligation monitoring of access requests. These
models enhance the decisions by requiring the user to complete the access-related obligatory
tasks before being granted access. Pre and ongoing responsibilities refer to obligations
used before and during usage. Post obligations are used to perform tasks after an access
session has ended, such as sending access fulfillment alerts to the service provider. These
post responsibilities can influence future usage session decisions by triggering policy
update requests to the policy repository [76]. Thus, obligation checks are performed before,
during, and after the access phase using respecting obligation models with immutable and
mutable characteristics.

3.11.4. Condition Models of UCON

To accommodate environmental restrictions and system-related characteristics, UCON
provides two condition models: pre and ongoing conditions with immutable attributes.
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Conditions are reviewed the same way as authorization rules before and during the ses-
sion. However, condition models ignore mutable features, such as a subject’s shifting
position [75].

4. Related Work
4.1. Blockchain in Healthcare

Notably, implementing blockchains in healthcare is recommended to deconstruct
information-sharing barriers inherent in disparate, siloed EHR systems; to empower pa-
tients through data consolidation and access controls (e.g., secure and verifiable permis-
sions, form completion, discharge instruction review, and patient-generated data contribu-
tion); to enhance the quality of healthcare while decrease costs and fraud; and to enhance
data integrity, validation, and provenance [77–79]. Most prior studies have been proofs of
concept or pilots to address the issues of information security, interoperability, data integrity,
identity validation, and scalability that have stymied acceptance of this technology [66,79].

Recently, researchers have used BT to address security and privacy issues with health-
care data and recommend new strategies [80,81]. For example, Zyskind and Nathan [82]
employed BT to create a personal data access control and management platform. They
concentrated on users’ privacy. Their platform enables this by combining a blockchain,
re-purposed as an access-control moderator, with an off-blockchain storage solution while
maintaining links to these data on the blockchain. When the user registers for the first time,
a new shared identity is generated and sent to the blockchain. The data collected are en-
crypted using a shared encryption key and also sent to the blockchain, which subsequently
routes it to an off-blockchain key-value store.

Meisami, Beheshti-Atashgah, and Aref [13] suggested a blockchain-based protocol
for e-health systems that do not require third-party trust and provide an effective privacy-
preserving authentication protocol. Unlike Bitcoin, transactions in their proposed model
were not purely financial, and they did not employ traditional blockchain consensus
techniques, such as proof-of-work (PoW), to achieve consensus. As the Internet of Things
devices (IoT) have resource limits, it is incompatible with IoT applications. Utilizing proper
consensus approaches improve network security and efficiency while lowering network
costs, such as bandwidth and CPU utilization.

To improve privacy and data security across healthcare applications, Liu, Crespo,
and Martnez [1] presented a blockchain and a Distributed Ledger-based Integrated Biomed-
ical Security System (BDL-IBS). As it involves controlling and accessing a large amount
of medical information, this technique can preserve data to ensure reliability while al-
lowing patients to use data to support their care and providing robust consent systems
for sharing data between different institutions and systems. Their findings revealed that
emerging blockchain-based digital platforms provide rapid, easy, and seamless interactions
amongst data suppliers, thereby enhancing privacy and data security for all stakeholders,
especially patients.

Lee, Chang, and Kung [83] suggested a medical information preservation strategy that
considers the complete data storage process of devices, from wearables to mobile phones
to medical center servers. The entire procedure was secure and adhered to HIPAA privacy
and security guidelines. The suggested approach utilizes extended chaotic map technology
to create ID-based key negotiation for wearable devices, thereby lowering the amount of
processing that wearable devices must perform and achieving lightweight quantification.
Furthermore, the approach utilizes blockchain’s non-tampering capability to ensure that
data are not tampered with, boosting data security. The suggested approach can withstand
attacks and is computationally lighter than previous methods, such as elliptic curve point
multiplication, while maintaining security.

Sharma and Balamurugan [24] presented a blockchain-based approach for implement-
ing EHRs and making them safer and more private. With its encryption protocols and
decentralization, BT enables control over information access, striking a balance between
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data privacy and data access. This project’s major goal was to provide a framework for
addressing data privacy and security challenges in electronic health care.

Ivan [84] proposed a new methodology for encrypting health data using a public
blockchain (a decentralized database system with open access control for everyone con-
nected to the network). The encrypted healthcare data are kept openly in this approach,
resulting in the development of a blockchain-based personal health record (PHR). Ivan’s
proposed method provides patients with improved access to their clinical data, allowing
them to freely access, monitor, and add to their records while sharing them with any
associated caregiving agency.

In another study, Chen et al. [85] suggested an integrated blockchain and cloud-storage-
based framework for managing and sharing patient personal medical data. The proposed
approach could be used to store and communicate the personal medical data of patients
safely and securely. The proposed approach is unique in allowing individuals total access to
and control over their medical data, obviating the need for external third-party engagement.

4.2. Healthcare Systems

An HIS is a computerized storage system for patients’ health data, including health
information, clinical findings, demographics, and billing information [86]. All formal
and informal public and private organizations, institutions, and resources that promote,
repair, or preserve people’s health are included in the healthcare system [87]. Furthermore,
a healthcare system includes other stakeholders, such as a grandmother caring for a sick
child at home, a private healthcare professional, rehabilitation programs, vector control
efforts, health insurance firms, and researchers, to mention a few [88]. Correctly configured
HIS assist decision makers in precisely identifying the field’s progress, requirements,
and challenges. They also enable evidence-based policy and problem-solving decisions.
However, HIS in underdeveloped nations, particularly in Sub-Saharan Africa, are inefficient
due to a lack of health and IT specialists, rapid population expansion that outpaces available
health professionals, high telecommunications costs, civil upheaval and unstable power,
and so on [89–91].

4.3. Data Security and Privacy Issues in Healthcare

The healthcare system must balance two competing social benefits to maintain privacy
and security. The first is the requirement of proper access and ability to share information
for improving care quality, safety, and continuity of treatment. Second is the necessity to
establish acceptable methods to protect the privacy of personal healthcare information.
However, striking a balance between these two needs is challenging [92]. Despite its
benefits, HIS can have issues that prevent them from being used universally in hospitals.
One example is the initially high cost of acquiring the fundamental infrastructure required
for the HIS. Additionally, in the healthcare industry, privacy and security are still primary
considerations, as are the privacy and security of patient data on the computer. Furthermore,
medical professionals are notoriously slow to adopt new technology [93].

Privacy, especially in healthcare centers, is a key governing principle of the patient–
physician relationship. Patients must share information with their physicians to facilitate
correct diagnosis and treatment and avoid adverse drug interactions. Several general
security and privacy requirements must be satisfied to provide the appropriate level of
privacy for EHR systems; the following have been identified as basic privacy requirements
of healthcare centers [94]:

• Access control: The capacity to restrict and control authorized users’ access to re-
sources. Identification, authentication, and authorizations are three security and
privacy criteria used to determine access.

• Availability: The ability of a system or resource to be accessed and used by authorized
users at any time and from any location inside the healthcare system. Preventing
service disruptions due to hardware problems, power outages, and system upgrades
is also a component of establishing availability.
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• Dependability: It ensures that medical data may be easily retrieved at any time, even
if hazards are generated by the network dynamics of the failure node. In most medical
circumstances, the inability to obtain precise data is caused by network dynamics,
which endangers the patient’s life. For dependability, fault tolerance is necessary.

• Flexibility: It allows an unauthorized participant not on the permitted list to access
specific data in an emergency when needed to save a patient’s life. The patient’s life
may be jeopardized if the access requirements are not followed.

4.4. Security and Privacy-Related Solutions of HIS

Although no two healthcare organizations are the same, many face comparable diffi-
culties regarding data security that result from conflicting desires faced by every modern
company: innovation and expansion versus compliance and legal risk mitigation; ac-
cording to the research, the following five health information system challenges must be
resolved [95]:

• The conflict between data expansion and analytics, and data minimization.
• Dealing with mobile applications and related devices.
• Creating adequate cross-functional privacy and security teams.
• The effects of acquisitions on data.
• Effective and tier-based vendor management.

EHRs are replacing paper-based medical records in many hospitals. Higher patient
care is now possible due to specialized software and electronic diagnostic equipment.
The shift to electronic-based systems allows clinicians to use streamlined, automated
processes and customized applications to aid in patient diagnosis and treatment. However,
introducing these technologies increases the privacy hazards associated with patient data.
When numerous patient records are available electronically, a hostile person attempting to
compromise them will be able to readily acquire enormous volumes of data. Some of the
most prevalent technological security flaws faced by most healthcare-related firms are as
follows [95]:

• Security and privacy policies and plans that are either inadequate or non-existent.
• Continuous security, privacy, and compliance reviews are lacking.
• No backup encryption method is in place.
• The passwords for the operating system, applications, and databases are weak.
• Filtering of material and audit tracking are both lacking.
• Inadequate malware protection exists for viruses, Trojans, spyware, and rootkits.
• Personal health information is disclosed.
• Accountability and duty are lacking.

Some of the current health records management systems are costly, complex, and prone
to human error [96]. The researchers proposed the Medicalchain project, which uses the
blockchain to manage the health records of registered patients, noting the inability to
implement the solution on the SSN system, the Italian National Health Service. A solution
envisioned by researchers for healthcare provision in Europe enables sharing of health
records, secure integration using blockchain and scalable data lakes, and ensures secure
access to data [97]. They have proposed the Serums Smart Health Center System (SHCS)
using Hyperledger Fabric and individual data lakes and built a model of access-control
model to support collective and individual rules.

Dubovitskaya and others [18] proposed a permissioned blockchain-based system for
EHR data sharing and integration and developed the ACTION-EHR system for patient-
centric reasons. They presented a framework for the specific data sharing for radiation
oncology and granular access control. Mani and others [98] proposed patient-centric
healthcare data management (PCHDM) using blockchain. However, they used static access
control, so it cannot monitor the healthcare record continuously, which is different from
our proposed solution of using a usage control module.
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Concerns about patient data privacy and security have led to a low adoption rate
of EHRs by several healthcare facilities. Furthermore, EHR research faces difficulties
in securing a large amount of sensitive health data in multiple places, and formats [94].
The literature review showed that technical and legal factors, individuals’ right to privacy,
and policy making are the main challenges facing the development of EHR systems in
low- and middle-income countries [99]. However, most of the previous literature only
elucidated these problems without reviewing the practical solutions that can be adopted to
address them. Despite the importance of BT in improving security and privacy in network
systems, including healthcare systems, this field requires more research and development.
Moreover, most previous scientific studies and articles were surveys and theoretical studies
that focused mainly on the theoretical aspect of healthcare systems and the development
of security and privacy in these systems. Very few studies focused on user-centric and
privacy solutions. Therefore, the application of BT in healthcare systems to improve data
security and privacy is a current topic requiring research and development. This need is
what prompted the researchers to conduct this research.

5. Methodology

The authors investigated the literature regarding blockchain and the user-centric
privacy of patients’ health data records. The author also analyzed and compared the
famous blockchain operating systems from several perspectives to choose the optimized
one to meet the identified requirements. Based on our analysis, Tables 3 and 4 show the
blockchain operating systems’ characteristics.

As seen in Tables 3 and 4, we selected various available blockchain operating sys-
tems for our analysis, comparing Ethereum, Hyperledger Fabric, ConsenSys Codefi, EOS,
Overledger OS, Liberty OS, Ripple, and Corda. We analyzed them regarding language
support, blockchain type, consensus algorithm availability, performance, integrated devel-
opment environment, and transaction flow.

In this analysis, the first aspect we selected is programming language support, as de-
veloping this support is the most important of any language. Blockchains use different
languages that aid in frontend and smart contract connections [100–104]. Some common
programming languages used by blockchains include Solidity, Vyper, Java, Go, Node.js,
C++, and Kotlin.

Secondly, the authors analyzed the type of operating system. In our use case, the con-
cern is privacy, so we need to use a private blockchain with complete privacy that a
network administrator manages—a permissioned blockchain. Although public blockchains
are lighter and faster, they have an open environment, true decentralization, and anonymity.
Thirdly, the authors analyzed the consensus algorithm, which achieves reliability in the
blockchain network and establishes trust between peers [100,101,103–105].

Fourthly, the authors analyzed the performance [100,101,103–108]. Based on our
analysis, EOS has the best performance, followed by Hyperledger Fabric. However, in an
EOS implementation, only C++ is available. Although C++ is being developed in the
production environment, other scripting languages will provide more availability, support,
and implementation in the future. This will limit the future performance of EOS.

Fifthly, the authors analyzed the integrated development environment (IDE), which
includes the applications used to develop other applications that include all programming
tasks in one application and offer a central interface [100,101,103–105,107,109]. Finally,
the authors analyzed the transaction flow or the process from the beginning to the end of the
transaction. We found many similarities between the systems in terms of transaction flow.
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Since our goal was to develop a complete ecosystem for patient health records, we
prioritized the performance, language support, and blockchain type. For this reason, we
chose the Hyperledger Fabric, which has neither the highest nor lowest performance,
the most accessible language, and high availability of consensus algorithms, including Raft
support. It one of the best performing based on a consensus algorithm that is not available
in EOS.

Table 3. A comparison of blockchain operating systems and their related features.

Ethereum Hyperledger Fabric ConsenSys Codefi EOS

Programming Language Support

1. Solidity 2. Vyper
1. JavaScript
2. Java 3. Go
4. Node

1. Solidity
2. Javascript 3. Node 1. C++

Blockchain Type

Public Private Public Public

Consensus Algorithm

1. PoW 2. PoS
1. Raft 2. PBFT
3. POET
4. Apache Kafka

1. DeFi 1. DPoS 2. BFT
3. PoW 4. PoS

Performance

30 transactions
per second

3000 transactions
per second

30 transactions
per second

4000 transactions
per second

IDEs

1. Web:Remix, EthFiddle,
ChainIDE, Replit
2. Desktop:
Visual Studio Code,
Atom, JetBrains IDEs,
Hard hat, Brownie,
Dapp tools and Truffle

1. Chaincode
2. Visual Studio Code
3. Vagrant
4. Docker containers

1. Remix
2. Visual Studio Code
3. Web2 Stack
4. Web3 Stack
5. Truffle
6. Infura

1. Visual Studio Code
2. EOS Studio
3. EOSIO
4. Swift SDK
5. Java SDK

Transaction Flow

1. Construct the raw
transaction object
2. Sign transaction
3. Validate transaction
4. Broadcast transaction
5. Miner node accepts the
transaction, finds
block, and broadcasts
7. Local node receives/
syncs the new block

1. Client initiates
the transaction.
2. Endorsing peers
verify & execute the
transaction.
3. Proposal response
is inspected.
4. Client assembles
endorsements
into a transaction.
5. Validate transaction
6. Ledger updated

1. Transaction crafting
2. Gas management
3. Nonce attribution
4. Key signature
5. Transaction sending
6. Transaction listening
and event streaming
7. Transaction decoding
8. Transaction response

1. Create transaction
2. Sign transaction
3. Push transaction
4. Verify transaction
5. Authority check
6. Execute transaction
7. Finalize transaction
8. Validate transaction
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Table 4. A comparison of blockchain operating systems and their related features.

Overledger OS Liberty OS Ripple Corda

Programming Language Support

1. Java
2. Javascript 1. Java 1. C++ 1. Kotlin

Blockchain Type

Public Public Private Private

Consensus Algorithm

1. DLT 1. PoW 1. BFT 1. Quoroboros

Performance

10 transactions
per second

Less than 10 transactions
per second

1500 transactions
per second

1678 transactions
per second

IDEs

1. SDK Development
Kit.
2. Dapp tools

1. WebSphere
2. IBM SDK
3. Eclipse IDE

1. XRP Ledger
2. Visual Studio Code

1. IDE.Corda.net
2. Node explorer
3. VSCode Corda
extension
4. Truffle Suite
Corda-Flavoured
Ganache

Transaction Flow

1. Prepare a payment
transaction
2. Execute a payment
transaction
3. Prepare a search for
a transaction
4. Execute a search for
a transaction
5. Read an overledger
transaction
6. Create a subscription
for overledger
transaction
7. Get a list of
subscriptions for
Overledger transactions
8. Delete a subscription
for an Overledger
Transaction

1. Transaction entering
2. Transaction transmitted
to the global peer-to-peer
computer network
3. Transaction validity
verified
4. Confirm legitimate
transaction
5. Create a permanent
transaction history
6. Transaction completed

1. Submit (send
a transaction
to the network).
2. Submit_multisigned
(Send a multi-signed
transaction to the
network).
3. Transaction_entry
(Retrieve info about
a transaction from
a particular ledger
version).
4. Tx (Retrieve info
about a transaction
from all the ledgers
on hand).
5.tx_history (Retrieve
info about all recent
transactions)

1. Create proposed
transaction
2. Check transaction
validity
3. Sign transaction
4. Inspect and verify
transaction
5. Commit transaction
6. Record transactions

5.1. Proposed Model

To improve the integrity and privacy of patients’ data and allow patients to control
their health record access by relevant health personnel, we developed a new framework for
healthcare-record systems based on BT and UCON, enabling them to revoke access when-
ever necessary. Each time the patient allows access to his/her health record, the blockchain
component is activated to record the activities. The UCON monitor module checks the
permission and provides real-time/continuous access control, giving access to the health
record system through blockchain and tracing the records. For this, the UCON model is
required as dynamic access control to monitor the runtime access of the patient’s health
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records and to verify the time constraints placed on the patient’s health records. Ad-
ditionally, the patient can monitor who accessed his/her data and at what time. If an
unauthorized access attempt is generated, it will be recorded on an untampered ledger
protected by blockchain. Figure 2 shows a diagram of our methodology.

Figure 2. The research methodology explaining our proposal for a user-centric health record system.

5.2. UCON and Patient Health Record Access

The UCON model is required as dynamic access control to monitor the runtime access
of the patient’s health records. This control will verify the conditions of the time constraints
declared by the patient. For example, if the healthcare personnel accesses the health record
via a blockchain transaction within a specific time frame, this access will be allowed and
constantly monitored at run time. The access will be given for a specific time frame, and the
dynamic access will be monitored continuously. As soon as the condition fails, access
will be revoked. Similarly, the model grants access to the health record. Additionally,
unauthorized access to the health record is recorded, and a notification is sent to keep the
record for audit purposes.

Suppose the patient wants to book an appointment at a surgery clinic. In that case,
the specified doctor is given access to the patient’s health record at a specific time, for ex-
ample, from 3 to 5 pm, and for a certain number of access times. The patient gives this
authority to the doctor. Access control manages the required validity, time, and attempts.
It therefore monitors access times, allowing access if the number is not exceeded while
revoking access if the number is exceeded or any other unauthorized entry is attempted.
These attempts will be monitored and recorded, and notifications will be sent to the patient.

We will have a policy in the HRS that when the doctor needs to access the health record
when the patient has an appointment, two hours before the appointment time, the doctor
should have access to the patient’s health record. If the patient and the doctor agree,
the doctor can access the health record. As mentioned in the sequence diagram, we will
provide API access such that any HRS can access to the blockchain-based system. Figure 3
shows the sequence diagram for accessing user-centric health records by health personnel.

Similarly, suppose the patient delegates access to a laboratory technician or pharmacist.
In that case, access will be granted for a specific time and a specific number of access times,
whether to read, write, or both. The attending physician may want to access the patient’s
health record after conducting analyses to determine specific drugs or the type of operation
and ensure that it is performed or postponed. However, the patient will have to grant
authority to the doctor again after the specified time. Access control will manage the
required authority, time, and access times for each access.
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Figure 3. Sequence diagram for accessing the health record of a patient by health personnel, such as
a doctor.

If the patient cannot give authority, a family member will be able to grant access
authority. Suppose no one is available from the family. In that case, the admin of the
blockchain can be given authority to the required doctor at a specific time as an exceptional
situation monitored by access control. Notifications will always be sent to the patient
in the event of authorized and unauthorized access. Thus, blockchain preserves privacy
and monitors all transactions at any time, ensuring they are not changed, tampered with,
or deleted.

5.3. Framework Design

We designed the framework for our proposal according to Figure 4.

Figure 4. The framework designed using Hyperledger Fabric.
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The following illustration describes how Hyperledger Fabric leverages a blockchain to
preserve privacy in patient health record access:

• A patient sends a request through a subscriber node, which handles access control by
verifying user details.

• If the request is valid, the subscriber node issues a digital certificate and forwards the
request to the endorsement node through a smart contract.

• This access control intervention increases security by preventing unauthorized access
to the private blockchain.

• Consequently, the endorsement node executes a chaincode to access the ledger and
determines whether the transaction is valid.

• The endorsement node signs the proposal and sends its response back to the patient
through a smart contract application.

• The transaction is then broadcasted to the ordering node, which creates a block and
forwards it to the committing peer (consensus node).

• The committing peer then updates the block to the ledger.
• Invalid transactions are flagged and filtered out during the consensus process, which

is handled by the orderer node.
• All information logs are supervised by the patient, who receives feedback responses

at the end of each transaction.

5.4. Design of Privacy-Preserving, Patient-Centric Health Record Access Control

We designed a framework using blockchain and other components that are briefly ex-
plained in the following definitions. Table 5 summarizes the various symbols and definitions.

Table 5. Definitions and symbols used.

Definition Symbol

Patient health record PR

Hospital HS

Appointment AP

Doctor D

Date DA

Time T

Blockchain B

Number of access times N

Healthcare personnel HP

Family member FM

Emergency doctor ED

5.4.1. Definitions

Definition 1 (create Patient health record). A patient health record, PR, can be created by the
hospital, HS, to ensure the integrity and correctness of the data and the eligibility for treatment.

Definition 2 (update Patient health record). A patient health record PR can be updated by the
hospital HS to update the data or discover any errors in the registration.

Definition 3 (choose Patient appointment). The patient will choose the appointment AP, with
the desired doctor D at the specified date, DA, at time T.

Definition 4 (set access policy). The patient will permit the specified doctor D to access the health
record during the pre-set time T and for a specified number of access times N.
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Definition 5 (Blockchain access). The blockchain admin B will store the health record in the
clinic of doctor D in time T after the permission of patient P.

Definition 6 (Delegate access). The doctor D can delegate access to other healthcare personnel
HP if tests or other requests are needed.

Definition 7 (Emergency case). A family member FM will permit emergency doctor ED in time
T for a specified number of access N if the patient is in an emergency or has an accident. If all family
members suffer from the same accident, permission will be given directly to the emergency doctor
ED by the blockchain admin B at the specified time T to save the patient’s life.

5.4.2. Algorithm

The flow of information and details of how the patient-centric health records access control
framework uses blockchain through a generic algorithm is shown below in Algorithm 1.

Algorithm 1 Patient-centric health record access control in a blockchain.
1: The hospital HS creates or updates a patient health record PR
2: patient P chooses an appointment with doctor D during time T on date DA
3: Patient P gives permission to doctor D
4: if Permission == AllOW AND Role == DOCTOR then
5: Access is given with number of access N in time T “read and write access”
6: else
7: Permission=Deny
8: end if
9: Blockchain Admin B takes the permission from patient P and stores the health record in the clinic of doctor D

in time T
10: Doctor performs lab tests for patient P during same time T
11: Delegate permission to HEALTHCARE PERSONNEL HP “such as lab technician or pharmacist”
12: if Permission == AllOW AND Role == HEALTHPERSON then
13: Give access with number of access N in time T “read-only access”
14: else
15: Permission=Deny
16: end if
17: HEALTHCARE PERSONNEL HP needs to update the lab results in the patient’s health record “write access”
18: if Permission == AllOW AND Role == HEALTHPERSON then
19: Give access with number of access N in time T “read and write access”
20: else
21: Permission=Deny
22: end if
23: Doctor D needs to change the medicine after the result is finished and time T is finished
24: Patient P Gives permission to doctor D
25: if Permission == AllOW AND Role == DOCTOR then
26: Give access with number of access N in time T “read and write access”
27: else
28: Permission=Deny
29: end if
30: Blockchain Admin B takes the permission from the patient P and stores the health record in the clinic of doctor

D in time T
31: Family member FM Gives permission to emergency doctor ED when patient P is in an emergency situation or

has had an accident
32: if Permission == AllOW AND Role == EMERGENCYDOCTOR then
33: Give access with number of access N in time T “read and write access”
34: else
35: Permission=Deny
36: end if
37: Blockchain Admin B takes the permission from patient P and stores the health record in the Emergency area

of emergency doctor ED in time T
38: Blockchain admin B Gives access with Number of access N in time T when Family members FM are suffer to

the same accident “read and write access”
39: if Permission == AllOW AND Role == EMERGENCYDOCTOR then
40: Give access with number of access N in time T “read and write access”
41: else
42: Permission=Deny
43: end if
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6. Implementation

We chose Hyperledger Fabric to start our design, as mentioned in Section 5, due to
its performance, blockchain type, integrated development environment, transaction flow,
and language support; the variety of modular design of the Hyperledger operating system;
and ease of smart contract development with it.

Our framework was built with blockchain network entities and a smart contract
called (chaincode) in Hyperledger Fabric. Chaincode is the application running in the
form of a smart contract, and various transactions can be executed throw that over the
blockchain network.

6.1. Testbed Environment

The Implementations were carried out on ORACLE VM (VirtualBox Graphical User
Interface version 6.1.26 r 145957 (Qt50602)) with Ubuntu virtual machine version 20.4.4
(Linux), 64-bit operating system. Table 6 shows the other configurations.

Table 6. Testbed environment.

RAM 3005 MB

Processor Intel(R) Core(TM) i7-4510U CPU @ 2.00GHz 2.00 GHz

Network Card Intel corporation 82540EM Gigabit Ethernet controller (rev 02)

Disk Capacity 85.9 GB

Architecture x86-64

CPU(s) 2

Core(s) 4

Hyperledger Fabric v2.3.0

6.1.1. Smart Contract Installation

The first step was to install the smart contract we have created for patients, doctors, lab
techs, other health personnel, and administration. As can be seen in Figure 5, Fabric release
2.3.0 was installed. After that, we needed the peer nodes and channels. As we explained in
the background, the channel is a necessary component of any blockchain network, which
is created as the first entity to allow communication between members, and it contains a
chaincode, nodes, and clients or members created with a set of credentials assigned via
(membership service).

Once the channel is ready and installed, our peer nodes are initiated. The very
first peer is a database. We have many types of databases supported by Hyperledger,
such as LevelDB and CouchDB. However, we configured CouchDB for our prototype
implementation, a NoSQL database that allows open-source queries to collect and store
data in JSON format. Additionally, we have many languages supported by Hyperledger
for the chaincode, such as Java, Go, and Node.js. We used Node.js, the most widely used
language, making it easy to interact with APIs with Hyperledger Fabric for our proposed
patient-centric smart contract.

We configured our chaincode name as patientcc with version 1.0, so we could initiate,
approve, commit, initialize, and discover the chaincode for patients-related healthcare
records, doctors, other health personnel, and administration staff. Block number is . Later,
we will explain how to configure this block number with multiple sizes, and we will
explain that in the results and what the performance affects. To begin our development
and implementation, we installed our smart contract (patientcc). Figures 5–7 show installa-
tion information.
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Figure 5. Smart contract installation information.

Figure 6. Smart contract operation information.

Figure 7. Smart contract network information.

Figures 5 and 7 display the following important information, which will be shown in
Table 7.

Table 7. Installation information.

Fabric release used 2.3.0

Database type couchdb

Channel name mychannel

Language Node.js

Smart contract name patientcc

Network organisation 0.example.com

The solution included two organisations (org0 and org1)

The solution included four peers and three orderers
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The solution also included a Hyperledger explorer—a Web application tool used
to view, invoke, and query blocks, transactions and related data, network information,
and chaincode. Additionally, Hyperledger explorer provides dashboards with tables and
graphs containing information on our network, blocks, transaction, chaincode, performance,
channel information, and organization, which help make decisions. Additionally, we
have the numbers of blocks and transactions represented in blocks/hour, blocks/min,
tx/hour, and tx/min. For our performance reason, we initiated these transactions, and will
explain that in the result and what the performance affects. Figures 8 and 9 display the
dashboard information.

Figure 8. Dashboard 1 smart-contract information.

Figure 9. Dashboard 2 smart-contract information.

6.1.2. Hyperledger Components

We have the stakeholders in the first layer of Hyperledger Fabric. Specific rules apply
to the smart contract for the different stakeholders, represented by patients who own their
health records; doctors; healthcare personnel such as lab techs, pharmacists, and nurses;
administration staff; the API; and any third party that needs to connect with our network.
In the second layer, we have the smart contract, which initiates transactions between
clients or participants through the network. Those transactions must be reliable, traceable,
and immutable or tamper-proof.

Hyperledger Fabric comprises peers (endorsers, orderers, consensus, and anchors).
There are plenty of HRS-based applications configured in various hospitals and clinics

around the globe. It would be difficult to change the existing infrastructure and adopt our
proposed solution in all the HRS in the world. We have given the flexibility to those patients
who would like to use our user-centric proposed solution, so we have provided third-party
API integration with the existing HRS. Hence, the patients can be more relaxed about using
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the user-centric application without changing the existing HRS system, and they will be
able to interact with our proposed system. Additionally, users such as doctors can use it
without creating other accounts.

The anchor peer (orderer node) is essential because every peer node in the network
contacts it to confirm the presence and get the updates in the network. The endorsement
policy assigns that a desired number of peers must sign every transaction before being
listed in the ledger, which means the transaction is validated by the peers. We defined
multiple endorsement policies such as transactions coming from a patient for a new ap-
pointment, the doctor to access the health record, healthcare personnel to access or update
the health record, and a family member to give access in emergency cases. Additionally,
the endorsement policy invokes the validated system chaincode (VSCC), which is automat-
ically initiated when the transaction reaches the peer and checks for the transaction source
and if the transaction is signed by the desired number of entities and the correct number
of endorsements.

The certification authority (CA) is used to verify the owners in the blockchain network,
make secure network communication by generating the SSL certificate and private and
public keys for all peers, and provide access to add peers. All client messages are ciphered
using cryptographic keys to provide reliability. Additionally, all data transferred from a
client or user are digitally signed by the user’s private key, which is encrypted by the public
key of the receiver user, which means the confidentiality and integrity of data are preserved
with privacy.

6.1.3. Patient’s Perspective (Stakeholder)

When users or clients in a blockchain network perform an action in the form of a
transaction, such as taking an appointment, a transaction is initiated. That is verified via
the endorsers and goes to the orderer node. Once the orderer node receives the number
of the transaction, a block is created according to the configured size of the block. Finally,
the block’s hash is generated and stored on the ledger via the consensus protocol. Thus,
in the case of RAFT, the block is given to the leader node of the network. The leader
synchronizes the hash in the ledger.

Initially, the patient who generated the transaction is validated (by ensuring that
he/she has an active account). The patient’s selected slot is also verified (whether the
specific time is available or not). Once the patient is approved for the appointment, he/she
can mention the health record to healthcare personnel.

6.1.4. Healthcare Personnel Perspective (Stakeholder)

After the patient books an appointment with a specific doctor, he/she will have to
choose the number of times the same doctor accesses his health record during the pre-
selected period. The doctor will then be able to access the health record. This will be done
by creating a transaction in the form of a set access policy to the doctor. That is verified via
the endorsers and goes to the orderer node. Thus, the block is created, and the block’s hash
is generated and stored on the ledger via the consensus protocol.

When the doctor accesses the policy, that will be validated through our UCON model.
As mentioned in the background, the UCON model describes a user’s session in three
phases: pre-, ongoing, and post-access. Once the doctor receives access via a blockchain
transaction within a specific time frame, it will be in the access stage. It will be allowed,
and the UCON monitor module checks the permission and provides real-time/continuous
access control. The access will be revoked when the time window ends. Traditionally,
access-control models are static in the blockchain network, so once permission has been
granted, there is no way to revoke access. Thus, this type of access is not available in a
traditional blockchain system, and we have created a small means to implement UCON,
which is dynamic access control. The patient will be able to give specific access to his health
record in this case.
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Patients can also grant access to healthcare personnel, such as lab technicians or
pharmacists, in case a doctor needs to delegate access to other healthcare personnel if tests
or other requests are needed. After patient approval, the healthcare personnel can write
and read patient records. Each time, a transaction is created and verified. All transactions
are given to the endorsers in the blockchain network, which validate each in the system.
After patient approval, the healthcare personnel can write and read patient records.

One of the additional features of our proposed solution is that in addition to the
privacy of the patient, if anything is miscommunicated between healthcare personnel—or,
for example, if medications are misprescribed by the doctor or there is a side effect of
the medication the patient did not know about—that will be a part of the record in the
blockchain. It will not be modified due to these blockchain characteristics so that everything
will be transparent. Thus, any dispute between the patient and doctor, between the patient
and healthcare personnel, or between the doctor and healthcare personnel, could be easily
identifiable and could not be denied by anyone.

Figure 10 shows the smart contract and transaction of our proposed solution.

Figure 10. Smart contract and transaction over Hyperledger Fabric .

6.1.5. Smart Contract Code

Regarding our goal of designing a framework for healthcare-record systems based
on BT and UCON to improve the integrity and privacy of patients’ data, allow patients
to control their health record access by relevant health personnel, and to implement user-
centric privacy, preserved by a secure HRS system on top of the blockchain framework, we
designed the necessary code for implementing the proposed design.

We used the Node.js language to design the smart contract, insert the access control,
and explain the working mechanism; see the code shown in Figures 11–16. The code of the
smart contract can be accessed on this link to GitHub: https://github.com/RayanAbutaleb/
chaincode-patientcc.git, (accessed on 3 January 2023).

6.1.6. Registering Users

All the stakeholders should be registered as members in the HRS, as Hyperledger pro-
vides a RESTful interface, so stakeholders will log in with the same interface, and we have
plugged in the username and password link with (API), so it can be justified through blockchain.

https://github.com/RayanAbutaleb/chaincode-patientcc.git
https://github.com/RayanAbutaleb/chaincode-patientcc.git
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Figure 11. Smart-contract code using Node.js.

Figure 12. Smart-contract code using Node.js.

Figure 13. Smart-contract code using Node.js.
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Figure 14. Smart-contract code using Node.js.

Figure 15. Smart-contract code using Node.js.

Figure 16. Smart-contract code using Node.js.

6.1.7. Creating Patient Records

At first, the hospital can create the patients’ health records, and all users will be
registered in the network and have unique IDs. All of this will be managed through the
blockchain. We ran the transaction (create patient record) with the required argument.

6.1.8. Retrieving Patient Records

In the event of the need to retrieve the data of any patient to use his data for any
purpose, we could retrieve the patient’s name using his/her value or ID.

6.1.9. Update and Delete Patient Records

The hospital or blockchain admin can update the patient’s record with the correct
name or ID, or any wrong record can be disabled but not deleted due to the blockchain’s
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characteristics, achieving security, openness and transparency, de-trusting, cryptography,
anonymity, audibility, and a tamper-proof state.

6.1.10. Creating an Access Policy

The patient has full control to give permissions such as read, write, and deny access
to users on the health record. After the patient chooses the appointment, access control
is applied, and the patient will grant the necessary permissions to the relevant doctors or
health personnel a specified number of times. This permission in a amount of time from
the patient expresses a user-centric nature.

7. Results

Blockchains transform entire industries through the promises of decentralization and
immutability, which enhance data integrity and security. The novel technology uses consen-
sus mechanisms to support multiple use cases in finance, banking, regulatory compliance
and auditing, capital markets, healthcare, and other fields. Despite the efforts vested in
developing this technology, achieving optimal performance, privacy, and scalability are still
challenging in different deployment environments [110]. These aspects of the blockchain
should be fully advanced to enhance enterprise application feasibility. In contrast to Bitcoin
and Ethereum, which allow public access, most enterprises utilize permissioned distributed
ledger technologies (DLTs) to limit access to transactions to an organization or conglomerate.
DLTs became popular with the advent of Hyperledger and R3 projects in 2015, though the
need to boost their performance to outmatch centralized systems persists.

This paper evaluates the performance of Hyperledger Fabric from research and health-
care sector project development standpoints. It includes a range of performance parameters
used in other studies and custom scenarios relevant to the health sector, such as integrity,
privacy, availability, broad-scale deployments, a cross-data center, and resilience. The in-
depth analysis aims to reaffirm enterprise blockchains as highly-complex and fault-tolerant
distributed frameworks that are effective in real-life scenarios.

7.1. Distributed Ledger Technology

Traditionally, manual and digital ledgers have been utilized to record business transac-
tions and have been preferred for immutability. The blockchain extends the ledger concept
from a centralized to a decentralized system, eliminating users’ need to trust a single
entity. The distributed system allows multiple entities to determine the ledger’s progres-
sion through a consensus approach, such as PoW, which is used in Bitcoin. Unlike open
systems, permissioned ledgers do not require a strict trust model because users know each
other and access is restricted. Since specific breaches such as spamming the ledger are less
anticipated, the consensus mechanisms in permissioned environments may significantly
differ from those of permissioned ledgers. The participants in a restricted environment
need an identical copy of the ledger to achieve to concede.

Besides transactions, DLTs also support smart contracts, which perform complex
operations and require conditional execution of transactions. Smart contracts represent legal
contracts by defining in-built rules through code. While DLTs permit secure transactions,
scalability and performance challenges inhibit their uptake. Therefore, designing DLT-
based frameworks requires quantifying key metrics, such as latency and throughput. This
analysis utilized the Distributed Ledger Performance Scan (DLPS) for transparent and
automatic performance evaluation. The benchmarking solution improves scalability and
performance and encourages the adoption of DLTs.

7.2. Hyperledger Fabric

Hyperledger Fabric is a framework for implementing a permissioned distributed
ledger with an extensible and modular architecture. It facilitates exchanging consensus
protocol and authentication mechanisms and permits customization for multiple use cases.
It is an open-source project by the Linux Foundation and is therefore improved quickly
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and regularly by a large community of developers. In Fabric, smart contracts, also called
chaincodes, are executed to modify the ledger’s state. When the chain code is deployed
and executed, the code supports two public functions: Int() and Invoke().

7.3. Experiment Environment

Different platforms help evaluate DLTs. Two of them are simulation and emulation.
Simulators use virtual systems to mimic the interactions of various components to provide
a reproducible and controlled environment for experimentation. The network is scalable
because no hardware or real network is involved. Moreover, it is possible to confine the
evaluation to a single machine, as was the case in this analysis, to facilitate debugging,
time manipulation, and workload control. Emulators are hybrid platforms with both real
and virtual network components. Their output is real and accurate but less reproducible,
and the platforms require additional overhead.

In the prototype, we have as candidates the patient, doctors, lab techs, nurses and
health staff, and administrative users. The implementation was carried out on ORACLE
VM (VirtualBox Graphical User Interface, version 6.1.26 r 145957 (Qt50602)) with an Ubuntu
virtual machine, version 20.4.4 (Linux), on a 64-bit operating system. The virtual machine
was deployed on a single computer for simulation. The hardware specifications included
3005 MB RAM, an Intel(R) Core(TM) i7-4510U CPU @ 2.00GHz 2.00 GHz processor, an Intel
Corporation 82540EM Gigabit Ethernet controller (rev 02) network card, and a hard disk
capacity of 85.9 GB. Additionally, two CPUs and four cores of x86-64 architecture were
used. The evaluation framework included Hyperledger Fabric v2.3.0, a CouchDB database,
a channel (named mychannel), a network organization (0.example.com), two organizations
(org0 and org1), four peers, and three orderers.

To measure the impacts on the performance metrics, we considered five incoming
transaction rates (create a patient record, read a patient record, update a patient record,
delete a patient record, and set access policy), ranging from one transaction per second
(tps) to 1000 tps. Figure 17 shows the process flow of the patient record scenario. Figure 18
shows the number of transactions.

Figure 17. Process flow for patient record scenario.
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Figure 18. Number of transactions.

7.4. Related Work

The performance of blockchains is fundamental to enterprise-based systems that
require high throughput and low latency. Therefore, various researchers have examined
the efficiency of blockchains in different dimensions. Table 8 is a summary of related
work [111–117].

Table 8. Summary of the performance evaluation of Hyperledger fabric.

Source Detailed Content

Nasir et al.

This article is a comparative performance analysis of two versions of Hyperledger
Fabric: v.06 and v.1.0. The analysis focused on various metrics, including
scalability, security, execution time, throughput, and latency. The findings show
that Hyperledger Fabric v.1.0 outperforms v.0.6 consistently in all aspects though
it never attained the performance levels registered in traditional databases under
high workloads.

Baliga et al.

In this research paper, the authors characterize the performance of Hyperledger
Fabric v.1.0 under various workloads. The study involved experiments examining
the latency and throughput using a set of micro-benchmarks with varying
chaincode and transaction parameters. Additionally, the researchers evaluate the
platform’s performance under an increasing number of chaincodes, peers,
and channels.

Thakkar et al.

The article examines the performance of Hyperledger Fabric and identifies
bottlenecks in two phases. The initial phase involves using various setup
configurations, such as endorsement policy, block type, CPU allocation, state
database, multi-channels, and latency for assessment. The bottlenecks identified
include validation and verification of sequence block, endorsement policy, and
state database. The authors enhanced the overall throughput 16 times by optimizing
existing bulk read/write operations for CouchDB.

Javaid et al.

In this paper, the researchers demonstrate the performance improvements in
CouchDB and LevelDB after restructuring the validation phase of Hyperledger
Fabric. The modified Fabric utilizes a chaincode cache, reads the state database in
parallel with validated transactions, and updates the database and ledger in parallel.
The results indicate 2× and 1.3× improvements in CouchDB and LevelDB, respectively.

Sharma et al.

The researchers examined a health system that preserves the privacy of electronic
health records generated from Internet Of Things (IoT) devices. The system, referred
to as kHealth, uses differential privacy and homomorphic encryption to secure records.
The authors note that optimizing scalability increases susceptibility to privacy breaches.

Dubovitskaya et al.

The article presents a scalable, privacy-aware, cloud-based electronic health system
that uses private key cryptography on local and cloud databases. The medical data is
efficiently decentralized through patient-specified access control. The system may face
privacy challenges due to untrustworthy cloud-based server providers that can deduce
personal information from the user’s IP addresses, thereby breaching anonymity.

Roehrs et al.

Authors used the openPHR protocol to distribute electronic health records into data
blocks among participating devices. The protocol was proven elastic, feasible, and
generalizable. to many organizations. Although their architecture is described in detail,
the researchers admit a lack of privacy and security in their technique.
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7.5. Evaluation Framework
7.5.1. Security Evaluation

Hyperledger Fabric, like other technologies that use certificates and identities, can
easily be compromised by users. Disclosure or theft of a blockchain user’s private certifi-
cate could enable a malicious user to perform read and write instructions on the ledger.
Depending on the existing policy, system security may be at risk. In this project, such a
scenario is unrealistic because ordinary users and administrators lack full control over the
ledger. The chaincode that runs autonomously in all the peers may also pose a system
risk due to bugs. Therefore, the system should be inspected and tested for bugs. Addi-
tionally, quantum computing seriously threatens systems that use traditional encryption
techniques and hashing methods. Hence, robust countermeasures are necessary to address
such threats.

7.5.2. Anonymity Evaluation

A privacy-aware framework ensures anonymity and unlinkability between clients and
transactions. Evaluating anonymity involves retrieving crucial information during user
interaction and chaincode execution. The client identity library built into the chaincode
aids in analyzing disclosed identity attributes in various interactions. The library provides
a way to access private validator information using the transport-layer security protocol for
encryption. Blockchains are typically assigned public keys that conceal confidential data.

Since Hyperledger Fabric offers a large configuration space, various parameters should
be configured for anonymity. Moreover, a blockchain network’s performance should be
measured by various static variables, including the endorsement policy and the numbers
of orderers, peers, and organizations. At least one organizational peer should sign each
transaction proposal to prevent unnecessary interactions between endorsing parties. Two
organizations (org1 and org2) were established with different technical constraints and levels
of network complexity. The organization comprised three validating peers and four orderers.

7.5.3. Performance Evaluation

The DLPS was used for standardized benchmarking and to analyze influential vari-
ables and the performance of Fabric. The tool was chosen because it clearly defines how it
determined throughput and latency, which are the key performance metrics in this study.
The DLPS is open-source and facilitates the testing of various configurations through its
cloud network support. The benchmarking covered several variables that potentially in-
fluence the performance of Hyperledger Fabric. Since DLPS did not support all Fabric
properties by default, the latter was upgraded to Fabric 2.0 to support multiple channels,
private transactions, and complex queries. Moreover, the CouchDB and ordering node
docker were set on separate or the same peer nodes to increase the support for architectural
parameters. Splitting or joining tasks with different peers potentially enhances performance
by lowering cross-instance latencies.

Additionally, the design supported multiple data center deployments and network
delay simulation. The benchmarking processes initiated automatic crashes of orders and
peers and assessed traffic statistics and single-core CPU usage. The variables considered
for benchmarking are summarized in Table 9.

The experimental testing was incremental to enhance the reliability of outcomes.
A configuration file specified the particularities of the Hyperledger Fabric, and the DLPS
utilized the file to set the client network and blockchain before the benchmarking processes.
In a single DLPS run, requests were sent from clients to the network for a specific duration
and rate, which is portrayed as the gradient of requests on a curve. A response curve was
generated to confirm successful transaction processing. Seven incoming transaction rates
were considered, including creating the patient record, reading a patient record, updating a
patient record, deleting a patient record, creating an appointment, updating or deleting an
appointment, and setting an access policy. Figure 19 illustrates the single benchmarking
run, and Figure 20 portrays the ramp series.
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Table 9. Variables.

Group Variable

Architecture

Endorsement policy
Database Location
Number of orderers, peers, and organizations
Number of channels

Setup
Block parameters
Hardware
Database type

Business Logic

I/O-heavy workload
Private data
Reading versus writing
CPU-heavy workload

Network Bandwidth
Delays

Figure 19. Single benchmarking run.

Figure 20. Benchmarking ramp series.

7.6. Benchmarking Result
Default Setup

Considering the modifications to the default architecture regarding the parameters
under study and the outcomes from reviewed literature, it was clear that changing the
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numbers of clients, channels, and ordering services did not affect throughput. Guggen-
berger et al. [118] found that doubling the number of clients to spread the workload
improved the performance of private transactions by 4% but did not affect the performance
of public transactions (a public transaction means anyone with access to a blockchain
network can examine the details of the transaction; in contrast, a private transaction means
only specific participants can examine the details of the transaction). Increasing the number
of channels by the same magnitude increased private performance and lowered public
performance, by 13% and 2%, respectively, (14). Therefore, relying on a single channel in
this project did not undermine the performance outcome in terms of throughput. CPU
utilization among peers on all cores was at maximum with the single channel, implying
that an additional channel would not achieve higher throughput.

7.7. Architecture
7.7.1. Endorsement Policy

The endorsement policy is crucial because it influences the level of redundancy. In-
creasing endorsers improves robustness at a higher overhead cost. A rise in endorsers
lowers throughput. Increasing orderers lowers the performance of CouchDB by 14% for
simple public transactions and by 41% if the number of endorsers is doubled (Figure 21).
For private organizations, the private transactions between org1 and org2 were evaluated
accordingly. Doubling the number of endorsers from two to four resulted in a 14% loss in
CouchDB throughput. Public transactions yielded a 31% decrease in throughput for the
same database. Therefore, increasing the number of endorsers in CouchDB affected public
transactions more grossly than private transactions.

Figure 21. Effects of endorsement policy variation.

7.7.2. Network Architecture

If the number of peers per organization increases and the number of endorsers is kept
constant, the maximum throughput increases. The same occurs if the number of organiza-
tions increases and the other two variables remain constant. For this setup, the optimum
throughput was two peers per organization with one endorser. Therefore, employing
the right peers could enhance throughput by up to 31% and 21% in public and private
transactions, respectively.

7.8. Setup Configuration
7.8.1. Database Type

The performance of Hyperledger Fabric is subject to database choice. Although only
CouchDB was used in the experiment, the results show that the performance of Fabric was
relatively lower, especially for private transactions, than the literature-reported values for
other databases.
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7.8.2. Hardware

The system’s performance will improve with better hardware. Given a small number
of CPUs, an increase in their number is expected to boost throughput. The performance of
CouchDB is higher with a greater number of CPUs. Moreover, CPU utilization declines
with more cores. The CPU cannot be fully utilized in hardware with many cores, and no
single core could achieve 90% CPU utilization. The hardware enhancement also reduces
the number of crashes, and therefore, maintains system integrity.

7.8.3. Block Parameters

The ordering service creates new blocks at maximum block size or a definite period
after creating a previous block. The maximum throughput can be kept below 500 tx/s by
varying the block size to initiate the production of new blocks. A maximum block time
below 2 s ensures at most 1000 tx within the maximum block time. Therefore, a lower block
time yields a reduced throughput because new blocks’ creation, transfer, and validation
attract higher overhead costs. Figures 22–25 illustrate the changes in maximum throughput
and latency with block time and size.

Figure 22. Maximum throughput vs. block time.

Figure 23. Latency at low throughput vs. block time.
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Figure 24. Maximum throughput vs. block size.

Figure 25. Latency at low throughput vs. block size.

7.9. Business Logic
7.9.1. I/O Heavy Workload

This is the impact of keeping large datasets concerning CouchDB’s keyspace size.
No relevant correlation was found for smaller keyspace sizes of less than 105. The maxi-
mum amount of sustainable throughput decreased as the amount of data per transaction
increased. The drop was more drastic for public than private transactions.

After confirming that the keyspace size does not affect sizes lower than 105, a reading
speed of 400 reads per second was achieved in CouchDB for simple key-based queries.
Complex queries had 150 reads per second. Non-invoked queries were utilized because
they are not part of Fabric’s transaction flow.

7.9.2. CPU Heavy Workload

Matrix multiplications were utilized to evaluate Fabric’s performance on CPU-demanding
operations. Simple nested loops were utilized with various matrix sizes to achieve numeric
control of complexity. The magnitude of operations tends to saturation as the size of matri-
ces gets large. The results indicate that Fabric performed well under CPU-intensive tasks.

8. Discussion

The performance of the Hyperledger Fiber framework was evaluated to determine its
suitability for delivering integrity and privacy-aware electronic health records systems in
a blockchain. The experimental metrics utilized to achieve this objective included perfor-
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mance, gauged throughput and latency, business logic, architecture, and setup variables.
Anonymity and security evaluations involve the assessment of potential vulnerabilities of
a permissioned distributed network and how risks can be minimized. The DLPS was used
as a benchmarking solution, which proved effective with the choice of CouchDB as the
database. In terms of architecture, the number of orderers did not affect the performance
under a few transactions. However, the addition of peers under a constant endorsement
policy enhances throughput.

The hardware and database setup is essential in ensuring optimal performance. Better
hardware yields high performance when the number of CPUs is low. CouchDB performed
slightly slower than the speeds reported for LevelDB in the literature for private and public
transactions (Kuzlu et al.) [119]. In business logic, the performance declines considerably
beyond a transaction payload of 1kB. The endorsement policy affects performance if
redundancy calculations increase. The performance of reading and writing is independent
of the index matrix. Based on these observations, it is also clear that throughput depends
on the type and number of transactions, and the choice of database.

In this research, the author conducted a performance analysis for the completeness
and acceptability of our proposed smart contract. In evaluating the capability of Fabric
to support secure health record infrastructure, the performance of the framework was
analyzed in terms of architecture, business logic, and setup configuration concerning
our proposed health record system. The results demonstrate that Hyperledger Fabric is
suitable and customizable for implementing a privacy-aware health records system in the
blockchain. Since it is a permissioned platform, security policies are straightforward and
focus on managing the human as the weakest link in any system. These results are echoed
by other researchers who tested the Fabric with other databases, hardware platforms,
and cloud-based facilities. We received almost a similar performance to the others in the
blockchain network. We endorse that our proposed solution did not create an additional
overhead on the Hyperledger Fabric.

9. Future Work

Plenty of work has been done on the privacy and security of health record systems.
However, with the wide acceptance of blockchain networks in the IT industry and the
decentralized network adoption, there was a need for a health record system that should
be enabled on blockchain networks. The author discussed various blockchains in health-
record-related solutions in the literature review, as seen in Section 3. However, to our
knowledge, we have yet to find any user-patient-centric health record system with the
blockchain and usage control model. We have completed our solution and have not tested
this with the existing HRS system. There are some limitations to this research that need to
be addressed in future work; we implemented the complete healthcare system within the
blockchain networks as a smart contract. The problem with the existing HRS systems is
that they are distributed and implemented in a unified fashion. To integrate our solution
with the existing HRS system, there should be a generic and standard framework such as
HL7. Thus, to bring our proposed work to the next level, we have to provided integration
with HL7. Another consideration for future work is cross-validation, which is an important
aspect of this research which should be performed in future.

10. Conclusions

In this paper, we proposed an Integrity and Privacy-Aware, Patient-Centric Health
Record Access Control Framework using blockchain. We investigated the literature regard-
ing the user-centric privacy of patients’ healthcare data records on top of the blockchain;
analyzed the famous blockchain operating systems to choose the optimized one; and de-
scribed our proposed framework design based on blockchain technology using Hyperledger
Fabric and usage control (UCON), implementation, and evaluation. Our contributions have
been to achieve that it is user-centric and allows control by the patient to access his/her
health record for the concerned health personnel. As a result of our evaluation and analysis,
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the implemented prototype using Hyperledger Fabric is suitable, efficient, and customis-
able for implementing a privacy-aware health records system in the blockchain. Since it is
a permissioned platform, security policies are straightforward.
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