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The substantial rise of information technology has facilitated the methods of access to digital information and internet of things
(IOT). Digital image processing handles the digital material to store and distribute more effectively with decreased time and space
complexity. However, these tactics undermine the privacy of digital materials. A recent study focuses on shielding digital materials
from illicit use and distribution by making reversible data strategies to tackle the risk of privacy breaches for digital content. In this
study, a composite reversible data hiding (CRDH) approach is suggested. CRDH employed the integer wavelet transform (HAAR
transform) with the HH band’s eigenvalue decomposition. The suggested CRDH first performed the IWT transformation on the
cover image (CI) and parsed it into four consecutive frequency subbands, namely, LL, HL, LH, and HH. Sensitive data of the
proposed approach are incorporated by merging the HH band of the cover image’s individual values with the encrypted
eigenvalues of the confidential data. The choosing of casing art is such a method that values are within a range. The
confidential data picture and HH band’s frequency band are roughly the same; thus, modifying the individual values will not
affect the quality of the confidential data image and the HH band’s content. The suggested strategy’s primary purpose is to
design a data concealing technique that hinders the verification of digital information by maintaining a high rate of peak
signal-to-noise ratio (PSNR). The PSNR of the existing technology is less than 50 per cent of the total accessible data set. The
PSNR value shows the picture’s visual quality, where the PSNR increases the better image quality. Therefore, concealing data is
essential for the technique that inhibits authentication and keeps a high rate of PSNR. The suggested approach fulfils this aim,
gets a PSNR rate of above 50 per cent, and hits 59 per cent for line.

1. Introduction

The internet of things (IoT) is aimed at connecting every
device to the Internet so that these devices can be accessed
anytime, anywhere, and from any path (i.e., any network).
This concept has been defined as a new communication sys-

tem that connects the Internet with the physical world via
wireless sensor devices. As a result, everyday devices have
become a network component that collects information
about their environment and generates reports. Thus, every
object with wireless technology can provide data to a large
number of applications and users. However, to realize this
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potential, wireless devices with different communication
standards and hardware limitations need to work in har-
mony with each other and with existing internet protocols.

Today, wireless sensor networks are used in smart home,
health, agriculture, and industrial applications primarily
work in local area networks to provide information to a
certain number of users. Since application protocols running
on TCP/IP stacks designed for traditional wired networks
cannot be used directly on devices with limited hardware
resources, these networks are connected to the Internet via
a gateway between the user and the sensor devices. TCP/IP
is also called the Internet protocol suite, which is a set of
communication protocols used by the internet or the net-
works which are parallel to it. It allows large-distance com-
munication by creating a virtual network. This situation is
time-consuming and laborious since each new application
requires modifications to the existing protocols defined on
the wireless sensor network. Therefore, wireless sensor net-
works cannot be directly integrated into the internet infra-
structure. In wireless sensor networks, CoAP, MQTT,
STMP, etc., application protocols have been proposed. These
application protocols work on the IP protocol as simplified
versions of the HTTP protocol and require each device to
have an IP address. Considering that the number of devices
connected to the Internet will be over 29 billion in 2023 and
IoT devices will manage the internet traffic (Cisco, 2020),
needs such as addressing a large number of devices and
supporting the traffic generated by the existing infrastruc-
ture arise.

In this context, the adaptation layer and IPv6/6LoW-
PAN protocol stack enable wireless sensor devices to
connect to external IP networks using IPv6 addresses. How-
ever, since the IPv6 method supports end-to-end communi-
cation, unfortunately, different solutions are required against
the traffic bottleneck caused by IoT devices. The second
layer of TCP/IP model is a transport layer. This is an end-
to-end layer which is used to deliver messages to the host.
Moreover, it provides point-to-point connection between
the source host and destination host for delivering services
efficiently. In this context, the most striking solution pro-
posal in recent years as an alternative to end-to-end commu-
nication is information-centered network architecture (ICN
(information-centric networks). This architecture proposes
a network model that focuses on content/data instead of
address-based communication between destination and
source nodes. Therefore, methods such as naming, routing,
caching, and securing ICN provide advantages for IoT appli-
cations. For example, the data is provided by the naming of
the data, regardless of the address where it is located. In addi-
tion, fast and efficient content provision is ensured by caching
data by wireless devices on the same network, regardless of the
data source. Thus, the information-centered approach has
become a strong candidate in incorporating wireless sensor
networks into the Internet by eliminating the necessity of
establishing and maintaining the end-to-end connection
required by the traditional Internet architecture.

With the global expansion of the Internet, the Internet
has become a powerful and accessible platform for data
transmission. Unfortunately, sensitive information can be

stolen and tempered on the Internet. In recent times, infor-
mation security has attracted the focus of the researcher as a
data hiding scheme. Data hiding [1] plays a vital role in
Internet and multimedia-based secure communication. The
primary purpose of data hiding is to secure the confidential-
ity of the message and share the sensitive news safely. If
there is any splash in the confidential message or its media
during data transmission, the secret message cannot be reor-
ganized entirely after receiving it. Data hiding schemes for
sharing confidential data in intelligence, buro, paramilitary,
military, and company financial reports would have played
a significant role in recent times and lead to focus research
in reversible data hiding schemes in recent years [1].

The reversible data hiding [2, 3] uses images as an input
tool because of their easy access. Images can be downloaded
with a scanner, digital camera, or directly online. Depending
on the encryption method, the most recent algorithm data
can be divided into three areas: location, currents, and pres-
sure points. Encryption method offers various advantages. It
is cheap to apply in algorithms. It increases the integrity fac-
tor of our data. Moreover, it allows sharing your files safely.
Algorithms in the field section include encryption by chang-
ing the pixel value directly. However, algorithms in the net-
work area begin to convert the image to coefficients [4, 5].
Then, the coefficient changes include individual messages
[6, 7]. Pressure algorithms accept images generated by a
series of compressed codes as their intervening medium.
Inclusive details are achieved by modifying the computer
code [8, 9].

This paper presents a composite reversible data hiding
(CRDH) scheme that employs integer wavelet transform
(HAAR transformation) with eigen decomposition over
both cover and confidential data images [10]. The proposed
data hiding scheme significantly improved the extracted hid-
den data measure as MSE and PSNR and acquired higher
PSNR and lower MSE.

2. Internet of Things

IoT is a system that allows all objects in the ecosystem to
connect to the Internet. In addition to the ability to commu-
nicate with each other, these tiny objects can send data
directly to the Internet or act by taking commands on the
data coming from the Internet. Therefore, IoT allows objects
with different properties to be accessible from the Internet
for data collection, resource sharing, analysis, and manage-
ment. As a result, in transportation, health, environment,
agriculture, etc. smart devices used in various business areas
and having sensors and actuators have become intelligent
internet components. IoT is aimed at transforming the data
collected from these devices into information with methods
used in application areas such as artificial intelligence and
data mining and serve this information to many applica-
tions or users. In addition, standardization studies have
been carried out so that wireless sensors with different hard-
ware/communication sources can be used in large-scale
applications.

Most applications carrying various information obtained
from sensor devices to users with existing internet protocols
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work in local area networks (LAN (local area networks)). On
the other hand, IoT is aimed at providing information to
many users and services by measuring the information
obtained from sensor nodes depending on their application
areas. In this direction, IoT applications and currently used
technologies are examined in 5 different layers in Figure 1:
object/device layer, connection layer, management layer,
data processing and analysis layer, and application layer.
With this architecture, the data provided by the sensor
nodes over the internet in real-time or periodically can be
used by many applications and users. The sharing of secret
keys of nodes is provided by symmetric and asymmetric
encryption mechanisms. The fundamental difference
between these two types of encryption is that symmetric uses
one key for both encryption and decryption, while the later
one uses a public key for encryption and a private key for
decryption.

In Figure 1, each layer represents the area of production
and use of information. In the object layer, each device col-
lects information about its environment. At the same time,
the identification and tracking of objects in this layer are
provided by RFID technology, proximity, smoke, tempera-
ture, light, etc. The information that needs to be measured
can be identified with other sensing devices. The connection
layer is where devices with different technologies are named,
and the produced measurement data (temperature, light,
etc.) is transmitted. In this layer, each device uses its com-
munication technology (Zigbee (IEEE 802.15.4), 6LoWPAN,
NFC, Bluetooth, etc.)

It carries the information it produces to the upper layers
of management and data processing. Security, media access
control, installation, and configuration of devices are done
at the management layer. This layer is where the periodic
operating times of wireless devices and discovery and config-
uration protocols are set in the local network area. The
generated information can be used by end-users in the appli-
cation layer, and it also provides information to different
application areas in the data processing and analysis layer.
At the application layer, the information obtained from the
devices and meaningful information can be used for suspi-
cious event detection, efficient energy consumption, occupa-
tional safety, etc. It can be used in many applications (Ersin
& Öz, 2020), e.g., the electricity consumption information
measured by the sensor nodes used in smart homes, and
innovative grid applications can be used by electricity com-

panies to optimize supply and demand and make savings
and consumption plans by the consumer.

Another application area emerging within the Internet of
things with body area sensor nodes is intelligent health
systems—physical measurement information obtained from
body area sensor nodes, Bluetooth, etc. With the help of
communication technology, it can be monitored in real time
via a smartphone, or these measurements can be controlled
by doctors with cloud technology. In addition, elderly sur-
veillance systems can be given as an example. Remote real-
time surveillance of the patient can be provided, and physi-
cal measurements such as blood value and heartbeat can be
followed with the help of sensor nodes. As an application
that can be used shortly, it can be used for smart homes,
building, cities, etc. Any sensor node will transmit the values
it produces to social networking sites periodically, and this
information will be followed by many users and end systems.
Along with applications such as smart houses and buildings,
innovative agriculture/forest systems and transportation sys-
tems define new application areas that emerge within the
Internet of Things.

3. Communication Features

Sensor devices used in various applications of IoT have dif-
ferent communication technologies such as IEEE 802.11,
IEEE 802.15.4, IEEE ZigBee, IEEE Bluetooth, and RFID. In
the IoT communication model, wireless sensor devices are
connected to a gateway connected to the Internet. The gate-
way can query data from nodes at specific intervals or trans-
mit data to nodes. Data generated in wireless devices are
transmitted with IEEE 802.15.4 or a similar wireless technol-
ogy standard with low data transmission capacity (kb/s). The
data transmission capacity of the IoT environment is limited
by the resource constraints (energy, computing power, and
memory) of the sensor devices and the insecure nature of
the transmission environment. For this reason, reliable com-
munication protocols have taken into account the limited
data rate and power capacity of the devices while minimiz-
ing energy consumption at the same time.

4. Data Security in IOT

The accessibility of data by many users and applications has
made it more critical to ensure the security of devices that
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Figure 1: Internet of things: communication technologies and applications [5].
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collect sensitive information about almost every environ-
ment and this sensitive information. The processor power,
storage space, and energy constraints of wireless sensor
devices used in the IoT cause these devices to be inherently
vulnerable. At the same time, problems such as the loss
and corruption of packets containing sensitive information
are frequently experienced in these environments. There-
fore, ensuring security in a complex and dynamic system
such as the IoT is critical. For this, in applications where
wireless sensor networks are used, the security requirements
are determined as data confidentiality, source authentica-
tion, data integrity, and availability of data.

Security models integrated with the data itself are not
supported in IP-based Internet applications. Instead, in IP
networks where end-to-end communication is established,
the security of the communication channel between the
two ends is provided with TLS/DTLS/SSL security protocols
for the formation of a secure session. In addition, mecha-
nisms such as content integrity and authentication were
added to the upper layers later. The high messaging require-
ment of these protocols causes packet delay, reducing net-
work and application performance. The energy consumed
by wireless devices with limited resources to provide a secure
communication channel is more than the energy spent for
encryption algorithms. In this case, security methods inte-
grated with the content itself can be an efficient solution
for restricted devices. One mechanism that makes the
knowledge-centric network approach a strong candidate
for IoT applications and future internet architecture is pro-
viding the content itself. In ICN, the safety of the data is
ensured by the control of integrity, accuracy, and privacy.
Completeness check consists of the name–data pair. In this
case, the information itself is accessed by the given word.
Accessing the data with the signature-based naming method
also provides the accuracy condition. Privacy control is pro-
vided at the transmission and application layers. In addition,
the security of devices must be ensured in various IoT appli-
cations. In this case, authentication and authorization checks
are required. For example, machines that send commands to
an actuator may need to be authenticated. However, ICN
focuses on the security of interest and data messages. There-
fore, additional security mechanisms should be used for dif-
ferent service models using wireless devices. Cryptography is
the study of secure communication techniques that allow
only the sender and the intended recipient of a message to
view its contents. The term is derived from the Greek word
kryptos, which means hidden. If the message is intercepted,
a third party has everything they need to decrypt and read
the message.

In traditional ICN networks, the public critical cryptog-
raphy method is used, and encryption information is added
to the end of data/interest packets. Cryptography can be
described as the study of secure communications which will
allow only the sender and the intended recipient of a
message to see the content. For example, if the message is
being intercepted, then the third party will have anything
they require to decrypt and to read the message. In wireless
sensor networks, data confidentiality is provided with
key-sharing AES, Blowfish, and Triple DES using various

encryption algorithms. However, key usage and encryption
alone are not enough. In the wireless environment, suspi-
cious nodes can quickly get into the communication scope
of other nodes, eavesdropping on sensitive data and decrypt-
ing them. Source authentication is used by the sending and
receiving nodes to distinguish between malicious fake
packets and original packets. The sharing of secret keys of
nodes is provided by symmetric and asymmetric encryption
mechanisms. However, the increase in the use of the proces-
sor and the size of the communication packets by the
encryption mechanisms reduces resource-constrained wire-
less sensor devices (Tourani et al., 2018). The elliptic curve
encryption method provides security with lower processing
power with the fundamental structure produced smaller
than other methods and can be applied in limited IoT
devices. However, this method requires the critical exchange
and sharing keys between nodes which adds a burden on
communication. Data integrity is essential in detecting data
damage or loss caused by the conditions of the wireless
transmission environment. However, malicious nodes can
inject incorrect data or modify data inside communication
packets.

For this reason, the integrity of the data is essential not
only for error control mechanisms but also for ensuring secu-
rity. Data availability is essential when wireless sensor nodes
or a group of nodes in the network are exposed to a denial of
service (DoS) attack. Security mechanisms have been devel-
oped for each type of attack in the literature. These mecha-
nisms, which take attack-based security measures, should
be designed specifically for application requirements.

5. Reversible Data Hiding

With the rapid advancement of communication through the
Internet, the information exchanged could tamper inten-
tionally or accidentally through unprivileged access. In
recent years, reversible data hiding (RDH) has become an
active research domain in data replication. In reversible data
hiding, the bits hidden are embedded in the cover file
(image) on the sender side. Confidential data and original
cover media are extracted without distortion to the receiver.
The data hiding technique is divided into immutable data
hiding and reversible data hiding. In the immutable data
hiding, the information in a database cannot be changed
or deleted. One cannot overwrite the previous data when
the new data is available. However, in the reversible data
hiding technique, the data is embedded in the image in such
fashion that the original data can be restored. The embed-
ding ability to hide immutable data is high. However, while
the original cover media is destroyed, the embedding capac-
ity in RDH is low, but the original cover media can be recov-
ered [11, 12].

Some of the present data hiding schemes are not invertible,
the presence of truncation error and round-off error in spread
spectrum technique makes it nonreversible, because of the bit
replacement without memory, and the least significant bit
plane scheme is taken into account to be non-reversible and
because of the quantization error quantization-index-
modulation rendered as invertible. RDH also links two data
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sets, and a group belongs to the embedded information [13].
This reversible data handling technique has some advantages
like the scheme offers the embedding capacity which is directly
proportional to the number of pixel in image. Moreover, the
reversible technique inherited from this scheme provides
functionality that allows recovery of the cover image. Another
set belongs to the cover media data such that the cover media
will be lossless recovered once the hidden information has
been extracted out. Confidential data is embedded by modify-
ing the frequency coefficient of the cover image by using some
standard methods like discrete Fourier transform (DFT), dis-
crete cosine transform (DCT), discrete wavelet transform
(DWT), and integer wavelet transform [14, 15]

5.1. Proposed Work. This paper presents a composite revers-
ible data hiding (CRDH) scheme. CRDH competitively
applied integer wavelet transform (HAAR transformation)
with eigen decomposition over the cover image’s cover
image and brand of the cover image. CRDH decomposed
the cover image (CI) into four subbands, namely, LL, HL,
LH, and HH, and evaluated the HH band’s eigen decompo-
sition value for data hiding.

In the proposed reversible data hiding scheme, integer
wavelets transform the cover image (CI) by decomposing,
namely, into lower-lower (LL), higher-lower (HL), lower-
higher (LH), and higher-higher (HH) frequency subband
as shown in Figure 2.

In CRDH algorithm, the hidden data is integrated into
the host image by changing the band of high-frequency coef-
ficients described in Figure 3, that is, the HH subband. As
shown in Figures 1, 2, and 4, the proposed reversible data
hiding scheme is based on both integer wavelet transform
and eigen decomposition with encryption [16, 17]. Initially,
integer wavelet transform divides the host image into four
frequency subfields as LL, HL, LH, and HH bands. The LL
tape works with rough details, the HL band deals with hori-
zontal elements, the LH provides vertical information, and
the HH band contains diagonal image information. The
HH band uses the HH band to embed sensitive data because
you lose data on the image energy [18, 19]. In this way, an
embedded confidential data will not affect the perception
accuracy of the cover image. The proposed reversible data
hiding scheme has two steps with hiding and sending and
receiving as extraction steps.

5.2. Hiding Phase of Composite Reversible Data Hiding
(CRDH) Scheme. Once the cover image decomposes into
four subsequent frequency subbands, CRDH uses the HH
band to hide confidential data (CDI), as its accounted mini-
mum noise level. The proposed data hiding scheme evalu-
ates the eigen decomposition of HH band confidential data
followed by encryption [20]. Encrypted eigen decomposition
then superimposes over HH band of IWT (CI) after apply-
ing inverse eigen decomposition operation. Finally, we apply
the inverse integer wavelet transform to generate an embed-
ded cover image (ECI).

5.3. Extraction Phase of Composite Reversible Data Hiding
(CRDH) Scheme. The extracting phase of the proposed

scheme uses exactly the inverse operation of the hiding
phase; in extracting, the proposed scheme is used to apply
integer wavelet transform over the embedded image (ECI)
to get the HH band confidential data (CDI) is hidden, as
shown in Figure 4. The CRHD scheme enforces eigen
decomposition on HH frequency band of the received data.
The retrieved eigen decomposition compositely contains
eigen decomposition on the cover image’s HH frequency
band and confidential data. As the image dimension of cov-
ered data is already shared between the sender and receiver
before the established data communication, the extracting
phase compared the shared cover image with the received
image. The received image contains both the cover image
and confidential data. The extraction step’s subtracting
returns the eigenvalue of encrypted confidential data and
subsequently applies all inverse operations to get confiden-
tial data at the receiver side.

6. Result Analysis

The proposed works have tested on various data set
images of size 512 × 512. These entire data set images are
gray scale. The gray scale is defined for digital images. It
means the value of each pixel will represent information
about the intensity of the light. In other words, the image
which has only black, white, and gray colors than gray will
have multiple levels. Here, the data set images are used as
Fruits, Elaine, Lena, and Tiffany. The size of the confiden-
tial image is also the same as the original image. To sim-
ulate the proposed work, the implementation is done in
MATLAB. The i3 processor is executed with 4GB RAM
and 500GB HDD.

6.1. Performance Parameter. PSNR is an image factor used
to determine the quality of an image by comparing quality
differences between the original image and the resulting
image.

Original image LOW HIGH

IWT on rows

LH

LL

HH

HL

IWT on columns

Original image LOW HIGH

IWT on rows

LH

LL

HH

HL

IWT on colum

Figure 2: IWT transform of cover image.
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It is calculated using the mean square error (MSE). The
following formula calculates both parameters:

PSNR = 10 log10
MAX2

MSE

� �
, ð1Þ

MSE =
∑i,j I1 i, jð Þ − I2 i, jð Þ½ �2

i ∗ j : ð2Þ

Cover image (CI)

Eigen
decomposition

LL HL

LH HH

Harr transform 

Integer wavelet transform

H H

CH
HH = CI

HH⁎ (CI
HH)−T

Confidential data image 
(CDI)

Encrypted CDI

CDI
HH = CDI

⁎ CDI
−T

Embedded image (ECI)

Send to receiver

Nandni

Eigen
decomposition

Inverse eigen
decomposition

Inverse integer 
wavelet transform

Figure 3: Reversible data hiding embedding procedure.
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HH = ECI

HH⁎ (ECI
HH)−T

Recovered confidential data
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Recovered encrypted
RECDI

Inverse eigen
decomposition

ECDI
HH = CDI

⁎ (ECDI)−T

Inverse eigen
decomposition

Embedded image (ECI)

Inverse
integer wavelet

transform

Recovered cover image (CI)

Nandni

CH
HH = CI

HH⁎ (CI
HH)−T

Figure 4: Reversible data hiding extraction procedure.

Table 1: Mean square error vs. noise level ratio comparison over
different data images.

Images MSE Noise level

Fruits 0.099007 0.45

Elaine 0.127639 0.29

Lena 0.05318 0.38

Tiffany 0.243832 0.41
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This calculation has been gathering by the computer
program. There are various testing images has been used.
Some of them have been shown here with their results.
Table 1 shows comparison of mean square error and noise
level ratio over different data images.

For four different data sets, the mean square error is
compared with noise level over the data range.

Figures 5 and 6 show the MSE and noise ratio, as the
graph shows that there are some images has been used for
as input. This input and the generated output image has
been used for calculating the comparison ratio. The graph
also shows the proposed approach shows the better results.

Figures 7 and 8 show the PSNR and SNR, as the graph
shows that there are some images has been used for as input.
This input and the generated output image has been used for

calculating the PSNR. The graph also shows the proposed
approach shows the batter results.

As shown in Tables 2 and 3, PSNR and SNR of existing
technique for all the available data set describes in Figure 8 is
less than 50%. The PSNR value indicates the image’s visual
quality, where a higher PSNR and SNR value leads to better
image quality. It is needed to develop a data hiding scheme
that prevents authentication of digital information with
maintaining a higher PSNR, whereas the proposed scheme
significantly achieves this goal and gains PSNR greater than
50 and achieves up to 59% for Lena.

7. Conclusion

Confidential data exchange is virtually insecure in this era
of wireless communication. Intentional or unintentional
changes to the transmitted data are possible. Recently,
researchers focused on hiding confidential data within the
covered image via a reversible data hiding scheme. But the
data hiding scheme still faces challenges to extract distortion
less and noise-free confidential data at the receiver side. This
paper presents a composite reversible data hiding (CRDH)
scheme. CRDH competitively applied integer wavelet trans-
form (HAAR transformation) with eigen decomposition

0
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0.25

Fruits Elaine Lena Tiffany

M
SE

Image data set

Figure 5: Comparative analysis of mean square error ratio.
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Table 2: PSNR comparison over different data images.

Images Coding transform CRDH

Fruits 48.36 57.85

Elaine 48.31 52.36

Lena 48.39 59.54

Tiffany 48.45 56.24

Table 3: SNR comparison over different data images.

Images Coding transform CRDH

Fruits 41.21 54.25

Elaine 45.63 50.26

Lena 46.35 56.54

Tiffany 47.52 55.41

7Wireless Communications and Mobile Computing



over the cover image and confidential data image. CRDH
decomposed the cover image (CI) into four subbands,
namely, LL, HL, LH, and HH, and evaluated the HH band’s
eigen decomposition value for data hiding. The discussed
technique will help to design a data concealing method which
impedes the verification of digital information by keeping the
rate of PSNR high. The PSNR of the existing technology is
less than 50 per cent for the total accessible data set. The
proposed data hiding scheme significantly improved the
extracted confidential data measure as the MSE and PSNR
and acquired higher PSNR (up to 59%) and lower MSE. For
the future researchers, it creates a gap to work on additional
factors which do not directly relate to the performance of the
proposed technique. It will also include reducing the size of
the auxiliary file.
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The data shall be made available on request.
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