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Abstract—Increasing food consumption, asking for quality food, 

and environmental impacts of agriculture lead to has used 

information technology in the agriculture sector, which comes 

under the heading of precision agriculture. Internet of things 

(IOT) is a tech-nology that is growing rapidly in recent years and 

brings numerous benefits with it for agriculture. Because of the 

heterogeneous and enormous amount of data collected by IoT 

devices, future of internet of things (IoT) agricultural 

applications depend on cloud computing. At the same time, 

microcontrollers will add new abilities to the internet of things 

(IoT). In this survey, the research trend, the concepts, 

fundamental components of IOT, the challenges, and IOT 

applications in agriculture are examined. Firstly, the numbers of 

published papers in this field reviewed. Secondly, IOT definition 

and IOT architecture together with its layers are introduced. 

Thirdly, some involved technologies in the IOT are compared; 

finally, the main challenges in IOT and precision agriculture 

(PA) are considered. 

Keywords: Internet of Things; Precision agriculture; Machine 

to Machine;  

I.  INTRODUCTION  

Internet of things, IOT, is a novel application domain that 
integrates different technologies (software) and devices 
(hardware) such as wireless telecommunications technology, 
sensors, Radio-Frequency Identification (RFID) tags, actuators, 
mobile phones, etc. Kevin Ashton invented the word ‘Internet 
of Things’ in 1999.  The first interesting characteristic of IOT 
originated from the name that describes it. It is a set of physical 
interconnected objects or “Things”. Physical entities can be an 
animal, humans, cars, environments, appliance etc.  
Furthermore, the “Internet” refers to the fact that “Things” are 
connected to the internet. Additionally, each “Thing” has an 
identifier in order to be identifiable. 

Generally, characteristics and abilities of the IOT make 
possible to use this technology in many application domains 
while because of existing limitations and challenges[1] only 
small numbers are now applicable to our community.  
Agriculture is one of the domains that have been affected by 
IOT and lead to a coined new area that named Precision 
Agriculture. According to [2], precision agriculture is an 
approach to use information technology (IT) to improve the 
quality of crops and increase yields. Overall, the goal of 
precision agriculture is to improve farmers’ profits and harvest 
yields while declining the negative effects of farming on the 
environment that result from overuse of fertilizers. By 2050 the 
world’s population will reach 9.6 billion, 36 percent higher 

than today, Food consumption in the next 30 years may rise to 
3070 kcal/person/day by 2050[3]. At the same time, annual 
production of main crops will need to grow from the current 
amount to almost one billion further. This quick population 
growth and the related issues will cause additional worry on 
food production.  

  Modern agriculture especially precision agriculture (PA) 
has a key role in helping to enhance crop yields[4]. PA 
promises to make agriculture extremely effectiveness to make 
sure high productivity levels and reduce the environmental 
impact of farming. Additionally, PA positive approaches have 
a marked effect on greenhouse gas emissions. Precision 
agriculture thanks to advanced technologies such as WSN, 
sensors, RFID, actuators, etc. is able to cut the amount of 
fertilizers and pesticides, as it optimizes the needs of the fields 
and indoor agriculture. In recent years, there have been 
advances in low-cost and low-power sensors. These sensors 
measure soil moisture, temperature, humidity and other 
parameters such as water content, outdoor temperature, wind 
speed etc. Data collected from the sensors analyze by data 
analysis methods which helping to extract more information 
from the data, decision making support systems and create 
more accurate prediction models. Moreover, PA also 
considered as an approach based on data[5]. Researchers use 
data mining methods (classification, clustering, regression, 
etc.) in order to deal with a complex issue, yield prediction.  

Uses of IoT technologies in different fields have a 
significant growth, some of which are: healthcare, smart cities, 
industries, agriculture, traffic management, military, smart grid 
and others[6], so we carry out a wide-ranging review of  related 
work in three renowned scientific databases (IEE, Springer, 
and ScienceDirect) to investigate the recent trend in IOT 
related publication. Fig. 1 describes the number of publications 
indexed in the three major scientific databases over an eight 
years period between 2010 and 2017. Meanwhile, in recent 
years there has been a sharp rise in the trend of submitted 
research articles related to applications of the internet of things 
in agriculture in the scientific databases (see Fig. 2). In this 
paper, we use the Google Scholar search engine for compare 
the number of publications between 2010 and 2017. The results 
obtain by browsing the keywords ‘IOT and agriculture’, ‘IOT 
and precision agriculture’, ‘IOT and farming’, ‘IOT and smart 
agriculture’. This dramatic increase drives us to study to 
investigate the latest scientific research on applications of IoT 
in agriculture. 
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Figure 1.  Number of IOT related publications by year 

II. BACKGROUND AND CONCEPT OF IOT 

Generally, the “Internet of Things” or “Internet of Object” 
refers to a set of networked thing, each equipped with sensors 
which they are connected to the internet[7]. IEEE P2413 
deploys three-layer architecture for IoT which the layers named 
the Application, Networking and Commutation, and Sensing 
layers, respectively. In Fig. 3 the roles of each layer explain in 
brief.  

Radio-Frequency Identification (RFID) plays a vital role in 
the history of IOT. RFID technology uses radiofrequency 
waves in order to send gathered data from a mobile physical 
entity to RFID reader. Other key technologies associated with 
IOT are including identification technology, sensing 
technology, and communication technology [4,5]. From 
recognition and addressing point of view, identification 
technology is vital for the IOT.  Electronic produce codes 
(EPC) and ubiquitous code (uCode) are two major 
identification techniques for the IOT[6]. In addition, addressing 
IOT devices which connect to the internet lead to another 
problem. To solve the problem, addressing methods such as 
IPv6 and 6loWPAN-IPv4 are used[8].  

The IOT sensing technology is a network established by a 
number of sensors to sense analog data such as light, pressure, 
temperature, wind speed, and etc. Collected data might involve 
in aggregation and preprocess techniques in order to reduce the 
data traffic and increase the sensor node lifetime. Various 
forms of communication technologies have been used by IOT 
such as WiFi, ZigBee, Bluetooth, IEEE 802.15.4, LTE, and 
5G. The IOT requires a standard way to connects IOT devices 
to each other and to the internet. The European 
Telecommunications Standards Institute (ETSI) refers to the 
machine to machine (M2M) communication instead of the 
word IOT. WiFi or wireless local area network (WLAN) plays 
a vital role in M2M communication. IOT communication needs 
two necessary characteristic, ubiquity and reliability. The WiFi 
or IEEE 802.11 standard is one of the promising technologies 
for IoT communication. Today, there are a growing number of 
WiFi connections in everywhere which things can be 
connected to the internet through it. Moreover, IEEE 802.11ah 

(or WiFi-HaLow) which is a novel version of WiFi technology 
provides communication between more than 8000 devices  

Figure 2.  Trend of publications in the field of IOT in agriculture 

 

involve in typical IOT applications such as smart grid, smart 
healthcare, smart agriculture, supply chain management etc.[9]. 
Note, another foundational technologies and elements for IoT 
are a barcode, Near Field Communication (NFC), Artificial 
Intelligence (AI), computational technology, and others. 

III. IOT AND ENABLING TECHNOLOGIES 

A. IOT hardware platforms 

Internet of things is developing in recent years rapidly 
thanks to the small, low price microcontroller and computing 
hardware. Table 1 shows the popular hardware platform used 
in the precision agriculture researches and projects that 
categorized according to main their parameters. This hardware 
equipped with processors, wireless chips, memory and other 
components. 

B. The IoT cloud platforms in the context of agriculture 

An IOT cloud platform is a key component for IOT 
solutions in all application domains. A number of the popular 
cloud computing companies such as Microsoft, Google, 
Amazon, and others introduced the own IOT as a service. The 
IOT cloud platform has the benefit of scalability, virtualization, 
low price, and large scale. The precision agriculture use 
sensors, RFID, wireless communication, intelligent systems 
and other ICT technologies in order to implement the 
monitoring and controlling systems. In the systems, farmers, 
experts or even scientists use the collected data for different 
purposes (analysis, visualization, computing, forecast future 
events, future works etc.).So, the IOT cloud platform is a 
potential candidate to satisfying these purpose in the secure and 
efficient way. Moreover, the IoT devices can relay the data to 
the other the IoT devices via the internet. The IOT platform is 
able to cover the difference between the data network and 
device sensors. Table 2 shows a comparative perspective 
between the famous IOT cloud providers that they are used in 
the precision agriculture. 
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TABLE I.  TYPE IOT AGRICULTURE HARDWARE PLATFORMS 

Source of literature [10-16] [17-19] [20-24] [25-28] 29-33] [34-37] 

Parameters Arduino Mega Arduino Uno Arduino Yun 
Beaglebone 

Black 
Raspberry Pi3 

(B model) 
Intel Galileo 

Microcontroller ATmega1280 ATmega328 
ATmega32u4/Ath

eros (Linux 
microprocessor) 

Sitara 
AM3359AZCZ10

0 1GHz, 2000 
MIPS 

Broadcom 
BCM2387 chipset 

Intel  Quark SoC 
X1000 

Operating Voltage 5V 5V 5V/3.3V 3.3 V 5V 5V 

Clock Speed (MHz) 16 16 16,400 1GHz 1.2 GHz 400MGz 

Bus With 8 bits 8 bits 8 bits 32 bits 32 bits 32bits 

Flash Memory 128 KB 32 KB 32 KB, 16MB 2GB - 8MB 

Memory 8 KB 2 KB 2.5 KB, 64MB 512 MB 1GB 256MB 

EEPROM (KB) 4 1 1 - - 11KB 

Wireless and wired 
Communication 

802.11 b/g/n 
(WiFi shield), 

802.15.4 (Wireless 
SD Shield and 
Series XBee 
modules), RF 
315/433 MHz, 

Bluetooth (HC-05 
module) 

802.11 b/g/n 
(WiFi shield), 

802.15.4 (Wireless 
SD Shield and 
Series XBee 
modules), RF 
315/433 MHz, 

Bluetooth (HC-05 
module) 

802.11 b/g/n , 
802.15.4 (Wireless 

SD Shield and 
Series XBee 
modules), RF 
315/433 MHz, 

Bluetooth (HC-05 
module), USB, 

Ethernet 

IEEE 802.11 
b/g/n, Bluetooth, 
IEEE 802.15.4, 

USB 2.0, Ethernet 
10/100, HDMI 

IEEE 802.11 
b/g/n, Bluetooth 
4.1 (Bluetooth 

Classic and LE), 
USB, HDMI, 

Ethernet 10/100 

IEEE 802.11 b/g/n 
(external 
modules), 

Bluetooth  LE, 
IEEE 802.15.4, 
USB, HDMI, 

Ethernet 10/100, 

IDE 

Arduino IDE, 
Arduino Web 

Editor, Makefiles, 
AVR Studio 

Arduino IDE, 
Arduino Web 

Editor, Makefiles, 
AVR Studio 

Arduino IDE, 
Arduino Web 

Editor, Makefiles, 
AVR Studio 

Cloud9 IDE, 
AdaFruit 

WebIDE, Eclipse, 
Netbeans, Arduino 

IDE 

Bluej, Adafruit 
WebIDE, Geany, 
AlgoIDE, Ninja 

IDE 

Arduino IDE, 
Arduino Web 

Editor, Intel XDK, 
Intel System 

Studio IoT Edition 

Programming Arduino language Arduino language Arduino language 

C, C++, Python, 
Perl, Ruby, Java, 

or even a shell 
script 

C, C++, Java, 
Python, Ruby 

C, C++, Java, 
Javascipt, Node.js 
Arduino language 

Input/Output PWM, SPI, I2C  
TWI, PWM, SPI, 

I2C 
GPIO, PWM, I2C, 

SPI, UART 

GPIO, I2C, SPI, 
UART, SD/SDIO, 

DPI 

UART, GPIO, 
SPI, I2C 

Physical Characteristics 4*2.1 Inches 2.7*2.1 Inches 2.7*2.1 Inches 
86.36*53.34mm 

 
85*56 mm 4.2*2.8 Inches 

]

 

TABLE II.  IOT CLOUD PLATFORMS 

Parameters Data 

Visualiz

ation 

Data 

Analytic

s 

Scalabi

lity 
Security Model 

Real 

time 

data 

Support 

Over 

millions of 

devices 

Pricing Other Features 

Platforms 

AWS IoT 
Platform 

Yes 
(Amazon 
QuickSig
ht) 

Yes 
(Amazo
n 
Kinesis 
Analytic
s) 

Yes X.509 certificate Yes Yes 

• $0.20 per GB of data 

processed. 

• $0.03 per GB of processed 

data stored per month. 

• $6.50 per TB of data scanned. 

•  

• Provides Hardware 

resources. 

• On demand services like 

other platforms. 

• Device shadows 

• Rules engine 

Microsoft 
Azure IoT Hub 

Yes (the 
Web 
Apps 
) 

Yes Yes 
Permissions 
(security tokens) 

Yes Yes 

• Free (8,000 messages/day per 

unit). 

• S1: $50 per month (400,000 

messages). 

• S2: $500 per month (6 million 

• Agility 

• Easy way for business 

transformation 

• IoT protocols and 

extensibility 
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messages). 
S3: $5,000 per month (300 

million messages). 

Extensive set of device 
libraries 

IBM Watson 
IoT Platform 

Yes Yes 

Yes(wi
th IOT 

on 
Bluemi

x) 

• Secure by 

design 

• Security 

controls 

Yes Yes 

• Lite plan: first 30 days of trial 

is free ( after the trial $0.00 

USD per month) 

• Standard plan: Pay for what 

you use by tier. 

• Advanced Security plan : Pay 

for what you use by tier. 

• Secure connectivity and 

architecture. 

• Data management. 

• Device last event cache. 

• Gateway devices 

Google Cloud 
Platform 

Yes 
(Google 
Cloud 

Datalab ) 

Yes Yes 

• security model 

is an end-to-end 

process 

• several layers of 

encryption 

Yes Yes 

• Up to 250MB : $0.00 per MB/ 

Unlimited devices 

• 250MB to 250GB: $0.0045/ 

Unlimited devices 

• 250GB to 5TB: $0.0020/ 

Unlimited devices 

• 5TB to above: $0.00045/ 

Unlimited devices 

• Real Time Stream 

Processing 

• Real Time Stream 

Processing 

• Google's BigData tool 

• Pay as you use strategy 

• Connecting Arduino 

and Firebase and 

Cassandra on Google 

Cloud Platform 

Oracle IoT 
Platform 

Yes Yes Yes 

• CASB 

• Security 

Monitoring and 

Analytics 

• Cloud native 

Yes Yes 

• Oracle Internet of Things 

Cloud – Enterprise: $3.377 

(OCPU per hour). 

• Oracle Internet of Things 

Cloud - Enterprise - Non-

metered: $2,500.00 

• High Speed Messaging 

• Endpoint Management 

• Stream Processing 

• Data Enrichment 

• Event Store 

Salesforce IoT Yes Yes 

Yes(Sa
lesforc

e 
Thunde

r) 

• Secure Identity 

and Access 

Management 

• point-and-click 

security tools 

• Session-Based 

Permission Sets 

and Security 

• Salesforce 

Mobile App 

Security and 

Compliance 

Yes Yes • Pay per use and service 
• real-time decision 

making and high speed 

SAP IoT 
Platform 

Yes Yes Yes 

• Authentication, 

single sign-on, 

on-premises 

integration and 

self-services 

such as 

registration and 

password reset 

Yes Yes 
• Pay per use and service 

(variety of packages) 

• Process Data Streams in 

Real Time 

• Remote Data Sync 

• IoT Application 

Enablement 

• SAP Edge Services 
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Figure 3.  Three-layer IOT architecture 

 

C. Machine To Machine (M2M)  communications in 

agriculture 

According to the[7], Machine to Machine (M2M) 
communications refers to a channel of communication between 
two or more things that are created almost without direct 
human intervention. M2M services are looking for automation 
in the decision and communication processes. M2M 
technology is able to connect agricultural machinery, cars, 
devices to the other things wirelessly by using a wide range of 
communication technologies such as Internet Protocol (IP), 
WiFi, and SMS, in order to reduce direct human intervention 
beside provision of service. M2M plays a vital role in the OT; 
in fact, this technology is a very important and necessary part 
of the IOT, which enable agricultural machinery, cars, devices 
and in general other things that connected to the internet 
activity in a coordinated manner. 

There are different wired and wireless types of M2M 
connectivity technologies (see Table2). The Wireless 
technology especially WiFi, Zigbee, Bluetooth, and Wide Area 
Networks (WAN) are being used widely in agriculture IOT 
solutions[38]. In this case, we interest in the WAN (cellular 
M2M). Cellular M2M communication is a fresh type of 
wireless communication[39]. In the field of M2M, cellular 
communications can use to send data of machines to the base 
station. Additionally, wired networks have some weakness in 
the infrastructure, cost, maintenance, mobility, and others. So, 
cellular M2M is a possible candidate technology in agriculture. 
Agricultural parameters for example temperature, humidity, 
wind speed, location and other parameters can be sent and 
received via M2M communication. Cellular M2M architecture 
and partners describe in Fig. 4. The partners in the device 
domain e.g. machine, animals can be monitored remotely for 
their status of the operation, health condition, diagnostics etc. 
This can significantly reduce time, cost and endeavor. Also, it 
is possible to equip the devices with a wireless modem, which 
used for communication with the M2M service core. End users 
can get alerts on their mobile or tablet by SMS/Email. Control 
rules for any device and operation can be set by User Interface 
(UI). For example, ‘turn on smart irrigation system when soil 
moisture is 20%’. It should be noted that a farmer need to has 

an overall insight into the farm and this item realizes by data 
visualization and analytics in a cloud server.   

 
Figure 4.  The applications of IOT in agriculture 

 

D. Agriculture smartphone Apps 

Information and communication technologies have spread 
around the world and in almost everywhere there are signs of 
technology. ICT has played an important role in precision 
agriculture (PA) and has facilitated agricultural tasks especially 
with the help of telecommunication and smartphone[40]. 

Today due to the advances in smartphones processor and 
operating systems, these devices are increasingly being used in 
the many sectors (e.g. healthcare, industries, smart grid, and 
agriculture). Almost all new smartphones can perform most of 
the tasks of a computer.  Moreover, according to the increasing 
rate of use of smartphones, a large number of Apps has been 
developed for a large number of operations. Almost there is an 
App for each profession and sector in order to help and 
facilitate the tasks. Likewise, for agriculture, many Apps are 
developed that can help to the farmers in different methods. 
We have done research on Apps in the context of agriculture 
that they provide a different range of services in agriculture. 
Table 4 presents a summary description of these Apps. 

IV. INTERNET OF THINGS APPLICATIONS IN AGRICULTURE 

Precision Agriculture (PA) is a modern management 
approach benefit from information technology, geographic 
information system (GIS), GPS, WSN, data collecting etc. 
These technologies try to increase crop yields and reduce the 
environmental impact. That way, the internet of things with 
help of its enabling technologies is a candidate for using in the 
PA. The technological advance in low-power and low-cost 
sensors enables the WSN to collect a body of environmental 
data and send through wireless media to a database. The 
gathered data may undergo an abstract analysis for essential 
feedback or directly send to the database for an in-depth 
analysis[41]. In addition, modern agriculture is looking to 
change traditional agriculture into high-quality, high-yield, 
water saving, and smart agriculture. According to the previous 
discussions, the IOT technology is a promising and possible 
approach to realize these goals. The most important 
applications of IoT in agriculture are drawn in Fig. 5.  
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A. environmental monitoring and control 

The wireless sensor network is a key technology in the 
current century. They have some characteristics such as 
scalability, homogeneity, and heterogeneity of nodes, fault 
tolerance, energy efficiency, and communication capabilities 
that make them suitable for monitoring agriculture and 
greenhouse environment. WSN made up of a number of nodes 
with sensing, communication, and computational abilities. 
WSN’s sensor nodes can measure and process several 
environmental parameters e.g. soil moisture, temperature, 
humidity, water pH, wind speed etc.[42]. At the same times, 
because of the unpredictable weather, lack of water, 
environmental effects, and plant diseases cultivate crops and 
plants is a difficult task. So in order to address these problems 
we have to use modern agriculture monitoring systems. 
According to the WSN’s characteristics, this technology is 
expected to offer effective monitoring systems to overcome the 
problems[38]. 

 
Figure 5.  Cellular M2M general architecture 

TABLE III.  EXAMPLES OF M2M CONNECTIVITY TECHNOLOGIES 

 
Wide Area 

Network 

Local Area 

Network 

Personal Area 

Network 

Wireless 

2.5G, 3G, 4G, 
5G, satellite 

WiFi, Z-wave, 
Zigbee, Insteon, 
IrDa, DSRC 

Bluetooth, 
ANT+, NFC, 
RFID 

Wired 

Fiber, Cable, 
DSL, PLCC, 
Broadband over 
power line 
(BPL) 

G.Hn, KNX, 
HPNA, MoCA, 
UPA, Ethernet,  
CAN bus 

- 

 

Greenhouse monitoring and control system has been 
developing very rapidly. The most effective parameters for 
greenhouse plants that should be controlled to ensure optimal 
growth and productivity are included light, the level of carbon 
dioxide (CO2), temperature, and humidity. In this way, the 
sensors have measured the parameters, and an expert on 
greenhouse who equipped with smartphone, tablet or PC was 
used to analyze the gathered data and automated control some 

parameters[43]. Monitoring of these parameters provides 
useful information for farmers and experts about plants’ grow 
and how each parameter produce an effect on plants 
productivity. Fig.6 shows an overview of the IOT technologies 
(sensors, wireless communication etc.) organization in a field 
and a greenhouse environment. Several sensor nodes are 
deployed all over the field and the greenhouse in order to 
gather, preprocess and send measured data.  Furthermore, the 
gateway connects the sensor nodes to the servers cloud. Drones 
and camera nodes in the field can capture images. These 
images use for more analysis (reduce crop damage and 
vegetation index)[44].  The data is sent to the servers cloud for 
storing, analysis, visualization. The user can interact with the 
monitoring system via tablet, PC, laptop, and smartphone. 

B. Ecological monitoring 

The influences of human activities and natural factors have 
been caused by environmental pollution, climate change, and 
change into biological communities and species[45]. 
Ecological monitoring is a complex and continuing task 
because change process in the natural environment is complex 
and the implementation of an ecological monitoring system is a 
slow procedure. So, we need a long-term ecological monitoring 
system to disclose these changes. Ecological monitoring is a 
systematic approach for collecting ecological data over a long 
duration. Also, there are different types of monitoring such as 
result monitoring, outcome monitoring and surveillance 
monitoring[46]. Therefore, we are needed ubiquitous, constant, 
and real-time monitoring systems in order to satisfy these 
desires. The emergence of Information Technology (IT) leads 
to reacting to ecological changes in a new way. Environmental 
internet of things (EIoT)[47] technologies may be one of the 
possible candidates that can sense, collect, preprocess, and send 
a variety of environmental data and monitor ecological 
parameters in a good manner. The ecological monitoring 
systems have benefited from the growth of the EIOT by 
simulation the environment and monitoring systems. The using 
of the EIOT can assist us to provide effective technological 
solutions for the ecological problems.  

Environmental wireless sensor networks include a set of 
distributed sensors that offer remote ecological data, real-time 
data visualization, and analysis, and merge with neighboring 
networks. The WSNs have several characteristics (e.g., 
continuous monitoring, on-demand, event-based) [48]. These 
characteristics help to monitor multiple ecological parameters 
such as temperature, atmospheric carbon dioxide, soil carbon 
dioxide, wind speed and direction, relative humidity, and 
others. 

C. Irrigation 

The demand for water in agriculture sector is intensifying 
over time, because of the growth population, increasing family 
incomes, good nutrition and varied diet[49]. According to the 
United Nations World Water Development Report 2016, 
agriculture sector accounts for approximately 70% of water 
consumption all over the world. Without use of alternative and 
efficient approach, agriculture water consumption is predicted 
to rise by 20% by 2050. So, we need optimal irrigation systems 
based on information and communication technologies (ICT), 
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sensors, microcontroller, actuators etc. to minimize water 
consumption and maximize the crops production. 

New irrigation systems utilize network sensors and 
actuators to measure and control soil moisture parameter[50]. 
The measured data transfer via IOT communications to the 
local or remote servers for processing and analysis. In many 
projects, researchers use several sensors at the different depth 
of soil.  These sensors provide information about how much 

water crops really need to save water by preventing extra 
irrigation. Note, the excess water in the soil lose by evaporation 
and in some cause can be harmful to the crops and soil[51]. In 
the Fig.7 a smart irrigation system is shown. The system is  

 

TABLE IV.  SMARTPHONE APPS IN AGRICULTURE 

Apps Descriptions OS 

Sirrus 

Sirrus helps agronomists and farmers on farming decisions by making field data accessible and easy to collect. This App 
developed by SST software group. Other features included: determine farm boundaries using GPS or draw them using 
visualization tools, connecting to the agX Platform etc. 

iPad 

Manure 
Monitor 

This application is designed to help farmer in managing records related to manure. Manure Monitor allows multiple users to 
associate with the same farm. The user can record rainfall, storage, animal mortality, manure transfer, waterline and equipment 
information. 

Android 

Agrivi Agrivi mobile App provides a fast insight into farming activities and guides farmers to improve their crop production and 
increase fertility. This App benefit from most effective production processes for more than 60 crops. 

Android, 
iPad, 
iPhone 

TractorPal This app act like an old notebook that can keep inventory and maintenance records agriculture machines and attachments such 
as cars, trucks, and others. TractorPal has two sides: the inventory and the maintenance. The inventory keeps track of inventory 
and the maintenance side track of your tractor, car maintenance. 

Android, 
iPad, 
iPhone 

MachineryG
uide 

With the MachineryGuide users can use their smartphone as a precision farming, tractor GPS system at very low cost for 
agricultural machinery. Main features are included: visual selection control for agriculture sprayer, seeder etc., 2D and 3D 
view, snapshot view on Google Maps, dataset visualization on Google Maps and so on.  

Android 

Agrian 
Mobile 

This App is one of the top 20 agriculture mobile App by CropLife America. Agrian Mobile allows farmers and experts to 
immediately search useful information about the crop protection product. With the help of this App the user can view datasheet 
for more than 8,000 crop protection products.  

Android 

Ag Leader 
AgFiniti 
Mobile 

This App is developed by Ag Leader Technology. AgFiniti make your data accessible everywhere via your iPad. As well as, 
the user can login to AgFiniti cloud to keep all of their data in seamlessly sync through all of your devices. Mapping with high-
definition quality, accurate summaries, and the great capability to search specific points on the map in order to get more data. 

iPad 

Agri 
Precision 

Agri Precision use in the practice of precision agriculture. This App has capabilities like a GPS and help users to collect 
samples in the field. Agri uses precision agriculture techniques for generating sampled and recommended maps. Point to Point 
navigation for sampling , Generation of glebe's border , Generation of sampling grid etc. are the key features of this App. 

Android 

 

based on sensor technology and able user control irrigation 
system remotely to make easier management irrigation of the 
crops. Before implementation of the smart irrigation system, 
the farm or the greenhouse should examine in order to 
recognize their special requirements. Different type of soil 
moisture sensors is used to measure relative humidity 
strategic places of the farm or greenhouse.  

Another aspect of IOT in irrigation is microcontroller-based 
smart irrigation systems, which offer great advantages[52]. 
Many agricultural parameters such as soil moisture, humidity, 
and leaf wetness, are continually monitored and sensed data is 
transferred to the microcontroller. Then, the data is sent to a 
monitoring base station through wireless communications. The 
base station analyses the data together with the atmospheric 
condition and according to the results, irrigation will schedule 
by using actuators and relay which control the pump (see Fig. 
8). 

 

 

V. CHALLENGES 

The internet of things faces some significant challenges that 
deal with these challenges to realize its potential advantages. In 
this paper, we categorize these challenges into two groups: the 
IOT and IOT components associated challenges that included 
the IoT Standardization and Implementation Challenges, 
6LowPan challenges, sensory challenges, and Security and 
privacy, 2) the precision agriculture associated challenge that 
included big data challenge. 

A. Challenges related to the IOT and IOT components 

1) IoT Standardization and Implementation Challenges 
Standardization is an important step towards creating value 

and the market for a new concept .The integration of things 
into the internet leads to several challenges in the field of 
adaptability the current internet protocols and technologies 
with these things. In the recent years, there have been extensive 
researches to match the existing protocols and technologies to 
these things[53]. A wide range of heterogeneous devices are 
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participating in the IOT; if the heterogeneous devices use 
different standard and protocols, achieve high levels of 
interoperability is difficult. Therefore, IOT standards bodies 
such as IEEE, European Telecommunications Standards 
Institute (ETSI) etc. should focus on developing a 
technological standard to meet the standardization challenges. 

Internet of things refers to the networks of things that able 
to sense, collect data and communicate with other things and 
computers. There are a lot of reasons that cause difficult the 
implementation of this concept such as a number of the IOT 
components and intrinsic characteristics of these components. 
For example, data collecting usually is done via sensors. Then, 
this data transmit to IoT gateways and cloud server for more 
processes and analysis. In this case, challenges related to the 
IOT sensors (power consumption, security, and 
interoperability) and challenges associated with network 
implementation in IOT (security, power consumption, 
increasing the number of IoT devices etc.) are serious[54]. 
Additionally, a large number of IOT systems use the TCP/IP 
protocols. However, the evidence show that the TCP/IP 
protocol stack is not appropriate for the IOT applications. So, 
many researchers have tried to solve this challenge by 
proposing corrected versions of the TCP/IP protocol [55]. 

2) 6LoWPAN 
 

The 6LoWPAN is abbreviations for IPv6 over low power 
wireless personal area networks (LoWPANs)[56]. 6LoWPAN 
enable devices with the constrained resource to send data via 
the IPv6. Based on the characteristic of LoWPANs[57], the 
major challenges and problem IP over LoWPANs included: 
1)IP connectivity, 2)topologies, 3)limited packet size, 4) 
service discovery, 5)security and, 6) Limited configuration and 
management. The rapid IOT devices growth underlines the 
need for a new version of the IP with the larger addressing 
space and in many cases the IoT devices make network 
autoconfiguration. IPv6 solve these problems. Different 
topology like mesh and star is needed to support within the 
6LoWPAN. In the mesh, topologies must use multi-hub 
routing that this rise to the serious challenge; in an IoT  

application intermediate device need to have more 
computational and energy resources. Regarding LoWPAN 
applications, small size packets is expected (127 Bytes). On the 
other hand, IPv6 determine a maximum transmission unit 
(MTU) of 1280 bytes. 6LoWPAN must have a fragmentation 
format in order to split IPv6 packets into several smaller 
packets and reassembled at the destination. Security in the IOT 
components like sensors and actuators when they are 
communicated via IP is an important subject. LoWPAN uses 
AES algorithm (Advanced Encryption Standard) that key 
length encryption is a 128 bit. However, there are not any 
details about the implementation of key change and key 
management in the 6LoWPAN.  

3) IoT sensors 
 

In the precision agriculture, different types of sensors 
installed throughout the greenhouses and fields that are 
organized in the wireless sensor networks (WSN). The WSNs 
have the sever limitation on power consumption, limited 
processing capability, and sensors with small memory [58]. 
These limitations pose challenges to the sensor based 
agricultural applications. For example, environmental and 
ecological monitoring and irrigation systems are major 
applications in the context of agriculture. A scalable WSN can 
improve the performance of a current sensor based applications 
by adding new sensors to the network to measure extra 
parameters. Some challenges associated with the sensors signal 
strength and selected area for implementation of the network. 
For example the presence of obstruction and humidity can 
reduce signal strength connectivity.  

Usually, the sensors node power by the limited power 
sources (e.g. battery) that it represents the challenge in the 
lifetime of nodes, especially for agricultural applications that 
need long time lifetime. There are some solutions to saving 
power in the sensor based agricultural applications such as data 
mitigation methods [59-62], sleep/wake strategies[63], and 
radio transmission optimization[64,65]. 

 

 

 
Figure 6.  An overview of monitoring and control in agriculture  

 



Third International Conference on Internet of Things and Applications, University of Isfahan, Isfahan, Iran 

  

4) Security and privacy 
The sensors send collected data about the field and 

agricultural parameters over the network via different links. 
Reliable data transfer to the others networks and sensors node 
is one of the main goals in the WSNs. Simultaneously, with 
regards to the large covered areas in the agricultural 
applications and the WSNs limitations, employ an effective 
security technique is a crucial and challenging issue. 
Researchers have been proposed several network security 
schemas in the agricultural area [66-68].  Furthermore, security 
in routing protocols is another security challenge. Malicious 
users try to carry out attack on routing protocols that it can 
break down a network. So, extend the reliable and secure 
routing protocol for the WSN have been a hot research topic. 
On the other hand, as we said before, the WSNs have severe 
limitations that cause conventional routing protocols not to be 
used in WSNs. According to the[69], there are two major 
challenged associated with security algorithms in WSNs that 
included: 1) the security algorithms impose an overload of data 
on messages that must be decline as much as possible to 
increase the lifetime of the sensor node, 2) the sensor nodes 
have small memory size; indeed small memory size can lead to 
the small security key. 

 

 
Figure 7.  A modern irrigation system 

 

Due to the outdoor applications of wireless sensor 
networks, the privacy is a big issue in the sensor networks. 
Generally, there are two privacy concerns in the field of the 
WSNs, data-oriented and context-oriented privacy. Data-
oriented privacy handle security, preserving, and integrity of 
the collected data, which exchanged between different nodes in 
the network[70]. And context oriented privacy deals with 
contextual information (e.g. location and time) against the 
malicious person. A reliable data cryptographic algorithm is 
needed to satisfy data privacy and in general data, privacy can 
be put into two groups named ‘data aggregation’ and ‘data 
query’. Also, ‘spatial and temporal privacy’ are a different type 
of context-oriented privacy in WSNs. 

B. Challenges related to the precision agriculture 

1) Data challenges 
Precision agriculture focuses on data and cyber-physical 

system (CPS) for management of the farm and increases 
productivity.  Based on the literature, data usage in agriculture 
bring up some issues such as missing data, noisy data, 
heterogeneous data, spatiotemporal data, and big agricultural 
data. Agricultural data can be missing due to failure in 
equipment or node failure in the network, data post-processing, 
and pest/disease. Missing data cause biased estimates and 
reduce the performance of IOT application on agriculture by 
losing a significant number of captured events. Over time, a 
large number of studies have proposed various methods for 
imputation missing data such as multiple mean matching 
method[71], regression technique[72], kernel smoothing, 
universal kriging[73]. Machinery, power source, weather 
condition, human error, mislabeled data, and measurement 
error are the main source of missing data in agriculture. Data 
mining in agriculture is a new topic in the context of precision 
agriculture (PA) and data mining. Data mining techniques have 
many applications in PA that included assist crop 
protection[74], prediction irrigation[75], reducing the use of 
pesticides[76] and others. On the other hand, noisy and 
abnormal data are serious obstacles to the effective use of data 
mining techniques in PA. Therefore, dealing with noisy data by 
existing techniques [77-80] is crucial. Heterogeneous data is 
another challenge related to data, which result from the nature 
of big data. Agricultural data can collect from various sources 
such as sensors, drone, camera, and RFID tags. In fact, 
heterogeneously associated with big data, so we should use 
mechanisms to reducing the memory and time for data 
analysis. 

 
Figure 8.  Block diagram of a smart irrigation system based on 

Microcontroller 

 

VI. CONCLUSION 

In the recent years, IOT has been grown rapidly and 
different numbers of IOT based applications have been 
developed in many domains especially in agriculture. This 
paper reported on the current state of the internet of things in 
the agriculture by studying major works of literature, research 
trend in IOT, examining popular hardware and cloud platforms, 
agriculture APPs, IOT application in agriculture, and existing 
challenges. 
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Integration IOT into agriculture can lead the quality 
improvement of crops and increasing productivity. In this way, 
microcontrollers and cloud computing are key actors in IOT 
based solutions. So, we surveyed six types of microcontrollers 
based on the different parameters. Moreover, according to the 
extensive activities major cloud companies in the cloud IOT 
and big data issues, this paper compared the main cloud IOT 
provides in the world to help researchers and stakeholders on 
the choice the best option.    

The entire above are software and hardware technologies, 
which are almost essential for the IOT applications in 
agriculture. When it comes to agricultural IOT applications, we 
are expected IoT to increase crops production, improve quality 
of yields, optimize the irrigation, and decrease environmental 
degradation.  All of these goals are potentially realizable 
through precision agriculture.  
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