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Abst r act

This nmeno describes a protocol utilizing security concepts necessary
for establishing Security Associations (SA) and cryptographic keys in
an Internet environnent. A Security Association protocol that

negoti ates, establishes, nodifies and del etes Security Associ ations
and their attributes is required for an evolving Internet, where
there will be nunerous security nechani sns and several options for
each security nechanism The key managenent protocol mnust be robust
in order to handle public key generation for the Internet community
at large and private key requirenents for those private networks with
that requirenent. The Internet Security Association and Key
Managenent Protocol (1 SAKMP) defines the procedures for

aut henticating a conmuni cati ng peer, creation and nanagenent of
Security Associations, key generation techniques, and threat
mtigation (e.g. denial of service and replay attacks). Al of
these are necessary to establish and maintain secure comunications
(via IP Security Service or any other security protocol) in an

I nternet environment.
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Thi s docunment describes an Internet Security Association and Key
genent Protocol (1SAKMP). | SAKMP conbines the security concepts
ut henticati on, key managenent, and security associations to
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ate conmuni cations on the Internet.
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The Internet Security Association and Key Managenent Protocol
(1 SAKMP) defines procedures and packet formats to establish

nego
al |
secu
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tiate, nodify and delete Security Associations (SA)

SAs contain

the information required for execution of various network
rity services, such as the IP |ayer services (such as header

transport or application

r services, or self-protection of negotiation traffic. | SAKM
defi nes payl oads for exchangi ng key generati on and authentication

These formats provide a consistent framework for transferring

key and aut hentication data which is independent of the key
ration techni que, encryption algorithmand authentication

gene
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| SAKMP is distinct fromkey exchange protocols in order to cleanly
separate the details of security association nmanagerment (and key
managenment) fromthe details of key exchange. There nay be nmany
different key exchange protocols, each with different security
properties. However, a common framework is required for agreeing to
the format of SA attributes, and for negotiating, nodifying, and

del eting SAs. | SAKMP serves as this conmmon franeworKk.

Separating the functionality into three parts adds conplexity to the
security analysis of a conmplete | SAKMP i npl enentation. However, the
separation is critical for interoperability between systems with
differing security requirenents, and should also sinplify the

anal ysis of further evolution of a | SAKMP server.

| SAKMP is intended to support the negotiation of SAs for security
protocols at all layers of the network stack (e.g., IPSEC, TLS, TLSP
OSPF, etc.). By centralizing the nmanagenent of the security

associ ations, | SAKMP reduces the anount of duplicated functionality
within each security protocol. |SAKMP can al so reduce connection
setup tinme, by negotiating a whole stack of services at once.

The remai nder of section 1 establishes the notivation for security
negoti ation and outlines the major conmponents of |SAKMP, i.e.
Security Associations and Managenent, Authentication, Public Key
Crypt ography, and M scel |l aneous itens. Section 2 presents the
term nol ogy and concepts associated with | SAKMP. Section 3 describes
the different | SAKMP payl oad formats. Section 4 describes how the
payl oads of | SAKMP are conposed together as exchange types to
establish security associations and perform key exchanges in an

aut henticated nanner. Additionally, security association

nodi fication, deletion, and error notification are di scussed.

Section 5 describes the processing of each payl oad within the context
of | SAKMP exchanges, including error handling and associ ated actions.
The appendi ces provide the attribute val ues necessary for | SAKVMP and
requirenent for defining a new Domain of Interpretation (DA) within
| SAKMP,

1.1 Requirenents Terninol ogy
The keywords MUST, MUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [RFC 2119].

1.2 The Need for Negotiation
| SAKMP extends the assertion in [DOM2] that authentication and key

exchanges nust be conbined for better security to include security
associ ati on exchanges. The security services required for

Maughan, et. al. St andards Track [ Page 5]
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conmuni cati ons depends on the individual network configurations and
environments. Organizations are setting up Virtual Private Networks
(VPN), also known as Intranets, that will require one set of security
functions for conmunications within the VPN and possibly nany
different security functions for communications outside the VPN to
support geographically separate organi zati onal conponents, custoners,
suppliers, sub-contractors (with their own VPNs), government, and
others. Departnments within |large organi zati ons may require a nunber
of security associations to separate and protect data (e.qg.

personnel data, company proprietary data, nmedical) on interna

net wor ks and ot her security associations to comunicate within the
sane department. Nomadic users wanting to "phone hone" represent
anot her set of security requirements. These requirenents nust be
tenmpered with bandwi dth chall enges. Smaller groups of people nay
neet their security requirenents by setting up "Webs of Trust".

| SAKMP exchanges provi de these assorted networki ng comunities the
ability to present peers with the security functionality that the
user supports in an authenticated and protected nmanner for agreenent
upon a commn set of security attributes, i.e. an interoperable
security association.

1.3 What can be Negoti at ed?

Security associations nust support different encryption algorithns,
aut henti cati on nmechani sns, and key establishment algorithnms for other
security protocols, as well as IP Security. Security associations
must al so support host-oriented certificates for |ower |ayer
protocols and user- oriented certificates for higher |evel protocols.
Al gorithm and nechani smi ndependence is required in applications such
as e-mail, remote login, and file transfer, as well as in session
oriented protocols, routing protocols, and link | ayer protocols.

| SAKMP provi des a conmpn security association and key establishment
protocol for this wi de range of security protocols, applications,
security requirenents, and network environnents.

| SAKMP is not bound to any specific cryptographic algorithm key
generation technique, or security nmechanism This flexibility is
beneficial for a nunber of reasons. First, it supports the dynanic
conmuni cati ons environnent described above. Second, the independence
fromspecific security nechanisns and al gorithnms provides a forward
mgration path to better nechani sns and al gorithns. Wen inproved
security nmechani snms are devel oped or new attacks agai nst current
encryption al gorithms, authentication nechani sns and key exchanges
are discovered, |SAKMP will allow the updating of the algorithnms and
nmechani sms wi t hout having to devel op a conpletely new KMP or patch
the current one.
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| SAKMP has basic requirenents for its authentication and key exchange
conponents. These requirenents guard agai nst denial of service,
replay / reflection, man-in-the-mddle, and connection hijacking
attacks. This is inportant because these are the types of attacks
that are targeted against protocols. Conplete Security Association
(SA) support, which provides mechani sm and al gorithm i ndependence,
and protection fromprotocol threats are the strengths of | SAKVP

1.4 Security Associations and Managenent

A Security Association (SA) is a relationship between two or nore
entities that describes howthe entities will utilize security
services to conmuni cate securely. This relationship is represented
by a set of information that can be considered a contract between the
entities. The information nust be agreed upon and shared between all
the entities. Sonetines the information alone is referred to as an
SA, but this is just a physical instantiation of the existing

rel ati onship. The existence of this relationship, represented by the
information, is what provides the agreed upon security information
needed by entities to securely interoperate. Al entities must
adhere to the SA for secure conmuni cations to be possible. Wen
accessing SA attributes, entities use a pointer or identifier refered
to as the Security Paranmeter Index (SPl). [SEC-ARCH provides details
on I P Security Associations (SA) and Security Paraneter |ndex (SPl)
definitions.

1.4.1 Security Associations and Regi stration

The SA attributes required and recommended for the IP Security (AH,
ESP) are defined in [ SEC-ARCH]. The attributes specified for an IP
Security SA include, but are not Iimted to, authentication
mechani sm cryptographic algorithm algorithmnode, key | ength, and
Initialization Vector (1V). Oher protocols that provide algorithm
and nechani sm i ndependent security MJST define their requirenents for
SA attributes. The separation of | SAKMP froma specific SA
definition is inportant to ensure | SAKMP can es tablish SAs for al
possi bl e security protocols and applications.

NOTE: See [IPDO] for a discussion of SA attributes that should be
consi dered when defining a security protocol or application

In order to facilitate easy identification of specific attributes
(e.g. a specific encryption algorithm anong different network
entites the attributes nmust be assigned identifiers and these
identifiers nust be registered by a central authority. The Internet
Assi gned Nunbers Authority (I ANA) provides this function for the

I nternet.
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1.4.2 | SAKMP Requirenents

Security Association (SA) establishnent MUST be part of the key
managenment protocol defined for | P based networks. The SA concept is
required to support security protocols in a diverse and dynamc
net wor ki ng environnment. Just as authentication and key exchange mnust
be linked to provide assurance that the key is established with the
authenticated party [DOM2], SA establishrment nmust be linked with the
aut hentication and the key exchange protocol.

| SAKMP provi des the protocol exchanges to establish a security
associ ati on between negotiating entities followed by the
establ i shnent of a security association by these negotiating entities
in behalf of sone protocol (e.g. ESP/AH). First, an initial protoco
exchange allows a basic set of security attributes to be agreed upon.
Thi s basic set provides protection for subsequent | SAKMP exchanges.
It also indicates the authentication nmethod and key exchange t hat
will be performed as part of the | SAKMP protocol. |If a basic set of
security attributes is already in place between the negotiating
server entities, the initial | SAKMP exchange nay be skipped and the
establ i shment of a security association can be done directly. After
the basic set of security attributes has been agreed upon, initia
identity authenticated, and required keys generated, the established
SA can be used for subsequent conmunications by the entity that

i nvoked | SAKMP. The basic set of SA attributes that MJST be

i mpl emented to provide | SAKMP interoperability are defined in
Appendi x A

1.5 Aut hentication

A very inportant step in establishing secure network comunications
is authentication of the entity at the other end of the

communi cation. Many authentication nmechani sns are avail abl e.

Aut henti cation nmechanisnms fall into two catagories of strength - weak
and strong. Sending cleartext keys or other unprotected

aut henticating informati on over a network is weak, due to the threat
of reading themwith a network sniffer. Additionally, sending one-
way hashed poorly-chosen keys with low entropy is al so weak, due to
the threat of brute-force guessing attacks on the sniffed nessages.
Wi | e passwords can be used for establishing identity, they are not
considered in this context because of recent statenments fromthe
Internet Architecture Board [IAB]. Digital signatures, such as the
Digital Signature Standard (DSS) and the Rivest-Shanir-Adl eman ( RSA)
signature, are public key based strong authentication nmechanisns.
When using public key digital signatures each entity requires a
public key and a private key. Certificates are an essential part of
a digital signature authentication nechanism Certificates bind a
specific entity's identity (be it host, network, user, or

Maughan, et. al. St andards Track [ Page 8]



RFC 2408 | SAKMP Novenber 1998

application) to its public keys and possibly other security-rel ated
i nformation such as privileges, clearances, and conpartnents.

Aut hentication based on digital signatures requires a trusted third
party or certificate authority to create, sign and properly
distribute certificates. For nore detailed information on digita
signatures, such as DSS and RSA, and certificates see [Schneier].

1.5.1 Certificate Authorities

Certificates require an infrastructure for generation, verification
revocation, managenment and distribution. The Internet Policy

Regi stration Authority (IPRA) [RFC- 1422] has been established to
direct this infrastructure for the IETF. The I PRA certifies Policy
Certification Authorities (PCA). PCAs control Certificate Authorities
(CA) which certify users and subordinate entities. Current
certificate related work includes the Donain Nane System ( DNS)
Security Extensions [DNSSEC] which will provide signed entity keys in
the DNS. The Public Key Infrastucture (PKIX) working group is
specifying an Internet profile for X 509 certificates. There is also
work going on in industry to develop X 500 Directory Services which
woul d provide X 509 certificates to users. The U 'S. Post Ofice is
devel oping a (CA) hierarchy. The NI ST Public Key Infrastructure
Wor ki ng Group has al so been doing work in this area. The DOD Multi
Level Information System Security Initiative (MSSI) program has
begun deploying a certificate infrastructure for the U S. Governnent.
Alternatively, if no infrastructure exists, the PGP Wb of Trust
certificates can be used to provide user authentication and privacy
in a conmunity of users who know and trust each other.

1.5.2 Entity Naning

An entity’'s name is its identity and is bound to its public keys in
certificates. The CA MJST define the nam ng semantics for the
certificates it issues. See the UNINETT PCA Policy Statenents
[Berge] for an exanple of how a CA defines its naming policy. Wen
the certificate is verified, the name is verified and that name wil |
have nmeaning within the realmof that CA An exanple is the DNS
security extensions which nmake DNS servers CAs for the zones and
nodes they serve. Resource records are provided for public keys and
signatures on those keys. The nanes associated with the keys are |IP
addresses and donai n names which have nmeaning to entities accessing
the DNS for this information. A Wb of Trust is another exanple.
When webs of trust are set up, nanes are bound with the public keys.
In PGP the nane is usually the entity’'s e-mail address which has
meani ng to those, and only those, who understand e-mail. Another web
of trust could use an entirely different nam ng schene.

Maughan, et. al. St andards Track [ Page 9]



RFC 2408 | SAKMP Novenber 1998

1.5.3 | SAKMP Requirenents

Strong authenticati on MUST be provided on | SAKMP exchanges. Wt hout
being able to authenticate the entity at the other end, the Security
Associ ation (SA) and session key established are suspect. W thout
aut hentication you are unable to trust an entity’s identification
whi ch nmakes access control questionable. Wile encryption (e.qg.

ESP) and integrity (e.g. AH) wll protect subsequent conmuni cations
from passi ve eavesdroppers, wi thout authentication it is possible
that the SA and key may have been established with an adversary who
perforned an active man-in-the-mddle attack and is now stealing al
your personal data.

A digital signature algorithm MJST be used within | SAKMP' s

aut henti cati on conponent. However, | SAKMP does not nandate a
specific signature algorithmor certificate authority (CA). | SAKWP
allows an entity initiating comunications to indicate which CAs it
supports. After selection of a CA, the protocol provides the
nmessages required to support the actual authentication exchange. The
protocol provides a facility for identification of different
certificate authorities, certificate types (e.g. X 509, PKCS #7,

PGP, DNS SI G and KEY records), and the exchange of the certificates
identified.

| SAKMP utilizes digital signatures, based on public key cryptography,
for authentication. There are other strong authentication systens
avai l abl e, which could be specified as additional optiona

aut henti cati on mechani sms for | SAKMP. Some of these authentication
systens rely on a trusted third party called a key distribution
center (KDC) to distribute secret session keys. An exanple is
Kerberos, where the trusted third party is the Kerberos server, which
hol ds secret keys for all clients and servers within its network
domain. Aclient’s proof that it holds its secret key provides

aut henticaton to a server

The | SAKMP specification does not specify the protocol for
conmunicating with the trusted third parties (TTP) or certificate
directory services. These protocols are defined by the TTP and
directory service thensel ves and are outside the scope of this
specification. The use of these additional services and protocols
will be described in a Key Exchange specific docunent.

1.6 Public Key Cryptography
Public key cryptography is the nost flexible, scalable, and efficient
way for users to obtain the shared secrets and session keys needed to

support the |large nunmber of ways Internet users will interoperate.
Many key generation algorithns, that have different properties, are
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available to users (see [DOM2], [ANSI], and [Cakley]). Properties
of key exchange protocols include the key establishment nethod,

aut hentication, symetry, perfect forward secrecy, and back traffic
protection.

NOTE: Cryptographi c keys can protect information for a considerable
length of tine. However, this is based on the assunption that keys
used for protection of conmunications are destroyed after use and not
kept for any reason

1. 6.1 Key Exchange Properties

Key Establishnent (Key Generation / Key Transport): The two conmon
nmet hods of using public key cryptography for key establishnent are
key transport and key generation. An exanple of key transport is the
use of the RSA algorithmto encrypt a randomy generated session key
(for encrypting subsequent comunications) with the recipient’s
public key. The encrypted random key is then sent to the recipient,
who decrypts it using his private key. At this point both sides have
t he same session key, however it was created based on input fromonly
one side of the conmunications. The benefit of the key transport
method is that it has | ess conputational overhead than the follow ng
nmethod. The Diffie-Hellman (D-H) algorithmillustrates key
generation using public key cryptography. The D-H algorithmis begun
by two users exchanging public information. Each user then

mat hematical ly conbines the other’s public information along with
their own secret information to conpute a shared secret value. This
secret val ue can be used as a session key or as a key encryption key
for encrypting a randomy generated session key. This nethod
generates a session key based on public and secret information held
by both users. The benefit of the DDH algorithmis that the key used
for encrypting nessages is based on information held by both users
and t he i ndependence of keys from one key exchange to anot her

provi des perfect forward secrecy. Detailed descriptions of these
algorithms can be found in [Schneier]. There are a nunber of
variations on these two key generation schemes and these variations
do not necessarily interoperate.

Key Exchange Authentication: Key exchanges may be authenticated
during the protocol or after protocol conpletion. Authentication of
the key exchange during the protocol is provided when each party
provi des proof it has the secret session key before the end of the
protocol. Proof can be provided by encrypting known data in the
secret session key during the protocol echange. Authentication after
the protocol nust occur in subsequent commu nicati ons.

Aut hentication during the protocol is preferred so subsequent

communi cations are not initiated if the secret session key is not
established with the desired party.
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Key Exchange Symretry: A key exchange provides symmetry if either
party can initiate the exchange and exchanged nessages can cross in
transit without affecting the key that is generated. This is
desirabl e so that conputation of the keys does not require either
party to know who initated the exchange. While key exchange symretry
is desirable, symmetry in the entire key managenent protocol may
provide a vulnerablity to reflection attacks.

Perfect Forward Secrecy: As described in [DOM2], an authenticated
key exchange protocol provides perfect forward secrecy if disclosure
of longterm secret keying material does not conprom se the secrecy of
t he exchanged keys from previ ous comuni cations. The property of
perfect forward secrecy does not apply to key exchange wi t hout

aut henti cati on.

1.6.2 | SAKMP Requirenents

An aut henti cated key exchange MJUST be supported by | SAKMP. Users
SHOULD choose additional key establishnment algorithnms based on their
requi renents. | SAKMP does not specify a specific key exchange
However, [IKE] describes a proposal for using the Cakley key exchange
[Cakley] in conjunction with | SAKMP. Requirenents that shoul d be

eval uat ed when choosing a key establishment al gorithminclude
establ i shment nethod (generation vs. transport), perfect forward
secrecy, conputational overhead, key escrow, and key strength. Based
on user requirenents, |ISAKMP allows an entity initiating

conmuni cations to indicate which key exchanges it supports. After

sel ection of a key exchange, the protocol provides the nessages
required to support the actual key establishnment.

1.7 1 SAKMP Protection
1.7.1 Anti-d ogging (Denial of Service)

O the nunmerous security services avail able, protection against
deni al of service always seens to be one of the nost difficult to
address. A "cookie" or anti-clogging token (ACT) is ained at
protecting the conputing resources fromattack w thout spendi ng
excessive CPU resources to deternine its authenticity. An exchange
prior to CPU-intensive public key operations can thwart sone deni al
of service attenpts (e.g. sinple flooding with bogus |IP source
addresses). Absolute protection against denial of service is

i mpossi ble, but this anti-clogging token provides a technique for
meking it easier to handle. The use of an anti-clogging token was
i ntroduced by Karn and Sinpson in [Karn].
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It should be noted that in the exchanges shown in section 4, the
anti cl oggi ng mechani sm shoul d be used in conjuction with a garbage-
state coll ection nechani sm an attacker can still flood a server
usi ng packets with bogus | P addresses and cause state to be created.
Such aggressive nenory managenent techni ques SHOULD be enpl oyed by
protocol s using | SAKMP that do not go through an initial, anti-
clogging only phase, as was done in [Karn].

1.7.2 Connection Hijacking

| SAKMP prevents connection hijacking by linking the authentication,
key exchange and security association exchanges. This |inking
prevents an attacker fromallow ng the authentication to conplete and
then junmping in and inpersonating one entity to the other during the
key and security associati on exchanges.

1.7.3 Man-in-the-M ddl e Attacks

Man-in-the-M ddl e attacks include interception, insertion, deletion
and nodification of nmessages, reflecting nmessages back at the sender,
replayi ng old nessages and redirecting nessages. | SAKMP features
prevent these types of attacks from being successful. The Iinking of
the | SAKMP exchanges prevents the insertion of messages in the
protocol exchange. The | SAKMP protocol state nmachine is defined so
del eted nessages will not cause a partial SA to be created, the state
machine will clear all state and return to idle. The state machine
al so prevents reflection of a nessage from causing harm The
requirenent for a new cookie with tinme variant material for each new
SA establishnent prevents attacks that involve replaying old
nmessages. The | SAKMP strong authentication requirement prevents an
SA from bei ng established with anyone other than the intended party.
Messages may be redirected to a different destination or nodified but
this will be detected and an SA will not be established. The | SAKMP
specification defines where abnormal processing has occurred and
recomrends notifying the appropriate party of this abnormality.

1.8 Multicast Communi cati ons

It is expected that nulticast comunications will require the sane
security services as uni cast comuni cations and nmay introduce the
need for additional security services. The issues of distributing
SPIs for nulticast traffic are presented in [SEC-ARCH . Milticast
security issues are also discussed in [RFG-1949] and [BC]. A future
extension to | SAKMP wi Il support multicast key distribution. For an
introduction to the issues related to nmulticast security, consult the
Internet Drafts, [RFC-2094] and [ RFC-2093], describing Sparta’'s
research in this area.
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2 Term nol ogy and Concepts
2.1 | SAKMP Ter m nol ogy

Security Protocol: A Security Protocol consists of an entity at a
single point in the network stack, performng a security service for
net wor k communi cati on. For exanple, |PSEC ESP and | PSEC AH are two
different security protocols. TLS is another exanple. Security
Protocol s may perform nore than one service, for exanple providing
integrity and confidentiality in one nodul e.

Protection Suite: A protection suite is a list of the security
services that nust be applied by various security protocols. For
exanple, a protection suite may consi st of DES encryption in | P ESP
and keyed MD5 in IP AH. Al of the protections in a suite nust be
treated as a single unit. This is necessary because security
services in different security protocols can have subtle
interactions, and the effects of a suite nmust be anal yzed and
verified as a whole.

Security Association (SA): A Security Association is a security-
protocol - specific set of paraneters that conpletely defines the
servi ces and nechani sns necessary to protect traffic at that security
protocol location. These paraneters can include algorithm
identifiers, nodes, cryptographic keys, etc. The SAis referred to
by its associated security protocol (for exanple, "ISAKMP SA", "ESP
SA", "TLS SA").

| SAKMP SA: An SA used by the | SAKMP servers to protect their own
traffic. Sections 2.3 and 2.4 provide nore details about | SAKMP SAs.

Security Parameter Index (SPlI): An identifier for a Security
Assocation, relative to sone security protocol. Each security
protocol has its own "SPl-space”. A (security protocol, SPlI) pair
may uniquely identify an SA. The uni queness of the SPI is

i mpl erent ati on dependent, but could be based per system per
protocol, or other options. Depending on the DO, additiona
information (e.g. host address) may be necessary to identify an SA
The DO will also determne which SPIs (i.e. initiator’s or
responder’s) are sent during communication.

Domain of Interpretation: A Domain of Interpretation (DO ) defines
payl oad formats, exchange types, and conventions for nam ng
security-relevant information such as security policies or
cryptographic algorithnms and nodes. A Domain of Interpretation (DJ)
identifier is used to interpret the payl oads of | SAKMP payl oads. A
system SHOULD support nultiple Donains of Interpretation

si mul taneously. The concept of a DO is based on previous work by
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the TSI G Cl PSO Wr ki ng Group, but extends beyond security |abe
interpretation to include namng and interpretation of security
services. A DO defines:

o A "situation": the set of information that will be used to
determne the required security services.

o0 The set of security policies that nust, and may, be support ed.
o A syntax for the specification of proposed security services.

o A schenme for nanming security-relevant information, including
encryption al gorithns, key exchange algorithns, security policy
attributes, and certificate authorities.

o0 The specific formats of the various payl oad contents.
0 Additional exchange types, if required

The rules for the IETF IP Security DO are presented in [IPDA].
Specifications of the rules for customized DOs will be presented in
separ at e docunents.

Situation: A situation contains all of the security-relevant
information that a system considers necessary to decide the security
services required to protect the session being negotiated. The
situation may include addresses, security classifications, nodes of
operation (nornmal vs. energency), etc.

Proposal : A proposal is a list, in decreasing order of preference, of
the protection suites that a system considers acceptable to protect
traffic under a given situation

Payl oad: | SAKMP defines several types of payl oads, which are used to
transfer information such as security association data, or key
exchange data, in DO -defined formats. A payload consists of a
generic payl oad header and a string of octects that is opaque to

| SAKMP. | SAKMP uses DO - specific functionality to synthesize and
interpret these payloads. Miltiple payloads can be sent in a single
| SAKMP nessage. See section 3 for nore details on the payl oad types,
and [IPDAO] for the formats of the IETF IP Security DO payl oads.

Exchange Type: An exchange type is a specification of the nunber of
messages in an | SAKMP exchange, and the payload types that are
contained in each of those nessages. Each exchange type is designed
to provide a particular set of security services, such as anonymty
of the participants, perfect forward secrecy of the keying material,
aut hentication of the participants, etc. Section 4.1 defines the
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default set of | SAKMP exchange types. Oher exchange types can be
added to support additional key exchanges, if required

2.2 | SAKMP Pl acenent

Figure 1 is a high level view of the placenment of | SAKMP within a
system context in a network architecture. An inportant part of
negotiating security services is to consider the entire "stack" of
individual SAs as a unit. This is referred to as a "protection

suite".
S + Fomm e e e o - + o e e oo +
! DO ! ! ! I Application !
I Definition! <---->1 | SAKWP ! ! Process !
. + --> I Do I
Fomm oo + A + ! Appl Protocol
I Key Exchange ! ! AR o +
I Definition !<-- b A
Fom e - + | [ !
P !
R R TR P !
Y ! !
Fommoo-- + Y v
I APl | o o e e e e e e e e e eeeaeoaaas +
Foemmm - - + ! Socket Layer !
| g |
Y ! Transport Protocol (TCP / UDP) !
S + D o e e e eeaaaooo !
I Security ! <---->1 I P !
! Protocol ! e R E T T T !
e + ! Li nk Layer Protocol !
o +

Figure 1: | SAKMP Rel ati onshi ps
2.3 Negoti ati on Phases

| SAKMP of fers two "phases" of negotiation. 1In the first phase, two
entities (e.g. |SAKMP servers) agree on how to protect further
negotiation traffic between thensel ves, establishing an | SAKMP SA.
This | SAKMP SA is then used to protect the negotiations for the
Protocol SA being requested. Two entities (e.g. |SAKMP servers) can
negoti ate (and have active) multiple | SAKMP SAs.
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The second phase of negotiation is used to establish security

associ ations for other security protocols. This second phase can be
used to establish many security associations. The security

associ ations established by | SAKMP during this phase can be used by a
security protocol to protect nmany nessage/ data exchanges.

Wil e the two-phased approach has a higher start-up cost for nost
sinmple scenarios, there are several reasons that it is beneficial for
nost cases.

First, entities (e.g. |SAKWP servers) can anortize the cost of the
first phase across several second phase negotiations. This allows
multiple SAs to be established between peers over tinme w thout having
to start over for each conmunication.

Second, security services negotiated during the first phase provide
security properties for the second phase. For exanple, after the
first phase of negotiation, the encryption provided by the | SAKMP SA
can provide identity protection, potentially allow ng the use of

si mpl er second- phase exchanges. On the other hand, if the channe
established during the first phase is not adequate to protect
identities, then the second phase nust negotiate adequate security
nmechani sms.

Third, having an | SAKMP SA in place considerably reduces the cost of
| SAKMP managenent activity - without the "trusted path" that an

| SAKMP SA gives you, the entities (e.g. |SAKMP servers) would have
to go through a conplete re-authentication for each error
notification or deletion of an SA.

Negoti ati on during each phase is acconplished using | SAKMP-defi ned
exchanges (see section 4) or exchanges defined for a key exchange
within a DO .

Note that security services may be applied differently in each
negoti ati on phase. For exanple, different parties are being

aut henti cated during each of the phases of negotiation. During the
first phase, the parties being authenticated may be the | SAKMP
servers/hosts, while during the second phase, users or application
| evel prograns are being authenticated.

2.4 ldentifying Security Associations

Wi | e boot st rappi ng secure channel s between systens, | SAKMP cannot
assune the existence of security services, and nust provide sone
protections for itself. Therefore, |SAKMP considers an | SAKMP
Security Association to be different than other types, and nmanages
| SAKMP SAs itself, in their own name space. | SAKMP uses the two
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cookie fields in the | SAKMP header to identify | SAKMP SAs. The
Message ID in the | SAKMP Header and the SPI field in the Proposa

payl oad are used during SA establishnment to identify the SA for other
security protocols. The interpretation of these four fields is
dependent on the operation taking place.

The followi ng table shows the presence or absence of several fields
during SA establishnent. The following fields are necessary for
various operations associated with SA establishnment: cookies in the

| SAKMP header, the | SAKMP Header Message ID field, and the SPI field
in the Proposal payload. An ’'X in the colum neans the value MJST
be present. An "NA'" in the colum neans a value in the colum is Not
Applicable to the operation

# Operation | -Cookie R-Cookie Message ID SP
(1) Start | SAKMP SA negotiation X 0 0 0
(2) Respond | SAKMP SA negotiation X X 0 0
(3) Init other SA negotiation X X X X
(4) Respond other SA negotiation X X X X
(5) Oher (KE, ID, etc.) X X X0 NA
(6) Security Protocol (ESP, AH) NA NA NA X

In the first line (1) of the table, the initiator includes the
Initiator Cookie field in the | SAKMP Header, using the procedures
outlined in sections 2.5.3 and 3. 1.

In the second line (2) of the table, the responder includes the
Initiator and Responder Cookie fields in the | SAKMP Header, using the
procedures outlined in sections 2.5.3 and 3.1. Additional nessages
may be exchanged between | SAKMP peers, dependi ng on the | SAKMP
exchange type used during the phase 1 negotiation. Once the phase 1
exchange is conpleted, the Initiator and Responder cookies are
included in the | SAKMP Header of all subsequent conmunications

bet ween the | SAKMP peers.

During phase 1 negotiations, the initiator and responder cookies
determne the | SAKMP SA. Therefore, the SPI field in the Proposa
payl oad i s redundant and MAY be set to O or it MAY contain the
transmtting entity' s cookie.

In the third Iine (3) of the table, the initiator associates a
Message ID with the Protocols contained in the SA Proposal. This
Message ID and the initiator’s SPI(s) to be associated with each
protocol in the Proposal are sent to the responder. The SPI(s) wll
be used by the security protocols once the phase 2 negotiation is
conpl et ed.
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In the fourth line (4) of the table, the responder includes the sane
Message I D and the responder’s SPI(s) to be associated with each
protocol in the accepted Proposal. This information is returned to
the initiator.

Inthe fifth Iine (5) of the table, the initiator and responder use
the Message IDfield in the | SAKMP Header to keep track of the in-
progress protocol negotiation. This is only applicable for a phase 2
exchange and the value MJUST be 0 for a phase 1 exchange because the
combi ned cookies identify the | SAKMP SA. The SPI field in the
Proposal payload is not applicable because the Proposal payload is
only used during the SA negotiation nmessage exchange (steps 3 and 4).

In the sixth Iine (6) of the table, the phase 2 negotiation is
conplete. The security protocols use the SPI(s) to determ ne which
security services and nechanisns to apply to the communication
between them The SPI val ue shown in the sixth Iine (6) is not the
SPI field in the Proposal payload, but the SPI field contained within
the security protocol header.

During the SA establishnent, a SPI MJST be generated. |SAKMP is
designed to handl e variable sized SPIs. This is acconplished by
using the SPI Size field within the Proposal payload during SA
establishment. Handling of SPIs will be outlined by the DO
specification (e.g. [IPDAO]).

When a security association (SA) is initially established, one side
assunes the role of initiator and the other the role of responder.
Once the SA is established, both the original initiator and responder
can initiate a phase 2 negotiation with the peer entity. Thus,

| SAKMP SAs are bidirectional in nature.

Additionally, |1SAKMP allows both initiator and responder to have sone
control during the negotiation process. VWhile | SAKMP is designed to
al l ow an SA negotiation that includes nultiple proposals, the
initiator can nmintain some control by only nmeking one proposal in
accordance with the initiator’s local security policy. Once the
initiator sends a proposal containing nore than one proposal (which
are sent in decreasing preference order), the initiator relinquishes
control to the responder. Once the responder is controlling the SA
establi shnent, the responder can nmeke its policy take precedence over
the initiator within the context of the nmultiple options offered by
the initiator. This is acconplished by selecting the proposal best
suited for the responder’s |ocal security policy and returning this
selection to the initiator.
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2.5 M scel | aneous
2.5.1 Transport Protocol

| SAKMP can be inplenmented over any transport protocol or over |IP
itself. Inplenentations MJIST include send and receive capability for
| SAKMP using the User Datagram Protocol (UDP) on port 500. UDP Port
500 has been assigned to | SAKMP by the Internet Assigned Nunbers
Authority (1 ANA). Inplenentations MAY additionally support | SAKMP
over other transport protocols or over IP itself.

2.5.2 RESERVED Fi el ds

The existence of RESERVED fields within | SAKMP payl oads are used
strictly to preserve byte alignment. Al RESERVED fields in the

| SAKMP protocol MJST be set to zero (0) when a packet is issued. The
recei ver SHOULD check the RESERVED fields for a zero (0) val ue and

di scard the packet if other values are found

2.5.3 Anti-C oggi ng Token ("Cookie") Creation

The details of cookie generation are inplenmentati on dependent, but
MJUST satisfy these basic requirenents (originally stated by Phil Karn
in [Karn]):

1. The cooki e nust depend on the specific parties. This
prevents an attacker fromobtaining a cookie using a real IP
address and UDP port, and then using it to swanp the victim
with Diffie-Hellman requests fromrandomy chosen |IP
addresses or ports.

2. It nmust not be possible for anyone other than the issuing
entity to generate cookies that will be accepted by that
entity. This inplies that the issuing entity nmust use |oca
secret information in the generation and subsequent
verification of a cookie. It must not be possible to deduce
this secret information fromany particul ar cookie.

3. The cooki e generation function nust be fast to thwart
attacks intended to sabotage CPU resources.

Karn' s suggested nmethod for creating the cookie is to performa fast
hash (e.g. MD5) over the IP Source and Destination Address, the UDP
Source and Destination Ports and a locally generated secret random
val ue. | SAKMP requires that the cookie be unique for each SA
establishnent to help prevent replay attacks, therefore, the date and
time MUST be added to the informati on hashed. The generated cookies
are placed in the | SAKMP Header (described in section 3.1) Initiator
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and Responder cookie fields. These fields are 8 octets in |ength,
thus, requiring a generated cookie to be 8 octets. Notify and Delete
nmessages (see sections 3.14, 3.15, and 4.8) are uni-directiona
transm ssi ons and are done under the protection of an existing | SAKMP
SA, thus, not requiring the generation of a new cookie. One
exception to this is the transnmission of a Notify nessage during a
Phase 1 exchange, prior to conpleting the establishnent of an SA
Sections 3.14 and 4.8 provide additional details.

3 | SAKMP Payl oads

| SAKMP payl oads provide nodul ar buil ding bl ocks for constructing

| SAKMP nessages. The presence and ordering of payloads in |ISAKMP is
defined by and dependent upon the Exchange Type Field located in the
| SAKMP Header (see Figure 2). The | SAKMP payl oad types are di scussed
in sections 3.4 through 3.15. The descriptions of the | SAKMP

payl oads, nessages, and exchanges (see Section 4) are shown using
network octet ordering.

3.1 | SAKMP Header For mat

An | SAKMP nmessage has a fixed header format, shown in Figure 2,

foll owed by a variabl e nunber of payloads. A fixed header sinplifies
parsing, providing the benefit of protocol parsing software that is

| ess conplex and easier to inplenent. The fixed header contains the
information required by the protocol to naintain state, process

payl oads and possi bly prevent denial of service or replay attacks.

The | SAKMP Header fields are defined as foll ows:

o Initiator Cookie (8 octets) - Cookie of entity that initiated SA
establishnent, SA notification, or SA deletion.

0 Responder Cookie (8 octets) - Cookie of entity that is respondi ng
to an SA establishment request, SA notification, or SA deletion
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Figure 2. | SAKMP Header Fornat

0 Next Payload (1 octet) - Indicates the type of the first payl oad
in the nessage. The format for each payload is defined in
sections 3.4 through 3.16. The processing for the payloads is
defined in section 5.

Next Payl oad Type Val ue
NONE
Security Association (SA)
Proposal (P)
Transform (T)
Key Exchange (KE)
Identification (ID)
Certificate (CERT)
Certificate Request (CR
Hash (HASH)
Signature (SI G
Nonce ( NONCE) 10
Notification (N) 11
Del ete (D) 12
Vendor | D (VID) 13
RESERVED 14 - 127
Private USE 128 - 255

Coo~NoOUT~WNEFO

o Mjor Version (4 bits) - indicates the major version of the | SAKMP

protocol in use. Inplementations based on this version of the
| SAKMP I nternet-Draft MJUST set the Major Version to 1.

I mpl ement ati ons based on previous versions of | SAKMP | nternet-
Drafts MJUST set the Major Version to 0. |nplenmentations SHOULD
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never accept packets with a mmjor version nunber larger than its

own.
0o Mnor Version (4 bits) - indicates the m nor version of the
| SAKMP protocol in use. Inplenentations based on this version of

the 1 SAKMP Internet-Draft MJST set the Mnor Version to O.

I mpl ement ati ons based on previous versions of | SAKMP | nternet-
Drafts MJST set the Mnor Version to 1. |nplenmentati ons SHOULD
never accept packets with a mnor version nunber |arger than its
own, given the major version nunbers are identical

o Exchange Type (1 octet) - indicates the type of exchange bei ng
used. This dictates the nessage and payl oad orderings in the
| SAKMP exchanges.

Exchange Type Val ue

NONE 0

Base 1

Identity Protection 2

Aut hentication Only 3

Aggr essi ve 4

I nf or mat i onal 5

| SAKMP Future Use 6 - 31

DA Specific Use 32 - 239

Private Use 240 - 255

o Flags (1 octet) - indicates specific options that are set for the

| SAKMP exchange. The flags |isted below are specified in the
Flags field beginning with the | east significant bit, i.e the

Encryption bit is bit O of the Flags field, the Cormit bit is bit
1 of the Flags field, and the Authentication Only bit is bit 2 of
the Flags field. The remaining bits of the Flags field MJST be
set to O prior to transm ssion.

-- E(ncryption Bit) (1 bit) - If set (1), all payloads follow ng
the header are encrypted using the encryption algorithm
identified in the | SAKMP SA. The | SAKMP SA ldentifier is the
conbination of the initiator and responder cookie. It is
RECOMMENDED t hat encryption of conmuni cati ons be done as soon
as possi bl e between the peers. For all | SAKMP exchanges
described in section 4.1, the encryption SHOULD begin after
both parties have exchanged Key Exchange payl oads. |If the
E(ncryption Bit) is not set (0), the payl oads are not
encrypted
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Clommt Bit) (1 bit) - This bit is used to signal key exchange
synchroni zation. It is used to ensure that encrypted materi al
is not received prior to conpletion of the SA establishnent.
The Conmit Bit can be set (at anytine) by either party
participating in the SA establishnent, and can be used during
bot h phases of an | SAKMP SA establishment. However, the val ue
MUST be reset after the Phase 1 negotiation. |If set(1), the
entity which did not set the Cormit Bit MJUST wait for an
I nf ormati onal Exchange containing a Notify payload (with the
CONNECTED Notify Message) fromthe entity which set the Conmt
Bit. In this instance, the Message ID field of the
I nformati onal Exchange MJST contain the Message I D of the
original | SAKMP Phase 2 SA negotiation. This is done to
ensure that the Informati onal Exchange with the CONNECTED
Notify Message can be associated with the correct Phase 2 SA.
The recei pt and processing of the Infornational Exchange
i ndi cates that the SA establishnent was successful and either
entity can now proceed with encrypted traffic comrunicati on.
In addition to synchronizing key exchange, the Commit Bit can
be used to protect against |oss of transm ssions over
unreliabl e networks and guard agai nst the need for nultiple
re-transm ssions.

NOTE: It is always possible that the final nessage of an
exchange can be lost. In this case, the entity expecting to
receive the final message of an exchange woul d receive the
Phase 2 SA negotiation nessage followi ng a Phase 1 exchange or
encrypted traffic followi ng a Phase 2 exchange. Handling of
this situation is not standardi zed, but we propose the
followi ng possibilities. If the entity awaiting the

I nformati onal Exchange can verify the received nessage (i.e.
Phase 2 SA negotiation nessage or encrypted traffic), then

t hey MAY consi der the SA was established and continue
processing. The other option is to retransmt the |ast | SAKMP
nmessage to force the other entity to retransmt the fina
nmessage. This suggests that inplenentations may consider
retaining the last nmessage (locally) until they are sure the
SA is established

A(uthentication Only Bit) (1 bit) - This bit is intended for
use with the Informational Exchange with a Notify payl oad and
will allow the transm ssion of information with integrity
checki ng, but no encryption (e.g. "energency node"). Section
4.8 states that a Phase 2 Informati onal Exchange MJST be sent
under the protection of an | SAKMP SA. This is the only
exception to that policy. |If the Authentication Only bit is
set (1), only authentication security services will be applied
to the entire Notify payl oad of the Informational Exchange and
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the payload will not be encrypted

0 Message ID (4 octets) - Unique Message ldentifier used to
identify protocol state during Phase 2 negotiations. This value
is randomy generated by the initiator of the Phase 2
negotiation. In the event of sinmultaneous SA establishnments
(i.e. collisions), the value of this field will likely be
di fferent because they are independently generated and, thus, two
security associations will progress toward establishnent.
However, it is unlikely there will be absol ute sinultaneous
establishments. During Phase 1 negotiations, the value MJST be
set to O.

0 Length (4 octets) - Length of total nessage (header + payl oads)
in octets. Encryption can expand the size of an | SAKMP nessage.

3.2 Generic Payl oad Header

Each | SAKMP payl oad defined in sections 3.4 through 3.16 begins with
a generic header, shown in Figure 3, which provides a payl oad

"chai ning" capability and clearly defines the boundaries of a

payl oad.

1 2 3
01234567890123456789012345678901
B S T o T i T S S S S S i S S S S T i s s S s
! Next Payload ! RESERVED ! Payl oad Length !

T I e T T A e S S e T i S S s i o S

Figure 3. Generic Payl oad Header

The Ceneric Payl oad Header fields are defined as foll ows:

0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the message. |If the current payload is the |ast
in the nessage, then this field will be 0. This field provides

the "chaining" capability.
0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

3.3 Data Attributes
There are several instances within | SAKMP where it is necessary to

represent Data Attributes. An exanple of this is the Security
Association (SA) Attributes contained in the Transform payl oad
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(described in section 3.6). These Data Attributes are not an | SAKMP
payl oad, but are contained within | SAKMP payl oads. The format of the
Data Attributes provides the flexibility for representati on of many
different types of information. There can be multiple Data
Attributes within a payload. The length of the Data Attributes will
either be 4 octets or defined by the Attribute Length field. This is
done using the Attribute Format bit described below  Specific
informati on about the attributes for each domain will be described in
a DO docunent, e.g. IPSEC DO [IPDA].

1 2 3
01234567890123456789012345678901
e e S T S S i T o o S S S e T sl I S S S S
1Al Attribute Type ! AF=0 Attribute Length !
I F! ! AF=1 Attribute Val ue !
T S 2k S S S e R R R R R e e R o E o E ok s s S S S o

AF=0 Attribute Value
. AF=1 Not Transmitted .
R R R R L o s s s T S S S S S S S S S S S S S S S S S S S S S

Figure 4: Data Attributes
The Data Attributes fields are defined as foll ows:

0 Attribute Type (2 octets) - Unique identifier for each type of
attribute. These attributes are defined as part of the DO -
speci fic infornmation.

The nost significant bit, or Attribute Format (AF), indicates
whet her the data attributes follow the Type/Length/Val ue (TLV)
format or a shortened Type/Value (TV) format. |If the AF bit is a
zero (0), then the Data Attributes are of the Type/Length/Val ue
(TLV) form If the AF bit is a one (1), then the Data Attributes
are of the Type/Value form

0 Attribute Length (2 octets) - Length in octets of the Attribute
Val ue. Wen the AF bit is a one (1), the Attribute Value is only
2 octets and the Attribute Length field is not present.

o Attribute Value (variable length) - Value of the attribute
associated with the DO -specific Attribute Type. |If the AF bit
is azero (0), this field has a variable length defined by the
Attribute Length field. |If the AF bit is a one (1), the
Attribute Value has a length of 2 octets.
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curity Associati on Payl oad

Security Association Payload is used to negotiate security
ributes and to indicate the Donmain of Interpretation (D) and
uati on under which the negotiation is taking place. Figure 5

shows the format of the Security Association payl oad.

+
!
+
!
+
|
!
+

Maugha

1 2 3
01234567890123456789012345678901
e T T S e e e S e e T s s S SR S S S S S S S e e e e o i

Next Payl oad ! RESERVED ! Payl oad Length !
B T S T ST T i S S T s s T i S S U S Sy S

Domain of Interpretation (DA)

B T S T e S o S T T e i S S o S S
!

Situation ~

!

T S S S S e S S S e T s s S S S S S S S S S S S

Figure 5: Security Association Payl oad

Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nmessage. |If the current payload is the |ast
in the nessage, then this field will be 0. This field MJST NOT
contain the values for the Proposal or Transform payl oads as they
are considered part of the security association negotiation. For
exanple, this field would contain the value "10" (Nonce payl oad)
in the first nmessage of a Base Exchange (see Section 4.4) and the
value "0" in the first nessage of an ldentity Protect Exchange
(see Section 4.5).

RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the entire
Security Association payl oad, including the SA payl oad, al
Proposal payl oads, and all Transform payl oads associated with the
proposed Security Association

Domain of Interpretation (4 octets) - Identifies the DO (as
described in Section 2.1) under which this negotiation is taking
place. The DO is a 32-bit unsigned integer. A DO value of 0O
during a Phase 1 exchange specifies a Generic | SAKMP SA whi ch can
be used for any protocol during the Phase 2 exchange. The
necessary SA Attributes are defined in A4, A DA value of 1 is
assigned to the IPsec DO [IPDO]. Al other DA values are
reserved to | ANA for future use. IANA will not nornmally assign a
DA value w thout referencing sone public specification, such as
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an Internet RFC. O her DO’s can be defined using the description
in appendix B. This field MUST be present within the Security
Associ ati on payl oad.

Situation (variable Iength) - A DO-specific field that
identifies the situation under which this negotiation is taking
pl ace. The Situation is used to make policy decisions regarding
the security attributes being negotiated. Specifics for the | ETF
I P Security DO Situation are detailed in [IPDA]. This field
MUST be present within the Security Association payl oad.

3.5 Proposal Payl oad

Th
As
e
ch
de

Th

o

e Proposal Payload contains information used during Security
soci ation negotiation. The proposal consists of security

chani sns, or transforns, to be used to secure the communications
annel. Figure 6 shows the format of the Proposal Payload. A
scription of its use can be found in section 4.2.

1 2 3
01234567890123456789012345678901
R R R ok ok T T T e S e e e e S e e e e e R e o o o -
! Next Payload ! RESERVED ! Payl oad Length !
i T S S s S S S S i 2 s S S e e Tk sl it S S S
! Proposal # ! Protocol-Id ! SPI Si ze 1# of Transforns!
B S T o T i T S S S S S i S S S S T i s s S s
! SPI (vari abl e) !
T S 2k S S S e R R R R R e e R o E o E ok s s S S S o

Figure 6: Proposal Payl oad Format
e Proposal Payload fields are defined as follows:

Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the message. This field MUST only contain the
value "2" or "0". If there are additional Proposal payloads in
the nessage, then this field will be 2. [If the current Proposa
payload is the last within the security association proposal
then this field will be O.

RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the entire
Proposal payl oad, including generic payl oad header, the Proposa
payl oad, and all Transform payl oads associated with this
proposal. In the event there are nmultiple proposals with the
sane proposal nunmber (see section 4.2), the Payload Length field
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only applies to the current Proposal payl oad and not to al
Proposal payl oads.

o Proposal # (1 octet) - ldentifies the Proposal number for the
current payload. A description of the use of this field is found
in section 4.2.

o Protocol-1d (1 octet) - Specifies the protocol identifier for the
current negotiation. Exanmples mght include |IPSEC ESP, | PSEC AH
OSPF, TLS, etc.

0o SPI Size (1 octet) - Length in octets of the SPI as defined by
the Protocol-1d. 1In the case of |ISAKMP, the Initiator and
Responder cookie pair fromthe | SAKMP Header is the | SAKMP SPI,
therefore, the SPI Size is irrelevant and MAY be fromzero (0) to
sixteen (16). |If the SPI Size is non-zero, the content of the
SPI field MJUST be ignored. |If the SPI Size is not a nultiple of
4 octets it will have sone inpact on the SPI field and the
alignment of all payloads in the nessage. The Donain of
Interpretation (DO) will dictate the SPI Size for other

protocol s.

o # of Transforns (1 octet) - Specifies the nunmber of transforns
for the Proposal. Each of these is contained in a Transform
payl oad.

o SPI (variable) - The sending entity’'s SPI. In the event the SP
Size is not a nultiple of 4 octets, there is no paddi ng applied
to the payload, however, it can be applied at the end of the
nessage.

The payl oad type for the Proposal Payload is tw (2).
3.6 Transform Payl oad

The Transform Payl oad contains information used during Security
Associ ation negotiation. The Transform payl oad consists of a
specific security mechanism or transforns, to be used to secure the
conmuni cati ons channel. The Transform payl oad al so contains the
security association attributes associated with the specific
transform These SA attributes are DO -specific. Figure 7 shows the
format of the Transform Payl oad. A description of its use can be
found in section 4.2.
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+
!
+

!
+
!

!
+

1 2 3
01234567890123456789012345678901
B T S I s T i T S o S i St S S S e

Next Payl oad ! RESERVED ! Payl oad Length !
T e T T s S S S S S S S S S T e e e
Transform# | Transformld ! RESERVED2 !
T S S S e T i s S S e e T S S
!

SA Attributes ~

!

B I T T s S S s ST S SIS SRS S S

Figure 7: Transform Payl oad For mat

The Transform Payl oad fields are defined as foll ows:

o

Next Payload (1 octet) - Identifier for the payl oad type of the
next payload in the nessage. This field MJUST only contain the
value "3" or "0". |If there are additional Transform payloads in
the proposal, then this field will be 3. |If the current

Transform payload is the ast within the proposal, then this
field will be O.

RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the current
payl oad, including the generic payload header, Transform val ues,
and all SA Attributes.

Transform# (1 octet) - Identifies the Transform nunber for the
current payload. |If there is nore than one transform proposed
for a specific protocol within the Proposal payl oad, then each
Transform payl oad has a uni que Transform nunber. A description
of the use of this field is found in section 4.2.

TransformId (1 octet) - Specifies the Transformidentifier for
the protocol within the current proposal. These transforns are
defined by the DO and are dependent on the protocol being
negot i at ed.

RESERVED2 (2 octets) - Unused, set to O.

SA Attributes (variable length) - This field contains the
security association attributes as defined for the transform
given in the Transformld field. The SA Attributes SHOULD be
represented using the Data Attributes format described in section
3.3. If the SA Attributes are not aligned on 4-byte boundari es,
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The

t hen subsequent payl oads will not be aligned and any paddi ng will
be added at the end of the nessage to nmake the nessage 4-octet
al i gned.

payl oad type for the Transform Payload is three (3).

3.7 Key Exchange Payl oad

The

Key Exchange Payl oad supports a variety of key exchange

techni ques. Exanpl e key exchanges are Oakley [Qakley], Diffie-

Hel

man, the enhanced Diffie-Hell nan key exchange described in X9.42

[ANSI], and the RSA-based key exchange used by PGP. Figure 8 shows

t he
The

o

0

+-
!
+-
|
!
+-

The

format of the Key Exchange payl oad.
Key Exchange Payl oad fields are defined as foll ows:

Next Payload (1 octet) - Identifier for the payl oad type of the
next payload in the nmessage. |If the current payload is the |ast
in the nessage, then this field will be O.

1 2 3
1234567890123456789012345678901
T s o i il S SR SN S S
Next Payl oad ! RESERVED ! Payl oad Length !
T sk s s S s SR S S S S S S S S S S e R e e e LR e e o -

!
Key Exchange Dat a ~

I
i S i T S T i S S S e i S s e S S

Figure 8. Key Exchange Payl oad For mat
RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

Key Exchange Data (variable length) - Data required to generate a
session key. The interpretation of this data is specified by the
DA and the associ ated Key Exchange algorithm This field may

al so contain pre-placed key indicators.

payl oad type for the Key Exchange Payload is four (4).
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dentification Payl oad

e ldentification Payl oad contains DO -specific data used to

change identification information. This information is used for
termining the identities of comunicating peers and nmay be used for
termning authenticity of information. Figure 9 shows the fornat
the ldentification Payl oad.

e ldentification Payload fields are defined as foll ows:
Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nmessage. |If the current payload is the |ast
in the nessage, then this field will be 0.

RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

ID Type (1 octet) - Specifies the type of ldentification being
used.

1 2 3
01234567890123456789012345678901
e e S T S S i T o o S S S e T sl I S S S S
! Next Payload ! RESERVED ! Payl oad Length !
s e e T S S i S S S S S T st TSI S S S S
! I D Type ! DA Specific ID Data !
R R e e o s s s s S S S S S s S S S S S S S S S s St S S S S S
! !
~ I dentification Data ~
!
+-

I
i e i i i i i S s

Figure 9: Identification Payl oad Format
This field is DA -dependent.

DA Specific ID Data (3 octets) - Contains DA specific
Identification data. |f unused, then this field MJST be set to
0.

Identification Data (variable length) - Contains identity
information. The values for this field are DO -specific and the
format is specified by the ID Type field. Specific details for
the IETF IP Security DO Identification Data are detailed in
[I1PDO].
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The payl oad type for the Identification Payload is five (5).
3.9 Certificate Payl oad

The Certificate Payl oad provides a nmeans to transport certificates or
other certificate-related information via | SAKMP and can appear in
any | SAKMP message. Certificate payl oads SHOULD be included in an
exchange whenever an appropriate directory service (e.g. Secure DNS
[DNSSEC]) is not available to distribute certificates. The
Certificate payl oad MUST be accepted at any point during an exchange.
Figure 10 shows the format of the Certificate Payl oad.

NOTE: Certificate types and formats are not generally bound to a DO
- it is expected that there will only be a fewcertificate types, and
that nost DOs will accept all of these types.

The Certificate Payload fields are defined as foll ows:

0o Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be O.

1 2 3
01234567890123456789012345678901
I T i S e ST S S S S S S

! Next Payload ! RESERVED ! Payl oad Length !
R e e s o I T O R O e S T e s o s ik i i S
! Cert Encoding !

R o i e O s

~ Certificate Data

I

I
I
!
e s o e S i i S SRR e S S

Figure 10: Certificate Payl oad For mat
0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

0 Certificate Encoding (1 octet) - This field indicates the type of

certificate or certificate-related informati on contained in the
Certificate Data field.
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Certificate Type Val ue
NONE 0
PKCS #7 wrapped X. 509 certificate 1
PGP Certificate 2
DNS Si gned Key 3
X.509 Certificate - Signature 4
X.509 Certificate - Key Exchange 5
Ker ber os Tokens 6
Certificate Revocation List (CRL) 7
Aut hority Revocation List (ARL) 8
SPKI Certificate 9
X. 509 Certificate - Attribute 10
RESERVED 11 - 255

0 Certificate Data (variable I ength) - Actual encoding of
certificate data. The type of certificate is indicated by the
Certificate Encoding field.

The payl oad type for the Certificate Payload is six (6).
3.10 Certificate Request Payl oad

The Certificate Request Payl oad provides a neans to request
certificates via | SAKMP and can appear in any nessage. Certificate
Request payl oads SHOULD be included in an exchange whenever an
appropriate directory service (e.g. Secure DNS [DNSSEC]) is not
available to distribute certificates. The Certificate Request
payl oad MJUST be accepted at any point during the exchange. The
responder to the Certificate Request payload MJST send its
certificate, if certificates are supported, based on the val ues
contained in the payload. |If nmultiple certificates are required,
then multiple Certificate Request payl oads SHOULD be transnmitted
Figure 11 shows the format of the Certificate Request Payl oad.

1 2 3
01234567890123456789012345678901
e e S T S S i T o o S S S e T sl I S S S S
! Next Payload ! RESERVED ! Payl oad Length !
s e e T S S i S S S S S T st TSI S S S S
I Cert. Type ! !
T S S S S S !
~ Certificate Authority ~
I I
R R R o s s sk S S S S S S S S S S S S S S S R S S S S S S

Figure 11: Certificate Request Payl oad For nat

Maughan, et. al. St andards Track [ Page 34]



RFC 2408 | SAKMP Novenber 1998

The Certificate Payload fields are defined as foll ows:

(0]

Next Payload (1 octet) - Identifier for the payl oad type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be O.

RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

Certificate Type (1 octet) - Contains an encoding of the type of
certificate requested. Acceptable values are listed in section
3.9.

Certificate Authority (variable length) - Contains an encodi ng of
an acceptable certificate authority for the type of certificate
requested. As an exanple, for an X 509 certificate this field
woul d contain the Distingui shed Nane encodi ng of the |ssuer Nane
of an X. 509 certificate authority acceptable to the sender of
this payload. This would be included to assist the responder in
determ ni ng how nuch of the certificate chain would need to be
sent in response to this request. |If there is no specific
certificate authority requested, this field SHOULD not be

i ncl uded.

The payl oad type for the Certificate Request Payload is seven (7).
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3. 11 Hash Payl oad

The

Hash Payl oad contains data generated by the hash function

(sel ected during the SA establishnment exchange), over sone part of

t he
t he

nmessage and/ or | SAKMP state. This payload may be used to verify
integrity of the data in an | SAKMP nessage or for authentication

of the negotiating entities. Figure 12 shows the format of the Hash
Payl oad.

+-

+-

The

1 2 3

01234567890123456789012345678901
+-

R R LR R et o h s T T s S S S S s s S S S S S S e 2 &
Next Payl oad ! RESERVED ! Payl oad Length !
R LR Rttt h o s s s S T S S O s s S S S S S S S S S
|

Hash Dat a ~

I

R s T o e S O i i i s i ST S TR R SR S R T S R T S e S Nt I TR S

Figure 12: Hash Payl oad For mat

Hash Payl oad fields are defined as foll ows:

Next Payload (1 octet) - Identifier for the payl oad type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be 0.

RESERVED (1 octet) - Unused, set to O.

Payl oad Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

Hash Data (variable length) - Data that results from applying the
hash routine to the | SAKMP nessage and/or state.
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3.12 Signature Payl oad

The Signature Payl oad contains data generated by the digita
signature function (selected during the SA establishnent exchange),
over some part of the nessage and/or | SAKMP state. This payload is
used to verify the integrity of the data in the | SAKMP nessage, and
may be of use for non-repudiation services. Figure 13 shows the
format of the Signature Payl oad.

1 2 3
01234567890123456789012345678901
i T S S s S S S S i 2 s S S e e Tk sl it S S S
! Next Payload ! RESERVED ! Payl oad Length !
B S T o T i T S S S S S i S S S S T i s s S s
! !
~ Si gnature Data ~
! !
o e e e e e e e e e e e e e e e e e e e e e e e e e e - - - -+

Figure 13: Signature Payl oad For mat

The Signature Payload fields are defined as foll ows:

0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be 0.

0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

0o Signature Data (variable length) - Data that results from
applying the digital signature function to the | SAKMP nessage
and/ or state.

The payl oad type for the Signature Payload is nine (9).
3. 13 Nonce Payl oad

The Nonce Payl oad contains random data used to guarantee |iveness
during an exchange and protect against replay attacks. Figure 14
shows the format of the Nonce Payl oad. |If nonces are used by a
particul ar key exchange, the use of the Nonce payload will be
dictated by the key exchange. The nonces nmay be transmitted as part
of the key exchange data, or as a separate payload. However, this is
defined by the key exchange, not by | SAKMP

Maughan, et. al. St andards Track [ Page 37]



RFC 2408 | SAKMP Novenber 1998

1 2 3
01234567890123456789012345678901
s e e T S S i S S S S S T st TSI S S S S
Next Payl oad ! RESERVED ! Payl oad Length !

B R LR L R e s o s S U S S S s S S S S S S S S S i e &

!

+-

!

~ Nonce Dat a
!

+-

I
!
i e i i i i i S s

Figure 14: Nonce Payl oad For mat
The Nonce Payl oad fields are defined as follows:

0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be O.

0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

o Nonce Data (variable length) - Contains the random data generated
by the transnitting entity.

The payl oad type for the Nonce Payload is ten (10).
3.14 Notification Payl oad

The Notification Payl oad can contain both | SAKMP and DO -specific
data and is used to transmt informational data, such as error
conditions, to an | SAKMP peer. It is possible to send nultiple
Notification payloads in a single | SAKMP nessage. Figure 15 shows
the format of the Notification Payl oad.

Notification which occurs during, or is concerned with, a Phase 1
negotiation is identified by the Initiator and Responder cookie pair
in the | SAKMP Header. The Protocol ldentifier, in this case, is

| SAKMP and the SPI value is O because the cookie pair in the | SAKMP
Header identifies the | SAKMP SA. If the notification takes place
prior to the conpl eted exchange of keying information, then the
notification will be unprotected
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Notification which occurs during, or is concerned with, a Phase 2
negotiation is identified by the Initiator and Responder cookie pair
in the | SAKMP Header and the Message I D and SPI associated with the
current negotiation. One exanple for this type of notificationis to
i ndi cate why a proposal was rejected.

1 2 3
01234567890123456789012345678901
R R o E o s i T o S e e e S S S S LR R e o ok s
! Next Payload ! RESERVED ! Payl oad Length !
T i T S S e T S e e o e e e S
! Dormai n of Interpretation (DA) !
e e S T S S i T o o S S S e T sl I S S S S
! Protocol-ID ! SPI Si ze ! Notify Message Type !
s e e T S S i S S S S S T st TSI S S S S
|
!
+-
!

|
Security Paraneter |Index (SPI) ~

I

R T o R S O ki ol T o R S O R O S e S S R il ol NI S

|

~ Notification Data ~

I I
T T S S S S S T S T s e S S T S e T

Figure 15: Notification Payl oad Format
The Notification Payload fields are defined as foll ows:

0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be O.

0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

o0 Domain of Interpretation (4 octets) - ldentifies the DO (as
described in Section 2.1) under which this notification is taking
place. For |SAKMP this value is zero (0) and for the | PSEC DO
it is one (1). Oher DO’'s can be defined using the description
i n appendi x B.

o Protocol-1d (1 octet) - Specifies the protocol identifier for the

current notification. Exanples mght include | SAKMP, | PSEC ESP,
| PSEC AH, OSPF, TLS, etc
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o SPI

therefore
si xteen (16).

SPI
will

o Notify Message Type (2 octets) -
notification message (see section 3.14.1).
speci fied by the DO,

o SPI (variable length) - Security Paraneter
entity’'s SPI. The use of the SPI
2.4. The length of this field is determ ned by the SPI

Size (1 octet) -
t he Protocol -1d.
Responder cookie pair fromthe | SAKMP Header
Size is irrelevant and MAY be fromzero (0) to
Size is non-zero

The Domai n of
Size for other protocols.

field MIUST be ignored.
dictate the SPI

| SAKMP

In the case of

t he SPI
If the SPI

Length in octets of the SPI
| SAKMP,

Novenber 1998

as defined by
the Initiator and
is the | SAKMP SPI,

the content of the
Interpretation (DA)

Specifies the type of

Additional text, if

is placed in the Notification Data field.

I ndex. The receiving

field is described in section

Si ze

field and is not necessarily aligned to a 4 octet boundary.

o Notification Data (variable |ength)

this field are DA -specific.

The payl oad type for the

3.14.1 Notify Message Types

Notification information
coul d not be established.

I nformational or
transmtted in addition to the Notify Message Type.

error data
Val ues for

Notification Payload is eleven (11).

can be error nessages specifying why an SA
It can also be status data that a process

managi ng an SA dat abase wi shes to communicate with a peer process.

For exanpl e,

a secure front end or security gateway may use the
Notify nmessage to synchroni ze SA comuni cati on.

The tabl e bel ow

lists the Nofitication nmessages and their correspondi ng val ues.
Values in the Private Use range are expected to be DO -specific
val ues.

Maughan,

et.

al .

NOTI FY MESSAGES -

Errors
| NVALI D- PAYLOCAD- TYPE
DA - NOT- SUPPORTED
S| TUATI ON- NOT- SUPPORTED
I NVALI D- COOKI E
I NVALI D- MAJOR- VERSI ON
| NVALI D- M NOR- VERSI ON
| NVALI D- EXCHANGE- TYPE
I NVALI D- FLAGS
| NVALI D- MESSAGE- | D
I NVALI D- PROTOCOL- | D
| NVALI D- SPI

St andards Track

ERROR TYPES

Val ue
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I NVALI D- TRANSFORM | D 12
ATTRI BUTES- NOT- SUPPCRTED 13
NO- PROPOSAL - CHOSEN 14
BAD- PROPOSAL- SYNTAX 15
PAYLOAD- VALFORMED 16
I NVALI D- KEY- | NFORVATI ON 17
I NVALI D- | D- | NFORMATI ON 18
I NVALI D- CERT- ENCODI NG 19
I NVALI D- CERTI FI CATE 20
CERT- TYPE- UNSUPPCRTED 21
I NVALI D- CERT- AUTHORI TY 22
I NVALI D- HASH- | NFORVATI ON 23
AUTHENTI CATI ON- FAI LED 24
I NVALI D- SI GNATURE 25
ADDRESS- NOTI FI CATI ON 26
NOTI FY- SA- LI FETI ME 27
CERTI FI CATE- UNAVAI LABLE 28
UNSUPPORTED- EXCHANGE- TYPE 29
UNEQUAL - PAYLQOAD- LENGTHS 30
RESERVED ( Future Use) 31 - 8191
Private Use 8192 - 16383

NOTI FY MESSAGES - STATUS TYPES

St at us Val ue
CONNECTED 16384
RESERVED (Future Use) 16385 - 24575
DA - speci fic codes 24576 - 32767
Private Use 32768 - 40959

RESERVED (Future Use) 40960 - 65535
3. 15 Del ete Payl oad

The Del ete Payl oad contains a protocol -specific security association
identifier that the sender has renmoved fromits security association
dat abase and is, therefore, no longer valid. Figure 16 shows the
format of the Delete Payload. It is possible to send nultiple SPIs
in a Del ete payl oad, however, each SPI MJST be for the sanme protocol
M xi ng of Protocol ldentifiers MJUST NOT be performed with the Delete
payl oad.

Del etion which is concerned with an | SAKMP SA will contain a
Protocol -1d of | SAKMP and the SPIs are the initiator and responder
cookies fromthe | SAKMP Header. Deletion which is concerned with a
Prot ocol SA, such as ESP or AH, will contain the Protocol-Ild of that
protocol (e.g. ESP, AH) and the SPI is the sending entity' s SPI(s).
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NOTE: The Del ete Payload is not a request for the responder to delete
an SA, but an advisory fromthe initiator to the responder. |f the
responder chooses to ignore the nessage, the next comunication from
the responder to the initiator, using that security association, wll
fail. A responder is not expected to acknow edge receipt of a Delete
payl oad.

1 2 3
01234567890123456789012345678901
R R R ok ok T T T e S e e e e S e e e e e R e o o o -
! Next Payload ! RESERVED ! Payl oad Length !
i T S S s S S S S i 2 s S S e e Tk sl it S S S

! Domain of Interpretation (DA)

B S T o T i T S S S S S i S S S S T i s s S s
! Protocol-Id ! SPlI Size ! # of SPls !
T S 2k S S S e R R R R R e e R o E o E ok s s S S S o
I
!
+-

Security Paraneter Index(es) (SPl)

I
!
i s S T s it i SIS S S

Figure 16: Del ete Payl oad For mat

The Del ete Payl oad fields are defined as foll ows:

0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be O.

0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

o Domain of Interpretation (4 octets) - ldentifies the DO (as
described in Section 2.1) under which this deletion is taking
place. For |ISAKMP this value is zero (0) and for the | PSEC DO
it is one (1). Oher DO’'s can be defined using the description
i n appendi x B.

o Protocol-1d (1 octet) - | SAKMP can establish security
associ ations for various protocols, including | SAKMP and | PSEC
This field identifies which security association database to
apply the del ete request.
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0 SPI Size (1 octet) - Length in octets of the SPI as defined by
the Protocol-1d. 1In the case of | SAKMP, the Initiator and
Responder cookie pair is the | SAKMP SPI. In this case, the SPI
Size would be 16 octets for each SPI being del eted.

o # of SPIs (2 octets) - The nunber of SPIs contained in the Delete
payl oad. The size of each SPI is defined by the SPI Size field.

0 Security Paranmeter Index(es) (variable length) - Identifies the
specific security association(s) to delete. Values for this
field are DO and protocol specific. The length of this field is
determined by the SPI Size and # of SPIs fields.

The payl oad type for the Delete Payload is twelve (12).
3.16 Vendor 1D Payl oad

The Vendor |ID Payl oad contains a vendor defined constant. The
constant is used by vendors to identify and recogni ze renote

i nstances of their inplenmentations. This nechanismallows a vendor
to experinent with new features while maintaining backwards
compatibility. This is not a general extension facility of | SAKWP
Figure 17 shows the fornat of the Vendor |D Payl oad.

The Vendor |ID payload is not an announcenent fromthe sender that it
will send private payload types. A vendor sending the Vendor |D MJST
not nmake any assunptions about private payloads that it nmay send

unl ess a Vendor IDis received as well. Miltiple Vendor |D payl oads
MAY be sent. An inplenmentation is NOT REQUI RED to understand any
Vendor | D payloads. An inplenmentation is NOT REQU RED to send any
Vendor |ID payload at all. |If a private payl oad was sent wi thout

prior agreenment to send it, a conpliant inplenentation may reject a
proposal with a notify nessage of type | NVALI D- PAYLOAD- TYPE

If a Vendor |ID payload is sent, it MJUST be sent during the Phase 1
negotiation. Reception of a familiar Vendor ID payload in the Phase
1 negotiation allows an inplenentation to nmake use of Private USE
payl oad nunbers (128-255), described in section 3.1 for vendor

speci fic extensions during Phase 2 negotiations. The definition of
"fam liar" is left to inplenentations to determine. Sone vendors nay
wi sh to inplenent anot her vendor’s extension prior to
standardi zati on. However, this practice SHOULD not be w despread and
vendors shoul d work towards standardization instead.

The vendor defined constant MJST be unique. The choice of hash and
text to hash is left to the vendor to decide. As an exanple, vendors
could generate their vendor id by taking a plain (non-keyed) hash of
a string containing the product nane, and the version of the product.
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A hash is used instead of a vendor registry to avoid | oca
cryptographic policy problens with having a |list of "approved"
products, to keep away frommaintaining a list of vendors, and to

all ow cl assified products to avoid having to appear on any list. For
i nstance:

"Exanpl e Conpany | Psec. Version 97.1"

(not including the quotes) has MD5 hash:

48544f 9b1f e662af 98b9b39e50c0laba, when using MD5file. Vendors may
include all of the hash, or just a portion of it, as the payl oad
length will bound the data. There are no security inplications of
this hash, so its choice is arbitrary.

1 2 3
01234567890123456789012345678901
B i T i e e e o i i o ST I R T S S e S S e R e T i =
! Next Payload ! RESERVED ! Payl oad Length !
R i ok I R i e I it o S i S e S i it S R i S S e T i 2
! !
~ Vendor | D (VID) ~
! !
T T e i e i i i il SRR NI S S SRS

Figure 17: Vendor |D Payl oad Fornat
The Vendor |ID Payload fields are defined as foll ows:
0 Next Payload (1 octet) - ldentifier for the payload type of the
next payload in the nessage. |If the current payload is the |ast
in the nessage, then this field will be O.

0 RESERVED (1 octet) - Unused, set to O.

o Payload Length (2 octets) - Length in octets of the current
payl oad, including the generic payl oad header.

o Vendor ID (variable length) - Hash of the vendor string plus
versi on (as described above).

The payl oad type for the Vendor ID Payload is thirteen (13).
4 | SAKMP Exchanges
| SAKMP supplies the basic syntax of a nessage exchange. The basic

bui I di ng bl ocks for | SAKMP nessages are the payl oad types descri bed
in section 3. This section describes the procedures for SA
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establi shnent and SA nodification, followed by a default set of
exchanges that MAY be used for initial interoperability. Oher
exchanges will be defined depending on the DO and key exchange.
[IPDO] and [IKE] are exanples of how this is achieved. Appendix B
expl ains the procedures for acconplishing these additions.

4.1 | SAKMP Exchange Types

| SAKMP al l ows the creation of exchanges for the establishment of
Security Associations and keying material. There are currently five
default Exchange Types defined for | SAKMP. Sections 4.4 through 4.8
descri be these exchanges. Exchanges define the content and ordering
of | SAKMP nessages during comuni cati ons between peers. Mst
exchanges will include all the basic payload types - SA KE, ID SIG
- and may include others. The primary difference between exchange
types is the ordering of the messages and the payl oad ordering within
each nmessage. Wiile the ordering of payloads w thin nmessages is not
mandat ed, for processing efficiency it is RECOMENDED that the
Security Association payload be the first payload within an exchange
Processi ng of each payload within an exchange is described in section
5.

Sections 4.4 through 4.8 provide a default set of |SAKMP exchanges.
These exchanges provide different security protection for the
exchange itself and informati on exchanged. The diagrans in each of
the follow ng sections show the nessage ordering for each exchange
type as well as the payloads included in each nessage, and provide
basi ¢ notes describi ng what has happened after each nessage exchange.
None of the exanples include any "optional payloads", |ike
certificate and certificate request. Additionally, none of the
exanmpl es include an initial exchange of | SAKMP Headers (containing
initiator and responder cookies) which would provide protection
agai nst clogging (see section 2.5.3).

The defined exchanges are not neant to satisfy all DO and key
exchange protocol requirenents. |If the defined exchanges neet the
DA requirenments, then they can be used as outlined. |If the defined
exchanges do not neet the security requirenents defined by the DO,
then the DO MJUST specify new exchange type(s) and the valid
sequences of payloads that nake up a successful exchange, and how to
build and interpret those payloads. Al |SAKMW inpl enentations MJST
i mpl ement the Informational Exchange and SHOULD i npl enent the other
four exchanges. However, this is dependent on the definition of the
DA and associ ated key exchange protocols.
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As di scussed above, these exchange types can be used in either phase
of negotiation. However, they may provide different security
properties in each of the phases. Wth each of these exchanges, the
conbi nati on of cookies and SPI fields identifies whether this
exchange is being used in the first or second phase of a negotiation.

4.1.1 Notation

The followi ng notation is used to describe the | SAKMP exchange types,
shown in the next section, with the nessage formats and associ at ed
payl oads:

HDR i s an | SAKMP header whose exchange type defines the payl oad
orderings

SA is an SA negotiation payload with one or nore Proposal and
Transform payl oads. An initiator MAY provide multiple proposals
for negotiation; a responder MIUST reply with only one.

KE is the key exchange payl oad.

IDXx is the identity payload for "x". x can be: "ii" or "ir"
for the | SAKMP initiator and responder, respectively, or x can
be: "ui", "ur" (when the | SAKMP daenon is a proxy negotiator),

for the user initiator and responder, respectively.
HASH i s the hash payl oad.
SIGis the signature payload. The data to sign is exchange-specific.
AUTH i s a generic authentication nechanism such as HASH or SIG
NONCE i s the nonce payl oad.
"*' signifies payload encryption after the | SAKMP header. This
encryption MJST begin i mediately after the | SAKMP header and
all payl oads follow ng the | SAKMP header MJST be encrypted.

=> signifies "initiator to responder” comrunication
<= signifies "responder to initiator" comrunication

4.2 Security Association Establishnment

The Security Associ ation, Proposal, and Transform payl oads are used
to build | SAKMP nessages for the negotiation and establishnment of

SAs. An SA establishnment nessage consists of a single SA payl oad
foll owed by at |east one, and possibly nmany, Proposal payl oads and at
| east one, and possibly many, Transform payl oads associ ated with each
Proposal payload. Because these payl oads are consi dered together,
the SA payload will point to any follow ng payl oads and not to the
Proposal payload included with the SA payl oad. The SA Payl oad
contains the DO and Situation for the proposed SA. Each Proposa

payl oad contains a Security Paraneter Index (SPI) and ensures that
the SPI is associated with the Protocol-I1d in accordance with the
Internet Security Architecture [ SEC-ARCH]. Proposal payl oads nay or
may not have the sane SPI, as this is inplenentati on dependent. Each
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Transform Payl oad contains the specific security nechanisns to be
used for the designated protocol. It is expected that the Proposa
and Transform payl oads will be used only during SA establishnent
negotiation. The creation of payloads for security association
negoti ati on and establishnent described here in this section are
applicable for all | SAKMP exchanges described later in sections 4.4
through 4.8. The exanples shown in 4.2.1 contain only the SA,
Proposal , and Transform payl oads and do not contain other payl oads
that m ght exist for a given | SAKMP exchange.

The Proposal payload provides the initiating entity with the
capability to present to the responding entity the security protocols
and associ ated security nechanisns for use with the security

associ ation being negotiated. |f the SA establishnent negotiation is
for a conbined protection suite consisting of nultiple protocols,
then there MJUST be multiple Proposal payl oads each with the sane
Proposal numnber. These proposals MJST be considered as a unit and
MUST NOT be separated by a proposal with a different proposal nunber.
The use of the same Proposal nunber in nultiple Proposal payl oads
provides a | ogical AND operation, i.e. Protocol 1 AND Protocol 2.
The first exanple bel ow shows an ESP AND AH protection suite. |If the
SA establ i shment negotiation is for different protection suites, then
there MJUST be multiple Proposal payl oads each with a nonotonically

i ncreasing Proposal nunber. The different proposals MJST be
presented in the initiator’s preference order. The use of different
Proposal nunbers in nultiple Proposal payl oads provides a |ogical OR
operation, i.e. Proposal 1 OR Proposal 2, where each proposal may
have nore than one protocol. The second exanpl e bel ow shows either
an AH AND ESP protection suite OR just an ESP protection suite. Note
that the Next Payload field of the Proposal payload points to another
Proposal payload (if it exists). The existence of a Proposal payl oad
inplies the exi stence of one or nore Transform payl oads.

The Transform payl oad provides the initiating entity with the
capability to present to the responding entity multiple mechani smns,

or transforms, for a given protocol. The Proposal payload identifies
a Protocol for which services and nechani sns are bei ng negoti at ed.
The Transform payload allows the initiating entity to present severa
possi bl e supported transforns for that proposed protocol. There nmay
be several transforms associated with a specific Proposal payl oad
each identified in a separate Transform payl oad. The multiple
transforns MJUST be presented with nonotonically increasing nunbers in
the initiator’s preference order. The receiving entity MJST select a
single transformfor each protocol in a proposal or reject the entire
proposal. The use of the Transform nunber in multiple Transform

payl oads provi des a second | evel OR operation, i.e. Transforml OR
Transform 2 OR Transform 3. Exanple 1 bel ow shows two possible
transforns for ESP and a single transformfor AH Exanple 2 bel ow
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shows one transformfor AH AND one transform for ESP OR two
transforns for ESP alone. Note that the Next Payload field of the
Transform payl oad points to another Transform payload or 0. The
Proposal payl oad delineates the different proposals.

When responding to a Security Association payl oad, the responder MJST
send a Security Association payload with the sel ected proposal, which
may consist of multiple Proposal payloads and their associ ated
Transf orm payl oads. Each of the Proposal payl oads MJST contain a

si ngl e Transform payl oad associated with the Protocol. The responder
SHOULD retain the Proposal # field in the Proposal payload and the
Transform# field in each Transform payl oad of the sel ected Proposal.
Ret enti on of Proposal and Transform nunbers shoul d speed the
initiator’s protocol processing by negating the need to conpare the
respondor’s selection with every offered option. These val ues enable
the initiator to performthe conparison directly and quickly. The
initiator MUST verify that the Security Association payl oad received
fromthe responder matches one of the proposals sent initially.

4.2.1 Security Association Establishnent Exanples

Thi s exanpl e shows a Proposal for a conbined protection suite with
two different protocols. The first protocol is presented with two
transforns supported by the proposer. The second protocol is
presented with a single transform An exanple for this proposa

m ght be: Protocol 1 is ESP with Transform 1 as 3DES and Transform 2
as DES AND Protocol 2 is AHwith Transform 1 as SHA. The responder
MUST sel ect fromthe two transforns proposed for ESP. The resulting
protection suite will be either (1) 3DES AND SHA OR (2) DES AND SHA,
dependi ng on which ESP transform was sel ected by the responder. Note
this exanple is shown using the Base Exchange.

1 2 3
01234567890123456789012345678901
A S i S i S S S e o T S R

/! NP = Nonce ! RESERVED ! Payl oad Length !
F I S e i s i i i o e S i e S

SA Pay ! Domain of Interpretation (DO) !
R el i i el S S R S e S e O R il b ol s St NI TR S R T S R S S

\ ! Si tuation !

D R el I I I e e R e I S S S S i i SEIE SR SR R TR R TR TR TR TR S R

/' NP = Proposal ! RESERVED ! Payl oad Length !

I o i el S e e i i T e S e i T e e i i s
Prop 1 ! Proposal # = 1! Protocol-Id ! SPI Si ze I'# of Trans. = 2!
Prot 1 4+-4-4-4-4-4-4-+-+-F+- -+t oo oo e o e e e e e e e e e - - -+
\ ! SPI (vari abl e) !

D e et o e i e S e e e S e e o R N S R

/' NP = Transform RESERVED ! Payl oad Length !
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F R i i i i i i T i i i i i e
Tran 1 ! Transform# 1! TransformI|D ! RESERVED2 !
R i s i i i i S i i i i S S

\ | SA Attributes !

D S T T T s s c T S ST S S S S S S S S S S S S S S S i oI S S

/' NP =0 ! RESERVED ! Payl oad Length !

F I S i e i i S S e S i T e e S O e il ol T S R TR S R T S
Tran 2 ! Transform# 2 ! TransformI|D ! RESERVED2 !
L e i i i i T e R S R S S R S O e TR i T S R S O T el otk SR S

\ SA Attributes !
DT S S S T S S T T S S S S &

/"1 NP =0 ! RESERVED ! Payl oad Length !

R i i i i i i T i i i
Prop 1! Proposal # = 1! Protocol ID ! SPI Si ze 1'# of Trans. = 1!
Prot 2 +-+4-4-4-4-4- 4= 4= - - - - - - - o oo e e e e e e e e e e - - - -+
\ ! SPI (vari abl e) !

D I S e S e i i T s Tk c e S S S S S S S S S S S S S S S

/' NP =0 ! RESERVED ! Payl oad Length !

F I e i i i I S S e S i I T S R i il i S S e S S e S O i =
Tran 1 ! Transform# 1! TransformI|D ! RESERVED2 !
L i i i i T S S S S S S S S O ks et T S S e S O i ik o oI S

\ SA Attributes !

L T T i S S i S S S T Tl i o S S

This second exanple shows a Proposal for two different protection
suites. The SA Payload was omtted for space reasons. The first
protection suite is presented with one transformfor the first

protocol and one transformfor the second protocol. The second
protection suite is presented with two transfornms for a single
protocol. An exanple for this proposal mght be: Proposal 1 with

Protocol 1 as AHwith Transform 1 as MD5 AND Protocol 2 as ESP with
Transform 1l as 3DES. This is followed by Proposal 2 with Protocol 1
as ESP with Transform 1 as DES and Transform 2 as 3DES. The responder
MUST sel ect fromthe two different proposals. |If the second Proposal
is selected, the responder MIST select fromthe two transforns for
ESP. The resulting protection suite will be either (1) MD5 AND 3DES
OR the selection between (2) DES OR (3) 3DES.

1 2 3
01234567890123456789012345678901
J I S T e R ik i i s T R i i e st sl T S TR S SR >
/' NP = Proposal ! RESERVED ! Payl oad Length !
I i e i e T e T el ot SR TR I A R R R o e o o o
Prop 1 ! Proposal # = 1! Protocol ID ! SPI Si ze I'# of Trans. = 1!
Prot 1 4+-4-4-4-4-4-4-4+-+- -+ -+ FoFo oo oo e e e e e e e e e e - - -+
\ ! SPI (vari abl e) !
D e et o o i e S e e S e e o R R S e
/"1 NP =0 ! RESERVED ! Payl oad Length !
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F I S e i s i i i o e S i e S
Tran 1 ! Transform# 1! TransformI|D ! RESERVED2 !
L i ks S I S S S S S ik i T i R S O e S e e S C R TR o

\ | SA Attributes !

D s T S R ik i T S R S S e e O T el st S O TR S R S S

/' NP = Proposal ! RESERVED ! Payl oad Length !

F I S i e i i S S e S i T e e S O e il ol T S R TR S R T S
Prop 1 ! Proposal # = 1! Protocol ID ! SPI Si ze I'# of Trans. = 1!
Prot 2 4-4-4-4-+-4-4-+-F-F- -t b oo b o b e b e - - - - - - - -
\ ! SPI (vari abl e) !
DT S S S T S S A S N e T T e S

/"1 NP =0 ! RESERVED ! Payl oad Length !

R i i i i i i T i i i
Tran 1! Transform# 1! TransformI|D ! RESERVED2 !
L i S i T i i i ik sl i S S

\ | SA Attributes !

D I S e S e i i T s Tk c e S S S S S S S S S S S S S S S

/' NP =0 ! RESERVED ! Payl oad Length !

F I e i i i I S S e S i I T S R i il i S S e S S e S O i =
Prop 2 ! Proposal # = 2! Protocol ID ! SPI Si ze I'# of Trans. = 2!
Prot 1 +-4-4-4-4-+-4-4+-+-4-+- -+ +-+- - - - - oo e e e b - - - - -+
\ ! SPI (vari abl e) !

D S S T wi S e A S i i i S S S S S

/' NP = Transform RESERVED ! Payl oad Length !

F I S e i s i i i o e S i e S
Tran 1! Transform# 1! TransformI|D ! RESERVED2 !
R i e sl i S S S S S S e i i Tk ik ol s st I TR S R T S R S S

\ | SA Attributes !

D s T S i ol T S i S e e O S T s ik ol T S R T S

/' NP =0 ! RESERVED ! Payl oad Length !

I e e e ol S S e e e i e SN R S S R S R T S R S et I S S i St R R
Tran 2! Transform# 2 ! TransformI|D ! RESERVED2 !
L S O R i e i R S S e S S i it (R R S R S el S e ol R

\ SA Attributes !

L T i i S S i w i S S S S T S S Sl SU SR S S

4.3 Security Association Mdification

Security Association nodification within | SAKMP is acconplished by
creating a new SA and initiating conmmunications using that new SA
Del etion of the old SA can be done anytinme after the new SAis
established. Deletion of the old SA is dependent on |ocal security
policy. Modification of SAs by using a "Create New SA fol |l owed by
Delete A d SA" nethod is done to avoid potential vulnerabilities in
synchroni zing nodification of existing SA attributes. The procedure
for creating new SAs is outlined in section 4.2. The procedure for
deleting SAs is outlined in section 5.15.
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Modi fication of an | SAKMP SA (phase 1 negotiation) foll ows the sane
procedure as creation of an | SAKMP SA. There is no rel ationship
between the two SAs and the initiator and responder cookie pairs
SHOULD be different, as outlined in section 2.5.3.

Modi fication of a Protocol SA (phase 2 negotiation) follows the sane
procedure as creation of a Protocol SA. The creation of a new SAis
protected by the existing | SAKMP SA. There is no relationship between
the two Protocol SAs. A protocol inplenmentation SHOULD begi n using
the newy created SA for outbound traffic and SHOULD continue to
support inconming traffic on the old SA until it is deleted or unti
traffic is received under the protection of the newy created SA. As
stated previously in this section, deletion of an old SAis then
dependent on local security policy.

4.4 Base Exchange

#
(1)

(2)
(3)

(4)

The Base Exchange is designed to allow the Key Exchange and

Aut hentication related information to be transmtted together.
Conbi ni ng the Key Exchange and Aut hentication-related information

i nto one nessage reduces the nunmber of round-trips at the expense of
not providing identity protection. ldentity protection is not

provi ded because identities are exchanged before a comon shared
secret has been established and, therefore, encryption of the
identities is not possible. The follow ng diagram shows the nessages
with the possible payl oads sent in each nessage and notes for an
exanpl e of the Base Exchange.

BASE EXCHANGE

Initiator Direction Responder NOTE
HDR; SA; NONCE => Begi n | SAKMP- SA or Proxy negotiation

<= HDR;, SA; NONCE
Basi ¢ SA agreed upon

HDR;, KE; =>
IDii; AUTH Key Cenerated (by responder)
Initiator Identity Verified by
Responder
<= HDR; KE
IDir; AUTH

Responder Identity Verified by
Initiator Key Generated (by
initiator) SA established
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In the first nessage (1), the initiator generates a proposal it

consi ders adequate to protect traffic for the given situation. The
Security Association, Proposal, and Transform payl oads are incl uded
in the Security Association payload (for notation purposes). Random
information which is used to guarantee |iveness and protect against
replay attacks is also transmitted. Randominformation provided by
both parties SHOULD be used by the authentication nechanismto
provi de shared proof of participation in the exchange.

In the second nessage (2), the responder indicates the protection
suite it has accepted with the Security Association, Proposal, and
Transform payl oads. Again, randominfornmation which is used to
guarantee liveness and protect against replay attacks is also
transmtted. Randominfornation provided by both parties SHOULD be
used by the authenticati on nechanismto provide shared proof of
participation in the exchange. Local security policy dictates the
action of the responder if no proposed protection suite is accepted.
One possible action is the transnission of a Notify payl oad as part
of an Informational Exchange

In the third (3) and fourth (4) nessages, the initiator and
responder, respectively, exchange keying material used to arrive at a
common shared secret and identification information. This
information is transmtted under the protection of the agreed upon
aut hentication function. Local security policy dictates the action
if an error occurs during these nessages. One possible action is the
transm ssion of a Notify payload as part of an Informationa

Exchange.

4.5 ldentity Protection Exchange

The ldentity Protection Exchange is designed to separate the Key
Exchange information fromthe lIdentity and Authentication related
information. Separating the Key Exchange fromthe ldentity and
Aut hentication related information provides protection of the
communi cating identities at the expense of two additional nessages.
Identities are exchanged under the protection of a previously
establ i shed conmon shared secret. The followi ng di agram shows the
nessages with the possible payl oads sent in each nessage and notes
for an exanple of the lIdentity Protection Exchange
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(5)

(6)

| DENTI TY PROTECTI ON EXCHANGE

Initiator Direction Responder NOTE
HDR; SA => Begi n | SAKMP- SA or
Proxy negotiation
<= HDR;, SA
Basi ¢ SA agreed upon
HDR; KE; NONCE =>
<= HDR; KE; NONCE
Key Cenerated (by
Initiator and
Responder)
HDR*; IDii; AUTH =>
Initiator Identity
Verified by
Responder
<= HDR*; IDir; AUTH
Responder ldentity
Verified by
Initiator

SA est abl i shed

In the first nmessage (1), the initiator generates a proposal it
consi ders adequate to protect traffic for the given situation. The
Security Association, Proposal, and Transform payl oads are incl uded
in the Security Association payload (for notation purposes).

In the second nessage (2), the responder indicates the protection
suite it has accepted with the Security Association, Proposal, and
Transform payl oads. Local security policy dictates the action of the
responder if no proposed protection suite is accepted. One possible
action is the transm ssion of a Notify payload as part of an

I nf or mati onal Exchange

In the third (3) and fourth (4) nessages, the initiator and
responder, respectively, exchange keying material used to arrive at a
common shared secret and randominformati on which is used to
guarantee liveness and protect against replay attacks. Random

i nformati on provided by both parties SHOULD be used by the

aut henti cation nmechanismto provide shared proof of participation in
the exchange. Local security policy dictates the action if an error
occurs during these nessages. One possible action is the

transm ssion of a Notify payload as part of an Informationa

Exchange.

In the fifth (5) and sixth (6) nessages, the initiator and responder,
respectively, exchange identification information and the results of
the agreed upon authentication function. This information is
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transmitted under the protection of the common shared secret. Local
security policy dictates the action if an error occurs during these
nessages. One possible action is the transm ssion of a Notify

payl oad as part of an Infornmational Exchange.

4.6 Authentication Only Exchange

#
(1)

(2)

(3)

The Aut hentication Only Exchange is designed to allow only

Aut hentication related information to be transnmitted. The benefit of
this exchange is the ability to performonly authentication w thout
the comput ati onal expense of conputing keys. Using this exchange
during negotiation, none of the transmitted information will be
encrypted. However, the information nay be encrypted in other

pl aces. For exanple, if encryption is negotiated during the first
phase of a negotiation and the authentication only exchange is used
in the second phase of a negotiation, then the authentication only
exchange will be encrypted by the | SAKMP SAs negotiated in the first
phase. The follow ng di agram shows the nessages w th possible

payl oads sent in each nessage and notes for an exanple of the

Aut henti cati on Only Exchange

AUTHENTI CATI ON ONLY EXCHANGE

Initiator Direction Responder NOTE

HDR; SA; NONCE => Begi n | SAKMP- SA or

Proxy negotiation
<= HDR;, SA; NONCE
IDir; AUTH

Basi ¢ SA agreed upon
Responder ldentity
Verified by Initiator

HDR; 1Dii; AUTH =>

Initiator Identity
Verified by Responder
SA est abl i shed

In the first nessage (1), the initiator generates a proposal it

consi ders adequate to protect traffic for the given situation. The
Security Association, Proposal, and Transform payl oads are incl uded
in the Security Association payload (for notation purposes). Random
information which is used to guarantee |iveness and protect against
replay attacks is also transmitted. Randominformation provided by
both parties SHOULD be used by the authenticati on nechanismto
provi de shared proof of participation in the exchange.

In the second nessage (2), the responder indicates the protection
suite it has accepted with the Security Association, Proposal, and
Transform payl oads. Again, randominfornmation which is used to
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guarantee liveness and protect against replay attacks is also
transmtted. Randominfornation provided by both parties SHOULD be
used by the authentication nechanismto provide shared proof of
participation in the exchange. Additionally, the responder transmts
identification information. Al of this information is transmtted
under the protection of the agreed upon authentication function.

Local security policy dictates the action of the responder if no
proposed protection suite is accepted. One possible action is the
transm ssion of a Notify payload as part of an Informationa

Exchange.

In the third message (3), the initiator transnmits identification
information. This information is transmtted under the protection of
the agreed upon authentication function. Local security policy
dictates the action if an error occurs during these nessages. One
possi ble action is the transm ssion of a Notify payload as part of an
I nf ormati onal Exchange

4.7 Aggressive Exchange

The Aggressive Exchange is designed to allow the Security
Associ ati on, Key Exchange and Aut hentication rel ated payl oads to be
transmtted together. Conbining the Security Association, Key
Exchange, and Authentication-related information into one nessage
reduces the nunber of round-trips at the expense of not providing
identity protection. |Identity protection is not provided because
identities are exchanged before a common shared secret has been
establi shed and, therefore, encryption of the identities is not
possible. Additionally, the Aggressive Exchange is attenpting to
establish all security relevant information in a single exchange.
The follow ng di agram shows the nmessages with possi bl e payl oads sent
in each nmessage and notes for an exanple of the Aggressive Exchange.
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AGGRESSI VE EXCHANGE

# Initiator Direction Responder NOTE
(1) HDR, SA; KE; => Begi n | SAKMP- SA or
Proxy negoti ation
NONCE; IDii and Key Exchange
(2) <= HDR, SA; KE;

NONCE; IDir; AUTH

Initiator Identity
Verified by Responder
Key Gener at ed

Basi ¢ SA agreed upon

(3) HDR*; AUTH =>

Responder Identity
Verified by Initiator
SA est abl i shed

In the first message (1), the initiator generates a proposal it

consi ders adequate to protect traffic for the given situation. The
Security Association, Proposal, and Transform payl oads are incl uded
in the Security Association payload (for notation purposes). There
can be only one Proposal and one Transformoffered (i.e. no choices)
in order for the aggressive exchange to work. Keying nmaterial used
to arrive at a conmon shared secret and randominformation which is
used to guarantee |liveness and protect against replay attacks are

al so transnmitted. Randominformation provided by both parties SHOULD
be used by the authentication nechanismto provide shared proof of
participation in the exchange. Additionally, the initiator transmts
identification information.

In the second nessage (2), the responder indicates the protection
suite it has accepted with the Security Association, Proposal, and
Transform payl oads. Keying material used to arrive at a common
shared secret and random information which is used to guarantee

|l iveness and protect against replay attacks is also transnitted.
Random i nformati on provided by both parties SHOULD be used by the
aut henti cation nmechanismto provide shared proof of participation in
the exchange. Additionally, the responder transmits identification
information. Al of this information is transmtted under the
protection of the agreed upon authentication function. Local
security policy dictates the action of the responder if no proposed
protection suite is accepted. One possible action is the

transm ssion of a Notify payload as part of an Informationa
Exchange.
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In the third (3) nessage, the initiator transmts the results of the
agreed upon authentication function. This information is transmtted
under the protection of the conmon shared secret. Local security
policy dictates the action if an error occurs during these nessages.
One possible action is the transnission of a Notify payl oad as part
of an Informational Exchange

4.8 Informati onal Exchange

The I nformati onal Exchange is designed as a one-way transmttal of
informati on that can be used for security association nanagenent.
The foll ow ng di agram shows the nessages with possibl e payl oads sent
in each nessage and notes for an exanple of the Informationa
Exchange

| NFORVATI ONAL EXCHANGE

# Initiator Direction Responder NOTE
(1) HDR*; ND => Error Notification or Deletion

In the first message (1), the initiator or responder transmts an
| SAKMP Notify or Del ete payl oad.

If the Informational Exchange occurs prior to the exchange of keying
nmeterial during an | SAKMP Phase 1 negotiation, there will be no
protection provided for the Informational Exchange. Once keying

mat eri al has been exchanged or an | SAKMP SA has been established, the
I nf ormati onal Exchange MJUST be transnitted under the protection

provi ded by the keying material or the | SAKMP SA

Al'l exchanges are simlar in that with the begi nning of any exchange,
crypt ographi ¢ synchroni zati on MJUST occur. The Informational Exchange
is an exchange and not an | SAKMP nessage. Thus, the generation of an
Message ID (M D) for an Informational Exchange SHOULD be i ndependent
of I'Vs of other on-going comunication. This will ensure

crypt ographi ¢ synchroni zation is nmaintained for existing

conmuni cations and the Infornmational Exchange will be processed
correctly. The only exception to this is when the Commt Bit of the
| SAKMP Header is set. Wen the Conmit Bit is set, the Message ID
field of the Informational Exchange MUST contain the Message | D of
the original | SAKMP Phase 2 SA negotiation, rather than a new Message
ID(MD). This is done to ensure that the Informational Exchange with
the CONNECTED Notify Message can be associated with the correct Phase
2 SA. For a description of the Commit Bit, see section 3.1.
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5 | SAKMP Payl oad Processing

Section 3 describes the | SAKMP payl oads. These payl oads are used in
the exchanges described in section 4 and can be used i n exchanges
defined for a specific DO. This section describes the processing for
each of the payloads. This section suggests the |ogging of events to
a systemaudit file. This action is controlled by a system security
policy and is, therefore, only a suggested acti on.

5.1 General Message Processing

Every | SAKMP nmessage has basic processing applied to insure protoco
reliability, and to mnimze threats, such as denial of service and
replay attacks. All processing SHOULD i ncl ude packet |ength checks
to insure the packet received is at |east as long as the I ength given
in the | SAKMP Header. |f the | SAKMP nessage | ength and the value in
the Payl oad Length field of the | SAKMP Header are not the same, then
the | SAKMP nessage MJST be rejected. The receiving entity (initiator
or responder) MJUST do the follow ng:

1. The event, UNEQUAL PAYLOAD LENGTHS, MAY be | ogged in the
appropriate systemaudit file.

2. An Informational Exchange with a Notification payl oad contai ning
t he UNEQUAL- PAYLOAD- LENGTHS nessage type MAY be sent to the
transmtting entity. This action is dictated by a system
security policy.

When transmitting an | SAKMP nessage, the transmitting entity
(initiator or responder) MJST do the follow ng:

1. Set atiner and initialize a retry counter.

NOTE: | npl ementati ons MJST NOT use a fixed tinmer. Instead

transm ssion tinmer values shoul d be adjusted dynanically based on
measured round trip tines. |In addition, successive

retransni ssions of the sane packet should be separated by
increasingly longer tine intervals (e.g., exponential backoff).

2. If the timer expires, the | SAKMP nessage is resent and the retry
counter is decrenented

3. If the retry counter reaches zero (0), the event, RETRY LIMT
REACHED, MAY be |l ogged in the appropriate systemaudit file.

4. The | SAKMP protocol nmachine clears all states and returns to
| DLE
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5.2 | SAKMP Header Processing

When creating an | SAKMP nessage, the transmitting entity (initiator

or

1.

2

responder) MJST do the foll ow ng:

Create the respective cookie. See section 2.5.3 for details.

Determ ne the rel evant security characteristics of the session
(i.e. DA and situation).

Construct an | SAKMP Header with fields as described in section
3. 1.

Construct other | SAKMP payl oads, dependi ng on the exchange type.

Transmt the nessage to the destination host as described in
sectionb. 1.

When an | SAKMP nessage is received, the receiving entity (initiator

or

1.

responder) MJST do the foll ow ng:

Verify the Initiator and Responder "cookies". |[If the cookie
validation fails, the nmessage is discarded and the foll ow ng
actions are taken:

(a) The event, |NVALID COXIE, MAY be |logged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the I NVALI D- COOKI E nessage type MAY be sent to
the transmtting entity. This action is dictated by a
system security policy.

Check the Next Payload field to confirmit is valid. |If the Next
Payl oad field validation fails, the nmessage is discarded and the
foll owi ng actions are taken:

(a) The event, | NVALI D NEXT PAYLOAD, MAY be |ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the | NVALI D- PAYLOAD- TYPE nessage type NMAY be sent
to the transmitting entity. This action is dictated by a
system security policy.

Check the Major and M nor Version fields to confirmthey are
correct (see section 3.1). |If the Version field validation
fails, the message is discarded and the follow ng actions are
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t aken:

(a) The event, |NVALID | SAKMP VERSI ON, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- MAJOR- VERSI ON or | NVALI D- M NOR-
VERSI ON nessage type MAY be sent to the transmitting entity.
This action is dictated by a system security policy.

4. Check the Exchange Type field to confirmit is valid. |If the
Exchange Type field validation fails, the nmessage is di scarded
and the follow ng actions are taken:

(a) The event, | NVALI D EXCHANGE TYPE, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- EXCHANGE- TYPE nessage type MAY be
sent to the transmitting entity. This action is dictated by
a system security policy.

5. Check the Flags field to ensure it contains correct values. |If
the Flags field validation fails, the nessage is discarded and
the follow ng actions are taken:

(a) The event, |NVALID FLAGS, MAY be logged in the appropriate
systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the I NVALI D- FLAGS nessage type MAY be sent to the
transmtting entity. This action is dictated by a system
security policy.

6. Check the Message IDfield to ensure it contains correct val ues.
If the Message ID validation fails, the nessage is discarded and
the follow ng actions are taken:

(a) The event, |NVALID MESSACE ID, MAY be logged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- MESSACGE- | D nessage type MAY be sent
to the transmitting entity. This action is dictated by a
system security policy.

7. Processing of the | SAKMP nessage continues using the value in the
Next Payl oad fi el d.
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5.3 Generic Payl oad Header Processing

When creating any of the | SAKMP Payl oads described in sections 3.4
through 3.15 a Ceneric Payl oad Header is placed at the begi nning of
t hese payl oads. Wen creating the Generic Payl oad Header, the

transmtting entity (initiator or responder) MJST do the foll ow ng:

1.

Pl ace the value of the Next Payload in the Next Payload field.
These val ues are described in section 3.1.

Pl ace the value zero (0) in the RESERVED fi el d.

Place the length (in octets) of the payload in the Payl oad Length
field.

Construct the payl oads as defined in the renmainder of this
section.

When any of the | SAKMP Payl oads are received, the receiving entity
(initiator or responder) MJST do the follow ng:

1.

Check the Next Payload field to confirmit is valid. |If the Next
Payl oad field validation fails, the nmessage is discarded and the
foll owi ng actions are taken:

(a) The event, | NVALI D NEXT PAYLOAD, MAY be |ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the | NVALI D- PAYLOAD- TYPE nessage type NMAY be sent
to the transmitting entity. This action is dictated by a
system security policy.

Verify the RESERVED field contains the value zero. |If the value
in the RESERVED field is not zero, the nessage is discarded and
the follow ng actions are taken:

(a) The event, |NVALID RESERVED FI ELD, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the BAD- PROPCSAL- SYNTAX or PAYLQAD- MALFORMED
message type MAY be sent to the transmitting entity. This
action is dictated by a systemsecurity policy.

Process the renui ning payl oads as defined by the Next Payl oad
field.
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5.4 Security Association Payl oad Processing

When creating a Security Association Payload, the transmitting entity
(initiator or responder) MJST do the follow ng:

1.

Determ ne the Domain of Interpretation for which this negotiation
i s being perforned.

Determine the situation within the determned DO for which this
negotiation i s being perforned.

Det ermi ne the proposal (s) and transform(s) within the situation.
These are described, respectively, in sections 3.5 and 3. 6.

Construct a Security Association payl oad.

Transmt the nessage to the receiving entity as described in
section 5. 1.

When a Security Association payload is received, the receiving entity
(initiator or responder) MJST do the follow ng:

1.

Determine if the Domain of Interpretation (DO) is supported. |If
the DO determination fails, the nessage is discarded and the
followi ng actions are taken:

(a) The event, |INVALID DA, NAY be logged in the appropriate
systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the DA - NOT- SUPPORTED nessage type MAY be sent to
the transmtting entity. This action is dictated by a
system security policy.

Determine if the given situation can be protected. |If the
Situation determination fails, the nessage is discarded and the
followi ng actions are taken:

(a) The event, | NVALID SITUATION, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the Sl TUATI ON- NOT- SUPPORTED nessage type MAY be
sent to the transmitting entity. This action is dictated by
a systemsecurity policy.

Process the renmining payloads (i.e. Proposal, Transform of the
Security Association Payload. |f the Security Association
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Proposal (as described in sections 5.5 and 5.6) is not accepted,
then the follow ng actions are taken:

(a) The event, | NVALI D PROPCSAL, NAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng t he NO PROPCSAL- CHOSEN nessage type MAY be sent
to the transmtting entity. This action is dictated by a
system security policy.

5.5 Proposal Payl oad Processing

When creating a Proposal Payload, the transmitting entity (initiator

or

1.

2.

3.

4.

responder) MJST do the follow ng:

Determ ne the Protocol for this proposal.

Det erm ne the nunber of proposals to be offered for this protocol
and the nunber of transforns for each proposal. Transforns are
descri bed in section 3.6.

Generate a uni que pseudo-random SPI .

Construct a Proposal payl oad.

When a Proposal payload is received, the receiving entity (initiator

or

1.

responder) MJST do the follow ng:

Determine if the Protocol is supported. |If the Protocol-IDfield
is invalid, the payload is discarded and the foll owi ng actions
are taken:

(a) The event, |NVALID PROTOCOL, MAY be |ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ning the | NVALI D- PROTOCOL- | D nessage type MAY be sent
to the transmitting entity. This action is dictated by a
system security policy.

Deternmine if the SPI is valid. |If the SPI is invalid, the
payl oad is discarded and the follow ng actions are taken:

(a) The event, |INVALID SPI, MAY be logged in the appropriate
systemaudit file.
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(b) An Informational Exchange with a Notification payl oad
contai ning the I NVALI D- SPI nessage type MAY be sent to the
transmtting entity. This action is dictated by a system
security policy.

Ensure the Proposals are presented according to the details given
in section 3.5 and 4.2. |If the proposals are not forned
correctly, the follow ng actions are taken:

(a) Possible events, BAD PROPOSAL SYNTAX, | NVALID PROPCSAL, are
| ogged in the appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the BAD- PROPOSAL- SYNTAX or PAYLOAD- MALFORVED
nmessage type MAY be sent to the transmitting entity. This
action is dictated by a systemsecurity policy.

Process the Proposal and Transform payl oads as defined by the
Next Payl oad field. Exanples of processing these payl oads are
given in section 4.2.1.

5.6 Transform Payl oad Processing

When creating a Transform Payl oad, the transmitting entity (initiator

or

1.

2.

3.

responder) MJST do the follow ng:

Determine the Transform# for this transform

Determ ne the nunber of transforns to be offered for this
proposal. Transforms are described in sections 3.6.

Construct a Transform payl oad.

VWhen a Transform payload is received, the receiving entity (initiator
or responder) MUST do the foll ow ng:

1.

Determine if the Transformis supported. |f the TransformID
field contains an unknown or unsupported val ue, then that
Transf orm payl oad MUST be ignhored and MJUST NOT cause the
generation of an I NVALI D TRANSFORM event. |f the TransformID
field is invalid, the payload is discarded and the foll ow ng
actions are taken:

(a) The event, |NVALI D TRANSFORM MAY be | ogged in the
appropriate systemaudit file.

(b) An Infornmational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- TRANSFORM | D nessage type MAY be sent
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to the transmtting entity. This action is dictated by a
system security policy.

Ensure the Transforns are presented according to the details
given in section 3.6 and 4.2. |If the transfornms are not forned
correctly, the follow ng actions are taken:

(a) Possible events, BAD PROPOSAL SYNTAX, | NVALI D TRANSFORM
| NVALI D ATTRI BUTES, are |logged in the appropriate system
audit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the BAD- PROPCSAL- SYNTAX, PAYLOAD- MALFORVED or
ATTRI BUTES- NOT- SUPPORTED nessage type MAY be sent to the
transmitting entity. This action is dictated by a system
security policy.

Process the subsequent Transform and Proposal payl oads as defined
by the Next Payload field. Exanples of processing these payl oads
are given in section 4.2.1.

5.7 Key Exchange Payl oad Processing

When creating a Key Exchange Payl oad, the transmitting entity
(initiator or responder) MJST do the follow ng:

1.

2.

Determ ne the Key Exchange to be used as defined by the DO .

Determ ne the usage of the Key Exchange Data field as defined by
the DO .

Construct a Key Exchange payl oad.

Transmt the nessage to the receiving entity as described in
section 5. 1.

When a Key Exchange payload is received, the receiving entity
(initiator or responder) MJST do the follow ng:

1.

Determine if the Key Exchange is supported. |f the Key Exchange
determnation fails, the nmessage is discarded and the follow ng
actions are taken:

(a) The event, | NVALID KEY | NFORMATI ON, MAY be | ogged in the
appropriate systemaudit file.

(b) An Infornational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- KEY- | NFORMATI ON nessage type MAY be
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sent to the transnmitting entity. This action is dictated by
a system security policy.

5.8 ldentification Payl oad Processing

When creating an ldentification Payload, the transmtting entity
(initiator or responder) MJST do the follow ng:

1.

Determne the lIdentification information to be used as defined by
the DO (and possibly the situation).

Det ermi ne the usage of the Identification Data field as defined
by the DO .

Construct an ldentification payl oad.

Transmt the nessage to the receiving entity as described in
section 5. 1.

When an Identification payload is received, the receiving entity
(initiator or responder) MJST do the follow ng:

1.

Determine if the lIdentification Type is supported. This may be
based on the DO and Situation. |If the Identification
determnation fails, the nessage is discarded and the follow ng
actions are taken:

(a) The event, |NVALID ID I NFORVATI ON, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the I NVALI D-1 D- 1 NFORVATI ON nessage type MAY be
sent to the transmitting entity. This action is dictated by
a systemsecurity policy.

5.9 Certificate Payl oad Processing

When creating a Certificate Payload, the transmtting entity
(initiator or responder) MJST do the follow ng:

1.

Determine the Certificate Encoding to be used. This may be
specified by the DO .

Ensure the existence of a certificate formatted as defined by the
Certificate Encoding.

Construct a Certificate payl oad.
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4.

Transmit the nessage to the receiving entity as described in
section 5. 1.

When a Certificate payload is received, the receiving entity
(initiator or responder) MJST do the follow ng:

1.

Determine if the Certificate Encoding is supported. |If the
Certificate Encoding is not supported, the payload is discarded
and the follow ng actions are taken:

(a) The event, |NVALID CERTI FI CATE TYPE, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- CERT- ENCODI NG nessage type MAY be
sent to the transnmitting entity. This action is dictated by
a system security policy.

Process the Certificate Data field. |If the Certificate Data is
invalid or inmproperly formatted, the payload is discarded and the
followi ng actions are taken:

(a) The event, |NVALID CERTI FI CATE, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the | NVALI D- CERTI FI CATE nessage type MAY be sent
to the transmitting entity. This action is dictated by a
system security policy.

5.10 Certificate Request Payl oad Processing

When creating a Certificate Request Payload, the transmtting entity
(initiator or responder) MJST do the foll ow ng:

1.

Determine the type of Certificate Encoding to be requested. This
may be specified by the DA .

Determ ne the name of an acceptable Certificate Authority which
is to be requested (if applicable).

Construct a Certificate Request payl oad.

Transmt the nessage to the receiving entity as described in
section 5.1.

Wien a Certificate Request payload is received, the receiving entity
(initiator or responder) MJST do the foll ow ng:
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1. Determine if the Certificate Encoding is supported. |If the
Certificate Encoding is invalid, the payload is discarded and the
foll owi ng actions are taken:

(a) The event, |NVALID CERTI FI CATE TYPE, MAY be | ogged in
the appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- CERT- ENCODI NG nessage type MAY be
sent to the transmtting entity. This action is dictated by
a system security policy.

If the Certificate Encoding is not supported, the payload is
di scarded and the follow ng actions are taken:

(a) The event, CERTIFI CATE TYPE UNSUPPORTED, MAY be | ogged in
the appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng t he CERT- TYPE- UNSUPPORTED nessage type MAY be
sent to the transmitting entity. This action is dictated by
a systemsecurity policy.

2. Deternmine if the Certificate Authority is supported for the
specified Certificate Encoding. |If the Certificate Authority is
invalid or inproperly formatted, the payload is discarded and the
followi ng actions are taken:

(a) The event, |NVALID CERTI FI CATE AUTHORI TY, MAY be | ogged in
the appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the | NVALI D- CERT- AUTHORI TY nessage type MAY be
sent to the transmtting entity. This action is dictated by
a system security policy.

3. Process the Certificate Request. |If a requested Certificate Type
with the specified Certificate Authority is not avail able, then
the payload is discarded and the follow ng actions are taken:

(a) The event, CERTIFI CATE- UNAVAI LABLE, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the CERTI FI CATE- UNAVAI LABLE nessage type MAY be
sent to the transmtting entity. This action is dictated by
a system security policy.
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5.11 Hash Payl oad Processing

When creating a Hash Payl oad, the transnitting entity (initiator or
responder) MJST do the follow ng:

1.

Determ ne the Hash function to be used as defined by the SA
negoti ati on.

Deternmine the usage of the Hash Data field as defined by the DO .
Construct a Hash payl oad.

Transmit the nessage to the receiving entity as described in
section 5. 1.

When a Hash payload is received, the receiving entity (initiator or
responder) MJST do the follow ng:

1.

Determine if the Hash is supported. |f the Hash determ nation
fails, the nmessage is discarded and the follow ng actions are
t aken:

(a) The event, |NVALID HASH | NFORVATI ON, MAY be | ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the | NVALI D- HASH- | NFORMVATI ON nessage type MAY be
sent to the transnmitting entity. This action is dictated by
a system security policy.

Performthe Hash function as outlined in the DO and/or Key
Exchange protocol docunents. |If the Hash function fails, the
message i s discarded and the follow ng actions are taken:

(a) The event, |NVALID HASH VALUE, MAY be |ogged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng the AUTHENTI CATI ON- FAI LED nessage type MAY be
sent to the transnmitting entity. This action is dictated by
a system security policy.

5.12 Signature Payl oad Processing

When creating a Signature Payload, the transmtting entity (initiator

or

responder) MJST do the foll ow ng:
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1. Determine the Signature function to be used as defined by the SA
negoti ati on.

2. Determne the usage of the Signature Data field as defined by the
DA .

3. Construct a Signature payl oad.

4. Transmt the message to the receiving entity as described in
section 5.1.

When a Signature payload is received, the receiving entity (initiator
or responder) MJST do the follow ng:

1. Determine if the Signature is supported. |If the Signature
determination fails, the nmessage is discarded and the follow ng
actions are taken:

(a) The event, | NVALID SI GNATURE | NFORMVATI ON, MAY be | ogged in
the appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
contai ni ng the | NVALI D- S| GNATURE nessage type MAY be sent to
the transnmitting entity. This action is dictated by a
system security policy.

2. Performthe Signature function as outlined in the DO and/or Key
Exchange protocol docunents. |f the Signature function fails,
the nmessage is discarded and the follow ng actions are taken:

(a) The event, |NVALID SI GNATURE VALUE, MAY be logged in the
appropriate systemaudit file.

(b) An Informational Exchange with a Notification payl oad
cont ai ni ng t he AUTHENTI CATI ON- FAI LED nessage type MAY be
sent to the transmitting entity. This action is dictated by
a system security policy.
5. 13 Nonce Payl oad Processing

When creating a Nonce Payload, the transmitting entity (initiator or
responder) MJST do the follow ng:

1. Create a unique randomval ue to be used as a nonce.

2. Construct a Nonce payl oad.
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3. Transnit the nmessage to the receiving entity as described in
section 5. 1.

When a Nonce payload is received, the receiving entity (initiator or
responder) MJST do the follow ng:

1. There are no specific procedures for handling Nonce payl oads.
The procedures are defined by the exchange types (and possibly
the DO and Key Exchange descriptions).

5.14 Notification Payl oad Processing

During comunications it is possible that errors may occur. The

I nformati onal Exchange with a Notify Payl oad provides a controlled
nmet hod of infornming a peer entity that errors have occurred during
protocol processing. It is RECOWENDED that Notify Payl oads be sent
in a separate Informational Exchange rather than appending a Notify
Payl oad to an exi sting exchange.

When creating a Notification Payload, the transmitting entity
(initiator or responder) MJST do the follow ng:

1. Determine the DO for this Notification

2. Determine the Protocol-ID for this Notification

3. Deternine the SPI size based on the Protocol-ID field. This
field is necessary because different security protocols have
different SPI sizes. For exanple, |SAKMP conbines the Initiator
and Responder cookie pair (16 octets) as a SPlI, while ESP and AH
have 4 octet SPIs.

4. Determine the Notify Message Type based on the error or status
message desired.

5. Determine the SPI which is associated with this notification.

6. Determine if additional Notification Data is to be incl uded.
This is additional information specified by the DO .

7. Construct a Notification payl oad.

8. Transnit the nmessage to the receiving entity as described in
section 5.1.

Because the Informati onal Exchange with a Notification payload is a

uni directional nessage a retransmssion will not be performed. The
| ocal security policy will dictate the procedures for continuing
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However, we RECOVMEND that a NOTI FI CATI ON PAYLOAD ERROR event be
|l ogged in the appropriate systemaudit file by the receiving entity.

If the Informational Exchange occurs prior to the exchange of keying
mat eri al during an | SAKMP Phase 1 negotiation there will be no
protection provided for the Informational Exchange. Once the keying
mat eri al has been exchanged or the | SAKMP SA has been established,
the I nformational Exchange MJST be transmitted under the protection
provi ded by the keying material or the | SAKMP SA

Wien a Notification payload is received, the receiving entity
(initiator or responder) MJST do the foll ow ng:

1. Determine if the Informati onal Exchange has any protection
applied to it by checking the Encryption Bit and the
Aut hentication Only Bit in the | SAKMP Header. |If the Encryption
Bit is set, i.e. the Informational Exchange is encrypted, then
the nmessage MJUST be decrypted using the (in-progress or
conpl eted) | SAKMP SA. Once the decryption is conplete the
processi ng can continue as described below. If the
Aut hentication Only Bit is set, then the nessage MJST be
aut henti cated using the (in-progress or conpleted) |SAKMP SA.
Once the authentication is conpleted, the processing can continue
as described below If the Informational Exchange is not
encrypted or authentication, the payl oad processing can continue
as described bel ow.

2. Determine if the Domain of Interpretation (DA) is supported. |f
the DO determ nation fails, the payload is discarded and the
followi ng action is taken:

(a) The event, |INVALID DO, MAY be logged in the appropriate
systemaudit file.

3. Deternmine if the Protocol-1d is supported. |If the Protocol-Id
determination fails, the payload is discarded and the follow ng
action is taken:

(a) The event, | NVALID PROTOCOL-1D, MAY be |ogged in the
appropriate systemaudit file.

4. Determine if the SPI is valid. |If the SPI is invalid, the
payl oad is discarded and the follow ng action is taken:

(a) The event, |INVALID SPI, MAY be logged in the appropriate
systemaudit file.
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5. Deternine if the Notify Message Type is valid. |If the Notify
Message Type is invalid, the payload is discarded and the
followi ng action is taken:

(a) The event, |NVALID MESSAGE TYPE, MAY be | ogged in the
appropriate systemaudit file.

6. Process the Notification payload, including additiona
Notification Data, and take appropriate action, according to
| ocal security policy.

5.15 Del ete Payl oad Processing

During comunications it is possible that hosts nmay be conprom sed or
that information may be intercepted during transm ssion. Determning
whet her this has occurred is not an easy task and is outside the
scope of this neno. However, if it is discovered that transni ssions
are being conprom sed, then it is necessary to establish a new SA and
delete the current SA.

The I nformati onal Exchange with a Del ete Payl oad provides a
controlled method of informng a peer entity that the transmtting
entity has deleted the SA(s). Deletion of Security Associations MJST
al ways be perfornmed under the protection of an | SAKMP SA. The
receiving entity SHOULD clean up its |local SA database. However,
upon recei pt of a Delete nessage the SAs listed in the Security
Paraneter Index (SPI) field of the Del ete payl oad cannot be used with
the transmitting entity. The SA Establishnment procedure nust be

i nvoked to re-establish secure comunicati ons.

When creating a Delete Payload, the transmitting entity (initiator or
responder) MJST do the follow ng:

1. Determine the DO for this Deletion

2. Deternmine the Protocol-1D for this Deletion

3. Deternmine the SPI size based on the Protocol-1D field. This
field is necessary because different security protocols have
different SPI sizes. For exanple, |SAKMP conbines the Initiator
and Responder cookie pair (16 octets) as a SPl, while ESP and AH
have 4 octet SPIs.

4. Determine the # of SPIs to be deleted for this protocol

5. Determine the SPI(s) which is (are) associated with this
del eti on.
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6. Construct a Del ete payl oad.

7. Transnit the nessage to the receiving entity as described in
section 5. 1.

Because the Informational Exchange with a Delete payload is a

uni di rectional nessage a retransmission will not be perforned. The
|l ocal security policy will dictate the procedures for continuing.
However, we RECOVWMEND that a DELETE PAYLOAD ERROR event be | ogged in
the appropriate systemaudit file by the receiving entity.

As descri bed above, the Informational Exchange with a Del ete payl oad
MUST be transnitted under the protection provided by an | SAKMP SA

When a Del ete payload is received, the receiving entity (initiator or
responder) MJST do the follow ng:

1. Because the Informational Exchange is protected by some security
service (e.g. authentication for an Auth-Only SA, encryption for
ot her exchanges), the nessage MJUST have these security services
applied using the | SAKMP SA. Once the security service processing
is complete the processing can continue as described bel ow. Any
errors that occur during the security service processing will be
evi dent when checking information in the Del ete payl oad. The
| ocal security policy SHOULD dictate any action to be taken as a
result of security service processing errors.

2. Determine if the Domain of Interpretation (DA) is supported. |f
the DO determ nation fails, the payload is discarded and the
followi ng action is taken:

(a) The event, |INVALID DO, MAY be logged in the appropriate
systemaudit file.

3. Deternmine if the Protocol-1d is supported. |If the Protocol-Id
determination fails, the payload is discarded and the follow ng
action is taken:

(a) The event, | NVALID PROTOCOL-1D, MAY be |ogged in the
appropriate systemaudit file.

4. Determine if the SPI is valid for each SPI included in the Del ete
payl oad. For each SPI that is invalid, the following action is
t aken:

(a) The event, |INVALID SPI, MAY be logged in the appropriate
systemaudit file.
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5. Process the Del ete payl oad and take appropriate action, according
to local security policy. As described above, one appropriate
action SHOULD include cleaning up the lIocal SA database.

6 Concl usi ons

The Internet Security Association and Key Managenent Protocol

(I SAKMP) is a well designed protocol aimed at the Internet of the
future. The nassive growh of the Internet will lead to great
diversity in network utilization, comunications, security

requi renents, and security nechanisns. |SAKMP contains all the
features that will be needed for this dynanic and expandi ng
conmuni cati ons envi ronnent .

| SAKMP's Security Association (SA) feature coupled with

aut henti cation and key establishnent provides the security and
flexibility that will be needed for future growth and diversity.
This security diversity of multiple key exchange techniques,
encryption al gorithms, authentication nechanisns, security services,
and security attributes will allow users to select the appropriate
security for their network, conmunications, and security needs. The
SA feature allows users to specify and negotiate security
requirenents with other users. An additional benefit of supporting
mul ti ple techniques in a single protocol is that as new techni ques
are devel oped they can easily be added to the protocol. This
provides a path for the growth of Internet security services. | SAKM
supports both publicly or privately defined SAs, nmaking it ideal for
governnent, conmercial, and private comunications.

| SAKMP provides the ability to establish SAs for nultiple security
protocol s and applications. These protocols and applications nmay be
session-oriented or sessionless. Having one SA establishnent
protocol that supports multiple security protocols elimnates the
need for nultiple, nearly identical authentication, key exchange and
SA establ i shment protocols when nore than one security protocol is in
use or desired. Just as |IP has provided the conmon networking | ayer
for the Internet, a commopn security establishnment protocol is needed
if security is to becone a reality on the Internet. |SAKMP provides
the common base that allows all other security protocols to

i nt eroperate.

| SAKMP foll ows good security design principles. It is not coupled to
other insecure transport protocols, therefore it is not vul nerable or
weakened by attacks on other protocols. Also, when nbre secure
transport protocols are devel oped, | SAKMP can be easily migrated to
them | SAKMP al so provides protection agai nst protocol related
attacks. This protection provides the assurance that the SAs and
keys established are with the desired party and not with an attacker.
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| SAKMP al so foll ows good protocol design principles. Protocol
specific information only is in the protocol header, follow ng the
design principles of IPv6. The data transported by the protocol is
separated into functional payloads. As the Internet grows and

evol ves, new payl oads to support new security functionality can be
added wi t hout nodifying the entire protocol.
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A | SAKMP Security Association Attributes
A. 1 Background/ Rati onal e

As detailed in previous sections, |SAKMP is designed to provide a
flexible and extensible framework for establishing and managi ng
Security Associations and cryptographi c keys. The framework provided
by | SAKMP consi sts of header and payl oad definitions, exchange types
for guiding nessage and payl oad exchanges, and general processing

gui delines. | SAKMP does not define the nechanisns that will be used
to establish and nanage Security Associations and cryptographi c keys
in an authenticated and confidential manner. The definition of
mechani sns and their application is the purview of individual Domains
of Interpretation (DA s).

This section describes the | SAKMP values for the Internet |P Security
DA, supported security protocols, and identification values for

| SAKMP Phase 1 negotiations. The Internet IP Security DA is
MANDATORY to inplenent for IP Security. [CQCakley] and [IKE] describe
in detail, the mechanisnms and their application for establishing and
managi ng Security Associ ations and cryptographic keys for IP
Security.

A .2 Internet IP Security DO Assigned Val ue

As described in [IPDO], the Internet IP Security DO Assigned Nunber
is one (1).

A. 3 Supported Security Protocols

Val ues for supported security protocols are specified in the nost
recent "Assigned Nunmbers" RFC [STD-2]. Presented in the follow ng
table are the values for the security protocols supported by | SAKMP
for the Internet IP Security DO .

Pr ot ocol Assigned Val ue
RESERVED 0
| SAKMP 1

All DOs MIST reserve | SAKMP with a Protocol-ID of 1. Al other
security protocols within that DO w |l be nunbered accordingly.

Security protocol values 2-15359 are reserved to | ANA for future use.
Val ues 15360- 16383 are pernanently reserved for private use anongst
mutual |y consenting inplenentations. Such private use values are
unlikely to be interoperable across different inplenmentations.
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A. 4 | SAKVP ldentification Type Val ues

The following table lists the assigned values for the Identification
Type field found in the Identification payload during a generic Phase
1 exchange, which is not for a specific protocol.

I D Type Val ue
| D_I PVA_ADDR 0
I D_| PVA_ADDR SUBNET 1
| D_| PV6_ADDR 2
| D_I PV6_ADDR_SUBNET 3

A 4.1 | D | Pv4_ADDR
The 1D | PVA_ADDR type specifies a single four (4) octet |Pv4 address.
A 4.2 1D | PV4_ADDR_SUBNET

The I D_| Pv4_ADDR_SUBNET type specifies a range of |Pv4 addresses,
represented by two four (4) octet values. The first value is an |Pv4
address. The second is an | Pv4 network mask. Note that ones (1s) in
the network nmask indicate that the corresponding bit in the address
is fixed, while zeros (0s) indicate a "wldcard" bit.

A 4.3 1D | PV6_ADDR

The 1 D_| PV6_ADDR type specifies a single sixteen (16) octet |Pv6
addr ess.

A 4.4 | D_| PV6_ADDR SUBNET

The 1 D_| PV6_ADDR SUBNET type specifies a range of |Pv6 addresses,
represented by two sixteen (16) octet values. The first value is an
| Pv6 address. The second is an | Pv6 network mask. Note that ones
(1s) in the network mask indicate that the corresponding bit in the
address is fixed, while zeros (0s) indicate a "wildcard" bhit.
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B Defining a new Domain of Interpretation

The Internet DO may be sufficient to nmeet the security requirenents
of a large portion of the internet conmunity. However, sone groups
may have a need to custom ze sonme aspect of a DO, perhaps to add a
different set of cryptographic algorithns, or perhaps because they
want to make their security-rel evant deci sions based on sonething
other than a host id or user id. Also, a particular group may have a
need for a new exchange type, for exanple to support key managenent
for multicast groups.

Thi s section discusses guidelines for defining a new DA . The ful
specification for the Internet DO can be found in [IPDA].

Defining a new DO is likely to be a tinme-consuming process. |f at
all possible, it is reconmended that the designer begin with an
exi sting DO and custonize only the parts that are unacceptable.

I f a designer chooses to start fromscratch, the followi ng MIST be
def i ned:

o A "situation": the set of information that will be used to
determ ne the required security services.

0 The set of security policies that nust be supported.

0 A schene for naming security-relevant information, including
encryption al gorithns, key exchange al gorithnms, etc.

o A syntax for the specification of proposed security services,
attributes, and certificate authorities.

0 The specific formats of the various payl oad contents.
o Additional exchange types, if required
B.1 Situation

The situation is the basis for deciding howto protect a

conmuni cations channel. It must contain all of the data that will be
used to determine the types and strengths of protections applied in
an SA. For exanple, a US Departnent of Defense DO woul d probably use
unpubl i shed al gorithnms and have additional special attributes to
negotiate. These additional security attributes would be included in
the situation.
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B.2 Security Policies

Security policies define how various types of information nust be
categori zed and protected. The DO nust define the set of security
policies supported, because both parties in a negotiation nust trust
that the other party understands a situation, and will protect
informati on appropriately, both in transit and in storage. In a
corporate setting, for exanple, both parties in a negotiation nust
agree to the nmeaning of the term"proprietary information” before
they can negotiate how to protect it.

Note that including the required security policies in the DO only
specifies that the participating hosts understand and i npl enment those
policies in a full system context.

B. 3 Nami ng Schenes

Any DO nust define a consistent way to name cryptographic
algorithnms, certificate authorities, etc. This can usually be done
by using | ANA naming conventions, perhaps with some private

ext ensi ons.

B.4 Syntax for Specifying Security Services

In addition to sinply specifying how to nane entities, the DO nust
al so specify the format for conplete proposals of how to protect
traffic under a given situation

B. 5 Payl oad Specification

The DA nust specify the format of each of the payl oad types. For
several of the payload types, | SAKMP has included fields that would
have to be present across all DO (such as a certificate authority in
the certificate payload, or a key exchange identifier in the key
exchange payl oad) .

B. 6 Defining new Exchange Types

If the basic exchange types are inadequate to neet the requirenents
within a DO, a designer can define up to thirteen extra exchange
types per DO. The designer creates a new exchange type by choosing
an unused exchange type val ue, and defining a sequence of nessages
conposed of strings of the | SAKMP payl oad types.

Not e that any new exchange types nust be rigorously analyzed for
vul nerabilities. Since this is an expensive and inprecise
undert aki ng, a new exchange type should only be created when
absol utely necessary.
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Security Considerations

Crypt ographi ¢ anal ysis techni ques are inproving at a steady pace.
The continuing i nprovenent in processing power nakes once
conmputationally prohibitive cryptographic attacks nore realistic.

New crypt ographic al gorithns and public key generation techniques are

al so being devel oped at a steady pace. New security services and
mechani sns are being devel oped at an accel erated pace. A consistent

met hod of choosing froma variety of security services and mechani snms
and to exchange attributes required by the mechanisnms is inmportant to
security in the conplex structure of the Internet. However, a system
that locks itself into a single cryptographic algorithm key exchange

techni que, or security nechanismw ||l becone increasingly vul nerable
as tinme passes.

UDP is an unreliable datagram protocol and therefore its use in
| SAKMP i ntroduces a nunmber of security considerations. Since UDP is
unrel i abl e, but a key nanagenent protocol nust be reliable, the
reliability is built into | SAKMP. VWile | SAKMP utilizes UDP as its
transport mechanism it doesn't rely on any UDP information (e.qg.
checksum length) for its processing

Anot her issue that nust be considered in the devel opment of | SAKMP is

the effect of firewalls on the protocol. Many firewalls filter out
all UDP packets, making reliance on UDP questionable in certain
envi ronment s.

A nunber of very inportant security considerations are presented in
[ SEC-ARCH]. One bears repeating. Once a private session key is
created, it must be safely stored. Failure to properly protect the
private key from access both internal and external to the system
completely nullifies any protection provided by the IP Security
servi ces.

| ANA Consi derati ons
Thi s docunment contains many "nagi c" nunmbers to be mmintai ned by the
IANA. This section explains the criteria to be used by the ANA to
assi gn additional nunbers in each of these |ists.

Domai n of Interpretation

The Domain of Interpretation (DO) is a 32-bit field which identifies
t he domai n under which the security association negotiation is taking
pl ace. Requests for assignnents of new DOs nust be acconpanied by a

standards-track RFC which describes the specific domain.
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Supported Security Protocols

| SAKMP is designed to provide security associati on negotiation and
key managenent for many security protocols. Requests for identifiers
for additional security protocols nust be acconpanied by a
standards-track RFC which describes the security protocol and its
relationship to | SAKMP.
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Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

This docunment and translations of it may be copied and furnished to
others, and derivative works that coment on or otherw se explain it
or assist inits inplenentation nay be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zations, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s document and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SCOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPOSE
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