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Abstract

The modern vehicles nowadays are managed by networked controllers. Most of the networks were designed with

little concern about security which has recently motivated researchers to demonstrate various kinds of attacks

against the system. In this paper, we discussed the vulnerabilities of the Controller Area Network (CAN) within in-

vehicle communication protocol along with some potential attacks that could be exploited against it. Besides, we

present some of the security solutions proposed in the current state of research in order to overcome the attacks.

However, the main goal of this paper is to highlight a holistic approach known as intrusion detection system (IDS)

which has been a significant tool in securing networks and information systems over the past decades. To the best

of our knowledge, there is no recorded literature on a comprehensive overview of IDS implementation specifically

in the CAN bus network system. Thus, we proposed an in-depth investigation of IDS found in the literature based

on the following aspects: detection approaches, deployment strategies, attacking techniques, and finally technical

challenges. In addition, we also categorized the anomaly-based IDS according to these methods, e.g., frequency-

based, machine learning-based, statistical-based, and hybrid-based as part of our contributions. Correspondingly,

this study will help to accelerate other researchers to pursue IDS research in the CAN bus system.

Keywords: Intrusion detection system, In-vehicle, Automotive communication system, Attack surface, CAN bus

system

1 Introduction and motivation

Since the 1970s, there has been an escalating interest in

replacing hydraulic or purely mechanical components

with embedded electronic system alternatives in auto-

motive industries. As information and communication

technology continues to develop, today’s vehicles are

highly computerized and become rolling computer net-

works. Moreover, current modern cars which encompass

of 20 to 100 ECUs (electronic control units) [1] can co-

ordinate, control, and monitor loads of internal vehicle

components. Each component, from the engine system

to the braking system, and eventually to the telematics

system, can exchange information between neighboring

components [2]. As a result of the communication oc-

curred between them finally forming an internal vehicle

network. In a typical fuel-based vehicle, the Controller

Area Network (CAN) is the most established automotive

communication system protocol for the internal vehicle

network. It allows safety-critical ECUs that attached to it

to sufficiently broadcast information in the form of

CAN packets between them and other connected busses

(e.g., FlexRay, MOST, LIN) through several gateways

(Fig. 1) [3]. Besides, embedded interfaces in modern cars

currently could enable wireless (e.g., WiFi, Bluetooth,

etc.) as well as wired (USB) to communicate with the

outside world [4]. This trend will keep rising in the auto-

motive industry with the future development of vehicle-

to-infrastructure (V2I) and vehicle-to-vehicle (V2V)

communications [5, 6].

Nevertheless, due to the increasing number of the in-

formation exchange within CAN bus system with the

busses that interact with the outside world, it introduces

an array of security threats fighting their way to pene-

trate the system [7–10]. These vulnerabilities existing in
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CAN bus could harm not only the safety of the driver,

but also that of the other vehicles.

Thus, the objectives of this paper are to give an under-

standing of the behavior of CAN within in-vehicle net-

work as well as its vulnerabilities, to present various

potential attacks that could be deployed against CAN

bus system, to describe some of the security solutions

proposed in current literature, and finally to present an

intensive survey of current work on intrusion detection

system (IDS)—the most promising approach in securing

CAN network. To the best of our knowledge, there is no

recorded literature on a comprehensive overview of IDS

implementation specifically in the CAN bus network

system. Thus, we propose an in-depth investigation of

IDS found in the literature based on the following as-

pects: detection approaches, deployment strategies,

attacking techniques, and finally technical challenges.

We also categorize the anomaly-based IDS according to

these methods, e.g., frequency-based, machine learning-

based, statistical-based, and hybrid-based as part of our

contributions. The in-depth analysis of each IDS ap-

proaches is intended to give the readers a coherent point

of view of the current research in this domain to deter-

mine a new direction in the future.

1.1 Controller Area Network (CAN)

The vulnerabilities of the system can be fully understood

by knowing how the internal system works. Thus, this

section describes the standard structure of a CAN

protocol as well as some related works concerning at-

tacks on the CAN bus.

1.1.1 CAN data frame structure

The Controller Area Network (CAN) which is also

known as CAN bus is a message-based protocol. It was

designed to enable numerous electric components, e.g.,

microcontrollers, electronic control units (ECUs), sen-

sors, devices, and actuators, throughout the in-vehicle

system to communicate with each other through a sin-

gle/dual-wire bus. CAN works by broadcasting its

packets in nature, which means all nodes that attached

to the CAN bus can receive all packet transmissions.

Further, a frame in CAN packet is defined as a structure;

it carries a sequence of CAN data (bytes) in the network.

The arbitration identifier (ID) field for each transmitted

CAN frame indicates packets priority. The lower the ID

bit value signifies the higher priority of the packet. This

protocol is intended to avoid collisions within the CAN

bus traffic.

CAN data frame is comprised of 4 types [11]: data

frame, error frame, overload frame, and remote frame.

The standard structure of each frame contains these

fields: arbitration identifier, data, acknowledge, and a few

others. In this paper, only CAN data frame with ID as

well as data fields are considered. The bit value format

for the CAN packet ID field is usually 11 bits or can be

extended to 29 bits. While the CAN data field carries 0

to 64 bits of data. The details semantic of CAN ID and

data field are proprietary and are kept highly confidential

Fig. 1 In-vehicle communication system [88]
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from vehicle manufacturers. Figure 2 exhibits the basic

CAN data frame structure for standard and extended ar-

bitration identifier versions.

Each field contained within the CAN data frame is de-

scribed below:

a. Start of frame (SOF). It specifies the beginning of a

CAN message with a dominant bit and notifies all

nodes a start of CAN message transmission.

b. Arbitration. As stated earlier, it comprises of 11 bits

and can be extended up to 29 bits’ format.

c. Control. It is also known as check field; it provides

information for the receiver to check whether all

intended packets are received successfully.

d. Data. This data field contains actual information

for CAN nodes to perform actions. It can be 0 to

8 bytes.

e. CRC. It is known as cyclic redundancy code or

safety field, a 15-bit fault detection mechanism

which checks for packets validity.

f. Acknowledge (ACK). Also known as confirmation

field. This field assures that the receiver nodes

receive the CAN packets correctly. Whenever it

detects an error during the transmission process,

the transmitter will be notified immediately by the

receiver to send the data packets again.

g. End of frame (EOF). This field indicates the end of

the CAN frame by a recessive bit’s flag.

The only frame that is used for transferring CAN

packet information is the CAN data frame. Hence, the

CAN bus communicates with other nodes by transmit-

ting the packets through the data frames. Whenever the

RTR (remote transmission request) bit flags as domin-

ant, it turns into a CAN data frame.

1.1.2 CAN vulnerabilities

Carsten et al. [12] discussed several critical vulnerabil-

ities that exist in the CAN bus system. The author has

stated that CAN packets do not contain any information

of the transmitter and the receiver address. As men-

tioned earlier, all CAN packets broadcast to all CAN

nodes based on the arbitration identifier field. Thus, the

receiver nodes could not tell whether the received

packets are intended for them as the origin of the

packets are not provided. Judging from this fact, the

receiver node could not ascertain whether the packet re-

ceived is legitimate or not. Moreover, each ECU does

not have a message authentication mechanism in secur-

ing the packets transmitted between nodes; thus, com-

promised ECUs could be used by the attackers to spoof

and send fake CAN packets. All of the above issues

make a CAN bus system insecure as well as ill-equipped

in identifying which nodes have mounted the attacks.

1.1.3 Attacks on CAN bus

Major work done in finding potential vulnerabilities in

the automotive communication system, specifically for

CAN bus protocol, was initiated by Koscher et al. in

2010 [13]. The researchers revealed that they could

make changes to a wide range of vehicle’s safety-critical

components through a physical-access, non-physical ac-

cess, and short- and long-range access to a vehicle. Some

of the demonstrated attack models of physical access

were through on-board diagnostics (OBD-II) which re-

sulted in manipulating speedometer reading in the car’s

instrument panel, jamming the door locks, killing the

engine, and etc. These impacts are resulted by flooding

the vehicle’s CAN bus with a large number of fake CAN

packets.

Also, Boyes et al. (2015) raised several issues concern-

ing the security and privacy of the vehicular network

due to the expansion of the attack surface [14]. As a re-

sult of the inherent characteristics of short and long

wireless medium embedded in the vehicle’s infotainment

system, they discovered that a multitude of attack sur-

faces could be remotely exploited through USB, Blue-

tooth, and WiFi. The potential adversaries can gain

advantage from these vulnerabilities by just simply re-

verse engineering the system.

Further, in 2015, Miller and Valasek demonstrated a

few crafted messages in the form of CAN packets that

were sent remotely through the Jeep Cherokee’s poten-

tial entry points (e.g., TPMS and Cellular). As a result,

some of the car’s critical component like the braking sys-

tem was disabled. As well, the steering wheel turned

180° while the passenger was driving in traffic [4]. Thus,

these attack surfaces that exist in the vehicle system

eventually have brought to security researchers’ attention

that most modern automobile systems have been de-

signed with safety, but no security in mind. For this rea-

son, proposing a holistic approach for the security of the

Fig. 2 The structure of the CAN data frame [22]
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CAN bus is vital in ensuring long-term protection

within an in-vehicle network.

2 Related works on automotive security
In this section, we review current literature studies on

automotive security specifically on the CAN bus system.

The research on automotive security has emerged re-

cently. Some ongoing studies and projects have been

published in providing possible defense-in-depth mecha-

nisms in securing in-vehicle CAN bus system.

One of the popular security solutions which have been

exploiting cryptographic-based software is message au-

thentication [15–18]. Researchers that proposed this

method attempted to borrow from the internet security

approach in addressing CAN network security issues. This

proposed method ensures that the exchanged CAN data

frame between the two end nodes is authorized. Neverthe-

less, the maximum length of the CAN data frame is fixed

to only 8 bytes. Thus, the available space allocated to

adopt this method is very limited. Several countermea-

sures have been carried out to address the issue, e.g., trun-

cating a MAC across several CAN frames [19], utilizing

various of CRC fields to add 8 bytes of CBC-MAC [20],

and using an out-of-band channel to authenticate the

message [21]. However, relying on this approach alone

cannot assure complete security in preventing a certain

high level of threat especially denial-of-service (DoS) at-

tack [22]. Additionally, this approach protects only a small

scope of vehicle components and necessitates all ECUs to

have a major modification which is unpractical [23, 24].

In another front, Verendel et al. [25] proposed a secur-

ity mechanism known as honeypot which was placed at

the wireless gateway and acted as a decoy in simulating

the in-vehicle network. Any information regarding the

attacks occurred was collected and analyzed in order to

enhance the later version of the system. Nonetheless,

one of the challenges in deploying honeypot is that it

should be realistic as possible so that the attacker would

not realize he is not infiltrating the “real” network.

Wolf et al. [26] proposed a firewall concept architec-

ture in order to secure the vehicular communication

gateways. The concept is based on the firewall signatures

(a specific configurable rule) which filtered authorized

controllers to exchange valid messages within the CAN

bus network. However, he also claimed that the simple

security mechanism like firewall could not fully shield

the vehicle network, as most modern vehicles have em-

bedded diagnostic interfaces that enable access to the

entire car system.

On a side note, there are also numerous companies that

have been putting their effort in addressing many aspects

of attacks within the in-vehicle network system. For in-

stance, Arilou Cyber Security offers a revolutionary parallel

intrusion prevention system (PIPS), an approach that

provides a detection of the source of each CAN packet on

the bus. As well, it also utilizes an electronic signature to

recognize the signals that came from the different ECUs. In

this way, the transmission of infected CAN packet can be

prevented. Being employed concurrently to the CAN bus,

the PIPS gives a complete protection of the entire network

[27]. On the other hand, Argus Cyber Security aims to pro-

vide protection capabilities on a wide array of communica-

tion network protocol such as FlexRay, CAN flexible data-

rate (CAN-FD), Ethernet, and more [28]. Besides, Berg et

al. of Semcon Automotive Cyber Security [29] proposed a

protection layer at the infotainment unit by implementing

secure gateway (SG), a concept that gives secure access

from installed applications in the infotainment system to

the internal vehicle network. This concept is composed of

three layers’ architecture: a network, messaging, and service

layer.

In response to automotive security attacks, the authors

in [30] proposed five layers of security defense approach

in securing wireless vehicle framework: detection, preven-

tion, recovery, countermeasure, and deflection. In [31],

the authors extended the discussion on the five layers of

potential security solutions by proposing detail approaches

for each layer: message authentication in preventing

unauthorized access, logging mechanisms for intrusion

detection system (IDS), reacting towards the attacks via

intrusion prevention system (IPS), and finally the need of

traceability in conducting recovery. Moreover, [32, 33]

reviewed the potential vulnerabilities within the in-vehicle

network and some technical challenges in securing the in-

vehicle bus system. As well, they presented some protec-

tion mechanisms through cryptography-based technique,

IDS, honeypot, firewall, and IPS. Thus, we extend the dis-

cussion on the protection mechanism in this paper specif-

ically on intrusion detection system (IDS).

Although many security solutions have been proposed,

CAN bus communication system is still vulnerable to a

multitude of attacks trying to violate the security of the

network, especially for the vehicle long-term service life,

the threat landscape that is constantly changing. Every

new connectivity service introduces new attack vectors.

Attackers are continuously perfecting their methods to

undermine existing protection mechanisms and find loop-

holes. Judging from this fact, it is not enough to guarantee

state-of-the-art security at the point where the vehicles

roll off the production line. Another alternative layered se-

curity model is needed in providing a holistic approach,

which is called an intrusion detection system (IDS). The

details of work done by previous researchers on IDS in

CAN bus system is explained further in Section 3.1.6.

3 Intrusion detection system (IDS)
An intrusion detection system (IDS), in particular, raises

many interests largely due to its simplicity and the
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ability in detecting the attacks efficiently. Generally, IDS

monitors activities in the network or directly on the

host, detects, and raises the alarm if there are any unex-

pected events occurred in the system [34]. These un-

usual events, known as intrusions are fighting their way

into the system so that unauthorized access can be ob-

tained. The intrusions may come from internal, which

resides inside the targeted system components having

legal access privilege to the network, whereas external

intruders may come from the outside of the targeted

network, attempting to gain illegitimate access to the

system components [35]. IDS can be passive or active

depending on how it was set up. Passive IDS only de-

tects the attack while active IDS takes preventive action

on the attack. Essentially, a typical IDS architecture is

encompassed of sensors, a detection engine, and finally a

reporting module. The sensors are implemented either

within the network (network-based IDS) or directly to

the end node (host-based IDS). The IDS techniques can

be categorized as signature-, anomaly- and specification-

based. The details about IDS implementation for the

automotive domain will be elucidated in the subsequent

section. Analysis of advantages, as well as its disadvan-

tages, will be presented.

3.1 IDS in automotive domain

The concept of IDS application to the automotive sys-

tem was first introduced by Hoppe et al. [36] with the

focus on the typical CAN bus network. A summary for

every work done in the existing literature is explained

based on the detection methods: signature, anomaly,

specification, and hybrid based in section 3.2. However,

before we begin to discuss further, we illustrated a

proposed taxonomy (inspired from [37]) for the CAN

bus network IDS in the automotive domain. The CAN

bus network IDS taxonomy is discussed based on these

core aspects (see Fig. 3): IDS detection approach, de-

ployment strategy, attacking techniques, and finally tech-

nical challenges. The summary of investigated research

efforts in designing IDS for the automotive environment

based on these four attributes is illustrated in Table 1.

3.1.1 IDS deployment strategy

For IDS to monitor activities in the CAN network from

different sources, it needs to be deployed to each moni-

tored systems. Based on findings in [36, 38, 39], to

achieve this in the automotive environment, they pro-

posed these locations that are ideal for IDS deployment

(as illustrated in Fig. 4): (A) CAN networks, (B) ECUs,

and (C) central gateways. In analogy to intrusion detec-

tion of desktop IT, attaching an IDS directly to each ve-

hicle ECUs is known as a host-based IDS. It provides a

complete view of the internal activities occurred in the

system. As a result, injected malicious code can be de-

tected during runtime. Meanwhile, placing an IDS to the

CAN network as well as central gateways are known as

network-based IDS. It monitors and inspects the on-

board vehicle communication system in identifying the

active attacks.

However, there are a few aspects that need to be taken

into account when designing an IDS into the in-vehicle

system. A previous study done by Kleberger et al. and

Koscher et al. examined the impact of attacks on the

ECUs which were placed at a different location within

the in-vehicle communication system [13, 40]. The risk

of a compromised CAN network and central gateways

Fig. 3 The IDS taxonomy for CAN bus network in automotive domain is inspired by four core aspects covered in this review. The four core

aspects are organized by their deployment strategies, attacking techniques, technical challenges, and finally detection approach
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are greater than a compromised ECU [40]. This is due

to the reason that a compromised network and central

gateways have access and control over packets that

traverse through network gateways to the targeted ECU

domains.

3.1.2 IDS attacking techniques

Based on the recent studies concerning attack surface

exist within CAN network presented in Section 1.1.3,

the different type of attacks described in [1, 11, 13, 22,

23, 41–45] are considered in this paper. Briefly, the

CAN bus traffic is affected by these two types of attack-

ing techniques: (1) attack on CAN packet frequency and

(2) attack on CAN packet payload. These attacking tech-

niques are the most commonly used in evaluating the

sensitivity and the effectiveness of the proposed IDS. We

explained on the CAN frequency attack and CAN packet

payload manipulation attack further in the following

subsection.

3.1.3 Attacks on CAN packet frequency

The time interval between the CAN packet IDs is fixed

and periodic. Thus, the attacks that are involved in the

CAN packet frequency is done by inserting an extra

packet or erasing legitimate packet from the CAN bus

traffic [22, 23, 41, 42, 45].

a. Packet insertion

Most attacks involved in causing cyber-physical effects

on the vehicle are done by inserting extra CAN ID or, at

the same time, can be combined with the insertion of

modified CAN packet payload into the traffic. However,

the inserted packet needs to be designed to be legitimate

and valid for the vehicle to get affected. In addition to

the CAN frequency attack, the packet is flooded with

the highest priority ID of the CAN packet and is

inserted within a short cycle. By occupying the CAN bus

with priority-based protocol scheme and if the rate of

insertion is faster enough, it could enable an ECU to

Table 1 Summary of the IDS for CAN bus system literature in the automotive domain. IDS detection strategy methods are proposed

based on how the attack manifest into CAN bus network: Manipulation on CAN frequency and CAN packet payload

Key references Detection strategy Method Placement
strategy

Packet
frequency

Packet payload
modification

Hoppe et al. [36] Anomaly-based Frequency-based CAN ✔ –

Hoppe et al. [56] IDPS Adaptive dynamic-based CAN – –

Larson et al. [30] Specification-based CAN 2.0 and CANopen 3.01 specification ECU ✔ ✔

Hoppe et al. [36] Anomaly-based Frequency-based CAN ✔ –

Müter et al. [81] Signature-based Sensor-based ECU – –

Müter et al. [55] Anomaly-based Statistical-based (entropy-based) CAN ✔ –

Ling et al. [58] Anomaly-based Frequency-based CAN ✔ ✔

Miller and Valasek [45] Anomaly-based Frequency-based CAN ✔ –

Miller and Valasek [1] Anomaly-based Frequency-based CAN ✔ –

Studnia et al. [38] Signature-based Finite-state automata CAN ✔ ✔

Wasicek et al. [68] Anomaly-based Machine learning-based (ANN) Central gateway – ✔

Taylor et al. [43] Anomaly-based Machine learning-based (deep neural network) CAN ✔ –

Narayanan et al. [73] Anomaly-based Statistical-based (hidden Markov) CAN – ✔

Song et al. [57] Signature-based Frequency-based CAN ✔ –

Kang et al. [62] Anomaly-based Machine learning-based (deep neural network) CAN – ✔

Cho et al. [22] Anomaly-based Statistical-based (RLS and CUSUM) CAN ✔ ✔

Taylor et al. [41] Anomaly-based Machine learning-based (OCSVM) CAN – ✔

Gmiden et al. [60] Anomaly-based Frequency-based CAN ✔ ✔

Marchetti et al. [24] Anomaly-based Statistical-based (information theoretic) CAN – ✔

Marchetti et al. [71] Anomaly-based Frequency-based (transition matrix) CAN ✔ –

Lee et al. [11] Anomaly-based Time-based (offset ratio and time interval-based) CAN ✔ ✔

Moore et al. [61] Anomaly-based Frequency-based (Markov) CAN ✔ –

Wang et al. [54] Hybrid-based Hierarchical temporal memory (HTM) CAN – ✔

Weber et al. [53] Hybrid-based Specification-based and machine learning-based ECU ✔ ✔

Tomlinson et al. [72] Anomaly-based Statistical-based (ARIMA and Z score) CAN ✔ ✔
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constantly broadcast CAN packet with a dominant state

[11]. As a result, it would cause other legitimate packets

with a lower priority to back off (e.g., DoS attack).

b. Packet erasure

The absence of normal CAN packet which is expected

to arrive at a fixed interval could allow attacks to mani-

fest into the traffic. For instance, the adversary could

take over the target ECUs and manipulate them to stop

all legitimate CAN packet transmission [22]. When the

victim ECU stops sending the intended packets, all

packets transmitted from the impersonated ECU would

be entirely removed from the CAN bus traffic. Finally,

after the inserted packet is finished taking over the traf-

fic, the missing packet stream will be resumed, and the

phase would be probably different than before.

3.1.4 Attacks on CAN packet payload

The attack on CAN packet payload is done by manipu-

lating or spoofing the data content of some CAN ID.

The manipulated data may be transmitted within the

new inserted packet on the traffic, or it may be included

within the normal CAN packet stream. The spoofed

CAN packet payload can be done by compromising the

ECU externally in order to transmit the manipulated

packets. This kind of attack is unlike the inserted packet,

where it focuses on changing values within packet con-

tent and does not comprise inserting new packets. The

manipulated packet content also must be valid; other-

wise, it would not produce any effects on the vehicle.

This type of attack consists of packet replay and ma-

nipulation of packet payload.

a. Packet replay

The packet replay attack is achieved by capturing real-

time CAN packet traffic which is known to produce

some effects on the vehicle. The captured packet is then

replayed, in which the normal CAN packet in the traffic

is replaced with the historical packet, to cause the histor-

ical effects. This attack is the easiest way to be per-

formed as it does not require any understanding of how

the traffic operates. Despite the fact that the replayed

packet is a valid subsequence, however, the replaced

packet is inconsistent with the prior packet sequence. As

a result, it can lead to even serious problems such as

non-stop requests of CAN packet transmission [46],

violation of the deadline [47], and significant CAN arbi-

tration priority scheme inversion [48]. Further, the se-

quence of the CAN packets would also change from the

original and thus prevents the vehicle to operate prop-

erly as the packets are not transmitted sequentially and

violate the protocol requirement. Even though the fre-

quency of CAN packets remains the same, nevertheless,

the problems stated above are critical which may, in

turn, undermine the safety of the vehicle.

b. Packet payload modifications

The CAN packet modification is described as changing

values within packet payload in order to perform unin-

tended behavior. In this case, it may not be possible to

define valid packet manipulation for this kind of attack.

Moreover, the packet payload is manipulated either by

setting the packet content with a constant value, i.e.,

minimum or maximum value, or random value. For

Fig. 4 Possible locations for IDS deployment in the CAN bus system. A) CAN, B) ECU, C) gateways [38]
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example, packet payload modification like fuzzy attack

works by changing values of CAN ID as well as CAN

packet content randomly.

3.1.5 IDS technical challenges

There have been some challenges highlighted in previ-

ous works [31, 40, 49] that need to take into consider-

ation when designing proposed solutions in the CAN

bus network system: limited resources, the timing re-

quirement, traffic patterns behavior, unstable connection

size, weight, and cost.

1. Limited resources: all ECUs reside within a vehicle

harbor several limitations concerning memory

storage, computational power, and data transmission

rate (bandwidth).

2. Real-time constraint: the CAN packets are transmitted

from the ECUs to other node’s work in real-time, thus

delaying and queuing of packet buffers are too risky

and intolerable. The CAN packet received from the

vehicle’s sensors has to be managed in real-time so

that the actuators can perform a vehicle’s function

without imposed any delay. The real-time limitation

needs to be taken into account when proposing any

security solutions.

3. Traffic behavior: the CAN traffic protocol patterns

for automotive communication system vary from

conventional Internet Protocol (IP) networks. For

instance, CAN packets are broadcasted in nature.

Further, in order to perform firmware updates and

wireless diagnostics on vehicles, a temporary

connection from in-vehicle to V2I needs to be

established which requires different solutions for

communication models and traffic protocols.

Hence, adopting IP network solution is not possible.

4. Unstable connections: since vehicles are moving,

regardless of the speed, they may move into a

region that does not have internet connections.

Hence, IDS solutions for the automotive domain

should be aware that the connection establishment

to a third-party may not always available.

5. Size, weight, and cost: IDS solutions may vary in

weight and size, and it may also need some minor

or possibly major modification which will eventually

affect the cost. As an example, removing a CAN

bus network which adopts line topology, to be

replaced with an Ethernet bus network which

adopts different topology, requires an abundance of

extra wiring and may be infeasible.

3.1.6 IDS detection approach

The intrusion detection method in the automotive domain

depends on how the detection mechanism is utilized

within the system. It comprises of four categories, which

are anomaly-, signature-, specification- and hybrid-based.

Compared to the signature- and specification-based tech-

nique, the anomaly-based IDS is the most common and

promising approach used in the automotive IDS. The in-

clination towards the anomaly-based IDS in the CAN bus

system compared to other IDS technologies are explained

further in Section 4.

3.1.6.1 Anomaly-based approach Briefly, anomaly-

based IDS [50] observes a real-time system’s activities

and compare it against a normal behavior that has been

recorded into a profile. Whenever the deviation from

normal profile behavior reaches a certain threshold, it

will raise the alarm. This anomaly-based approach also

can effectively detect new attacks after undergoing a

training phase. Nevertheless, it is not necessarily a sim-

ple task, to begin with, as this approach considers any-

thing that deviates from a normal behavior would be a

signal of intrusions [51]. As a result, this approach poses

a serious problem where it also generates false-positive

alerts on normal packets. To build a profile of normal

behavior, the most common techniques that have been

employed by the previous researchers are frequency-

based, machine learning-based, and statistical-based

technique [52]. Meanwhile, a hybrid-based anomaly de-

tection solution is still emerging [53, 54]. These tech-

niques however require a lot of computational power

[54] which may need to be considered before imple-

menting into low capacity ECUs. Consequently, the

anomaly-based approach should take this issue into ac-

count, in particular, for the CAN bus system in the auto-

motive domain.

As far as anomaly-based IDS is concerned, numerous

research articles proposed in the literature such as [22,

34, 36, 41, 55, 56] have been exploiting the timing inter-

val of CAN traffic and the frequency of CAN packet se-

quences in identifying anomalies within the CAN bus

network. This is due to the nature of CAN network traf-

fic which constantly broadcasts the fixed CAN packet ID

and payload to any listening ECUs at a fixed time inter-

val and frequency. Thus, any deviation from the normal

traffic may be an indication of attacks in the system. The

following taxonomy of the anomaly-based IDS within

the automotive domain is explained according to fre-

quency-based, machine learning-based, statistical-based,

and hybrid-based method.

3.1.6.2 Frequency-based method In [45], Miller and

Valasek stated that to detect attacks in a CAN bus is

very straightforward. This is due to the predictability of

a normal CAN bus traffic which broadcasts packets at a

fixed time interval. By observing the CAN behavior on

which ECUs interact, they proposed that utilizing known

CAN packet frequency between the packet sequences
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can detect anomalies. Nevertheless, relying on the

predictability of CAN frequency alone cannot detect

anomalies from irregular or unpredictable CAN

packets in the traffic due to the noisy environment in

CAN network [57].

As mentioned before in Section 3.1.1, Hoppe et al.

were the first ones to introduce the IDS approach in the

automotive domain. In [23, 36], they proposed an anom-

aly-based IDS solution as an exemplary short-term

countermeasure in dealing with current automotive

threats. To evaluate the method, four selected attack

case studies targeting the vehicle control systems have

been conducted. The targeted electric components con-

sist of window lift, airbag control system, warning lights,

and central gateway ECU. Systematic process analysis of

the attacks was organized by using CERT taxonomy.

Based on the CERT analysis, there were three character-

istics of identified patterns that can be employed into

IDS so as to address the previously demonstrated at-

tacks, the increasing rate of cyclic CAN packet occur-

rences, the recognition of obvious forged packet IDs,

and, finally, the examination of physical link layer fea-

tures in low-level communication of the CAN bus.

Based on the result, they could identify patterns that are

relatively simple to be developed and deployed as well as

very cost-effective.

Song et al. adopted a very light-weight algorithm based

on the observance of CAN packets frequencies [57] in-

spired from [23, 45]. They simplified the detection algo-

rithm so that it could react faster to the intrusion while,

at the same time, computing power usage can be re-

duced. The method works by computing the time inter-

val of the latest packets from its arrival time (usually

lower than 0.2 ms). If the time interval is shorter than a

given threshold, then the IDS will identify that intrusions

are taking place. To evaluate the effectiveness of the al-

gorithm, packet frequency attacks were performed using

modified CAN packets captured from a well-known car

manufacturer. The first type of attack was injecting

packets having a single CAN ID. The second attack was

injecting pre-ordered packets randomly with multiple

CAN IDs and, finally, injecting high amounts of CAN

packets similar to DoS attack. The overall experimental

results presented a 100% accuracy of the detection with-

out causing any false alarm. Despite high detection ac-

curacy, however, it could not detect irregular incoming

packets.

In [58], Ling et al. employed an algorithmic-based de-

tection solution in dealing with major vulnerabilities oc-

curred in CAN bus traffic: DoS attack and misuse of

error flag. The DoS attack always wins priority-based ar-

bitration ID as it flooded the network with a large num-

ber of high priority packets and dropped the lower

priority legitimate packets. The error flag is exploited to

disable the communication mechanism for the packets

can be processed without discrimination. Further, the

proposed system used threshold and resettable counters

in monitoring legitimate and illegitimate CAN ID that

broadcasted consecutively outside the predetermined

thresholds. Although the design of the model is based

on the CAN system capacity limitation, it could success-

fully detect malicious activity in the CAN network. Des-

pite that, the author in [59] stated that the proposed

algorithm and the alarm response towards the attack are

not clear and, thus, undermine the report.

Gmiden et al. [60] proposed the anomaly-based detec-

tion method based on the time interval feature of the

consecutive CAN packets. The concept of the proposed

IDS is slightly similar to that in [58]. The only difference

is that they calculated the arrival time of the packets and

compared with the prior packets. Though the method

did not require major modification in CAN protocol,

however, they do not consider DoS attack and could not

detect irregular packets.

The nature of the fixed interval between the CAN

packets also has been made prominent by Moore et al.

[61] to adopt time analysis in other vehicle models. The

proposed method does not only base on the regularity of

most parameter ID (PID), but also relies on the redun-

dancy nature of PID signal broadcasted in the CAN traf-

fic. They performed packet insertion attack in exploiting

the regular-frequency nature normal CAN packet. While

this method achieved significant progress in terms of

high detection accuracy against the three types of packet

frequency attack, however, automating algorithm param-

eters such as adjusting threshold and changing training

time when experimenting with larger and wider variety

of attacks is necessary.

3.1.6.3 Machine learning-based method Machine

learning-based method usually falls into a supervised or

unsupervised category, which is trying to learn the fea-

ture representation from the input data. A supervised

category requires fully labeled data when training a

model, whereas unsupervised category does not, in

which the classes between the given inputs are defined

based on their similarity. The difficulties in predicting

and generating attack behavior in evaluating the CAN

bus system, as well as the need of generalization that is

appropriate with the proprietary environment of CAN

protocol, thus encourage researchers to propose super-

vised or semi-supervised anomaly detection methods.

Kang et al. were the first ones to employed machine

learning-based IDS, which is, in this case, semi-super-

vised deep neural network (DNN) [62] method for CAN

bus network [63]. The packets exchanged between ECUs

were acquired directly from a bitstream in the CAN bus

lines before being decoded. Due to the non-linearity of
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CAN packet features, the author proposed the restricted

Boltzmann machine (RBM) in training the extracted pa-

rameters [64]. The algorithm gives the probability for

every single class in the form of logistic value “1” and

“0” to separate the normal from the malicious packets.

To reduced time consumption, an off-line training was

performed during the training phase, while the binary

decision based on the trained features was executed

against incoming new CAN packets in the detection

phase. The authors validated the model using spoofed

tire pressure monitoring system (TPMS) packets in

order to display the wrong values of TPMS indicator on

the dashboard. Despite the 99% detection ratio, however,

the computational complexity, the training time, and the

testing time increase as the amount layers were added.

Taylor et al. utilized a supervised one-class support

vector machine (OCSVM) in detecting any deviations

from normal frequencies of CAN packet [41]. The au-

thors brought up a problem concerning the high rate of

false alarm when evaluating CAN traffic. As an example,

if the traffic is observed every 0.5 s, a rate of 10−4 false

alarm will be raised every hour. As a result, the driver

will ignore, assuming it useless. By understanding the

method’s practical limitations, the authors proposed an

algorithm adapted in [65] by measuring statistics of the

CAN bus traffic flows in terms of its frequencies and

average packet changes. The obtained statistics then is

compared against the historical values in determining

the anomaly signal. The OCSVM [66], in this case, is

used to classify the CAN traffic flows. The authors eval-

uated the proposed model by simulating packet insertion

attack using modified pre-captured CAN packets ex-

tracted from a 5-min drive car at low speed. Briefly, the

result showed that they detected a very small number of

packet injections and reduced false alarm ratio.

Taylor et al. developed a supervised long short-term

memory (LSTM) [67] to predict the next value for a

given input sequence [43], since raw CAN packets con-

tents are a string data type. The proposed algorithm is

used to train the received CAN input in predicting the

subsequent data field values broadcasted from each

sender that attached to the CAN bus. Any errors that

occurred in the input sequence are used to indicate

anomalies. The authors used modified CAN packet to

simulate attack traffic using three common techniques:

packets are flooded into the bus, unusual data packets

content appeared, and intended packets did not turn up.

The experimental result presented that the anomalies

could be detected with the lowest rate of false alarm.

Nonetheless, it worked only for a single CAN ID and

did not support online learning.

Wasicek and Weimerskirch considered a semi-super-

vised chip tuning-based method in detecting attacks that

were trying to modify parameters or reflashing memories

within the ECUs and integrating new hardware to make

the CAN network traffic behave abnormally [68]. The au-

thor extracted five parameters from each feature, torque,

revolutions per minute (RPM), and speed, to classify en-

gine’s power ECU behavior in diverse CAN traffic condi-

tions. They also proposed to add time-shifting signals in

reducing noise within the CAN bus system. The training

process began with feeding the CAN input data into the

bottleneck of the artificial neural network (ANN) model

and trained them via backpropagation. Finally, they used

root-mean-square error to combine the final output and

to produce a single anomaly score. Despite the promising

results in getting higher true-positive detection against

false-positive rate, however, the diagonal ROC graph dis-

played in the paper is inclined to the line of no

discrimination.

3.1.6.4 Statistical-based method The statistical-based

IDS method compares the present statistical observation

with the priorly determined statistical observation. For in-

stance, [69, 70] used statistical properties, e.g., mean, vari-

ance, and standard deviation, in finding unusual behavior

within the modeled system. In the CAN bus network IDS,

the statistical-based method can be applied by utilizing a

rolling window into the time series of the CAN bus traffic:

univariate or multivariate time series. The univariate tech-

nique analyzes the CAN ID fields independently. How-

ever, in the case of multivariate technique analyses, it may

be susceptible to timing intervals that involve CAN ID,

but it may not be effective for CAN packet content. The

reason is that it does not consider the contextual of strings

in a CAN data sequence [49], due to automotive parame-

ters being highly interdependent [45]. For example, the

CAN data field content changes one bit at a time when

the car accelerates. Thus, the multivariate technique may

be appropriate in detecting intrusions only in the CAN

packet data field content.

Marchetti et al. introduced the information-theoretic

algorithm motivated by the entropy application imple-

mented in [55] to detect anomalies in the CAN traffic

[24]. The authors captured nearly 48 million of CAN

packets for training the model and created a baseline for

normal packets behavior built upon their statistical en-

tropy level. For the evaluation part, several types of

forged CAN packets were injected, targeting a vehicle’s

safety-relevant components while the car was driven at a

high speed. Finally, the experimental results indicated

that the entropy-based IDS approach is practical in de-

tecting large numbers of malicious CAN packets. How-

ever, the method could only detect high rates of the

packet but was less successful for a small volume of

packet injection as it required several entropy computa-

tions assigned to each ID to be executed in parallel.
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Marchetti and Stabili developed an algorithm in build-

ing a model based on the sequence of the transition be-

tween packet IDs observed in the CAN bus system [71].

The workflow of the proposed model is comprised of two

main phases: training phase and a detection phase. The

training phase involved gathering pre-captured CAN

packet, and 20% of them were trained to structure a legit-

imate model in the form of the transition matrix. The

resulting model which is composed of true or false caused

an extremely low latency in getting into the transition

value. The model is assessed using the CAN packet injec-

tion to perform realistic attacks. All in all, the results posi-

tively demonstrated that the proposed solution could

detect stealth attack as well as high-probability attack

without causing any false-positive alarm. However, it ap-

peared to be ineffective in detecting a replay attack

wherein normal packets are retransmitted.

Cho and Shin adopted a clock-based IDS (CIDS) in

their proposal [22] based on their investigation of three

typical attacks which occurred within in-vehicle CAN

network, i.e., masquerade, suspension, and fabrication

attacks. Based on their analysis, the masquerade attack

could not be detected comprehensively as the sender’s

address in messages is not presented. Thus, the authors

introduced to fingerprint each ECU’s timestamp after

observing the periodicity behavior of CAN packet timing

intervals at the receiver’s side. The baseline of the finger-

printed ECUs was constructed using recursive least

squares (RLS) algorithm, while the cumulative sum

(CUSUM) analysis is utilized to assess the error. The

model is evaluated through the implementation of CIDS

within a CAN bus network prototype. The authors vali-

dated the proposed model by reprogrammed the CIDS

on three different vehicle models. The overall experi-

mental result indicated that various types of attack could

be detected with the lowest 0.055% of false-positive error

and could identify the source of attack from the com-

promised ECUs.

Müter et al. presented the entropy-based applicability

in detecting anomalies in the CAN bus system [55]. The

entropy approach adopted the information-theoretic

concept by measuring the coincidence that occurred

from a given dataset and utilized the obtained result as

an IDS specification behavior profile. Therefore, the in-

creasing number of attacks would raise the number of

entropies which indicated the intrusions that occurred

in the CAN bus. The authors tested the practicality of

the method using packet insertion attacks, flooded the

CAN bus network with DoS attack, and disturbed the

normal correlated events. The results demonstrated that

the low randomness of traffic specification of the

method could identify any violations from the normal

behavior of the CAN bus networks. However, on the

negative side, the entropy method did not seem to be

able to give detailed information regarding the recog-

nized attack.

Lee et al. proposed an OTIDS (offset ratio and time

interval-based intrusion detection system) based on the

examination of timing interval and offset ratio between

the broadcasted request and response CAN remote

frame in the CAN bus network [11]. They utilized these

significant features: the correlation coefficient of time in-

tervals and offsets, the instant and lost reply ratio, and

the average response times in detecting fuzzy, DoS, and

impersonation attacks. The results showed that the pro-

posed method could detect any state of attack models

quickly. As well, the attackers could not bypass the sys-

tem because of the characteristics of the proposed

detection features. However, the additional hardware in-

tegration to increase the communication caused the

method to detect a relatively small amount of data com-

pared to the actual amount of total data.

Tomlinson et al. exploited pre-determined average

time intervals of CAN packet broadcasts and adopted Z

score and autoregressive integrated moving average

(ARIMA) methods in detecting timing changes within

the CAN bus traffic [72]. The proposed methods were

compared with the mean time interval supervise-based

method. These methods were tested whether they can

trigger high priority of dropped packets and injected

packets. The performance results demonstrated that the

two unsupervised Z score and ARIMA methods were

degraded when injecting lower priority packets irregu-

larly. However, they suggested that by exploring a more

realistic attack packet, tweaking optimal threshold and

optimizing model factors and parameters may improve

performance.

Narayanan et al. [73] employed a hidden Markov

model-based technique to predict the time series in the

CAN bus traffic. Initially, they converted the input con-

taining engine RPM, engine coolant temperature, speed,

O2 voltage, etc. into a time series observation. Instead of

feeding the model using observation in the form of real

value, they transformed them into gradients. The model

has constructed transition probabilities (i.e., manage the

transition from a current state to a new state) and emis-

sion probabilities (i.e., generate probability based on the

observation in a current state). The CAN packet logs

used for the experimentation consist of changes of a spe-

cific behavior in CAN traffic, such as reduction of RPM

value during high-speed driving. The indication of these

anomalous CAN packets is based on the posterior prob-

ability of a given prior input sequence in the determined

sliding window. The model raised an alert if any obser-

vation probabilities were below the threshold value. The

results reported that the model could successfully detect

anomalies either in individual and combination of states

or even unsafe states in CAN bus traffic, though it may
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be a significant improvement in the future by evaluating

the model using realistic CAN attack packets.

3.1.6.5 Hybrid-based approach In the current desktop

IT environment, hybrid-based IDS is also recognized as

a distributed intrusion detection system (DIDS). It com-

bines several IDS techniques (e.g., network-based IDS

and host-based IDS) on a vast network that communi-

cate with each other, monitored by the central server

[74]. The hosted IDS components on the network collect

and convert information concerning the monitored sys-

tem to a standard format and send that information to a

central system. The central system aggregates the re-

ceived information from multiple IDS and processes

them. Nevertheless, in contrast with the CAN bus

environment, hybrid-based anomaly detection in CAN

combines more than one method that takes into account

the CAN ID field, CAN data payload, CAN specification,

CAN timing interval, or its frequency in detecting

attacks [53, 54].

Weber et al. deployed a combination of the specifica-

tion-based system integrated with a detection mechan-

ism based on machine learning specifically for

embedded ECUs in CAN bus traffic [53]. This method is

lightweight and also worked in an online manner like

[54]. The specification-based part applied static checks at

the initial stage, where it conducted payload property in-

spection statically described in the form of a communi-

cation matrix, whereas the machine learning-based part

applied learning checks at the second stage for temporal

behavior anomaly detection in the CAN time series. The

static checks module forwarded selected data to the

learning checks module to perform feature extraction

using RNN, OCSVM, and lightweight on-line detector of

anomalies (LODA) [75]. Each algorithm generated a bin-

ary value for the indication of an anomaly. The method

is evaluated against five CAN modified packets with dif-

ferent types of attack, and the results exhibit an excellent

minima anomaly score which is similar to the normal

CAN specification.

Wang et al. developed a hybrid anomaly detection

using hierarchical temporal memory (HTM) which is a

memory-based system that can train a massive number

of CAN time series input while at the same time learn-

ing CAN data field sequences [54]. The method worked

in an online manner, which relied on the state of prior

learning. The memory will be kept updated and continue

learning whenever it received a new input stream of

CAN packets. Also, the scoring mechanism in measur-

ing the error of the predicted value is based on the log

loss function; the error of each predicted CAN ID is

derived and combined in order to produce a single deci-

sion. To evaluate the impact of the method, they used

both packet insertion and packet modification attack

with different sliding windows for detection respectively.

Based on the result, the HTM algorithm is shown to be

more reliable in detecting known and unknown attacks

when compared with existing CAN IDS that adopted the

RNN and HMM methods. However, if the model train-

ing time can be reduced and redundant in CAN fields

can be removed, the overall performance of the model

can be improved effectively.

3.1.6.6 Specification-based approach Specification

normally is a set of thresholds and rules that describe

the well-known behavior of components in the network,

e.g., routing tables, protocols, and nodes. Specification-

based approach [76] works by detecting attacks when-

ever an expected behavior of the network diverges from

designated specifications. Hence, the purpose of the spe-

cification-based approach is the same as an anomaly-

based approach: anything that deviates from the desig-

nated well-known behavior profile is indicated as anom-

alies. Still, the only significant difference between both

methods is that each specification and rule needs to be

defined manually by a human expert. However, a train-

ing phase for this approach is not required as it will

work immediately once setting up specifications is fin-

ished. Additionally, specifying specifications manually

could be error-prone and time-consuming as the system

may find it hard to adjust with different domains [77].

Larson et al. explored the applicability of specification-

based by obtaining relevant information from CAN ver-

sion 2.0 and CAN open draft standard 3.01 protocols

[30]. The aim was to construct security specifications for

ECUs’ communication behavior and communications

protocol. Since the specification was derived from ECUs’

behavior, thus, the anomaly detector does not need to be

placed on each ECU. Instead, the security specification

could enforce ECUs to check the validity of the sent and

received CAN packets. The authors evaluated the

method using six types of attacks derived from [78]:

spoof, replay, read, modify, flood, and drop. The evalu-

ation result showed that most of the derived attack

models could be detected. However, the detection de-

pends highly on the role of the ECU; if an attacker has

modified the ECU behavior specification, then the

anomaly detection would be impossible.

3.1.6.7 Signature-based approach The signature-based

approach detects an attack by utilizing a set of identified

signatures, malicious events, or rules stored in the data-

base module of IDS [78]. This approach compares the

network or system’s activity against the attack patterns

stored in IDS, and if it matches with the stored mali-

cious patterns, it will trigger the alarm. The signature-

based approach is promising as it is not sophisticated to

build and can increase the accuracy in detecting known
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attacks effectively. Nonetheless, as this approach relies

heavily on the attack signature database, it becomes inef-

fective in detecting unfamiliar or unknown attack [79].

Thus, it necessitates an IDS to update new attack signa-

tures regularly. Further, unlike established signature-

based IDS operated in the computer network domain,

the attack signatures in the automotive field so far have

not yet been documented publicly by any automotive

manufacturers or scientific researchers [36].

Müter et al. implemented eight anomaly detection sen-

sors which were derived from the CAN bus system

properties to serve as attack signatures for IDS [80]. The

signatures developed in the sensors contained specifica-

tions of CAN bus protocol, which defined allowed

packets with respect to intended communication bus

system, specifications of packets payload that complied

with data range, approved packets frequency and inter-

val behavior, correlation of packets on diverse bus sys-

tem that met the specifications, valid communication

challenge-response protocols, realistic data content of

packet payload, and finally non-redundant vehicle data

sources. The authors presented the sensors’ applicability

criteria which consist of working conditions, require-

ments, and consequences of each criterion to assist the

evaluation phase. Based on the overall results, the sen-

sors could successfully detect anomalies with zero false-

positive alarm. However, the method could not detect

injected attacks that are compliant with the normal be-

havior of CAN specification.

Studnia et al. extracted the attack signatures obtained

from standard ECU specifications using finite-state au-

tomata (FSA) in detecting an anomalous sequence of

CAN packets via the in-vehicle network [38]. The au-

thors evaluated the proposed method by performing ma-

licious packet injection, where the attack packets were

simulated using modified CAN frames. Although the

methods could successfully detect deviations from nor-

mal states of CAN behavior, however, the detection per-

formance became ineffective when it emitted the first

frames of the broadcasted attack packets.

4 Potential intrusion detection and prevention

system (IDPS) in CAN bus network
In a desktop IT domain, the intrusion detection system

is known as a passive monitoring system. As the name

implies, the detection is designed not to produce any

kind of response towards the intrusion. On the contrary,

an IDPS or also known as preventive IDS reacts to the

unusual activities occurred within the system. For in-

stance, firewall rules or specifications are reprogrammed

to block any packets in the network traffic that came

from the suspicious source [81].

In a CAN bus automotive domain, Tobias et al. dis-

cussed a preventive IDS concept exploiting the car’s

multimedia system in supporting the technology of auto-

motive IDPS in the near future [36, 56]. The concept in-

troduced is based on the potential human-computer

interface (HCI) approaches that can be employed into

IDPS to assist drivers after the alert has been raised. The

intrusion detection system serving as HCI should be

carefully designed as its responses might endanger the

safety of the drivers. However, the main focus in [6, 12]

was not a user-supported or automated intrusion re-

sponse system. Instead, the authors investigated the op-

portunities of a modern multimedia system which could

be utilized as a platform in collecting and assessing the

driver’s reaction. Hence, this paper briefly discussed the

three different methods for an IDPS to communicate

with the driver through a range of haptic (e.g., force re-

sponse ability components like ABS braking system),

acoustic (e.g., sound subsystems component like media

player, phone, audio), and visual (e.g., on-board video

screen component like TV system) actuators provided in

modern vehicles. As a result of using an array of modern

vehicle’s sensors as an input, the most appropriate

interaction among the vehicle and its driver can be de-

termined. The adaptive dynamic approach could be acti-

vated as soon as an intrusion has been identified.

However, Hoppe et al. also discussed the problem of in-

trusion response system where it might not be allowed

to actively make decisions in the vehicle due to legal re-

quirements for safety-critical systems [36].

Another intrusion detection and prevention mechan-

ism has been proposed by Miller and Valasek in [1].

They developed a small anomaly detector device that

can directly be plugged into the vehicle’s OBD-II port.

The device then learned the communication bus traffic

pattern and detected if any anomalies occurred. Once

anomalies were identified, the CAN bus will be short-

circuited, and all packets that traverse within the bus will

be disabled. However, this introduced new problems in

ensuring the designed and implemented embedded sys-

tems: multiple security and integrity features, real-time

monitoring guarantee, and cost-effective [81].

5 Discussion and summary

In the previous section, we describe a study of a wide

range of intrusion detection in the CAN bus system that

has led several issues that we need to highlight in help-

ing and shaping the future research for CAN bus IDS in

the automotive domain.

We investigated that the inclination of CAN packet

IDS towards the anomaly-based approach over other

methods (shown in Fig. 5) is due to the constraints and

limitations that it possesses. The proprietary characteris-

tic of CAN protocol makes it difficult to adopt a signa-

ture- or specification-based approach, as these

approaches required semantic knowledge of CAN
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packet, and the protocol may change frequently. Learn-

ing-based using anomaly detection may be a suitable de-

tection method as it can learn from the examples and

can intelligently adapt with the CAN environment re-

gardless of the protocol, model, and year of the ve-

hicle. Additionally, the anomaly-based approach can

detect novel attack which is one of the significant fea-

tures in IDS, as the outliers’ characteristics are gener-

ally unknown in advance [82, 83].

Apart from that, most techniques illustrated above, es-

pecially those implementing machine learning-based

anomaly detection, are deployed in a supervised or at

least in a semi-supervised manner. Although these

adopted techniques achieved high accuracy, however, it

requires a completely labeled data. Obtaining a fully la-

beled data is impractical especially from a real-time

CAN which generates a considerable volume of data in

milliseconds. Also, it involves a human expert and is

very time-consuming. Thus, using an unlabeled CAN

data in an unsupervised manner is more desirable and is

convenient for anomaly detection.

As a machine learning approach is emerging, the

training efficacy can be improved in terms of pre-pro-

cessing dataset techniques for the CAN bus system.

Most methods in the discussed studies focus on improv-

ing the core model and the post-processing model but

neglect on the examination of pre-processing parts. The

IDS’ overall performance is greatly influenced by the size

of the data primarily for CAN as it broadcasts a large

number of packets per second. Perhaps conducting a

comparative review on the computational efficiency of

the data pre-processing method is worth for future work

study [84, 85].

Further, some of the frequency-based methods demon-

strated above can effectively detect numerous kinds of

attack within the CAN bus traffic. However, one of the

challenges that we need to overcome is that most of the

methods can only detect attacks from periodic malicious

packets but not from aperiodic intrusions. Though it can

detect the injected aperiodic malicious packets, yet, it

still unable to identify where the attack originates. Per-

haps in the future, those who adopted frequency-based

IDS may need to integrate unsupervised recurrent

methods like in [86] which are shown to be robust in de-

tecting the unpredictable, predictable, aperiodic, and

periodic attack.

In addition, it appears to be a new hurdle, especially

when dealing with real-time response system as IDS

monitors CAN bus network and requires an exception.

Implementing the response system may need an extra

tweaking on the design of separate IDS component.

Whenever it detects something unusual, the response

mechanism can activate the security mode immediately

and allow the vehicle to be parked safely [1, 54]. This

type of response system may be more challenging than

enhancing the detection performance as it involves co-

ordination from various components. Hence, the main

aim in designing response system in IDS should instill

intelligent human-vehicle interaction, integrated with

immediate action mechanism.

Most of the research findings considered a single IDS

module; however, it may not cover a holistic approach in

serving the security needs of the vehicle communication

system. It needs to be complemented with a more light-

weight cryptography-based mechanism like message au-

thentication method [72, 81].

Finally, despite the escalating interest in improving IDS

methods for CAN bus system presented in Fig. 5, very few

works have compared their proposed solutions with

others that have similar conditions. It is necessary to

Fig. 5 Trends in CAN IDS from 2008 until 2018
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evaluate and validate the significant differences of the pro-

posed method among different methods so that the con-

cerned method can achieve optimal performance [87].

6 Conclusion
In this paper, we examine some of the aspects regarding

the behavior as well as the vulnerabilities that exist

mainly in the CAN bus system. To grasp how CAN

work, we present the standard CAN packet structure

used in the automotive communication system. As well,

we briefly illustrate various kind of possible attack sur-

face in the CAN bus, from direct physical access to

long-range wireless access in the existing literature. We

also present some of the security countermeasures that

have been proposed by researchers in combating this

problem. As for conventional networks, the intrusion

detection system is one of the most significant security

mechanisms in providing holistic protection for the

CAN communication system in the automotive domain.

Thus, to extend the previous study in proposing various

methods of security countermeasures, we investigate

every possible research effort done on IDS in a literature

survey specifically for in-vehicle CAN bus system. We

have selected 25 research works in the literature that

proposed numerous types of IDS techniques and strat-

egies in detecting and mitigating the attacks. The se-

lected papers are ranging from 2008 to 2018. We

introduce a taxonomy in classifying these research pa-

pers according to these aspects: IDS detection ap-

proaches, deployment strategies, attacking techniques,

and finally technical challenges. Based on our observa-

tion, the research works on IDS for the automotive do-

main is emerging. Nonetheless, we believe the issues

discussed in this paper will give researchers some ideas

in enhancing security solutions in this area. This necessi-

tates security researchers to investigate comprehensively

into a plethora of attacking techniques and methods to

produce realistic data for training and testing.
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