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Is 5G Handover Secure and Private?

A Survey
Dongsheng Zhao, Zheng Yan, Senior Member, IEEE, Mingjun Wang, Peng Zhang, and Bin Song, Senior

Member, IEEE

Abstract—The next generation mobile cellular communication
and networking system (5G) is highly flexible and heterogeneous.
It integrates different types of networks, such as 4G legacy
networks, Internet of Things (IoT), Vehicular Ad-hoc Network
(VANET) and Wireless Local Access Network (WLAN) to form
a heterogeneous network. This easily results in continual vertical
handovers between different networks. On the other hand,
substantial deployment of small/micro Base Stations (BSs) brings
frequent horizontal handovers within a network. The continual
handovers among BSs and various networks expose Mobile
Equipment (ME) to risk of security and privacy threats. So far,
many security and privacy mechanisms have been proposed to
ensure secure handover either vertically or horizontally in 5G
networks. Nevertheless, there still lacks a thorough survey to
summarize recent advances and explore open issues although
handover security and privacy are crucial to 5G. In this paper,
we summarize security and privacy requirements in handovers to
resist potential attacks. Following these requirements as evalua-
tion criteria, we review secure and privacy-preserving handover
schemes by categorizing them into two scenarios, i.e. vertical
handover and horizontal handover. As for vertical handover, we
review related work from three classes, i.e., handovers within
Third Generation Partnership Project (3GPP) networks, between
3GPP and non-3GPP networks, and between non-3GPP net-
works. Concerning horizontal handovers, we review related work
from two classes, i.e., intra-Mobile Service Controller (MSC) and
inter-MSC handover. Meanwhile, we analyze and compare the
technical means and performance of these works in order to
uncover open issues and inspire future research directions.

Index Terms—Handover, HetNets, 5G Networks, Security,
Privacy Preservation.

I. INTRODUCTION

W ITH the continuous increase of data and devices in

wireless networks, existing wireless networks have

been facing difficulty to withstand increasing traffic load.

Consequently, the next generation of mobile cellular commu-

nication and networking system (5G) has emerged to meet
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these intense demands via innovative technologies, e.g., Net-

work Function Virtualization (NFV), Software-Defined Net-

work (SDN) [1], Device-to-Device (D2D) communications

[2], and edge computing [3]. International Telecommunication

Union (ITU) defined three application scenarios for 5G, named

Enhanced Mobile Broadband (eMBB), Massive Machine-Type

Communications (mMTC) and Ultra-reliable and Low Latency

Communications (URLLC) [4]. Enhanced Mobile Broadband

brings 100 times higher data rates than that of 4G that can

reach 10 gigabits per second. Massive Type Communications

require a Base Station (BS) to manage an enormous number

of devices that are designed for Internet of Things (IoT) in

general. And Ultra-reliable and Low Latency Communications

guarantee high bandwidth and low delay in some critical-

reliability scenarios like Vehicle-to-Everything (V2X) [5] and

critical machine communications.

5G is highly flexible and heterogeneous with numerous

communication networks involved, for instance, New Radio

(NR), Long Term Evolution (LTE), IoT, Vehicular Ad-hoc

Network (VANET), Wireless Local Area Networks (WLAN),

and several types of Wi-Fi [1]. These networks have different

Radio Access Technologies (RAT), e.g., Evolved Universal

Terrestrial Radio Access (E-UTRA), World Interoperability for

Microwave Access (WiMAX), and the WLAN 802.11 family

of standards [6]. On the other hand, due to the low penetrabil-

ity of high-frequency signals adopted in 5G, networks consist

of a large number of small Access Points (AP) to provide

high data access rates and available network bandwidth. The

continuous network densification and increasing heterogeneity

pose challenges in terms of Mobile Equipment (ME) mobility

support.

Mobile handover technology, as a cornerstone for mobile

network service continuity, supports ME to seamlessly move

among different Base Stations (BSs) or APs equipped with

multifarious access technologies. In 5G networks, diversity

of service networks increases the complexity of handover

among different RATs, which lengthens the handover time and

thus influences user experiences of 5G network. On the other

hand, high-density access networks result in high handover

frequency of ME among small BSs/APs compared with 3G/4G

networks. According to the research of Talukdar et al. [7], the

deployment of small APs brings frequent horizontal handovers

in the cellular network.

Meanwhile, frequent handovers between small cells and

Heterogeneous Networks (HetNets) cause multifarious poten-

tial threats on access control [8], communication security [9]

and privacy [10]. Specifically, when a handover occurs, a lot of
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control signaling need to be exchanged frequently to guarantee

the continuity of service, which brings huge security and

privacy risks to both networks and mobile users. It becomes

critical to guarantee the security and privacy of the users

during their device handovers in 5G networks.

In the past decade, a number of surveys about handover

schemes [11]–[17] have been conducted. Table I lists and

compares a number of existing surveys related to handover.

We compare them from the review scenario, focus point

and publication year. [11], [13] and [17] focus on handover

efficiency. [12] [15] and [16] focus on handover decision

algorithms. [14] focuses on handover tools and architectures.

It can be seen that there is no handover survey in recent years.

And we also find that there still lacks a thorough survey

that classifies existing works, summarizes recent advances, and

explores open issues on security and privacy of handover in

5G networks. To fill this gap, we search for handover schemes

from 2008 up to now. Some schemes are not designed for 5G

network, but it inspires later articles. In our reference, there

are many 4G handover designs because the authors abstract

the handover-related entities into logical entities, which can

be used in both 4G and 5G scenarios. This paper seriously

reviews secure and privacy-preserving handover schemes in

5G networks by 1) categorizing 5G handover into two main

types, i.e., vertical handover and horizontal handover; 2)

exploring security and privacy threats to 5G handover; 3)

analyzing security and privacy requirements to resist potential

threats; 4) comparing and analyzing existing works under a

set of standardized evaluation criteria.

Following our taxonomy, we review the current literature

from two aspects: vertical and horizontal handovers in 5G

networks. As for vertical handover, we review the literature by

classifying them into three classes, i.e., handovers within Third

Generation Partnership Project (3GPP) networks, handovers

between 3GPP and non-3GPP networks, and handovers be-

tween non-3GPP networks. Concerning horizontal handovers,

we review two typical types of handovers, intra-Mobile Ser-

vice Controller (MSC) and inter-MSC handover. Here, MSC

refers to a component that handles access and handover

requests. Meanwhile, comparison and analysis of the reviewed

schemes are performed based on our explored requirements

to assist us in finding out open issues and proposing future

research directions.

Specifically, the main contributions of this paper are:

• Our paper is the first work to thoroughly review the

current advance of security and privacy in the handover

of 5G networks with detailed taxonomy.

• We study more than 100 pieces of literature on the

security and privacy of handover in 5G heterogeneous

networks and categorize them into two high-level cat-

egories, i.e. vertical handover and horizontal handover

based on handover mode. For each category, we further

divide it into several sub-classes based on handover

scenarios to perform refined analysis.

• We analyze the security and privacy threats and propose

corresponding requirements of handover in 5G networks

to resist the threats.

TABLE I
COMPARISON OF EXISTING SURVEYS

Existing

work
Scenario Focus points

Published

Year

[11]
Vehicular

network

Mechanisms that can

speed up handover

process

2010

[12]
Vehicular

network

Handover execution

and decision

algorithms

2016

[13]

High-speed

mobile

environment

Efficiency of

handover schemes
2014

[14]
Heterogeneous

wireless networks

Tools and

architectures that

support handover

2016

[15]
Heterogeneous

wireless networks

Handover decision

algorithms based on

network context

2015

[16]
Heterogeneous

wireless networks

Algorithms used in

handover process
2011

[17]
IEEE 802.11

networks

Schemes to reduce

handover delay
2007

Our Work HetNets in 5G

Handover security

and privacy

preservation

-

• We are the first to set the security and privacy require-

ments for the 5G handover as evaluation criteria. By

employing these criteria, we review existing security and

privacy countermeasures to analyze their pros and cons.

• We figure out the open issues and propose some research

directions based on the above serious literature review

and analysis.

The rest of the paper is organized as follows. We first give a

brief introduction of handover in 5G networks and classify the

handover schemes in Section II. Then, we analyze security and

privacy threats and potential attacks in order to specify security

and privacy requirements on the handover in 5G networks

in Section III, which also summarizes typical techniques for

constructing security protection measures. In Section IV and

Section V, we respectively review the literature about the

security and privacy countermeasures in 5G handover with

a detailed taxonomy. In Section VI, open issues and future

research directions are discovered and proposed. Finally, we

conclude our paper in the last section. Abbreviations used in

this paper are listed in Appendix A.

II. HANDOVER IN 5G

In this section, we introduce some basic concepts of han-

dover and classify the handover scenarios in 5G networks.

A. 5G Network Architecture

As shown in Fig. 1, 5G network mainly consists of two

parts, named Core Network (CN) and Radio Access Network

(RAN). CN mainly contains Access and Mobility Management

Function (AMF), User Plane Function (UPF), Session Man-

agement Function (SMF), and Authentication Server Function

(AUSF). In RAN, there are g-Node Base Stations (gNB) which
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communicate with MEs. If a ME wants to connect to the 5G

CN, AMF would firstly represent AUSF to perform mutual

authentication with the ME.

In addition to NR of 5G and LTE of 4G, the 5G system

also supports other non-3GPP access networks via Non-

3GPP Interworking Function (N3IWF) and Trusted Non-3GPP

Gateway Function (TNGF). WLAN is a typical non-3GPP

network and it is widely used in our daily life. To improve

network resource utilization, 5G system supports D2D com-

munications. Two devices in close proximity can communicate

directly without the involvement of base stations to forward

messages. Vehicular network is another important part of the

5G system. Vehicles can connect to Road Side Unit (RSU)

to get road information and they also can connect to 5G CN

via a 5G wireless access network. The vehicular network is

treated as a key technology to realize autonomous driving.

B. Handover in 5G

Handover is extremely important in any mobile network

with a distributed access architecture [18]. It is designed to

ensure the continuity of network services, for instance, con-

nection maintenance between ME and BS, security and privacy

protection, and Quality of Service (QoS) when ME moves

from one cell or one radio network to another. In 5G networks,

massive BS deployment and continual network heterogeneity

are introduced as a cornerstone to confront mobile data traffic

explosion. These new technologies arouse serious challenges

to handover in 5G networks. For example, handover among

multifarious networks calls for highly compatible handover

system. On one hand, the deployment of vast small cells makes

handover occur frequently. Talukdar et al. [7] simulated that

cell shrinking and low penetrability of millimeter-wave make

the handover happens every 11.6 seconds. On the other hand,

smoothly supporting mobility among networks with different

RATs is also a big challenge. Both of the above problems

require better handover performance in 5G networks than

before.

We illustrate the multifarious handover scenarios in 5G

in Fig. 1. Generally, there are six kinds of network entities

involved in the handover procedure, i.e., ME, source BS, target

BS, source MSC, target MSC, and Authentication Server (AS).

All these six entities can be divided into three parts based on

their functionalities and deployment locations, namely ME,

RAN, and CN. ME represents the equipment that wants

to obtain a seamless service from 5G networks. Since the

heterogeneity of 5G networks, the MEs could be smartphones,

laptops, smart wearable devices, sensors, vehicles, etc. The

resources, such as computational resources of these devices

are limited, which leads to a high delay in handover. RAN

provides a radio access service for ME with various types of

BSs, e.g., gNB of 5G, e-Node Base Station (eNB) of LTE,

AP of WiMAX, and RSU of VANET. CN in handover mainly

involves MSC, (e.g., Mobility Management Entity (MME) in

LTE, AMF in 5G) and also AS (e.g., Home Subscriber Server

(HSS) in LTE and AUSF in 5G). MSC is responsible for user

mobility management and handover authentication. AS stores

user information and is responsible for access authentication

and service authorization. AS could support authentication for

both 3GPP access and non-3GPP access [19].

B

gNB WiFi APgNB RSUeNB WiMAX
AP

UE UE UEUE UE UE

gNB

A1 A2 C

AUSF

Internet

5GCLTE WiFi WiMAX V2X

VehicleVehicle

AMF1/
SMF1

AMF2

/SMF2

HSS

MME/
S-GW

AS

MSC

AS

MSC

AS

MSC

Access 
Networks

ME

Core 
Network

D E

Fig. 1. Handover scenarios in 5G networks

Specifically, in a 5G scenario, when an ME moves from a

source gNB to a target gNB or when a source gNB cannot

provide better data services or voice services than another

gNB, the ME launches handover by sending a handover

request to the target gNB in order to guarantee the continuity

of communications. Only after subscription service checking

and security authentication by the target gNB, AMF and UDM,

the ME will be able to connect to the target BS to get a

continuous service.

C. Classification of Handover

There are many taxonomies to classify handover [20], for

instance, based on the carrier frequency, handover can be clas-

sified into inter/intra-frequency handover; based on operator,

handover can be classified into inter or intra operator handover.

Herein, we classify handover based on radio access technol-

ogy because RAT is a key feature to differentiate wireless

networks, especially the generation of 3GPP networks.

On the basis of RATs involved in a handover procedure, we

classify handover of 5G into two main categories: horizontal

handover and vertical handover [21]. Horizontal handover

occurs when an ME moves among wireless networks with the

same RAT. It is also called intra-RAT handover. In this paper,

we only consider horizontal handover between NR within 5G

networks, i.e., the handover A1 and A2 in Fig. 1. Vertical

handover occurs when an ME moves among wireless networks

with different RATs. Vertical handover is also known as Inter-

RAT handover [22]. We can see from Fig. 1 that the handover

B (handover between NR and LTE), handover C (handover

between NR and Wi-Fi), the handover D (handover between

NR and WiMAX), and the handover E (handover between NR

and V2X) belong to vertical handovers.

The horizontal handover can be further divided into sub-

categories in light of the level of network control entities

involved. For instance, if a handover occurs between two

BSs under control of the same MSC, it is an intra-MSC
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handover (handover A1 in Fig. 1), otherwise, it is an inter-

MSC handover (handover A2 in Fig. 1). In the 5G network,

intra-AMF handover is also called Xn-based inter-NG-RAN

handover, in which ME handovers from a source BS to a target

BS under the same AMF. Herein, Xn is the interface between

5G BSs. Inter-AMF handover is called N2 based inter-NG-

RAN handover, where N2 is the interface between 5G BS and

AMF located in 5G core network.

On the other hand, the vertical handover can be divided

into sub-categories based on the type of RATs. Because

RATs introduced by 3GPP account for a large part of mobile

networks, we classify RATs into two main groups, i.e., RATs

of 3GPP and non-3GPP. As shown in Fig. 2, we further classify

vertical handover into three sub-categories based on the RAT

involved, i.e., handover within 3GPP networks, handover be-

tween 3GPP and non-3GPP networks, and handover between

non-3GPP networks. Since the evolution of 3GPP networks,

there currently exist three generations of 3GPP networks, i.e.,

3G, LTE, and 5G networks. However, with the widespread

deployment of the 5G, the 3G network is quitting. So, in this

survey, we only take LTE and 5G networks into consideration.

Thus, the handover within 3GPP networks can be specified

as handover between NR and LTE, which is shown as the

handover B in Fig. 1. As for the handover between 3GPP

and non-3GPP networks, 3GPP defines two scenarios, i.e.,

handover from a 3GPP network to an untrusted non-3GPP

network and handover from an untrusted non-3GPP network

to a 3GPP network. The handover C, D, E which are shown

in Fig. 1 belong to the handover between 3GPP and non-

3GPP networks. In this paper, we do not discuss the handover

between non-3GPP networks since it is not the mainstream

handover technique.

Handover

Horizontal 
Handover

Intra-MSC handover
（Xn-based Handover）

Inter-MSC Handover
（N2-based Handover）

Handover between 
non-3GPP networks

Handover within 
3GPP networks

Vertical 
Handover

Handover between 3GPP 
and non-3GPP networks

Fig. 2. Handover classification

III. SECURITY AND PRIVACY OF HANDOVER IN 5G

NETWORKS

In this section, we first introduce the 5G security archi-

tecture. Then, we analyze the security and privacy threats

and attacks encountered in the handover in 5G networks. For

counter measuring potential attacks and threats, we specify

the security and privacy requirements of the 5G handover, as

depicted in Fig. 3. Finally, we list a set of common security

techniques used to construct security and privacy protection

measures.

A. 5G Security Architecture
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Fig. 3. Security and privacy requirements of handover to countermeasure
potential attacks
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Fig. 4. 5G Security Architecture

3GPP standard [23] has introduced six security domains in

5G network as depicted in Fig. 4.

• Network access security (I): It refers to a set of security

features that enable a ME to authenticate and access

services securely via an Access Network (AN), and

to protect AN against attacks. In addition, it includes

security context delivery from a Serving Network (SN)

to the AN.

• Network domain security (II): It refers to a set of security

features that enable network entities to securely exchange

data.

• User domain security (III): It refers to a set of security

features that ensure secure user access to mobile equip-

ment.

• Application domain security (IV): It includes a set of

security features that enable applications in a user domain

and in a provider domain to communicate securely.

• Service-Based Architecture (SBA) domain security (V): It

contains a set of security features about SBA that enables
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network functions of the SBA to securely communicate

with each other.

• Visibility and configurability of security (VI): It refers to

a set of features that inform the user whether a security

feature is guaranteed.

B. Security Threats in Handover

1) Threats in 3GPP Architecture: Although 5G has a

great improvement in the security aspect, i.e. authentication

method 5G-AKA, EPS-AKA’, the key derivation function in

mobility still suffers from potential attacks. Cao et al. [24]

conducted a detailed survey about the security aspects of the

5G network and pointed out some weaknesses of X1 and N1

based handover. One threat is that the handover in the 5G

network cannot ensure backward secrecy, which means that

an adversary can compute subsequent handover session keys

if it gets a session key between ME and gNB. Moreover,

5G handover is also vulnerable to replay attacks, which can

destroy the establishment of a secure link between ME and a

targeted message.

Recently, Khan et al. [25] proposed a downgrade attack

against 5G ME, which can catch ME’s International Mobile

Subscriber Identity (IMSI) which is a global identity of ME.

Hussain et al. [26] came up with an attack named ToRPEDO

that can enable an adversary to verify a victim’s coarse-grained

location information, inject fabricated paging messages, and

initiate DoS attacks. Moreover, they extended their study and

found a flaw of several network providers that enables an

adversary to launch an attack named PIERCER. This attack

can attach a user’s phone number to the IMSI of the user’s

ME, subsequently making it possible to trace the target user.

Park et al. [27] found that LTE architecture is more vulnerable

to IP address spoofing, Denial of Service (DoS) attack and

spam emails compared with a traditional closed environment

(e.g., Public Switched Telephone Network). Wu and Gong

[28] found an adversary can forge the Message Authentication

Code to threat integrity protection on LTE handover messages.

Owing to the IP-based structure, the 3GPP standard provides

communications between different access networks. As shown

in Fig. 5, 3GPP proposed two network functions named

TNGF and N3IWF to manage trusted non-3GPP APs and

untrusted non-3GPP APs [23] in a 5G system. However, the

convergence of multi-access networks makes the networks

vulnerable because security contexts and levels of diversified

access networks are uneven. Different security and privacy

requirements of access networks jointly determine the security

context between ME and CN during handover. Adversaries can

attack a robust network through its interworking network with

a low-security level. For example, an adversary can get the

security context information transmitted between devices and

the CN during authentication through a compromised Wi-Fi

access point, then it is able to use this disclosed information

to attack the next-hop connection.

2) Threats out of 3GPP Scope: Except for 3GPP access

networks, there are many non-3GPP networks that make up a

crucial part of the whole mobile communication system [29].

The most common non-3GPP networks are Wi-Fi [30] and

WiMAX [31].

AMF

UPF

BS1 BS2

ASN-GW

Untrusted 3GPP
ME

Adversary

N3IWF TNGF

BS3

ME
Trusted

ASN-GW

Fig. 5. Integrated network structure of non-3GPP and 3GPP networks

The latest version of Wi-Fi is Wi-Fi 6. It is a kind of WLAN

technology based on the Institute of Electrical and Electronics

Engineers (IEEE) 802.11 ax [32]. Its transmission speed is

as fast as 9.6Gbps, which can meet the most critical needs

of personal and business use in the 5G era. However, the

latest security protocol used in Wi-Fi is Wireless Application

Protocol 2 (WAP2), which has been found vulnerable to key

reinstallation attacks [33].

WiMAX is a kind of wireless communication technology

based on IEEE 802.16 standards [34]. The security of com-

munication in WiMAX is protected by the Privacy Key Man-

agement Protocol (PKM), which ensures authentication to run

correctly. Nevertheless, WiMAX is vulnerable to impersonate

attacks [27]. Jatav et al. [35] found a collaborative attack

model that combines scrambling and water-torture attacks

together to implement destructive threats at the physical layer

and it is more hidden than a single attack. Scrambling can

disturb the connection between BS and a victim by catching

and interfering unencrypted control messages. Water-torture

attack is a kind of Distributed Denial of Service (DDoS) attack

that uses Domain Name System (DNS) as an attack vector.

Once the DNS server is taken down, the victim’s domains

will appear to be inaccessible.

As discussed above, security mechanisms, key manage-

ment, encrypt algorithms, and privacy protection of Wi-Fi and

WiMAX vary from each other, which brings a lot of difficulties

to design a secure handover scheme for the handover between

non-3GPP networks.

C. Attacks in Handover Process

Many potential attacks may threaten the security and privacy

of 5G handover. Herein, we classify these attacks into five

categories according to the taxonomy specified in [10].

1) Attacks against Authentication: The goal of attacks

against authentication is to disrupt the mutual authentication

between MEs and CN during the handover process. Imper-

sonation attack is a typical attack in which an adversary



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 6

impersonates the identity of another entity to get messages

belongs to the impersonated entity [36]. It is also referred to

as spoofing attack. In fact, this attack may be the basis of other

attacks. Man-in-the-Middle (MitM) attack is another kind of

attack on authentication [37], [38]. In the MitM attack, an

adversary impersonates the identities of two communication

entities and communicates with each one using the identity of

another [37]. Consequently, it can establish connections with

these two communication entities respectively and eavesdrop

on valuable information through message forward.

2) Attacks against Integrity: An attack against message

integrity is another threat to the handover in 5G networks. It

could threaten the integrity of signaling and user data during

handover. Representative attacks against integrity include but

are not limited to message blocking, message modification

attack, message insertion attack, and tampering attack.

3) Attacks against Confidentiality: An attack against mes-

sage confidentiality is very common in various communication

processes, so is handover in 5G. Passive and active adversaries

try their best to get useful information about signaling and

user messages. Confidentiality keeps the message from being

obtained by illegal users.

4) Attacks against Availability: Availability means that

network services are available to legal users. Attacks against

availability in handover take up most of the resources so that

legitimate user requests cannot be processed. DoS attack is

the most common attack on availability. It could target all

network entities in the handover procedure, especially at edge

entities with low computation and communication capability,

such as mobile devices, APs, or micro BSs. The DoS attack

can be implemented in many Open System Interconnection

(OSI) layers. For example, on the network layer, it is named

Smurf attack and on the transport layer, it is called flooding

attack.

5) Attacks against Privacy: The main attacks against pri-

vacy in handover target user identity, location, and other

sensitive personal information. For example, when a user

moves from a BS in his/her home network to a BS in a foreign

network, the real identity of this user is under risk of disclosure

attacks, since the real identity is transmitted during handover

for access authentication. Typical attacks against privacy in

handover include privacy violation and disclosure attack.

D. Security and Privacy Requirements for Handover in 5G

In [39], the authors analyzed and summarized the security

requirements for the 5G system, which are listed below:

• Identity and location privacy of user/device: the real

identity of the user/device covered should be hidden and

the use of pseudonyms is suggested.

• Mutual authentication and key agreement between mobile

devices and the network: the ME and the network should

check their legitimacy before ME accessing the network.

After that, they should negotiate a session key to protect

communications between them.

• Confidentiality and integrity of data in the control plane:

the confidentiality and integrity of control signaling

should be ensured.

• Confidentiality of data in the user plane: the user data

should be protected against unauthorized access.

• Security visibility and configurability: the relevant secu-

rity features are visible to users and can be configurated

based on user requirements.

• Platform security: secure execution environments in core

network should be provided.

However, they did not mention strong security and privacy

requirements for handover in 5G network. To protect the

handover from the security and privacy threats mentioned in

Section III-B, we specify the security and privacy require-

ments for designing a secure and privacy-preserving handover

scheme in 5G networks. We draw Table II to show potential

attacks on handover and corresponding requirements raised to

resist them.

1) Security Requirements:

a) Mutual Authentication and Authorization: Authenti-

cation is the cornerstone of handover security. An ME should

be successfully authenticated by both its source network and

its target network whenever a handover occurs. On the other

hand, the ME must confirm the validity of the target network

before accessing it. After the success of mutual authentication,

subscribed services should be negotiated and authorized for the

ME. The requirements on mutual authentication and authoriza-

tion mainly prevent the handover in 5G networks from attacks

against authentication, e.g., impersonation attacks, spoofing

attacks, and MitM attacks.

b) Confidentiality and Integrity: As 3GPP required, con-

fidentiality and integrity of transmitted data should be guaran-

teed for control plane messages or user plane messages. This

is a basic security requirement for the 5G networks, naturally

also for handover. Correspondingly, ME and the network

should agree on a session key after the handover in order to

achieve confidentiality and integrity in each communication

session against both passive attacks, such as eavesdropping,

and active attacks, such as message blocking attacks, message

modification attacks, and tampering attacks.

c) Forward Secrecy: Forward Secrecy (FWS) is a feature

that for an entity with knowledge of session key Km between

the entity with a second entity, it is infeasible to predict

any future Km+n (n> 0) used between a third entity and the

second entity. Forward secrecy protects future communications

from the threat of current keys leakage. In the context of

handover, forward secrecy refers to the property that, for a

gNB with knowledge of a KgNB , shared with a UE, it is

computationally infeasible to predict any future KgNB that

will be used between the same UE and another gNB.

d) Backward Secrecy: Contrary to FWS, Backward Se-

crecy (BWS) is a feature that for an entity with knowledge of

session key Kn, it is infeasible to predict any previous Kn−m

(n>m> 0) from which Kn is derived. Backward secrecy

protects previous communications from the threat of current

keys leakage. In the context of handover, backward secrecy

refers to the property that, for a gNB with knowledge of a

KgNB , shared with a UE, it is computationally infeasible to

predict any previous KgNB that has been used between the

same UE and a previous gNB.
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e) Availability: Availability means that the network is

available for legal users in any situation even under common

attacks. The services should be robust anytime and anywhere

even under DoS or DDoS attacks. Since 5G is an open

environment, an adversary can attack ME or BS from different

networks by raising various kinds of attacks. So, a handover

protocol must defend against various kinds of attacks as

aforementioned in Section III-C.

Note that formal verification is a set of methods that are

critical for the development of a correct protocol and have

been applied to the system design of hardware and software

[40]. Formal verification is a necessary method to guarantee

protocol availability and robustness.

2) Privacy Requirements:

a) Anonymity and Indistinguishability: In many han-

dover scenarios in 5G networks, user identity privacy preserva-

tion is a significant requirement. Mobile users prefer to enjoy

seamless mobile network services without using their real

identities and exposing locations or other personally sensitive

information. The real identity of an ME must be hidden from

visiting networks or other MEs, and no attacker can link

specific conversations to the real identity so that the user’s

privacy can be well protected from various attacks against

privacy.

b) Non-traceability: To distribute pseudonyms to the

mobile user is a good way to achieve anonymity, but the

adversary is able to trace users by linking a number of

fixed pseudonyms between different sessions. Therefore, it is

necessary to ensure non-traceability in handover.

c) Conditional Privacy: Although it is quite significant

to preserve user privacy, some sensitive information is re-

quested to be provided in order to offer some services in

certain situations. For example, when a user falls into a

dangerous situation and needs help, his/her location should

be conditionally available to ambulancemen. Thus, conditional

privacy should be offered in the 5G handover.

TABLE II
ATTACKS AND CORRESPONDING REQUIREMENTS

Attacks
Corresponding Security

Requirements

Attacks against

Authentication

Mutual authentication and

Authorization

Attacks against Integrity Integrity

Attacks against

Confidentiality

Confidentiality, Forward

Secrecy and Backward Secrecy

Attacks against Availability Availability

Attacks against Privacy

Anonymity, Indistinguishability,

Non-traceability, and

Conditional Privacy

E. Security Enabler Techniques

A number of security techniques construct the cornerstone

of most security protection schemes. In this subsection, we

briefly introduce them and classify them based on their func-

tions in Fig. 6.

Security 
Techniques

Authentication
Forward and 

Backward 
Secrecy

Anonymity

• HMAC
• PKC
• Merkle Tree
• Chameleon 

Hash Function
• Physical Layer 

Aided Security 

• DHKE
• Key Hierarchy

Integrity and 
Confidentiality

• Hash Function
• Session Key

Conditional 
Privacy

• Signature
• Temporary 

Identity

• Identity Table
• Identity Mask

Fig. 6. Classification of security techniques

1) Public Key Cryptography: Public key cryptography is

also called asymmetric cryptography. It is an essential building

block to construct a secure protocol. Also, it’s an important

signature method to realize authentication between network

entities. Many schemes deploy public key cryptography to

complete initialization and re-authentication and build se-

cure connections in handover. Diffie-Hellman Key Exchange

(DHKE) is a key component for public key cryptosystem,

which can let entities agree on the same session key. By

employing it, communication parties can negotiate session

keys by exchanging some public information over an insecure

channel.

2) Symmetric Key Cryptography: Symmetric Key Cryptog-

raphy uses the same cryptographic keys for both encryption

of plaintext and decryption of ciphertext. In the handover of

mobile communication, symmetric key cryptosystem works

along with hierarchical key management, for instance, key

hierarchy in LTE or 5G networks. In general, there is a long-

term key stored secretly, which can derive lots of session

keys by using the key derivation function. The key derivation

function is a well-designed function that can generate session

keys by combining a nonce with the long-term key. Under

this key hierarchy, even if the long-term key is exposed, the

session key can still keep confidential. The key hierarchy in

the 3GPP handover is shown in Fig. 7.

3) Merkle Tree: Merkle Tree is a tree data structure,

consisting of a root node, a set of intermediate nodes, and

a set of leaf nodes. Each leaf node can be verified through its

authentication path from the leaf node to the root node. Since

all authentication procedure only consists of hash function

operations, Merkle tree is a lightweight authentication method.

4) Physical Layer Aided Security: Physical layer infor-

mation [41] can be used to assist security protection, such

as authentication and key generation. Owing to the natural

randomness of physical layer information, they can be used

to recognize the identity of communication entities. There are

three mechanisms adopted commonly according to different

randomness properties, which are Channel State Information

(CSI)-based authentication, Radio Frequency (RF) recognition

approaches, and wiretap code-based authentication [42], [43].

5) Hash Function: The hash function has been widely

used in communication and security protocols. By comparing

two hash values, the message receiver can judge whether the

message is modified to protect the integrity of communication
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data Hash-based Message Authentication Code (HMAC) is

also often applied in authentication. Communication parties

share a session key in advance. They use this session key

to compute HMAC and compare the HMAC values to see

whether they are equal. If so, communication parties achieve

authentication.

6) Identity Privacy and Management: To avoid being iden-

tified as real identity in an open network, MEs use temporary

identity to authenticate and communicate. And change tempo-

rary identity periodically can avoid being linked to a specific

temporary identity. The authentication server stores a user’s

real identity and its corresponding temporary identity so that

it can get the user’s real identity according to his/her temporary

identity.

KAMF
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NH

(KgNB)
Initial

NAS uplink COUNT

NCC = 1

NCC = 2

NCC = 0KgNB KgNB KgNB
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Fig. 7. 3GPP handover key hierarchy

IV. SECURITY COUNTERMEASURES FOR HANDOVER IN

5G NETWORKS

In this section, we review the security schemes proposed for

handover in 5G networks based on the classification shown

in Fig. 2. In our review, we comment the pros and cons

of each scheme based on the proposed security requirements

and specify their computation and communication overheads.

Before going into details, we list the notations used in the

evaluation of computation and communication overheads in

Table III. Here, we abstract the operations of each protocol,

such as modular multiplication, hash, modular exponentiation,

etc. and we denote the time cost of each operation as symbols

in Table III. For every handover protocol, we add up all

time cost of operations to present the computation cost of

the protocol. Similarly, we use δ, ǫ, η, γ, θ and µ to indicate

communication cost between different entities and for every

protocol we add up all communication costs in handover

phase together as the communication cost of the handover

protocol. All communication and computation cost in this

paper are limited in handover phase without considering initial

authentication when user access the network at first time.

A. Security Schemes for Vertical Handover

1) Handover within 3GPP Networks: With the emergence

of 5G, existing interworking techniques are insufficient to

address handover security issues. In 5G networks, Next Gen-

eration Radio Access Network (NG-RAN) provides both NR

TABLE III
NOTATION DESCRIPTION

Symbol Description

Tm The cost of modular multiplication

Th The cost of hash operation

Te The cost of modular exponentiation

Tp The cost of pairing function

Ts The cost of symmetric encryption/decryption operation

Tas The cost of asymmetric encryption/decryption operation

TABS The cost of attribute-based sign operation

TKDF The cost of key derivation function

δ The delay of communication between ME and BS

ǫ The delay of communication between BSs

η The delay of communication between MMEs

γ The delay of communication between BS and MME

θ The delay of communication between ME and MME

µ The delay unit of communications between MEs

and E-UTRA for MEs to access CN, inter-RAT measurement

is limited to E-UTRA according to the specification presented

in [44]. A new BS gNB replaces LTE BS eNB in the 5G

System (5GS). The gNB is responsible for decisions of hori-

zontal handover, i.e., Xn and N2 handovers, in 5G networks

according to the specifications described in [23].

The 5G standard [45] defines interworking as Inter-RAT

mobility, which refers to mobility between 5G and LTE

networks. The inter-RAT handover is backward, so resources

are prepared in a target 3GPP access system before ME is

commanded by a source 3GPP access system to change to

the target 3GPP access system. To ensure handover with

other 3GPP networks (i.e., LTE), 5GS introduces converged

interoperability architecture. A subcomponent in NG-RAN

called Serving Gateway (SGW) provides mobility manage-

ment for handovers. The interworking of 5GS with other

3GPP networks is performed at higher layers and therefore

is less complex than the interworking of 5GS with non-3GPP

networks.

For the handover from Evolved Packet Core (EPC)/E-

UTRAN to 5GS/NG-RAN as shown in Fig. 8, the EPC maps

its 4G-Globally Unique Temporary Identity (GUTI) to 5G-

GUTI and 5GS keeps its Packet Data Network (PDN) session

according to its PDN session ID. Then, the source MME

sends ME’s security context to the target AMF, and the target

AMF derives a key KAMF from the received security context.

Further, AMF shall derive KgNB from KAMF . Simultane-

ously, the ME can obtain KAMF and KgNB in the same

way. Afterwards, the Packet Data Network Gateway (PGW)

performs a release of resources in EPC for PDN connections.

The whole procedures are executed in CN, so the security

and privacy of these handovers can be guaranteed under the

security framework of a 5G core network. For communication

cost, as shown in Fig. 8, there are two communications

between MME and AMF, three communications between ME

and BS, five communications between BS and AMF or MME,

so the whole communication cost for handover phase is 2η +

3δ + 5γ. As for computation overhead, since this process only
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consists of four hash operations, so the computation cost is

4Th.

MEME eNBeNB gNBgNB MMEMME AMFAMF

3.Generate 
5GS Security 

Context

2.Forward Relocation Request

4.Handover Request

5.Handover Request Ack

6.Forward Relocation Response
7.Handover Command

8.Handover Command

9.Generate 
5GS Security 

Context

10.Handover Complete
11.Handover Notify

1.Handover Required
0.Handover Required

Fig. 8. Handover from EPC to 5GS

2) Handover between 3GPP and Non-3GPP Networks:

Earlier in 3G, 3GPP proposed an interworking structure

between the Universal Mobile Telecommunications System

(UTMS) and non-3GPP networks to provide sound services

to support user mobility [46], [47]. Later in 4G, E-UTRAN

even supports more access technologies. Generally, 5GS is

more heterogeneous with various access technologies than

LTE. Consequently, many researchers focus on designing

fast and secure handover schemes between 3GPP and non-

3GPP networks. The basic procedure of handover from a

non-3GPP network to 5GS is shown in Fig. 9. N3IWF is a

link set between the two networks. Same as the calculation

method of handover from EPC to 5GS, the computation and

communication costs of handover from a non-3GPP network

to 5GS are 7Th and 2η + 3δ + 5γ, respectively.

Song et al. [48] and Cao et al. [49], [50] both proposed han-

dover authentication schemes between 3GPP and non-3GPP

networks based on the 3GPP network structure. Song’s scheme

introduces an additional network element named Data Forward

Function (DFF) to achieve authentication even when the ME

disconnects with a target BS. This scheme reduces handover

delay, but it only meets such basic security requirements as

mutual authentication confidentiality and integrity protection.

This scheme consumes 3δ in communication between ME

and BS. Other security and privacy requirements were not

considered.

In contrast, Cao’s scheme not only reduces the delay of

authentication but also improves the security of authentication.

It guarantees mutual authentication based on Identity-Based

Cryptography (IBC) [51]. When MEs request for handover,

legally registered MEs and BSs can negotiate a consistent

token based on their public and private keys. As a random

value used in Key Derivation Function (KDF), it is updated in

every session, this scheme can realize FWS. Since a pairwise

transient key is agreed between ME and BS, confidentiality

and integrity of messages can be protected. In the end, the

authors gave a test result under a model checker. The result

shows that these schemes can resist such protocol attacks as

MitM attacks, impersonation attacks, etc. However, identities

of users are transmitted in plain text when the ME launches

a handover request in [49], [50] so that the identity privacy

of users is not protected, , therefore, non-traceability and

conditional privacy were not achieved. As for computation

and communication overheads, these two schemes both cost

4Th + 5Tm at ME side and consume 3δ for communicates

between ME and BS.

3GPP and WiMAX Forum respectively specified inter-

working architectures between 3GPP networks, WLAN, and

WiMAX [31], [52]. In [53], he authors proposed a scheme

that modifies the standard Extensible Authentication Protocol-

Authentication and Key Agreement (EAP-AKA) protocol to

derive handover related parameters. It also reduces the au-

thentication delay by rejecting redundant communications with

a home network. The key is reused in this scheme when

ME revisits the network. In addition to fast authentication,

this scheme also provides some security features, like mutual

authentication, confidentiality, integrity, FWS, and BWS, but

it does not offer good privacy protection. Unfortunately, the

robustness test on this scheme was not given. The communi-

cation delay of this scheme is up to 3δ+3θ+γ+η. The authors

did not discuss computation cost.

MEME APAP gNBgNB N3IWFN3IWF AMFAMF

3.Generate 
5GS Security 

Context

2.Forward Relocation Request

4.Handover Request

5.Handover Request Ack

6.Forward Relocation Response
7.Handover Command

8.Handover Command

9.Generate 
5GS Security 

Context

10.Handover Complete
11.Handover Notify

1.Handover Required
0.Handover Required

Fig. 9. Handover from a non-3GPP network to 5GS

With the emergence of SDN, a new handover authenti-

cation mechanism based on SDN was proposed [54]. By

using SDN, the control logic unit was removed from the

underlying infrastructure and was replaced by a controller in

the control plane of SDN so that software can be installed in

the controller to provide global and efficient management over

a whole HetNets. In [55], the authors proposed an SDN-based

authentication structure as depicted in Fig. 10. It implements

an Authentication Handover Module (AHM) and a Privacy
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Protection Module (PPM) in the SDN controller. The con-

troller can trace and predict ME’s location and inform relevant

cells of potential handover. Additionally, this authentication

mechanism is a non-cryptography method in which an ME

proves its identity with unique Secure Context Information

(SCI) consisting of identity, location, round-trip time, and

physical layer attributes. But the authors did not provide a

detailed algorithm about how to compare two secure context

information. Later, Duan et al. [56] proposed a protocol to

instantiate the security authentication structure proposed in

[55]. In Duan’s scheme, a user’s privacy can be protected by

dispersing user sensitive data over different SDN-controlled

network paths. This scheme reduces computation overhead at

the user side to zero, and it only takes 2δ to complete handover.

Nevertheless, this scheme does not support mutual authentica-

tion, the SCI transferred between BS and MEs is vulnerable

to eavesdropping attacks. Moreover, the authentication in this

scheme is one-way, i.e., every AP is able to get the identity

of MEs but MEs cannot verify the validity of the network.

After, Ozhelvaci et al. [57] proposed a more secure scheme

by deploying Extensible Authentication Protocol-Transport

Layer Security (EAP-TLS) module in SDN networks to realize

mutual authentication, confidentiality, integrity, anonymity,

and non-traceability. After comparing the SCI from both ME

and the SDN controller, the target AP can authenticate the

identity of ME. Then ME can start to negotiate a session key.

This scheme achieves mutual authentication and protection

of user privacy, but it fails to ensure FWS and does not

consider conditional privacy. Its communication cost is 11δ.

Computation cost in this scheme was not mentioned.

Alam and Ma proposed a handover scheme based on SDN

and Merkle tree [58]. By transferring data through the SDN

controller, handover delay is reduced. Also, applying the

Merkle tree decreases communication overload. This work

not only achieves high efficiency but also improves security

and privacy preservation. Mutual authentication, confiden-

tiality and integrity protection, FWS, anonymity, and non-

traceability were also supported in this scheme. Moreover, dual

connectivity and coordinated multipoint access are supported,

too, thus this scheme sharply improves the efficiency of

authentication. Nonetheless, conditional privacy is not offered.

Notably, analysis against attacks was presented in an informal

way in [58]. This scheme only takes 5Th and δ+ǫ to complete

handover authentication.

Cao et al. [59] proposed a handover scheme by integrat-

ing the capabilities of network entity proposed in [60] into

Duan’s scheme [55]. The scheme fulfills all the security and

privacy metrics as described above with low computation and

communication overheads. In this scheme, an AHM in the

SDN controller is deployed in the SDN controller to assist the

whole handover procedure including predicting the location

and traverse route of MEs and transmitting relative information

to candidate cells. The target BS authenticates an ME by

checking a credential generated by AHM. In this credential,

a temporary identity and the capability of ME are sealed and

signed by AHM. It works like a ticket or getting a permission

to access to the target network. On the ME side, it verifies the

target BS through the Message Authentication Code (MAC)

generated by the secret key of the target BS. But there is a flaw

in this scheme that the credential of ME is constant without

being updated. Once one BS is compromised, the security and

privacy of the ME will be in high risk. Regarding computation

and communication overheads, it separately takes 4Th + 2Ts

and 3δ.
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                          ...AHM PPM
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Fig. 10. SDN-enabled 5G wireless HetNets structure

Recently, blockchain technology has gained tremendous

attention. Blockchain is a decentralized structure with sev-

eral key characteristics, such as decentralization, persistence,

anonymity, and auditability [61]. Many researchers are lever-

aging blockchain technology to solve 5G security handover

issues. Yazdinejad et al. [62] proposed a scheme that com-

bines blockchain with SDN to improve security, privacy,

and efficiency of handover. In this scheme, a new network

entity called blockchain center is deployed outside an access

network. It is responsible for generating and storing security

parameters. Underneath the blockchain center, there is an SDN

controller network. Once one SDN controller is down, the

blockchain center can manage the access network via other

controllers. As for handover, owing to the common blockchain

center, there is no need for re-authentication when an ME

leaves one cell and enters another under the same controller.

In other situations, the BS can authenticate MEs by using

authentication information got from the blockchain center. The

blockchain center regularly checks whether the BS is valid.

One advantage of deploying blockchain is that all information

is on the blockchain so that nobody can repudiate it. However,

this scheme introduces high communication overhead between

the SDN controller and the blockchain center. Moreover, the

authors only considered data privacy rather than identity and

location privacy. On the other hand, there is no stable attack

simulation result provided in this paper. As for efficiency, a

block where handover-related keys are stored is produced per
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second, which is far from the requirement of handover delay.

To remove an Authentication, Authorization, and Account-

ing (AAA) server and a global private key generator from the

handover structure, Zhang et al. [63] introduced blockchain

into handover as a global storage media. To implement

handover authentication without a private key generator, the

authors adopted the chameleon hash into the handover. The

chameleon hash is a special hash function with a trap door

to compute a collision [64]. Therefore, given a pre-registered

hash value, a legal ME can generate the same hash value be-

cause only the legal user knows the trapdoor of the chameleon

hash. With this scheme, an ME generates a chameleon hash

value when it is firstly registered into the AAA server and the

AAA server records the hash value in the blockchain. The ME

can check the validity of the hash value through the blockchain

to ensure consistency of the hash value. When a handover

happens, the ME produces a pair of parameters that can lead

to the same hash value as on the blockchain, then sends

them to the target BS to prove the legitimacy of its identity.

In turn, the target BS also uses the same way to prove its

legitimacy. Moreover, the authors leveraged the Elliptic Curve

Diffie-Hellman (ECDH) key agreement protocol and used two

random values to guarantee the FWS. Since the authentication

information is not sent to the AAA server, no one can track

the MEs, However, conditional privacy was not considered in

this scheme. As for efficiency, it needs 4Th + 10Tm at ME

side and communication overhead is 3δ.

Blockchain also can be combined with IoT. Shen et al.

[65] proposed cross-domain handover protocols for industrial

IoT based on blockchain. In each domain, there is a Key

Generator Center (KGC), an Authentication Agent Server

(AAS), and a Blockchain Agent Server (BAS), responsible

for key generation, authentication and blockchain operation

respectively. This scheme is based on blockchain and IBC. ME

sends a handover request with an identity-based signature, and

the corresponding public key of ME is shared on blockchain. If

the foreign domain can get the public key of ME and decrypt

the signature, ME can verify its legality via a signed message.

In the meanwhile, foreign can authenticate ME based on the

signature. However, in this scheme, ME outsources heavy

computational operation to the agent server and the private

key of ME is also kept in the agent server which is not secure.

Therefore, the computational cost on the ME side is 3Te and

the communication overhead is 6(δ + γ) + 10θ.

Guo et al. [66] proposed a master-slave blockchain-based

cross-domain handover mechanism in IoT. The main chain

and slave chain are both consortium blockchains on account of

efficiency. Each slave chain represents an IoT domain and the

connected devices have built a trust relationship with the net-

work. The main chain is responsible for ensuring cross-domain

trusted handover of IoT devices. When handover happens, a

certificate of a device is transmitted from the source domain

to the target domain via the main chain so that the target

domain and the device can perform mutual authentication. As

for efficiency, this scheme needs Tas on computation and 2δ
on communication. Nonetheless, the authors only considered

mutual authentication and session key establishment.

Similar to the multi-blockchain system structure in [66],

Dong et al. proposed a cross-domain authentication for IoT

based on the Cosmos network. Cosmos network is a het-

erogeneous network that supports interactions between dif-

ferent blockchains. By the Cosmos network, handover-related

information can be transferred from the source domain to

the target domain successfully. However, the authors only

proposed a handover framework in this paper rather than a

detailed protocol.

D2D communication is a kind of communication that mo-

bile users communicate directly to each other without the

help of a BS or CN. It is considered as a new paradigm to

revolutionize the traditional communication ways of cellular

networks [2]. Some researchers have studied D2D communi-

cation security and privacy preservation [67]–[69]. However,

research on handover security and privacy preservation in D2D

communication is still a blank. Consequently, Kumar et al. [70]

proposed a handover scheme for D2D communications in 5G-

WLAN networks. The BS authenticates users with the help of

an AS based on bilinear pairing. However, its computation cost

is quite high because of pairing operations and exponential

operations. Although all the security and privacy requirements

except conditional privacy are fulfilled, handover delay is not a

neglectable attribute. Its computation overhead is heavy, which

takes 7Th + 5Tm + 2Tp and the communication overhead is

3δ.

MIS 
Function

MIS 
Function

MIS 
Function

3GPP 
Interface

802 
Interface

3GPP Networks Mobile Equipment 802 Networks

3GPP 
Interface

802 
Interface

High Layer Transport

Fig. 11. The MIS structure between networks

The aforementioned schemes are all about one ME handover

between networks. Some researches focus on group-based han-

dover authentication schemes [71]–[73]. Cao et al. [71], [72]

proposed two schemes of group handover authentication in

LTE networks by using an aggregate signature to reduce com-

munication costs. Instead of performing authentication one by

one, group members choose a leader to aggregate all signatures

generated by them and communicate with MME or Access

Service Network Gateway (ASN-GW) to complete handover

authentication. If handover is performed successfully, all group

members can separately establish a secure tunnel with MME or

ASN-GW. Although the scheme in [71] can reduce signaling

overhead, the aggregate signature algorithm suffers from a key

escrow problem, which is caused by an untrusted Private Key

Generator (PKG) that holds all private keys to sign and decrypt

user messages illegally. Moreover, its computation overhead

is heavy, which needs 2Th + (8 + n)Tm + Tas, although
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communication cost is 3δ. FWS, BWS, and privacy were not

considered in this work. Furthermore, the authors did not give

a detailed security proof, neither simulate attacks to study its

robustness.

Lai [73] made some modifications based on Cao’s scheme

and proposed a group handover scheme for Machine-

to-Machine (M2M) communications between 3GPP and

WiMAX. It introduced a certificateless aggregate signature-

based scheme to overcome the drawback of key escrow in

ID-based aggregate signature schemes and realized FWS. But

the authors only considered identity privacy. The cost of ME is

that computation takes Th+(7+n)Tm+Ts and communication

takes 4θ.

Lately, Cao et al. [72] came up with a group handover

authentication scheme in LTE-A&WLAN HetNets. With this

scheme, the handover is divided into two cases, the handover

to a new WLAN and the handover to a previously visited

WLAN, thus the handover procedure can be speeded up. It

deploys an Aggregate Message Authentication Code (AMAC)

to aggregate all messages of group members into a single

message for authentication. All the aforementioned security

and privacy requirements except conditional privacy are met

in this scheme. In addition, if some group authentication

messages from a group member are compromised or modified

by an attacker, which fails authentication, the AAA server

can quickly find out the rogue group member. Compared to

previous work [71] , this paper gave detailed security proof

and considered identity privacy as well as location privacy. In

particular, communication and computation overheads are 4Th

and 3δ+4ǫ, respectively.

3) Handover between Non-3GPP Networks: As the most

common non-3GPP networks are WLANs, especially Wi-Fi

and WiMAX, we review schemes to support handover between

Wi-Fi and WiMAX. IEEE proposed a Media Independent

Services (MIS) framework [22] shown in Fig. 11, which

enables the optimization of services including the handover be-

tween heterogeneous IEEE 802 networks. There are four main

services in MIS services: Media Independent Event Service

(MIES), Media Independent Command Service (MICS), Me-

dia Independent Information Service (MIIS), and management

service. The MIES defines status change events in a dynamic

link. The MICS provides commands to control a link status.

The MIIS consists of a series of information-related elements,

structure, and transfer mechanisms to provide information

transformation services. Finally, the management service is

responsible for registration and service discovery. By using

these four services and deploying a standard service interface

at a high layer, the MIS framework enables applications in the

high layer to ignore different media-specific layers.

In academic, there are also plentiful researches [74]–[76]

on handover between non-3GPP networks. Formally, when an

ME executes handover from one network to a HetNet, the ME

should mutual re-authenticate with the target network access

server. Sun et al. proposed a scheme [75] to securely transfer

a current session key from a serving network to a target

network. By reusing the session key, the proposed scheme

enables ME to access the target network without executing

an entire authentication process. When handover happens, the

only negotiation between two ASs is needed. Meanwhile,

the handover scheme adopts public key cryptography and

symmetric cryptography to guarantee the confidentiality of

handover information. But, to transfer the session key from

Wi-Fi to WiMAX may expose the session key to a risk of

leakage. If one network is compromised by an adversary,

the other network will be corrupted consequently. The cor-

rupted network can use a false base station attack against

legitimate users [77]. In short, this scheme realizes mutual

authentication, confidentiality, and integrity protection, as well

as FWS. It does not consider the privacy requirements of

handover. Neither, the authors gave formal proof of security.

The communication overhead of the scheme is 4δ+γ+η+θ.

Yan et al. [76] proposed an improved scheme by using both

access authentication and Mobile IPv6 (MIPv6) authentication

to guarantee network security, but there is no detailed de-

scription of the handover scheme. Privacy was not considered,

either. In this scheme, communication takes 2θ+ǫ. Eastwood et

al. [74] proposed a scheme to acquire information about a tar-

get network including service availability, and owner identity

of the network by applying MIS. However, these two schemes

only achieve mutual authentication and key establishment. All

these three schemes [74]–[76] did not discuss computational

overhead.

Different from the aforementioned schemes that reuse the

session keys, Hou et al. [78] proposed a fast authentication

scheme with a pre-authentication structure in Wi-Fi/WiMAX

hybrid networks. This scheme does not modify the authentica-

tion in Wi-Fi and WiMAX standards, but just divide authenti-

cation into a pre-authentication phase and a re-authentication

phase. During authentication, there is no communication be-

tween the AP and AS. Nevertheless, this scheme does not

improve the robustness of handover security. EAP-TLS proto-

col was adopted in this scheme so that mutual authentication,

confidentiality and integrity protection are fulfilled. As for

privacy protection, the authors did not consider it. Regarding

communication overhead, it takes δ+2γ+θ.

Some researchers proposed an interworking function to real-

ize communications between Wi-Fi and WiMAX. Huang et al.

[79] used a Wi-Fi Interworking Function (WIF) in a WiMAX

network to communicate with the AAA server to guarantee

security. This scheme retains the security requirement in

Wi-Fi and WiMAX specifications. In this scheme, mutual

authentication, confidentiality, integrity, and user anonymity

are guaranteed, but other security and privacy requirements are

not considered. The communication overhead of this scheme

is 2δ+2θ, while computation cost is not discussed. Similarly,

Yang et al. [80] designed a scheme based on WIF and

PKC. The authors achieved user anonymity by distributing a

pseudonym to ME and direct handover by using a private key

to generate a consistent token. In this scheme, security and

privacy requirements are fulfilled except conditional privacy.

However, this paper lacks solid security proof. As for compu-

tation and communication overheads, they are 3Th+6Tm and

3δ, respectively.

In the meanwhile, Fu et al. [81] proposed a handover

authentication scheme based on a ticket generated by a

previously visited network, which can be used to perform
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key agreements without connecting to the AAA server. In

particular, two APs in different networks can easily derive a

session key with this ticket, so that confidentiality and integrity

are promised. Moreover, with a random number in both ME

and AP during the execution of the key agreement protocol,

the scheme achieves FWS and BWS. A formal analysis of

this protocol was given by using a formal verification tool.

However, privacy issues were not considered in this protocol.

The communication overhead of this scheme is 5Tm+4TKDF ,

while its communication overhead is 4δ.

We summarize and compare the security performance of

vertical handover schemes analyzed above in Table IV. We

use
√

, × and - to indicate whether these requirements are

met or not considered in these schemes.

B. Security Schemes for Horizontal Handover

Horizontal handover or roaming is another common han-

dover scenario. We divide horizontal handover into two types:

intra-MSC and inter-MSC handover, according to handover

range. These two types of handover are depicted in Fig. 12.

AS

Source BS Target BS

ME

AS1

Source BS

AS2

Target BS

ME

(a) Intra-MSC handover (b) Inter-MSC handover

Fig. 12. Intra-MSC and inter-MSC handover structure

1) Intra-MSC Handover: Intra-MSC handover is a kind of

internal handover between cells controlled by a single BS or

between two different BSs controlled by one MSC, in which

three entities are involved, a source BS, a target BS, and a

ME.

Some schemes [83]–[86] use AS to authenticate the ME

when it performs handover between BSs. This kind of scheme

is called AS-based scheme with such an assumption that AS

has powerful security features. Kumar et al. [83] proposed

a handover authentication scheme for WLAN. This scheme

uses Identity-Based Signature (IBS) to achieve mutual au-

thentication between ME and AS. However, this scheme does

not provide conditional privacy and proof of security. The

computation overhead is 2Th + Tm + 3Te + 2Ts and the

communication overhead is 2δ+γ.

Sharma et al. [85] proposed a handover scheme with the

assistance of the AS for 5G Xhaul networks [87]. MEs perform

authentication via a pre-shared secret key between MEs and

AS. Every time when the handover procedure completes,

the session key will be updated. It fulfills all security and

privacy requirements except conditional privacy with 4Th +

Tm + 2Te computation cost and 6δ+2γ+ǫ communication

overhead. Recently, Chen et al. proposed a handover authen-

tication scheme based on a Number Theory Research Unit

(NTRU) algorithm [88]. Since the NTRU algorithm is based

on lattice theory that is secure against quantum adversaries,

this scheme is sufficiently secure even though a quantum

computer is created. In this scheme, an ME uses a family of

uncorrelated pseudonyms. Every pseudonym is only used once

during authentication. This scheme provides good security

performance with low computation cost for cryptographic

operations. However, Wang et al. [89] pointed out that every

valid participant in the authentication can recover the private

key of AS and has the possibility of impersonating the AS.

The second type of handover authentication scheme is

called Security Context Transfer (SCT)-based scheme. In this

type of schemes, authentication context is transferred without

involving the AS, which effectively enhances the efficiency

of authentication. Choi et al. [90] proposed a scheme based

on chameleon hashing. In this scheme, an AS generates two

chameleon hash values and related key pairs for ME and

AP. As only ME and AP know the trap door of chameleon

hash, nobody else can compute the same hash value. The ME

and the AP authenticate each other using the hash value as

a credential without involving direct communication between

APs. The computation cost and communication overhead are

4Te + Tas and 3δ, respectively. Gupta et al. [91] proposed

a handover scheme based on the chameleon hash and Public

Key Cryptography (PKC) that not only realizes mutual au-

thentication, confidentiality, integrity, FWS, anonymity, and

non-traceability but also solves the key escrow problem.

However, this scheme’s computation cost is 3Th+3Tm+Tas,

which is higher than Choi’s scheme [90]. But it has a lower

communication cost as 2δ. Fu et al. and Abouhogail et al.

[92]–[94] proposed handover protocols based on a signature

which can be used as a ticket for fast authentication, but

Fu’s schemes [92], [93] demand that MEs and APs share a

same group identity, which is not practical in most scenarios

and neither schemes provide conditional privacy. Abouhogail’s

scheme [94] fails to establish a session key between MEs and

APs. Moreover, it cannot offer FWS.

The third type of handover authentication is physical layer-

based handover. As physical layer attributes are environ-

mentally dependent random features that can be used as a

natural credential, it can achieve lightweight authentication

without applying cryptographic methods. Moreira et al. [95]

proposed a cross-layer handover scheme by using received

Radio Signal Strength (RSS) to authenticate and applying

a fingerprint source to generate an unpredictable secret key.

Since the pre-shared key is generated from unpredictable RSS,

this scheme can guarantee FWS. Applying the trust zone not

only simplifies frequent handover but also obfuscates ME’s

location.

Similarly, Fan et al. [96] proposed a region-based handover

scheme for small cell networks. Quite similar to the aforemen-

tioned trust zone, the main idea of this scheme is to build a

region containing one eNB and several Home Evolved Node

Base Stations (HeNBs). When an ME firstly enters a new

region, it completes a full initial handover authentication and
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TABLE IV
COMPARISON OF VERTICAL HANDOVER SCHEMES

Scheme MA CI FWS BWS AD AI NT CP Computation overhead Communication overhead

[47]
√ √ × √ × √ × × 7Th 2η + 3δ + 5γ

[49]
√ √ × √ √ × × × 4Th + 5Tm 3δ

[50]
√ √ × √ √ × × × 4Th + 5Tm 3δ

[53]
√ √ √ √ √ √ √ × - 3δ+3θ+γ+η

[56]
√

- - - - - - - - -

[55]
√ × × × × × × × 0 2δ

[58]
√ √ √ √ √ √ √ × 5Th 11δ

[82]
√ × × × √ × × × Th + 3Ts 3δ

[59]
√ × × × √ × × √

4Th + 2Ts 3δ

[62]
√ √ √ √ × × × × - -

[63]
√ √ √ √ √ √ √ √

4Th + 10Tm 3δ

[70]
√ √ √ √ √ √ √ × 7Th + 5Tm + 2Tp 3δ

[71]
√ √ √ √ × √ √ × 2Th + (8 + n)Tm + Tas 3δ

[72]
√ √ √ √ √ √ √ × 4Th 3δ+4γ

[73]
√ √ × × × √ √ × Th + (7 + n)Tm + Ts 4θ

[74]
√ √ × × × - - - - -

[75]
√ √ × × × - - - - 4δ+γ+η+θ

[76]
√ √ × × × - - - - 2θ+ǫ

[77]
√ √ √ √ × √ √ × - δ+2γ+θ

[78]
√ √ √ √ × × × × - 2δ+2θ

[79]
√ √ √ √ × √ √ × 3Th + 6Tm 3δ

[80]
√ √ × × √ × × × 5Tm + 4TKDF 4δ

MA: mutual authentication; CI: confidentiality and integrity; FWS: forward secrecy; BWS: backward secrecy; AD: availability
and dependability; AI: anonymity and indistinguishability; NT: non-traceability; CP: conditional privacy;
Tm: computation cost of multiply operation; Th: computation cost of hash point function; Tp: computation cost of bilinear pairing
function; Te: computation cost of modular exponentiation; TKDF : computation cost of key derivation function; Ts: computation
cost of symmetry encryption/decryption operation; Tas: computation cost of asymmetric encryption/decryption operation
δ: transmission time between ME and BS; ǫ: transmission time between BSs; η: transmission between MMEs; θ: transmission
between ME and MME; γ: transmission between MME and BS; µ: transmission between MEs
- : this scheme does not consider in paper; ×: this scheme does not satisfy the requirement ;

√
: this scheme satisfies the

requirement

is issued a warrant for future handover. If the ME possesses

a regional warrant and is ready to handover to another HeNB

under the same eNB, it can use the warrant to perform a fast

handover with assistance of MME and the AAA server. In

fast handover, upon receiving the warrant, the AAA server

checks the expiration time and validity of the warrant at first.

If it holds, the AAA server will compute a new session key

and a temporary identity for the ME in case of anonymity

and key compromise. However, in this scheme, the ME must

communicate with the AAA server via eNB every time, which

causes heavy communication overhead.

The last method of handover authentication is direct han-

dover based on PKC. By deploying PKC, mutual authenti-

cation can be achieved straightaway. When a handover au-

thentication happens, an ME first sends a handover request

to a target AP. Both legal ME and BS/AP can get private

keys from AS. Using the private keys, ME and BS/AP can

derive a consistent token and achieve mutual authentication

and generate a session key based on the token. In the end,

the target AP may inform the AAA server of the successful

handover authentication.

Many cryptographic technologies can be adopted to achieve

handover. He et al. proposed a privacy-preserving handover

scheme based on a bilinear pairing function [97]. They con-

tinuously deployed IBC to implement mutual authentication.

Its computation cost is 3Th+Tm+Tp and its communication

overhead is 2δ. Later, Islam et al. [98] proposed a handover

authentication scheme without using bilinear pairing, which

enormously improves the efficiency of handover. It satisfies

all the requirements mentioned above by using IBC. After au-

thentication, target AP informs AS of successful handover and

sends handover parameters to AS. And if necessary, AS can

get the real identity of ME according to the pseudo-identity.

As for efficiency, its computation overhead is 2Th +4Tm and

its communication cost is 2δ.

Jo et al. [99] proposed a handover scheme based on IBC,

similar to the abovementioned schemes. It uses a signcryption

algorithm to minimize the number of pseudo identities in

subscriber identification cards. The authors claimed that their

scheme is formally proved secure in a Canetti-Krawczyk (CK)

model [100]. But computation and communication costs are

both high, which are respectively 7Th + 3Tm + 2Te + TKDF

and 3θ. However, recently, Odelu et al. [101] proved that

Jo’s scheme fails to achieve security under the CK-adversary
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model, and is also vulnerable to user impersonation attack.

Xu et al. [84] proposed a scheme with all security re-

quirements satisfied except conditional privacy. Nevertheless,

the computation cost of this scheme is high, which reaches

2Th + 3Tm + 2Ts + Tp. Yang et al. [102] proposed another

scheme that greatly reduces computation cost, but remains the

same security level as [84]. The computation overhead of this

scheme is 4Th + 4Tm and communication overhead is 2δ.

Unfortunately, formal proof of security is missed in [102].

Similarly, Mo et al. [103] proposed an efficient handover based

on IBC without using any pairing functions. In addition, the

authors proved the security of mutual authentication, confiden-

tiality, integrity, FWS, user anonymity, and non-traceability.

The computation and communication costs are 2Th + 5Tm

and 2δ, respectively.

Li et al. [104] proposed a privacy-aware handover authen-

tication scheme by using IBS. When an ME first enters the

network, it performs full authentication and builds a secure

connection with a serving AP. Also, AS distributes security

parameters to every legal AP. And when an ME moves into

the coverage of a new AP, it generates a signature and sends it

to the target AP together with its pseudonym distributed from

AS. After receiving this message, the target AP first checks

the timestamp of the signature for resistance against a replay

attack. Once the signature is accepted, the target AP sends a

response message to the ME consisting of the identity of the

target AP and a MAC. The ME can verify the identity of the

target AP by comparing MAC with its computing result. If two

values are equal, the authentication is successful. Otherwise, it

fails. The computation cost of this scheme is 4Th + 5Tm and

communication overhead is 2δ. However, this scheme suffers

from an impersonation attack since the ME cannot identify

the legality of the target AP. When an attacker eavesdrops on

the request message from an ME, it is easy for the attacker to

calculate a certain value of MAC and session key by using its

own identity. After receiving the response message from the

attacker, the authentication procedure goes on, and then the

ME builds a connection with the impersonated “AP” without

aware that this “AP” is an attacker. Both Chaudhry et al. [105]

and Xie et al. [106] found this weakness and changed a pa-

rameter used in verifying a legitimate user to remedy this flaw

with the same computation and communication overheads.

He et al. proposed [107], this scheme have deployed group

signature to realize high security and privacy. Forward secrecy

and backward secrecy are supported, because of a dynamic

user revocation mechanism of the adopted group signature.

However, the authors did not give detailed security proof,

and its computation cost is too heavy due to the usage of a

group signature. It does not meet the requirement of efficiency

although its communication overhead is 2δ.

Attribute-Based Signature (ABS) is a kind of public-key

signature that users sign messages with any attributes issued

from an attribute authority. Using ABS, a signer can keep

anonymous and is indistinguishable among all the users whose

attributes satisfy the predicate specified in the signature [108].

This feature makes it appropriate to be applied in anony-

mous authentication. Zeng et al. [109] proposed an ABS-

based anonymous handover scheme. However, its computation

overhead is too heavy to be applied in practice. As noted,

the authors did not give security proof on their scheme.

Unfortunately, all public-key-based handover methods need a

trusted third party as a private key generator and are vulnerable

to the key escrow problem.

2) Inter-MSC Handover: Inter-MSC handover happens

when an ME moves between two different base stations

belonging to different MSCs.

Cao et al. [110] proposed a uniform handover authentication

scheme based on the proxy signature for all potential handover

scenarios. Taking advantage of the proxy signature, ME and

the target BS can ensure mutual authentication by checking

the message from the other side whether the AS signs or not.

After authentication, ME and the BS negotiate a session key

using DHKE. This scheme performs well in terms of security,

it fulfills mutual authentication, confidentiality, integrity and

FWS. Strong security proof of security was also given. How-

ever, this scheme cannot protect the privacy of user identity

very well, since it uses the GUTI rather than a pseudonym

for authentication, which can be traced when the GUTI is

used for a long time. Moreover, this scheme requires MEs

to perform five times of RSA verification, which increases

the computation cost that is up to 3Th + 4Tm + 4Te. The

communication overhead is 3δ+4γ+2η. Gupta et al. [111] pro-

posed another handover scheme based on a proxy signature to

overcome the drawbacks of privacy preservation in Cao’s work

[110]. They also considered revocation property of users in

all mobility scenarios. Unfortunately, the communication and

computation overheads of their scheme increase accordingly,

which are 11Th + 11Tm and 3δ+6γ+2η, respectively. Qiu

et al. [112] proposed a similar scheme to decrease the high

computation and communication cost of Cao’s scheme, which

are 6Th + 4Tm and 3δ, respectively.

Ahmad et al. [113] proposed a handover scheme that makes

use of an ME’s historical mobility pattern. When an ME is

ready for handover, it first looks into its mobility history to

select a target cell. If its current trajectory is not in a historical

record or the load of the target cell is full, the ME will look

for a new target cell according to its distance from other BSs.

But the authors only considered the efficiency of handover

regardless of security and privacy issues. This work only helps

MEs decide which BS to connect with rather than a detailed

handover scheme. Sharma et al. [114] introduced blockchain

into distributed mobility management to implement secure and

energy-efficient handover in fog networks. As shown in Fig.

13, three types of blockchain are used in this framework,

namely Proof of Work (PoW)-wise, region-wise, and user-

wise. The PoW-wise blockchain is at a fog server level in

a fog network. It is responsible for inter-mobility-anchors

ledgers to handle conflict issues between Mobility Anchors

and Access Routers (MAARs). The region-wise blockchain

controls MAARs and the user-wise blockchain contains users.

When handover happens, MAARs send a handover request

and broadcast it. If there is no conflict in the PoW-wise

blockchain, the target MAAR conducts a handover. Then, the

ME sends an attachment request to the target MAAR. After

checking the information on the user-wise blockchain, it sends

an acknowledgment message to the ME and sends an updating
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message to the serving MAAR. All two MAARs update

user-wise and region-wise ledgers. However, this framework

only provides a mutual authentication method, session key

establishment with privacy and anonymity remains unsolved.

Recently, Ma et al. [115] proposed a universal handover

scheme. It enables an ME first to perform mutual authentica-

tion with a target AP. Then the target AP sends a notification

message to a target MME. On receiving the message, the

target MME sends a handover completed message to the

serving MME. It uses a certificateless public key mechanism

to overcome the key escrow problem. In this scheme, mutual

authentication, confidentiality, integrity, FWS, nonrepudiation,

user anonymity, and non-traceability can be guaranteed like

normal public key-based schemes, but conditional privacy

was not considered by the authors. The computation cost is

7Th + 6Tm and the communication overhead is 3δ+γ.

Yang et al. [116] proposed a secure anonymous roaming

scheme in which a visiting network can authenticate a user’s

home network with a token, which is generated by the home

network, without knowing the real identity of the user. Its

computation cost is 6Th + Tas and communication overhead

is 3δ+5η. Additionally, another two two-party authentication

schemes were proposed based on IBS and group signature

[117]. The scheme based on IBS can achieve basic security

requirements such as mutual authentication and key estab-

lishment, but it cannot provide privacy protection to a user’s

identity because the identity of the user is transmitted in

plaintext during handover. On the contrary, the scheme based

on the group signature provides perfect privacy protection. The

user can perform handover with pseudonyms and the serving

network authenticates the user without knowing his/her real

identity. Moreover, the home network can get the real identity

of the user if necessary since it locally keeps the track key of

the user. Taking user revocation into consideration, the authors

modified the group signature signing procedure to fasten user

revocation.

Xue et al. [118] proposed a handover authentication scheme

for IoT in Space Information Networks (SIN). SIN enables

every IoT object to be connected to the Internet no matter

where it is. Traditional handover schemes are not suitable to

be applied to SIN because of its high signaling overhead and

high processing delay. Xue’s scheme enables the handover

authentication between an ME and two satellites without

the involvement of any ground stations, which significantly

decreases processing delay. To protect user identity privacy,

the ground station distributes a set of irrelevant pseudonyms

to the ME. When handover happens, the ME and the satellite

could achieve mutual authentication by adopting PKC and

generate a shared session key to protect the confidentiality and

integrity of communications. FWS is also guaranteed since the

session key is generated based on both the secret session key

and a random value. Dependability was tested under an attack

simulation. This scheme can achieve user anonymity and non-

traceability by using a pseudonym mechanism. Its computation

cost is 4Th + 7Tm.

All aforementioned schemes focus on a single ME handover.

Some researchers also notice that there is a handover scenario

where many MEs move together so that it is possible to form a

PoW-wise blockchain (private)
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Fig. 13. Structure of blockchain-based DMM

handover group to reduce handover communication costs. Fu

et al. [119] proposed a group handover authentication scheme

for handover in a WiMAX network. When the first ME of

the group arrives in a target BS, the BS gets authentication

information of all group members from a serving BS, so that

when the rest of the group members come to the target BS,

they can bypass the Extensible Authentication Protocol (EAP)

and directly perform handover authentication, which distinctly

improves handover efficiency. This scheme uses pseudonyms

and a key hierarchy mechanism to guarantee mutual authen-

tication, confidentiality, integrity, FWS, anonymity, and non-

traceability. But BWS, dependability, and conditional privacy

were not considered by the authors.

Cao et al. [120] proposed another uniform group handover

authentication scheme. In this scheme, when the first group

member performs handover, the handover required contexts

of other members are transmitted during the handover phase

of the first ME. Only mutual authentication, confidentiality,

integrity, and FWS were considered in this work. BWS is not

supported. Furthermore, Cao et al. [121] proposed a group

handover authentication scheme that deploys multi-signature

and AMAC to promote the efficiency of handover. Different

from authenticating group members one by one in [120], all

group members send handover requests via a group leader,

the leader batches all requests and sends them to a target AP.

Then, the target AP can authenticate all the group members

at once. Later, the target AP computes session keys for every

MEs. After receiving the response message from the target AP,

every ME checks the validity of the target AP and computes a

corresponding session key to build up a secure communication

channel with the target AP. Compared to previous schemes,

this scheme achieves better efficiency and can also protect the

real identity of the ME from leakage. In addition, tracing the

real identity of the ME is possible by some authorized party

if necessary.

We summarize and compare the security performance of

vertical handover schemes in Table V. We specify used secu-

rity methods and indicate whether the proposed requirements

are met or not considered in the schemes. Since BS, CN

and other servers are entities with powerful computation and

communication capability, we only consider the computational

overhead on ME which is equipped with restricted resources.
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TABLE V
COMPARISON OF HORIZONTAL HANDOVER SCHEMES

Scheme MA CI FWS BWS AD AI NT CP Computation overhead Communication overhead

[23]
√ √ × √ × √ × × 4Th 2η + 3δ + 5γ

[83]
√ √ × × × × × × 2Th + Tm + 3Te + 2Ts 2δ+γ

[84]
√ √ √ √ √ √ √ × 2Th + 3Tm + 2Ts + Tp 4δ+ǫ

[85]
√ √ √ √ √ √ √ × 4Th + Tm + 2Te 6δ+2γ+ǫ

[97] × √ √ √ √ √ √ × 4Th + 2Tm + Tp 2δ

[90]
√ √ × √ × × × × 4Te + Tas 3δ

[122]
√ √ √ √ √ √ √ × 4Th + 4Tm + Tp 2δ

[123]
√ √ √ √ √ √ √ × 4Th + 4Tm + Tp 2δ

[98]
√ √ √ √ √ √ √ × 2Th + 4Tm 2δ

[104] × √ × × × √ √ × 4Th + 5Tm 2δ

[105]
√ √ √ √ √ √ √ × 4Th + 5Tm 2δ

[106]
√ √ √ √ √ √ √ × 4Th + 5Tm 2δ

[91]
√ √ √ √ √ × × × 3Th + 3Tm + Tas 2δ

[124]
√ √ √ √ × √ √ × 3Th + Tm + Tp 2δ

[102]
√ √ √ √ × √ √ √

4Th + 4Tm 2δ

[103]
√ √ √ √ √ √ √ × 2Th + 5Tm 2δ

[99]
√ √ √ √ √ √ √ √

7Th + 3Tm + 2Te + TKDF 3δ

[109]
√ √ √ √ × √ √ × 2Te + TABS + Tas 3δ

[110]
√ √ √ √ √ √ √ × 3Th + 4Tm + 4Te 3δ+4γ+2η

[111]
√ √ √ √ √ × × × 11Th + 11Tm 3δ+6γ+2η

[112]
√ √ √ √ √ √ √ × 6Th + 4Tm 3δ

[115]
√ √ √ √ √ × × × 7Th + 6Tm 3δ+ǫ

[116]
√ √ √ √ × √ √ × 6Th + Tas 3θ+5η

[118]
√ √ √ √ √ √ √ × 4Th + 7Tm -

[119]
√ √ × √ × √ √ × 3Th + 2Tm 2nµ+ 2δ

[120]
√ √ × √ × √ √ × 4Th + 2Tm 2nµ+ 3δ

[121]
√ √ × √ √ √ √ × 5Te (2n+ 1)µ + 3δ

[121]
√ √ √ √ √

- - - Th + T3Te + Tp (2n)µ + 2δ

MA: mutual authentication; CI: confidentiality and integrity; FWS: forward secrecy; BWS: backward secrecy; AD: availability and
dependability; AI: anonymity and indistinguishability; NT: non-traceability; CP: conditional privacy;
Tm: computation cost of multiply operation; Th: computation cost of hash point function; Tp: computation cost of bilinear pairing
function; Te: computation cost of modular exponentiation; TKDF : computation cost of key derivation function; Ts: computation
cost of symmetry encryption/decryption operation; Tas: computation cost of asymmetric encryption/decryption operation
δ: transmission time between ME and BS; ǫ: transmission time between BSs; η: transmission between MMEs; θ: transmission
between ME and MME; γ: transmission between MME and BS; µ: transmission between MEs
- : this scheme does not consider in paper; ×: this scheme does not satisfy the requirement ;

√
: this scheme satisfies the requirement

As for communication overhead, it is evaluated in terms of all

communication delay during handover process.

V. PRIVACY COUNTERMEASURES FOR 5G HANDOVER

Except for designing solutions to solve security issues in

handover in 5G networks, some researchers focus on user

privacy preservation issues in handover. Because various user

information is selected and processed in 5G networks, users

are keen to keep their private information secret when they

enjoy the convenience of networking services. In the process

of handover, there are two classes of user information involved

mostly, which are user identity and location. According to this

idea, we review the privacy solutions designed for handover

in 5G networks in this section.

A. Identity Privacy Preservation

1) Pseudonym-based Methods: Nowadays, most handover

schemes that provide identity privacy preservation apply

pseudonyms instead of user real identities. Generally, in this

kind of scheme, AS initially prepares a set of pseudonyms for

an ME. If the authentication between an ME and a BS/AP is

based on a digital signature algorithm, a corresponding private

key should be generated and attached to each pseudonym.

Thus, when handover occurs, the BS/AP only knows the

pseudonym of the ME, which can preserve user identity

privacy. However, if an ME uses one pseudonym unchanged

or the unlinkability of the pseudonyms is weak, an adversary

is able to trace the user according to the pseudonyms and link

pseudonyms to the real identity of the user.

Many schemes [58], [59], [85], [86], [88], [90], [94],

[96], [101]–[103], [105], [106], [116], [118], [120], [125]

adopted pseudonym-based mechanism to achieve identity pri-
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vacy preservation. In order to prevent adversaries from identity

tracing, the ME changes its pseudonym every time when it

performs handover. Unfortunately, user pseudonyms in [90],

[94] are not changed periodically so that adversaries can trace

MEs straightforward.

Another security intractable problem of the pseudonym-

based method is that the generated pseudonyms should be

stored in the AS, which will be a target of attackers, such

as DoS/DDoS attacks, etc.

2) Signature-based Methods: AAnother classic method to

preserve user identity privacy is applying cryptography, es-

pecially some digital signatures, e.g., group signature and

proxy signature could achieve authentication with some special

anonymous features [109], [112].

In [109], the authors designed a lightweight ABS-based

handover scheme. On one hand, MEs authenticate APs based

on a challenge-response pair, message, and normal signature,

i.e., Elliptic Curve Digital Signature Algorithm. Only APs

that have private keys can generate valid signatures on fresh

challenges from MEs. On the other hand, APs authenticate

MEs based on ABS. Only MEs that have the right attribute

list can generate valid signatures. Since attribute information

rather than identity-related parameters are transmitted through

messages, it is impossible to extract ME’s identity or link any

messages to the same user.

Qiu et al. [112] adopted a proxy signature in handover

authentication. Due to the verifiability and unforgeability of

the proxy signature, this scheme can well implement mutual

authentication. The legality of ME is guaranteed by proxy sig-

nature because only legal ME can represent the AS to generate

a valid proxy signature. The drawback of the signature-based

methods is heavy computation cost, which causes serious

handover delay.

3) Hybrid Methods: Combining signature and pseudonym

together can achieve identity privacy preservation with special

characteristics and sound performance. A good example is the

scheme proposed by He et al. [124]. In this scheme, the authors

took advantage of IBS to achieve mutual authentication and

used pseudonyms to prevent MitM attacks. MEs and BSs share

a common parameter of their private key, they can achieve

mutual authentication by computing a consistent authentica-

tion token. This authentication procedure only involves the

temporary identities of MEs. So, the identities of MEs are

well protected. But conditional privacy is not supported.

To fulfill the demands of conditional privacy, He et al. [107]

proposed a group signature-based privacy-preserving handover

scheme. Using the group signature, the AAA server can obtain

the identities of users by following a group open function.

Nevertheless, the normal group signature mechanism does

not support dynamic user revocation. In order to repair this

drawback of group signature, the authors applied Forward

Secure Revocation (FSR) group signature [126] to provide

conditional privacy and revocable anonymity.

To sum up, we draw Table VI to compare the privacy

performance of most of schemes. We use
√

and × to denote

whether the scheme satisfy the requirement or not. Also, we

specify their used mechanisms to achieve privacy preservation.

Nearly all schemes can achieve user anonymity and most of

them provide conditional privacy.

TABLE VI
ANALYSIS OF PRIVACY PRESERVATION PERFORMANCE

Scheme Privacy Mechanisms AI NT CP

[127]
Location

Privacy

Proxy Ring Signature
√ √ √

[128] Group Signature
√ √ √

[129] BLS Signature
√ √ ×

[58]

Identity Privacy

Pseudonym
√ √ ×

[59] Pseudonym
√ √ √

[85] Pseudonym
√ √ √

[88] Pseudonym
√ × √

[90] Pseudonym
√ √ √

[94] Pseudonym
√ √ √

[96] Pseudonym
√ √ √

[86] Pseudonym
√ × ×

[101] Pseudonym
√ × ×

[102] Pseudonym
√ × ×

[103] Pseudonym
√ √ √

[104] Pseudonym
√ √ ×

[105] Pseudonym
√ √ √

[106] Pseudonym
√ √ √

[107] Pseudonym
√ √ √

[116] Pseudonym
√ √ √

[112] Proxy Signature
√ √ √

[109] ABS
√ √ √

[111] Proxy Signature
√ × √

[119] Group Signature
√ × √

[120] Group Signature
√ √ √

[118] IBS
√ √ ×

[121] Aggregate Signature
√ √ √

[121] Group Signature
√ × √

[118] Signature
√ √ √

[130] Group Signature
√ √ √

AI: anonymity and indistinguishability; NT: non-traceability; CP: condi-
tional privacy;

B. Location Privacy Preservation

Location privacy preservation is another significant privacy

issue in the 5G handover. The increasing concerns on loca-

tion privacy protection from network users make the conflict

between user and service provider more sharpened. Network

operators or service providers expect to trace the moving trail

of a user to predict the behavioral model, thus, to deliver

advertisements or services precisely. However, users are eager

to escape from massive annoying ads supported by user

tracking. As far as right now, many pieces of research focus

on location privacy preservation in 5G networks and creative

applications [131]–[133], but a few works on location privacy

preservation during handover [127]–[129]. So, we sum them

up in Table VI.
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Fig. 14. The blind zone

In [127], Zhang et al. proposed an authentication scheme

in vehicular networks. By using a blind signature which is

constructed based on the Boneh–Lynn–Shacham (BLS) short

signature [134], this scheme can provide good location privacy

preservation and avoid being traced during handover. The blind

signature can prevent the target AP from knowing the identities

of MEs. When a vehicle first registers into a AAA server, it

gains a credential for future handover authentication. A blind

zone is defined in this paper as shown in Fig. 14. When

a vehicle enters the range of the target AP, the serving AP

is responsible for sending relevant authentication information

to the target AP. Since the vehicle uses a pseudonym to

request the target AP for authentication and the authentication

credentials are blind to the target AP, it is hard for the target AP

to identify the real identity of the vehicle. MEs and APs can

achieve mutual authentication by using valid credentials that

are confidential. When MEs and APs compute a session key,

they both use new random values to ensure FWS. However,

this scheme has a flaw that if there is only one vehicle perform-

ing handover authentication at a moment, the vehicle is still

possible to be traced. And there is no formal proof of security

and privacy or a test under multiple attacks, so availability

and dependability were not considered. Conditional privacy

was not supported, either. The computation overhead at the

ME side is Th +2Tm and the communication overhead is 3δ.

Jing et al. proposed a scheme [128] that combines proxy

and ring signatures named proxy ring signature to protect the

location privacy of MEs. In this scheme, an ME chooses two

handover candidate target APs and represents the source AP to

generate a ring signature for the target AP’s neighboring APs.

Based on the anonymity of candidate APs and ring signature,

the source AP does not know which exactly is the target AP.

Meanwhile, the target AP cannot get where the ME comes

from. The ME and the target AP can authenticate each other

based on the proxy signature. After mutual authentication,

the ME and the target AP can negotiate a session key to

protect message confidentiality and integrity. Compared to

using an identity-based ring signature, this scheme achieves

FWS. However, conditional privacy was not considered. The

computation overhead at ME side is 6Th + 11Tm and the

communication overhead is 3δ.

Yu et al. presented a scheme [129] based on pseudonyms

and group signature. They found that a single vehicle has many

opportunities to encounter other vehicles, and the strength of

privacy preservation mainly depends on the number of vehicles

running within one cell at the same time. So, in the scheme,

the vehicles communicate with RSUs based on a group. Every

vehicle uses in-group identities to communicate within the

group. Once a vehicle leaves the group, it uses its pseudonym

to broadcast leaving messages. In most conditions, a vehicle

exchanges information with RSUs by using group identity

which can guarantee the privacy of the vehicle. Vehicles can

prevent from being tracked by frequently changing their in-

group pseudonyms. As for security requirements, authors only

considered mutual authentication, confidentiality, and integrity.

The computation overhead is high due to adopting the group

signature. And the communication overhead is 5δ.

In some related work, e.g., [59], MEs are traceable because

the AP/BS needs to track ME location to provide authentica-

tion parameters and other services.

VI. OPEN RESEARCH ISSUES AND FUTURE DIRECTIONS

A. Open Issues

According to the above literature review with analysis and

comparison, we found that the research on security and privacy

preservation on handover in 5G is still far from impeccable.

There currently exist several open security and privacy issues

on 5G handover that should be solved before large-scale 5G

network commercial deployment.

First, most of the research on handover security and privacy

preservation focuses on handover within the same type of

networks or between at most two kinds of networks. These

schemes are designed for specific scenarios and use cases,

which are not suitable to be directly applied into 5G with high

heterogeneity. The versatility of these schemes is restricted

because of their “ad hoc” features. Recently, some existing

works [49], [50], [63] tries to construct a universal and scalable

security framework to address handover security and privacy

preservation among 5G HetNets, but suffer some conspicuous

drawbacks, e.g., low efficiency or some security and privacy

features deficiency. Therefore, building a universal, scalable

and high efficiency handover framework with in 5G networks

with security and privacy preservation is imperative.

Second, almost all related works addressed security and

privacy issues in handover based in a centralized way, which

means the handover procedure and security and privacy man-

agement are controlled by a centralized network server, e.g.,

AHM [55], [59] and AS [83]–[85] in various networks. This

system structure makes the centralized server under a high

risk of various attacks, especially DoS/DDoS attacks. So

far, there exist some researches [62], [63], [114] on using

decentralization methods, e.g., blockchain technology, to con-

struct a decentralized security handover protocol. For example,

[62], [63] blockchain is introduced as a distributed ledger

to store essential parameters used for handover. The adopted

blockchain takes the place of central server for mobility and

security management, which protects the system against some

attacks. In other aspects, blockchain is adopted to achieve
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distributed mobility management in [114]. However, some in-

herent features of blockchain, e.g., latency of block generation

and data disclosure of transactions, makes the adoption of

blockchain technology under risk. Therefore, in 5G networks,

using decentralization methods, such as blockchain technol-

ogy, to protect handover security and privacy against severe

attacks is a promising but challenge work.

Third, there is always a tradeoff among efficiency, security

and privacy preservation. As we can see from the Table IV, V ,

a scheme is designed with a high level of security and privacy

preservation normally at the expense of high computation

cost and long handover delay, especially at ME, which is

against the performance requirements of 5G networks, i.e.,

low latency [135]. So, it is significant to analyze the relation

between security/privacy and handover performance to build

a formal quantitative model for handover security and privacy

preservation.

Fourth, how to ensure FWS and BWS in group handover

is still an open issue. From Table IV and V, we can see that

FWS and BWS are security properties weakly supported in

handover research so far. Group handover, which can improve

the performance of handover in 5G network, is attracting

special attention in handover research [71]–[73], [120], [121],

[130]. But it is urgent to work out an effective and efficient

FWS and BWS protection solution for group handover before

its wide adoption.

Fifth, conditional privacy is a specific privacy requirement

that has not been seriously considered. Generally, privacy

preservation and privacy leakage are in conflict. However,

in some use cases in 5G, vehicle rescue, for instance, is

inescapable for users to disclose some private information,

e.g., location information, for safety assurance. However, it

is still an open issue to provide self-adaptive or configurable

privacy protection, i.e., conditional privacy, in 5G handover,

especially for some special 5G communication scenarios.

B. Future Research Directions

According to the above listed open issues, we further

propose several interesting research directions that we think

worth special efforts.

1) Universal Handover Architecture for 5G Network with

Security and Privacy-preservation: A universal handover ar-

chitecture with security and privacy preservation is essentially

necessary for designing and building a secure and seam-

less mobile roaming system for 5G networks. The universal

handover architecture should address all handover scenarios

occurring in the heterogeneous networking environments in

5G. Moreover, according to different security and privacy

levels required by specific handover scenarios, the security

and privacy requirements can be specified and fulfilled under

the universal architecture in an adaptive and configurable way.

Such a study is still missed and should be performed in the

future.

2) Security and Privacy-preservation Handover and

Blockchain: Blockchain was proposed as a decentralization

method to solve many of the problems caused by centralization

[136]. Some features of blockchain technology, e.g.,

preventing data tampering and anonymous can power security

and privacy preservation for handover in the 5G network.

Although some researchers [62], [63], [114] have adopted

blockchain to rebuild or improve handover structure, there

are still many issues that should be addressed. For instance,

handover security context information can be recorded on the

blockchain to reduce the communication overhead between

the AAA servers of different networks. However, a significant

parameter of blockchain is the time cost of block generation,

which indirectly influences the latency of handover. On

the other hand, privacy protection for mobile users should

be ensured when we apply blockchain into 5G handover.

Decentralized management on handover security and privacy

is a very interesting research topic with high potential in this

field.

3) Security and Privacy-preservation Handover and

SDN/AI: In 5G networks, SDN and Artificial Intelligence

(AI) are two promising technologies that can be adopted

to improve network performance. As we can see from our

review, some researchers [55]–[59] have leveraged SDN to

control the handover from a high level to reduce handover

delay. Besides, AI can also be used in the handover procedure

in order to protect the security and privacy of 5G networks

and reduce latency at the same time. For instance, using

AI such as neural networks for security and privacy in

the previous generation network, e.g., LTE may not be

applicable because of the limitation of the computation

power of network nodes. In 5G networks, more powerful

servers deployed in the cloud and edge facilities boost the

application of AI extensively. A precise prediction of ME’s

trajectory or handover intention could greatly increase the

overall efficiency of the handover and its security. However,

the application of AI on security in 5G networks is still in

its infancy, e.g., how to enhance privacy when applying AI

for handover is worth special investigation. At the same time,

additional security and privacy issues in handover in 5G

networks could be addressed with the assistance of SDN, AI,

and other emerging technologies, e.g., intrusion detection and

risk analysis.

4) Cross-layer Design to Improve Handover Security and

Performance: Cross-layer design for security and privacy

is useful in 5G networking. SDN could control an overall

network from a high level in 5G networks, which makes it

possible to design security and privacy by fusing cross-layer

SCI. In our review, most handover authentication schemes

focus only on the security of the network layer. Information

about the physical layer and the data link layer can be taken

into consideration in order to offer handover with high perfor-

mance. For example, related work [55], [56] leveraged phys-

ical layer information as secure SCI to authenticate handover

MEs, which can reduce computation cost and handover delay

comparing with cryptography-based authentication methods.

We estimate that SCI-based handover with privacy preserva-

tion is an interesting research topic worth further investigation.

5) Security and Privacy-preservation of Group-based Han-

dover for Massive Users: Because of the involvement of IoT

and VANET in 5G, it is usually the case that massive users

request to handover and authenticate concurrently. If BS or CN
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handles these handover and authentication requests separately,

the computation and communication cost will increase with the

number of users, which will greatly affect handover latency.

Thus, it is necessary to handle massive handover requests using

a secure and high-efficient method. Group-based handover

has been paid attention recently. However, it is still far from

enough to meet the security and privacy requirements proposed

in Section III. Additional research should be performed on this

aspect.

6) Security and Privacy-preserving Handover in eMBB,

URLLC and mMTC: eMBB strengthens what we have to-

day with improved network performance and seamless user

services. This scenario requires higher traffic capacity, higher

data rate than 4G. URLLC focuses on reliability, latency,

and availability. This scenario requires higher reliability, lower

latency than 4G, which can be used in V2X, remote medical

surgery, etc. mMTC is a scenario that there are a large number

of devices connecting to the access network. In our review,

most handover authentication schemes are designed for the

eMBB scenario. There are few schemes [71], [72], [120], [121]

designed for URLLC and mMTC that are worthy of future

research in the 5G network.

VII. CONCLUSION

In this paper, we first specified a detailed list of security

and privacy requirements for the purpose of resisting po-

tential threats and attacks in handovers of 5G HetNets. We

then surveyed the state-of-the-art schemes by employing the

proposed requirements as performance evaluation criteria to

evaluate and compare them. We also analyzed the efficiency

of existing works in terms of computational cost at mobile

devices and handover protocol communication overheads. The

analysis and comparison results indicate that existing works

are far from comprehensively satisfying all security and pri-

vacy requirements. Moreover, it is defective for the trade-off

between handover performance and the strength of security

and privacy preservation. Extensive literature review allows

us to indicate a number of open research issues in this field.

At last, we pointed out a number of attractive future research

directions to motivate special efforts to achieve secure and

privacy-preserving handover in 5G HetNets.

APPENDIX

Acronym Definition

5G
Next Generation Mobile Cellular

Communication and Networking System

3GPP Third Generation Partnership Project

5GS 5G System

AAA
Authentication, Authorization, and

Accounting

ABC Always Best Connected

ABS Attribute-Based Signature

AHM Authentication Handover Module

AI Artificial Intelligence

AMAC Aggregate Message Authentication Code

Acronym Definition

AMF Access and Mobility Management Function

AN Access Network

AP Access Point

ASN-GW Access Service Network Gateway

AUSF Authentication Server Function

BLS Boneh–Lynn–Shacham

BS Base Station

BWS Backward Secrecy

CN Core Network

CSI Channel State Information

D2D Device-to-Device

DDoS Distributed Denial of Service

DFF Data Forward Function

DHKE Diffie-Hellman Key Exchange

DNS Domain Name System

DoS Denial of Service

EAP Extensible Authentication Protocol

EAP-TLS
Extensible Authentication Protocol-

Transport Layer Security

ECDH Elliptic Curve Diffie-Hellman

eMBB Enhanced Mobile Broadband

eNB e-Node Base Station

EPC Evolved Packet Core

EPS-AKA
Extensible Authentication Protocol-

Authentication and Key Agreement

E-UTRA Evolved Universal Terrestrial Radio Access

FSR Forward Secure Revocation

FWS Forward Secrecy

gNB g-Node Base Station

GPS Global Positioning System

GUTI Globally Unique Temporary Identity

HeNB Home Evolved Node Base Station

HetNet Heterogeneous Network

HMAC Hash-based Message Authentication Code

HSS Home Subscriber Server

IBC Identity-Based Cryptography

IBS Identity-Based Signature

IEEE
Institute of Electrical and Electronics

Engineers

IMSI International Mobile Subscriber Identity

IoT Internet of Things

ITU International Telecommunication Union

KDF Key Derivation Function

LTE Long Term Evolution

M2M Machine-to-Machine

MAAR Mobility Anchors and Access Router

MAC Message Authentication Code

MBS Macro Base Station

ME Mobile Equipment

MICS Media Independent Command Service

MIES Media Independent Event Service

MIIS Media Independent Information Service

MIPv6 Mobile IPv6

MIS Media Independent Services

MitM Man-in-the-Middle

MME Mobility Management Entity

mMTC Massive Machine-Type Communication

MSC Mobile Service Centre

N3IWF Non-3GPP Interworking Function

NFV Network Function Virtualization

NG-RAN Next Generation Radio Access Network
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Acronym Definition

NR New Radio

NTRU Number Theory Research Unit

OSI Open System Interconnection

PDN Packet Data Network

PGW Packet Data Network Gateway

PKC Public Key Cryptography

PKG Private Key Generator

PKM Privacy Key Management

PoW Proof of Work

PPM Privacy Protection Module

QoS Quality of Service

RAN Radio Access Network

RAT Radio Access Technology

RF Radio Frequency

RSS Radio Signal Strength

RSU Road Side Unit

SCI Secure Context Information

SCT Security Context Transfer

SDN Software-Defined Network

SGW Serving Gateway

SIN Space Information Network

SMF Session Management Function

SN Serving Network

TNGF Trusted Non-3GPP Gateway Function

UAV Unmanned Aerial Vehicle

UPF User Plane Function

URLLC
Ultra-reliable and Low Latency

Communication

UTMS
Universal Mobile Telecommunications

System

V2X Vehicle-to-Everything

VANET Vehicular Ad-hoc Network

WAP Wireless Application Protocol

WIF Wi-Fi Interworking Function

WiMAX
World Interoperability for Microwave

Access

WLAN Wireless Local Access Network
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